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PROTECTING CONSUMERS BY PROTECTING
INTELLECTUAL PROPERTY

TUESDAY, JUNE 17, 2008

U.S. SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, D.C.

The Committee met, Pursuant to notice, at 10:06 a.m., in room
SD-226, Dirksen Senate Office Building, Hon. Patrick J. Leahy,
Chairman of the Committee, presiding.

Present: Senators Leahy, Cardin, Whitehouse, and Hatch.

OPENING STATEMENT OF HON. PATRICK J. LEAHY, A U.S.
SENATOR FROM THE STATE OF VERMONT

Chairman LEAHY. Good morning. I should note that we are going
to be talking about intellectual property. It is nice to have Senator
Hatch of Utah here with me. During a number of years, part of the
time he was Chairman, part of the time I was Chairman, we put
together bipartisan coalitions on intellectual property issues. It
turned out to be a pretty effective partnership, so, Senator Hatch,
I am delighted you are here.

I do not think there is dispute that our Nation is in economic and
political turmoil. Gas prices have exceeded our worst fears, espe-
cially those of us who live in rural areas, as I do. They are con-
tinuing to rise. They highlight the entrenched power of overseas oil
suppliers. Subprime mortgages have devastated many of our home-
owners, and they have revealed serious flaws in our lending sys-
tems. Just reading the press again today, you discover more and
more of this. Health insurance is still only a distant dream for mil-
lions of Americans in the wealthiest Nation on Earth. The costs in
lives and dollars of the Iraq war mount higher by the day. We are
deep into a Presidential election year, so the debate on these issues
will only intensify as summer turns to fall and as politics becomes
even more intense.

But today the Committee is going to address a significant eco-
nomic issue confronting our Nation, which actually should have no
partisan flavor whatsoever.

Intellectual property, and the creativity and innovation it rep-
resents, that is really the fuel in the engine of our economy. For
the United States to maintain its position as the world’s economic
leader, we have to focus on protecting its industries’ intellectual
property. In a year like this, partisan legislation is impossible; even
bipartisan legislation is unlikely. It is only truly non-partisan legis-
lation that presents an opening for progress, and I want to give in-
tellectual property enforcement legislation that kind of a chance.

o))
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The piracy and counterfeiting of intellectual property has
reached unprecedented levels in recent years. This theft costs the
American economy at least $200 billion and results in the loss of
750,000 jobs per year. Just think of that. Stealing and counter-
feiting of intellectual property costs the American economy at least
$200 billion and loses 750,000 jobs per year. Think how much we
could use those jobs. While this theft alone is unacceptable, it is
not the only cost incurred by piracy and counterfeiting. You only
have to look at reports of poisoned counterfeit toothpaste or dan-
gerous counterfeit automobile parts that are entering U.S. markets.
Think about that if you have had your brakes repaired. Were they
counterfeit? Think of that when you suddenly need them in an
emergency. These things are sold disproportionately to lower-in-
come Americans. And when you see this and you see the fact that
people’s lives are at stake, you understand how important the en-
forcement of our IP laws is to protect the health and safety of the
American people.

Now, we have representatives of pharmaceutical, automotive,
and product safety industries here today who can attest to these
dangers, but also to the vast resources they have to expend not to
create new products but to protect American consumers from the
dangers of these counterfeit products. I would like to see, and I sus-
pect every one of them would like to be able to use that money for
research and development of new products.

Our other witness today is from the Government Accountability
Office. I have been troubled by reports from the GAO that have
shown the ineffectiveness of the current enforcement strategies
being employed by the Federal Government. The lack of coordina-
tion among the Federal agencies responsible for IP enforcement
seems to be one of the biggest hurdles we face. I want to hear what
other roadblocks are preventing effective IP enforcement.

I have worked for years, as has Senator Hatch, to strengthen our
existing laws and give our law enforcement agents the necessary
tools to combat infringement. Other Members of Congress have
been active this session in offering legislation to strengthen the en-
forcement of IP laws. Even the Chinese Government, which allows
some of the most rampant theft of intellectual property in the
world, has suddenly begun to realize the value and the importance
of IP enforcement now that their own intellectual property has
been threatened, and they have begun to crack down on infringe-
ment of their Olympic copyrights. So it is not ever too late for the
(s;linner to come to the church, but I thought I would never see the

ay.

Justice Kennedy reminded us in his opinion for the Supreme
Court in the case of Boumediene v. Bush last week that “the only
mention of the term ‘right’ in the Constitution, as ratified, is in its
clause giving Congress the power to protect the rights of authors
and inventors,” referring, of course, to Article I, Section 8 of the
Constitution. These rights in intellectual property have been funda-
mental to Americans since our founding and have never been more
important than they are today. Enforcement and protection of
these rights is too important to be addressed piecemeal. I think we
have to examine enforcement efforts from the top down and the
bottom up. I hope that those testifying today can help us on that.
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Orrin, if you would just allow me to tell just a quick story, we
have a manufacturer, actually one of the preeminent in the world,
of snowboards, Burton Snowboards, in Vermont. I remember get-
ting on an airplane years ago in Chicago with Jake Burton, and the
two of us were squeezed back in the cheap seats, way in the back
of this airplane.

And we are both fairly good size guys. And Jake said, “See that
guy going up there into first class?” I said, “Yes.”

He said, “You know, he represents a Chinese company that stole
our design for ski boots that we spent hundreds of thousands of
dollars to design for the safety and everything else. He can afford
to fly first class because it does not cost him anything to steal the
design and use it. We had to pay to develop it.”

That has always stuck in my mind.

[The prepared statement of Senator Leahy appears as a submis-
sion for the record.]

Senator Hatch?

STATEMENT OF HON. ORRIN G. HATCH, A U.S. SENATOR FROM
THE STATE OF UTAH

Senator HATCH. Well, thank you, Mr. Chairman, for the oppor-
tunity to say a few words this morning on the enforcement of intel-
lectual property rights. I regret I have to go to another meeting in
the Leader’s office and will not be able to stay for much of the
hearing. But we are paying strict attention to what you have to
say.

The protection and the enforcement of intellectual property
rights are crucial components that foster ingenuity and innovation,
which in turn drive our economy. Without meaningful intellectual
property rights protection, our artists, our innovators, our entre-
preneurs, and workers will all suffer. But we should be mindful
that abuse of IP rights is not just about downloaded music, pirated
software, or fake designer handbags. All sectors of our economy are
affected because of this, including pharmaceuticals, auto parts, and
the quality and safety of our food, and so many other things.

Indeed, robust IP protection promotes the health and safety of
every American person. Far too often, enforcement of these rights
has not been as strong a priority as it should be. As a result, we
have an environment in which the IP rights of others are treated
casually or without any regard. This pervasive nonchalance stems
not only from inadequate enforcement but also because of an inad-
equate education about the law.

For example, some believe that if it is on the Internet, it is free.
Well, our Nation must take the lead in this endeavor, but everyone
here already knows that this is a global problem, and the solution
will require a commitment not only to beef up domestic enforce-
ment, but it will also require a concentrated governmentwide effort
to prevent intellectual property rights abuse.

Furthermore, I believe any meaningful solution will need to take
an integrated approach with both domestic and international
prongs which incorporate educational, judicial, and enforcement
components to help this insidious attack on our intellectual prop-
erty.
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In order to accomplish this task, all stakeholders must cooperate
and work in an integrated fashion with State, Federal, and inter-
national governments. In the Senate, we face the challenge of
working with multiple committees that have jurisdiction over var-
ious aspects of the integrated approach I just outlined. Coordi-
nating efforts may take extra time, but doing nothing seems to me
to not be an option.

As technology advances and becomes more sophisticated, so does
the enemy. As many of you already know, I am working on legisla-
tion in the Finance Committee that will provide our Government
with the tools necessary to combat this very real and growing
threat to our economy. And although I am not prepared to discuss
the particulars of my legislative approach today, I hope upon intro-
duction to work closely with this respective Committee to enact a
comprehensive and well-balanced bill that will protect both the cre-
ators and the consumers of intellectual property.

This is an important hearing. These are important issues. We
take a tremendous interest in them. I have particularly enjoyed
working with Senator Leahy over the years and others on this
Committee, but particularly Senator Leahy, on intellectual prop-
erty issues. And we have consistently been able to get together in
thei1 best interests of our country, and for that I am very grateful
to him.

And I am grateful to have all of you here today for the wisdom
{:)hat you can provide to us in helping us to understand these issues

etter.

Thank you, Mr. Chairman.

Chairman LEAHY. Thank you very much.

Did you want to say anything, Senator Whitehouse, or we will
just go right to the witnesses?

STATEMENT OF HON. SHELDON WHITEHOUSE, A U.S. SENATOR
FROM THE STATE OF RHODE ISLAND

Senator WHITEHOUSE. I will have to go to the floor during the
course of this hearing, so if I get up and leave, it is not because
of anything anybody said. I am very interested in this hearing. I
appreciate very much that the Chairman has held it. And when the
time comes for questions, I would be particularly interested in the
extent to which the cyber attack that the country is sustaining re-
lates to efforts to steal intellectual property and take advantage of
it in foreign countries.

Thank you, Chairman.

Chairman LEAHY. Thank you.

Shortly after the signing of the peace agreement between Egypt
and Israel, Anwar Sadat, the President of Egypt, and Menachem
Begin, the Prime Minister of Israel, came—that famous photo of
the signing ceremony at the White House. They came up onto the
Hill. We met separately with them in big receptions and a lunch-
eon. When Prime Minister Begin was speaking, he started off with
remarks that were a little bit critical of something that the Egyp-
tians had done, and three Senators got up and walked out. He did
not realize that the lights had gone off and that we had votes.

He looked a little bit nervous, and he said, “However, I must say
this about President Sadat.” And it was very favorable. Then it
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goes on a while longer, and he says something else, and three more
get up. The poor man is getting very, very nervous until Frank
Church, who was then the Chairman of the Foreign Relations Com-
mittee, whispers to him what is going on. He said, “Oh. Of course,
as Prime Minister, I am also a member of Knesset, the parliament,
and I understand.” Things went along a lot better. So we do ex-
plain to witnesses if we leave, it is not because of what you said.

Dr. Loren Yager is the Director of International Affairs and
Trade at the U.S. Government Accountability Office. It is a position
he has held since 2000. He has been at GAO since 1998. He pre-
viously directed the Office of the Chief Economist. Prior to his work
with the GAO, Dr. Yager was an economic analyst with the Rand
Corporation studying high-technology trade issues. He has com-
pleted several reports on Government agencies involved in intellec-
tual property protection. He has offered congressional testimony on
a variety of topics, including China import remedies and container
security.

Dr. Yager, you are always welcome on Capitol Hill.

Please go ahead, sir.

STATEMENT OF LOREN YAGER, DIRECTOR, INTERNATIONAL
AFFAIRS AND TRADE, GOVERNMENT ACCOUNTABILITY OF-
FICE, WASHINGTON, D.C.

Mr. YAGER. Thank you very much, Mr. Chairman. Good morning,
Mr. Chairman and members of the Committee. Thank you for the
opportunity to discuss our work on U.S. efforts to protect and en-
force intellectual property rights.

As you mentioned in your opening statement, the illegal importa-
tion and distribution of counterfeit and pirated goods poses a
threat to the health and safety of U.S. citizens, as well as enor-
mous costs to the U.S. economy.

However, the challenges involved in IP protection are also signifi-
cant and include the technological advances that facilitate piracy as
well as the need for effective coordination among a wide range of
policy and law enforcement agencies.

In my summary today, I will address two topics: first, the need
for greater leadership and permanence in our national IP enforce-
ment structure and strategy; and, second, the need for key agencies
to improve their data collection and analysis on issues related to
IP enforcement.

My remarks are based on numerous assignments that GAO has
conducted on intellectual property protection over the past 5 years
and, most recently, a report issued to Senator Voinovich regarding
U.S. agencies’ enforcement efforts.

Let me first talk about the leadership issue. The current U.S.
Government coordinating structure that has evolved for protecting
and enforcing U.S. intellectual property rights lacks permanence,
presenting challenges for effective and viable coordination over the
long run. At present, we have a combination of leadership mecha-
nisms.

The National Intellectual Property Law Enforcement Coordina-
tion Council, called NIPLECC, is responsible for coordinating IP
protection and enforcement across multiple agencies. And the
White House’s Strategy for Targeting Organized Piracy, called
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STOP, is the strategy that guides this council. NIPLECC has strug-
gled to define its purpose and retains an image of inactivity within
the private sector. It continues to have leadership problems despite
enhancements made by Congress in December of 2004 to strength-
en its role.

From the beginning of NIPLECC in 1999, Congress’s goal has
been to institutionalize law enforcement coordination. But our work
suggests this goal has not yet been met. In contrast, STOP has a
positive image but lacks permanence, and the momentum that it
helped create could disappear after the current administration.

We have recommended that the IP coordinator and the STOP
agencies clarify the relationship between the council and the White
House strategy, but also recognize that some of the legislative pro-
posals under consideration by the Congress call for more funda-
mental changes in this relationship.

Let me now briefly summarize the second issue, the potential for
improvement in agencies’ data collection and analysis on IP en-
forcement.

Federal IP enforcement functions include seizures, investiga-
tions, and prosecutions, and while IP enforcement is generally not
the highest priority for agencies such as the Department of Justice,
Department of Homeland Security, or Health and Human Services,
addressing IP crimes with a public health and safety risk has be-
come an important enforcement activity at each of those agencies.

Our report also provides some good news in that Federal IP en-
forcement actions generally increased during the years 2001
through 2006. Given the importance of this issue, there are some
ways that the agencies can improve their data and analysis to en-
able Congress and others to better assess agency achievements. Let
me give just a few examples.

Despite the fact that many agencies identified IP related to
health and safety as a priority, we found that some agencies lacked
the data to report or to analyze their efforts to address these types
of crimes. We also found a few field offices were driving a huge
share of some of the agencies’ overall enforcement activity. But
agencies had not always considered the implications of these pat-
terns.

Most agencies had not established IP performance measures or
targets to assess their achievements, making it more difficult for
the Congress and for agency managers to make informed resource
decisions and assess whether they are achieving their enforcement
objectives. And, finally, the IPR Center was created with the mis-
sion to collect, analyze, and disseminate information about IPR en-
forcement. But the center has never achieved those goals.

We made a number of recommendations to the agencies regard-
ing improvements, and these were similar to earlier recommenda-
tions made to the IP coordinator to improve accountability meas-
ures. We continue to work with the agencies in terms of their re-
sponse to those recommendations.

Mr. Chairman, as you noted in your opening statement, a num-
ber of legislative proposals are before the Congress that would
modify the Federal IP enforcement structure. As the Committee
continues to consider this issue and these proposals, we would be
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happy to provide additional information where we believe the pro-
posals address the weaknesses that our work has identified.

Mr. Chairman, this concludes my prepared remarks, and I would
be happy to answer any questions that you or other members of the
Committee have.

[The prepared statement of Mr. Yager appears as a submission
for the record.]

Chairman LEAHY. Thank you.

I would mention that Dr. Yager is very familiar with Capitol
Hill. He ended within the time.

What I am going to do is have each witness testify, and then we
will ask questions.

Brian Monks is the Vice President of Anti-Counterfeiting Oper-
ations at Underwriters Laboratories, something that is more than
a full-time job, I am sure.

Underwriters, of course, is a nonprofit company that certifies
public safety. In his role at UL, Mr. Monks works closely with the
Bureau of Customs and Border Protection, the FBI, Interpol, as
well as other international law enforcement agencies to identify
and seize products bearing counterfeit UL marks. He has written
numerous articles in industry journals, frequently addresses anti-
counterfeiting conferences around the world. He is also a member
of several anti-counterfeiting organizations, including the Inter-
national Anti-Counterfeiting Coalition, where he is an executive
board member.

Mr. Monks, thank you for coming, and please go ahead, sir.

STATEMENT OF BRIAN H. MONKS, VICE PRESIDENT, ANTI-
COUNTERFEITING OPERATIONS, UNDERWRITERS LABORA-
TORIES INC., MELVILLE, NEW YORK

Mr. MoNKsS. Chairman Leahy, distinguished members, thank you
for this opportunity for Underwriters Laboratories to appear before
you today. I am pleased to provide UL’s perspective on our work
to keep counterfeit products out of the marketplace.

Counterfeiting is a serious threat to our economy and to the safe-
ty of U.S. consumers. A variety of counterfeit products enter the
stream of commerce every day, many posing unsuspectingly serious
fire and electrical hazards that endanger the American public.

For 114 years, UL has built a reputation on the integrity of the
UL mark and what it represents to consumers. The UL mission is
the protection of human life and property from product risks and
hazards. In 2007, an estimated 21 billion products entered the
global marketplace carrying the UL mark. To put this in perspec-
tive, the average American consumer’s home contains 120 products
bearing the UL mark. Everything in this room today you touched
electrically probably has a UL mark on it.

Like other brand leaders, the UL mark is being counterfeited—
leaving consumers with a false sense of security about the safety
of the products they purchase. To minimize this risk, UL maintains
a zero tolerance policy, working aggressively with law enforcement
to seize product and to prosecute counterfeiters.

There can be no doubt about the correlation between counter-
feiting and product safety. Counterfeiters do not discriminate in
their selection of products. They care about profit. In 2007 alone,
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UL issued warnings about fire extinguishers, smoke alarms, exten-
sion cords, holiday lights, lamps, power strips, and surge protectors
bearing counterfeit UL certification marks. Penetration of product
and certification mark counterfeiting in electrical and fire protec-
tion categories increase the risk of fire, shock, and other hazards
to American consumers, their homes, and their workplaces.

Common household extension cords can typically be purchased
for under a dollar at discount stores nationwide. They are often
targeted by counterfeiters. Producing them requires basically cop-
per and plastic. To maximize their profit, counterfeiters use extra
plastic and reduce the amount of copper. Reducing the amount of
copper means that when the electrical current is applied—for ex-
ample, plugging in a hair dryer—these products can overheat, melt,
and catch fire.

In 2007, Customs and Border Protection made over 150 seizures
of products bearing counterfeit UL marks. When examined, many
of these products posed an unacceptable risk to the public.

Even more disturbing is the recent appearance of counterfeit
marks on fire safety devices, such as smoke detectors, heat detec-
tors, sprinkle heads, and fire extinguishers. Senator, these devices
are designed to save your life in case of a fire.

Aggressive, proactive measures need to be taken to prevent the
entrance of these products into the marketplace. They need to be
stopped before a failure becomes another fatality statistic. We can-
not overstate the importance of enforcement authorities and law-
makers working together with the private sector to combat these
criminal activities. For over a decade, UL has worked closely with
the Department of Justice, the Federal Bureau of Investigation,
and other enforcement agencies to identify and seize products bear-
ing counterfeit UL marks and to prosecute offenders to the fullest
extent of the law.

UL’s goal is to continue working with enforcement agencies to
prevent these products from ever reaching the hands of the con-
sumer. Ultimately, UL hopes that increased enforcement will deter
counterfeiters. In 2006, the U.S. Attorney’s Office of the Southern
District of Florida announced that two defendants found guilty of
trafficking in a range of products, including extension cords bearing
counterfeit marks, were each sentenced to more than 7 years in
Federal prison. The rights holders worked in partnership with Gov-
ernment to assist in successful prosecution, sending a message that
counterfeiters that compromise the safety of American citizens will
be pursued and punished.

As these examples show, some success has been achieved in com-
bating the serious and growing threat of product counterfeiting.
There is more to be done. Additional resources are necessary in
order to continue this positive track record. We believe that addi-
tional staffing and resources for the DOJ and FBI that are dedi-
cated solely to combating IP crimes would be a step in the right
direction. This means things like dedicated FBI agents for existing
or new Computer Hacking and Intellectual Property units; it
means additional Assistant U.S. Attorneys dedicated to the pros-
ecution of IP cases; and it means staffing available for the forma-
tion of ad hoc task forces that can be mobilized quickly to address
short-term situations and threats to combat these dangers. These
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ad hoc task forces have proven effective in New York, Newark, and
recently Los Angeles, where the combined effort of Federal and
local authorities were able to take down large-scale counterfeiting
operations.

Let me leave you with a parting thought. Last Friday, Federal
authorities seized $1.5 million in counterfeit circuit breakers. Cir-
cuit breakers are found in our home electrical panels and protect
against electrical current overloading and fire. Had they not been
seized, these breakers could have ended up in our homes. Senator,
one shipping container holds 186,000 circuit breakers. To put that
in perspective, that is the potential of 186,000 house fires.

Thank you very much.

[The prepared statement of Mr. Monks appears as a submission
for the record.]

Chairman LEAHY. Thank you, Mr. Monks. We will get back to
questions in a moment, but thank you for emphasizing two things:
One, that counterfeiting is not just stealing money; it could cost
you your life. You can go out and buy a product that you think is
very reputable—my wife and I always look for the UL mark on
electrical things we buy—but it could cost you your life. And, sec-
ond, I like the emphasis you put on prosecution. As a former pros-
ecutor myself, I think sometimes—I probably expect the finest mo-
tives of people, but sometimes the thought that the jail door may
clang shut with them behind the door, that sometimes motivates
them to be even more conscientious about following the law.

Mike Rose is the Vice President of Supply Chain Technology at
Johnson & Johnson. He has been with them for over 30 years in
a variety of positions within the company, including Chief Informa-
tion Officer. Mr. Rose works with several industry associations on
supply chain issues, including the Pharmaceutical Research and
Manufacturers of America’s Supply Chain Work Group. He is co-
chair of the Health Care Distribution Management Association In-
dustry Relations Council.

Mr. Rose, thank you very much for coming here. Please go ahead,
sir.

STATEMENT OF MIKE ROSE, VICE PRESIDENT, SUPPLY CHAIN
TECHNOLOGY, JOHNSON & JOHNSON, FOUNTAINVILLE,
PENNSYLVANIA

Mr. RoOSE. Thank you, Mr. Chairman.

Mr. Chairman, on behalf of the nearly 120,000 employees of the
Johnson & Johnson family of companies, thank you for the oppor-
tunity to speak here today.

Violation of intellectual property through counterfeit health care
products presents a significant risk to patients and consumers. Mr.
Chairman, there are three points I would like to underscore this
morning.

First, we believe that there should be one national standard for
ensuring the integrity of the health care products supply chain.

Second, coordination among the various governmental agencies
and industries involved in combating counterfeiting, as well as ag-
gressive enforcement of existing laws, is essential.
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Third, we must acknowledge that the lack of international en-
forcement of intellectual property laws allows counterfeiters to
thrive.

According to the FDA, while the United States pharmaceutical
supply chain is one of the safest in the world, counterfeiting of
health care products is a growing concern. The World Health Orga-
nization estimates that 8 to 10 percent of pharmaceutical products
outside the United States are counterfeit. In some countries, coun-
terfeit products may represent 50 percent of medicines.

The Internet is fast becoming the marketplace of choice for coun-
terfeiters where counterfeit pharmaceutical, consumer products,
and medical devices can be purchased from unregulated Internet
sites. Counterfeiters can easily sell their products via website and
distribute them to unsuspecting U.S. consumers. This problem is so
widespread that, according to the Pharmaceutical Security Insti-
tute, seizures of bogus prescription medicines jumped 24 percent to
1,513 incidents in 2007, and illicit versions of 403 different pre-
scription drugs were confiscated in 99 countries.

Another avenue for counterfeiters is diversion, which refers to
merchandise that is distributed into markets other than originally
intended. Diverted products, so-called gray market products, fre-
quently are past dated or expired, have been previously marked for
destruction, have not been properly stored, or are counterfeit.

Counterfeiters show total disregard for the safety of consumers,
patients, doctors, and nurses. They have no regard for intellectual
property rights and take advantage of countries with gaps in intel-
lectual property laws or where enforcement of IP laws is non-exist-
ent or lax.

Countries that do not enforce IP laws for products made for ex-
port provide counterfeiters a safe haven. The active ingredient can
be manufactured in one country, exported to a second, where the
product is packaged; exported to a third country, where it is labeled
and placed in finished packaging; and exported for final sale.

Both health care manufacturers and Government regulators are
taking action to combat counterfeiting and to protect consumers
and patients. Many health care manufacturers have invested in
measures to tighten the security of supply chains and products.
Here are some examples where manufacturers are focusing their
efforts: monitoring market activities and trading practices; collabo-
rating with Customs and police to investigate suspected cases of
counterfeiting or tampering; working with Government agencies to
ensure trademark and IP laws are enforced and prosecuting in-
fringements; applying overt and covert features to products and
packaging to aid in product identification; and, last, investigating
and piloting track and trace and pedigree systems to communicate
the product’s chain of custody. These systems are intended to add
greater clarity into where products have been and where they are
moving.

One area of special focus has been a product’s pedigree, which
documents the chain of custody of a specific product. More than 30
U.S. States have enacted legislation requiring pharmaceutical pedi-
grees. As a consequence, we have a patchwork quilt of pedigree
laws and regulations that could defeat the purpose of improving
supply chain security.
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We believe legislative efforts should eliminate the complexity of
multiple pedigree laws and implement a simple and potentially ef-
fective solution—the electronic pedigree, otherwise known as
ePedigree.

Making the distributors produce ePedigrees would increase the
effectiveness of law enforcement. The Federal Government can and
should take the lead in establishing a single Federal standard for
electronic pedigree.

We have submitted additional testimony and our recommenda-
tions to the Committee. Johnson & Johnson is committed to work-
ing with Congress, the FDA, and other Government agencies on
counterfeit challenge and is ready to make our company experts
available to assist with legislative and regulatory efforts.

Thank you for allowing Johnson & Johnson to share our perspec-
tive on this critical issue with you today. I am happy to answer
your questions.

[The prepared statement of Mr. Rose appears as a submission for
the record.]

Chairman LEAHY. We will go into those, but also, listening to
your testimony makes me realize, too, that when you have a com-
pany like Johnson & Johnson that is a well-recognized name, like
General Motors or something like that in cars. If somebody coun-
terfeits your product and illness or death results from that, the bil-
lions of dollars that have been invested to buildup a basic product
name is severely damaged. Is that not correct?

Mr. RoSE. That is correct.

Chairman LEAHY. I saw Mr. Monks shaking his head. The same
would be with UL where an enormous amount of time has been
spent to get into consumers’ minds that this is a seal of approval,
and there you are.

Jeffrey Thurnau is a patent attorney for the Denver-based Gates
Corporation, where he has worked since 1999. Mr. Thurnau is re-
sponsible for assisting the administration of Gates’ worldwide intel-
lectual property portfolio, including preparation and prosecution of
patent applications, trademark registrations, and licensing. Prior to
joining Gates, Mr. Thurnau was a private attorney representing cli-
ents before the American Arbitration Association, the New York
Stock Exchange in various State and Federal courts. He is a found-
ing member of the Motor and Equipment Manufacturing Associa-
tion Brand Protection Council.

Mr. Thurnau, please go ahead, sir, and thank you for being here.

STATEMENT OF JEFFREY THURNAU, PATENT COUNSEL,
GATES CORPORATION, DENVER, COLORADO

Mr. THURNAU. Chairman Leahy, thanks very much, other distin-
guished members of the Judiciary Committee, thank you for this
opportunity to testify on “Protecting Consumers by Protecting In-
tellectual Property.” Gates is headquartered in Denver, Colorado.
We have 5,000 employees at 25 facilities across America. The motor
vehicle parts suppliers are the Nation’s largest manufacturing sec-
tor, directly employing 783,100 people and contributing to 4.5 mil-
lion jobs in private industry across the Nation.

Today I am going to focus my comments on the safety implica-
tions of counterfeit parts. I will begin with an overview of the coun-
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terfeit challenges facing the auto parts industry, give you an idea
of the issues facing Gates Corporation, and then offer some ideas,
legislative and otherwise, that help move this important legislation
forward.

Counterfeit parts and components for cars, trucks, buses, and
commercial vehicles pose a critical problem to the American econ-
omy. Chairman Leahy mentioned the $2 million in annual losses
to counterfeit sales, and in the auto parts industry, approximately
2?0,000 fewer jobs as a result of counterfeit parts in the market-
place.

Vehicle performance and safety can be severely impacted by
counterfeit products such as brakes, brake pads, timing belts, auto-
motive lighting, and tires. The use of counterfeit parts can result
in sudden, catastrophic engine failure, brake failure, and other sys-
tem malfunctions.

Trademark and brand infringement is the most immediate prob-
lem we face at Gates Corporation. That is because this represents
the easiest method by which pirates can get their products sold in
the marketplace.

Another issue we confront is trade dress infringement.

Trade dress relates to the unique or distinctive appearance of
products or packaging. Often, the consumers are unable to distin-
guish the difference between the authentic goods and counterfeit
goods and may mistakenly make a purchase of counterfeit prod-
ucts.

We have tested pirate timing belts and find they simply do not
rise to industry standards. As I have said, failure of a timing belt
can lead to catastrophic engine damage. This saddles the consumer
with thousands of dollars in repairs, as well as presenting a signifi-
cant safety risk when one considers where the failure may occur,
for example, on a busy highway.

Let me give you some other examples. In March 2008, Taiwan
customs contacted Gates with respect to a suspect shipment of
counterfeit timing belts. Gates confirmed that they were counter-
feit, and we are in the process of working with Taiwanese officials
to move the case forward.

In November 2006, a Puerto Rican distributor was caught selling
counterfeit timing belts. The supplier was located in China. The
supplier had 600 timing belts in his possession and had been sell-
ing them on the Internet.

In October 2006, a Polish distributor was caught selling counter-
feit timing belts. Warsaw authorities brought a criminal complaint
against the distributor.

As you can see, a company like Gates faces a myriad of chal-
lenges to its intellectual property. I urge you to consider some of
the following ideas to address the range of concerns I have ex-
pressed today on behalf of Gates and the Motor Equipment Manu-
facturers’ Association.

First, better coordination among executive branch enforcement
agencies. Current legislation provides three options worth looking
at: Senate bill 522, with its OMB-centered Coordinating Com-
mittee; next, legislation recently passed in the House creates an IP
czar at the Department of Justice; and last, but certainly not least,
Mr. Chairman, your legislation, S. 2317, which provides for a spe-
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cial unit at the FBI, as well as increased penalties for trafficking
in counterfeit labels.

We also support increased enforcement resources at the Depart-
ment of Homeland Security and the Department of Justice. This
would be directed toward additional personnel, training, and tech-
nology for detecting counterfeit parts at U.S. ports.

Finally, we support increased coordination and cooperation
among U.S. law enforcement agencies and the law enforcement
agencies of like-minded countries so that the IP laws in those coun-
tries might be more vigorously enforced.

Mr. Chairman, thanks very much for the opportunity to testify
today. I am glad to take any questions.

[The prepared statement of Mr. Thurnau appears as a submis-
sion for the record.]

Chairman LEAHY. Well, thank you, and I think you agree with
me that prosecution alone is not the answer, but it is good to have
some pretty tough teeth if you do catch people and prosecute them.

Mr. THURNAU. Yes.

Chairman LEAHY. Dr. Yager, let me ask you, the National Intel-
lectual Property Law Enforcement Coordination Council,
NIPLECC, as we have said, is an interagency group that is sup-
posed to coordinate U.S. domestic and international IP enforcement
activities. We had the former coordinator of NIPLECC, Chris
Israel, before this Committee several times, and he was doing as
well as he could. But NIPLECC itself is often criticized as being
ineffective. In contrast, we have the Strategy Targeting Organized
Piracy, or STOP. It seems to have done a little bit better in bring-
ing in the Departments of Commerce, Justice, Homeland Security,
State, Food and Drug, Office of the U.S. Trade Representative to-
gether.

Has STOP been more effective and why? And if it has been more
effective, how can we make it even more effective than that?

Mr. YAGER. We believe that STOP actually did add quite some
energy and some momentum to the efforts among agencies to work
together to improve IP enforcement. I think there are a couple rea-
sons for that. One, it was a very highly visible effort, not only in-
side the Government but in terms of outreach to the private sector.
There was also some additional reporting and a little bit more in
terms of accountability features, providing information to the Con-
gress and other stakeholders as to what their goals were, and what
was the purpose. They set some targets for performance. So I think
there were a number of factors that made STOP more effective, in-
cluding some fairly vigorous support from the White House. So it
being an important effort within the administration gave it some
additional prominence, and, frankly, it got the attention not just in-
ternally in the United States but also abroad. So there were some
features about it that made it more effective than its predecessor.

On the other hand, one of the problems with a Presidential ini-
tiative is it is certainly possible that that initiative will go away
with the new administration. So one of the points that I made in
my statement and my written report was about the permanence of
this particular entity, because after achieving some momentum
along the lines of the things that I mentioned, as well as, frankly,
some increased prosecutions at Justice. This problem obviously will

12:52 Oct 27,2008 Jkt 043659 PO 00000 Frm 00017 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\43659.TXT SJUD1

PsN: CMORC



VerDate Aug 31 2005

14

not be solved by the end of this administration, and there needs
to be some discussion about how to make that group and that func-
tion more permanent to continue to make some progress on this
difficult subject.

Chairman LEAHY. I wear another hat as Chairman of the Sub-
committee that funds all of the State Department and its overseas
operations. I have been pushing very hard to make sure we have
people in our embassies who can work on these issues and train
to.

I should probably ask Mr. Monks, and Mr. Rose and Mr.
Thurnau, has the coordination worked well? It is one thing to have
our agencies coordinate with each other. They are coordinating
with the industry. Mr. Monks?

Mr. MoONKS. I think the reach-out is mutual. You know, from pri-
vate industry we reach out to the Department of Justice, to the Bu-
reau, to ICE, whoever it may be, and educate, talk about the prob-
lem how we can work together to combine our resources to get ef-
fective enforcement, get effective prosecution. So it is a two-way
street. From UL’s vantage point, it has worked on many occasions
where we have had some good prosecutions. We are certainly not
catching all the crooks, but, you know, we are out there pushing
the envelope.

So it has worked. There are some limitations. There is commu-
nication problems here and there. But overall we are quite happy
with the outcome.

Chairman LEAHY. Mr. Rose?

Mr. RostE. We have coordinated with various governmental agen-
cies, and they are very important resources to us. In our industry,
we work very closely with the FDA and also with the group in the
FDA, the Office of Criminal Investigation. They are very important
to us, and they have been great resources, as well as Homeland Se-
curity and ICE.

Coordination always is a difficult thing. As we look at counter-
feiting, we have to also be cognizant that counterfeiting is occur-
ring outside the U.S.; we need to have better coordination with reg-
ulatory agencies, and enforcement agencies overseas.

Chairman LEAHY. Mr. Thurnau?

Mr. THURNAU. Thank you. Let me take that segue in terms of
international efforts. From the Gates Corporation’s point of view,
our primary issues are offshore, and we have had some success in
dealing with U.S. agencies, but at the moment, we also are trying
to beef up our contacts with other governments, other law enforce-
ment agencies in those governments, so that they are familiar with
us and familiar with the products and the automotive industry
products. So to the extent that U.S. agencies can assist in that co-
ordination effort between U.S. and other governments, it would be
appreciated.

Chairman LEAHY. Well, thank you. And, you know, I would hope
that each one of you would feel free, after you think further on this,
to write to me if you have ideas, concrete things that you feel that
could be done, and write to both myself and Senator Hatch, who
is interested in this. This really is not a partisan issue. It is one
that we all have a stake in. I have a lot of small companies but
very big companies in my own State of Vermont that have inter-
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national work, many in the electronic areas, other types of areas,
and one that does circuit breakers that you have certified, Mr.
Monks, your company has. And they are constantly being faced
with counterfeit products labeled as theirs, and they do not begin
to match the quality of theirs.

Mr. Rose, we just touched on this earlier, but just give us some
idea of what you have to do in your company, a brand that we all
recognize, what you have to do just to protect your brand name
that people are counterfeiting and thinking they are buying a John-
son & Johnson brand. I am sure that what you would say is prob-
ably could be said by just about every large corporation in this
country.

Mr. RoskE. I will speak on behalf of the health care industry. I
am sure Mr. Thurnau could comment on the automotive industry
as well.

What we are seeing is a huge investment of resources and time.
If you go back 30 years ago, this was not an issue on anyone’s
agenda. We were developing products and marketing products.
Now we have added another dimension to our supply chain activi-
ties where we have to protect our products. So we invest in various
anti-counterfeiting measures and features for our products, overt
and covert markers, color-shifting inks and holograms. We have in-
vested in time with our trading partners to reassess our agree-
ments, our trade agreements that we have with them. We are mon-
itoring the marketplace as well.

These activities are taking a lot of resources, corporate resources,
that we now have to invest in just to protect products. We manu-
facture genuine products, and as you rightfully mentioned, the
Johnson & Johnson name is a very important name to protect. Now
we have to invest to protect that name even more than we ever
have in the past.

Chairman LEAHY. It would be more fun to be spending that
money on developing new products, I am sure.

Mr. ROSE. We would all benefit from spending money on new
products. Many of us would benefit from having new medical prod-
ucts.

Chairman LEAHY. I am going to yield to Senator Cardin in just
one moment, but, Mr. Thurnau, when I walked in, I noticed you
had a belt over there, and I am sitting here intrigued. Would you
tell me what that is?

Mr. THURNAU. Absolutely. Thank you. I brought in an authentic
belt and a counterfeit belt and some authentic and counterfeit
packaging as well. And the point is that counterfeiters to a certain
extent have to meet quality standards, as odd as that sounds, be-
cause even though it is a point-of-sale issue for the purchase of
counterfeit products, they still have to get past that initial pur-
chase. So often it is very difficult to distinguish between the au-
thentic goods and the counterfeit goods. I am glad to offer these up
for inspection by the Committee.

Chairman LEAHY. Thank you.

Senator Cardin?

Senator CARDIN. Well, Mr. Chairman, thank you very much for
holding this hearing, and I thank our witnesses for their testimony.
The stealing of intellectual property is a very serious problem. It
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is not only an economic loss. It is a fairness issue. It is a safety
issue. And I think you all have pointed that out in your testimony.
And whether we are dealing with pirated goods or we are dealing
with counterfeit products, it is a huge problem.

And there is an attitude issue. I think people in this country do
not realize that when they take a pirated product, it is stealing; or
that when they use software that they get from a friend without
a license, it is stealing. When they look for a product that might
be counterfeit and are not really too concerned about it, it is steal-
ing. And we need to do a much better job on enforcement.

In the last Congress, I served as the ranking Democrat on the
Trade Subcommittee of the House Ways and Means Committee. I
spent a lot of time dealing with intellectual property issues in our
trade agreements. So I just really want to ask the panel a question.
This hearing is primarily focused as to how we can strengthen our
internal enforcement of our intellectual property rights, how we
can help enforce the laws of this country, strengthen the laws.

One could say, Are our laws adequate? That is, is it clear what
is legal and what is not legal? Second, do we have the right en-
forcement? And we have been talking here and the Chairman has
been very active as to the coordination of so many agencies that
are involved here, whether there should not be a better way to co-
ordinate that, either through a central person or through a better
focus within an agency. And the third is whether we should be
looking at our trade laws in a different light.

I remember discovering in regards to counterfeit products that
other countries that we trade with actually finance the manufac-
turing operations of counterfeit products. They actually assist in
getting U.S. product to their country, which they analyze, then
they set up manufacturing plants that produce that product in a
counterfeit way for their own economic advantages, which is clearly
something that should never be tolerated by the United States for
a trading partner or any other country. So the question really is:
Do we need to take a new look at our multinational trade agree-
ments or our bilateral trade agreements or our U.S. attitude as to
which countries we will allow access to our country if they are not
enforcing basic intellectual property protections for U.S. manufac-
turers and producers?

So, yes, we have got to take care of our own domestic laws. We
have to take care of enforcement here. We have got to take care
of our trade laws. And if you could just help me a little bit as to
where we should place our priorities in regards to being the most
effective in preventing the stealing of intellectual property with
American companies and individuals.

Mr. YAGER. If I could answer that, Senator Cardin, I think cer-
tainly we will not be successful if our efforts end at the U.S. bor-
ders in terms of trying to protect the U.S. from the entry of these
goods.

There is a procedure, there is a special 301 process, which in-
cludes a number of the different agencies, and the focus of the spe-
cial 301 process is for Government to get together with different in-
dustry representatives and foreign governments to talk about the
ways that their legislation abroad can be improved. And there also
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has been some discussion about enforcement of those laws within
the special 301 process.

So there is an active process within the Federal Government that
has been relatively successful—

Senator CARDIN. The United States has been challenged inter-
nationally on its enforcement, and in the latest round, there was
a fear that we might have actually weakened some of our enforce-
ment provisions. We did not get to that point, but it does not seem
like we are winning in the international arena.

Mr. YAGER. There certainly have been some situations where the
special 301 tool has been used against countries like Russia,
Ukraine, and others to exert pressure. In some cases, there has
been stronger legislation written in those countries. I have to say,
though, the real difficulty with working with foreign countries is to
try to convince them to put resources into this effort because, obvi-
ously, stopping the production of pirated goods abroad is a very re-
source-intensive effort, as it is here. And one of the things that we
noticed when we did some travel is if there are groups within the
law enforcement agencies abroad that are serious about seizing
counterfeit goods, they have a storage problem very quickly. There
is just so much counterfeit merchandise in many of these other cit-
ies that if the agencies, whether they are police or other, get seri-
ous about this, in a matter of days of seizures they have trucks full
of counterfeit goods that they somehow have to try to destroy while
keeping enough evidence to prosecute.

So it is an enormous effort where I believe the U.S. Government
has been somewhat successful in helping them strengthen the
laws, but the enforcement is still a major challenge.

Senator CARDIN. I would point out, if a country wants a trade
agreement with the United States or, as we negotiate the multi-
national trade agreements, it should be, I think, high on our agen-
da to deal with how those nations are enforcing protection against
taking of intellectual property. What resources are they putting be-
hind enforcing the laws they have on the books to protect in this
area? And certainly—and this is very true in the auto parts area.
They certainly should not be helping to finance companies in their
own country that are making counterfeit product. And that has
been true of some of our trading partners. You at least want them
to stop encouraging it, and certainly we would like them to enforce
by confiscating counterfeit products and making sure they do not
get into commerce.

Mr. THURNAU. Yes, Senator Cardin, exactly. We agree.

And enforcement in those countries presents a problem, and it is
not entirely clear in all instances that enforcement has taken place,
even when there has been a successful seizure or shutting down of
a pirate operation. It is not uncommon that they simply reopen
someplace down the road and put a different label on, and they are
off and running again.

So there does seem occasionally to be lack of interest on the part
of these governments to follow through with the process, either de-
struction of the physical plant that was doing the counterfeit oper-
ation, incarceration of the individuals who were involved, and it is
a serious problem. We agree.
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Senator CARDIN. I thank the Chairman. I guess my point is, Mr.
Chairman, you are absolutely right to put attention in this hearing
on the jurisdiction of our Committee to enforcement of our IP laws.
We need to do a much better job here in this country. But we also
need our trade representatives to put a higher priority on IP pro-
tections on the trade agenda so that you do not have to fight as
hard with other countries as you do only to find when you win
what you think is a battle, they just move down the street and
open up another operation and you really have not gained anything
other than costing a lot of energy and time and resources of your
company.

Thank you, Mr. Chairman.

Chairman LEAHY. Thank you very much, Senator Cardin.

We talked about the cost of the theft of intellectual property. Mr.
Rose, do you know offhand how much your company spends to pro-
tect your intellectual property a year?

Mr. RosE. Mr. Chairman, I do not know the exact number that
we spend to protect our intellectual property. I think it is hard to
estimate because we integrate it into so many parts now of our
company, and we do not look at it as an isolated cost. We can tell
you some numbers. We have seen from the World Health Organiza-
tion, we understand the economic impact is about $40 billion just
to the pharmaceutical industry alone. And as you know, Johnson
& Johnson is a medical device company, as well as a pharma-
ceutical company, as well as a consumer products company. So that
is just one estimate for the whole pharmaceutical industry globally,
$40 billion, what it costs us and what the economic impact would
be. What it means specifically for our company, we do not have a
good estimate for that.

Chairman LEAHY. Mr. Monks, do you have any idea?

Mr. MoONKS. It is in the several millions of dollars. This is my
full-time job. This job did not exist with this function UL 15 years
ago, so it is relatively new. And it is global in its reach. And I
would just say if we put in, you know, another thousand people
into the job, it still would not be enough. It is growing at an epi-
demic level. It is in the millions. And it has to be spent because
like Johnson & Johnson and everyone else that is in this room, the
integrity of the UL mark cannot be tarnished, that if people plug
something in, they expect it to be safe. And so we have to put this
asset in place and protect the mark.

Chairman LEAHY. Mr. Thurnau, and I realize that I am jumping
around here a little bit, but we have heard about organized crimi-
nal syndicates, especially in Eastern Europe and China, counter-
feiting American goods. Has that been your experience? Are they
a major force in all of this?

Mr. THURNAU. It has. We in the past, had instances in Russia,
for example, where the counterfeiting operation, as far as we un-
derstand, was based in organized crime. And it presented problems
for the investigators and for the individuals who are dealing with
the counterfeiters. So we have run across that, yes.

Chairman LEAHY. Should we be looking at changes in our RICO
statutes or anything in our criminal laws that we should change?
Or is it simply a case of enforcement and trying to grab people?
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Mr. THURNAU. I think in this case, sir, it is a matter of enforce-
ment, resources being allocated in terms of Federal agents and
prosecutors to, as you say, put people behind bars.

Chairman LEAHY. I realize this is kind of a broad-based question,
but have you found in some of these countries that there is at least
implicit government support, if not direct?

Mr. THURNAU. Yes, but not at the central government levels. It
is usually at the provincial or city levels where the folks who we
are working with may have an interest in the operation itself, so
they have got the bias in favor of seeing that it continued to oper-
ate. That has happened, but as I said, not at the central govern-
ment level, primarily provincial and city.

Chairman LEAHY. You know, I have been following this. I have
had so many briefings, both public briefings and closed-door brief-
ings of this. It is hard to think of any area of crime, and inter-
national crime as well as internal crime, that has grown so fast in
this whole area.

Mr. Monks, we try to figure out ways to stop the counterfeiting
of seals, whether it is the UL seal or any other seal. Should we be
doing more in that? Do we need more laws in place? I am happy
to push for laws, but I am also trying, as I—again, we are not try-
ing to bring everything back to one’s own experience as a pros-
ecutor. I recall telling the Vermont Legislature once, when we had
a rash of armed robberies around the State, I said, “We need some
help to get that.” They said, “Well, we will double the penalty.” I
said, “People do not think they are going to get caught. Doubling
the penalty does not do anything. You need people to go out there
and catch them.”

If you wanted to leave me with any last thought, what would it
be?

Mr. MonNks. I think the clang of the jail door is really a deter-
rent. More police tuned into, trained on IP crime. It is quite pos-
sible that police officers walk into a warehouse and seize drugs and
weapons, and then there is a bank of DVR players, and they think
the guy is into hi-fi. But, really, he is counterfeiting movies and
making money.

It is the prosecution of these individuals. You need to create the
laws that makes a deterrent to steal, because counterfeiting right
now is all about stealing, and if I am going to steal and bring a
shipment in of a million dollars and I get caught and the fine is
$25,000, I will play that game every day with you. It is a win-win
for the counterfeiter.

So it is not only prosecution, putting the assets on the ground,
the police officers, the law enforcement, the customs agents, and
taking it to them.

Chairman LEAHY. I think we have to do a better job of letting
people know that people die from some of these things, not just
buying a counterfeit article of clothing. And I am not suggesting in
any way to condone that if somebody has done their own design
and done the work. But if your seat belt does not meet the stand-
ards, if your medicine does not meet the standards, if your brake
pad does not meet the standards, you can die.

One of the things that I am glad to see—and I have talked about
this not being a partisan issue. It is also one where labor and busi-

12:52 Oct 27,2008 Jkt 043659 PO 00000 Frm 00023 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\43659.TXT SJUD1

PsN: CMORC



VerDate Aug 31 2005

20

ness have joined together. I know organized labor has joined indus-
try in promoting stronger intellectual property protection. We have
all got a stake in this. You have got the stake of your reputations.
We have the stake of our lives. We also have the stake of jobs. And
we all know that in today’s world, you are going to have inter-
national competition anyway. And that is significant. It is a fact of
life. But I would kind of like to have fair competition. Most of the
corporations I have known in this country can keep the rules the
same for everybody. They can compete. You can make tough com-
petition, but they can compete. It is when somebody does not have
to follow the rules where you have a difficult time.

Well, gentlemen, I appreciate your being here. You will get a
copy of the transcript. If you want to add to it, please feel free. But
also know that almost every member of the Committee has about
three different meetings going on today, but we are going to be
talking about this in the Committee. Feel free to add anything you
want to.

We will stand in recess. Thank you.

[Whereupon, at 11:07 a.m., the Committee was adjourned.]

[Questions and answers and submissions for the record follow.]
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QUESTIONS AND ANSWERS

the standard in safety ‘L‘;‘x‘;'ﬁi;”ti,‘ﬁ?é:

July 8, 2008

Senator Patrick Leahy

Chairman, Committee on the Judiciary
United States Senate

224 Senate Dirksen Office Building
Washington, DC 20510

Chairman Leahy:

I'would like to thank you and the Committee for the opportunity to testify before you on
intellectual property issues and ‘Protecting Consumers by Protecting Intellectual Property.”

Enclosed please find responses on behalf of Underwriters Laboratories Inc. (UL) to the
additional questions submitted by committee members for the official Committee record.

I applaud the Committee’s attention to this important matter and encourage continued action

toward fighting IP threats. Please do not hesitate to contact me, or feel free to reach our to our
Washington, DC staff, should you require any additional materials or information.

Sincerely,

Brian Monks
Vice President, Anti-Counterfeiting Operations

Enclosure

: : e Lanoiaaras .
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@ the standard in safety Underwriters

Responses from Brian Monks, Vice President of Anti-Counterfeiting Operations
Underwriters Laboratories Inc.

Following the Senate Judiciary Committee Hearing
“Protecting Consumers by Protecting Intellectual Property”

1. To what extent do you think the protection of intellectual property is hampered by the
scope of federal agencies’ prosecutorial powers, as opposed to limited personnel and
resources focused on enforcement?

We at Underwriters Laboratories believe that the biggest obstacle to prosecutions of intellectual
property violators is the lack of dedicated personnel on these issues and the limited resources
available to pursue action against the criminals involved in these grievous crimes. Currently the
prosecutorial powers and laws exist to pursue action, and while these laws and authorities can
always be stronger and include stiffer penalties for violations, the true barrier to pursuing cases is
the limited agents and attorneys available to engage. An essential first step would be to make
available resources in the agencies with jurisdiction to create dedicated teams to pursue more
cases under the currently available authorities.

2. Who are the offenders for whom federal involvement is most needed? Are they primarily
criminals engaged in large-scale operations, particularly ones that are international in
scope or are involved with organized crime syndicates?

Intetlectual property (IP) crimes are economic crimes for the most part ~ those individuals
involved risk little penalty, but stand to gain deep economic benefits. The nature of the crime
creates an environment where a specific “type” of offender cannot be singled out as the culprit as
many participants see access or advantage and engage themselves at various stages of the
manufacturing and distribution chains.

However, we do know from experience that this is a problem global in natwe. No country is
exempt from IP crimes and the manufacturing of counterfeit goods often occurs in foreign
markets before being shipped elsewhere for sale - including to countries like the US. We also
know that the crimes are often organized and are large scale operations as individuals involved in
these crimes often are involved in IP crimes across are range of product categories and across
global jurisdictions.

We at Underwriters Laboratories believe it is important that federal authorities should continue
to prioritize those cases where the counterfeited products put at risk the life and safety of the
consumer — including counterfeit UL Marks, pharmaceutical products, and other life safety
goods.

rdeoitars Loocilorids inc.
1850 M Strest N 4%, Suble 1000: Washington, DO 20096-5833 Usa
T2 2022087840 /£ 202.874576 1 W thcom
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HEALTH CARE SYSTEMS INC.

Michael P. Rose 410 George Street
Vice President New Brunswick, NJ 08901
Supply Chain Technology (732) 524-3592

July 16, 2008

The Honorable Patrick J. Leahy
Chairman, Committee on the Judiciary
U.S. Senate

Washington, DC 20510-6275

Dear Chairman Leahy,

This is in response to your questions following the Senate Judiciary Committee
Hearing “Protecting Consumers by Protecting Intellectual Property”. Please feel
free to contact me with any more questions on this issue.

Question 1: To what extent do you think the protection of intellectual property is
hampered by the scope of federal agencies’ prosecutorial powers, as opposed to
limited personnel and resources focused on enforcement?

Prosecutorial powers for Intellectual Property (IP) enforcement primarily
rest with the Department of Justice. Although the Department of Justice sets the
guidelines for all U.S. Attorney’s offices, there are 93 U.S. Attorneys who
estabiish their own guidelines that direct the level of support for IP matters by’
Federal agencies. IP matters do not generally appear to be as significant a
priority as violent crimes, terrorism, or drug investigations except when a death
occurs or there is a real safety risk to the public. Prosecutorial efforts are often
hampered by the differing priorities of investigative agencies that frequently result
in reduced investigative resources to support prosecution of IP matters. A
vigorous enforcement effort cannot succeed without dedicated resources from
investigative agencies that compliment prosecutorial resources. Strengthened
enforcement is not about enhancement of resources, but about utilization of
dedicated resources to properly address IP matters.

It has been our experience that counterfeit pharmaceutical and medical
device products are generally manufactured overseas by unscrupulous
businessmen who operate freely around the world and occasionally import these
counterfeit products into the United States disguised as authentic products.
Often they operate from jurisdictions that are lax in enforcement and
prosecutorial efforts, which make the risk of being caught an acceptable cost of
doing business. Vigorous enforcement and prosecutorial efforts need strong
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criminal statutes and the ability to extradite major offenders as key components
of a strong IP plan that is designed to protect the public.

In many cases the protection of IP and subsequent prosecutions are
hampered by an inability of investigative agencies to obtain information on the
spot during an investigation. Requiring the timely production of documentation,
like an e-pedigree, or greater use of administrative subpoenas at the time of a
search or inquiry would immediately allow federal agencies to develop a strong
investigative plan that would greatly protect the public and result in more
prosecutions. In this day of rapid communications, inexpensive technology and
global movement of products the ability of investigative agencies to quickly follow
an investigative trail is critical to the protection of the public.

Greater transparency for imported and exported shipments involving the
contents of a container would allow investigators both private and public to obtain
significant information about the destination of products that have been diverted
or identified as being counterfeit. Greater transparency over imports and exports
would significantly expand the utilization of private investigative resources to
combat IPR issues.

Requiring internet sellers of pharmaceutical products and medical device
products to be certified by an independent government agency with regulatory
and enforcement powers would provide the public with a greater sense of
confidence that on line pharmacies and auction sites are selling only legitimate
products to U.S. patients. The ability to regularly audit both the issuance of
prescriptions and the sale of online pharmaceutical products and medical devices
by a federal agency would provide greater protection to the consumer. Auditing
of purchasing records combined with a review of authentic e-pedigrees would
enhance the ability to successfully prosecute sellers of unauthorized or _
counterfeit drugs and medical devices via the Internet. Consumers who use the
internet for medical purchases have no ability to determine the authenticity of a
product or the origin of the product, which puts the consumer at risk without
some regulatory oversight.

Question 2: Who are the offenders for whom federal involvement is most
needed? Are they primarily criminals engaged in large-scale operations,
particularly ones that are international in scope or are involved with organized
crime syndicates?

Federal involvement is needed when organized domestic and international
criminal organizations are involved in IP matters. However counterfeiting
operations are not always confined to organized crime syndicates or criminals
involved in large-scale operations. Johnson & Johnson's experiences with
counterfeiting operations have often indicated that there is a loose network of
individuals or very small businesses that engage in both legitimate and

3%}
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illegitimate transactions. These counterfeiters engage in counterfeiting because
significant financial rewards are possible with a low risk of apprehension and
conviction. Today’s counterfeiters utilize global contacts, proprietary information,
inexpensive and readily available technology and lax government involvement to
pursue significant profits with little expenditures. Federat involvement is needed
in IP investigations at the time of an initial report since it is difficult to identify the
major offenders at the start of an investigation. A recent report from the
Pharmaceutical Security Institute (PS!) indicated that stolen, counterfeit or
diverted products have been found in 118 countries, which we believe indicates
that involvement in counterfeiting is not solely fimited to criminal syndicates.

Task forces that incorporate the skills and legal jurisdictions of local, state,
federal and international law enforcement are critical to keep consumers safe
from counterfeit products. The Federal Government should be a leader in
coordinating the sharing of information among law enforcement and the private
sector to significantly increase enforcement efforts in IP matters and assist in the
development of credible and actionable intelligence. it is noteworthy that the
National Intellectual Property Rights Coordination Center in Arlington, Virginia
opened last week and is dedicated to the targeting of IPR crimes. The use of this
center should enhance the efforts of law enforcement and private industry in
better protecting the American consumer.

Prosecutorial and regulatory efforts from the Federal Government are key
to protecting the supply chain and the ability to rapidly respond to reported
incidents of counterfeiting or theft. An increase in criminal penalties for IP
matters and an ability to swiftly extradite offenders for U.S. prosecution would
demonstrate the commitment of the U.S. Government to protect IP rights both
here at home and abroad.

Federal involvement is critically needed in instances where both the health
and safety of consumers and multiple locations are involved. The ability to
respond rapidly to multiple sites based on an initial report of an iliness or injury is
critical to insuring the safety of the public. '

Thanks again for the opportunity to serve the committee.
Sincerely,

Mike Rose
Vice President

‘»d
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Jeftray A. Thumau The Gates Corporation
Patent Counsel 1P Law Dept. 10-A3
Tel: 303-744-4743 1551 Wewaita Straet
Fax: {303) 7444653 Dunver, CO 80202

Email: ithumau@gates.com
July 8,2008

Justin Pentenrieder

Hearing Clerk

Senate judiciary Committee

224 Dirksen Senate Office Building
Washington, DC 20510

Re:  U.S. Senate Committee on the Judiciary Hearing, June 17, 2008
“Protecting Consumers by Protecting Intellectual Property”
Wwritten Questions
Dear Justin:
Thank you for giving us the chance to respond to Written Questions from the Judiciary
Committee members. | appreciate the opportunity to provide additional information to the
Committee on this important topic.

Please fet me know if you have any questions or need further information.

Sincerely,
& A AN AL
Jeffrey Thumau

Attachment
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Questions of Chairman Patrick Leahy
Following the Senate Judiciary Committee Hearing
"Protecting Consumers by Protecting Intellectual Property"

Jeffrey Thurnau

Patent Counsel at Gates Corporation

1. To what extent do you think the protection of intellectual property is
hampered by the scope of federal agencies' prosecutorial powers, as opposed to

limited personnel and resources focused on enforcement?

We believe that realistic deterrence can only be accomplished with strong
leadership and participation at the federal level. Successful deterrence must be
based upon the expectation of being detected and prosecuted. The absence or
diminution of this risk simply invites the pirates to keep operating and to accept

getting caught as simply a cost of doing business.

We believe that protection of intellectual property may be enhanced by
expanding the scope of federal agencies prosecutorial powers to include criminal
prosecution of persons who knowingly infringe valid US patents. This will have the
immediate effect of significantly increasing the personal risk to counterfeiters, a
feature which is currently missing from US laws. It will also allow for seizure of

equipment in the US that is used to produce the goods that infringe US patents.

However, in our view the primary issue is not the sufficiency of US laws, but
instead is enforcement of existing laws. Within each agency it is our understanding
that enforcement is a function of resources and priorities. Lack of resources
apparently forces each agency, for example DOJ, ICE and CBP, to “raise the bar”
when deciding which IP cases they will investigate and prosecute. The decision can
be based upon the level of provable damages or perceived level of threat to the health
and welfare of the American people. If the case is not of a sufficient financial size

or risk, it will not be taken up.

By contrast, many civil actions brought by manufacturers in the US may not be

driven by significant actual damages, but instead will seek injunctive relief to prevent
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importation of counterfeit goods and seizure of existing inventory.! Our primary
goal is to protect the integrity of our brand and our reputation in the market for

producing safe and reliable products over the long term.

The resource problem also directly affects the training available for existing
enforcement personnel as well. Intellectual property violations can present complex
and unfamiliar issues which may lead to a case being passed over which would

otherwise merit prosecution.

Another significant problem that we face is the inability of federal agencies to
fully coordinate their activities. For example, ICE and CBP apparently make every
effort to coordinate their activities, but absent a central authority enforcement is
subjected to multiple standards of review. This is inefficient, and diminishes
confidence in the process on the part of the legitimate manufacturer. The supplier
may be faced with the dilemma of shopping its case among various agencies in the
hope of making the right choice. A central IP coordinating authority with
responsibility for investigation and prosecution will help to minimize or eliminate
this problem. It would be encouraging to see agencies working together, believing

in the merits of a case and working aggressively to solve it.

While we don’t have strong feelings about where the IP enforcement coordinator
is housed, we are very much in favor of the concept. We could support an IP
coordinator at the Department of Justice, or at another agency. Another option
would be to house the official at the White House at the Office of Management and

Budget, or elsewhere.

' An example of pirates’ lack of respect for US enforcement can be found at various automotive and
industrial trade shows across the US and other courttries.  The pirates offer counterfeit goods to buyers
along side legitimate manufacturers at the shows. Pirates have been known to solicit business at these
shows offering to copy any product or trademark. The counterfeit products or trademarks are usually
manufactured offshore.  The Motor and Equipment Manufacturers Association, which sponsors the
annual Automotive Affermarket Products Expo, has experienced some success in curbing pirating by
requiring all presenters to sign a contract that prohibits intellectual property rights infringement and
counterfeit goods at the show and states that counterfeiters will be sanctioned inchuding possible
expulsion from the show. The government may wish to consider a similar approach for trade shows it
supports.  However, this is not a fully satisfactory resolution. The pirates may simply reappear at the
next trade show.  The fact that pirates will take this risk demonstrates they have little fear of detection or
prosecution.
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The automotive and industrial parts supply industry appreciates that prosecution of criminal
behavior such as drug trafficking and terrorism is necessary and important. It demands a
significant commitment in terms of federal personnel and other resources. We understand that
counterfeiters that are involved in drug trafficking and terrorism often use the proceeds of IP piracy
to fimd their heinous crimes. Further, enhanced IP enforcement is critical to encourage and
support technological innovation that provides the engine of U.S. and global ecopomic growth.
Strong intellectnal property is a comerstone of U.S. economic competitiveness and provides high
skill jobs for millions of Americavs.

2. Who are the offenders for whom federal involvement is mest needed? Are
they primarily criminals engaged in large-scale operations, particularly enes that

are international in scope or are involved with organized crime syndicates?

It is our perception and experience in the antomotive and industrial parts supply industry that
the majority of the offenders in the US are individual operators without a large well organized
structure, either locally or infemationally. Most offenders appear to be small companies or
individuals. Most counterfeit automotive and industrial parts are manufactured offshore and then
imported to the US.  Pirate suppliers generally import in small quantities, lundreds or thousands
of parts, while mislabeling the manifests to firther avoid detection. The pirate may ship the goods
in one container and the counterfeit Iabels in another. The counterfeit labels are applied to the
goods at the destination.

The majority of pirate goods for the US automotive aftermarket industry originate offshore,
pramarily from China, although other sources include Russia and India.  Our experience in China
shows the counterfeiters there are mainly small companies or individual operators who can more
easily escape detection, and once canght may be allowed to reopen shortly thereafier in a new
location.

This is where enhanced coordination of federal agencies with agencies iy other like minded
countries will be beneficial. Pirates must make an investment in manufacturng equipment,
regardless of where they are located.  Some of this equipment can be very substantial and not
easily moved, including molding casting and machining equipment. Pirates will locate their
facilities in those countries where they believe they can escape detection, prosecution or seizure of
their manufacturing equipment.  Cooperation between US and foreign agencies will serve to
reduce the number of friendly verues for pirates.
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SUBMISSIONS FOR THE RECORD Page 1 of 2

Statement
United States Senate Committee on the Judiciary

Protecting Consumers by Protecting inteliectual Property
June 17, 2008

The Honorable Patrick Leahy
United States Senator , Vermont

Statement of Senator Patrick Leahy,

Chairman, Senate Judiciary Committee

Hearing on “Protecting Consumers by Protecting Intellectual Property”
June 17, 2008

There is no dispute that our Nation is in economic and political turmoil. Gas prices have exceeded our
worst fears — and are continuing to rise — and they highlight the entrenched power of overseas oil
suppliers. Subprime mortgages have devastated many homeowners, and they have revealed serious
flaws in our lending systems. Health insurance is still only a distant dream for millions of Americans.
The costs in lives and dollars of the Iraq war mount higher by the day. We are deep into a Presidential
election year, so the debate on these issues will only intensify as summer turns to fall, and as partisan
politics becomes ever more intense.

Today the Committee addresses a significant economic issue confronting our Nation. It should have
no partisan flavor whatsoever. Intellectual property, and the creativity and innovation it represents, are
the fuel in the engine of our economy. For the United States to maintain its position as the world’s
economic leader, we must focus on protecting its industries’ intellectual property. In a year like this,
partisan legislation is impossible; even bipartisan legislation is unlikely. It is only truly non-partisan
legislation that presents an opening for progress. I will give intellectual property enforcement
legislation that chance.

The piracy and counterfeiting of intetlectual property has reached unprecedented levels in recent
years. This theft costs the American economy at least $200 billion and results in the loss of 750,000
jobs per year. While this theft alone is unacceptable, it is not the only cost incurred by piracy and
counterfeiting. One need only ook at reports of poisoned counterfeit toothpaste or dangerous
counterfeit automobile parts that are entering U.S. markets -- and which are sold disproportionately to
lower income Americans ~- to see how important the enforcement of 1P laws is to protecting the
health and safety of the American people. We have representatives of pharmaceutical, automotive,
and product safety industries here today who can attest to these dangers, and to the vast resources they
must expend to protect American consumers from the dangers of these counterfeits, resources that
they could put to much better use in research and development of new products.

Our other witness today is from the Government Accountability Office. 1 have been troubled by
reports from the GAO that have shown the ineffectiveness of the current enforcement strategies being
employed by the Federal Government. The lack of coordination among the Federal agencies
responsible for IP enforcement seems 1o be one of the biggest hurdles we face; I am interested in
hearing what other roadblocks are preventing effective IP enforcement and what suggestions the GAQ
has for improvements to the current syster.

T have worked for years both to strengthen our existing laws and to give our law enforcement agents

the necessary tools to combat infringement. Other members of Congress have been active this session
in offering legislation to strengthen the enforcement of IP laws. Even the Chinese government, which
allows some of the most rampant theft of intellectual property in the world, has realized the value and

hitp://judiciary.senate.gov/print_member_statement.cfm?id=3416&wit_id=2629 7/3/2008
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importance of IP enforcement now that their own IP has been threatened, and they have begun to
crack down on infringement of their Olympic copyrights.

Justice Kennedy reminded us in his opinion for the Supreme Court in the case of Boumediene v. Bush
last week that “the only mention of the term 'right' in the Constitution, as ratified, is in its clause
giving Congress the power to protect the rights of authors and inventors,” referring to Article I,
Section 8 of the Constitution. These rights in intellectual property have been fundamental to
Americans since our founding and have never been more important than they are today. Enforcement
and protection of these rights is too important to be addressed piecemeal. In order to effect the
greatest change, we must examine enforcement efforts from the top down and from the bottom up. I
hope that with the help of our witnesses today, as well as that of other interested members of
Congress, we can work to ensure not only the protection of American intellectual property, but the
protection of the health and safety of the American public.

HHEH#HS

http://judiciary.senate.gov/print_member_statement.cfm?id=3416&wit_id=2629 71312008
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@ the standard in salety

Testimony of Underwriters Laboratories Inc. ®
Senate Commiittee on the Judiciary

Hearing On:
Protecting Consumers by Protecting Inteliectual Property
June 17, 2008

Statement of
Brian Monks
Underwriters Laboratories Inc.
Vice President, Anti-Counterfeiting Operations
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introduction

Chairman Leahy, Ranking Member Specter, and distinguished members of the Senate
Judiciary Committee, thank you for this opportunity for Underwriters Laboratories Inc.@
to appear before you today to provide our perspective on the dangers of IP infringement
and the risks associated with counterfeit goods in the US marketplace. Counterfeiting is
a serious threat to our economy and to the safety of US consumers. A variety of
counterfeit products enter the stream of commerce everyday, many posing potentially
serious fire and electrical hazards that endanger the American public. Based on UL’s
safety testing expertise and our experience with many of these dangerous products, the
foliowing testimony will offer our insights as to how additional resources and
enforcement tools can help authorities more effectively fight IP crime.

Underwriters Laboratories & Anti-Counterfeiting Efforts

Founded in 1894, UL is an independent, notfor-profit standards developmentand
product safety testing and certification organization. For 114 years, UL's mission has
been the protection of human life and property from product risks and hazards. UL tests
products in over 19,000 categories for compliance with standardized safety
requirements. Once a product is determined to be in compliance with all applicable
safety requirements, the manufacturer is authorized to apply the UL Mark. In 2007, an
estimated 21 billion products entered the global marketplace carrying the UL Mark.

UL has built our reputation on the integrity of the UL Mark and what it represents to
consumers. But the UL Mark, a registered Certification Mark, is being counterfeited ~
Jeaving consumers with a false sense of security about the safety of the products they
purchase.

Recognizing that consumers, retailers, regulators, manufacturers and distributors look
to the UL Mark to determine if products comply with relevant safety standards or
regulatory requirements, UL established a team of professionals dedicated to protecting
UU’s intellectual property. Since 1995, UL’s anti-counterfeiting team has worked with
law enforcement agencies and has provided training to enforcement officials around the
world on the identification of legitimate UL Certification Marks, as well as common
elements shared by products bearing counterfeit Certification Marks.

IP Theft and Product Safety

There can be no doubt about the correlation between counterfeiting and product safety.
In 2007 alone, UL issued warnings about fire extinguishers, smoke alarms, electrical
cords, decorative light strands, lighting fixtures, grounding rods, power adapters, and
surge protectors bearing counterfeit UL Certification Marks. Many of these are life
safety products purchased specifically for the protection of life and property. With
Certification Mark counterfeiting reaching into the fire protection and electrical sector,
particularly in low-cost, high-volume goods, the risk of fire, shock, and other hazards
become a serious life and safety threat to American consumers.
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The Electrical Safety Foundation estimates that 64.2% of counterfeit electrical goods
were purchased at legitimate shops and retailers — higher than any other product type.
This is troubling evidence that counterfeiters continue to penetrate the distribution chain

with poor quality, noncompliant and hazardous products that endanger life and property.

The core of product counterfeiting is profit margin; the cheaper the materials and
components, the greater the potential profit. Counterfeiters have no regard for the
safety and well being of the American consumer.

Common household extension cords are often targeted by certification mark
counterfeiters. They can typically be purchased for under a dollar at discount stores
across the country. To properly conduct current, electrical cords require copper wire of
a certain thickness. Counterfeiters, to increase their profits, use extra plastic and so
little copper that when electrical current is applied these products overheat, met and
can catch fire.

During 2007, the Newark seaport seized heavy-duty extension cords bearing fake
safety certification trademarks, valued at $565,203. As is often the case, when UL
tested samples the products bearing the counterfeit UL Mark, they failed to meet
standardized requirements and created an unacceptabie safety risk to the pubiic. UL’s
goal is to continue working with enforcement agencies to prevent these products from
ever reaching the hands of consumers.

Even more disturbing is the recent appearance of counterfeit Certification Marks on fire
safety devices such as smoke detectors, heat detectors, sprinkler heads and fire
extinguishers. Aggressive, pro-active measures need to be taken to prevent the
entrance of these products into the marketplace. They need fo be stopped before a
fatal failure becomes another statistic.

Need for Collaboration

Enforcement authorities, victims of counterfeiting and piracy, and lawmakers are
working together to combat these criminal activities. For over a decade, UL has worked
closely with the Department of Justice, US Customs and Border Protection (CBP), and
Immigration and Customs Enforcement (ICE), as well as state and local authorities, to
push the identification and seizure of products bearing counterfeit UL Marks and to
encourage prosecution of offenders to the fullest extent of the law. CBP seizures of
products bearing counterfeit UL Certification Marks number in the thousands and have
prevented millions of potentially hazardous products from reaching the US marketplace.

In 2005, the US Attorney’s Office of the Southern District of Texas announced a
sentence of 63 months in federal prison for a defendant found guilty of trafficking in
counterfeit merchandise. This result can be attributed to the excellent work of CBP, ICE
and the DOJ working in coliaboration. UL, along with other rights holders, provided our
support and cooperation.

In 2006, the US Attorney’s Office of the Southern District of Florida announced that two
defendants found guilty of trafficking in products bearing counterfeit marks were each
sentenced to more than seven years in federal prison. The goods involved included
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batteries, extension cords, wallets, handbags, suitcases and many other items. Rights
holders worked in partnership to provide the necessary information to assistin a
successful prosecution. Again, government agencies coliaborated and sent a strong
message that counterfeiters that compromise the safety of American citizens will be
pursued and punished.

ULl's Anti-Counterfeiting Program, with support from the DOJ and other government and
law enforcement agencies, has achieved some success combating the serious and
growing threat of product counterfeiting. However, additional resources for such
groups are necessary in order to continue this positive frack record. With national
security concerns such as terrorism stretching our import safety authorities’ time and
resources, it is important for the United States to maintain its commitment to
safeguarding the public from hazardous counterfeit products.

The Plan Forward

Additional staffing and resources for DOJ and FBI, with dedicated personnel allocated
to combating IP crimes, would go a long way towards meeting this commitment.
Without stringent and effective consequences for counterfeiting products and
certification marks, which pose direct threats to public safety, criminals will continue to
choose the monetary rewards of cheating, ignoring the potential risks.

Staffing resources will also go a long way — dedicated FBI agents for existing or new
Computer Hacking and Intellectual Property (CHIP) units, additional Assistant US
Attorneys dedicated to the prosecution of IP cases, and staffing available for the
formation of Ad Hoc task forces that can be mobilized quickly to address short-term
situations and threats — towards combating these dangers.

We also encourage continued coliaboration between government and the private sector,
as this has proven successful in helping those who share an interest in IP protections
drive towards a solution. Industry forums, hosted by DOJ, have brought together the
government and industry to share experiences and solutions. These forums can serve
as a model for new collaboration initiatives. Additionally, by authorizing increased
resources to support cross-agency communication, this committee would strengthen the
government’s ability to prosecute organized fraud attempts, enforce existing IP laws,
and educate consumers about the importance of intellectual property rights.

Conclusion

Protecting intellectual property protects fives. We strongly believe that this committee’s
full support of the measures we have highlighted for advancing [P protections will help
protect the American consumer from the very real dangers that counterfeit products and
certification marks pose. Through intergovernmental cooperation and improved
enforcement resources and channels, we can secure not only our nation’s economic
interest and innovation, but can more importantly protect people and property in the
very place they are meant to feel safe — their own homes.
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The Partnership for SAFE MEDICINES

HSAFEMEDICINES.org
Consumer Protection Group Supports IP Enforcement to Combat Counterfeit Drugs

WASHINGTON (June 17, 2008) — The Partnership for Safe Medicines, a group of organizations
and individuals dedicated to protect consumers from counterfeit medicines, issued the following
statement regarding today's Senate Judiciary Committee hearing on “Protecting Consumers by
Protecting Intellectual Property.”

The Partnership for Safe Medicines applauds the Committee for recognizing that enforcement of
intellectual property (IP) laws are an important way to combat the sale of unsafe or substandard
products, such as counterfeit pharmaceuticals. Time and time again, we have seen imitations
of FDA- approved drugs contaminated with harmful or unsafe materials, as well as counterfeits
containing nonstandard amounts of active ingredients that affect the integrity of the medication.

One of the Partnership’s core principles for drugs safety is that we must unify in the fight against
counterfeit drugs. We believe the United States needs fo be a leader in this global fight. We
must advocate for better cooperation between government agencies here within the United
States, as well as with our counterparts around the world, in order to prosecute the
unscrupulous counterfeiters who do not hesitate to use foreign, even toxic, materials in their
products.

Counterfeit drugs defraud consumers and deny ill patients therapies that can alleviate suffering
and save lives. The harm and fatalities from counterfeit and contraband medicines must stop.
The Partnership supports increasing criminal penalties against the perpetrators of counterfeit
medicines to reflect the gravity of their offenses. Additionally, we endorse granting the FDA the
authority to destroy unapproved drugs entering the United States rather than returning them to
the criminals who sent them here.

If we fruly want to avoid another deadly incident of failed drug safety, we urge Congress to take
this opportunity to further address the vulnerabilities threatening the safety of our prescription
drugs. To learn more about how we can protect our supply chain, regulate online pharmacies,
fight counterfeit drugs and other principles of drug safety, please visit SafeMedicines.org—
because counterfeit drugs are unsafe at any cost. .

iR

About the Partnerships for Safe Medicines

The Partnership for Safe Medicines is a group of organizations and individuals that have
policies, procedures, or programs to protect consumers from counterfeit or contraband
medicines. To join us in our stand against counterfeit drugs or obtain your own copy of the
Principles for Drug Safety doctrine, please visit www.SafeMedicines.org.
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d SAFEMEDICINES

~ Principles for Drug Safety

Every consumer should feel secure the medicines they purchase are of the highest
quality. Drug safety can be compromised by taking medications past the expiration date
or if thay are stored or handled impropery. Imitations of FDA approved drugs could be
contaminated with harmful or unsafe materials. Counterfeits might contain non-
standard amounts of active ingredients that affect the integrity of the medication.

37

The Partnership for Safe Medicines has developed the following principles to support
quality assurance programs and establish a drug distribution system that is without
compromise.

Protect Our Supply Chain
We believe there is strong need for strict, rigorous regulatory oversight of imported
pharmaceuticals, including the regulation of the storage throughout the distribution
system of imported pharmaceuticals.
We support a dramatic and sustained increase in funding for the FDA in order fo
increase inspections of foreign facilities that manufacture drug products or «
components of drug products sold in the United States. Additionally, the FDA
should be empowered to inspect distribution facilities.
We endorse establishing permanent FDA field offices in China, India and other key
exporting countries staffed with both inspectors and criminal investigators,

We advocate the development and implementation of a standardized drug pedigree
program at a national level.

Regulate Online Pharmacies

We value the rigorous oversight and standards that govern traditional pharmacies in
the United States and believe all online drug sellers should be held to the same
standards.

We endorse the Verified Internet Pharmacy Practice Site (VIPPS) accreditation
program created by the National Association of Boards of Pharmacy.

We believe all Internet drug sellers, regardless of which state or country they are
based in, must comply with the pharmaceutical licensing and survey requirements
for every state they send pharmaceuticals.

We advocate that no one should be able to purchase prescription drugs, inciuding
controlled substances, over the Internet without a valid prescription.

Unify in the Fight Against Counterfeit Drugs
We believe the United States needs to be a leader in the global fight against
counterfeit drugs.

We recognize that counterfeit drugs, tainted medicines, and rogue online
pharmacies are a global problem that requires an international solution.

We advocate for international cooperation between government agencies around
the world in order to prosecute the unscrupulous counterfeiters who do not hesitate
to use foreign, even toxic, materials in their products.

We support increasing criminal penalties against the perpetrators of counterfeit
medicines to reflect the gravity of their offenses.

We endorse granting the FDA authority to destroy unapproved drugs entering the
United States rather than returning them to the criminals who sent them here.
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Thank you for your intreduction, Mr. Chairman. On behalf of the nearly 120,600 employees of
Johnson & Johnson, thank you for the opportunity to speak here today.

Let me briefly tell you about Jehnson & Johnson

Our consumer companies are responsible for many familiar personal products used in baby care,
skin care, oral care, wound care and women's heaith, including familiar brands such as
JOHNSON'S* Baby and BAND-AID*. We alsc markst an extensive line of over-the-counter
medicines that include such well-known names as TYLENOL® and MOTRIN®.

Qur device companies supply professional products to physicians, surgeons, consumers, and
laboratories for many uses, including patient care, wound closure, diagnosis, blood testing and
surgery. Surgical implants, needles, sutures. endoscopic instruments, orthopedic products,
infection controf products, cardiovascular monitoring and vascular aceess products are among
our wide array of products used by medical professionals.

Our pharmaceutical companies develop and have brought to market prescription products
including products for psychiatry, infection control, cancer, immunotherapy, family planning, and
cardiovascular disease. We discover and manufacture both traditional and small molecule
medicines, as well as biotechnology-derived products.

Counterfeit healthcare products present an exiraordinary risk to patients and consumers.

According to the FDA, the United States pharmaceutical supply chain is one of the safest in the
world. Nonetheless, counterfeiting of healthcare products is a growing concern for society. The
World Health Organization estimates that 8-10% of pharmaceutical products outside the United
States are counterfeil. In some countries, counterfelt products may represent 50% of medicines
in the marketplace.

Until recently lifestyle and biclogical products have been primary targets of counterfeiters.
Counterfeit heart, arthrilis, asthma, AIDS, diabetes, and cancer medications have been found.
Even relatively low cost consumer products such as shampoo and toothpaste have been
counterfeited.

Medical devices are not immune to counterfeiting. A Gray Sheet article dated June 2, 2008,
stated - - "Counterfeiting of medical devices, including sophisticated implantable devices, is a
growing threat to patient safety and manufacturers’ reputations”. Medical device operating
companies of Johnson & Johnson have experienced counterfeit medical devices.

The Internet is becoming the marketplace of choice for the counterfeiter. Counterfeit
pharmaceutical products can be purchased from a wide variety of unregulated Internet
pharmacies. These Internet pharmacies are in many cases shams, selling potentially ineffective
or unsafe products. The counterfeiter can easily sell their producis via a website and distribute
them into the US via the US postal or private express maill services to their unsuspecting
customers. Counterfeit and diverted medical devices can be purchased via on-line auction sites.

These scams are so widespread that according to the Pharmaceutical Security Institute, “seizures
of bogus prescription medicines jumped 24 percent 1o 1,513 incidents in 2007, and illicit versions
of 403 different prescription drugs were confiscated in 99 countries.”  The FDA Office of Criminal
investigations and border inspection officials make many seizures of ilicit products each year, but
the faderal resources cannot catch every package containing an illegal product.

Another avenue for counterfeiters to introduce fakes or substandard product into the supply chain
is diversion. Diversion refers to merchandise that is distributed into markets other than originalty
intended in violation of a contract, law or reguiation. Diverted product, commonly referred to as
*grey market” preduct, is frequently past dated or expired, had been previously marked for
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destruction, had not been properly stored, or is counterfeil product. When product is diverted,
authentic and grey market products trave! together through the supply chain creating confusion
For example, a hospital could receive legitimate and diverted product in the same shipment. The
diverted product is stocked on the same shelf beside the legitimate product. A surgeon could
unknowingly select the diverted product and implant a substandard product into the patient. The
patient could experience a wide range of medical complications.

Counterfeiters show total disregard for the safety of consumers, patients. doctors and nurses who
unwittingly encounter the counterfeit product. Counterfeiters don't care about product quality,
safety, or efficacy. People who use a counterfeit healthcare product run the risk of a wide variety
of medical problems ranging from experiencing no therapeutic benefit. .. to new ilinesses... and
even death.

Counterfeiters have no regard for intellectual property rights. They take advantage of countries
with gaps in intellectual property laws or where enforcement of IP laws is nonexistent or lax.
Some countries do not enforce 1P laws for products made for export only. These countries
provide the counterfeiter a safe haven for their operations. The active ingredient can be
manufactured in one country, exported to a second where the product is packaged, exported to a
third country where it is labeled and finished packaged, and exported for final sale.

Both healthcare manufacturers and governmental regulators have begun taking action to combat
counterfeiting and to protect our consumers and patients. Many healthcare manufacturers have
invested in measures {o tighten the security of supply chains and products. These measures are
multifaceted with IP and trademark protection being just two key areas of focused effort.

While much work remains, here are some examples where manufacturers are focusing their
efforts:

1 Renegotiating trade agreements with authorized distributors of record (ADR's) to ensure
ADR'’s only buy directly from the manufacturer or a manufacturer's approved source.

a  Conducting market monitoring activities and auditing trading practices 1o identify sources
of llicit trade.

O Collaborating with customs and police to investigate suspected cases of counterfeit or
tampering activities, and aggressively prosecuting the offenders.

0 Working with governmental agencies 1o ensure trademark and IP laws are enforced and
prosecuting infringements.

1 Applying overt and covert features to products and product packaging to aid in product
identification.

2 Deploying communication programs to healthcare professionals and downstream supply
chain partners encouraging them to buy from approved sources and alerting them to the
dangers of counterfeit or tampered products.

2 Investigating and piloting track & trace and pedigreé systems to communicate the
product’s chain of custody. These systems are intended o improve visibility into the
supply chain and gain greater clarity into where products have been and where they are
moving o in the supply chain,

Pedigree documents the chain of custody of a specific product. Regulators have been working
on reguiations at state and federal levels, and in other countries requiring pedigree on
pharmaceuticals. Over 30 U.S states have enacted pharmaceutical pedigree legisiation.
Countries as diverse as Turkey, Japan, Brazil, Serbia and Slovenia have, or are considering,
legislation requiring tracking and tracing of pharmaceutical products. As a result, we have a
patchwork quilt of pedigree laws and regulations that could defeat the purpose of improving
supply chain security.

We believe that the Senate Judiciary Committee should be interested in eliminating the
complexity of multiple pedigree laws, which may result in fraudulent - and even counterfeit -
pedigrees, and in its place implement a simple and potentially effective solution: the electronic
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pedigree (ePedigree). Making distributors produce ePedigrees for faw enforcement when
products are questioned would increase the effectiveness of Jaw enforcement in combating
counterfeiting. Immediate information about the authenticity of a product puts powerful
information in the hands of law enforcement for enforcement action. Within the US, a federal
standard is required for electronic pedigree. This is an area where the federal government can
and should take the lead.

We cannot over emphasize that the integrity of the pharmaceutical and medical device supply
chain is essential {o the well being of all of our citizens. Patients and consumers rely on our
medicines, medical devices and personal products everyday to improve the quality of their lives
and, in many cases, to save their lives. Healthcare manufacturers depend upon the integrity of
our supply chain to ensure that patients and consumers receive genuine products from approved
SOUICes.

As the healthcare supply chain becomes increasingly global, coordination across manufacturers,
distributors, pharmacies, hospitals. and a wide variety of governmental agencies will be
imperative to ensure the integrity of the healthcare supply chain.

There is a critical and concerted effort fo maintaining supply chain integrity across the industry.
Yet, as counterfeiters increase their activity and sophistication in creating fake products, industry
must also increase resources to address this criminal activity. This requires a diversion of industry
resources that otherwise would be applied to drive medical innovations that will address some of
today’s most pressing health care challenges.

Here are some examples where we believe Congress could encourage governmental agencies o,

work together to protect patients and consumers from counterfeit products.
Congress should...

o Pass legislation that would enable the FDA to establish industry-wide implementation
dates for federal pedigree standards. The FDA should be encouraged to work with state
and international regulators to develop effective, practical pedigree and track & trace
standards for the United States and giobally.

o Support a review of the FDA's Office of Criminal Investigation’s procedures and
organizational capacity for handling enforcement actions. OCt is an important FDA
resource o help manufacturers combat counterfeit products.

0O Encourage the FDA's regulatory and OCH divisions to develop a common approach for
working with the healthcare industry on investigation and enforcement actions.

0 Enact legisiation that ensures manufacturers can protect their products no matter where
they are in the supply chain so that consumers are protected from unwittingly receiving
adulterated products. Including requiring that all returned product be sent back to the
manufacturer.

a  Provide sufficient resources to the Patent and Trademark Office to work with their
international counterparts to ensure proper IP protection and the enforcement of existing
IP laws.

{1 Sponsor a nation-wide awareness campaign aimed at consumers to warn them about the
dangers of opportunistic purchases of medications from non-licensed health care
providers.

As | stated earlier in my comments, we are fortunate to be living in the United States and to be
served by one of the most secure healthcare supply chains. Johnson & Johnson believes it is our
responsibility to help ensure that all people receive genuine, unadulterated products from trusted
authorized trading partners. All people deserve the right to be protected from the dangerous
effects of counterfeit products.
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Johnson & Johnson is pleased to work with Congress, the FDA and any other governmental
agencies whether Federal, State or international to develop effective laws and regulations to
protect patients and consumers from counterfeit products. We are ready to make our company
experts available to these legislative and regulatory efforts.

Thank you for allowing Johnson & Johnson to share our perspective on this critical issue with you

today. f we can be of any further assistance, we are available to help this committee. | am
happy to answer your guestions.
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Testimony
Jeff Thurnau, Patent Counsel
Gates Corporation

Senate Judiciary Committee
Protecting Consumers by Protecting Intellectual Property
June 17, 2008

Chairman Leahy, Ranking Member Specter, other distinguished Members of the
Judiciary Committee, thank you so much for this opportunity to testify on “Protecting
Consumers by Protecting Intellectual Property.” 1 am Jeffrey Thurnau, Patent Counsel
for Gates Corporation. Gates shares the bipartisan view of this Committee that much
more needs to be done in the Congress and the country to combat counterfeiting. We
appreciate your leadership on the range of global intellectual property protection
challenges facing our country and support your effort to pass legislation this year on this
important topic.

Headquartered in Denver, Colorado, Gates has 5,000 employees at 25 facilities across
America. We are one of the world’s largest manufacturers of industrial and automotive
products, systems and components.’ We are proud to work with the Motor & Equipment
Manufacturers’ Association (MEMA)?, our voice in Washington, DC on motor vehicle
parts issues. MEMA’s Brand Protection Council leads industry efforts on brand
protection and inteliectual property issues.

We at Gates are pleased to be part of an innovative American auto parts industry. Motor
vehicle parts suppliers are the nation’s largest manufacturing sector, directly employing
783,100 U.S. workers and contributing to 4.5 million private industry jobs across the
nation. Suppliers manufacture the parts and develop the technology used in the domestic
production of more than 11 million new cars and trucks annually, as well as the
aftermarket products necessary to repair and maintain over 247 million vehicles on the
road today. Strong intellectual property protections are critical to the success of Gates
Corporation and our entire industry.

Today 1 am going to focus my comments on the safety implications of counterfeit
automotive parts for the American people. I will begin with an overview of the global
counterfeit challenges facing the auto parts industry, give you an idea of the particular
counterfeit issues faced by Gates Corporation and then offer some ideas, legislative and

! Gates Corporation is headquartered in Denver, Colorado, where it was founded in 1911. Gates is part of
the Industrial & Automotive group of Tomkins ple, a global engineering group listed on both the London
(TOMK) and New York (TKS) stock exchanges

% The Motor & Equipment Manufacturers Association (MEMA) represents almost 700 companies that
manufacture motor vehicle parts for use in the light vehicle and heavy duty original equipment and
aftermarket industries.

12:52 Oct 27,2008 Jkt 043659 PO 00000 Frm 00046 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\43659.TXT SJUD1

PsN: CMORC

43659.022



VerDate Aug 31 2005

43

otherwise, that would help combat the intellectual property piracy that face our company
and our industry.

Protection of Gates intellectual property is critical to the success of our high end business
model. Our aim is to continually develop the most innovative technology in our market
sectors, patent the products that our technology creates, then lead the market in those
sectors. This approach allows us to create high-wage, high-skill jobs in America. For
example, at Gates, we are developing a range of energy efficiency solutions that reduce
the cost of operating motor vehicles, reduce the impact on our environment, and reduce
dependency on foreign oil. However, every time our technology and the integrity of our
brand and technology is violated by intellectual property pirates our business model and
industry leadership are further compromised. Clearly, strong intellectual property
protection benefits Gates Corporation, our communities, our customers, and ultimately
the American people.

The enshrining of patent protection in our Constitution more than 200 years ago signaled
that intellectual property protection would be a critical component of American
innovation going forward. Over time, the value of strong IP protection was recognized
by our allies around the world. The expectation that innovation and hard work will be
rewarded and protected has provided the incentive for companies such as Gates to invest
in developing new products and technologies, thus fueling the global economic engine.
Intellectual property owners of high-end products such as those Gates manufacturers
must have the ability to protect their developments from piracy in all markets, not just in
those of developed nations. The design and enforcement of comprehensive intellectual
property laws must be a top priority to spur the creation of new technology and to protect
that investment throughout a product’s viable life. Clearly, protecting IP is a key factor
in any nation’s competitiveness.

A. Economic Impacts

The magnitude of the overall global counterfeit problem is significant. Global
counterfeiting across the range of sectors in 2003 was estimated at $500 billion. More
startling is that fact that this figure represents five to seven percent of total world trade
volume.

Pirated movies and music are often the first things that come to mind for many people
when they think about IP infringement. International intellectual property protection is
about much more than defending Hollywood and other copyright industries, though that
will always be an important component of the battle. It is also about the safety of a
wide variety of consumer products such as pharmaceuticals and motor vehicle parts
whose industries are represented at the hearing today. IP protection is critical to the
health and safety of American families as well as the economic health of the industries
that manufacturer these goods and the communities that support these industries.
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Counterfeit parts and components for cars, trucks, buses and commercial vehicles pose a
critical problem to the American economy and the supplier industry because of the wide
range of counterfeit products manufactured and trafficked worldwide. Counterfeit goods
cost motor vehicle suppliers at least $3 billion in the United States and $12 billion
globally in lost sales. These losses correlate to at least 250,000 fewer motor vehicle
supplier manufacturing jobs nationwide. Please note that these are conservative numbers
based on a 1997 Federal Trade Commission study.

About 80 percent of all pirated goods seized at U.S. borders originate in China. And
while it is clear in our industry that more pirated parts come from China than any other
nation, we do face significant challenges from Russia, India and many other nations. The
temptation might be to criticize the Chinese government for lack of intellectual property
enforcement but our experience would say that is inaccurate and counterproductive. The
counterfeiters that we deal with are for the most part rogue operators, criminals. The
Chinese government pursues those criminals when our company presents evidence of our
trademarks being violated. Enforcement issues are often caused by a lack of resources,
particularly at the provincial and city level.

Since China joined the World Trade Organization in 2001, the government has upgraded
intellectual property protections to world standards.  In addition, we are getting data
that enforcement is improving in China. For example, during a recent visit Gates
representatives met with Chinese customs officials in four provinces. From these
meetings, we understand that customs official’s job performance is now linked to
seizures of counterfeit goods. Gates is in the process of providing more detailed
background information to the officials to support their important work directed to
intercepting the flow of counterfeits good out of China.

B. Gates Corporation and Industry Intellectual Property, Health and Safety Issues

Even more disturbing than the economic impact of counterfeit motor vehicle parts is the
fact that vehicle performance and safety is severely impacted by counterfeit products
such as brakes and brake pads, brake fluid, tires, belts, and automotive lighting. The use
of counterfeit parts can result in sudden, catastrophic engine failure, brake failure, or
other system malfunction. Counterfeit parts can also fail to meet motor vehicle safety
standards, which could cause injury or death.

Trademark or brand infringement is the most immediate problem we face at Gates
Corporation since it is the most direct and easiest method for pirates to get their
counterfeit goods into the market. Stolen trademarks give instant market credibility to
pirated goods. The consumer who purchases the product with the pirated trademark faces
immediate risk of loss of product and/or serious adverse safety impacts.

Another method used by pirates is to copy trade dress or the unique appearance of
product packaging. Usually the pirates do not make perfect copies, instead making the
packaging confusingly similar, to allow them to disingenuously claim that they are not
infringing. The average consumer cannot always distinguish the two packages and
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erroneously concludes that the counterfeit package is also an authentic product. The
pirate preys on the market recognition of the trade dress owner. Further, the infringed
trademark owner may be faced with honoring warranty claims for pirate products or risk
loss of customer confidence and loyalty. This is an added and unanticipated cost of doing
business.

Counterfeit auto parts create real safety consequences for consumers. Gates is a major
manufacturer of a range of belts used in motor vehicles. Timing belts allow the internal
components of the engine to operate with proper timing; namely, the valves and pistons.
A counterfeit timing belt may wear and fail prematurely causing serious cost, health, and
safety ramifications for consumers.

We have tested pirated timing belts and have found they have a significantly shorter life
when compared to our products. Unexpected and premature failure of a timing belt
would be highly problematic to a motorist since it would result in the destruction of the
engine for all practical purposes. Consequently, a broken timing belt could strand a
motorist and cost several thousand dollars to repair the damaged engine. And a motorist
stranded on the beltway in Washington, DC, may face serious hazards as he tries to cross
multiple lanes to safety.

Let me give you some tangible examples of piracy involving Gates’ belts that provide
some additional background.

1. In March 2008, Taiwan customs notified Gates local counsel of a suspect
shipment of 700 timing belts arriving from China. Gates local counsel
immediately coordinated with Taiwan customs to advance the case. The case has
been referred by Taiwan customs for further legal action. The name of the
importer has not yet been shared with Gates. I think this is a good example of
how governments around the world are helpful in the intellectual property battle.
The fact is that most governments want to enforce the law against rogue
operators.

2. InNovember 2006, in Puerto Rico, belts were sold to Gates representatives by a
rogue operator for significantly less than the market price in legitimate outlets.
This pirate distributor operated out of his home, using a trailer as his warehouse.
The pirate also kept a booth at flea market in Arecibo. Gates investigators tested
several of the belts at the Gates facility in Siloam Springs, Arkansas. After
receiving a cease and desist letter, the pirate disclosed a supplier in China. The
pirate had in his possession over 600 belts. The pirate also disclosed that he sold
pirate belts on various internet sites. The pirate ultimately agreed to suspend sales
as well as disclose the infringing manufacturer in China.

3. In December 2006, in China, a product analysis revealed the Gates logo was
erased from the product and replaced with a trademark having the same form and
font. A cease and desist was sent July 27, 2007. The case was settled after the
infringer agreed not to use any Gates trademarks, not to re-label product, not to
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sell any product with confusingly similar trade marks, and agreed that the pirate’s
name will not be used in any form that can be confused with Gates; such as an
oval or a script "G".

4. In October 2006, in Poland, suspect timing belts were purchased by Gates
associates from a distributor in Poland. Gates filed a criminal complaint with
Warsaw police, who raided the defendant's facility and seized other belts. The
distributor admitted buying from a Chinese source. Criminal proceedings are on-
going; with the Court appointing an expert to determine damages and if
counterfeit belts would threaten the lives of drivers or passengers. Civil action
also filed in Poland obliges the defendant to withdraw the belts from the market
and to destroy the counterfeit belts.

C. Industry Experience

Counterfeit issues are wide-spread in the motor vehicle parts industry. For example,
another MEMA member, Bendix Commercial Vehicle Systems LL.C , headquartered in
Elyria, Ohio, manufactures commercial vehicle safety technology and braking systems.
Due to the broad scope of the products that they design and manufacture, Bendix has
been faced with a wide range of counterfeit products, many of which are safety critical,
not only for operation of the commercial vehicle on which these components are
installed, but also for those who share the highways with these vehicles. Of particular
note was a recent reported case involving air dryers for school buses. Air dryers are a
critical component for vehicle braking systems. In this situation, a school bus equipped
with what was thought to be a replacement genuine Bendix air dryer was causing a loss
of air pressure and erratic operation of the vehicle, placing the safety of the students
riding the bus in jeopardy.

D. Potential Solutions

You can see that a company like Gates faces a myriad of challenges to its intellectual
property around the globe. In general, we strongly support what this Committee is
attempting to do to combat the problem by encouraging better coordination by Federal
agencies, greater penalties to infringers and greater resources for enforcement.
Specifically, T urge you to consider some of the following ideas to address the range of
concerns that [ have expressed today on behalf of Gates and the Motor & Equipment
Manufacturers’ Association.

These include:

¢ Better coordination of Executive Branch Enforcement efforts. I urge the
committee to address the shortcomings in current domestic and international
enforcement practices by better coordinating federal enforcement efforts in a
government-wide approach. More broadly, there are at least three good bills
currently being considered by the Congress that if enacted, could make a real
positive difference in protecting intellectual property:
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o S.522, sponsored by Senators Bayh and Voinovich streamlines Executive
Branch coordination, ensuring that the range of relevant IP agencies and
policy issues are covered.

o H.R. 4279 which passed the House in May, includes a coordinating IP
czar at the Department of Justice as well as additional enforcement
funding and increased penalties for infringement.

o And last, but certainly not least, Mr. Chairman, your legisiation S. 2317
offers some very constructive ideas in this arena. For example, the
increased penalties in this legislation for trafficking in counterfeit labels or
packaging are very welcome by our industry. Again, we look forward to
working with you to perfect this legislation and to help you pass it this
year.

¢ Protection for the range of IP tools internationally is a lead policy principle for
any IP enforcement legislation. The inclusion of protections for trademarks, trade
dress, patents, and copyrights is a critical component of any legislation that passes
the Congtess.

Other important objectives for legislation include:

o Additional resources in the traditional international trade agencies of Commerce
and USTR to better equip these agencies for battle.

* Increased enforcement resources at the Department of Homeland Security and the
Department of Justice as well as more personnel, training and technology to
increase detection of counterfeit products in US ports and throughout the supply
chain.

¢ Additional resources in the traditional international trade agencies of Commerce
and USTR to better equip these agencies for battle.

¢ Increased enforcement resources at the Department of Homeland Security and the
Department of Justice; more personnel, training and technology to increase
detection of counterfeit products in US ports and throughout the supply chain.

+ Strengthened border enforcement and tougher penalties for violations, including
efforts to improve communications and coordination between and within agencies
that patrol our borders.

» Increased investigations and arrests by Federal agents.

» Increased prosecutions for counterfeiting and other intellectual property rights
crimes in our courts.
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» Enhanced cooperation with the law enforcement agencies of other like-minded
countries, leading to more vigorous enforcement of the existing IP laws of those
countries.

Mr. Chairman, thank you again for the opportunity to testify. I welcome any questions
that the Committeec might have.

12:52 Oct 27,2008 Jkt 043659 PO 00000 Frm 00052 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\43659.TXT SJUD1

PsN: CMORC

43659.028



49

United States Government Accountability Office

GAO

Testimony

Before the Committee on the Judiciary,
U.S. Senate

For Release on Delivery
Expected at 10:00 am. EDT
Tuesday, June 17, 2008

INTELLECTUAL
PROPERTY

Leadership and
Accountability Needed to
Strengthen Federal
Protection and
Enforcement

Statement of Loren Yager
Director, International Affairs and Trade

i
bt
A
L ] - - ——
: «
£ e e

GAO0-08-921T

VerDate Aug 31 2005 12:52 Oct 27,2008 Jkt 043659 PO 00000 Frm 00053 Fmt6633 Sfmt6633 S:\GPO\HEARINGS\43659.TXT SJUD1 PsN: CMORC

43659.029



VerDate Aug 31 2005

é GAO
Accountability -integrity- Heliabifity

Highlights

Highlights of GAG-08-0217, a testimony
before the Gommittee on the Judiciary,
U.S. Senate

Why GAO Did This Study

U.S. governunent efforts to protect
and enforce intellectual property
(IP) rights domestically and
overseas are crucial fo preventing
billions of dollars in losses to U.S.
industry and IP rights owners. The
illegal importation and distribution
of IP-infringing goods also poses a
threat to the health and safety of
U.S. citizens. However, the
challenges involved in IP
protection are significant and
require effective coordination
among a wide range of policy and
law enforcement agencies. Multiple
agencies work to protect IP rights,
and they coordinate thefr efforts
through certain coordination
bodies as well as an executive-
branch strategy called the Strategy
Targeting Organized Piracy
(STOP).

This testimony addresses two
topics: the need for (1) greater
leadership and permanence in the
national IP enforcement strategy
and coordination structure; and (2)
jmprovement in key agencies’
criminal IP enforcement data
collection and analysis. It is based
on prior GAO work conducted
from 2003 to 2008.

What GAO Recommends

Previous GAO reports
recommended, among other things,
improvements in the strategic
planning and coordination of IP
enforcement efforts and in agency
collection and analysis of [P
enforcement data. The affected
agencies generally agreed with our
recommendations and some have
begun taking steps in response.

To view the full product, including the scape
and methodology, click on GAD-0B-9217.
For more information, contact Loren Yager at
(202) 512-4347 or yageri@gao.gov.

50

INTELLECTUAL PROPERTY

Leadership and Accountability Needed to Strengthen
Federal Protection and Enforcement

What GAO Found

The coordinating structure that has evolved for protecting U.S. intellectual
property rights lacks leadership and per e, presenting challenges for
effective long-term coordination. The National Intellectual Property Law
Enforcement Coordination Council (NIPLECC), created by Congress in 1999,
serves to coordinate IP protection and enforcement across agencies; and
STOP, initiated by the White House in 2004, is the strategy that guides the
council. NIPLECC has struggled to define its purpose and has an image of
inactivity within the private sector. It continues to have leadership problems
despite enhancements made by Congress in 2004 to strengthen its role. STOP,
which is led by the National Security Council, has a more positive image
corapared to NIPLECC, but lacks permanence since its authority and
influence could disappear after the current administration. While NIPLECC
adopted STOP in 2006 as its strategy for protecting IP overseas, its
commitment to implementing STOP as a national strategy remains unclear,
creating challenges for accountability and long-tenm viability.

Agencies within the Departments of Justice, Homeland Security, and Health
and Human Services that play a role in fighting IP crimes through seizures,
investigations, and prosecutions need to improve their collection and analysis
of IP enforcement data. IP enforcement is generally not the highest priority
for these agencies, given their broad missions, but addressing IP crimes with a
public health and safety risk, such as counterfeit pharmaceuticals, is an
inmportant activity at each agency. Federal IP enforcement actions generally
increased during fiscal years 2001-2006, but the agencies have not taken steps
1o assess their achievements. For example, despite the importance assigned to
targeting [P crimes that affect public health and safety, most agencies lack
data on their efforts to address these types of crimes. Also, most have not
systematically analyzed their IP enforcement statisties to inform management
and resource allocation decisions or established IP-related performance
measures or targets. In addition, the National Intellectual Property Rights
Coordination Center, created to coordinate federal IP investigative efforts, has
not achieved its roission. Participating agencies have lacked a common
understanding of the center’s purpose and their roles in relation to it, and staff
levels have declined.

United States Government Accountability Office
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Mr, Chairman and Members of the Comunittee:

Thank you for the opportunity to appear today before the Judiciary
Comumittee to discuss our work on U.S. efforts to protect and enforce
intellectual property (IP) rights. U.S. government efforts to protect and
enforce intellectual property rights domestically and overseas are crucial
to preventing billions of dollars in losses to U.S. industry and IP rights
owners. Along with the costs to the U.S. economy, the illegal importation
and distribution of counterfeit and pirated goods poses a threat to the
health and safety of U.S. citizens. However, the challenges involved in IP
protection are significant, and include the technological advances that
facilitate piracy as well as the need for effective coordination among a
wide range of policy and law enforcement agencies.

In my statement today, I will address two topics: the need for (1) greater
leadership and permanence in our national IP enforcement coordination
structure and strategy; and (2) improvement in key agencies’ criminal IP
enforcement data collection and analysis.

My remarks are based on a variety of assignments that GAO has conducted
on intellectual property protection over the past 5 years.' In this research,
we performed work at multiple U.S. agency headquarters in Washington,
D.C., agency field offices, and U.S. ports across the country. We reviewed
key U.S. government IP reports and relevant agency documents, including
IP enforcement data. In addition, we met with representatives from
multiple industry associations and companies that are affected by IP
violations. We conducted our work from June 2003 through March 2008 in
accordance with generally accepted government auditing standards. Those
standards require that we plan and performa the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the evidence
obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives.

Summary

The current U.S. government coordinating structure that has evolved for
protecting and enforcing U.S. intellectual property rights lacks leadership
and permanence, presenting challenges for effective and viable

'See Related GAO Products at the end of this statement for a list of GAC reports and
testimonies on intellectual property protection since 2004.

Page 1 GAO-08-921T
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coordination for the long term. The National Intellectual Property Law
Enforcement Coordination Council (NIPLECC), created by Congress in
1999, serves to coordinate IP protection and enforcement across multiple
agencies; and the Strategy for Targeting Organized Piracy (8TOP), initiated
by the White House in 2004, is the strategy that guides the council.
NIPLECC has struggled to define its purpose and retains an image of
inactivity within the private sector. It continues to have leadership
problems despite enhancements made by Congress in December 2004 to
strengthen its role. In contrast, STOP, which is led by the National Security
Council, has a more positive image compared to NIPLECC, but lacks
permanence since its authority and influence could disappear after the
current administration. While NIPLECC adopted STOP in February 2006 as
its strategy for protecting IP overseas, its commitment to implementing
STOP as a national strategy remains unclear, creating challenges for
accountability and long-term viability.

Agencies within the Departments of Justice (DOJ), Homeland Security
(DHS), and Health and Human Services (HHS) that play a role in fighting
1P crimes need to improve their collection and analysis of IP enforcement
data. Federal IP enforcement functions include seizures, investigations,
and prosecutions. IP enforcement is generally not the highest priority for
these agencies, given their broad missions, but addressing IP crimes with a
public health and safety risk, such as counterfeit pharmaceuticals, is an
important enforcement activity at each agency. Federal IP enforcement
actions generally increased during fiscal years 2001-2006, but the agencies
have not taken steps to assess their achievements. For example, despite
the importance assigned to targeting IP crimes that affect public health
and safety, we found that most agencies lack data to report on or analyze
their efforts to address these types of crimes. Also, most have not
systematically analyzed their IP enforcement statistics to inform
management and resource allocation decisions or established IP-related
performance measures or targets to assess their achievements. We also
found that the National Intellectual Property Rights Coordination Center,
an interagency mechanism created to coordinate federal investigative
efforts related to IP crimes, has not achieved its mission, in part because
participating agencies have lacked a common understanding of the
center’s purpose and their roles in relation to it, and staff levels have
declined.

Background

Intellectual property, for which the U.S. government provides broad
protection through means such as copyrights, patents, and trademarks,
plays a significant role in the U.S. economy, and the United States is an

Page 2 GAO-08-821T
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acknowledged leader in its creation. According to the U.S. Coordinator for
International Intellectual Property Enforcernent, industries that relied on
IP protection were estimated to account for over half of all U.S. exports,
represented 40 percent of U.S. economic growth, and employed about 18
million Americans in 2006, These industries must compete with the global
illicit market that is being spurred by economic incentives such as low
barriers to entry into counterfeiting and piracy, high profits, and limited
legal sanctions if caught. In addition, technology has made reproduction
and distribution of some products more accessible, and some countries,
particularly China, continue to have weak IP enforcement despite U.S.
efforts.

Mutltiple federal agencies undertake a wide range of activities to protect
and enforce IP rights. The Departments of Commerce and State, the U.S.
Trade Representative (USTR), the Copyright Office, the U.S. International
Trade Commission, and the U.S. Patent and Traderark Office play a role
in IP protection. Key federal law enforcement agencies that play a role are
DHS’s Customs and Border Protection (CBP) and Immigration and
Customs Enforcement (ICE), and DOJ's Criminal Division, U.S. Attorneys
Offices, and the Federal Bureau of Investigation (FBI). HHS's Food and
Drug Administration (FDA) and the U.S. International Trade Commission
also help enforce IP rights.

U.S. IP Enforcement
Structure and
Strategy Need
Stronger Leadership
and Permanence

The current coordinating structure for U.S. protection and enforcement of
intellectual property rights lacks clear leadership, hampering the
effectiveness and long-term viability of such coordination. Created in 1999
to serve as the central coordinating structure for IP enforcement across
federal agencies, NIPLECC has struggled to define its purpose, retains an
image of inactivity within the private sector, and continues to have
leadership problems despite enhancements made by Congress in
December 2004 to strengthen its role. In addition, in July 2006, Senate
appropriators expressed concern about the lack of information provided
by NIPLECC on its progress.

In contrast, the presidential initiative called STOP, which is led by the
National Security Council, has a positive image compared to NIPLECC,
but lacks permanence, since its authority and influence could disappear
after the current administration leaves office. Many agency officials said
that STOP has increased attention to IP issues within their agencies, in the
private sector, and abroad; they attributed this to the fact that STOP came
out of the White House, thereby lending it more authority and influence.
While NIPLECC adopted STOP as its strategy for protecting IP overseas in
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February 2008, its commitment to implementing STOP remains unclear,
creating challenges for accountability and long-term viability. For
instance, neither NIPLECC’s September 2006 annual report nor its most
recent January 2008 report explain how the NIPLECC principals plan to
carry out their oversight responsibilities mandated by Congress to help
ensure a successful implementation of the strategy. In addition, the STOP
strategy document has not been revised to mention NIPLECC’s oversight
role.

STOP is a first step toward an integrated national strategy to protect and
enforce U.S. intellectual property rights, and it has energized agency
efforts. However, we found that STOP’s potential as a national strategy is
limited because it does not fully address important characteristics of an
effective national strategy. For example, its performance measures lack
baselines and targets that would allow policymakers to better assess how
well the activities are being implemented. In addition, the strategy lacks a
risk management framework and a discussion of current or future costs—
important elements for policymakers to effectively balance the threats
from counterfeit products with the resources available. STOP does not
specify who will provide oversight and accountability among the agencies
carrying out the strategy, but it does identify organizational roles and
responsibilities with respect to individual agencies’ STOP activities. We
found individual agency documents that include some key elements of an
effective national strategy, but they have not been incorporated into the
STOP documents. This lack of integration underscores the strategy’s
limited usefulness as a management tool for effective oversight and
accountability by Congress as well as the private sector and consuruers
whom STOP aims to protect. In our November 2006 report on this subject,
we made two recommendations to clarify NIPLECC’s oversight role with
regard to STOP and to improve STOP’s effectiveness as a planning tool
and its usefulness to Congress. The U.S. IP Coordinator, who heads
NIPLECC, concurred with our recommendations and said NIPLECC has
taken some steps to address them.

Key Agencies Need
Better Data Collection
and Analysis to
Strengthen 1P
Enforcement Efforts

The five key federal agencies that play a role in fighting IP crimes—DOT's
U.S. Attorney’s Offices and the FB]; DHS’s CBP and ICE; and HHS's FDA—
need to improve their collection and analysis of IP enforcement data. 1P
enforcement activities are generally a small part of these agencies’ much
broader missions, and IP enforcement is not the agencies’ top priority.
However, within their IP enforcement activities, these agencies have given
enforcement priority to IP crimes that pose risks to public health and
safety, such as counterfeit pharmaceuticals, batteries, and car parts. The
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key agencies have various IP enforcement functions: CBP is responsible
for seizing counterfeit goods at U.S. ports of entry; ICE, the FBI, and FDA
share responsibility for investigating crimes, with FDA focusing solely on
IP crimes that present public health and safety risks; DOJ is responsible
for prosecuting alleged violations. CBP and ICE address IP enforcement as
part of their legacy efforts to combat commercial fraud, but their top
mission is securing the homeland. DOJ identifies IP enforcement as one of
its top priorities, but the FBI does not. FDA’s role is driven by its public
health and safety mission, not IP enforcement per se.

QOur review of agencies’ enforcement statistics from fiscal year 2001
through 2006 found that many IP enforcement activities generally
increased (with some fluctuations across fiscal years and type of
enforcement action), but some did not. For example, the number of CBP
seizure actions and the value of seizures have increased steadily between
2001 and 2006, with the estimated value of goods seized reaching about
$155 million in 2006. However, CBP collected less than 1 percent of IP-
related penalties assessed during those years. The number of arrests,
indictments, and convictions by ICE, the FBI, and FDA also generally
increased during that time. Finally, the number of DOJ IP prosecutions
was around 150 per year before increasing to 200 in 2006. Of the
approximately 1,500 defendants that DOJ charged with IP crimes from
fiscal year 2001 and through 2006, 373 were imprisoned.

Despite the general increases in IP enforcement activity, agencies have
taken little initiative to improve their data or evaluate their enforcement
activity in ways that would enable them to identify and track certain
trends or enforcement outcomes. For example, despite the importance
agencies assign to targeting IP crimes that affect public health and safety,
we were surprised to learn that most of these agencies lacked data to
track their efforts in this area. Naturally, this is not true for FDA—by
virtue of its mission, all its IP-related investigations affect public health
and safety. Collecting better data, analyzing them, and reporting on
progress toward goals could help make the IP enforcement agencies more
accountable to the public and Congress, particularly regarding public
health and safety. To address these issues, we made a number of
recorumendations to the IP enforcement agencies to improve analysis and
reporting on their enforcement activities. In response, DOJ has said that it
will take steps to routinely and systematically analyze IP enforcement
statistics within fiscal year 2008. It also has directed the U.S. Attorneys
Offices and the FBI to collect information on investigations and
prosecutions related to IP crimes that affect public health and safety. DHS
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and HHS also generally agreed with these recommendations but have not
yet indicated the specific steps they will take in response.

The need for improved coordination of federal law enforcement efforts
has long been recognized. Around the same time Congress created
NIPLECG, the executive branch created the National Intellectual Property
Rights Coordination Center to improve federal IP enforcement and
coordinate investigative efforts between ICE and FBIL but the center has
not achieved its mission, and staff levels have declined. The center, which
began operations in 2000, was set up to be a hub for the collection,
analysis, and dissemination to investigative agencies of IP-related
complaints from the private sector. However, the envisioned flow of
private sector complaint information never materialized, agencies never
reached agreement on their roles and responsibilities, and the center has
gradually shifted its focus from investigative coordination to private sector
outreach. We recommended that the responsible agencies reassess the
mission of the center and communicate with the Congress regarding its
purpose and required resources. In response, DIS indicated it concurred
with this recommendation, and DOJ said it has directed FBI to coordinate
with ICE to address this recommendation.

Concluding
Observations

Mr. Chairman, we appreciate the opportunity to summarize our work on
federal IP enforcement efforts. The challenges of IP piracy are enormous
and will require the sustained and coordinated efforts of U.S. agencies,
their foreign counterparts, and industry representatives to be successful.
As the title of the hearing suggests, the issue of IP protection is not only
important for U.S. producers, but also for the health and safety of U.S.
COnSWMers.

Our key findings show that the current coordinating structure comprised
of NIPLECC and STOP has weaknesses related to leadership, permanence,
and accountability. They also show that improved data collection,
analysis, and reporting among the key enforcerment agencies could help
them better manage resources and performance and improve their
accountability to Congress and affected parties. These findings were
particularly important concerning IP crimes related to public health and
safety, given that most agencies lack data to analyze or demonstrate the
effect of their efforts in this area. The affected agencies generally agreed
with our recommendations and some have begun taking steps in response.
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A number of legislative proposals are before Congress that would modify
the federal TP enforcement structure.® As the committee continues to
consider this issue and these proposals, we would be happy to provide
additional information on where we believe the proposals address the
weaknesses that our work has identified.

Mr. Chairmaan, this concludes my prepared remarks. I would be happy to
address any questions that you or the other members of the Committee
may have.

If you have any questions on matters discussed in this testimony, please
contact Loren Yager at (202) 512-4347 or by email at YagerL@gao.gov.
Other key contributors to this testimony include Adam Cowles (Assistant
Director), Shirley Brothwell, Nina Pfeiffer, Jason Bair, and Adrienne
Spahr.

“tellectual Property Rights Enforcement Act, $.522, 110th Congress; Prioritizing
Resources and Organization for Intellectual Property Act, H.R. 4279, 110th Congress.
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