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(1) 

ONE YEAR LATER: A PROGRESS REPORT ON 
THE SECURITY AND ACCOUNTABILITY FOR 
EVERY (SAFE) PORT ACT 

TUESDAY, OCTOBER 16, 2007 

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY

AND GOVERNMENTAL AFFAIRS, 
Washington, DC. 

The Committee met, pursuant to notice, at 10:02 a.m., in Room 
SD–342, Dirksen Senate Office Building, Hon. Joseph I. Lieber-
man, Chairman of the Committee, presiding. 

Present: Senators Lieberman, Akaka, Carper, Collins, and Cole-
man. 

OPENING STATEMENT OF CHAIRMAN LIEBERMAN 

Chairman LIEBERMAN. Good morning, and thanks to everyone for 
coming to our hearing. We are here in our Committee’s traditional 
role of oversight of government to evaluate the state of the Nation’s 
port security 1 year after Congress passed, and the President 
signed into law, the bipartisan SAFE Port Act. We are here both 
in terms of our traditional Homeland Security and Governmental 
Affairs Committee’s role of oversight, but also obviously as part of 
our responsibility to protect the security of the American people 
here at home. 

In that regard, it is very satisfying to be able to say—and I be-
lieve our witnesses will corroborate—that implementation of the 
SAFE Port Act over the past 12 months has brought not just focus 
and energy to the mission of building a robust security regime do-
mestically and abroad, but also a demonstrable improvement in 
port security. That is very important to our overall homeland secu-
rity. 

In August, the Government Accountability Office (GAO) rated 
the progress with which the Department of Homeland Security was 
fulfilling its core missions. I suppose as the old joke goes, there was 
bad news and good news here. GAO did report that the Depart-
ment had made ‘‘substantial’’ progress in just one of the 14 cat-
egories they mentioned, though there was some progress in some 
of the others. But the good news this morning is that the one area 
in which GAO reported substantial progress was maritime security. 
And there can be no doubt—there certainly is not in my mind— 
that the SAFE Port Act contributed to that high ranking. The GAO 
evaluation was especially good news given the challenges of secur-
ing our ports and the critical importance of doing so. 
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Since aviation security was dramatically improved after Sep-
tember 11, 2001, the experts have told us that terrorists may turn 
to the more vulnerable maritime sector to smuggle people into the 
United States or, obviously, to bring weapons into this country. 
Ninety-five percent of our international trade flows through the 
ports. In the post-September 11, 2001, era, we must provide suffi-
cient security without interrupting what has been our normal em-
phasis with regard to the ports, which is the smooth flow of com-
merce. The GAO report, I think, relieves some of the concerns that 
we have had about this with regard to the ports. So it is good news. 

Now, does this mean we can step back and relax? Obviously not. 
Twenty-one thousand containers enter American ports every day. 
We are still physically inspecting just 5 or 6 percent of them, and 
there are other threats from the sea that we are only beginning to 
think about. For example, the Department of Homeland Security 
recently began a pilot project to detect radiation from small vessels 
entering our vast coastal waters outside of the major flow of com-
merce through established ports. 

From my perspective, I think we have to continue to pay par-
ticular attention to five key areas as we go forward from the higher 
plateau we have achieved for port security to improve our maritime 
security overall. And, briefly, those five are: 

First, the Secure Freight Initiative—the pilot program that was 
set up at three major foreign ports to test the feasibility of 100-per-
cent scanning of cargo headed for the United States. Now, I want 
to clarify something because the terminology here can be confusing. 
I said earlier that only 5 to 6 percent of the containers coming in 
are inspected. Scanning uses imaging technology to identify the 
contents of the container. So the goal of the Secure Freight Initia-
tive was to test the feasibility of doing 100-percent imaging of all 
containers, 100 percent, to identify their contents. 

The program was established by legislation, I am proud to say, 
that emanated from this Committee on which Senator Collins 
played a leading role. It has been implemented over the past year, 
and I think we can begin to draw some conclusions about its effec-
tiveness. So today we will want to ask: Are foreign ports capable 
of this kind of blanket scanning? How is the requirement affecting 
the flow of commerce and at what cost? What are its limitations? 
Who conducts the scanning? And what checks are in place to en-
sure it is, in fact, a secure operation? 

Just this August, Congress enacted the second phase of our post- 
Sepember 11, 2001, reforms, again, based on legislation that we re-
ported out of this Committee. The bill includes a provision calling 
for 100-percent cargo scanning by 2012, that is, of all cargo. We 
need to know if we are on the right track to achieve that, and the 
pilot programs and evaluations required by the SAFE Port Act will 
certainly help steer the Department toward achieving that goal. 

Second, it is time to assess the effectiveness of the Container Se-
curity Initiative (CSI) and the Customs-Trade Partnership Against 
Terrorism (C–TPAT). These two programs were established by the 
Department of Homeland Security in 2002 to screen—that is, to ex-
amine the paperwork describing the cargo—high-risk containers at 
overseas ports and, in concert with the private sector, to track con-
tainers as they traverse the oceans toward our ports. Three years 
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later, we need to determine whether these two programs have, in 
fact, helped to ensure the global supply chain is secure and create 
an expedited shipping process—or so-called GreenLane—into the 
United States. 

Third is the TWIC program, which stands for Transportation 
Worker Identification Credential—which is critically important to 
the security of our ports. The development of a Federal credential 
for all U.S. port workers, which would seem to be a natural, funda-
mental requirement for security, just as we have tried to impose 
in other areas of transportation, has been frustrated by techno-
logical and logistical problems. Approximately three-quarters of a 
million port workers need to be credentialed by a September 2008 
implementation deadline. So we all want to know if this program, 
including an adequate appeals process, will be able to process all 
those individuals by then and still keep our ports running. 

Fourth, we need to ensure that we are on schedule to create 
interagency operations centers at our major ports as required by 
the SAFE Port Act. These centers are designed to improve the col-
lection and sharing of maritime security information at local ports 
as well as to coordinate among Federal, State, and local partners. 
So far, actual centers have been set up in Charleston, South Caro-
lina; San Diego, California; and Miami, Florida; and a virtual cen-
ter exists at the port of New York. I will report that my staff has 
toured the operation center in Charleston and was impressed by 
the information sharing and coordination going on among the De-
partment of Homeland Security personnel, Department of Justice 
personnel, and State and local officials. But I will have some ques-
tions about that program. 

Fifth, and finally, I want to draw attention to the work of the Do-
mestic Nuclear Detection Office (DNDO), which was created by 
President Bush in 2005 and formally authorized by Congress under 
the SAFE Port Act. DNDO’s purpose is a critical one, which is to 
develop, test, evaluate, and deploy a nuclear radiation detection ar-
chitecture across this Nation, including at our major ports, in order 
to prevent the nightmare scenario of a smuggled nuclear or 
radiobiological device—a so-called dirty bomb. Secretary Chertoff 
has said that the prevention of a nuclear or dirty bomb detonation 
is, in his opinion, the Department of Homeland Security’s number 
one priority, which means that successful deployment of the radi-
ation detection monitors must be the single most important imme-
diate task that the Department of Homeland Security has. 

We have been conducting, and will continue to conduct, careful 
oversight of this project because these radiation portal monitors ab-
solutely must work. Success obviously will depend upon the effec-
tiveness of the technology, but DNDO must also work closely with 
Customs and Border Patrol to ensure that there is a seamless 
hand-off from one agency to the other. 

Bottom line, both the GAO report on maritime security, which 
had a lot of good news about progress made, and even these five 
areas in which I and other Members of the Committee will have 
questions nonetheless showed that there has been an enormous 
amount of activity that has gone on since September 11, 2001, to 
secure our ports and the rest of our homeland from a potential ter-
rorist attack. And it is why we say with some confidence that 
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America is a lot more secure today than it was on September 11, 
2001, although we all agree that we are not as secure as we want 
to be. The fact that there has not been, thank God, another ter-
rorist attack on the United States is, of course, in part good for-
tune, but it is also because we have raised our guard, both through 
the Department and through the reform of our national intelligence 
agencies. 

So it is in that combined sense of gratitude and shared under-
standing that we have a lot of work to do that I welcome the wit-
nesses today, particularly Assistant Secretary Stewart Baker, who 
has worked very closely with this Committee and who has been a 
key figure in determining the direction of a number of the port se-
curity programs that we will discuss today. 

I cannot resist saying, Secretary Baker, that I look forward to 
the day, hopefully not too far away, when I can greet you as the 
Under Secretary for Policy, not just the Assistant Secretary. As you 
know, we remain supportive of the efforts of the Department to ele-
vate your position to that level of Under Secretary, and I will con-
tinue to do all I can to assist in that endeavor. Thank you. 

Senator Collins. 

OPENING STATEMENT OF SENATOR COLLINS 

Senator COLLINS. Thank you, Mr. Chairman, and thank you for 
holding this important hearing today. 

Just a year ago, the SAFE Port Act was signed into law. As the 
Chairman indicated, I was the co-author of this legislation, along 
with the Chairman, Senator Murray, and Senator Coleman, who 
did extensive work on this issue as well in his capacity as Chair-
man of the Permanent Subcommittee on Investigations. 

This law was a necessary response to our heightened security 
concerns. As the Chairman indicated, about 95 percent of our for-
eign trade enters the United States through our seaports, including 
more than 11 million containers a year. Ports are tempting targets 
for those trying to move explosives, biological and chemical toxins, 
radiological and nuclear weapons, or even terrorists themselves 
into our country. In fact, each of these containers has the potential 
to be the Trojan Horse of the 21st Century. An attack on one of 
our ports could cause tremendous loss of life and damage to critical 
infrastructure. It also could have a devastating effect on our entire 
economy—disrupting commodity shipments, material for manufac-
turers, and products headed to market. The SAFE Port Act ad-
dresses these vulnerabilities. 

Soon after the Act’s signing, the Department of Homeland Secu-
rity began implementing its port security enhancements. The Act 
strengthened two important programs: The Customs-Trade Part-
nership Against Terrorism (C–TPAT) program and the Container 
Security Initiative (CSI). 

C–TPAT requires importers to adopt security enhancements in 
exchange for fewer inspections and, when warranted, prioritized in-
spections. A recent survey of C–TPAT members demonstrated that 
after joining the program, they doubled their average expenditures 
on supply-chain security. This is clear evidence that this program 
is working. 
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CSI places U.S. Customs inspectors in foreign ports to target 
high-risk cargo and to ensure that it is inspected before heading to 
the United States. In the last year, DHS has continued to expand 
that program strategically and now has inspectors in 58 foreign 
ports that account for 85 percent of cargo shipped to the United 
States. 

Here on American soil, DHS also has installed more than 1,000 
radiation portal monitors at critical seaports and land ports of 
entry to detect radiation before containers are allowed to enter the 
domestic supply chain. As required by the Act, by the end of this 
year, DHS will scan at least 98 percent of cargo for radiation at 
our major seaports. 

DHS has also established the Secure Freight Initiative to develop 
and test integrated scanning systems that combine radiation-detec-
tion equipment and non-intrusive X-ray machines in seven foreign 
ports. Three of these ports—in Honduras, Pakistan, and England— 
will scan 100 percent of their U.S.-bound cargo, which will allow 
us to evaluate the technological and other challenges. This will ful-
fill the law’s requirement for pilot projects in three foreign ports. 

Beyond that statutory requirement, limited operational testing 
will take place in four other foreign ports. This testing will provide 
us with important information to help address the technical and 
logistical challenges associated with larger and more complex ports. 
Until this technology is proven through these pilot projects, I con-
tinue to believe that requiring the scanning of all cargo bound for 
the United States at every foreign port is misguided. It is contrary 
to the whole risk-based, layered system of security that was estab-
lished by the SAFE Port Act, which required a focus on high-risk 
cargo and implemented a requirement for 100-percent scanning of 
all cargo designated as high risk. 

The SAFE Port Act also authorized $400 million in port security 
grants for 5 years, totaling $2 billion. As we will hear this morning 
from Captain Jeff Monroe, the Director of Ports and Transportation 
in Portland, Maine, this funding has already produced significant 
improvements to the security of our ports. It is important that Con-
gress took this multi-year approach because it will allow our ports 
to pursue multi-year security projects. 

I am also pleased that DHS met the July deadline for issuing a 
Strategy for Enhancing International Supply Chain Security. This 
strategy document addresses all aspects of container security, from 
the packing at a foreign plant, to the arrival at a U.S. port, to the 
entrance into the national transportation system, to its destination 
at a retail business or manufacturing plant. 

I am, however, concerned and share the concerns of the Chair-
man that there is a key aspect missing from this strategy, and that 
is that it does not detail how the private sector will be involved in 
responding to and recovering from a port security incident. Since 
port terminals and the relevant recovery equipment are almost en-
tirely in the hands of the private sector, I believe this is a signifi-
cant omission. 

Another area where I am concerned that DHS has not made the 
progress we would like is in the area of the TWIC card, as the 
Chairman has indicated. It is obviously critical that we know who 
is gaining access to secure areas of our ports, and many deadlines 
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1 The prepared statement of Mr. Baker appears in the Appendix on page 37. 

have been missed with regard to the TWIC program. Ten ports 
were supposed to be online by July of this year. That deadline obvi-
ously has not been met. And the first enrollment center for TWIC 
cards has only been open today, in Wilmington, Delaware. Al-
though DHS has announced that 12 enrollment centers will be 
operational this year, the Department will almost certainly miss 
the January 2008 deadline for TWIC implementation at another 40 
ports. 

This also raises very practical questions for those serving in the 
merchant marine, for those working at our ports, as far as how 
they are going to be able to comply with the mandates in the law 
requiring their enrollment if DHS does not yet have the infrastruc-
ture up and running. 

Nevertheless, I certainly agree with the GAO, with the Chair-
man, and with other experts that the Department has made signifi-
cant progress in improving security at our Nation’s seaports and at 
foreign ports as well. 

Thank you, Mr. Chairman. 
Chairman LIEBERMAN. Thank you, Senator Collins. Thanks for 

that very thoughtful statement. 
I want to thank our colleagues Senator Akaka and Senator Cole-

man for being here. We will now go to Mr. Baker. 
Mr. Baker, thanks for being here. You have had quite a distin-

guished career in public service, most recently in this position since 
October 7, 2005. We appreciate that you are here today, and we 
look forward to your testimony. 

TESTIMONY OF HON. STEWART A. BAKER,1 ASSISTANT SEC-
RETARY FOR POLICY, U.S. DEPARTMENT OF HOMELAND SE-
CURITY 

Mr. BAKER. Thank you, Chairman Lieberman and Ranking Mem-
ber Collins, Senator Akaka, and Senator Coleman. It really is a 
pleasure to be here on the anniversary of the SAFE Port Act, par-
ticularly because this is an Act that is so typical of this Commit-
tee’s work—bipartisan, overwhelmingly approved, a doable set of 
challenging but achievable goals set, and something that we have 
been implementing with enthusiasm since the SAFE Port Act 
passed. 

Overall, I would say, as the Chairman said, we have done rel-
atively well in implementing the Act, though there are plenty of 
challenges ahead. By our count, there were over 100 mandates in 
the SAFE Port Act. Almost 50 of them are now completed, again, 
by our count. And of the remainder, the overwhelming majority are 
on track, on schedule, and we expect to be able to complete them. 

The kinds of things that we have managed to do, you touched on 
some of them. The Secure Freight Initiative pilots are up and run-
ning, and we are gathering information today about how to actually 
implement a 100-percent scanning and a 100-percent radiation 
monitoring check on all of the freight bound for the United States. 
That is going to teach us a great deal about the much bigger chal-
lenge that we have ahead as we expand that to other ports. 
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Our foreign port assessments, security assessments, are now 
being performed on a 2-year schedule. We have caught up and ex-
pect to be able to do all of our foreign port assessments on the 
schedule that the statute mandates. Ninety-eight percent of the 
containers that now come into our ports will be put through radi-
ation portal monitors. And as Senator Collins said, we have put out 
a national strategy for the supply chain security, and I will be glad 
to talk shortly about the resumption of trade protocols. 

All that said, there are some challenges that we face and dead-
lines that we have not met, and I would not want to open this tes-
timony without acknowledging those difficulties. Before I talk 
about the specifics, I would like to put one image in your head. 
Imagine the entire Mall from here to the Lincoln Memorial covered 
in containers two or three stories deep. Every day in this country, 
we have to fill them all two or three times over and then empty 
it again and fill it up the next day and empty it again. That is the 
number of containers that come into the country each day. We have 
to make sure that those containers continue to flow to meet the es-
sential demands of our commerce. That is the first thing that we 
have to deal with. 

The other two issues that I think have influenced our ability to 
get done everything that we wanted to get done is the fact that, 
as I think I said in the testimony, there are a couple of things you 
cannot rush. Technology, especially if you are trying cutting-edge 
technology, needs to be implemented step by step, and you have to 
recognize that from time to time you have to take a step back or 
two in order to meet the requirements of the technology and to 
make sure that it actually functions as is necessary, particularly in 
contexts where people’s livelihoods, their ability to meet contracts, 
depend on the smooth flow of traffic. 

And the other thing that cannot be rushed is diplomacy. Not 
every country puts the same priority we do on checking cargo. Not 
every participant in the trade has the same enthusiasm for addi-
tional security measures that we have. And we need to be able to 
persuade shippers and importers and foreign governments that it 
is in their interest to cooperate with our security measures. We 
have made great progress in doing that, but at every step of the 
way, we have to make that case, and sometimes it takes longer to 
make that case than we would like. 

Briefly, I will talk about some of the areas where I think we still 
have work to do. As you said, the Transportation Worker Identi-
fication Credential is a very complex undertaking that is behind 
schedule by some months. It is probably the most sophisticated bio-
metric credential that anyone has tried to introduce in the entire 
industry. These cards have to be capable of being read not just at 
one port but at many ports. Unpredictably, people may move from 
one port to another. They all have to be able to get into the port 
quickly and smoothly. 

We pioneered some standards in constructing the TWIC system, 
and in a few cases, we pioneered what turned out to be the Beta 
videotape system, which slowed us down a little, but we are now 
implementing under a standard that is supported by the National 
Institute of Standards and Technology and which we think will be 
a very effective mechanism for identifying people as they enter on 
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our ports. And as both Senators I think indicated, we have begun 
enrolling people at the first port of Wilmington today, and we will 
be moving on to begin enrollment at Corpus Christi and then 
Baton Rouge, Honolulu, Oakland, Tacoma, Beaumont, and port 
after port. 

We do believe that we can get everyone enrolled by September, 
and while that will be a challenge, so far things have gone smooth-
ly, and we believe that the system we have in place will produce 
enrollments and the issuance of cards in that period of time. 

We still have work to do to get the readers up and running. We 
have begun pilots to make sure that those readers are actually 
functioning in some very demanding environments—New York, 
Long Beach, Los Angeles. And, again, we are proceeding step by 
step. In a few cases, we have had to take a step or two back in 
order to make further progress. But I see no show stoppers in our 
rollout of TWIC. We may have to slow down if we encounter prob-
lems. I am always aware that for three-quarters of a million people 
or more, the most important thing in their life after their families 
is getting up and going to work at a port. And we cannot get in 
the way of their ability to earn a livelihood unless they actually 
pose a security risk. So we are bearing that in mind. It is a con-
stant concern. 

Two other challenges, and, again, you have touched on both of 
them. Our pilot programs to test 100-percent scanning are up and 
running. We are learning a lot, and the lessons for that are going 
to be enormously valuable as we try to meet the statutory require-
ment of achieving 100-percent scanning. 

I, too, am daunted by the prospect of 100-percent scanning in 
every port. We will pursue that aggressively. It is a statutory man-
date, and we believe that we can make a big dent in that and per-
haps achieve it if everything goes right. But there are many un-
knowns there, and our pilots are showing us how complex the chal-
lenge is, even as they show us some successes. 

And, finally, the container security device issue is something that 
we are looking at quite closely. We have been slow to release a re-
quirement for the adoption of container security devices, either as 
a requirement generally or as a requirement for membership in the 
top tier of C–TPAT. They are a very interesting technology. They 
tell us something important. They tell us whether the doors have 
been opened in the traditional way. They do not tell us whether a 
container’s security has been breached because there are many 
ways to breach the security of the container. But they do tell us 
when the doors have been opened, and they have value in par-
ticular in areas where we know the container was secure at Point 
A, and it has now been moved to Point B, and we want to know 
whether the doors have been opened. If there was no reason for 
those doors to be opened, then the container security device can tell 
us something very valuable. 

We are still trying to determine what part of the trade, what 
part of the supply chain it makes most sense to use that particular 
technology in. And we are working on standards and also coming 
up with scenarios and places where we can test those container se-
curity devices. And I expect to have that done in the next few 
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months so that we can actually begin some testing in the real 
world of these container security devices. 

I want to thank the Committee. All of these challenges are going 
to be difficult ones, but this is a Committee that has been sup-
portive and understanding as well as demanding as we have tried 
to meet those requirements. And I look forward to talking to you 
as we continue to do that. 

Chairman LIEBERMAN. Thanks very much, Secretary Baker. We 
will do 7-minute rounds of questioning. 

Let me begin with a baseline question to you and ask for a rel-
atively brief response because you could go on all morning. 

We are asking you to do a lot to secure our ports. We are asking 
private sector participants to spend a lot of money, as has been 
said this morning, to better secure our ports. Is it worth it? In 
other words, have we made a correct judgment or is this, as every 
now and then I hear somebody suggest, an overreaction to Sep-
tember 11, 2001? 

Mr. BAKER. I think it has been worth it so far. We faced the pros-
pect on September 12, 2001, that someone who had a nuclear 
weapon or a serious weapon of any sort could simply use our sup-
ply chain to deliver it within a block of where they wanted it to 
go off and do so from virtually any country in the world. 

Chairman LIEBERMAN. Right. 
Mr. BAKER. It is very difficult for that to happen. No terrorist or-

ganization can have confidence that they can use our supply chain 
against us now. And that is a very important step forward. 

Chairman LIEBERMAN. I appreciate the answer. Of course, I 
agree with it. And also, as I mentioned in my opening statement, 
I appreciate that the Department is now beginning to not only 
think about but deploy detection devices aimed at stopping both 
terrorists and weapons from coming into areas of our coastal wa-
ters that are not really ports. We are blessed with a large country 
with enormous coastal areas, and so there is a natural way—this 
is the old question that the 9/11 Commission talked about—a fail-
ure of imagination before September 11, 2001, to imagine that peo-
ple could do this. 

So as we close and secure our ports, there is a temptation for a 
terrorist to try to bring devices in elsewhere. And I appreciate very 
much that the Department has moved to that area as well. 

I want to go to the SAFE Port Act, which, as you have indicated, 
required the Department to implement a pilot program to scan all 
cargo containers within a year. Just this past Friday, DHS an-
nounced that the Secure Freight Initiative pilot begun last Decem-
ber is now fully operational, scanning 100 percent of the containers 
at the three main ports selected as required by law. They are 
Southampton Container Terminal in the United Kingdom, Port 
Qasim in Pakistan, and Port Cortes in Honduras. I know that you 
are working on an additional pilot program at four additional ports, 
though in a more limited capacity. 

The initial report to Congress evaluating lessons derived from 
the pilot program is not due for another 6 months, but I want to 
ask you this morning if you or the Department has already been 
able to learn some things from the pilot since the scanning at the 
three ports has been going on for several weeks now. So that is my 
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1 The poster referenced by Mr. Baker appears in the Appendix on page 106. 

question. What, if anything, can you say are the lessons learned 
thus far from the pilot? 

Mr. BAKER. I would be glad to address that. If you would give 
me a little bit of time, I can actually do a show-and-tell, because 
I think one of the most useful things that we have encountered is 
that we have actually begun to bring back integrated data that 
pulls together the information that we are getting from the trade 
about the container and the scan and the radiation portal monitor 
so that we can display them in one place for analysts to say, look-
ing at this entire package, am I concerned enough to stop them and 
ask for further security measures. I put up on the easel—— 

Chairman LIEBERMAN. This was not pre-rehearsed. 
Mr. BAKER. No, it was not. 
Chairman LIEBERMAN. OK. 
Mr. BAKER. But when I saw what we were getting, I said that 

the Senators would want to see this. 
Chairman LIEBERMAN. Are these at terminals at the ports or 

back here in Washington? 
Mr. BAKER. Both. 
Chairman LIEBERMAN. Both? Great. 
Mr. BAKER. So this is actually what is seen by an analyst here 

in our National Targeting Center in Virginia for a shipment from 
Qasim to the United States.1 And I cannot resist using my laser, 
but this is the X-ray, the scan of the contents of the container. 

Over here you can see the description—you cannot read it, I do 
not think, but—— 

Chairman LIEBERMAN. We have copies up here. 
Mr. BAKER. OK. So you see that there is a description of the con-

tainer, it is sheets, and—— 
Chairman LIEBERMAN. Pillowcases. 
Mr. BAKER. Yes. So if we saw one big, large, dark object in the 

scan, we would say, ‘‘Well, that does not look like a sheet or a pil-
lowcase to me.’’ And then below you can see the results of the radi-
ation scan, which does not get above a level that would lead to an 
alarm. And all of this is available, plus additional information on 
the additional tabs that you can see along the top here that the an-
alysts can call on to further investigate if there is something that 
leads them to want to know, Well, what could that object be that 
I am seeing on the scan? 

So it is a very effective IT integration program that is already 
in operation, and I am actually quite pleased. IT integration always 
sounds like a great idea, and it often is much harder to do than 
you expect. And the fact that we have been able to do it as quickly 
as this I think makes us feel more comfortable about our ability to 
do this more generally as we move to broader scanning. There are 
other successes. I think traffic is moving fairly well, but I would 
suggest that we wait until we have had a longer period of evalua-
tion to say that we think we can move the traffic smoothly. 

Chairman LIEBERMAN. Thus far, any unexpected advantages or 
unanticipated negative consequences or challenges? 

Mr. BAKER. One of the interesting questions is how do people 
who are actually shipping goods feel about this, and I think very 
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early reads suggest a wide variety of reactions. In Pakistan, there 
are apparently shippers who prefer now to ship from Qasim, where 
we have this facility, as a way of reducing the likelihood that they 
will be stopped in the United States. But in Cortes, we have heard 
reports that some people are moving their shipment to other ports 
because there is a charge that goes with this and they want to 
avoid the charge. So I think that suggests that this is going to be 
a very complex set of effects when we begin rolling this out more 
broadly. 

Chairman LIEBERMAN. Thanks. My time is up. Senator Collins. 
Senator COLLINS. Thank you. 
Secretary Baker, I want to follow up on the issues with the 

TWIC card. In his testimony later this morning, Captain Monroe, 
the Director of Ports for Portland, Maine, will make the point that 
the aviation system was able to clear and credential hundreds of 
thousands of workers in a relatively short time. And that was a 
point that was made to me by a group of airport directors from 
around the country. 

Now it appears that we are going to two separate systems for 
aviation versus our ports, and 6 years after the attacks on our 
country, in contrast to the aviation system, we still do not have the 
TWIC card in place. 

Why not look at piggybacking onto the system that has been 
used successfully by our airports? And why not have one system so 
that individuals do not have to get multiple credentials? 

Mr. BAKER. I think those are fair observations, and we have 
looked at the possibility and I think will look if we run into trouble 
again at the possibility of changing our approach now. 

Our general belief in this circumstance has been that, first, the 
amount of cross traffic between the airports and ports has been rel-
atively limited. The port problem turns out to be much more com-
plicated in many respects than the airport problem because in most 
cases airport workers work at one airport, whereas with ports you 
have truck drivers, in particular, and sometimes longshoremen who 
will move from port to port, who will do work at different ports, 
and who need to be credentialed to what amount to very decentral-
ized systems. One port does not have to have an infrastructure con-
nection to another port. But we need to be able to credential people 
in ways that allow them to be admitted to one port relatively easily 
if they happen to move from another. 

That has accounted for some of the differences in approach and, 
I have to say, some of the complexity of the credentialing task— 
that plus the fact that we are doing a fairly elaborate set of bio-
metrics in an environment that is less controlled and more hostile. 
There is more humidity and more salt in the air at our ports, and 
we are trying to get more people through with many fewer of our 
white-collar workers than in an airport context. 

I think those account for the differences. That is not to say that 
in the long run we would not want to bring the programs closer to-
gether, or if we have bad luck with the program, which we cur-
rently believe is on track, we would go back and look at it. But at 
this point, we have a rollout strategy. We have a set of technology 
standards. People are enrolling and building the cards. I think it 
would set us back if we tried to switch gears again. 
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Senator COLLINS. I am very concerned not only about the home-
land security aspects of dangerous materials coming into this coun-
try, but also about the impact on consumers. All of us are very 
aware of the recalls of dangerous toys from China and other prod-
ucts that have made the news recently. And it seems to me that 
the Department of Homeland Security has an important role to 
play in protecting consumers from dangerous products as well as 
protecting all citizens from possible terrorist attacks. 

For more than a year, the Department has stated its intention 
to issue a rule that would require importers to provide additional 
information before products are loaded onto vessels overseas. And 
DHS already uses some of that information as part of its auto-
mated targeting system. But one of the pieces of information that 
would be required under the proposed rule is the manufacturer’s 
name and address, and I am concerned about the vulnerability 
posed by the delay in requiring that information, not only because 
of its impact for helping you to target high-risk cargo, but also be-
cause it would allow Customs and Border Protection to target un-
tested manufacturers who may be shipping potentially dangerous 
consumer products, including children’s toys. It would allow CBP 
to do additional safety screening if it knew that it was dealing with 
either unknown manufacturers that are not trusted yet or those 
with a history of violations. 

Could you tell the Committee when you expect that this rule, 
which is referred to as the ‘‘Advanced Trade Data Element Rule,’’ 
which will require more information about the manufacturer, will 
be published? 

Mr. BAKER. Thank you, Senator. Let me start by saying I com-
pletely agree with you about the importance of this rule. It is a val-
uable part of our effort to push our borders out and to try to catch 
suspect cargo before it gets close to our ports. And having this kind 
of information, some of which we get now but which we are not 
guaranteed to get, in a way we can count on is an enormously valu-
able part of our strategy. 

At the same time, it is a new regulatory burden on importers and 
shippers, and it requires them to make changes in their informa-
tion technology systems and to get the information to us. And so 
as I said at the start, it is important for us to do our diplomacy 
and to make sure that we have persuaded people that this is a rea-
sonable requirement. We have been working with the trade for 
some time, and I think that generally the trade has acknowledged 
that of all of the security measures that we are working on now, 
this is probably the least expensive and the most valuable to us. 
We currently expect to get that rule to the Office of Management 
and Budget within 2 weeks. That is our target. It is one of our top 
10 priority regulations to get done in the next year because of its 
value for a screening program that will allow us to do 100-percent 
screening in an effective way. 

Senator COLLINS. Thank you. 
Chairman LIEBERMAN. Thanks, Senator Collins. Senator Akaka. 

OPENING STATEMENT OF SENATOR AKAKA 

Senator AKAKA. Thank you very much, Mr. Chairman. I want to 
commend you and the Ranking Member for working to improve our 
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port security in our country and in other countries as well. I cannot 
emphasize enough that Hawaii’s port system is critical to the eco-
nomic life and health of my State, as you know. We depend entirely 
on the ocean shipping industry to import essential commodities. 
Any interruption in commerce, of course, would certainly hurt Ha-
waii. So I welcome this opportunity to hear your testimony and to 
ask you questions about our port security act. 

Mr. Baker, we have heard today about the progress made by 
DHS in implementation of provisions of the SAFE Port Act. Last 
week, the Commerce Committee heard similar things. However, I 
am concerned that a number of important policy issues have not 
been adequately discussed or decided yet. These policy issues have 
held up progress in many fronts, and I am glad you mentioned the 
workforce. 

With regard to TWIC, it is my understanding that the manufac-
turers of card readers do not have access to actual TWIC cards. 
They will only be available to maritime industry employees. If they 
do not have access to those cards, they clearly cannot test the read-
ers. 

Mr. Baker, will DHS make TWIC cards available to the card 
reader manufacturers so that they can properly implement their 
testing? 

Mr. BAKER. I am not familiar with that concern, but I frankly 
share your puzzlement. We are in the process of enrolling people 
today. We will then begin issuing cards very shortly thereafter so 
that there will be cards available to workers within a month. And 
there should not be any reason why we cannot test the readers 
with real cards. 

So I am not familiar with any reports that would suggest that 
the reader manufacturers are not able to test the cards now be-
cause the cards are going to be in production momentarily. 

Senator AKAKA. I see. And the importance of that, of course, is 
the Transportation Worker Identification Credentials. 

Mr. BAKER. Absolutely. 
Senator AKAKA. An important issue is whether or not the Coast 

Guard also, Mr. Baker, will require a 100-percent biometric identi-
fication rate. Many in the industry have emphasized the need to 
use biometric identification all the time because if someone loses 
his or her TWIC card, anyone can pick it up and use it since there 
will no longer be guards physically present to verify the picture or 
the card. Right now, the Coast Guard policy is to use biometric 
identification only at high-risk ports or when there is an elevated 
MARSEC level. In addition, these systems are also costly to the 
ports. If they are not used 100 percent of the time, it would be dif-
ficult for the ports to justify spending the money to build the infra-
structure when they could be using it for something else. 

So can you tell me the rationale for not using biometric identi-
fication 100 percent of the time? 

Mr. BAKER. We certainly have designed the cards so that bio-
metrics are the standard, and it is possible to use the cards with 
a biometric at all times. And it would be my expectation that would 
be the norm. I am always wary of saying anything will be 100 per-
cent because you have to account for unusual circumstances, and, 
again, we do not want to be in a position of saying no one works 
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today because the biometric system is down, particularly if you 
have got back-ups that include such things as PIN numbers that 
would allow people to verify that they actually have unique knowl-
edge that cannot be obtained by someone just picking up a card on 
the ground. 

So I am cautious about saying it should be 100 percent, but it 
is our expectation that the norm will be biometrics. 

Senator AKAKA. An outstanding policy that DHS has not yet 
made is related to the use of positive access control. The use of 
positive access control could have implications for the cruise indus-
try as well, a big part of Hawaii’s tourism sector. Cruise terminal 
porters must move passengers’ bags in and out of secured areas 
quickly. The need to scan them into and out of secured areas could 
impact how quickly and how efficiently they can do their jobs. In 
fact, the aviation industry, also a very high-risk transportation sec-
tor, does not require positive access control. Instead, they use a vis-
ual challenge program instead. 

With this in mind, Mr. Baker, when do you expect DHS to make 
a decision regarding the use of positive access control at the ports? 

Mr. BAKER. Well, I think this ties back to my earlier suggestion 
that it is always dangerous to say this will be 100 percent. There 
may well be circumstances where you need to be able to make an 
accommodation so that people can move quickly back and forth 
across the line and not have to stop and do the biometrics at every 
stage. We would not say we have rejected that out of hand. There 
may be circumstances where that will be necessary to do. But I do 
not want to prejudge that. That is the sort of thing that ought to 
be decided with the captain of the port as part of a security plan 
for the entire port. 

Senator AKAKA. You mentioned that on scanning containers you 
have already come to 98 percent. What is the 2 percent? 

Mr. BAKER. The 2 percent, generally, is ports that are so small 
that containers rarely come through and it does not make sense to 
have a portal sitting there like the Maytag repairman waiting for 
somebody to go through. 

Senator AKAKA. Thank you very much, Mr. Chairman. 
Chairman LIEBERMAN. Thanks, Senator Akaka. And, of course, 

that 98 percent is for radiation. 
Mr. BAKER. It is. 
Chairman LIEBERMAN. Right. Senator Coleman. 

OPENING STATEMENT OF SENATOR COLEMAN 

Senator COLEMAN. Thank you, Mr. Chairman, and I would also 
like to associate myself with the preliminary comments of the 
Ranking Member, particularly in regard to the pilot programs and 
the prospect of 100-percent screening. We all want to get there. We 
want to get a system that works. I think as you said, you cannot 
rush implementation and new technology. We need to rush, but it 
does need to work. I am very interested in looking at the results 
from the pilot projects, but I just want to put myself on record as 
being in accord with the Ranking Member. 

On the pilot programs, have we been experiencing any bottle-
necks, any slow-ups in any of what we have seen to date? 
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Mr. BAKER. In general, we have not had too many slow-ups. We 
have had weather-related surprises. It gets very hot in Pakistan, 
well over 110 degrees, and that has caused some surprises with the 
gear. We have had cloudbursts in Honduras that have caused dif-
ficulties with the scanning machines. So we have certainly had sur-
prises. But on the whole, the layouts, while they have been dif-
ferent in every port, have allowed us to move people pretty well. 

Senator COLEMAN. Do you anticipate if we move to higher-vol-
ume ports that we would have the same kind of results on the 
issues here? 

Mr. BAKER. No. As people in the Coast Guard keep reminding 
me, if you have seen one port, you have seen one port. [Laughter.] 

The layouts are completely different at every one of these ports, 
and how they have squeezed in all of the equipment varies from 
place to place. And in some cases, it is an elaborate ballet that you 
have to perform to get your goods through the lanes. 

As soon as you go from one lane to multiple lanes—and some of 
the ports have 40 or more lanes—it becomes much more complex 
to do the scanning and the portal monitor checks. And even more 
difficult is transshipment because in some cases you have cranes 
just picking the container up and moving it directly from one ship 
to another. It is not clear where you are going to do your scanning 
and your screening on those containers. 

So I think we are going to encounter a lot of complexity as we 
move to bigger ports, and we are trying one lane in a few of these 
big, complex ports, but trying to move to a full coverage for a port 
like Hong Kong is going to be very difficult. 

Senator COLEMAN. I believe the original ISIS program in Hong 
Kong had a very small number of lanes. 

Mr. BAKER. Yes, that is correct. And, again, in Hong Kong, to 
show you the sorts of surprises you can encounter, we discovered 
the cement that they were using to pave the port gave off enough 
natural radiation that it was setting off the alarm regularly. So 
there are 100 problems that we will have to solve port by port. 

Senator COLEMAN. I would like at some point to discuss this fur-
ther, but are there technological bases that you need, infrastruc-
ture bases? I want to get an overall sense as you go beyond the 
pilot project and kind of analyze that and understand what we 
have to deal with. 

Talking about technology changes. I saw this technology a num-
ber of years ago, and it moves quickly. How adaptable are the pi-
lots that we have and as we look to the future to ship with new 
technology? Or are we wedded to a particular technology? Are we 
open to technological shifts? And how easily can they be accommo-
dated? 

Mr. BAKER. I think we have tried to build that in. And, of course, 
you never know for sure, but we have tried to build in the possi-
bility of changes in the technology. For example, the radiation por-
tal monitors that we have used abroad have been relatively 
undiscriminating in the kinds of radiation that they detect. And 
there is a second generation that is much better at identifying the 
kinds of radiation we are most worried about. We can install that 
in general in places that currently use the old technology, or we 
can add it as an add-on for particular checks. 
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The scanning equipment, I would say the most promising new 
technologies there are in software that can identify anomalies, and 
then, again, I think we can use the existing infrastructure and 
then just make the software better. 

Senator COLEMAN. I want to get to a micro focus on the TWIC 
issue, but just one other question. Does the scanning help us to 
identify whether there are shielded materials? The concern I have 
with some of the radiological materials, if they are shielded, even 
the best equipment we have does not have the capacity to detect 
that, at least as I understand it. 

Mr. BAKER. The equipment that would say is there radiation 
coming from this container, no, it can be shielded so that you can-
not do that. But then that picture that we are looking at here, 
there would be a big black spot. And so the combination—— 

Senator COLEMAN. The combined systems give us an edge that 
we have not had before. The TWIC program, I was talking to a 
fishing guide in northern Minnesota; they need TWIC cards. Here 
we are talking about implementing a system, and this is a guy that 
is taking vacationers to fish for walleye up in Warroad, Minnesota. 
I also talk to barge operators talking about the size of their oper-
ations and some of the issues that they have—student workers who 
work for 2 or 3 months, and it takes 2 or 3 months to get a card. 
Clearly, we are looking at the major ports. 

Can you talk a little bit about how we do not get bogged down 
in dealing with small-boat operators, the tugboat industry, and stu-
dent workers? Is somebody working on that stuff? 

Mr. BAKER. Yes. Obviously, our biggest job is to get the people 
who regularly work there through the process, and that is a big job 
and takes time. Once we are there, we are only talking about the 
new hires that have to go through the process, and there is nothing 
about the process that inherently takes months. We are giving peo-
ple months now because it is a big new job for everybody to line 
up and enroll. We can do this much more quickly for new hires 
once we are through with the great bulk of the work. 

There is a hard line that you have to draw. People who only occa-
sionally come on to a port can be escorted by someone with a TWIC 
card, and I do not think that will change. Is there going to be a 
class of people who say, ‘‘I want to be able to go regularly on the 
port, but I do not want to have to’’—— 

Senator COLEMAN. If I may interrupt, the problem is we have an 
image of a port, the port of L.A., or the port of New York. If you 
are a guide in Minnesota, technically we have international borders 
there, but there really is not a port. You are taking a fishing boat 
out of a dock and taking somebody fishing, and you have to have 
a TWIC card. 

Mr. BAKER. That is a fair question, and let me look at that. I am 
not familiar with how far down we go in our definition of ‘‘port.’’ 
I cannot believe we cover canoes, but—— 

Senator COLEMAN. You just may, is the concern. I can tell you 
that for these folks, they are going to travel a couple of hours to 
Duluth to the main area to go pick up a card to be able to take 
somebody fishing on a lake between Minnesota and Canada. Big 
Government sometimes forgets about the impact on that little guy, 
and we talk to those little guys. 
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Mr. BAKER. I appreciate your bringing that to my attention. Let 
me take a look at that. 

Senator COLEMAN. Thank you, Mr. Secretary. 
Chairman LIEBERMAN. Thanks, Secretary Baker. I have a lot 

more questions I would like to ask. I think I would like to ask one 
more and submit the rest to you in writing. 

I wanted to ask you to talk a little bit more about the Domestic 
Nuclear Detection Office, to which, as I said earlier, Secretary 
Chertoff gives great priority, and I agree with him, and just to 
point out this is a detection program of nuclear devices coming into 
America by terrorists, potentially, that goes beyond the ports, but 
the ports are involved. 

First, I know you are testing the technology. How soon do you 
think you will be able to report to Congress on how that is going? 
Second, this has to involve integration of different organizations, 
some that protect land entrance, some Federal agencies that take 
care of the ports, and then obviously if we are looking at major cit-
ies, for instance, we will be dealing with State and local law enforc-
ers. So if you could give a short answer to both parts of that ques-
tion. 

Mr. BAKER. OK. First, I would like to say the same thing that 
the Secretary has said. This is one of our worst nightmares. DNDO 
has been enormously effective in identifying that as the problem 
and asking how are our solutions. And as you said, we have a num-
ber of solutions in place for containers and commercial shipping, 
and that ought to then be the benchmark in which we say do we 
have the same level of protection for small boats, for general avia-
tion, for all the other ways in which terrorists might bring nuclear 
weapons into the country. And DNDO, with its focus, has been sin-
gle-minded in asking questions that do not fall into one organiza-
tional responsibility to say, OK, well, let us think like a terrorist: 
What is our response? How do we prevent people from bringing it 
in this way or that way? So they have been enormously helpful in 
broadening out the focus of our components. 

They have been doing testing, as you know, already, and we are 
about to begin actual testing in place. So I do not know what our 
current schedule is for getting you a report on the actual imple-
mentation testing. But I will get you an answer to that in writing. 

Chairman LIEBERMAN. Fine. 
Mr. BAKER. Organizationally, as I say, I think their focus has 

been research, procurement, and making sure people are thinking 
about the threat in a coherent way. And in all those respects, they 
have done an excellent job. 

Chairman LIEBERMAN. And you believe that they are integrating 
the different agencies that have overlapping responsibility? 

Mr. BAKER. Yes. For example, in some of our general aviation 
work and in our small boats initiatives, in both cases they were 
able to bring together TSA, CBP, and Coast Guard initiatives to 
say how do we build the best possible defenses against a nuclear 
weapon, and no one agency could have done that. 

Chairman LIEBERMAN. Fine. When you get back to us with the 
information about the test data, obviously part of it is when the 
GAO can begin to review it on our behalf. Thanks very much. 
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ANSWER FROM MR. BAKER TO THE FOLLOWING QUESTION FROM 
SENATOR LIEBERMAN 

Question: Regarding DNDO testing of nuclear detection capability, what is the 
schedule for getting Congress a report on how the testing is progressing? 

Answer: On May 25, 2007, DNDO briefed your office on the classified results of 
the ASP Phase 1 testing. The Phase 3 Test Report, which will also be classified, 
is currently in final review within the Department, and the Blind Test Report is 
presently being prepared. DNDO would be happy to provide you with a status brief-
ing on how the testing is progressing. 

Senator LIEBERMAN. Senator Collins. 
Senator COLLINS. Thank you. Secretary Baker, one of the most 

important provisions of the SAFE Port Act required the Depart-
ment to develop protocols and a plan for restarting our ports in the 
event of an incident. We know from the West Coast dock strike of 
a few years back, which was an event that was both peaceful and 
anticipated, that the closure of ports can have enormous economic 
consequences. And if there were an attack on one of our ports, most 
likely for a time all ports would be shut down. And that is why we 
felt so strongly that we needed to have the Department engage in 
this plan, and the Department has done so. 

But as I referred to in my opening statement, the private sector 
entities have come to us to express concerns that there is not suffi-
cient detail in the plan about the role that would be played by port 
authorities, by first responders, by those in the private sector, 
which, after all, own most of the emergency equipment as well as 
control our ports. 

What is the Department doing, having made a good first step in 
this area, to fill in the gaps and come up with a strategy that will 
ensure that we have a safe, logical, planned procedure for reopen-
ing our parts in the event of an attack? 

Mr. BAKER. That is an excellent question, and we are quite 
aware of the concern on the part of the trade about this. A couple 
of basic principles I think have governed what we have done so far, 
and we are at work on some more detailed documents that will give 
some further guidance. 

First, we do not want to do what the private trade should do. We 
are not going to be telling people, well go to this port, go to that 
port. In most circumstances, they have dispatchers who are much 
more capable of making those judgments than the government. 

The second principle I would say is that we have to be flexible 
about our plan, and here I think there is some inevitable frustra-
tion on the part of the trade. They would like nothing better than 
a guarantee that says within 3 days, if you are not the port that 
is attacked and you meet certain criteria, we will let you in without 
any change in procedures. The difficulty with that is that we do not 
know what kind of attack we are going to be recovering from, and 
if it is a simple explosion in a container, that is a different sort of 
attack than a nuclear weapon found in a container, or a biological 
weapon. So we cannot know for sure how we will reconstitute trade 
until we know what we are reconstituting from. So we cannot give 
them guarantees. 

We do think that—and this is what we are working on now—a 
critical element is for everyone in the trade to know what the com-
munication chain is going to look like, that we will be reaching out 
and getting information from them about what they’re experiencing 
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as they try to make deliveries, and to give them all the guidance 
that we can to make sure that everyone gets news as quickly as 
possible about what we can say. If we can say certain ports are 
open and we are accepting cargo in those ports, then everyone 
should get that information quickly. If we are restricting certain 
kinds of cargo or cargo from certain destinations, then we need to 
get that information out. 

So what we will be building as a resumption of trade protocol 
will focus on the communications lines and some basic principles 
of the sort that I have been talking about. I hope that will make 
the trade more comfortable, but I think there is probably an inevi-
table divergence because the trade would like guarantees that we 
cannot responsibly give to them. 

Senator COLLINS. Thank you. 
Chairman LIEBERMAN. Thank you, Senator Collins. Senator Cole-

man. 
Senator COLEMAN. Thank you, Mr. Chairman. 
A lot of stuff comes into this country in a non-containerized form: 

Automobiles, petroleum products, and dry bulk goods. Is CBP con-
sidering a CSI-like program for non-containerized forms of mari-
time cargo? 

Mr. BAKER. We have a variety of programs for those products. It 
is harder to have a single program because it varies so much. If 
it is scrap steel, it has one profile, and if it is petroleum, it is a 
completely different profile. And so we have had to work individ-
ually with shippers of particular products to determine that the 
supply chain is such that we are comfortable with it. 

It is a little less likely that someone would sneak a weapon into 
some of these shipments, but you cannot rule it out for certain 
kinds of shipments where the handling is gentle enough that a 
weapon could reasonably be expected to get through. But with 
those sorts of products, we have to very substantially vary our se-
curity measures according to the nature of the cargo. 

Senator COLEMAN. I appreciate it. Thank you, Mr. Secretary. 
Thank you, Mr. Chairman. 
Chairman LIEBERMAN. Thanks, Senator Coleman. 
Secretary Baker, thanks for your testimony. Very thoughtful. I 

always have the feeling when I hear you again this morning that 
you are on top of things, and just hearing the way in which we are 
talking about some of these scenarios, including the discussion of 
potential nuclear attack on the United States via weapons smug-
gled in by terrorists, it is unsettling, of course, in one sense. It also, 
I think, reassures us that people in important positions like your 
own are not going to be guilty of another failure of imagination. 
That is, to imagine the extremes that our enemies might go to in-
flict damage on us personally and our country. 

So I thank you for that. This is, as I say, good news. We appre-
ciate what you have done so far. We are going to keep the pressure 
on. Most of all, we all have a common interest in seeing this work, 
and it is in that spirit that this Committee looks forward to con-
tinuing to work with you and everybody at the Department of 
Homeland Security. Thank you very much. 

Mr. BAKER. Thank you. 
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1 The prepared statement of Mr. Lloyd appears in the Appendix on page 46. 

Chairman LIEBERMAN. The second panel, please. As you are com-
ing up, I will introduce the panel members. We have two represent-
atives from other offices of the Federal Government and a rep-
resentative of local government. 

Reginald Lloyd is the U.S. Attorney for the District of South 
Carolina, whose office has been charged with coordinating the ef-
forts at Project SeaHawk at the Port of Charleston, South Carolina. 

Stephen Caldwell is the Director of Homeland Security and Jus-
tice Issues at the Government Accountability Office, and he has 
been responsible for conducting reviews of virtually every port se-
curity program the Department of Homeland Security has imple-
mented. His work has been very important to this Committee. 

Captain Jeffrey Monroe is the Director of the Department of 
Ports and Transportation of the city of Portland, Maine. He has 
had a long and distinguished academic and professional career in 
the maritime and transportation sectors. 

We are grateful that you are all here. We look forward to your 
testimony now. I want to tell you, Mr. Lloyd, that I am sure I 
speak for Senator Collins and Senator Coleman, we know you have 
a big job being U.S. Attorney in South Carolina where Lindsey 
Graham resides, but we feel that you can take care of that and 
handle that effectively. 

To become more serious, he is our good friend and has a good 
sense of humor and shares our interest in homeland security. 

We welcome your testimony at this time. Mr. Lloyd. 

TESTIMONY OF REGINALD I. LLOYD,1 U.S. ATTORNEY, DIS-
TRICT OF SOUTH CAROLINA, U.S. DEPARTMENT OF JUSTICE 

Mr. LLOYD. Thank you. Mr. Chairman, Ranking Member Collins, 
Senator Coleman, Members of the Committee, it is an honor to ap-
pear before you today to talk about a port security initiative in 
Charleston, South Carolina, called ‘‘SeaHawk.’’ 

When I first became U.S. Attorney in South Carolina and 
learned about SeaHawk, the first question that I kept asking was: 
What value does SeaHawk bring to the port that did not exist be-
fore? What I learned is that while each Federal agency responsible 
for maritime security has a core mission at the port, there is no na-
tional standard to coordinate resources, operations, or intelligence 
with Federal agencies or with our State and local jurisdictions. 
This leads to potential gaps that may be exploitable by criminals 
or extremists. SeaHawk seeks to seal the seams between Federal, 
State, and local port security activities. It does not replace the good 
work of the Federal agencies at the port. Rather, it enhances their 
missions by integrating them through co-location, unity of com-
mand, innovative development of technology, and information shar-
ing. 

I am proud to tell you, Members of the Committee, that since its 
establishment, Project SeaHawk has achieved many of its goals 
and objectives. We have established a full-time, multi-agency, co- 
located task force of Federal, State, and local law enforcement 
using a Unified Command structure for decisionmaking that helps 
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to promote cooperation and enhance information sharing and inves-
tigative resources. 

We have developed an intelligence section to provide support to 
law enforcement operations and investigations. We have created an 
Operations Center that provides situational awareness and re-
source coordination. We have developed and integrated and linked 
radiological detection and monitoring architecture. And we operate 
a proactive security mission to identify and deter criminal or ex-
tremist-related illicit activities. 

None of these accomplishments would have happened without 
the strong partnerships established among the agencies that secure 
our maritime borders. Full-time commitments to SeaHawk have 
been made from the U.S. Coast Guard, Customs and Border Protec-
tion, Immigration and Customs Enforcement, Defense Criminal In-
vestigative Service, the South Carolina Law Enforcement Division, 
and every State and local municipality around the port. 

SeaHawk’s mission is enhanced by its co-location and strong re-
lationship with the FBI’s Joint Terrorism Task Force, as well as its 
integration with our South Carolina Fusion Center. We operate 
through a Unified Command structure where each agency brings 
unique resources that support SeaHawk’s operations. We also cre-
ated a SeaHawk Executive Steering Committee to focus on long- 
term strategic goals that includes myself, the captain of the port, 
the port’s director, the chief of our State Law Enforcement Divi-
sion, the FBI SAC, the resident ASAC for ICE, the Transportation 
Security Administration’s Federal Security Director, and all of the 
sheriffs and chiefs of police who have personnel dedicated to 
SeaHawk. 

One of the challenges was to create a screening process that 
would help the Unified Command to make decisions and allocate 
resources. This has been addressed through the development of a 
data capture process in which maritime information is collected 
and filtered through a data logic model comprised of a variety of 
indicators of suspect activity. Federal agents are augmented with 
task force officers from all of the surrounding local municipalities 
and jurisdictions. The real value of SeaHawk is the ability to pool 
limited resources and then apply them against a risk-based rank-
ing of all identified security issues. 

The SeaHawk intelligence team screens all vessels and crew 
bound to the Port of Charleston and provides the results to the 
Unified Command on a daily basis so they can plan their actions. 
The intelligence team also provides information and analysis on 
the global war on terrorism and its specific implications to South 
Carolina. 

SeaHawk has an Operations Center that serves as a central hub 
for the South Carolina ports. Ships are followed with radar and 
video as they enter and leave the harbor area. This allows 
SeaHawk to keep apprised of ongoing events that may affect the 
security of the port. 

SeaHawk has used its resources to improve capabilities across 
four broad areas, including voice and data communications, law en-
forcement investigative and intelligence tools, information tech-
nology, and sensor programs. One cutting-edge program is a mobile 
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1 The prepared statement of Mr. Caldwell appears in the Appendix on page 53. 

radiological detection program that deploys a sensitive radiological 
sensor in a vehicle and a boat. 

Project SeaHawk, Mr. Chairman and Ranking Member Collins, 
is truly a successful example of Federal, State, and local agencies 
working together very effectively to secure the ports of South Caro-
lina and to serve as a national model of innovation to enhance our 
Nation’s port security. 

I want to thank you very much for inviting me here today to par-
ticipate in this discussion with you, and I am very happy to answer 
any questions you may have. 

Chairman LIEBERMAN. Thanks very much, Mr. Lloyd, for that ex-
cellent testimony. I appreciate the question with which you started, 
which was is this going to add anything to the status quo, and I 
am encouraged by your answer, which is that it has. 

Mr. Caldwell, thanks for being here. I just want to repeat that 
you have been really invaluable to this Committee in our oversight 
responsibilities, and I thank you for everything you have done and 
welcome you this morning. 

TESTIMONY OF STEPHEN L. CALDWELL,1 DIRECTOR, HOME-
LAND SECURITY AND JUSTICE ISSUES, U.S. GOVERNMENT 
ACCOUNTABILITY OFFICE 

Mr. CALDWELL. Thank you very much, Chairman Lieberman and 
Senator Collins, and thank you for inviting me to speak on this im-
portant topic of the SAFE Port Act. Given the breadth of the Act 
and the already lengthy written statement that I submitted, as 
well as some of the comments by other witnesses, I will focus my 
comments on container security because that has come up again 
and again in the hearing. 

To some extent, the supply chain programs that we have are at 
a crossroads, and I will get to that at the end. As you know, we 
currently have a layered strategy of various different programs to 
provide supply chain security. These are run by CBP as well as 
other agencies, both within DHS and other departments such as 
DOE. These include things we have already talked about: The 24- 
hour rule, ATS, inspections at domestic ports, radiation screening 
at domestic ports, CSI, Megaports, and C–TPAT. And as we have 
noted in our reports, a lot of progress has been made. We were very 
happy that a lot of the recommendations that we had made to DHS 
and its components had been incorporated into the SAFE Port Act, 
and DHS has made progress in implementing many of these. Some 
examples include improved strategic planning and better utiliza-
tion of human capital. 

Despite the progress made, we still are reviewing two of the pro-
grams right now for this Committee, both CSI and C–TPAT, and 
we will be providing you more details on that early next year with 
our full reports. But some of our preliminary findings are in the 
written statement that I provided. 

One area where CBP is still challenged is the area of actually 
measuring outcomes as opposed to activities. This is a problem that 
is endemic to any agency involved in homeland security. But that 
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is an area where we are still hoping they can make some more 
progress. 

Perhaps one of the most important areas of progress in supply 
chain security are the partnerships that CBP has formed. Assistant 
Secretary Baker also emphasized this point in his statement—at 
least his written statement—and the partnerships are with many 
groups, but there are at least three groups that I want to empha-
size. 

First, the partnerships are with foreign nations. These are the 
nations that have agreed to be our partners in CSI or are negoti-
ating with us on ‘‘mutual recognition,’’ which I will get to later. 

Second, there have been partnerships with the private sector. 
Companies have decided to join C–TPAT, provide information on 
their security, obviously provide resources, as was mentioned, to 
provide for their security. And CBP is also consulting with COAC, 
ISO, and other private groups. 

The third partnership I would like to mention is with inter-
national and regional organizations. There has been an inter-
national framework developed with U.S. participation and leader-
ship called the ‘‘Safe Framework’’ by the World Customs Organiza-
tion. In addition, there are a couple of joint cooperation forums now 
with both the European Union and with APEC. 

As one indication of the progress of these partnerships, other na-
tions and international organizations have adopted programs that 
are very similar to CSI and C–TPAT. These partnerships are crit-
ical because, as we know, the Federal Government cannot do it all 
by itself. To push out our security envelope and to deal with things 
that are nongovernmental, we need to reach out to others and de-
velop good relationships with these partners. But there are some 
signs that some of these critical partnerships are starting to fray. 
As I said, these critical relationships are partnerships, so other na-
tions have volunteered to join CSI. The United States worked 
through international organizations. Companies decided to volun-
teer to join the C–TPAT program or, in some cases, to go beyond 
that and to meet ISO standards. In summary, our partners decided 
to be our partners. It was a mutually beneficial relationship. 

Now, CBP, somewhat on its own initiative and somewhat man-
dated by legislation, is adding or proposing new layers to this lay-
ered strategy. These include container security devices, ‘‘Ten Plus 
Two’’ data requirements, the Global Information Exchange, the Se-
cure Freight Initiative, and 100-percent scanning. In some cases 
these are voluntary, and in some cases they are not. But some of 
our partners are starting to ask: Does the United States have a 
layered strategy or a strategy of layers, with new layers being 
added continually and unilaterally? In the meantime, foreign na-
tions and private company partners are asking what is in it for 
them. Where is the promised green lane that is talked about in 
concept but is not really implemented in a way that can be deter-
mined? 

Foreign governments are certainly willing to help us in terms of 
scanning things overseas as part of CSI, but they do want some as-
surances that these containers will not be scanned one or more 
times when they get to the United States. And private companies 
have increased their resources to improve security, but again, they 
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are hoping to get some benefit in terms of expedited scrutiny of 
their shipments. 

One of the biggest concerns of these partners at large is the 100- 
percent scanning of all U.S.-bound containers. This Committee, as 
well as DHS, has received letters from these partners expressing 
some of their concerns about this new requirement. While we have 
not done a detailed review of SFI—it only went operational 3 days 
ago, according to the Assistant Secretary’s statement—we have vis-
ited two of the pilot ports as they were getting ready for SFI. The 
topics of 100-percent scanning and SFI came up frequently in the 
discussions that we had with foreign governments. 

Based on these discussions, we have identified six challenges in-
volved in the 100-percent scanning requirement. Assistant Sec-
retary Baker already previewed some of these challenges in his 
statement where he noted that neither technology nor diplomacy 
reacts well to being rushed. 

The first challenge is that the 100-percent scanning approach is 
counter to the risk management approach that GAO has pushed, 
Congress has pushed, the 9/11 Commission has pushed, and CBP 
has really incorporated into almost all of the other programs that 
it has and the United States has agreed to in the World Customs 
Organization SAFE Framework. This is our largest concern be-
cause the 100-percent scanning in some ways could reduce our se-
curity rather than enhance it. 

The reason a risk management approach is important is that it 
forces you to prioritize your limited resources. If you are focusing 
attention on all of the containers, you are not focusing your atten-
tion on any one container. 

Here are the remainders of some of the challenges we have iden-
tified, and I will just summarize these briefly because we have 
more details in our report. The second challenge is that the United 
States could probably not reciprocate if other countries adopted the 
same requirement. 

Third, the logistical feasibility is unknown and may vary by port. 
Fourth, the maturity of the technology is still not proven. 
Fifth, the resource requirements and who would pay them is not 

determined at this point. 
And finally, sixth, the use and ownership of the scanned data is 

not fully determined. 
So as I said at the beginning, these programs are at a crossroad. 

We have come a long way to build these programs, and our various 
partners have come a long way with us. What began as U.S. unilat-
eral programs after September 11, 2001, have not only been accept-
ed but have been internationalized. A risk management approach 
has been adopted by foreign governments, international organiza-
tions, and private companies as a logical way to increase security 
but keep the flow of commerce moving. 

We were in a position of moving to leverage our own limited 
resources by developing mutual recognition with some of our part-
ners, and that process goes on. Under mutual recognition, two na-
tions would understand, verify, and trust each other’s customs se-
curity regime so that a C–TPAT member in one country would be 
trusted in the equivalent program of the other country by their cus-
toms officials. And when mutual recognition is developed among a 
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number of nations, each nation’s resources are, in effect, being le-
veraged to help the others, increasing the worldwide level of secu-
rity. 

With some of the latest proposals, though, the partnerships that 
we have relied on may be at risk. I am not saying they are severely 
at risk, but they are starting to fray. Regarding other nations, they 
may be reluctant to join CSI or stay in CSI if there is already a 
unilateral requirement on them that they scan 100 percent of all 
U.S.-bound cargo. In accordance with the agreements that we have 
already signed with them, they may ask for reciprocity, which CBP 
would be hard pressed to provide; the United States would have to 
scan 100 percent of our containers before they are outbound for the 
other countries. 

Regarding the private sector, companies may be reluctant to join 
or continue in C–TPAT if 100 percent of their containers are going 
to be scanned anyway. 

In closing, I hope I have provided some useful perspectives on 
supply chain security for you. I am also ready to answer questions 
on the whole area of the SAFE Port Act. Thank you. 

Chairman LIEBERMAN. Thanks, Mr. Caldwell. You have supplied 
useful answers to us, and we will have questions. Thanks. 

Captain Monroe, welcome back. Good to see you. 

TESTIMONY OF CAPTAIN JEFFREY W. MONROE,1 DIRECTOR, 
DEPARTMENT OF PORTS AND TRANSPORTATION, CITY OF 
PORTLAND, MAINE 

Captain MONROE. Good to see you. Thank you very much for in-
viting me this morning, and it is a pleasure to be here, as always. 
I always like to start off by talking about our little port of Portland, 
which happens to be not only the largest port in New England and 
the largest port in the State of Maine, but also the largest foreign 
inbound tonnage transit port in the United States, and I know the 
Senator loves all the adjectives I add to that. 

One of the things that is unique about Portland is we are a very 
diverse port. It was one of the reasons that the U.S. Coast Guard, 
in doing their first assessments of ports, looked at Portland, Maine, 
because of the diverse economic mix and the many operations that 
went on there. And we are happy to see that the SAFE Port Act, 
when it was put together, contained many of the critical provisions 
that looked at supply chain security. And I use supply chain secu-
rity as a very definitive term because one of the things that we 
need to understand is that container security and port security are 
not necessarily synonymous. 

We deal particularly in Portland with millions of tons of oil, dry 
bulk cargo, petrochemicals, other ports near us deal with auto-
mobiles, we all deal with hazmat and certainly project cargoes, and 
we have to understand in this mix that if we are talking about port 
security, it is all elements of different types of cargoes, all different 
types of operations, all different types of vessels. 

The SAFE Port Act was a very big step. Overall, progress is good 
but certainly not as fast as it needs to be. And Senator Collins 
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mentioned the TWIC card before, and this has been sort of a source 
of concern for us up in Portland, as well as in the industry. 

These are my credentials. Kind of interesting. We carry quite a 
few of them. This is my airport credential. The one thing that is 
interesting about our organization is we operate the airport, the 
seaport, and coordinate all the surface transportation system. I re-
quired a very definitive background check to get this. This is my 
merchant mariner’s document. I also required a very definitive 
background check to get this. This merchant mariner’s document 
was not acceptable as a document to get this airport credential. 
This is my port document. We have no standards for that as yet. 
And while I recognize what DHS has said in many cases about 
aviation and the maritime world being very different from each 
other, no question about that. But the quintessential common area 
here is the background check, and most of us in the port industry 
recognize at this time, no matter what standard TWIC winds up 
coming out with, we are going to wind up issuing our own cards 
anyway because the reality is that is the best way to maintain 
tight control in our various ports. So one card fits all might be 
great for at least getting the issuance, but may not be best for all 
of the access. 

I am happy to report I have been through four separate back-
ground checks to get my credentials. They have not found anything 
yet, which I am very happy to see. 

Programs like C–TPAT are a good standard. We are working to-
ward that, and that is expanding. That needs to continue. So does 
CSI, our radiation scanning program, and the high-risk scans. And 
I agree with Senator Collins that certainly scanning every con-
tainer is counterproductive and does not work that well. But the 
focus of this is to push out the borders, and that is really what we 
need to do. 

All of these things have to occur in foreign ports. And we are 
worried that cargo and port security sometimes lags within the De-
partment of Homeland Security, may be low profile, and I fear 
sometimes that it is low priority. 

I think the Office of Cargo Security, as defined within the SAFE 
Port Act, was a good concept. Last year, Senator Collins proposed 
legislation that called for a much higher level of policy decision-
making area that looked at all of the aspects of cargo, and I think 
that is really where we need to go. That needs to occur as effec-
tively as possible. 

Cargo is a critical element, it is a critical threat, and if we look 
at all aspects of cargo, not just container, we begin to realize that 
the priority of this has to move up much higher within DHS. And 
once that occurs, I think that is going to speed up progress on 
many of the things that we are doing. 

There are some bright spots. I do not like to be all doom and 
gloom. Many of the public officials and port professionals certainly 
in our area are working together very well. Public officials and our 
port and terminal operators understand the complexities of work-
ing together. The Incident Command System, I think that has 
worked out well. 

We are very happy to see that our municipality, not waiting for 
the national standard of operations center, developed through 
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Homeland Security money our own operations center led by our dy-
namic fire chief, who approached the entire thing from a holistic 
view, not only the transportation system but the entire community, 
and developed an emergency operations center, which we have 
used on multiple occasions to look at all of the systems that are 
going on, all of the activities, all of the threats. And we have had 
some practical applications, unfortunately, such as last year’s Pa-
triots’ Day storm, which allowed us to respond quickly to a lot of 
damage and loss of power and threats to citizens from just natural 
disaster. 

We have used the port security grant money very effectively. We 
are certainly not spendthrifts, but it has helped us put up fencing 
to access control, develop informational platforms which have al-
lowed us to communicate with each other and to share data and 
information. Ultimately, someday we think that we will be able to 
flip a switch and you will be able to see everything that is going 
on in Portland, Maine, right here in Washington, DC. 

But this money has allowed us to ramp up quickly, and it is as 
important to have this money available to smaller ports as it is the 
major mega ports, which certainly need the money, but also have 
the resources in many cases to do this. 

When we approach port security, when we approach transpor-
tation security, it has to be done in a systematic approach, not in 
a modal approach. And the unfortunate thing is that we have lived 
too long with the modal approach in transportation, which I think 
sometimes is working its way into homeland security, where we 
think of aviation or ports or even the surface transportation system 
as different from each other. Wings, wheels, or propellers, the sys-
tem needs to work together. And one size in many cases can fit all, 
even with the differences in these various systems. High-level co-
ordination is certainly critical, and that will be key if we ever have 
an incident. 

The restoration of the marine transportation system is only one 
element of the restoration of the entire transportation system, and 
that even though industry seems concerned sometimes, I think the 
reality is not looking for definitive answers, but just looking for de-
finitive standards so that someone in DHS understands what every 
facility is capable of and is able to immediately restore the system, 
redirect cargo. 

If we had an emergency, for example, up in Maine in the middle 
of February, by heavens, we would be trying to think of ways to 
get oil up there to meet the needs of our homes and our factories 
and our communities. And the bottom line is unless somebody has 
a holistic picture of that and clearly and definitively directs it, it 
is not going to work effectively. It cannot be just a series of commu-
nications. It has to be some very definitive direction. 

We saw that on September 11, 2001, with the confusion that was 
going on, and that needs to be looked at and corrected. This res-
toration trade is a very significant issue. We noticed that right be-
fore Hurricane Katrina. The maritime industry was able to direct 
its cargo. It anticipated the problems. But that is something that 
needs to occur on a national level. 

The one thing we need to keep in mind is that cargo does not 
vote, so it is the responsibility of our agencies, the responsibility of 

VerDate Aug 31 2005 10:53 Jan 07, 2009 Jkt 038849 PO 00000 Frm 00031 Fmt 6633 Sfmt 6601 P:\DOCS\38849.TXT SAFFAIRS PsN: PAT



28 

our elected officials to look at this very critical supply chain and 
all of the elements attached to it and make sure that not only is 
it safe and secure, but that it can be restored quickly. 

For right now, we are not quite getting the job done. We are cer-
tainly much better than we were. There is no question we have 
made an enormous amount of progress through the sheer will of a 
lot of good people working on the ground in the trenches like my-
self, and certainly the direction of the Department of Homeland Se-
curity has worked well. But all of this needs to come together much 
closer. There needs to be much more definitive leadership out of 
the Department of Homeland Security. We need to worry less about 
our various Federal agency directives and think about it in a more 
holistic standard. And we also need to look at our entire transpor-
tation system in a holistic, systematic fashion as opposed to just 
looking at the various elements of different parts of security where 
we think are threats. 

Thank you very much, and thank you for the time to speak with 
you today, and I will be happy to answer any questions. 

Chairman LIEBERMAN. Thanks very much, Captain. You are a 
good witness. It is good to hear your report from the ground. I was 
a little disappointed to hear that the cargo will not be voting in the 
Maine election—— [Laughter.] 

Next year because I know, based on all that Senator Collins has 
done to make the cargo safe, that they would be voting for her. 

Senator CARPER. We are familiar in Delaware with the term 
‘‘cargo preference.’’ It would probably have application in Maine as 
well. 

Chairman LIEBERMAN. Exactly. OK. Senator Carper, welcome. 
On this very day, the TWIC program has begun to enroll port 
workers in Wilmington, Delaware, so we appreciate that you are 
here today. 

Let me begin, Mr. Caldwell, with you, and as I said earlier, you 
have tremendous expertise in this area. Step back, if you would, 
and give us your overall rating of the Department’s progress in 
maritime security in the year since the passage of the SAFE Port 
Act. If you were giving them a grade, what would it be? 

Mr. CALDWELL. I think ‘‘incomplete’’ is the term I used in the last 
hearing we had. 

Chairman LIEBERMAN. That is true. 
Mr. CALDWELL. So I need to stay consistent here. But I would 

like to point out something fairly important. We did a very large 
effort for the Committee here on a progress report of DHS, and the 
cut-off on that was October 2006. We actually did not use the 
SAFE Port Act in setting the expectations that we then used to 
rate the Department on. And so the assessment I have now is up-
dated from that earlier progress report assessment. 

As my written statement demonstrates, there is continued sub-
stantial progress in many of the requirements of the SAFE Port 
Act. I would have to agree with Assistant Secretary Baker that the 
components look like they have made it already or they are in line 
to make it. 

There are four areas that we pointed out in that earlier report, 
and these are the four areas where we still think there are some 
challenges. I can just go over those again real quickly. 
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Chairman LIEBERMAN. Why don’t you highlight them? That is 
the ‘‘incomplete’’ part of it. 

Mr. CALDWELL. Yes. There is developing port-specific plans for 
recovery. I would agree with—— 

Chairman LIEBERMAN. Recovery meaning what here? 
Mr. CALDWELL. Recovery after an incident. We need to think of 

incidents as being beyond the initial security response to include 
recovery from environmental incidents or natural disasters and 
things like that. 

Chairman LIEBERMAN. Sure. 
Mr. CALDWELL. When you ask what the Department is doing, the 

components are going to use their International Supply Chain Se-
curity Plan. They also have something called the Maritime Infra-
structure Recovery Plan, which is also a national plan. Now they 
have to bring that level of planning down to the individual port lev-
els. That is where they are incomplete. They need to rewrite all the 
area maritime security plans to add in that recovery portion. 

The other incomplete area is implementing national access con-
trol. TWIC is underway. They are certainly making progress com-
pared to where they were a couple of years ago. The next incom-
plete area is long-range tracking systems to improve maritime do-
main awareness. We are currently doing some work to look at both 
the classified as well as the unclassified tracking systems, and so 
we may find out they made more progress there than we had ini-
tially reported. 

Chairman LIEBERMAN. OK. 
Mr. CALDWELL. And then, finally, in terms of developing pro-

grams to screen cargo for radiation, that is another program where 
we thought they needed to make more progress than indicated. We 
have reported in several recent reports about the testing that was 
done in terms of the new technology for radiation scanning. 

Chairman LIEBERMAN. Thanks. We will obviously count on you 
to keep an eye on those four areas particularly, and we will con-
tinue to work with you and your colleagues at GAO. 

Mr. CALDWELL. Yes, sir. 
Chairman LIEBERMAN. Mr. Lloyd, I appreciate the good report on 

Project SeaHawk. I love the combination of the Federal, State, and 
local officials for a common purpose, including the Joint Terrorism 
Task Force. This is exactly the kind of work that was not really oc-
curring prior to September 11, 2001. 

I wonder if you think that State and local law enforcement agen-
cies will continue to participate in programs like Project SeaHawk 
if they are unable to receive Federal assistance, which was one of 
the things that is being contemplated. 

Mr. LLOYD. Thank you, Senator, and I would likewise agree that 
the Department has for a long time held the view that our partner-
ships with State and local particularly law enforcement agencies 
are key to us getting our mission done. 

The issue of what happens after the pilot project with SeaHawk 
ends as far as it relates to our State and local partners down there 
is our biggest question. Those issues I think will be worked out in 
a little more detail and with some more concrete specificity once 
DHS is finished going through its process of identifying exactly 
how the project will be transitioned, i.e., which component, if any, 
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of DHS will take over SeaHawk, or will the Department itself sort 
of step into the role that DOJ is currently undertaking. 

Obviously, our State and local partners feel a lot of pressure from 
other priorities that they face, and what we hear on our end is that 
the issue of funding for them or reimbursement for them is key, as 
well as how soon they are going to know about the transition that 
is going to occur. 

What we have done is with rebudgeting, we have been able to 
extend the project life to the end of fiscal year 2009. That has al-
lowed them some more time at the local and State level to be able 
to hopefully identify funds or grants that may allow them to con-
tinue their participation. 

Chairman LIEBERMAN. Excellent. Thanks. 
Just a quick question, Captain Monroe. As you know, we estab-

lished a Port Security Grant Program, which Senator Collins and 
I and all the Members of the Committee worked on. And these 
grants have been used to make much needed improvements in the 
physical safety of our ports and waterways. The SAFE Port Act au-
thorized $400 million annually for the program. 

The Department of Homeland Security recently announced that 
it intends to make implementing the requirements of the TWIC 
program a primary purpose of the overall Port Security Grant Pro-
gram, and obviously, we all understand the importance of TWIC 
with the comments that you have added. Are you concerned that 
this may make it more difficult for you and other local port admin-
istrators to get funding for other critical port security improve-
ments, like surveillance equipment or equipment to detect under-
water explosive devices? 

Captain MONROE. Well, over the course of time, many of us have 
already ramped up to that location. We have already looked at the 
aspect of surveillance, so we are sort of in the second tier of this. 

Chairman LIEBERMAN. Yes. 
Captain MONROE. The bottom line is that we do not have a 

standard really that works for TWIC. Things like document readers 
and biometric readers and all the other technology that they are 
talking about, in some cases they do not even exist. So nobody has 
really any idea what the cost is going to be or the long-term impli-
cations or, in many cases, even the use for this thing. 

I think the bottom line is that as every year goes on, you begin 
to see where the holes potentially are. 

Chairman LIEBERMAN. Right. 
Captain MONROE. And, of course, we have all of the rules and 

regulations that call for multiple assessments. So we find ourselves 
in the position of always continually trying to apply for money that 
we need. We do not try to do excess. We just try to do what we 
think is essential. And we have gone a long way with many of the 
things that we have done, but we are a smaller port. The challenge 
is in some of the bigger ports that are much more diverse. And I 
think ultimately, if you talk to some of my colleagues, they will tell 
you that in many cases port security grant money needs to be ex-
panded because there are certainly many more challenges. 

The other side of that is that many of the bigger ports also have 
the resources to be able to meet these needs, where in our par-
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ticular case, the citizens of the city of Portland would have had to 
have borne the cost of these mandated fundings. 

Chairman LIEBERMAN. Understood. Thanks. My time is up. 
Senator COLLINS. Thank you, Mr. Chairman. 
Captain Monroe, to follow up on the funding issue that the 

Chairman just raised, he and I have had to fight so hard to secure 
funding for port security grants. The Administration, as you know, 
year after year has proposed folding port security grants into a 
general homeland security grant program, whereas we have advo-
cated for dedicated funding. 

Could you speak to the importance of being able to rely on dedi-
cated funding for port security grants and also on the importance 
of having multi-year funding? It seems to me from seeing the 
projects that you have underway in Portland that many of them 
are multi-year projects that are going to require additional invest-
ments. But if you could comment on those two issues. 

Captain MONROE. Well, homogeneous funding programs are very 
difficult because one of the things that happens is you begin to lose 
the expertise necessary to properly evaluate what is necessary. I 
would find it particularly difficult if I had to go up against aviation 
funding because the needs are very different. There is no question 
about that. We have been able to use our multi-level funding and 
our multi-year funding to really step out not only with our new fa-
cilities and put in surveillance and all of the access control and all 
the other things that we have needed, but we are one of the first 
ports now to start looking at TSA-style screening for cruise line 
passengers and the international ferry. So that multi-year funding 
is very critical because one of the things that it is changing over 
the course of time are the regulations and the assessments. And as 
new intelligence becomes available, we begin to look at new 
threats. 

So I think the reality is that this is very specific. Right now we 
have a great evaluation program on the maritime side, on the avia-
tion side. There is not a very good system in place for the surface 
transportation, and they are really groping around trying to figure 
out what they need to do. But the reality is, I think, if you try to 
put it all into one place, like the Administration says, you are going 
to lose an enormous amount of good evaluation capability, and then 
it is just going to become a matter of competition, and needs may 
not be met in that circumstance. 

Senator COLLINS. Thank you. I certainly agree with that assess-
ment. 

Mr. Caldwell, you stated in your testimony that 100-percent 
scanning could actually reduce security rather than enhance it. 
And since I agree with that assessment, I was very happy to hear 
you say that for the record. 

Is it fair to say that requiring 100-percent scanning, regardless 
of the impact on trade, regardless of cost, regardless of the risk of 
the cargo at hand, is inconsistent with basic risk management prin-
ciples? 

Mr. CALDWELL. I would agree with that. If I could just give an 
example? 

Senator COLLINS. Yes. Thank you. 
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1 The chart submitted by Mr. Baker appears in the Appendix on page 106. 

Mr. CALDWELL. Could we get the chart back up that Assistant 
Secretary Baker used in his presentation? 1 You have three things 
shown on this chart that are valuable: You have the NII, which is 
the imagery screen; you have the radiation screen as well; and then 
you have the ATS score. These are three very important things. 
But from Mr. Baker’s description, it sounded like you need to have 
a person at the National Targeting Center look at all three factors. 
How many thousands of people are we going to need, either over-
seas or here, to look at that? I just do not know what kind of re-
source level would be needed to make these 100-percent scanning 
images useful. If you are just taking the scans and storing them, 
you are not improving security. 

Senator COLLINS. And isn’t that what is happening in Hong 
Kong? We hear a lot about the Hong Kong project, but, in fact, un-
less there has been a change recently, it is my understanding that 
while images are being captured, no one is looking at the images. 
And if no one is reviewing the results of the scan, you are no fur-
ther ahead, and, in fact, it may produce a false sense of security 
to have the scan done. But if no one is analyzing the results, there 
really is no progress. 

Mr. CALDWELL. I was in Hong Kong in 2004, and I got the dem-
onstration of their system. I cannot say I audited it, so I do not 
know how well it works. It was pretty impressive how they are try-
ing to combine these different technologies. But, again, what I do 
not know is what was being done with those images. 

One of the most promising areas—and, again, Assistant Sec-
retary Baker brought this up—is potential improvements in soft-
ware. What if you could have a software program that would tell 
us that, based on the manifest and this type of item, the item 
should have this kind of radiation signature, and it should have 
this kind of density. And then the software would combine all those 
things through an algorithm to indicate that an item seems within 
the normal deviations and that we should not worry about it. At 
that point, it is not too different than the ATS system currently 
being used. 

Senator COLLINS. Right. That is essentially a targeted system. 
Mr. CALDWELL. Correct, it identifies the containers that need 

extra scrutiny. 
Senator COLLINS. Exactly. 
Mr. CALDWELL. And that may be where they are going in the 

long run, but I am not sure. As I said, SFI has been fully oper-
ational only for 3 days now, so we need to be careful making pre-
mature judgments. When we were in Honduras, or when we were 
in Busan 6 to 12 months ago, they were just laying the plans to 
install SFI. Many of these questions had not been worked out in 
terms of who is going to own the images, who is going to review 
them, how do you store them, and who is paying for it. 

Senator COLLINS. Thank you. 
Mr. Lloyd, it is my understanding that there is talk of 

transitioning the project that you have described from the Depart-
ment of Justice to the Department of Homeland Security. And, in-
deed, I think that it was housed in the Department of Justice to 
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start with because it was an earmarked project. And it is a good 
example of an earmark that has produced very valuable informa-
tion and a pilot that we may want to replicate elsewhere. But do 
you have concerns about the transition from DOJ to DHS? 

Mr. LLOYD. Thank you, Senator. It was actually started, obvi-
ously, as a special pilot project before the creation of DHS, and 
what we have seen is that it has been a wonderful program and 
it has done, I think, the type of things that needed to be done in 
terms of bringing varying agencies together into a unified com-
mand at a port. 

Our concern would be that you would in a transition, obviously, 
lose some of the effectiveness of that unified command, that you 
would lose the presence of the State and local partners, who we 
think are very valuable. But ultimately I think that is something 
that DHS would have to evaluate as to which components program- 
wise of SeaHawk they would want to keep, replicate around the 
country, or move to a different model. But what we have found 
right now is that all of our participating components find all of 
those programs that we are currently operating there to be very 
useful in terms of augmenting their missions. 

Senator COLLINS. Thank you. 
Chairman LIEBERMAN. Thanks, Senator Collins. 
I was interested in the discussion with Senator Collins and Mr. 

Caldwell, and those are important questions about the personnel 
required for the 100-percent scanning. I visited the port in Hong 
Kong during August, and I suppose the most significant thing is 
that the system, the integrated system, both radiation monitoring 
and imaging works, and it works in a way that does not, to my eye, 
and I guess to those looking at it, unnecessarily burden the flow 
of commerce. What is required to then use the information that 
technology provides us with? And I am informed that they are be-
ginning both in Hong Kong and in Singapore, in addition to the 
three other ports we mentioned more fully, to try to make judg-
ments about that. 

I suppose the thing to say—it may be obvious but worth saying— 
is that modern technology gives us a capacity to even contemplate 
100-percent scanning without unnecessarily interfering with the 
flow of commerce, which would have been unimaginable not so long 
ago. So we will work on that. 

Senator Carper, the bell goes off, but that means we have enough 
time for a good solid round of questions. 

Senator CARPER. Great. 
Chairman LIEBERMAN. By the bell, I mean not to call us into the 

center of the ring, but to take us over to the Senate because there 
is a rollcall vote just starting. 

OPENING STATEMENT OF SENATOR CARPER 

Senator CARPER. Thank you, Mr. Chairman. 
Gentlemen, thank you for joining us today and for your testi-

mony and for your responses to our questions. As the Chairman al-
luded to earlier in our hearing, and I suspect you all discussed it 
on the previous panel, the TWIC program is actually getting imple-
mented, up and running in the port of Wilmington today, which is 
about 5 or 6 miles from where I live. I have been out to the port 
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a lot. When I was governor, we were very much involved. The State 
of Delaware took over the port from the city of Wilmington and 
spent a lot of time, energy, and money to try to bring them into 
the 21st Century. So it is something that we care about and have 
thought a lot about and know a lot of the folks who work out there. 

A lot of the people who work out there, not all but a lot of them, 
are folks who have had scrapes with the law in their past, and my 
suspicion is if you go around to major ports around the country, 
you would find some of the folks who are doing a lot of the work 
at ports—a lot of it is back-breaking work, a lot of physical labor— 
are people who have had in some cases brushes with the law, in 
some cases rather serious ones. 

As we bring TWIC up and running, there are some folks at our 
port who are concerned that they may lose their jobs, pretty good- 
paying jobs, considering in some cases the degree of education they 
have and their criminal record. Captain Monroe, are you concerned 
about the impact that the TWIC card could have on port oper-
ations? 

Captain MONROE. Well, I am not, really, and the reason being is 
that we had the same issues when we implemented the background 
screening for aviation. There are a lot of folks who felt that because 
of whatever the issue, something might knock them out. 

I think the reality is that all of these background checks are di-
rected toward people who may be a potential threat, and I think 
that certainly does not encompass the vast majority of folks. 

Now, if you do have a violent offender, somebody who has been 
arrested for something fairly significant—— 

Senator CARPER. Like terroristic threatening? 
Captain MONROE. Yes, terroristic threatening or even murder, or 

anything like that, certainly I think I, as a port director, would 
have a lot of questions about having them working on my port to 
begin with. But I think what we realized is that no matter what 
the fear was, when we implemented the aviation program, most of 
the people did not have issues, even those people who did have 
some sort of issues or background problems or even misdemeanors 
or some arrests. It didn’t necessarily knock them out. 

So I think that is a fear in many cases that is overblown by folks 
because of the uncertainty of the program. 

Senator CARPER. How do we strike the right balance to make 
sure that folks who do not pose a threat, given at least their behav-
ior in the past, but who have made mistakes, how do we find the 
right balance so that the folks who pose the threat maybe are not 
invited back for a continued engagement and those who do not, 
have the opportunity to continue to prove themselves? 

Captain MONROE. Well, I think the simple way to do that, Sen-
ator, is basically take people on a case-by-case basis. You are only 
going to find a small percentage of these folks, I think, that are 
going to be identified, and then take the time to review those indi-
vidual backgrounds, assist them in trying to find out what the cir-
cumstance was, do an investigation, and get it over with. And the 
reality is those standards have already been suggested as part of 
the Coast Guard program, and I think they are pretty good stand-
ards. 
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Senator CARPER. OK. Any other comments from anyone, please, 
on this? 

Mr. CALDWELL. There are two things. First, it is a statutory cri-
teria as to what crimes disqualify them. Second, there is an ap-
peals process. But what I am not sure about is whether the appeals 
process will allow them to take somebody who committed one of 
those crimes 20 years ago and allow him to still have the TWIC 
card. 

Senator CARPER. I believe there is a process—we call it a ‘‘waiver 
process’’—where people can seek a waiver, and I think in some 
cases, a person could seek and receive a waiver even if the offense 
was one of these that are stipulated in the guidelines. 

Mr. Lloyd, do you want to add anything? If not, I have another 
TWIC-related question. 

Mr. LLOYD. Senator, I would just say briefly that one of the 
things that we do at Project SeaHawk is almost on a continuous 
basis with all of the task force agencies that we have there is go 
through and check and make sure that those individuals who are 
working at the port and on the docks in particular do meet those 
statutory requirements. Occasionally, you do find individuals with 
ties to ongoing criminal activity, and that is what we see as much 
of a threat to port security as the terrorists. If our port is vulner-
able to that kind of ongoing criminal activity, then we feel like it 
is vulnerable to potential terrorist intrusion at that point. 

Senator CARPER. Alright. Good. One other question. Again, it is 
TWIC-related. But maybe, Mr. Caldwell, you would be best at this. 
When we first conceived of this idea and said we want to put to-
gether a program and increase our port security, do you recall 
when we said we wanted to get it underway? Was there an early 
target date? 

Mr. CALDWELL. It was included in the Maritime Transportation 
Security Act, and I believe that was passed in November 2002. But 
I do not know if it had an implementation milestone associated 
with it. 

Senator CARPER. Anybody recall? Captain Monroe. 
Captain MONROE. Yes. When Congress first talked about the 

TWIC program, they were looking at that point as a broad-based 
transportation worker program across all aspects. And this came 
through right after September 11, 2001, because it was one of the 
first things that people recognized needed to be addressed. And 
what happened is, come 2002, 2003, it began to go off in different 
directions. 

Senator CARPER. Alright. Given the long run-up to actually being 
able to launch the program today in one port, and some other ports 
are in line next, when do you think we can reasonably expect to 
have the program pretty well up and running, not just in a handful 
of ports but throughout the country? 

Captain MONROE. Well, right now the Coast Guard has a pro-
gram that they are rolling out, so we are looking at some very de-
finitive deadlines. So within the next year to 18 months, the TWIC 
program, as currently envisioned, should be fairly well in place in 
most places. And I have to credit the port of Wilmington because 
they did a lot of good work as part of the pilot program. We had 
a chance to meet with them and talk with them, and I think they 
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did a great job looking at a lot of uncertainties and sort of reining 
it in for us a little bit. But I think within 18 months we will see 
a pretty substantive accomplishment there. 

Senator CARPER. Well, good. I was at the port not long ago, and 
they said, ‘‘Who is Jeff Monroe?’’ [Laughter.] 

I said, ‘‘I think he is from Portland, Oregon.’’ No, I did not say 
that. I am sure he is from Maine. Thank you all very much. 

Chairman LIEBERMAN. Thanks, Senator Carper. 
Attorney Lloyd, Mr. Caldwell, Captain Monroe, thanks very 

much for being here, for what you are doing every day to improve 
our homeland security, and for the testimony that you have given 
today. We appreciate it very much. 

The record of the hearing will be held open for the customary 15 
days for Members to submit additional questions to you or for you 
to add to your testimony. But please know that you have our 
thanks. 

The hearing is adjourned. 
[Whereupon, at 12:09 p.m., the Committee was adjourned.] 
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