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INTRODUCTION 

This report covers progress during two periods: March 1986 - 
During this time August 1986 and September 1986 - February 1987. 

substantial progress has been made in two areas. 

Wan Yoon's Ph.D. thesis, "Aiding the Operator during Novel Fault 

Diagnosis." The second is a newer initiative, "A Model-based'and 

Constraint-based Warning System." 

The first is 

The following were published during this period: 

Journal articles 

Yoon, W.C. and Hammer, J.M., "Aiding the operator during 

novel fault diagnosis," to appear in IEEE Transactions on 

Svstems. Man and Cvbernetics, 1987 (Appendix A). 
- 

Yoon, W.C. and Hammer, J.M., "A deep reasoning aid for 

to appear in Human- aiding deep reasoning fault diagnosis, 

Computer Interaction 11, (G. Salvendy, ed.), Elsevier: Amsterdam 

(Appendix F) . 

Technical reports 

Lewis, C.M., Identification of Rule-Based Models. Technical 

Report 86-5, Center for Man-Machine Systems Research, Georgia 

Institute of Technology, Atlanta, Georgia. 

Conference papers 

Yoon, W.C. and Hammer, J.M., "Aiding the operator during 

novel fault diagnosis," Proceedings of the IEEE 1986 



I n t e r n a t i o n a l  Conference on Sys tems,  Man and Cyberne t ics ,  

A t l a n t a ,  Georgia,  1986.  

Technical  E f f o r t  

During t h e  f i rs t  s i x  months of t h i s  pe r iod ,  only Wan Yoon 

w a s  supported.  During the  last s i x  months, a l l  three personnel  

w e r e  supported.  During the summer of 1986, D r .  Hammer worked on 

t h e  DARPA/AF P i l o t ' s  Assoc ia te  program. Many of t h e  i n t e r f a c e  

concepts  i n  t h e  PA program were developed under NASA-Ames 

sponsorsh ip .  I t  was c l e a r  by  t h e  end o f  t h e  summer t h a t  d i rec t  

compet i t ion  w i t h  t h i s  program was no t  p o s s i b l e .  T h e  PA program 

has  more funding. T h e  PA program can implement any a i d i n g  

p rocess  t h a t  depends on knowledge a c q u i s i t i o n  from p i l o t s .  I t  

cannot  s t o p  t o  answer b a s i c  research  ques t ions ,  a l though many 

have a r i s e n  du r ing  implementation. These unreso lved  ques t ions  

.. 

a r e  e x c e l l e n t  t o p i c s  f o r  t h i s  g r a n t  because t h e y  a r e  both  

r e l e v a n t  and r e a l i s t i c .  

R e l a t i o n  t o  E a r l i e r  Work 

T h e  c u r r e n t  r e sea rch  i s  focused on d e t e c t i o n  of  human e r r o r  

and p r o t e c t i o n  from i t s  consequences. T h e  f irst  work i n  t h i s  

a r e a  under  t h i s  g r a n t  w a s  [Hammer, J . M .  "An i n t e l l i g e n t  f l i g h t -  

management a i d  f o r  procedure execut ion,  '* IEEE SMC 1 4  (6), 1 9 8 4 1 ,  

which desc r ibed  a program f o r  monitor ing p i l o t  e r r o r s  by 

comparing p i l o t  a c t i o n s  t o  a s c r i p t .  There w e r e  two dimensions 

t o  t h i s  work. F i r s t ,  it d e a l t  p r i m a r i l y  w i t h  r o u t i n e  e r r o r s  

( s l i p s )  t h a t  occurred du r ing  c h e c k l i s t  a c t i v i t y .  Second,  t h e  
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model to which operator actions were compared was a script. 

There was no model of the aircraft or any part thereof. 

Current research is an extension along these two dimensions. 

The ORS novel fault detection aid uses a sophisticated device 

model rather than a script. Since this aid has been used to 

study novel fault diagnosis, the errors committed are bad 

decisions, not slips. Although error detection is not currently 

implemented, the plans for it are discussed in [Yoon and Hammer, 

19871 and later in this report. 

The newer initiative, the model-based and constraint-based 

warning system, uses an even more sophisticated device model and 

is to prevent all types of error, not just slips or bad 

decisions. 
- 

PROJECT ORGANIZED BY MODELS OF DEVICES AND HUMANS 

The principle that organizes this project is that model- 

based reasoning be the basis for aiding the human operator of an 

aerospace system. There are two models. First, the aid will 

contain a model of the device. The aid uses the device model to 

produce information for the operator. Second, the information 

produced for the operator is based on a model of human 

information processing. More specifically, the aid produces 

information that the operator needs and that is difficult to 

produce. What is difficult to produce is determined from the 

human information processing model. 
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The p r i n c i p l e  can be s e e n  q u i t e  c l e a r l y  i n  t h e  novel  f a u l t  

d i a g n o s i s  research. F i r s t ,  t he  a id  has avai lable  t o  it a 

q u a l i t a t i v e  model of the  o r b i t a l  r e f u e l i n g  system. Second, t h e  

a id  u s e s  t h i s  model t o  d i s p l a y  informat ion  about  w h a t  t h e  ORS 

does normally (N a i d i n g ) ,  what it i s  estimated t o  be doing  (0 

a i d i n g ) ,  and t h e  d i f f e r e n c e  between normal and observed behav io r  

(O-N a i d i n g ) .  

o p e r a t o r  must u s e  a t  l e a s t  some o f  t h i s  in fo rma t ion  i n  o r d e r  t o  

d iagnose  e f f e c t i v e l y  a novel  f a i l u r e .  T h i s  means t h e  unaided 

o p e r a t o r  must produce t h e  information i n t e r n a l l y .  I t  is 

d i f f i c u l t  for the unaided ope ra to r  t o  produce t h i s  in fo rma t ion .  

It  can e a s i l y  be argued t h a t  t h e  unaided human 

Model-based a i d i n g  can a l s o  be seen  t o  o rgan ize  t h e  model- 

based and constraint-based-warning system. T h e  f u n c t i o n  of  t h i s  

a id  is t o  keep t rack  of the  p resen t  and f u t u r e  c o n s t r a i n t s  on t h e  

system and t o  detect p r e s e n t  and f u t u r e  v i o l a t i o n s .  

C e n t r a l  t o  t h i s  warning a i d  is  a model of t h e  p h y s i c a l  

system. C o n s t r a i n t s  arise f r o m  b o t h  p h y s i c a l  and o p e r a t i o n a l  

c o n s i d e r a t i o n s .  T h e  model o f  t h e  human i s  used  t o  p rov ide  

o p e r a t i o n a l  c o n s t r a i n t s  and p o t e n t i a l  f u t u r e  i n p u t s  t o  t h e  

device. T h i s  model i s  a c t u a l l y  p a r t  o f  the  a id .  The model a l s o  

t e l l s  u s  t h a t  t h e  o p e r a t o r  does n o t  o r  cannot  c o n s i d e r  a l l  of t h e  

c o n s t r a i n t s  when choosing an a c t i o n .  T h i s  model i s  n o t  p a r t  of 

t h e  a id .  I t  i s  the  reason  t h a t  a i d i n g  w a s  implemented. 
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Motivation for a Model-based ADDroach 

The motivation for a model-based approach is two-fold. 

First, model-based aiding is aimed at a technological breakout 

through the use of artificial intelligence in device modeling 

and, to a lesser extent, in the operator intent inferencing. We 

believe this approach will yield larger system performance 

improvement than a more empirical approach. 

The second motivation is to use what is known about human 

information processing and cognitive psychology to do cognitive 

engineering. Fortunately, exact predictions about human 

information processing are not always required. If some require 

processing is known to be difficult or error prone, then aiding 

(using artificial intelligence) should be investigated. 
c 

Artificial intelligence and cognitive psychology (or at 

least that part that is model-oriented) are close enough to use 

the same technical language. A consequence of this is a 

synthesis between the human and device models. Another 

consequence is an increased emphasis on the artificial 

intelligence technology of the aid. 

AIDING THE OPERATOR DURING NOVEL FAULT DIAGNOSIS 

The technical status of this effort is described in 

Appendices A and F. The remainder of this section describes the 

technical progress during the reporting period and future plans. 



Technical Dromess 

In February 1986, the ORS simulation was just a simulation 

connected to a display. There were plans for aiding, but no 

implementation. Since then, the following have been completed. 

1. The code for 0, N, O-N, and O-H aiding was written and 
debugged. 

2. A preliminary, observation evaluation of unaided problem 
solving was conducted. The results are described in 
Appendix A. 

3 .  Three experiments to evaluate N, 0 and O-N, and O-H have 
been planned. The first two have been completed and the 
results are described in Appendix E'. 

4 .  The training materials for the experiment were produced. 
The materials had to be carefully prepared and refined for 
two reasons. If they allowed too much practice or were 
otherwise too successful, the subjects might no longer use 
knowledge-based reasoning. On the other hand, too little 
training would not allow the subject to understand or 
interpret the basics of fluid flow. 

c 

Future Dlans for the ORS simulator 

Considerable effort went into the construction of the ORS 

simulation. Relatively less effort was required to produce the 

existing aids. We would like to capitalize on this by studying a 

variety of research questions using the ORS simulator. The 

following are a list of potential problems to investigate. 

1. Add and improve existing aids. We have observations from 
our more recent experiments that suggest more about aiding 
the operator. The O-N aid, which points out pressures which 
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di f fe r  between the  observed and normal system, i s  u s e f u l  
p r i m a r i l y  a t  t h e  beginning of d i agnos i s .  T h i s  i s  because it 
gu ides  t h e  d i agnos i s  t o  t h e  proper  l o c a l e  bu t  i s  of less 
a s s i s t a n c e  t h e r e a f t e r .  ( In  c o n t r a s t ,  t h e  0 a i d ,  which shows 
equa l  p r e s s u r e  p a t h s  and mass flow pa ths ,  appears  u s e f u l  
throughout  d i agnos i s .  ) 

These obse rva t ions  suggest t h a t  o p e r a t o r s  need an a i d  du r ing  
l o c a l  t e s t i n g .  During local t e s t i n g  w e  have observed two 
o p e r a t o r  d e f i c i e n c i e s .  F i r s t ,  t h e  o p e r a t o r  may incompletely 
t es t  a l o c a l  reg ion  (which does con ta in  t h e  f a u l t ) ,  and t h e n  
moves t o  another  p a r t  of  the  ORS f o r  t e s t i n g .  T h i s  g r e a t l y  
l eng thens  t h e  t i m e  t o  diagnose.  The ope ra to r  needs t o  know 
when a l o c a l e  has been completely t e s t e d .  Second, t h e  
o p e r a t o r  could  probably b e n e f i t  from s e e i n g  a l i s t  of 
sugges ted  hypotheses .  While sugges t ing  hypotheses  i s  
computa t iona l ly  i n t r a c t a b l e  f o r  t h e  e n t i r e  ORs, it may be 
reasonable  f o r  smal l  l a c a l e s .  I n  fact, i f  t he  a id  w e r e  a b l e  
t o  e l i m i n a t e  i n f e a s i b l e  hypotheses a s  d a t a  were c o l l e c t e d ,  
t h e  d i s p l a y  of remaining hypotheses  may keep t h e  o p e r a t o r  
from l e a v i n g  t h e  l o c a l e  prematurely.  

Another observed problem is t h a t  t he  o p e r a t o r  can choose 
good hypotheses  bu t  cannot e f f e c t i v e l y  t es t  them. T h i s  

s u g g e s t s  a hypothes is  t e s t i n g  a i d  which conve r t s  a specific 
hypo thes i s  i n t o  a series of a c t i o n s  t h a t  t es t  it. 
I n t e r p r e t a t i o n  of t h e  r e s u l t s  could o p t i o n a l l y  be  inc luded  
i n  t h e  a i d  a s  w e l l .  

Another a i d  would prevent  f a u l t  masking. It  i s  p o s s i b l e  t o  
conf igu re  a malfunct ioning s y s t e m  so  t h a t  i t s  f a u l t  i s  n o t  
appa ren t .  For example, i f  there i s  a l e a k i n g  va lve ,  t h i s  

f a i l u r e  can be masked b y  c l o s i n g  ano the r  va lve  i n  series 
w i t h  it. The ope ra to r  can mask a f a u l t  through a series o f  
changes and then  be unable t o  unmask it. Unmasking r e q u i r e s  
only  undoing a l l  t h e  changes, bu t  t h e  o p e r a t o r  may not  be 
a b l e  t o  remember them. I t  would be r e l a t i v e l y  s imple t o  
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make available a command to return to the most recent state 
where abnormal behavior was observed. 

2. Inference of operator intent, especially of hypotheses. 
For the aid to know the operator's intent would be useful in 
several advanced aiding methods described below. (Intent 
inference is not directly useful in and of itself.) The 
first step in understanding operator intent is to understand 
the process of hypothesis formation in the diagnosis task. 
While a preliminary description of this is in the paper in 
Appendix A, it is too subjective to be implemented on a 
computer. A more detailed examination of the verbal 
protocols currently being collected should yield a process 
description of diagnosis. 

Given an objective process description, it would then be- 
possible to detect the occurrence of decision-making biases 
during fault diagnosis. .- In fact, virtually all of the 
effort to do so is front-loaded into the intent inference 
work. Once an operator hypothesis is known, it would be 
relatively easy to test it for plausibility or keep track of 
how long the operator maintained it. 

To build a training system for the ORS requires an intent 
inferencer. It may have to be modified to reflect a 
student's reasoning process. A more systematic approach, 
however, would be to let the intent inference be a 
prescriptive model or descriptive model of an expert. To 
accommodate the novice, a buggy model of dynamic process 
understanding could be used. This buggy model would be 
analogous to the buggy models of subtraction and programming 
that have already been developed. 

3 .  A failure novel to the aid. Currently, the aid's 
model has a representation for every possible failure 
mode of every component. It would be interesting to 
give operators a failure that the aid's model does not 



10 

r e p r e s e n t .  T h i s  t r u l y  novel f a i l u r e  would occur  a f te r  
t h e  o p e r a t o r s  had been aided on a series of more 
r o u t i n e  problems. I t  i s  impor tan t  t o  know i f  t h e  

o p e r a t o r s  could  determine when the  a id  w a s  wrong. 

MODEL-BASED AND CONSTRAINT-BASED WARNING SYSTEM (MCBWS) 

MCBWS i s  a warning system f o r  d e t e c t i n g  p r e s e n t  and f u t u r e  

c o n s t r a i n t  v i o l a t i o n s  i n  aerospace systems.  For  demonst ra t ion  

purposes ,  t h e  f u e l  system o f  t h e  F15 w a s  chosen (Appendix E ) .  

The warning system c o n t a i n s  a model o f  t he  f u e l  system and t h e  

p h y s i c a l  and o p e r a t i o n a l  c o n s t r a i n t s  on it. 

research is  t o  demonstrate  an  e l e c t r o n i c  cocoon t o  surround t h e  

o p e r a t o r .  The boundary o f  t h e  cocoon i s  determined by p r e s e n t  

and f u t u r e  c o n s t r a i n t s .  Th-e s y s t e m  w i l l  be al lowed t o  o p e r a t e  

anywhere w i t h i n  t he  cocoon. 

an e r r o r  message. Once demonstrated,  t h e  p r i n c i p l e s  should  be 

a p p l i c a b l e  t o  a w i d e  v a r i e t y  of  aerospace  systems. 

The purpose o f  t h i s  

Drawing n e a r  t h e  boundary w i l l  cause  

Mot iva t ion  f o r  t h e  Warnins Svstem 

F l y i n g  an a i rc raf t  r e q u i r e s  t h i n k i n g  about t he  f u t u r e .  

Avoiding e r r o r  means avoid ing  c o n s t r a i n t  v i o l a t i o n s .  Thus, it 

would seem t h a t  avoid ing  f u t u r e  c o n s t r a i n t  v i o l a t i o n s  i s  c e n t r a l  

t o  avo id ing  e r r o r .  Our v i e w  of f l i g h t  is  t h a t  it i s  a problem of  

remaining w i t h i n  t h e  c o n s t r a i n t  envelope.  T h e  remainder o f  t h i s  

s e c t i o n  describes t h e  implementation and c u r r e n t  s t a t u s  o f  t h e  

p r o j e c t .  



11 

Svstem Ens inee r inq  

T h e  two pr imary components o f  the warning system are t h e  

f u e l  system model and t h e  c o n s t r a i n t  i d e n t i f i e r .  T h e  f u e l  system 

model i s  capab le  o f  answering ques t ions  such as whether a 

p a r t i c u l a r  c o n s t r a i n t  i s  c u r r e n t l y  v i o l a t e d  o r  w i l l  be v i o l a t e d  

either now o r  i n  t h e  n e a r  f u t u r e .  P r e d i c t i o n s  about  a f u t u r e  

c o n s t r a i n t  v i o l a t i o n  r e q u i r e  both t h e  c o n s t r a i n t  i t se l f  and 

l i k e l y  f u e l  system i n p u t s  from now u n t i l  t h e  f u t u r e  p o i n t .  

o f  these come from the  c o n s t r a i n t  i d e n t i f i e r .  Most c o n s t r a i n t s  

Both 

are t h e  r e s u l t  o f  o p e r a t o r  p l ans .  T h e  c o n s t r a i n t  i d e n t i f i e r  u ses  

b o t h  t h e  a i rc raf t  s t a t e  and ope ra to r  a c t i o n s  t o  select p i l o t  

p l a n s .  Assoc ia t ed  w i t h  these p l a n s  are 

- 
- p r e d i c t i o n s  of t h e  f u t u r e  i n p u t  a c t i o n s  t o  t h e  f u e l  s y s t e m  

- c o n s t r a i n t s  t h a t  must hold d u r i n g  the  p l a n  

- f u t u r e  p l a n s  t h a t  may occur, a long  w i t h  a d e s c r i p t i o n  of  

t h e  s i t u a t i o n  i n  which they w i l l  occur  

As can be seen,  once a p lan  i s  i d e n t i f i e d ,  i t s  a c t i o n s ,  

c o n s t r a i n t s ,  and f u t u r e  p l a n s  a r e  known. From f u t u r e  p l a n s ,  

f u t u r e  a c t i o n s  and c o n s t r a i n t s  can be determined.  Obviously, 

t h i s  forward cha in ing  p r o c e s s  can be cont inued  as long  as 

necessa ry  o r  f e a s i b l e .  

Curren t  S t a t u s  

All of  t h e  t e c h n i c a l  e f f o r t  has been devoted t o  b u i l d i n g  t h e  

f u e l  system model, which is  more f u l l y  described below. The 
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constraint identification code has received no attention because 

1) I know how to do it from working on the Pilot's Associate 

program; 2) it is not hard to construct a plan recognizer for 

those plans relevant to the fuel system; and 3 )  the constraint 

recognizer cannot be tested without the fuel system model. 

Fuel svstem model 

The fuel system model is organized as a set of components. 

Each component is connected to other components or to inputs or 

outputs at the boundary of the system. Components have one or 

more behaviors, each of which is described by a set of equations 

or inequalities (termed algebraic relationships) l. These 

algebraic relationships describe the relationships between 

component inputs, outputs, and state variables. The 
.. 

relationships are symbolic and could be interpreted either 

quantitatively or qualitatively. If symbolic processing cannot 

answer a question about constraint violation, a numerical answer 

could be determined. 

One of the basic operations is to solve the fuel system, 

which means to determine the behavior of each component. This 

occurs as follows. Each component has several mutually exclusive 

behaviors. First, find the subset of behaviors that is feasible. 

Some behaviors can be shown infeasible immediately because at 

least one algebraic relationship in the behavior is violated by 

other algebraic relationships known to be true. For each 

1. The constraints that arise from operational or physical 
considerations will be expressed in a form identical to the 
algebraic relationships that describe component behavior. 
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feasible behavior, assume that behavior is valid. Then, 

recursively attempt to solve the remaining components for their 

behaviors. This is a simple depth-first search through a space 

that is constrained by the behaviors of the components. 

What has been written is the following. A slot-filler 

representation has been adopted for component descriptions 

(Appendix D). A set of routines that solves for the component 

behaviors has been written. A set of routines for manipulating a 

quantity space has been written. We were unable to reuse Wan 

Yoon's quantity space code for the following reason. His code 

uses property lists to store information. A change to a 

property, even if done within a function, is globally visible. 

It is as if properties are stored in global variables. 

Properties are not automatically undone during a search backup, 

which makes them undesirable. 

Future Plans 

The following must be done: 

1. Build a model of the fuel system. This requires that we 

understand the fuel system: the types of pumps, the components 

that are not shown on the figure, etc. This understanding must 

then be encoded in the representation language and debugged. 

2. Build the constraint identifier. This will require 

knowledge engineering with pilots to determine operational and 

physical constraints. These will be attached to plans, which 

will also require identification and duration conditions. 
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A f t e r  t h i s  much development, t he  s y s t e m  can be demonstrated 

t o  detect c u r r e n t  c o n s t r a i n t  v i o l a t i o n s .  As described e a r l i e r ,  

t h i s  i s  n o t  s u f f i c i e n t  t o  m e e t  the need t o  p reven t  the  

consequences of  p i l o t  e r r o r .  Reasoning about t h e  f u t u r e  i s  a l s o  

r e q u i r e d .  T h e  second p a r t  o f  t he  p r o j e c t  w i l l  develop t h i s  

c a p a b i l i t y  and w i l l  p a ra l l e l  t h e  t h e  f irst  pa r t .  

1. Extens ions  f o r  reasoning  about  the f u t u r e .  T h e  model 

( t h e  r eason ing  component, the device r e p r e s e n t a t i o n ,  and t h e  f u e l  

system d e s c r i p t i o n )  must be enhanced t o  a l low p r e d i c t i o n  o f  t h e  

f u t u r e .  The i n p u t s  t o  t h e  model t h e n  become: t h e  c u r r e n t  system 

s ta te ,  t h e  predicted p i l o t  i n p u t s  t o  t h e  system, and t h e  

c o n s t r a i n t ( s )  t o  be tested for p o t e n t i a l  f u t u r e  v i o l a t i o n .  I t  i s  

p o s s i b l e  f o r  t he  model t o  uutput e i t h e r  yes  o r  no. A no ou tpu t  

means t h a t  there is  no way t h a t  t he  c o n s t r a i n t  w i l l  be v i o l a t e d .  

A yes o u t p u t  w i l l  mean t h a t  there is  no.way t o  avo id  v i o l a t i n g  

the  c o n s t r a i n t .  T h e  most l i k e l y  expec ted  ou tpu t  from the  model 

would be a n o t h e r  l i s t  of c o n s t r a i n t s .  T h i s  ou tpu t  l i s t  would 

have t o  h o l d  f o r  the  i n p u t  c o n s t r a i n t  t o  remain unbroken. T h e  

o u t p u t  c o n s t r a i n t s  i n  g e n e r a l  w i l l  have t o  h o l d  a t  t i m e s  n o t  

l a t e r  t h a n  t h e  i n p u t  c o n s t r a i n t .  This  is  because if v i o l a t i n g  

t h e  ou tpu t  c o n s t r a i n t s  would cause t h e  i n p u t  c o n s t r a i n t  t o  be 

v i o l a t e d ,  t h e n  t h e  ou tpu t  c o n s t r a i n t s  must be v i o l a t e d  f i rs t .  

The ou tpu t  c o n s t r a i n t s  ho ld  a t  t i m e s  c l o s e r  t o  t h e  p r e s e n t  t h a n  

the i n p u t  c o n s t r a i n t s .  

2 .  T h e  c o n s t r a i n t  i d e n t i f i e r  knowledge r e p r e s e n t a t i o n  w i l l  

need t o  be enhanced. Each plan w i l l  a l s o  need t o  have (1) 
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p o t e n t i a l  f u t u r e  p l a n s  p l u s  the  c o n d i t i o n s  under which each  

f u t u r e  p l a n  would occur;  and (2) the predicted p i l o t  i n p u t  over  

the  d u r a t i o n  of  t h e  p l an .  
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ABSTRACT 

The des ign  and philosophy are presented  f o r  an i n t e l l i g e n t  a i d  f o r  a 

human ope ra to r  who must diagnose a novel  f a u l t  in a phys ica l  system. A novel  

f a i l u r e  i s  def ined  as one t h a t  t h e  ope ra to r  has  n o t  experienced i n  e i t h e r  rea l  

system ope ra t ion  o r  t r a i n i n g ,  %Because t h e  f a u l t  i s  novel ,  t h e  human must rea- 

son us ing  c a u s a l  knowledge. The a i d  c o n t a i n s  unique f e a t u r e s  t h a t  suppor t  

such reasoning.  One of t h e s e  is a q u a l i t a t i v e ,  component-level model of t h e  

phys ica l  system. Both t h e  a i d  and t h e  human are a b l e  t o  reason  c a u s a l l y  about  

t h e  system i n  a coopera t ive  search  f o r  a d iagnos is .  The a i d  has  d i r e c t  access  

t o  t h e  operator 's  hypotheses vhen t h e  q u a l i t a t i v e  model i s  used. Because of 

t h i s ,  va r ious  decision-making subop t ima l i t i e s  and b i a s e s  can  be  de t ec t ed  and 

mi t iga t ed  by t h e  a id ,  
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INTRODUCTION 

I n  h igh ly  automated systems, t h e  human ope ra to r  i s  p r i m a r i l y  a monitor 

and s u p e r v i s o r  [Rasmussen 1983 , 19841 . An important  monitor ing f u n c t i o n  is 

diagnosing equipment f a u l t s ,  a d i f f i c u l t  t a s k  i n  automated systems. The 

c u r r e n t  approach t o  f a u l t  d iagnos is  is t o  t r a i n  t h e  ope ra to r  t o  d e a l  w i t h  

r e l a t i v e l y  common f a u l t s .  The t r a i n i n g  might teach  t h e  ope ra to r  t o  use  symp- 

toms t o  d i s t i n g u i s h  f a u l t s  and t o  fo l low procedures  t o  c o r r e c t  them. While 

t h i s  approach should be  successfu l  w i t h  common f a u l t s ,  i t  does no t  suppor t  

d i agnos i s  of novel  f a u l t s .  

A common sense  b u t  unsuccessful  approach t o  he lp  ope ra to r s  diagnose novel  

f a u l t  i s  t o  t each  them t h e  p r i n c i p l e s  of ope ra t ion  of t h e  system. With t h i s  

t h e o r e t i c a l  knowledge, t h e  opera tors  should be  a b l e ,  i n  p r i n c i p l e ,  t o  diagnose 

any f a i l u r e .  Unfortunately,-  t he re  i s  l i t t l e  evidence t h a t  t h e o r e t i c a l  

knowledge he lps  ope ra to r s  diagnose f a i l u r e s  [Morris and Rouse 1985a, 1985b1 . 
A l o g i c a l  consequence of t h i s  obse rva t ion  might be  t o  put  t h e o r e t i c a l  

knowledge i n t o  t h e  a i d  r a t h e r  than t h e  opera tor .  

Recent ly ,  t h e r e  has been much i n t e r e s t  i n  suppor t ing  t h e  human o p e r a t o r  

via expe r t  systems f o r  d iagnos is .  To b e  s u r e ,  t h i s  approach w i l l  improve t h e  

system performance on r e l a t i v e l y  common f a i l u r e s .  As f o r  novel f a i l u r e s ,  many 

expert systems f o r  d iagnos is  [ S h o r t l i f f e  1976, Miller, Pople ,  and Myers 19841 

are based on shal low reasoning: a set  of symptoms sugges ts  a d iagnos is .  This 

mapping i s  not  e x p l i c i t l y  based on a system model. Consequently,  such systems 

are s u b j e c t  t o  t h e  same l i m i t a t i o n s  as t r a i n i n g  and procedures.  The des igne r  

may have t o  a n t i c i p a t e  t h e  f a i l u r e  f o r  t h e  expe r t  system t o  s o l v e  it 

c o r r e c t l y  . 
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In c o n t r a s t  t o  t h e  above, our  a i d  i s  based on deep, c a u s a l  reasoning 

about  t h e  system. There are seve ra l  advantages t o  t h i s  approach. F i r s t ,  

novel f a u l t  d i agnos i s  is normally considered t o  b e  knowledge-based reasoning 

[Rasmussen 19831. Hence, it seems a p p r o p r i a t e  f o r  an  i n t e l l i g e n t  a i d  t o  rea- 

son c a u s a l l y .  Second, t h i s  approach should b e  more r e l i a b l e  and robust .  The 

system knowledge is r ep resen ted  a t  t h e  component level. Because components 

are s m a l l  and comprehendable, i t  should be p o s s i b l e  t o  create r e p r e s e n t a t i o n s  

t h a t  are c o r r e c t ,  perhaps even provably so. These p o i n t s  support  t h e  b e l i e f  

t h a t  c a u s a l  reasoning can cover  a wider range of f a u l t s  [Davis 19841. 

I n  s p i t e  of t h e  power of the i n t e l l i g e n t  a i d ,  w e  b e l i e v e  t h e r e  are 

s e v e r a l  reasons t o  keep t h e  human i n  command of t h e  problem solving.  F i r s t ,  

d iagnosing a novel f a i l u r e  may r e q u i r e  t h e  human t o  extend t h e  aid’s model. 

Second, when d iagnos i s  i nvo lves  operat ing t h e  system (e.g., opening valves, 

s t a r t i n g  motors) , i t  would be b e t t e r  t o  l eave  t h e s e  o p e r a t i o n s  t o  t h e  human. 

Third,  c a u s a l  reasoning i s  slow because t h e  d i agnos i s  problem i s  a combina- 

t o r i a l  search. It may b e  t h a t  the human and t h e  a i d  may b e  b e t t e r  a b l e  t o  

f i n d  a s o l u t i o n  coope ra t ive ly  than e i t h e r  can  alone. This is p o s s i b l e ,  even 

necessary,  f o r  two reasons. The human has  b e t t e r  p a t t e r n  r e c o g n i t i o n  capab i l -  

i t i es  and can make induc t ive  leaps.  Second, t h e  human may need t o  r e s o l v e  

ambigu i t i e s  i n h e r e n t  i n  t h e  aid’s model. 
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The a i d  i s  designed t o  m i t i g a t e  human s u b o p t i m a l i t i e s  t h a t  occur during 

decis ion-making and t roubleshoot ing [Wickens 19841. Two c a t e g o r i e s  of subop- 

t h a l i t i e s  used h e r e  are knowledge-limited and cogni t ion-l imited.  The 

knowledge-limited subop t ima l i ty  i s  simply t h a t  t h e  o p e r a t o r  does no t  f u l l y  

understand t h e  system. Obviously, t h e  aid’s model i s  a b a s i s  f o r  compensating 

f o r  t h i s  problem. There are many cogni t ion-l imited s u b o p t i m a l i t i e s ,  which are 

d i scussed  f u l l y  i n  a la ter  sec t ion .  The a i d  i s  designed, however, t o  prevent  

s u b o p t i m a l i t i e s  from occurr ing a8 w e l l  as d e t e c t  and announce any t h a t  do 

occur. It should be noted t h a t  d e t e c t i o n  of s u b o p t i m a l i t i e s  r e q u i r e s  a system 

model. Without a model it is l o g i c a l l y  impossible  f o r  t h e  a i d  t o  i n t e r p r e t  

what t h e  o p e r a t o r  i s  doing. Thus, t h e  system model i s  fundamental t o  a iding.  

There are several j u s t i f i c a t i o n s  and mot iva t ions  f o r  t h e  r e s e a r c h  i n  t h i s  

area.  The f i r s t  is  t o  explore  a new b a s i s  - q u a l i t a t i v e  models - f o r  a i d i n g  

humans i n  a domain f o r  which the re  are few a i d s ,  S p e c i f i c a l l y ,  w e  wish t o  

e v a l u a t e  t h e  s u i t a b i l i t y  of q u a l i t a t i v e  models as t h e  i n t e r n a l  model of t h e  

a id ,  Many claims [Gentner and Stevens 1983; Rouse and Morris 19861 have been 

made t h a t  humans reason q u a l i t a t i v e l y  about  phys i ca l  systems. The i m p l i c a t i o n ,  

which w i l l  b e  t e s t e d ,  i s  t h a t  q u a l i t a t i v e  models are u s e f u l  as models i n  a i d s .  

Second, w e  wish t o  form a more d e t a i l e d  understanding of human d i a g n o s i s  of 

novel f a u l t s .  This  presumably s i g n i f i c a n t  r o l e  f o r  humans w i l l  b e  s t u d i e d  

i n i t i a l l y  wi th  obse rva t iona l  methods, i nc lud ing  v e r b a l  p ro toco l s .  

In  t h e  subsequent s e c t i o n s  of t h i s  a r t i c l e ,  w e  w i l l  review some r e l e v a n t  

r e sea rch  on novel f a u l t  diagnosis ,  d i s c u s s  t h e  c o n t e x t  of our  experimental  
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t a s k ,  and d i s c u s s  t h e  q u a l i t a t i v e  model i n  our a i d  and i t s  expected e f f e c t s .  

In t h e  f i n a l  s e c t i o n ,  w e  w i l l  d i s cuss  t h e  s u b o p t h a l i t i e s  of i n t e r e s t  and t h e  

methods t o  m i t i g a t e  them. 

REVIEW OF NOVEL FAULT DIAGNOSIS I N  COMPLEX SYSTEMS 

The l i t e r a t u r e  on novel f a u l t  d i agnos i s  i n  complex systems i s  l imi t ed .  

The s e c t i o n  w i l l  have t h r e e  pa r t s .  The f i r s t  is  empi r i ca l  r e s e a r c h  on t h e  

e f f e c t s  of t r a i n i n g  on diagnosis .  The second i s  Rasmussen's system eng inee r ing  

approach t o  t h e  information needs of ope ra to r s .  The t h i r d  i s  Wohl's pe r fo r -  

mance model f o r  p r e d i c t i n g  d i agnos t i c  times f o r  novel f a i l u r e s .  The last  is 

t h e  human information processing view of problem so lv ing ,  which i s  similar i n  

some ways t o  novel f a u l t  diagnosis.  

Shepherd e t  al. [19771 have s tud ied  t h e  e f f e c t s  of t r a i n i n g  on t h e  e r r o r s  

o p e r a t o r s  committed w h i l e  diagnosing f a m i l i a r  and u n f a m i l i a r  f a i l u r e s .  There 
a 

were t h r e e  kinds of t r a i n i n g .  The f i r s t  w a s  "no s t o r y , "  which amounted t o  a 

b r i e f  i n t r o d u c t i o n  t o  t h e  c o n t r o l  panel instruments .  The second w a s  "theory," 

i n  which t h e  o p e r a t i o n  and flow of m a t e r i a l s  w a s  explained. The t h i r d  w a s  

" ru l e s , "  which included t h e  above theory t r a i n i n g  p l u s  a se t  of p rocedura l i zed  

r u l e s  f o r  diagnosing f a i l u r e s .  After t h i s  t r a i n i n g  w a s  admin i s t e red ,  t h e  

t h r e e  groups were t e s t e d .  ALL t h r e e  groups were s i g n i f i c a n t l y  d i f f e r e n t ,  w i t h  

r u l e s  b e s t  and t h e  no s t o r y  group worst  on accuracy. The groups were t h e n  

t r a i n e d  by examples t o  diagnose f a u l t s ,  and a second tes t  r evea led  no d i f f e r -  

ences between t h e  groups. Later, a l l  groups were t e s t e d  a g a i n  w i t h  two sets 

of f a u l t s  - f a m i l i a r  and unfamil iar .  F a m i l i a r  f a u l t s  were diagnosed e q u a l l y  

w e l l  by a l l  groups,  b u t  unfamil iar  f a u l t s  were diagnosed b e s t  by t h e  r u l e s  

group . 

5 



An experiment on t h e  e f f e c t s  of t r a i n i n g  on o p e r a t o r  c o n t r o l  of a simu- 

l a t e d  p rocess  c o n t r o l  p l a n t  has been conducted by Morris and Rouse l1985al. 

One s i t u a t i o n  examined w a s  t h e  diagnosis  of novel f a i l u r e s  f o r  which some of 

t h e  s u b j e c t s  had s u f f i c i e n t  t h e o r e t i c a l  t r a i n i n g  t o  diagnose t h e  f a i l u r e .  

The system c o n t r o l l e d  was a network of f l u i d  tanks. F l u i d  w a s  pumped 

from t h e s e  tanks through va lves  t o  neighboring tanks.  Two novel f a i l u r e s  were 

s tud ied :  a tank r u p t u r e  t h a t  caused a loss i n  f l u i d ,  and a s a f e t y  system 

f a i l u r e  t h a t  caused t h e  system t o  s h u t  down when it  w a s  n o t  in danger, The 

experimental  r e s u l t s  d i d  not  show any d i f f e r e n c e s  due t o  t r a i n i n g .  Nearly a l l  

s u b j e c t s  were a b l e  t o  diagnose t h e  tank r u p t u r e ,  and only h a l f  were a b l e  t o  

diagnose t h e  s a f e t y  system f a i l u r e .  

SvstemEneineerlng - andComDlexDiaenosis 

Rasmussen 119831 has  discussed o p e r a t o r  c o n t r o l  of complex systems i n  

terms of t h r e e  l e v e l s  of information processing: s k i l l s ,  r u l e s ,  and knowledge. 

Ski l l -based performance a p p l i e s  p r imar i ly  t o  automatic ,  sensory-motor  t a s k s  

t h a t  proceed without  conscious control .  One c h a r a c t e r i s t i c  of such perfor-  

mance i s  t h a t  i t  i s  not  decomposable o r  v e r b a l l y  e x p r e s s i b l e  ( f o r  example, one 

cannot v e r b a l i z e  t h e  s k i l l  of r i d i n g  a b i c y c l e ) .  

The rule-based l e v e l  is  t h e  second l e v e l  of processing. A r u l e  i s  a 

d i r e c t  mapping from a set of input  symptoms t o  a d i a g n o s i s  o r  ac t ion .  While 

performing a t  t h i s  l e v e l ,  t h e  operator  does not  make r e c o u r s e  t o  c a u s a l  

models. Rule-based reasoning can be v e r b a l i z e d ,  which d i s t i n g u i s h e s  i t  from 

t h e  previous l eve l .  

The knowledge-based l e v e l  i s  most r e l e v a n t  t o  t h e  r e s e a r c h  r e p o r t e d  he re ,  

Knowledge-based reasoning must b e  app l i ed  when novel f a i l u r e s  occur. Ne i the r  
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sk i l l -based  o r  rule-based behavior should b e  used, and h o p e f u l l y r  t h e  o p e r a t o r  

r e a l i z e s  t h i s  ( b u t  t h e r e  is  no guarantee).  The operator’s c o n t r o l  occurs  by 

f i r s t  forming a g o a l  and then  a plan c o n s i s t i n g  of a c t i o n s  t h a t  l e a d  t o  t h e  

goal. The plan i s  evaluated and perhaps modified by a combination of mental 

s imula t ion  o r  a c t u a l  a c t i o n s  taken on t h e  machine. Mental s i m u l a t i o n  re l ies ,  

among o t h e r  t h ings ,  on t h e  operator’s mental  model of t h e  system. 

Rasmussen [1985l has discussed f u n c t i o n a l  and c a u s a l  reasoning i n  diag- 

n o s i s  and c o n t r o l  of complex p l a n t s  du r ing  novel f a i l u r e s .  Phys ica l  systems 

may b e  r ep resen ted  along a h i e r a r c h i c a l ,  causa l - func t iona l  continuum. The 

causal end of t h i s  dimension i s  a d e s c r i p t i o n  of components according t o  t h e i r  

l o c a l  behavior  and t h e i r  phys i ca l  and s t r u c t u r a l  l o c a t i o n  (much l i k e  a qua l i -  

ta t ive model). The f u n c t i o n a l  end of t h e  dimension i s  a d e s c r i p t i o n  of aggre- 

g a t e s  according t o  t h e i r  f u n c t i o n  o r  purpose. I n  h igh ly  automated systems, 

t h e  o p e r a t o r  a l s o  needs t o  know the  i n t e n t  of t h e  automation, s i n c e  i t  c a n  

change bo th  t h e  f u n c t i o n  and s t r u c t u r e  by i t s  own ac t ion .  The i m p l i c a t i o n s  

f o r  novel f a u l t  d i agnos i s  are the  claims t h a t  an o p e r a t o r  needs a m u l t i l e v e l  

d i s p l a y  f o r  i n t e n t i o n ,  func t ion ,  and causa t ion .  The mot iva t ion  f o r  t h i s  is  

t h a t  d i agnos i s  begins  a t  a f u n c t i o n a l  level and moves toward a c a u s a l  l e v e l  as 

t h e  d i agnos i s  becomes more precise. 

Maintenance C- 

Wohl [1982 I has observed t h a t  e l e c t r o n i c  t roub le shoo t ing  i n  complex 

equipment ope ra t e s  i n  two modes. This f i r s t  mode i s  f o r  r o u t i n e  f a i l u r e s ,  

which account for 65-802 of a l l  f a i l u r e s .  These are r e p a i r e d  r e l a t i v e l y  

quickly.  The second mode i s  f o r  novel f a i l u r e s ,  which r e q u i r e  s u b s t a n t i a l l y  

more time t o  diagnose and lengthen s u b s t a n t i a l l y  t h e  mean t ime t o  r e p a i r .  A 

model f o r  p r e d i c t i n g  t h e  frequency d i s t r i b u t i o n  of novel ma l func t ion  r e p a i r s  
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has been developed and t e s t e d .  The model has t h r e e  parameters:  an  equipment 

complexity index, which i s  t h e  average c o n n e c t i v i t y  of a component; second, an  

average t ime t o  t es t  a component; and t h i r d ,  a parameter t h a t  d e s c r i b e s  how 

d i a g n o s t i c  i n t e r p r e t a t i o n  becomes geomet r i ca l ly  more complex w i t h  each diag- 

n o s t i c  tes t .  The t e s t  of t h e  m o d e l  showed a c o r r e l a t i o n  of r3.98 between 

measured and p red ic t ed  mean time t o  r e p a i r  f o r  f o u r t e e n  d i f f e r e n t  e l e c t r o n i c  

systems. In a r e l a t e d  a r t i c l e ,  Wohl [19831 observed t h a t  t h e  model p r e d i c t e d  

an i n f i n i t e  mean t i m e  t o  r e p a i r  when t h e  equipment complexity index exceeded 

7.5. An i n f i n i t e  mean time t o  r e p a i r  simply means t h a t  some ma l func t ions  are 

never diagnosed. An equipment complexity index of 7.5 means t h a t  t h e  average 

component is  connected t o  7.5 o the r  components. This  l i m i t i n g  v a l u e  is  c l o s e  

t o  t h e  chunk c a p a c i t y  of human working memory. This r e s u l t  i s  c o n s i s t e n t  w i t h  

t h e  o f t e n  observed r e l a t i o n s h i p  between c o n n e c t i v i t y  and d i a g n o s i s  complexity. 
a 

Much of t h e  r e sea rch  on problem so lv ing  would a p p e a r  t o  be r e l e v a n t  t o  

novel f a u l t  d i agnos i s  [Newell and Simon 19721. We b r i e f l y  review h e r e  t h e  

human information processing approach t o  modeling of problem s o l v i n g  and then  

d i s c u s s  how novel f a u l t  d i agnos i s  d i f f e r s  from it. The in fo rma t ion  p rocess ing  

approach i s  centered around t h e  idea of a p r o b l a  space, which i s  t h e  human’s 

r e p r e s e n t a t i o n  of t h e  key c h a r a c t e r i s t i c s  of a problem. The s u b j e c t  i s  g iven  

an i n i t i a l  and goal  s ta te  i n  t h e  problem space and a set  of o p e r a t o r s  t h a t  

transform t h e  problem from one s t a t e  t o  ano the r  i n  t h e  problem space. Usu- 

a l l y ,  t h e  states and o p e r a t o r s  a r e  c r i s p l y  defined. Often,  t h e r e  i s  a metric 

f o r  t h e  d i f f e r e n c e  between a given s ta te  and t h e  g o a l  state. This  m e t r i c  c a n  

be used as a h e u r i s t i c  f o r  s e l e c t i n g  t h e  o p e r a t o r  t h a t  moves t h e  g r e a t e s t  d i s -  

tance toward t h e  goal.  
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The behavior of a human i s  modeled by a product ion r u l e  system. Each 

product ion r u l e  c o n t a i n s  a condi t ion and an ac t ion .  ,The c o n d i t i o n  i s  a 

boolean expres s ion  on t h e  f e a t u r e s  of t h e  problem space,  some of which are i n  

t h e  human's working memory and some of which are e x t e r n a l l y  perceivable .  The 

p o t e n t i a l  a c t i o n s  are working memory changes o r  o p e r a t o r s  as desc r ibed  above. 

C l e a r l y ,  novel f a u l t  diagnosis  i s  a s p e c i a l  case of problem solving.  The 

s p e c i a l i z a t i o n s  are as follows. F i r s t ,  t h e  human o p e r a t o r  must real ize  t h e  

presence of a novel r a t h e r  t han  r o u t i n e  f a i l u r e .  I d e a l l y ,  t h e  d i s p l a y s  t h a t  

r e s u l t  from a novel f a u l t  would be s u f f i c i e n t l y  d i f f e r e n t  from t h e  d i s p l a y s  of 

r o u t i n e  f a u l t s .  I f  t h e  novel f a u l t  had a d i s p l a y  d i f f e r e n t  from r o u t i n e  

f a u l t s ,  d e t e c t i o n  of a novel  f a u l t  would seem t o  b e  assured. Unfortunately,  

no e x i s t i n g  system has been designed from t h i s  perspect ive.  

Another s p e c i a l i z a t i o n  i s - t h a t  novel f a u l t  d i agnos i s  w i l l  occur  when t h e  

o p e r a t o r  has  a problem space designed f o r  r o u t i n e  o p e r a t i o n s  and r o u t i n e  

f a i l u r e s .  It i s  n o t  known i f  an e x i s t i n g  problem space r e p r e s e n t a t i o n  w i l l  

i n t e r f e r e  wi th  novel f a u l t  diagnosis .  It would seem d i f f i c u l t  t o  b e l i e v e  t h a t  

some i n t e r f e r e n c e  does n o t  occur. 

A f i n a l  d i s t i n c t i o n  between novel f a u l t  d i a g n o s i s  and most problem solv- 

ing r e s e a r c h  has been how c l e a r l y  t h e  human can observe t h e  system and t h e  

consequences of changes t o  it. For example, i n  c r y p t a r i t h m e t i c ,  t h e  human has  

complete information about t h e  system, t h e  l e g a l  o p e r a t i o n s ,  and t h e i r  immedi- 

a te  consequences. Typ ica l ly ,  when an  o p e r a t o r  c o n t r o l s  a complex system, t h e  

system s t a t e  is  less c l e a r l y  perceived, t h e  a v a i l a b l e  o p e r a t i o n s  are l a r g e r  i n  

number, and t h e i r  e f f e c t s  less c l e a r l y  perceivable .  The consequences of t h i s  

imprecis ion a r e  not  w e l l  understood. 
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THE SYSTEM AND THE TASK 

The O r b i t a l  Refueling System (ORs), a NASA-designed 'payload on t h e  Space 

S h u t t l e ,  w a s  s e l e c t e d  f o r  s tudy  [NASA 19851. The f u n c t i o n  of t h e  ORs is t o  

r e f u e l  o r b i t i n g  satel l i tes  w i t h  hydrazine,  w i th  t h e  o b j e c t i v e  of extending 

t h e i r  u s e f u l  s e r v i c e  l i fe .  A s  shown i n  F igu re  1, t h e  ORS f l u i d  system con- 

t a i n s  a var ie ty  of components such as tanks,  va lves ,  p ipes ,  e t c .  The o p e r a t o r  

c o n t r o l s  t h e  s imulated ORs by opening and c l o s i n g  valves. Trans fe r ing  f u e l  

from p r o p e l l a n t  tank 1 t o  p rope l l an t  tank 2 might proceed as fol lows.  F i r s t ,  

tank 2 p r e s s u r e  i s  reduced by momentarily opening valves 10 ,  11 , 13 , and 17. 

Second, t ank  1 is p res su r i zed  by opening valves 1, 3,  and 7. Gaseous n i t r o g e n  

w i l l  flow ou t  of t h e  two small supply t anks ,  b e  p r e s s u r e  r e g u l a t e d ,  and f i l l  

tank 1 on one s i d e  of the bladder .  To t r a n s f e r  f u e l  t o  t ank  2, v a l v e s  5 ,  14, 

15, 1 6 ,  and 9 would be opengd. Because t h i s  v e r s i o n  of t h e  ORs w a s  f o r  

demonstration purposes , all t r a n s f e r s  t a k e  p l ace  between t h e  two l a r g e  tanks 

r a t h e r  than t o  a s a t e l l i t e  f u e l  tank. There are several assemblies  whose pur- 

pose w a s  no t  explained i n  t h e  above example. The r e l i e f  v a l v e s  RV1 and RV2 

s e r v e  as a s a f e t y  p r e s s u r e  r e l i e f .  Check v a l v e  CV1 prevents  backflow i n t o  t h e  

gas  system. The b l adde r s  i n  tank 1 and 2 se rve  t o  i s o l a t e  t h e  f u e l  from t h e  

p r o p e l l a n t  and a l s o  t o  c o n t a i n  the f u e l  i n  t h e  we igh t l e s sness  of space. Some 

components (e.g., valves  10 and 11) may s e e m  redundant;  t hey  are so by des ign  

f o r  two f a i l u r e  tolerance.  

The operator 's  t a s k  i s  t o  diagnose t h e  f a i l u r e  i n  t h e  system. This  

r e q u i r e s  t h e  ope ra to r  t o  manipulate and observe t h e  system, because a diag-  

n o s i s  cannot be determined uniquely from an obse rva t ion  of a s t a t e  v e c t o r  a t  a 

s i n g l e  po in t  i n  time. A s o l u t i o n  i s  an assignment of s t a t e s  t o  components 
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such t h a t  t h e  assignment’s behavior i s  always i d e n t i c a l  t o  system behavior.  

For a s i n g l e  v a l v e  f a i l u r e ,  t h e  s o l u t i o n  would be a normal state f o r  a l l  com- 

ponents save t h e  f a i l e d  valve, which might be jammed shut.  The d i agnos i s  

problem can  be viewed as a combinator ia l  s ea rch  f o r  a s t a t e  assignment. The 

s e a r c h  is  cons t r a ined  by t h e  laws of component physics.  That i s ,  a s ta te  

assignment t o  a component imposes c o n s t r a i n t s  on i t s  neighboring components. 

For example, i f  a v a l v e  i s  opened and p e r m i t s  a flow down a pipe,  t h e  com- 

ponent r e c e i v i n g  t h e  f low must b e  i n  a s ta te  t o  accep t  t h e  flow. 

QUALITATIVE MODELS OF CONTINUOUS PHYSICAL PROCESSES 

This  s e c t i o n  d e s c r i b e s  q u a l i t a t i v e  models : r e p r e s e n t a t i o n s ,  t h e  computa- 

t i o n a l  problems solved,  and t h e  s p e c i f i c  needs of our a i d  of t h e  q u a l i t a t i v e  

model . 
-8 

A q u a l i t a t i v e  model i s  a symbolic r e p r e s e n t a t i o n  of a system. I ts  most 

b a s i c  d e s c r i p t i o n  i s  of a component. A component i s  desc r ibed  i n  terms of i t s  

connect ions t o  o t h e r  components and i t s  behavior.  Behavior is  desc r ibed  i n  

terms of t h e  phys ica l  v a r i a b l e s  which are p r e s e n t  a t  i t s  connections.  The 

d i f f e r e n t i a t i o n  between t h e  s t r u c t u r a l  d e s c r i p t i o n  (connect ions)  and t h e  

behav io ra l  d e s c r i p t i o n  i s  p a r t i c u l a r l y  important f o r  i n s u r i n g  t h e  robus tness  

of a q u a l i t a t i v e  model. The i s o l a t i o n  of each component i n  t h e  b e h a v i o r a l  

d e s c r i p t i o n  has  u s u a l l y  been emphasized by o t h e r  q u a l i t a t i v e  modeling [ D e  

Kleer and Brown 19831. Our q u a l i t a t i v e  model r e p r e s e n t s  t h e  system a t  b o t h  

t h e  component l e v e l  and a t  an aggregated l e v e l  as paths.  The mot iva t ion  f o r  

t h i s  is t h e  b e l i e f  t h a t  a mult i - level  d e s c r i p t i o n  i s  c l o s e r  t o  t h e  operator’s 

i n t e r n a l  model of t h e  process.  
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From a given s ta te ,  t h e  behavior of a component i s  descr ibed  i n  terms of 

t h e  phys ica l  v a r i a b l e s  p re sen t  a t  i t s  por t s .  A phys i ca l  v a r i a b l e  (and i t s  

time d e r i v a t i v e )  may t ake  seve ra l  va lues .  The t i m e  d e r i v a t i v e  u s u a l l y  has  

only  one of t h r e e  p o s s i b l e  va lues :  nega t ive ,  zero ,  o r  p o s i t i v e .  The v a r i a b l e  

i t s e l f  may t ake  e i t h e r  nominal o r  o rd ina l  values .  The nominal va lues  u s u a l l y  

correspond t o  po in t s  a t  which behavior (component o r  material) changes. For 

example, water temperature would have nominal va lues  a t  f r e e z i n g  and bo i l ing .  

Variables may a l s o  t a k e  on o rd ina l  va lues  (o r  r e l a t i o n s h i p s ) .  Fo r  example, 

w a t e r  temperature  could be taken t o  be g r e a t e r  t han  f r e e z i n g  and less than  

b o i l i n g .  

The nominal and o r d i n a l  values  taken  by phys ica l  v a r i a b l e s  are s a i d  t o  

occur  i n  a auantltv * s ~ a c e  [Forbus 1984, Kuipers 19841 . The q u a n t i t y  space i s  

a par t i a l  o rde r ing  on t h e  physscal v a r i a b l e  va lues  i t  con ta ins .  The p a r t i a l  

order ing  occurs  because not  a l l  comparisons are r e l e v a n t  t o  understanding t h e  

phys ica l  system q u a l i t a t i v e l y .  For example, cons ide r  a v a l v e  between two 

t anks ,  A and B. When t h e  v a l v e  is opened, t h e  r e s u l t i n g  behavior  i s  de te r -  

mined by t h e  p re s su res  i n  two tanks. The p res su re  a t  o t h e r  unconnected p o i n t s  

i n  t h e  system i s  unre l a t ed  t o  t h e  above behavior.  

One ques t ion  t h a t  i s  o f t e n  r a i sed  i s  why bo the r  w i th  q u a l i t a t i v e  models. 

They are not ,  as i t  t u r n s  o u t ,  p a r t i c u l a r l y  f a s t  o r  accura te .  For engineer ing  

purposes they are i n f e r i o r  t o  a n a l y t i c  o r  numerical  models. The answer t o  

t h i s  ques t ion  i s ,  f i r s t ,  t h a t  the  a i d  does no t  r e q u i r e  a q u a l i t a t i v e  model; 

any system model w i l l  be acceptab le  if it can provide t h e  r equ i r ed  informat ion  

t o  t h e  opera tor .  Our mot iva t ion  f o r  u s ing  a q u a l i t a t i v e  model i s  t o  test t h e  

hypothes is  t h a t  humans use such models i n t e r n a l l y .  Obviously, i t  i s  d i f f i c u l t  

t o  t es t  t h i s  hypothes is  d i r e c t l y .  A weak t e s t  would be  whether t h e  q u a l i t a -  
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t i v e  model r e a l l y  a i d s  human performance as desc r ibed  here. A s t r o n g e r  t es t  

would be f i n d i n g  s i m i l a r  reasoning weaknesses. As mentioned ear l ie r ,  a q u a l i -  

tative model cannot answer some quest ions.  I f  we l l - t r a ined  o p e r a t o r s  could 

not  answer such ques t ions ,  d i d  not a s k  such q u e s t i o n s ,  o r  could n o t  u s e  

answers t o  such ques t ions ,  t h e r e  would be evidence f o r  t h e  hypothesis.  

AN EXPLORATORY EXPERIMENT 

An exp lo ra to ry  experiment was conducted t o  observe t h e  s t r a t e g i e s  eub- 

jects  used t o  diagnose t h e  ORs. Three Georgia Tech s t u d e n t s  were used as sub- 

j e c t s .  The u s e  of c o l l e g e  s tuden t s  is u s u a l l y  considered a compromise in 

experimental  research.  Since some space s h u t t l e  a s t r o n a u t s  have been 

eng inee r s ,  t h i s  compromise is reasonable  i n  t h i s  s i t u a t i o n .  

The t r a i n i n g  contained both t h e o r e t i c a l  and p r a c t i c a l  elements. F i r s t ,  

t h e  b a s i c s  of gas  and f l u i d  t r a n s f e r  were reviewed. Second, t h e r e  w a s  an  
.a 

exp lana t ion  of t h e  normal and malfunction behavior  of each component. Third,  

s u b j e c t s  were t o l d  how t o  test  f o r  a f a i l e d  component and how t o  o p e r a t e  t h e  

system. 

The s u b j e c t s  then solved f i v e  s i n g l e  f a i l u r e  malfunct ions.  The f a i l u r e s  

were as follows: 

(1) Valve 13 leaked, allowing a n  unexpected p r e s s u r e  drop. 

(2) Pressu re  t ransducer  2 was biased high. 

(3 )  A l e a k  t o  t h e  environment developed between v a l v e  10 and 11. 

(4) The r e l i e f  va lve  w a s  open during a f u e l  t r a n s f e r .  

( 5 )  Valve 8 leaked. 
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The data Co l l ec t ed  included a time-stamped r eco rd  of t h e  ORS commands 

i s sued  and a t a p e  r eco rd ing  of t h e  subject ' s  v e r b a l  p ro toco l s .  The t i m e  t o  

s o l u t i o n  i s  shown i n  Table 1. 

Sub jec t  A B C 

1 28.6 14.4 31.1 
Problem 

2 *13.8 *21.9 3.6 
3 13 .4 7.9 6.2 
4 12.7 10.0 *21.9 
5 7.5 8.3 12.3 

Table 1. Time t o  solut ion.  * denotes  g iv ing  up. 

The d a t a  from our preliminary experiment suggest  several i n t e r e s t i n g  

c h a r a c t e r i s t i c s  of human d iagnos i s  behavior ,  and which i n  t u r n  suggested some 

d i r e c t i o n s  f o r  computer a iding.  F i r s t ,  t h e  t i m e  spen t  f o r  a s u c c e s s f u l  diag- 
- 

n o s i s  i s  s t r o n g l y  r e l a t e d  w i t h  t h e  number of information g a t h e r i n g  a c t i o n s  

(IGA) ( r  = 0.79) and t h e  average t i m e  between a c t i o n s  ( r  = 0.77). The la t te r  

two v a r i a b l e s  were no t  s t r o n g l y  c o r r e l a t e d  ( r  0.21). The i m p l i c a t i o n  of 

t h i s  i s  reducing t h e  number of information g a t h e r i n g  a c t i o n s  ( IGA) is  an 

important g o a l  f o r  improving d i agnos t i c  performance. 

Second, w e  c l a s s i f i e d  IGA's i n t o  e f f e c t i v e  ones ( E I G A ) ,  which reduced t h e  

s i z e  of f e a s i b l e  hypothesis  se t ,  and i n e f f e c t i v e  ones ( I I G A ) ,  which d i d  not.  

We found t h a t  t h e  number of EIGA is  i n v a r i a n t  among s u b j e c t s  and i s  also n o t  

s i g n i f i c a n t l y  c o r r e l a t e d  w i t h  t h e  t o t a l  number of IGA. The t o t a l  number of 

IGA i s  c o r r e l a t e d  wi th  I I G A  (torr.' 0.981, which outnumbered EIGA by 2.5 : 1 . 
This sugges t s  t h a t  a problem is solved by c o l l e c t i n g  t h e  r i g h t  number of EIGA 

( l a r g e l y  determined by t h e  complexity of t h e  problem) A b e t t e r  performance i s  

p o s s i b l e  when t h e  e f f e c t i v e  ac t ions  a r e  executed ear l ie r  i n  t h e  d i agnos i s .  
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Third,  w e  i n v e s t i g a t e d  how well t h e  s u b j e c t s  d e t e c t  t h e  abnormal behavior  

of t h e  system. We as ses sed  t h e  delay i n  d i agnos i s  due to.  f a i l u r e s  t o  c o l l e c t  

information t h a t  would have revealed t h e  abnormal system behavior.  The de lay  

showed high c o r r e l a t i o n  ( r  = .79)  w i t h  t h e  number of i n e f f e c t i v e  ac t ions .  

Also, 75% of e f f e c t i v e  a c t i o n s  were of abnormal behavior ,  and t h e  remaining 

25% were of normal behav io r  (nega t ive  evidence) . Observations on abnormal 

behavior ,  i f  they are c o r r e c t l y  i n t e r p r e t e d ,  became e f f e c t i v e  a c t i o n s  i n  

almost a l l  cases. Thus, abnormal behavior of t h e  system i s  probably t h e  most 

important  source of effective information. 

The conclusion is  t h a t ,  t o  he lp  t h e  d i agnos i s ,  t h e  cues  f o r  e f f e c t i v e  

a c t i o n s  need t o  be given. Abnormal system behavior  is  worth watching f o r  t h i s  

purpose. When des ig ing  a n  a i d ,  a major advantage of u s ing  abnormal behavior  is 

t h a t  i n f e r r i n g  o r  r e q u e s t i n g  the human's c u r r e n t  hypothesis  i s  n o t  necessary.  

Ob s e rva  t ien Q€ S t r a t e g i e s  

There appeared t o  be t h r e e  s t r a t e g i e s  t h a t  s u b j e c t s  used: hypothesis-  

d r i v e n  eva lua t ion ,  data-driven e v a l u a t i o n ,  and topographic  search.  

Hypothesis-driven e v a l u a t i o n  starts w i t h  t h e  planning of a test procedure f o r  

a given hypothesis.  The hypothesis  needs t o  b e  exp l i c i t  enough t o  enab le  t h e  

p r e d i c t i o n  of its r e s u l t i n g  system behavior.  A test p l an  would be d i a g n o s t i c  

i f ,  g iven t h a t  t h e  hypo thes i s  i s  t r u e ,  t h e  response of t h e  system t o  t h e  test 

i s  unique t o  t h e  hypothesis.  When a s u f f i c i e n t l y  d i a g n o s t i c  tes t  has  been 

planned, t h e  tes t  is executed and i ts  r e s u l t  evaluated.  This e v a l u a t i o n  t ends  

t o  be s h o r t  because i t  has  a l r eady  been determined w h a t  t h e  r e s u l t s  might be. 

With data-driven e v a l u a t i o n ,  t h e  s u b j e c t  f i r s t  examines a p i e c e  of d a t a  

t o  determine i f  i t  i s  worth c l o s e r  a t t e n t i o n .  This  examination is done by 
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comparing t h e  d a t a  t o  expected system behavior.  I f  t h e  d a t a  t u r n s  o u t  t o  be 

unexpected (i.e., n o t  explained i n  terms of p rev ious ly  observed symptoms o r  .- 

normal behav io r ) ,  then hypotheses are formulated t o  e x p l a i n  t h e  d a t a .  Whether 

t h e  fo rmula t ion  is s u c c e s s f u l  o r  not,  t h i s  p i ece  of d a t a  i s  remembered by t h e  

diagnoses  as another  symptom to  be used la ter  du r ing  diagnosis .  

Topographic sea rch  seems t o  help reduce t h e  mental  workload i n  diagnosis .  

Both above e v a l u a t i o n  s t r a t e g i e s  involve deep reasoning w i t h  f u n c t i o n a l  

c a u s a l i t i e s .  With deep reasoning, t h e  former deduces necessary d a t a  from a 

given hypothesis  wh i l e  t h e  l a t t e r  formulate  and e v a l u a t e  hypotheses from t h e  

given data .  Topographic s e a r c h  [Basmussen 19841, without  such a deeply based 

hypothesis ,  is used t o  f i n d  data .  For i n s t a n c e ,  t h e  senso r  nea r  t h e  suspected 

component are read i n  hope t h a t  t h e  reading may g i v e  some d i a g n o s t i c  informa- 

t ion.  An example of topograp_bic sea rch  of hypotheses i s  suspec t ing  nearby 

components when a sensor  reading is o u t  of t h e  normal range. The d i f f e r e n t i a -  

t i o n  of a s i n g l e  gene ra l  hypothesis  t o  s e v e r a l  more s p e c i f i c  hypotheses can b e  

considered as topographic search. 

Although it i s  n o t  r e l e v a n t  t o  our d i a g n o s t i c  t a s k ,  o t h e r  forms of r u l e s  

may be used as a l t e r n a t i v e  ways of c a u s a l  search. With experience o r  s p e c i f i c  

system knowledge, i t  i s  p o s s i b l e  t o  connect a hypo thes i s  w i t h  d a t a  through 

function-based reasoning [Rasmussen 19841. 

A I D I N G  WITH A QUALITATIVE MODEL 

This s e c t i o n  d e s c r i b e s  how the q u a l i t a t i v e  model i s  used as a founda t ion  

f o r  a id ing .  For s i m p l i c i t y ,  the i n t e r f a c e  w i l l  b e  used t o  o rgan ize  t h e  

p re sen ta t ion .  The i n t e r f a c e  has  four  windows: schematic ,  i n t e r a c t i o n ,  s e n s o r  

d i s p l a y ,  and hypotheses ( F i g u r e  2) .  The Each window w i l l  b e  desc r ibed  f i r s t .  
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t ypes  of a i d i n g  t h a t  occur w i t h i n  t h e  window w i l l  t hen  b e  descr ibed.  F i n a l l y ,  

t h e  j u s t i f i c a t i o n  f o r  t h e  a i d ,  which i s  t h e  human decision-making suboptimal- 

i t y  we hope t o  m i t i g a t e ,  w i l l  be presented.  It i s  p o s s i b l e  t h a t  a form of 

a i d i n g  and a j u s t i f i c a t i o n  f o r  a id ing  may apply t o  more than one window. 

Schematic- 

The schematic window d i sp lays  a schematic diagram of t h e  ORs. The 

schematic  always shows t h e  commanded s t a t e  of t h e  valves. One form of a i d i n g  

employed h e r e  i s  t h e  set of components t h a t  should be  a t  equal  p re s su re  g iven  

t h e  commanded va lve  pos i t i ons .  Whenever t h e  ope ra to r  opens o r  c l o s e s  a valve, 

t h e  d i s p l a y  changes t h e  pa th  to  show t h i s  property.  

The mot iva t ion  f o r  t h i s  i s  

among a set of components t h a t  

noted t h a t  t h e  q u a l i t a t i v e  model 

- 
t h a t  t h e  ope ra to r  f r e q u e n t l y  makes a test  

should be a t  equal  pressure.  It should b e  

uses t h i s  same informat ion  i n t e r n a l l y  i n  i t s  

s imula t ion  of t h e  ORs. A r e l a t e d  form of topographic informat ion  i s  f low 

pa ths ,  which are pa ths  t h a t  should con ta in  flow i f  t h e  va lves  obey t h e i r  com- 

mands . 
Both of t hese  forms of a id ing  suppor t  t h e  ope ra to r  dur ing  topographic  

sea rch  [Rasmussen 19851. From a cogn i t ive  s t andpo in t ,  bo th  a i d s  should l e s s e n  

working memory loads.  It i s  by no means d i f f i c u l t  t o  determine equal  p r e s s u r e  

and flow pa ths  wi thout  t h e  a i d ,  b u t  i t  i s  extra work f o r  t h e  o p e r a t o r  t o  do 

so . 
The second a i d  and perhaps the most i n t e r e s t i n g  i s  t h e  what- i f  model 

wi th  which the  ope ra to r  may tes t  a hypothesis .  The what-if model i s  a model 

t h a t  i s  p a r a l l e l  t o  t h e  system model. The component s t a t e s  of t h e  what-if 

model are set by t h e  opera tor .  Recal l  t h a t  t he  d i agnos i s  t a s k  i s  t o  determine 
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t h e  states of t h e  system components. The ope ra to r  may use  t h e  what-if model 

t o  tes t  a hypothesis.  For example,  suppose v a l v e  13 is  hypothesized t o  b e  

leading.  Then, t h e  ope ra to r  may tu rn  on t h e  what-if model, se t  i t s  v a l v e  13 

t o  l eak ing  and a l l  o t h e r  components t o  normal. When a c t i v a t e d ,  t h e  behavior  

of t h e  what-if model and s imula t ion  are d i sp layed  i n  p a r a l l e l .  The system c a n  

b e  pu t  through a series of s t a t e  changes t o  determine i f  t h e  two behav io r s  are 

equa l  . 
The mot iva t ion  f o r  t h i s  a i d  i s  t o  h e l p  t h e  operator 's  mental  model of t h e  

system. There are t v o  ways t h i s  might help.  F i r s t ,  t h e  o p e r a t o r  may have an 

i n c o r r e c t  o r  incomplete mental  model. Second, t h e  o p e r a t o r  may have d i f f i -  

c u l t y  i n t e g r a t i n g  c o r r e c t  component behavior  t o  c o r r e c t  system behavior  

because of working memory l i m i t a t i o n s .  I n  e i t h e r  case, t h e  what-if model 

serves as a s u b s t i t u t e  f o r  the.operator 's  model. This  does not  mean t h a t  t h e  

ope ra to r  need no t  understand t h e  system a t  a l l ;  he o r  she  must s t i l l  se t  t h e  

component state. It a l s o  does not  mean t h a t  t he  o p e r a t o r  may not  have t r o u b l e  

us ing  t h i s  a id .  We w i l l  r e t u r n  t o  t h i s  q u e s t i o n  l a t e r .  

The i n t e r a c t i o n  window i s  where t h e  operator 's  commands are echoed by t h e  

i n t e r f a c e .  The commands a v a i l a b l e  t o  t h e  ope ra to r  i n c l u d e  t h e  fol lowing:  

( I )  Opening and c l o s i n g  valves .  

(2) Comparing two pressures .  On a real  phys ica l  system, t h e  numerical  p re s -  

s u r e  could be d i sp layed  on the schematic. When a q u a l i t a t i v e  model i s  

used, t h e r e  is no scale i n  general  t o  which a p r e s s u r e  can be r e f e r r e d .  

I n s t e a d ,  a p res su re  can b e  r e f e r r e d  t o  o t h e r  p r e s s u r e s  i n  t h e  system by 

t h e  r e l a t i o n s  less- than,  equal-to, o r  greater- than.  
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( 3 )  Display of t h e  f i r s t  d e r i v a t i v e  of p r e s s u r e  ( p o s i t i v e ,  ze ro ,  o r  nega- 

t ive)  

(4) Turning t h e  what-if model on and o f f .  

( 5 )  

When t h e  what-if model i s  on, t h e  open, c l o s e ,  and comparison commands apply 

b o t h  t o  t h e  system and t h e  what-if model. 

Making s ta te  assumptions i n  t h e  what-if model. 

The senso r  d i s p l a y  c o n t a i n s  the  output  from t h e  comparison command: t h e  

r e l a t i o n s h i p  between two p res su res  o r  t h e  f i r s t  d e r i v a t i v e  of a pressure.  The 

what-if model, i f  a c t i v a t e d ,  has its corresponding ou tpu t  d i sp l ayed  side-by- 

s i d e  wi th  t h e  system model. 

The a i d i n g  t h a t  occurs  through t h i s  window i s  t o  i n d i c a t e  which observed 

behav io r s  d e v i a t e  from normal behavior of t h e  system. The a i d  runs  a normal 

model ( t h a t  i s ,  a q u a l i t a t i v e  model w i th  a l l  component states normal) and com- 

p a r e s  i t s  behavior  t o  t h e  system’s behavior.  D i f f e rences  a r e  h igh l igh ted .  

This  d i s p l a y  d i f f e r s  from convent ional  warning systems ( f o r  example, annuncia- 

t o r  panels  i n  nuc lea r  power p l a n t s )  i n  t h a t  r e f e r e n c e  i s  made t o  a system 

model, no t  a f i x e d  point.  

The s t r a t e g y  supported by t h i s  d i s p l a y  i s  data-dr iven sea rch ,  which w a s  

observed i n  our prel iminary experiment. I n  t h e  i n i t i a l  s t a g e s  of d i a g n o s i s ,  

t h e  o p e r a t o r  d i d  not have a specific hypothesis.  I n s t e a d ,  h e  o r  s h e  c o l l e c t e d  

d a t a  t o  develop one. The purpose of t h i s  a i d i n g  f e a t u r e  i s  t o  d i r e c t  t h e  

o p e r a t o r  toward more r e l e v a n t  data .  

The human decision-making b i a s e s  t h a t  w e  hope t o  m i t i g a t e  a l l  d e a l  w i th  

suboptimal u s e  of d a t a  o r  cues. Human have a l i m i t e d  a b i l i t y  t o  i n t e g r a t e  
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more than t h r e e  sou rces  of i n f o m a t i o n .  Fu r the r ,  humans sometimes u s e  

i r r e l e v a n t  d a t a ,  e s p e c i a l l y  i f  i t  is s a l i e n t .  This d i s p l a y  a t t empt s  t o  m i t i -  

g a t e  t h i s  by making important  d i f f e r e n c e s  s a l i e n t .  Another d e f i c i e n c y  of 

humans i s  a narrow focus of a t t e n t i o n .  The a i d  should work a g a i n s t  t h i s  by 

d i s p l a y i n g  a l l  d i f f e r e n c e s ,  not  j u s t  those on which t h e  o p e r a t o r  has  focused. 

The hypotheses window w i l l  d i sp l ay  a set of hypotheses t h a t  might b e  t h e  

cause  of t h e  observed symptoms. These hypotheses are simply state assignments 

t o  components (e.g., valve 13: leaking).  The hypotheses w i l l  be  l i s t e d  i n  

o r d e r  of p l a u s i b i l i t y ,  according t o  a h e u r i s t i c  of symptom covering. 

Many decision-making b i a s e s  e x i s t  w i t h  r e s p e c t  t o  hypotheses. The one 

t h a t  is  d i r e c t l y  addressed i s  t h e  d i f f i c u l t y  humans have i n  g e n e r a t i n g  a com- 

p l e t e  set of hypotheses [Mehle 1982 I .  
- 

Representat iveness ,  anchoring, and conf i rma t ion  b i a s  o f t e n  occur when 

humans s e l e c t  and e v a l u a t e  b i a ses .  Represen ta t iveness  r e f e r s  t o  t h e  tendency 

t o  select hypotheses t h a t  are e a s i l y  r e c a l l e d  from memory. This could b e  due 

e i t h e r  t o  r e c e n t  u s e  of t h e  hypothesis  o r  t o  a c l o s e  match between a c t u a l  

symptoms and symptoms covered by t h e  hypothesis.  Anchoring r e f e r s  t o  t h e  ten- 

dency t o  s t a y  wi th  an i n i t i a l  hypothesis even a f t e r  it has  been disconfirmed. 

Confirmation b i a s  i s  t h e  tendency t o  test  d a t a  t h a t  w i l l  only confirm a 

hypothesis.  It is  i n  e f f e c t  a f a i l u r e  t o  seek n e g a t i v e  evidence. To m i t i g a t e  

t h e s e  b i a s e s  r e q u i r e s  meta-aiding, a s  descr ibed below. 
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Earlier, w e  mentioned t h a t  the  ope ra to r  may have d i f f i c u l t y  us ing  t h e  

what-if model. Recall t h a t  t h e  ope ra to r  must make assumptions about  t h e  

states of components. Having a what-if model means t h e  e v a l u a t i o n  of assump- 

t i o n s  i s  easy, b u t  making assumptions i s  not  a ided  by t h e  what-if model. 

Meta-aiding i s  a i d i n g  t h e  use of t h e  what-if model--specif ical ly ,  he lp ing  

t h e  o p e r a t o r  choose component s ta te  hypotheses.  While l i s t i n g  t h e s e  

hypotheses  i n  t h e  hypotheses window i s  an a i d ,  it may be  necessary  f o r  t h e  

i n t e r f a c e  t o  t a k e  a more a c t i v e  ro l e .  If anchoring and conf i rmat ion  b i a s  

occur ,  i t  w i l l  b e  necessary f o r  the i n t e r f a c e  t o  determine when t h e  ope ra to r - s  

hypothes is  (expressed i n  t h e  what-if model states) is  no longer  va l id .  When 

t h i s  occur s ,  t h e  i n t e r f a c e  w i l l  s t e p  i n  t o  warn t h e  u s e r  of h i s  o r  h e r  m i s -  

take. - 

CONCLUSION 

An a i d  has  been descr ibed  f o r  novel f a u l t  d i agnos i s  i n  complex systems. 

To t h e  b e s t  of our knowledge, t h i s  a i d  i s  unique in t h e  fo l lowing  ways. 

F i r s t ,  t h e  emphasis is  on novel  r a t h e r  than  r o u t i n e  f a u l t s .  Second, it con- 

t a i n s  a q u a l i t a t i v e  model t h a t  may correspond t o  t h e  human’s i n t e r n a l  model of 

t h e  system. This model r ep resen t s  knowledge only of how t h e  system works. 

Many of t h e  proposed a i d i n g  schemes are procedura l ized  f a u l t  f i n d e r s :  they 

t e l l  t h e  ope ra to r  what a c t i o n  t o  take. Thi rd ,  t h e  q u a l i t a t i v e  model i s  t h e  

b a s i s  f o r  much of t h e  a i d i n g  that  takes  place.  Four th ,  t h e  i n t e r f a c e  s p e c i f i -  

c a l l y  a t t e m p t s  t o  m i t i g a t e  some human decision-making s u b o p t i m a l i t i e s  dur ing  

f a u l t  d iagnos is .  

21 



. 

The c u r r e n t  s t a t u s  of t h i s  a id  i s  as fol lows.  The a i d i n g  sof tware  f o r  

topographic  pa th  d i s p l a y s ,  f low paths ,  and t h e  what-if model have been i m p l e -  

mented. Hypothesis gene ra t ion  and t h e  corresponding subop t ima l i ty  d e t e c t i o n  

have not.  W e  f e e l  it i s  premature t o  implement subop t ima l i ty  d e t e c t i o n  (Le., 

meta-aiding) without  some experience w i t h  a i d i n g  by topographic  d i s p l a y s  and 

t h e  what-if model. 
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Exercise 1. 
S i t u a t i o n :  P1 is  found too low and s t i l l  decreas ing .  
Fau l t :  V 1 3  l eak  
valves open: V 3 ,  V 7 ,  V 1 0 ,  V 1 7  / V 4 ,  V 1 4 ,  V 1 6 ,  V 9  

.- 
Exerc ise  2. 

S i t u a t i o n :  P2 appears  t o  be too  high. 
F a u l t :  P2 high b i a s  
valves open: V 1 ,  V 3 ,  V 1 0 ,  V 1 7  / V 5 ,  V 1 5 ,  V 9  

Exercise 3. (confg-1) 
S i t u a t i o n :  P1 is  low and decreasing. 
F a u l t :  p i p e  l e a k  between V 1 0  and V 1 1  ( ~ 3 9 )  
valves open: V 3 ,  V 7 ,  V 1 3 ,  V 1 1 ,  / V 4 ,  V 1 4 ,  V 1 5 ,  V 9  

Problem 1. 
S i t u a t i o n :  During a f u e l  t r a n s f e r  T K l L  -> TK2L, 

P2 does no t  increase.  
F a u l t :  V 5  f a i l  c lo sed  
valves open: V 3 ,  V 1 0 ,  V 1 1 ,  V 1 7  / V 5 ,  V 1 4 ,  V 1 5 ,  V 1 6 ,  V 9  

Problem 2. 
S i t u a t i o n :  P2 is  too  high. V 1 1  was found l eak ing ,  b u t  

t h e r e  i s  one more anomaly. 
F a u l t :  V 7  f a i l e d  open 
v a l v e s  open: V 3 ,  V 1 3 ,  V 1 0  / V 4 ,  V 1 4 ,  V 1 6 ,  V 9  



Problem 3. 
Situation: P2 is lower than it shoud be. 
Fault: V8 leak (while P2 > P1) 
valves open: V3, V7, V10, V17 I V4, V15, V16, V9 

Problem 4. (confg-2) 
Situation: During a fuef transfer TK1L -> TKZL, 

P2 increases too slow. 
Fault: pipe between V3 and V7 (C37) leaks 
valves open: V3, V13, V11, V10 / V5, V14, V16, V8, V9 

Problem 5. 
Situation: 
Fault: V15 leak 
valves open: ~ 3 ,  V17, VI, ~ 1 1 ,  V1O / V4, V14, V16, V9 

a gas transfer GTK -> TK2G proceeds too slow. 

Problem 60 
Situation: 

Fault: RV leak 
valves open: V1, V3, V7, V10, V13 / V4, V14, V9 

During a gas transfer from GTK to TKlG, 
P1 increases too slow. 
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INSTRUCTIONS - P a r t  1. 

TIME( : 

I. The O r b i t a l  Refue l ing  System (ORs) 

The purpose of t h e  ORs i s  t o  r e f u e l  o r b i t i n g  sa te l l i t es  on t h e i r  o r b i t s .  As 

shown i n  F igu re  1 (in t h e  separate s h e e t ) ,  t h e  ORs f l u i d  system con ta ins  v a r i o u s  

components such as t anks ,  valves, p ipes ,  e t c .  Because t h i s  v e r s i o n  of t h e  ORs 

w a s  f o r  demonst ra t ion  purposes ,  a l l  t r a n s f e r s  t a k e  p l a c e  be tveen  t h e  tvo  t anks  

r a t h e r  than  t o  a satel l i te .  

Let’s look a t  t h e  components i n  t h e  schematic. F i r s t ,  ’XX’ and ‘=a’ i n d i c a t e  

c losed  and open v a l v e s  r e spec t ive ly .  The ope ra to r  c o n t r o l s  t h e  ORS only by open- 

ing and c l o s i n g  va lves .  For example ,  You can open/close V3 by t h e  commands 
- 

There are 4 o r i f i c e s :  namely 01, 03, 04, and 05. Find them i n  t h e  Figure.  

An o r i f i c e  i s  a designed source  of r e s i s t a n c e .  When t h e r e  is  a mass flow through 

an o r i f i c e ,  t h e r e  i s  a p r e s s u r e  reduct ion  ac ross  it. Dropping p res su re  through 

o r i f i c e s  i s  a t  times u s e f u l  t o  con t ro l  t h e  flow rate. Also,  01 and 05 reduce 

p res su re  t o  t h e  r e g u l a t o r .  

Now f i n d  GTK,  which s t a n d s  f o r  t h e  Gas T a d .  This  tank  c o n t a i n s  high pres- 

s u r e  n i t rogen  gas. Find Tankl ( T K l G  and TKlL) and Tank2 (TK2G and TK2L) too. 

They a r e  t h e  f u e l  tanks.  T K l G  i s  the  g a s  p a r t  of Tankl,  which i s  separa ted  by a 

f l e x i b l e  diaphragm from t h e  l i q u i d  p a r t  (TKlL)  of t h e  tank. The two p a r t s  always 

sha re  the  same pressure .  
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On t h e  pa th  from GTK t o  TKlG,  you w i l l  f i n d  'REG' (RECulator) and 'CV' 

(Check Valve) The r e g u l a t o r  produces a cons t an t  ou tput  gas  p re s su re  even though 

t h e  inpu t  p re s su re  v a r i e s .  The check va lve  al lows t h e  g a s  t o  f low forward only  

(Le . ,  r i g h t  t o  l e f t ) .  

Find 'RV'. It s t ands  f o r  a Relief Valve. I f  t h e  p re s su re  goes up beyond some 

dangerous level, t h e  r e l i e f  va lve  w i l l  au tomat ica l ly  open t o  decrease  t h e  pres- 

sure .  The o p e r a t o r  can a l s o  manually open/close t h e  'RV' as any o rd ina ry  valves 

by Pp a o r  a. A t  t h e  t o p  l e f t ,  you see 'VT', which s t ands  f o r  VenT. You may 

release p r e s s u r i z i n g  gas  through the  v e n t  by opening V 1 3  and (2. 

The lower ha l f  of t h e  schematic ( f rom 'TKlL' t o  'TK2L') i s  t h e  l i q u i d  ( f u e l )  

p a r t .  There, 'TC' i s  f o r  Terminal Coupling and i s  assumed always being connected 

du r ing  our  d i a g n o s t i c  missions.  
- 

To t r a n s f e r  f u e l  from 'TKlL' t o  'TK2L', Tank1 needs t o  be  f i r s t  p re s su r i zed  

by opening va lves  betwen GTK and T K l G .  I n  t h e  above schematic,  T R I G  is be ing  

p res su r i zed  by t h e  gas  through the open va lves  (3, (2, and (2. Since  
__*  - 

TK1L has always t h e  same pressure  as T K l G ,  it i s  being pressur ized  too. Then, 

t h e  gas  f low may be  s topped by a z. The f u e l  may be  t r a n s f e r r e d  by opening 

valves be tveen  t h e  two tanks.  I n  t h e  above, t h e  ope ra to r  would simply open 

(2, hence i s s u e  a command ( t o  do t h i s .  The tank of h igher  p r e s s u r e  

w i l l  become t h e  source and t h e  other  w i l l  r ece ive  t h e  f u e l .  

The fo l lowing  i s  important.  There are seven p res su re  sensors  (P1 t o  p7) i n  

t h e  ORs, (L,(-),(-), and (2 i n  t h e  gas  p a r t ,  and (>,(-), and (J i n  t h e  

l i q u i d  p a r t .  To read them, you have only two commands: 

Pp1 

: t o  s e e  t h e  'D'erivative of P1. 

Answer: + f o r  P1 increas ing ,  - decreas ing ,  and = cons tan t .  
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EELEL 

: t o  ’C’ompare P2 and P4. 

Answer: > when P2 > P4, < when P2 < P4, and when equal .  

The command 2 i s  v a l i d  only f o r  tank pressures ,  namely, PI ,  (3, and 

(A. In p ipes ,  u n l i k e  t h e  tanks which have cons ide rab le  c a p a c i t y ,  t h e  p re s su re  

change i s  in s t an taneous  so t h a t  you can’t expect  t o  see + o r  - as t h e  answer t o  2 

fi. Q IS  MOSTLY USED TO CHECK IF TIIERE IS A FLOW FROM/INTO A TANK. 

As t h e  g a s  o r  l i q u i d  f lows  from one tank t o  another ,  i t s  p res su re  dec reases  

a long t h e  path.  A p r e s s u r e  drop can  only occur a c r o s s  a r e s i s t a n c e .  When t h e  

f l u i d  pas ses  an  o r i f i c e ,  which has s i g n i f i c a n t  r e s i s t a n c e ,  t h e  p re s su re  w i l l  

decrease.  An abrupt  change i n  the  condui t  shape, such as from a p ipe  t o  a tank  o r  

v i c e  versa, a l s o  produces r m i s t a n c e  and r e s u l t s  i n  a p r e s s u r e  drop. We w i l l  

assume t h a t  p ipes  o r  v a l v e s  normally have n e g l i g i b l e  r e s i s t a n c e .  E is  t h e  com- 

mand which i s  f r e q u e n t l y  used t o  check t h e  p re s su re  drop a long  t h e  path. 

. Another use  of E command i s  t o  check i f  two senso r s ,  which are supposed t o  

be  equal ,  a g r e e  wi th  each other .  When two o r  more senso r s  are connected by an 

open path,  and i f  t h e r e  i s  no flow through t h e  pa th  between t h e  sensors ,  they  a l l  

should read t h e  same pressure .  Resis tance doesn’t m a t t e r  when t h e r e  i s  no flow. 

I f  t h e  s e n s o r s  read d i f f e r e n t l y ,  e i t h e r  t h e r e  a c t u a l l y  i s  a f low i n  t h e  pa th  

(e.g., due t o  a leaky  va lve  o r  pipe) o r  a t  least  one of t h e  senso r s  i s  wrong. 

Keeping t h i s  i n  mind, you a r e  now a b l e  t o  p r e d i c t  how t h e  sensors  w i l l  

behave when you open o r  c l o s e  valves.  Three s i t u a t i o n s  are  summarized here. 

1. When a flow e x i s t s .  

a. The p res su re  dec reases  in t h e  source and i n c r e a s e s  i n  t h e  sink. 
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b. The p res su re  drops by r e s i s t a n c e  wh i l e  t h e  material t r a v e l s  

a long  t h e  path. This is ehown i n  t h e  fo l lowing  diagram. 

I n  F igu re  1, t h e r e  is a gas flow from GTK t o  TI(1G. 

P r e d i c t  t h e  r e s u l t s :  
- 

C P6 P5 --> (3 

c P5 P1 --> (2 

Now, how about  

c P1 P3 --> (3 ? 

Did you cons ider  t h a t  an o r i f i c e  reduces p re s su re  only when 

t h e r e  i s  a flow through i t ?  I f  no t ,  check your answer again.  

Now, suppose P2 > P1 and V8 i s  open. 

Then t h e  f u e l  w i l l  flow from ( t o  ( ) and: 



c P2 P4 --> (2 
C P 4  p7 -> (2 
c P4 P3 --> (2 
c P3 P1 --> (2 

2. In case t h a t  t he re  i s  no flow ( V8 i s  c losed  again)  . 
I n  F igu re  1, t h e r e  i s  no flow from o r  t o  'TK2G' and 'TK2L'. 

All t h e  p ipes  around t h e  tank will s h a r e  t h e  same pressure.  

Thus , 

C P 2 ( , )  -> = 

If you c l o s e  V9, t h e  pressures  on bo th  s i d e s  ( w i l l ,  w i l l  no t )  

change. Therefore ,  
- 

c P2 P7 --> (J 

On t h e  o t h e r  hand, when you c l o s e  v3, you expect  

c P5 (3 --> = 

3 .  Spec ia l  case of 2. 

In Figure  1, suppose Q17 is leaking.  

It i s  open t o  the  environment 

Even though t h e  opera tor  closes V3, t h e  gas  w i l l  cont inue  

t o  f low from ( ) t o  t h e  environment. Thus, 

which has z e r o  p r e s s u r e .  
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. .. . I 

If t h e  o p e r a t o r  c l o s e s  V2, Since t h e  p ipes  do n o t  have 

s i g n i f i c a n t  capac i ty ,  the gas escapes r i g h t  away- 

Therefore ,  immediately a f t e r  c l o s i n g  V2, you g e t  

C P 5  0 -> (2 

+* W e  assume the capac i ty  of components ( excep t  tanks) t o  b e  

always n e g l i g i b l e  however s m a l l  t h e  s i z e  of a l e a k  may be. 

The same w i l l  be ( t r u e ,  f a l s e )  when V17 is  c losed  bu t  t h e  p ipe  

between V 1 3  and V17 leaks. 

BEFORE YOU START NEXT PART, RETURN THIS PART TO THE EXPERIMENTER. - 
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TIME( : 

11. Malfunct ions 

We w i l l  now d i s c u s s  poss ib l e  malfunct ions f o r  each component. 

1 . v a l v e  ( inc luding  check va lve  and r e l i e f  va lve)  

a. - i n  s p i t e  of being commanded t o  be *closed', it a l lows  some, 

though n o t  a f u l l ,  flow. There is a r e s i s t a n c e  when commanded c losed .  

When commanded open, it a c t s  normally. 

b. faFl 

C. 

- no mat ter  what you command, i t  remains f u l l y  open. 

s l o s e d  - no matter vhat  you command, it remains closed.  

2. r e g u l a t o r  

a. 

b. cloeed - always remains c losed  whatever t h e  i n p u t  p re s su re  is. (No 

- always remains f u l l y  open without  reducing t h e  pressure .  

g a s  passes  through the  regula tor . )  

3. o r i f i c e  

a. u - f a i l s  t o  provide r e s i s t a n c e  o r  p re s su re  drop,  a l lowing  t h e  

m a t e r i a l  t o  flow f r e e l y .  

b. u closed - p r o h i b i t s  flow. 

4. condui t  ( i n c l u d i n g  'TC', t h e  terminal  coupl ing)  

a. J,g& - l eaks  gas  o r  l i q u i d  t o  environmental space. (remember t h a t  a 

v a l v e  l eak  i s  THROUGH t h e  va lve ,  not t o  t h e  environment) 

b. h.jJ s l o s e d  - completely p r o h i b i t s  flow. 
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5 .  ven t  

S ince  t h e  ‘VT’ i s  a s i m p l e  opening t o  e x t e r n a l  space,  i t s  working and mal- 

func t ion ing  i s  t h e  same a8 a conduit .  

6 .  senso r  

a. biased h&h - r e p o r t s  a higher p re s su re  than  t h e  a c t u a l  one, 

b. biaeed - r e p o r t s  a lower p re s su re  than  t h e  ac tua l  one. 

c. - f a i l s  t o  fo l low the change of pres su re ,  r ead ing  0 o r  o t h e r  f i x e d  

p r e s  s u r  e. 
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111. Commands 

We vi11 summarize the commands you can use. There are only two commands 

for operation -- OP and CL. You can open or close only the valves. Examples are 

OP v3 

CL V17 

There are two commands, 'C' and 'D', to get information about pressure 

through the sensors. Followings are the examples. 

c P1 P3 
D P2 

c P5 0 .- 

The last command compares P5 vith 0, the environment pressure of outer 

space. 

* Now, call the experimenter. You may ask him any questions. 
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IV. An example of ORs opera t ion .  

* You need t o  use  t h e  terminal f o r  t h i s  s ec t ion .  The experimenter  w i l l  

h e l p  you through t h i s  s ec t ion .  

Now, you w i l l  undertake a very t y p i c a l  ope ra t ion  as an exe rc i se .  

through t h i s  example, you can  become more f a m i l i a r  w i t h  t h e  commands. Simply f o l -  

low t h e  s t e p s  one by one w i t h  care. 

a l though you can f r e e l y  read  any sensors  a t  any time. 

. a. type: (EXERO) and h i t  'return'. 

Also, 

Don't open/close t h e  v a l v e s  o therwise ,  

The f a m i l i a r  schematic now appears  on t h e  top  h a l f  of t h e  screen.  - 
Notice t h a t  t h e  symbol 'XX' i n d i c a t e s  a c losed  va lve ,  and '==' an open 

valve.  The symbol shows so-called 'commanded' pos i t i on .  

t i o n  can be  d i f f e r e n t  from t h i s  switch p o s i t i o n  when a v a l v e  malfunct ions.  

The a c t u a l  posi-  

The f u e l  needs t o  b e  t r ans fe r r ed  from 'TKlL' t o  'TKZL'. To achieve  t h i s  

t r a n s f e r ,  t h e  p r e s s u r e  i n  'TKlL' should be h igher  than t h a t  of 'TKZL'. So, 

let 's p re s su r i ze  t h e  source  tank by providing h igh  p res su re  from GTK 

Please w r i t e  i n  your answers whenever you a re  asked. 

b. type: OP V 1  

What happens? (When you a r e  asked l i k e  t h i s ,  w r i t e  down your guess  on t h e  

system behavior r e s u l t e d  by the  command.) 
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Try t o  confirm t h e  above answer by observing sensors .  

commands ( i n c l u d i n g  a t  least a 'C' command) t h a t  are u s e f u l  f o r  t h i s .  

Then, give a set  of 

c. type: CL V1 

What happens? 

Bow do you confirm i t ?  (answer as i n  b.) 

d. -type: OP V8 

What happens? 

Bow do you confirm i t ?  (answer as i n  b.) 

Check 'C P3 P4', 'C P4 P7' and 'C P1 P5'. Can you exp la in  them? 

e. type: CL V8 
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OP V16 

Check ‘C P3 P4’. Can you explain it? 

e. type: CL V4 

Give all the sets of equal pressure sensors. 

TIME ( : ) 

Congratulations! Your first mission has successfully been completed. 
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INSTRUCTIONS - P a r t  2. 

Before you start, p l ease  review P a r t  1 again.  Espec ia l ly ,  you need t o  b e  

f a m i l i a r  w i th  s e c t i o n s  I1 and 111 of P a r t  1. 

I. Diagnoses 

The fol lowings are examples of t y p i c a l  d i a g n o s t i c  procedures.  Following 

t h e  reasoning,  f i l l  i n  t h e  parentheses.  

- 
a. To check a sensor  . 

See Figure  1. Suppose you want t o  check t h e  sensor  P3. You can c l o s e  V 3  

and expect (3 t o  read  t h e  same as P3. I f  no t ,  P3 probably is  bad. Of 

- course ,  t h e  bad one may b e  (2 r a t h e r  than P3. To check f u r t h e r ,  you can 

c l o s e  V9, open (3 , and compare P3 to ~4 or t 3 . 

b. To check a condui t  l eak  ( t o  environment) 

I f  t h e r e  i s  a l eak  between V4 and V14, Q can e i t h e r  g i v e  - o r  + 

depending on whether t h e  inpu t  flow r a t e  t o  T K I G  i s  g r e a t e r  t han  t h e  ou tpu t  

ra te  from TKlL. I f  you c l o s e  V7, a l e a k  between V4 and V14 w i l l  c ause  a 

decrease  i n  t h e  sensor  (3. But, when t h e  va lve  (2 is  c losed ,  TK1L w i l l  

s t o p  loos ing  t h e  pressure.  This  means t h a t  t h e  l e a k  i s  i n  t h e  { l e f t ,  r i g h t  } 

hand s i d e  of t h e  valve.  Another evidence Of a l e a k  between V4 and V14 i s  t h a t  

E p1 Q --> = { before ,  a f t e r  1 You Close v5. 

C. To check a va lve  l eak  

1 



Suppose you found Q Z  gave +. This  is p o s s i b l e  i f  one of (3 and (2 
is leaking.  You may suspect  t h a t  even two valves (3 and (3 f a i l e d  

toge the r .  I f  you c l o s e  V10 and f i n d  t h e  f low s topp ing ,  which makes ( ) 

r e t u r n  =, you have t h e  evidence t h a t  t h e  flow was from ( ) and t h e  l eaky  
- 

valve was (3 

I f  c l o s i n g  V10 does not s t o p  t h e  flow, you w i l l  f i r s t  suspec t  (3 s i n c e  

one valve f a i l u r e  i s  more l i k e l y  than  a two valve f a i l u r e .  I f  c l o s i n g  V5 o r  

V9 r e s u l t s  i n  Q p2 --> I, t h e  problem i s  i n  t h e  { gas ,  l i q u i d  1 par t .  Now, 

a f t e r  you open V5 o r  V9 again,  i f  c l o s i n g  V16 stops t h e  flow, then t h e  f low 

was through { V8, V14 and V15 1. 
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Now, l e t  us cons ider  s eve ra l  s i t u a t i o n s  t o  see how you can  test  your  

hypotheses.  You vi11 b e  given a hypothesis  f o r  each problem. Each hypothes is  

i m p l i e s  t h a t  only one component is  suspected.  Prove or d i sp rove  t h e  

hypothes is .  

TIME: ( : 

1. Hypothesis:  t h e  p ipe  betveen V 1 3  and V17 leaks.  

Type (HYPO1) and s ta r t  vhen t h e  diagram appea r s .  

2. Hypothesis:  V 1 1  leaks.  

Type (WP02) and s t a r t  when t h e  diagram appea r s .  
-- 

3. Hypothesis:  V2 f a i l e d  closed.  

Type (HYPO31 and s t a r t  vhen t h e  diagram appea r s .  

4. Hypothesis:  CV f a i l e d  open. 

(Hin t :  you can open/close RV as w e l l  as o t h e r  Valves.) 

Type (HYPO$) and s t a r t  when t h e  diagram appea r s .  

5 .  Hypothesis:  P2 i s  b iased  high. 

Type (HYPOS) and s t a r t  when t h e  diagram appears. 

TIME: ( : ) 
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11. Exerc ises  

When you are diagnosing t h e  ORS, you w i l l  b e  in t roduced  t o  a malfunct ion 

s i t u a t i o n  and g iven  t h e  symptoms so f a r  i d e n t i f i e d .  The previous  ope ra t ion  was 

be ing  done by another  personnel.  Your miss ion  is  t o  d iagnose  t h e  system and 

f i n d  ou t  t h e  anomaly AS PRECISELY AS POSSIBLE so t h a t  ano the r  crew could 

e a s i l y  f i x  it. For  example, i f  you suspec t  a valve l e a k ,  you have t o  cont inue  

u n t i l  you can  say  which va lve  i t  is. A condu i t  mal func t ion  can  b e  t r aced  down 

t o  'between valve a and va lve  b', where valves inc lude  t h e  check valve (CV) .  

You have t o  THINK ALOUD during t h e  d iagnos is .  That means, you should 

u t t e r  every th ing  t h a t  arises i n  your mind o r  i n  ac t ion .  DON'T t r y  t o  EXPLAIN 

what you HAVE thought;  speak ou t  WHILE you are THINKING.  Speaking m u s t  no t  b e  

a n  extra work. You don't have t o  g i v e  complete o r  composed sentences.  The 

components which have names on the  schematic may b e s t  b e  c a l l e d  by t h e  names. 

1 

Others ,  most ly  p ipes ,  may e a s i l y  b e  ca l led  ' r i gh t  to' or ' l e f t  to '  a named 

component. Again, p l ease  KEEP TALKING OUT. Speak eve ry th ing  t h a t  goes on i n  

your  mind r e g a r d l e s s  of its importance. Also,  whatever you type  i n  on t h e  key- 

board needs t o  be  spoken out.  If you s t o p  speaking f o r  any l e n g t h  of t i m e ,  t h e  

experimenter w i l l  prompt you wi th  "What are you th inking?"  

Your performance i s  measured by t h e  sum of t ime you spend f o r  t h e  prob- 

l e m s ;  so lve  t h e  problems i n  as l i t t l e  t i m e  as poss ib l e .  However, g i v e  your 

answer only when you a r e  completely convinced i t  i s  c o r r e c t .  And, don't g i v e  

up, a t  least  e a s i l y .  The penal ty  f o r  a wrong answer i s  g r e a t ;  g i v i n g  up,  even 

g r e a t e r .  

Now, proceed w i t h  e x e r c i s e s  1 and 2.  
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RETHINKING EXPERIMENTAL PROCEDURE 

Findings from t h e  1st  Experiment (Test ing N Fea tu re )  

1. With enough t r a i n i n g ,  t h e  problegl comDle & becomes t h e  b i g g e s t  source 

of v a r i a t i o n .  

2. Subject  v a r i a t i o n  may be reduced as much as t o  a s tandard d e v i a t i o n  of 

around 0.3 mean. 

3. The t r a i n i n g  e f f e c t  w a s  examined us ing  Time/IGA. It w a s  q u i t e  s t a b l e  

and showed s imi l a r  p a t t e r n  from problem t o  problem among s u b j e c t s .  

4. No s i g n i f i c a n t  i n t e r a c t i o n  between t h e  t r a i n i n g  e f f e c t  and t h e  a i d i n g  

e f f e c t  o r  s u b j e c t  e f f e c t  were i n d i c a t e d  from t h e  data .  

5 .  The "N" f e a t u r e  d i d  no t  show p o s i t i v e  e f f e c t s .  - 

Refinement of t h e  Training Procedure 

1. More e x e r c i s e  (2-3) problems are  needed f o r  "warming-up" b e f o r e  t h e  

a c t u a l  problems. 

2. Clearer s ta tements  and no quest ion f o r  t h e  1st s e s s i o n  and "solve- i t -  

together"  f o r  t h e  2nd session. 

Experimental Design 

1. The c o n s t r a i n t  of having t o  g ive  a problem t o  a s u b j e c t  only once res- 

t r i c t s  t h e  p o s s i b i l i t y  of a f a c t o r i a l  design. No r e p l i c a t i o n  i n  t h e  S X 

P ce l l s  l e a v e s  t h e  two following designs.  

2. Design 1 confounds Problem and Pos i t i on .  

Design 2 i s  a Graeco-Latin design which s e p a r a t e s  Problem and Pos i t i on .  



P1 P2 P3 

S1 ua 0 0-N 

S2 0 0-N ua 

S3 0-N ua 0 

Design 1. 

1 2 3 

s1 P1 ,ua P2 ,o P3 , 0-N 

S2 P3,O P1,O-N P2,ua 

s3 P2,O-N P3,ua P1 ,o 

Design 2. 

3. Confounding Problem and P o s i t i o n  

- A s  long as  t h e  t r a i n i n g  e f f e c t  i s  n o t  c o r r e l a t e d  wi th  t h e  a i d i n g  

e f f e c t ,  t h i s  des ign  w i l l  no t  degrade t h e  e f f i c i e n c y  o r  v a l i d i t y  of 

t h e  experiment. ( W e  t r y  t o  minimize t h e  t r a i n i n g  e f f e c t ,  anyway.) 

- Although t h e  t r a i n i n g  e f f e c t  i s  no t  measured s e p a r a t e l y ,  i t  i s  no t  

a n  important purpose-of t h i s  experiment. 

- This des ign  al lows freedom of r e p l i c a t i o n  and keeps t h e  a n a l y s i s  

r e l a t i v e l y  easy. 

4. Graeco-Latin Design 

- The main advantage is t h a t  w e  may estimate t h e  t r a i n i n g  e f f e c t .  

However, t h e  t r a i n i n g  e f f e c t  i s  c l o s e l y  r e l a t e d  t o  t h e  problems. 

There would be more l ea rn ing  from a d i f f i c u l t ,  hence long, problem. 

I f  such a problem comes f i r s t ,  more improvement w i l l  occur a f t e r  

t h e  f i r s t  session.  This  v i o l a t e s  t h e  no - in t e rac t ion  assumption i n  a 

Graeco-Latin Design. Not only t h e  t r a i n i n g  e f f e c t  w i l l  no t  be prop- 

e r l y  es t imated,  b u t  also t h e  e f f i c i e n c y  of test  w i l l  be  degraded 

s i n c e  the  a c t u a l  i n t e r a c t i o n  w i l l  be merged t o  t h e  e r r o r  t e r m .  

- Design 1 al lows more f l e x i b i l i t y  of r e p l i c a t i o n .  9x6 o r  12x6 are 

p o s s i b l e  r e p l i c a t i o n s  with Design 1, b u t  are n o t  allowed i n  Design 

2. 
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5. Conclusion 

- I f  w e  are concerned w i t h  t h e  Tra in ing  e f f e c t ,  than w e  need t o  con- 

found i t  wi th  Problem s i n c e  t h e r e  may b e  a s t rong  i n t e r a c t i o n  

between t h e  two. I f  t he  Training e f f e c t  i s  not  so h igh  (which i s  

t h e  l i k e l i e r  ca se  as the d a t a  i n d i c a t e s ) ,  Design 1 i s  r e a d i l y  jus-  

t i f  ied. 

- To estimate t h e  i n t e r a c t i o n  between Problem and Aiding, w e  need 

r e p l i c a t i o n  with sub jec t s  f o r  each t r ea tmen t  combinations. This 

l e a d s  t o  t h e  fol lowing design (Winer, " S t a t i s t i c a l  P r i n c i p l e s  i n  

Experimental Design", 1962). 

P1 P2 P3 P4 P5 P6 

- 
G 1  - 0 O-N - O-N 0 

0 - O-N 62 0 O-N - 

- 63 O-N - 0 O-N 0 

I n  t h i s  plan,  G 1 ,  G2, and 63 are groups of an equal number of s u b j e c t s .  

I f  t h e  i n t e r a c t i o n s  w i t h  t h e  group f a c t o r  are n e g l i g i b l e  ( t h i s  

assumption i s  reasonable  i f  t h e  groups r e p r e s e n t  random 

subsamples from a common popu la t ion ) ,  

t h e  fol lowing model w i l l  be  a p p r o p r i a t e  f o r  t h e  a n a l y s i s  (Winer, 1962).  

E [Y(ijkm)l = m + G(k) + S(klm) + P ( i )  + A(j )  + P.A(i , j )  

where G(k) is t h e  e f f e c t s  a s s o c i a t e d  wi th  groups and S(klm) e f f e c t s  

a s s o c i a t e d  wi th  s u b j e c t s  w i t h i n  t h e  groups. 
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EXPERIMENTAL PROCEDURE 

1. Purpose of t h e  Experiment 

There are d iagnos t i c  s i t u a t i o n s  i n  which c a u s a l  reasoning about t h e  phy- 

s i c a l  system plays  a c e n t r a l  ro l e .  Such s i t u a t i o n s  may be  created by a system 

f a i l u r e  t h a t  t h e  ope ra to r  has  not  experienced. The i r r e l evancy  of previous 

experience p r o h i b i t s  a d i r e c t  mapping from symptoms t o  causes.  Also, t h e  base  

rates f o r  hypotheses are normally not a v a i l a b l e  due t o  t h e  l a c k  of experience.  

A s  a r e s u l t ,  t h e  d iagnos is  w i l l  p r imar i ly  b e  based on causa l  reasoning about 

t h e  system. 

Aiding based on a q u a l i t a t i v e  model of t h e  system seems t o  deserve  con- 

s i d e r a t i o n  because t h e  human's causa l  reasoning i s  a l s o  claimed t o  be  q u a l i t a -  

tive. The q u a l i t a t i v e  model w i i l  be a b l e  t o  p r e d i c t  and desc r ibe  t h e  system 

even t s  which are be l i eved  t o  b e  important  t o  human reasoning. This  should 

cause  t h e  information produced by the  model t o  be  h ighly  compatible  wi th  t h e  

human information processing. 

One purpose of t h i s  experiment i s  t o  t es t  t h e  v a l i d i t y  of t h i s  a i d i n g  

approach. More d e t a i l e d  i n t e r e s t  i s  i n  t h e  r e l a t i v e  e f f e c t i v e n e s s  of d i f f e r e n t  

a i d i n g  information t h a t  can be  provided by t h e  model. I n  t h e  next s e c t i o n ,  

t h e  experiment planned f o r  t h i s  purpose i s  descr ibed.  The des ign  of experiment 

and t h e  a n a l y s i s  of r e s u l t s  a r e  discussed i n  t h e  l a s t  sec t ion .  

11. The Experiment 

This s e c t i o n  begins  wi th  a br ie f  d e s c r i p t i o n  of t h e  O r b i t a l  Refuel ing 

System ( O R s ) ,  which is t h e  con tex t  of problem so lv ing  i n  t h e  experiments ,  and 

t h e  i n t e r f a c e .  A more d e t a i l e d  d iscuss ion  may be found i n  t h e  previous papers  
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[Proceedings of t h e  1986 IEEE I n t e r n a t i o n a l  Conference on Systems, Man, and 

Cyberne t ics ,  pp.1222-1227; IEEE Transact ions on Systems, Man, and Cyberne t ics ,  

t o  appear ]  and t h e  t h e s i s  proposal.  Then, a d e s c r i p t i o n  of t h e  experiment i n  

terms of problems, independent and dependent v a r i a b l e s ,  s u b j e c t s ,  and t r a i n i n g  

w i l l  follow. 

In t h e  ORs as descr ibed i n  t h e  t h e s i s  proposal ,  as i n  most p l a n t s ,  i t  i s  

no t  p o s s i b l e  t o  test  each component d i r e c t l y .  A d i agnos t i c  hypothes is  can only 

be  examined i n d i r e c t l y  through t e s t i n g  opera t ions .  Because of t h i s ,  t h e  diag-  

n o s i s  of a novel  f a i l u r e  i n  t h i s  s y s t e m  w i l l  more heav i ly  r e l y  on causa l  rea- 

soning. This  makes t h e  ORs a good problem so lv ing  con tex t  f o r  our experiment. 

The ORS i s  q u a l i t a t i v e l y  i imulated on t h e  center ' s  Vax 111780 computer. 

The i n t e r f a c e  has  four  windows (F igure  1). The schematic window shows a 

schematic  diagram of t h e  ORs. The commanded p o s i t i o n s  of va lves  are  shown on 

Figure  1. The O R s  I n t e r f a c e  
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t h e  schematic. Below t h e  schematic, t h e  operator’s commands are echoed i n  t h e  

i n t e r a c t i o n  window. The ope ra to r  can open/close valves, read  t h e  t i m e  der iva-  

t i v e  of a p res su re  sensor ,  and compare two p res su re  sensors .  The output  from 

t h e  above sensor  d i sp l ay  commands i s  d isp layed  i n  t h e  senso r  window. Under 

cer ta in  a i d i n g  cond i t ions ,  suggested sensor  readings  w i l l  a l s o  be d i sp layed  i n  

t h i s  window. The hypothesis  window i s  used only wi th  an a i d i n g  f e a t u r e .  It 

d i s p l a y s  a set of hypotheses s e t  by t h e  operator .  These hypotheses are  simply 

s t a t e  assignments t o  components. 

For  each problem, t h e  sub jec t  i s  g iven  a de tec t ed  symptom and asked t o  

d iagnose  t h e  malfunct ion as p rec i se ly  as poss ib le .  There may be one o r  two 

bad components. When two compoaents are bad, t h e  sub jec t  i s  t o l d  of one m a l -  

f u n c t i o n  and i s  asked t o  f i n d  the  o ther .  The problems inc lude  v a l v e  l eaks ,  

p i p e  l e a k s ,  blocked va lves ,  a check v a l v e  f a i l u r e ,  a r e l i e f  vent  l e a k ,  and 

senso r  f a i l u r e s .  

-Variables 

The e f f e c t s  of d i f f e r e n t  a id ing  informat ion  w i l l  be examined. Each type  

of information correspondents  t o  a hypothesized,  model-based process ing  t h a t  

t h e  ope ra to r  does during d iagnos is .  The f i r s t  processing i s  c a l l e d  N ,  which 

i s  t o  p r e d i c t  t h e  normal system behavior a f t e r  a g iven  opera t ion .  The second 

i s  0, which i s  t o  envis ion  t h e  ac tua l  system behavior  from l i m i t e d  observa- 

t i on .  The t h i r d  i s  0-N, t h e  d i f f e rence  between 0 and N ,  which is o f t e n  cru-  

c i a l  i n  an e f f i c i e n t  search f o r  the d iagnos is .  The l a s t  process ing  i s  c a l l e d  

0-H, which c a l c u l a t e s  t h e  d iscrepancies  between t h e  observed system response  
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and t h e  operator’s hypothesis.  

JleuBku- 

Many d i f f e r e n t  performance measures were t r i e d  w i t h  our d a t a  from t h e  

p i l o t  experiment. The number of information ga the r ing  a c t i o n s  (#IGA) appears 

t o  b e  a c l e a r  a l t e r n a t i v e  t o  t h e  t h e  t o  s o l v e  (TIME). An information gather-  

ing a c t i o n  i s  judged t o  be e f f e c t i v e  when i t  reduces t h e  s i z e  of f e a s i b l e  

hypothesis  set. To achieve t h i s ,  an I G A  should be a b l e  t o  remove a t  least one 

hypo thes i s  from t h e  f e a s i b l e  set. I n  a d d i t i o n ,  it must no t  be redundant w i th  

respect t o  t h e  information so f a r  c o l l e c t e d .  We have denoted t h e  number of 

e f f e c t i v e  IGA’s by QEIGA, and t h a t  of i n e f f e c t i v e  ones by #IIGA. 

The p i l o t  experiment showed t h a t  # I I G A  is  a good p r e d i c t o r  of TIME (r =) 

0.83; p < 0.01). Although seve;‘al o the r  measures were examined wi th  t h e  d a t a ,  

they e i t h e r  turned out t o  have i n s u f f i c i e n t  r e s o l u t i o n  o r  showed h igh  c o r r e l a -  

t i o n s  wi th  t h e  above measures. Thus, t h e  aboves w i l l  be  t h e  most important 

measures i n  t h e  main experiment. However, o t h e r  measures will be c o l l e c t e d  f o r  

supplementary 

Time : 

#IGA : 

#EIGA: 

#I IGA:  

#BT : 

#BH : 

#RT : 

ana lys i s .  The measures are: 

T ime  t o  s o l v e  t h e  problem 

To ta l  number of Information Gathering Act ions 

Number of E f f e c t i v e  I G A  

Number of I n e f f e c t i v e  I G A  

Number of Bad Tests  of Good Hypotheses 

Number of Good Tests of Bad Hypotheses 

Number of Redundant Tests 
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Eighteen t o  twenty four  undergraduates i n  t h e  ISyE 3010 class w i l l  serve 

as v o l u n t e e r  sub jec t s .  The sub jec t s  w i l l  receive e x t r a  c r e d i t  f o r  p a r t i c i p a t -  

ing  t h i s  experiment. They a r e  motivated by g iv ing  d i f f e r e n t  e x t r a  c r e d i t  

according t o  t h e i r  performance: 7% f o r  top  one t h i r d  of t h e  s u b j e c t s ,  6% f o r  

t h e  next  one t h i r d ,  5% f o r  t h e  rest. 

The goa l  of our t r a i n i n g  is t o  f a c i l i t a t e  t h e  s u b j e c t s  wi th  c o r r e c t  

c a u s a l  reasoning about t h e  ORs and reasonably s t a b i l i z e d  d i a g n o s t i c  s k i l l s .  

However, i f  a s u b j e c t  i s  exposed t o  a kind of problem several t i m e s  i n  a s h o r t  

per iod ,  t h e  s u b j e c t  may develop d i agnos t i c  procedures t h a t  do not  r e q u i r e  

c a u s a l  reasoning. That means t h e  problems become r o u t i n e  f a i l u r e s  r a t h e r  than  

novel ones t o  t h e  sub jec t s .  - 
Two t r a i n i n g  se s s ions  w i l l  prepare t h e  s u b j e c t s  f o r  t h e  f i n a l  experiment. 

Tra in ing  s e s s i o n  1 starts wi th  bas i c  p r i n c i p l e s  der ived  f tom f l u i d  dynamics. 

Then, p o s s i b l e  malfunct ions f o r  each component are discussed.  F i n a l l y ,  t h e  

s u b j e c t s  w i l l  undertake a simulated ORS mission,  dur ing  which envis ioning  of 

normal system response i s  pract ised.  Session 2 t eaches  elementary d i a g n o s t i c  

procedures such as checking a sensor b i a s  o r  a va lve  leak. The sub jec t  then  i s  

r equ i r ed  t o  p lan  t e s t i n g  procedures f o r  f i v e  t y p i c a l  hypotheses. Each pro- 

cedure w i l l  be  d iscussed  wi th  t h e  experimenter u n t i l  t h e  s u b j e c t  develops (and  

understands)  a c o r r e c t  procedure. The sub jec t  then  s o l v e  t h r e e  real  problems 

as exe rc i se s .  Sess ion  1 usua l ly  takes  1 t o  1.5 hours. Sess ion  2 is normally 

t akes  2 hours,  bu t  v a r i e s  depending on t h e  subject’s  pace. 

The performance of sub jec t  i n  t h e  t r a i n i n g  s e s s i o n s  i s  c l o s e l y  monitored. 

The p r i n c i p l e s  p a r t  con ta ins  many ques t ions  t o  a s c e r t a i n  proper understanding. 
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The answers a re  checked dur ing  t h e  same s e s s i o n  am,  whenever necessary,  d i s -  

cussed  again.  Problem so lv ing  exe rc i se s  are  a l s o  a t t ended  by t h e  experimenter  

and necessary  d i scuss ion  o r  re-explanation i s  provided. The r e s u l t  i s  t h a t  

i n i t i a l l y  poorer s u b j e c t s  w i l l  spend more t i m e  i n  t r a i n i n g  r a t h e r  t han  end 

w i t h  poor understanding. Our experience i s  t h a t  by t h e  end of t h e  second ses- 

s i o n ,  s u b j e c t s  performed s a t i s f a c t o r i l y  and showed l i t t l e  a d d i t i o n a l  improve- 

ment i n  d i a g n o s t i c  s k i l l .  

111. Experimental Design 

The f e a t u r e s  w i l l  be  examined by t h r e e  experiments.  The d i s p l a y  of a id-  

ing  informat ion  c o n s t r a i n s  those  f e a t u r e s  t h a t  can be  t e s t e d  toge ther .  A sub- 

ject  should no t  b e  exposed t o  both N and 0 f e a t u r e s  s i n c e  seve re  i n t e r f e r e n c e  

i s  expected. This  i s  because 0 and N information i s  d isp layed  i d e n t i c a l l y  b u t  

has  d i f f e r e n t  meaning. 

0-H and 0-N f o r  t h e  same reason should no t  b e  used toge ther .  When 0-H i s  

used, it acts a s  0-N u n t i l  t h e  subjec t  expresses one o r  more hypotheses. This  

makes a d i r e c t  comparison between 0-N and 0-H d i f f i c u l t .  Even i f  0-H r e a l l y  

improves t h e  performance, i t s  con t r ibu t ion  w i l l  be  depend on t h e  ex ten t  t o  

which a s u b j e c t  uses  it. Dif fe ren t  performance c r i t e r i a  need t o  be  used t o  

e v a l u a t e  t h e  p o t e n t i a l  b e n e f i t  of 0-H. (The frequency of bad hypothes is  tes t -  

ing  (#BT) should be emphasized r a t h e r  than t i m e  t o  s o l v e  (Time). The r a t i o  of 

#EIGA and #'IIGA wi th  or  without  a hypothes is  s e l e c t e d  may a l s o  be  compared. 

These comparisons need t o  be made aga ins t  t h e  0-N a i d i n g  condi t ion.)  
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The above cons ide ra t ions  l e d  t o  t h e  fo l lowing  t h r e e  sepa ra t e  experiments.  

1. 

2. Test  of 0, 0-N, a g a i n s t  unaided s i t u a t i o n  

3. Test  of 0-€I a g a i n s t  0-N 

T e s t  of N a g a i n s t  unaided s i t u a t i o n  

Dif fe rences  i n  t h e  complexity of problems and d i f f  erences between u s e r s  

a re  expected t o  in t roduce  l a r g e  v a r i a t i o n  i n  t h e  performance. To enhance t h e  

e f f i c i e n c y  of t h e  experiment, a Lat in  square  des ign  which uses  problem and 

s u b j e c t  as two blocking v a r i a b l e s  is des i r ab le .  The t rea tment  l e v e l s  w i l l  be  

counterbalanced f o r  p r a c t i c e  e f f e c t s .  Also, t h e  L a t i n  square  des ign  may be  

r e p l i c a t e d  t o  a t t a i n  enough d a t a  points .  This  des ign  i s  used f o r  a l l  t h r e e  

experiments. The ANOVA t a b l e  f o r  t h i s  des ign  i s  g iven  i n  Appendix A. The 

f i r s t  experiment t o  eva lua te  t h e  N f e a t u r e  i s  shown i n  F igure  2. Figure  3 

shows t h e  experiment f o r  t e s t i n g  0 and 0-N f ea tu res .  
- 

The above des ign  does n o t  estimate i n t e r a c t i o n s  

e f f e c t s  are of i n t e r e s t .  There is no hypothes is  

PROBLEMS 

P1 P2 P3 P4 

- N 

N 

N 

- s1 N 
s2 

SUBJECTS s3 N 
s4 
s5 N 
S6 

N 

N 

N 

- N 

N 

N 

- - - - - 
- - - - 

because only f i r s t  o rde r  

t h a t  corresponds t o  a n  

F igure  2. L a t i n  Square Design f o r  N e f f e c t s  i n  Experiment 1. 

7 



P1 P2 

s1 - 0 
s2 0 0-N 

SUBJECTS S3 0-N - 
s4 - 0-N 
s5 0 
S6 0 - N  0 

- 

PROBLEMS 

P3 

0-N 

0 
0 

0-N 

- 

- 

P4 P5 P6 

- 0-N 0 
0 - 0-N 

- 0 0 - N  
0 0-N - 

0 

- 0-N 0 

0 - N  - 

Figure  3. Lat in  Square Design f o r  0 and 0-N i n  Experiment 2. 

i n t e r a c t i o n  between 0 and 0-N. 

Pa i rwise  comparisons w i l l  b e  executed us ing  procedures by Tukey, Bonf er- 

r o n i ,  and Sche f fe  [J. Neter and W. Wasserman, "Applied Linear  S t a t i s t i c a l  

Models", 1974, I rwin] .  S ince  t h e  sample s i z e  i s  balanced,  t h e  Tukey test can  
- 

be used and i s  expected t o  be  most s e n s i t i v e .  

In t h e  t h i r d  and f i n a l  experiment, t h e  0-H op t ion  i n  t h e  0-N f e a t u r e  w i l l  

be t e s t e d  a g a i n s t  0-N f e a t u r e  only. A s  i n  t h e  t e s t  f o r  N ,  6 s u b j e c t s  W i l l  b e  

used f o r  t h i s  ana lys i s .  

a 



Appendix A.  

Where, 

p : Number of s u b j e c t s ,  problems 

n : Number of replications 

.. 
ANOVA Table 

f o r  Replicated L a t i n  Square Design without I n t e r a c t i o n  

9 
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;fuel. lsp 
i physical modeling representation and manipulation 
i John M. Hammer 
i 3/10/87 
;(component 
i (name 0 )  
; (type 0 )  
; (ports 
i ( sf -1 ist 
; (port 
i (type 0 )  
i (name 0)  
# (pressure 0 )  
i (flow 0 )  
i (connection 
i (tie-point 
i (component-name 0 )  
i (port-name 0)  
i 1 
? 1 
i (port 
i (type 0 )  
i (name 0 )  
; (pressure 0 )  
i (flow 0) 
P (connection 
i (tie-point 
i (component-name 0 )  
i (port-name 0 )  
i 1 
i 1 
i 1 isf-list 
; (state-variables 
i (sf-1 i st 
I (state-variable 
i (mass 0 )  
i 1 
i 1 
P 1 
i (parameters 
i ef -1 ist 
0 (parameter 
i (resistance 0 )  
i (value 0 )  
i 
i (parameter 
i (volume 0)  
i (value 0 )  
i 
i (behaviors 
P ( sf -1 i et 
i (behavior 
I (cond (<expr>) 1 
i (eqns (sf-list <ar> <ar> <ar>)) 
i 1 
i (behavior 

0 

0 

0 

P 

0 
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i (cond ( <expr> 1 1 
i (eqns (sf-list <ar> <ar> <ar>)) 
i 1 
I 1 isf-1 ist 
i 
i <expr> 
i an expr is either an ar (defined below) or the and of 
i a list of ars: 
i <expr > : : = <ar > 
i ::= pand <ar> <ar> ... <ar> 
; <ar> 
i an algebraic relationship, which could be an equation or an 
i inequality (possibly a constraint) 
i examples: 
i a - 1  (peq a 1) 
i b < 3  (p< b 3) 
i x+y=z-q (peq (p+ x y) (p- z q ) )  
I 
; in ports and parameters, there are slot names that are physical 
; dimensiens (e.g., resistance, pressure, flow) 
; an example o f  a valve 
;(component 
, 
i 

I 
i 
i 
i 
i 

i 
i 
i 
i 
i 

i 
i 
i 
i 
i 
i 
i 
i 
i 

i 

i 

i 
i 
i 
i 

. , 

9 

9 

. 
I 

. 
1 

9 

I 

(nime (valve14)) 
(type (valve)) 
(ports 

( sf-1 ist 
(port 
(type (liquid)) 
(name (in-port)) 
(pressure (in-pressure)) 
(flow (flow)) 
(connection 
(tie-point 

(component-name (pipe-7)) 
(port-name (left-port)) 
1 

1 
(port 
(type (liquid)) 
(name (out-port)) 
(pressure (out-pressure)) 
(flow (flow)) 
(connection 

(tie-point 
(component-name (pipe-4)) 
(port-name (right-port)) 
1 

1 
(port 

(type (electrical)) 
(name (control)) 
(voltage (v-in)) 
(connection 

(tie-point 
(component-name (wire-3)) 
(port-name (left-end)) 
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i 
i 
I 1 
i 1 isf-list 
i (parameters 
i 1 
i (behaviors 
i ( sf  -1 i st 
i (behavior 
i (cond ((peq v-in 'high))) 
c (eqns 
i (sf-1 ist 
c (peq in-pressure out-pressure) 
c 1 
i 1 
i 
i ( behavior 

(cond ((pneq v-in 'high))) 
c (eqns 
I ( s f  -1 ist 
I (peq flow 0 )  
i 1 
i 1 
i 1 
i 1 isf-1 ist 
; );behaviors 
i );component 
i example of a tank 
;(component 
; (name (tank1311 
; (type (tank)) 
; (ports 
I 
i (port 
i (type (liquid)) 
i (name (in-port)) 
i (pressure (in-pressure)) 
i (flow (in-flow)) 
3 (connection 
i (tie-point 
i (component-name 0 )  
i (port-name 0 )  
i 1 
i 1 
i (port 
i (type (liquid)) 
i (name (out-port)) 
i (pressure (out-pressure)) 
i (flow (out-flow)) 
i (connection 
i (tie-point 
i (component-name 0 )  
i (port-name 0 )  
i 
i 1 
i 

0 

I 

0 

0 

0 ( sf -1 is t 

1 ; sf -1 ist 
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i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
i 
; 

(parameters 
( sf -1 i s t 
(parameter 
(mass (maximum-mass)) 
(value (1700)) 
1 

(sf-list 
(state-variables 

(state-variable 
(mass (contents)) 
1 

1 
1 

(behaviors 
( sf -1 i s t 

4 cond 
(behavior 

(pand 
(p< contents maximum-mass) 
(p< 0 contents) 
1 

1 
(eqns 

( sf -1 i st 
(peq (pd/dt contents) (p- inflow out-flow)) 
(peq in-pressure (p+ contents ,311) 
(peq out-pressure (p+ contents .31))  
1 

1 

(behavior 
(cond 
(peq contents maximum-mass) 

' 1  
(eqns 

(peq in-flow out-flow) 
(peq in-pressure out-pressure) 
1 

1 

(cond 
(peq contents 0 )  
1 

(eqns 
(peq out-flow 0 )  
1 

(behavior 

1 
isf-list 

);behaviors 
);component 

;syntax of slot-filler objects 
i <sf> ::= ( <header> ( <slot> ( <filler> ) )  ( <slot> ( <filler> 1 )  ... 
i <header> ::= <symbol> 

i <filler> ::= <atom> 
i <slot> . .. .= <symbol> 
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I I:' <sf> 
s ::= sf-list <sf>  <sf> ... <sf> 
i ::= an expression to be eval-d (this is kludgy) 
; <symbol> ::= denotes a lisp symbol 
i 
i 
i 

. 
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A DEEP--0NING AID FOR DEEP-REASONING FAULT DIAGNOSIS 

Wan C. Yoon and John H. Hammer 
Center f o r  Man-Machine Systems Research, Georgia I n s t i t u t e  of Technology, 
A t l an ta ,  Georgia 30332 

ABSTRACT 
‘Wan C. Yoon and John H. Hammer, 1987. A deep reasoning a i d  f o r  deep-reasoning 

f a u l t  diagnosis .  Human-Computer I n t e r a c t i o n ,  Vol 2 (G. Salvendy, ed.) 

The d e s i g n  and a n  experimental  e v a l u a t i o n  are presented f o r  a n  i n t e l l i g e n t  
a i d  f o r  a human o p e r a t o r  who must diagnose a novel f a u l t  i n  a p h y s i c a l  system. 
A novel f a i l u r e  i s  d e f i n e d  as one t h a t  t h e  ope ra to r  has  n o t  experienced i n  
e i t h e r  real system o p e r a t i o n  or  t r a in ing .  When t h e  o p e r a t o r  must diagnose a 
novel f a u l t ,  deep reasoning abou t  t h e  behavior  of t h e  system is  requ i r ed .  The 
a i d  c o n t a i n s  f e a t u r e s  t h a t  support  such reasoning. One of t h e s e  i s  a q u a l i t a -  
t ive,  component-level model of t h e  phys i ca l  system. Both t h e  a i d  and t h e  
human are a b l e  t o  reason c a u s a l l y  about t h e  system i n  a c o o p e r a t i v e  sea rch  f o r  
a diagnosis .  The human d i a g n o s t i c  performance improved by almost a f a c t o r  of 
two when t h e  a i d  presented t h e  information of observed system behavior  or  t h e  
d i f f e r e n c e  between observed and normal behavior.  

1 INTRODUCTION 

I n  h igh ly  automated systems, the human o p e r a t o r  is  p r i m a r i l y  a monitor  and 

An important monitoring f u n c t i o n  i s  diagnosing 

The c u r r e n t  approach 

’ t o  f a u l t  d i a g n o s i s  i s  t o  t r a i n  the o p e r a t o r  t o  d e a l  w i t h  r e l a t i v e l y  common 

The t r a i n i n g  might t e a c h  t h e  o p e r a t o r  t o  use  symptoms t o  d i s t i n g u i s h  

supe rv i so r  [Rasmussen, 19831 
equipment f a u l t s ,  a d i f f i c u l t  t a s k  i n  automated systems. 

I 

f a u l t s .  

f a u l t s  and t o  fo l low procedures  to  c o r r e c t  them. While t h i s  approach should - 
be s u c c e s s f u l  w i t h  common f a u l t s ,  i t  does n o t  suppor t  d i a g n o s i s  of novel 

f a u l t s .  A common sense  b u t  unsuccessful  approach t o  h e l p  o p e r a t o r s  diagnose 

novel f a u l t  is  t o  teach them t h e  p r i n c i p l e s  of o p e r a t i o n  of t h e  system. With 

t h i s  t h e o r e t i c a l  knowledge, t h e  ope ra to r s  should be a b l e ,  i n  p r i n c i p l e ,  t o  

diagnose any f a i l u r e .  Unfortunately,  t h e r e  i s  l i t t l e  evidence t h a t  t h e o r e t i -  

cal  knowledge h e l p s  o p e r a t o r s  diagnose f a i l u r e s  [Morris and Rouse, 1985a,b]. 

A l o g i c a l  consequence of t h i s  obse rva t ion  might b e  t o  pu t  t h e o r e t i c a l  

knowledge i n t o  t h e  a i d  r a t h e r  than t h e  operator .  

I 

Our a i d  is based on deep, causal reasoning about t h e  system. There are  

s e v e r a l  advantages t o  t h i s  approach. F i r s t ,  novel f a u l t  d i a g n o s i s  i s  normally 

considered t o  b e  knowledge-based reasoning [Rasmussen, 1983 1 . Hence, it seems 

a p p r o p r i a t e  f o r  an i n t e l l i g e n t  a i d  t o  reason causa l ly .  Second, t h i s  approach 



should b e  more r e l i a b l e  and robust. The system knowledge is r e p r e s e n t e d  a t  

. t h e  component level. Because components are s m a l l  and comprehensible,  i t  

should b e  p o s s i b l e  t o  create r e p r e s e n t a t i o n s  t h a t  are c o r r e c t ,  perhaps even 

Provably so. These p o i n t s  support  t h e  b e l i e f  t h a t  causal reasoning can  c o v e r  

a wide r  range of f a u l t s  [Davis, 1984). 

8 

I n  s p i t e  of t h e  power of t h e  i n t e l l i g e n t  a i d ,  w e  b e l i e v e  t h e r e  are several 

reasons t o  keep t h e  human i n  command of t h e  problem solving. F i r s t ,  d i agnos ing  

a novel f a i l u r e  may r e q u i r e  t h e  human t o  extend t h e  aid's modelr Second, when 

d i a g n o s i s  i nvo lves  ope ra t ing  t h e  system (e.g., opening v a l v e s ,  s t a r t i n g  

motors) ,  i t  would b e  b e t t e r  t o  l eave  t h e s e  o p e r a t i o n s  t o  t h e  human. Th i rd ,  

c a u s a l  r eason ing  i s  slow because t h e  d i agnos i s  problem i s  a combina to r i a l  

search.  It may be t h a t  t h e  human and t h e  a i d  may b e  b e t t e r  a b l e  t o  f i n d  a 

s o l u t i o n  c o o p e r a t i v e l y  than e i t h e r  c a n  alone. This  i s  p o s s i b l e ,  even neces- 

. -  sary, f o r  two reasons. ' .  The human has  b e t t e r  p a t t e r n  r e c o g n i t i o n  c a p a b i l i t i e s  

and can  make i n d u c t i v e  leaps. Second, t h e  human may need t o  r e s o l v e  ambigui- 

t i es  i n h e r e n t  i n  t h e  aid's model. 

I n  t h e  subsequent s e c t i o n s  of t h i s  a r t i c l e ,  w e  w i l l  d i s c u s s  t h e  system and 

, t h e  experimental  t a s k ,  t h e  i n t e r f a c e ,  t h e  model of human information process- 

i ing,  t h e  a i d s ,  and t h e  experim'ental r e s u l t s .  

2 THE SYSTEM AND THE TASK - 
2.1 msvstem 

The O r b i t a l  Refueling System (ORs), a NASA-designed payload on t h e  Space 

S h u t t l e ,  vas s e l e c t e d  f o r  s tudy [NASA, 19851. The f u n c t i o n  of t h e  ORS i s  t o  

r e f u e l  o r b i t i n g  satell i tes w i t h  hydrazine,  w i th  t h e  o b j e c t i v e  of extending 

t h e i r  u s e f u l  s e r v i c e  l i f e .  As shown i n  F igu re  1, t h e  ORs f l u i d  system con- 

' t a i n s  a v a r i e t y  of components such as t anks ,  v a l v e s ,  p ipes ,  e t c .  The o p e r a t o r  

c o n t r o l s  t h e  s imulated ORs by opening and c l o s i n g  valves .  T r a n s f e r r i n g  f u e l  

from p r o p e l l a n t  tank 1 t o  p rope l l an t  tank 2 might proceed as fol lows.  F i r s t ,  

tank 2 p r e s s u r e  is  reduced. by momentarily opening v a l v e s  10, 11, 13 , and 17. 

Second, t ank  1 is  p res su r i zed  by opening v a l v e s  1, 3 ,  and 7. Gaseous n i t r o g e n  

w i l l  flow o u t  of t h e  two s m a l l  supply tanks,  be p r e s s u r e  r e g u l a t e d ,  and f i l l  

tank 1 on one s i d e  of t h e  bladder.  To t r a n s f e r  f u e l  t o  tank 2 ,  va lves  5 ,  14, 

15, 1 6 ,  and 9 would b e  opened. Because t h i s  v e r s i o n  of t h e  ORS w a s  f o r  

demonstrat ion purposes , a l l  t r a n s f e r s  t a k e  p l a c e  between t h e  two l a r g e  t a n k s  

r a t h e r  t han  t o  a s a t e l l i t e  f u e l  tank. There are several assemblies  whose pur- 

pose w a s  n o t  explained i n  t h e  above example. The r e l i e f  v a l v e s  RV1 and RV2 

s e r v e  as a s a f e t y  p re s su re  r e l i e f .  Check v a l v e  CV1 p reven t s  backflow i n t o  t h e  

g a s  system. The b l adde r s  i n  tank 1 and 2 serve t o  i s o l a t e  t h e  f u e l  from t h e  

p r o p e l l a n t  and a l s o  t o  c o n t a i n  the f u e l  i n  t h e  w e i g h t l e s s n e s s  of space. Some 

components (e.g., va lves  10 and 11) may seem redundant ;  they a r e  so by d e s i g n  



f o r  t v o  f a i l u r e  tolerance.  

. 

2.2 * T a s k  
The operator 's  t a s k  i a  t o  diagnose t h e  f a i l u r e  i n  t h e  system. T h i s  

r e q u i r e s  t h e  ope ra to r  t o  manipulate and observe t h e  system, because a diag-  

n o s i s  cannot b e  determined uniquely from an  obse rva t ion  of a state  v e c t o r  a t  a 

s i n g l e  p o i n t  i n  time. The d i agnos i s  t a s k  i s  d i f f i c u l t  f o r  t h e  f o l l o w i n g  rea- 

sons. F i r s t ,  a l l  component t e s t i n g  must b e  done i n  t h e  c o n t e x t  of t h e  system. 

. It i s  n o t  p o s s i b l e  t o  remove a component f o r  i s o l a t e d  t e s t i n g .  Thus, every 

d i a g n o s t i c  test  r e q u i r e s  n o n t r i v i a l  i n t e r p r e t a t i o n .  Second, t h e  d a t a  are lira- 

i t e d  and may c o n t a i n  one o r  more e r r o r s .  There are seven p r e s s u r e  s e n s o r  

r ead ings  and f o u r t e e n  cormnanded valve p o s i t i o n s .  Both c a n  c o n t a i n  a n  e r r o r .  A 

p r e s s u r e  senso r  may r e p o r t  a f a l s e  reading or a valve may disobey i t s  command. 

The consequences are t h a t  an  unaided d i a g n o s i s  can e a s i l y  r e q u i r e  t e n  minutes.  

I 

3 AIDING WITH A QUALITATIVE MODEL 

This  s e c t i o n  d e s c r i b e s  t h e  i n t e r f a c e ,  our model of opera to r  i n fo rma t ion  

p rocess ing ,  and t h e  aids .  The i n t e r f a c e  -. has f o u r  windows: schematic,  i n t e r a c -  

Figure 1. The Orb i t a l  Refuel ing System (ORs). i 
~ 



t ion ,  sensor  d i s p l a y ,  and hypotheses. 

The schematic window d i s p l a y s  a schematic diagram of t h e  ORS. The 

schematic  always shows t h e  c-anded states of t h e  va lves .  C e r t a i n  forms of 

a i d i n g  (descr ibed  below) change t h e  d i sp lay  of pa ths  a long  which mass may 

flow. The appearance of t h e  schematic i s  s imi l a r  t o  F i g u r e  1. 

The i n t e r a c t i o n  window i s  where t h e  operator 's  commands appear. The com- 

mands a v a i l a b l e  t o  t h e  ope ra to r  include t h e  fol lowing:  

1. Opening and c los ing  valves.  

2. Comparing two pressures .  On a real  phys ica l  system, t h e  numerical  

p re s su re  could be  d isp layed  on t h e  schematic. When a q u a l i t a t i v e  

model is used, t h e r e  i s  no scale i n  gene ra l  t o  which a p r e s s u r e  c a n  b e  

r e fe r r ed .  In s t ead ,  the sub jec t  may r eques t  t h e  r e l a t i o n s h i p  (<, =, >) 

. between two pres su res  o r  between a p res su re  and a nominal r e f e r e n c e  

p res su re  such as abso lu te  z e r o  o r  t h e  regula tor ' s  des ign  set  point .  

3. Display of t h e  f i r s t  d e r i v a t i v e  of p re s su re  ( p o s i t i v e ,  zero ,  o r  nega- 

t ive)  . 
4. Turning t h e  what-if model a i d  (descr ibed  below) on and o f f ,  and stat- 

ing hypotheses t o  t h e  what-if model a id .  When t h e  what-if model i s  

on, t h e  open, c lose ,  and comparison commands apply  bo th  t o  t h e  system 

and t h e  uhat- i f  model. 

The senso r  d i s p l a y  con ta ins  t h e  output  f r m  t h e  comparison conrmand: t h e  

r e l a t i o n s h i p  between t v o  pressures  o r  t he  f i rs t  d e r i v a t i v e  of a pressure.  The 

what-if model, i f  a c t i v a t e d ,  has i t s  corresponding o u t p u t  d i sp l ayed  side-by- 

s i d e  w i t h  t h e  system model. 

The hypotheses window w i l l  d i s p l a y  any hypotheses t h a t  t h e  o p e r a t o r  

expresses  through commands i n  the  i n t e r a c t i o n  window. 

4 A MODEL OF OPEBATOR INFORMATION PROCESSING 

4.1 Observation - AStrateeiee 
Our model of opera tor  information process ing  d i r e c t l y  inf luenced  t h e  

des ign  of t h e  a ids .  From t h e  observat ion of d i a g n o s t i c  behavior ,  w e  had iden- 

t i f i e d  t h r e e  s t r a t e g i e s  t h a t  Subjects  used: hypothesis-dr iven e v a l u a t i o n ,  

data-dr iven eva lua t ion ,  and topographic sea rch  [Yoon and Hammer ,  1987). 

Hypothesis-driven eva lua t ion  s t a r t s  wi th  t h e  planning of a t e s t  procedure f o r  

a g iven  hypothesis .  A t e s t  plan would b e  d i a g n o s t i c  i f ,  g iven  t h a t  t h e  

hypothes is  i s  t r u e ,  t h e  response Of t h e  system t o  t h e  test  i s  unique t o  the 

hypothesis .  When a s u f f i c i e n t l y  d i agnos t i c  t e s t  has been planned, t h e  t e s t  i s  

executed and i t s  r e su l t  evaluated. Because t h e  hypothes is  needs t o  be e x p l i -  

c i t  enough t o  enab le  t h e  p r e d i c t i o n  of i t s  r e s u l t i n g  system behavior ,  t h i s  

s t r a t e g y  i s  most ly  used i n  t h e  l a t e r  phase of d iagnos is .  
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With data-dr iven eva lua t ion ,  t h e  s u b j e c t  f i r s t  examines a p iece  of d a t a  t o  
determine i f  i t  i s  worth c l o s e r  a t t e n t i o n .  This  examination is  done by com- 

p a r i n g  t h e  d a t a  t o  t h e  expected system behavior.  I f  t h e  d a t a  t u r n s  ou t  t o  be 

unexpected (Le., n o t  explained i n  terms of p rev ious ly  observed symptoms o r  

normal behav io r ) ,  t hen  hypotheses are formulated t o  e x p l a i n  t h e  data .  Whether 

t h e  fo rmula t ion  i s  s u c c e s s f u l ,  t h i s  p i e c e  of d a t a  i s  remembered as ano the r  

symptom t o  b e  used la te r  during diagnosis .  Since t h i s  s t r a t e g y  does n o t  

r e q u i r e  a well-formed hypothesis ,  i t  w a s  h e a v i l y  employed i n  t h e  i n i t i a l  phase 

of d i agnos i s .  

Topographic s e a r c h  fo l lows  the  connect ions between components t o  t r a c k  

down t h e  sou rce  of t h e  malfunction. I n  c o n t r a s t  t o  hypothesis-driven and 

data-dr iven e v a l u a t i o n ,  i t  does n o t  appear  t o  r e q u i r e  as deep a reasoning 

about d e v i c e  behavior.  ,Thus, i t  is  easier. 

4.2 P Q P ~  nf information -arocessine 
As f r e q u e n t  p a r t s  of sone of t h e  above s t r a t e g i e s ,  t h e  ope ra to r  needs 

presumably t o  do t h e  fo l lowing  types of information processing. F i r s t ,  t h e  

o p e r a t o r  m u s t  e n v i s i o n  t h e  normal behavior  ( L e .  no f a i l u r e s )  o f .  t h e  system. 

Second, t h e  o p e r a t o r  u s e s  e x t e r n a l ,  observable  information (Le.,  p r e s s u r e  

information)  t o  determine unobservable, i n t e r n a l  behavior (i.e., -presence of a 

m a s s  f low,  a l e a k  somewhere i n  a path). Third,  t h e  o p e r a t o r  must form t h e  

d i f f e r e n c e  between t h e  observed and normal system behavior.  These t h r e e  f o m s  

of processing could b e  termed N (normal) ,  0 (observed),  and 0-N (observed 

minus normal) . 
The a i d s  p a r a l l e l  t h e  above three forms of processing. N and 0 a i d i n g  are 

intended t o  h e l p  t h e  o p e r a t o r  w i t h  N and 0 processing,  r e spec t ive ly .  Both are 

d i sp layed  i n  t h e  same way. The schematic d i s p l a y  is modified t o  show b o t h  m a s s  

f low p a t h s  ( t h e  movement of e i t h e r  g a s  o r  l i q u i d )  and equal  p r e s s u r e  paths.  

The de te rmina t ion  of t h e s e  pa ths  is from a system model ( N )  or p r e s s u r e  obser- 

v a t i o n s  ( 0 )  a v a i l a b l e  t o  t h e  a i d .  The a i d  has  e x a c t l y  t h e  same information as 

does t h e  operator .  

0-N a i d i n g  i s  t h e  d i f f e r e n c e  between observed and normal behavior.  This  

information i s  d i sp layed  i n  t h e  sensor d i s p l a y  window i n  t h e  form of suggested 

d a t a  obse rva t ion  commands. This form of a i d i n g  w a s  a l s o  p red ic t ed  t o  b e  u s e f u l  

based on ear l ie r  obse rva t ions  [Yoon and Hammer, 19871. S u b j e c t s  appeared t o  

have d i f f i c u l t y  s e l e c t i n g  e f f e c t i v e  d a t a  t o  observe. 

A f o u r t h  form of a i d i n g ,  0-E, i s  c l o s e l y  r e l a t e d  t o  t h e  t h i r d ,  0-N. O-H 
(observed minus hypothesized)  a iding d i s p l a y s  t h e  d i f f e r e n c e  (as desc r ibed  

above) between t h e  observed behavior and a system w i t h  one or more hypothet i -  

' ca l  f a i l u r e s .  This a i d  a l lows  the o p e r a t o r  t o  set  a hypothesis .  . I f  t h e  



hypo thes i s  i s  c o r r e c t ,  t h e r e  w i l l  b e  no d i f f e r e n c e  between observed and 

hypothesized behavior.  This  a i d  g ives  t h e  o p e r a t o r  an  unambiguous i n t e r p r e t a -  

t i o n  of t h e  c o r r e c t n e s s  of a hypothesis. It does not ,  however, t e l l  t h e  

o p e r a t o r  haw t o  modify t h e  hypothesis i f  it i s  i n c o r r e c t .  

5 EXPERIMENTS AND RESULTS 

5.1 ProcP- 

Tbo experiments were conducted t o  e v a l u a t e  t h e  a ids .  A comparison of N 
v e r s u s  unaided performance was f i r s t  t e s t e d  s i n c e  w e  had ear l ier  observed t h a t  

most s u b j e c t s  found it confusing o r  i r r e l e v a n t .  The more p rospec t ive  a i d s ,  0 

and 0-N, were eva lua ted  i n  t h e  second experiment. S ix  and n i n e  eng inee r ing  

s t u d e n t s  p a r t i c i p a t e d  i n  t h e  f i r s t  and t h e  second experiment, r e spec t ive ly .  

Two t r a i n i n g  s e s s i o n s  preceded t h e  experimental  session.  The f i r s t  ses- 

s i o n  w a s  self-paced i n s t r u c t i o n  on b a s i c  f l u i d  dynamics and t h e  o p e r a t i o n  of 

t h e  ORs. I n  t h e  second ses s ion ,  t h e  s u b j e c t s  p r a c t i s e d  t e s t i n g  v a r i o u s  

hypotheses and solved f i v e  d i a g n o s t i c  problems both wi th  and wi thou t  t h e  a ids .  

The purpose of t h e s e  experiments i n t e n t i o n a l l y  l imi t ed  t h e  u s e f u l  range of 

d i a g n o s t i c  s k i l l  of s u b j e c t s ,  An o v e r t r a i n e d  s u b j e c t  tends t o  develop some 

mechanis t ic  d i a g n o s i s  procedures. These may r e p l a c e  t h e  deep reasoning about  

t h e  system and d e a l  w i t h  t h e  problems as r o u t i n e  f a i l u r e s  r a t h e r  t han  novel 

ones. With too  l i t t l e  t r a i n i n g ,  t h e  subject 's  performance would r e f l e c t  more 

of d e f i c i e n c y  i n  knowledge than  t h e  d i f f i c u l t y  of t h e  problem solving.  For 

t h e s e  reasons,  t h e  experimenter i n t e r a c t e d  wi th  t h e  s u b j e c t s  i n  b o t h  t r a i n i n g  

s e s s i o n s  t o  i n s u r e  proper understanding of t h e  ma te r i a l .  

The s u b j e c t s  s t a r t e d  t h e  experimental  s e s s i o n  wi th  s e v e r a l  a d d i t i o n a l ,  

warm-up e x e r c i s e s  and so lved  s i x  main problems. Keystrokes and v e r b a l  proto- 

c o l s  were c o l l e c t e d .  The performance measures were t h e  time t o  diagnose (TTD) 

and t h e  number of information ga the r ing  a c t i o n s  (#IGA). Problem and s u b j e c t  

were blocking v a r i a b l e s .  Each s u b j e c t  solved t h e  problems w i t h  a n  equa l  

, number of d i f f e r e n t  a i d i n g  levels. A r e p l i c a t e d  L a t i n  square w a s  used. Order 

e f f e c t s  were counterbalanced. Three s u b j e c t s  formed a group, which r e c e i v e d  

t h e  same o r d e r  of a i d s ,  t o  serve as r e p l i c a t i o n s  f o r  t h e  e v a l u a t i o n  of 

i n t e r a c t i o n  terms i n  both experiments twiner,  1962, pp. 538-5431. 

5.2 Results 
The r e s u l t s  of s i g n i f i c a n c e  t e s t s  were same wi th  TTD and #IGA. The e f f e c t  

of N a i d i n g  w a s  somewhat negat ive,  though not s i g n i f i c a n t .  Most s u b j e c t s  s a i d  

a f t e r  t h e i r  s e s s i o n s  t h a t  t h e  a i d  N w a s  r a t h e r  confusing o r  t h a t  i t  w a s  n o t  

t h e  information they were seeking du r ing  t h e  diagnosis .  Both 0 and 0-N a i d s  

showed a p o s i t i v e  improvement i n  d i a g n o s t i c  performance a t  t h e  0.05 s i g n i f i -  
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cance level. The e f f e c t s  of both blocking v a r i a b l e s ,  s u b j e c t  and problem, were 
s i g n i f i c a n t .  But, t h e r e  w a s  no eignif  i c a n t  i n t e r a c t i o n  between any two vari- 

ab le s .  Res idua l  a n a l y s i s  revealed t h a t  l o g a r i t h m i c a l l y  transformed d a t a  b e t t e r  

s a t i s f i e d  t h e  homogeneous va r i ance  assumption. No test  r e s u l t s ,  however, were 

changed by t h e  t ransformation.  It w a s  shown t h a t  0-N and 0 shortened TTD on 
t h e  average by 42% and 341, respect ively.  The a i d i n g  e f f e c t s  appeared similar 
i n  PIGA: 44% d e c r e a s e  w i t h  O-N, 40% wi th  0. 

. .  5.3 

The f o l l o v i n g  obse rva t ions ,  while  no t  t h e  r e s u l t  of hypothesis  t e s t i n g ,  

were a l s o  made du r ing  t h e  course of t h e  experiment. The a i d s  more b e n e f i t e d '  

t h e  problem s o l v i n g  earlier i n  the diagnosis .  This  w a s  expected because one of 

t h e  e f f e c t s  of 0 and ?N was t o  r evea l  abnormal system responses ,  and thus  t o  

s t i m u l a t e  t h e  s u b j e c t  t o  launch a data-dr iven eva lua t ion .  In f a c t ,  0-N a i d i n g  

obviously encourages t h e  s u b j e c t  t o  select  meaningful data , .  Toward t h e  end 

of d i a g n o s i s ,  t h e  s u b j e c t s  developed e x p l i c i t  hypotheses (Le .  hypothesia- 

d r i v e n  e v a l u a t i o n ) ,  and tended t o  be too  h e a v i l y  involved i n  t h e i r  own t e s t i n g  

procedure t o  pay a t t e n t i o n  to- the aid.  In f a c t ,  t h e  a i d i n g  information i s  usu- 

a l l y  no l onge r  relevant t o  t h e  subjects '  h igh ly  d e t a i l e d  hypo thes i s  t e s t i n g .  

To a i d  t h e  f i n a l  phase of diagnosis ,  t h e  a i d  needs t o  know t h e  0perator.s 

hypothesis .  Then, t h e  a i d  could run a modified q u a l i t a t i v e  model according t o  

t h e  hypo thes i s  (E) and c a l c u l a t e  its d e v i a t i o n  from t h e  observed behavior  ( 0 ) .  

The d i f f e r e n c e  0-H may be more r e l evan t  t h a n  0-N t o  t h e  la ter  phase of diag- 

nos i s .  

6 CONCLUSION 
a i d i n g  approach has  been described and eva lua ted  f o r  novel f a u l t  diag-  

n o s i s  i n  complex systems. To t h e  b e s t  of our  knowledge, t h i s  approach i s  

unique i n  t h e  fo l lowing  ways. F i r s t ,  t h e  emphasis i s  on novel r a t h e r  t han  

r o u t i n e  f a u l t s .  Second, i t  contains  a q u a l i t a t i v e  model t h a t  may correspond 

t o  t h e  human's i n t e r n a l  model of t he  system. This  model r e p r e s e n t s  knowledge 

only of how t h e  system behaves. Therefore, t h i s  a i d i n g  approach does no t  r e l y '  

on p rocedura l i zed  knowledge. Third, t h e  q u a l i t a t i v e  model i s  t h e  b a s i s  f o r  

much of t h e  a i d i n g  t h a t  t a k e s  place. 

The q u a l i t a t i v e  model w a s  used t o  h e l p  d i f f e r e n t  t a s k s  of human i n f o m a -  

t i o n  processing.  P r e s e n t a t i o n  of observed system behavior  ( 0 )  improved t h e  

d i a g n o s t i c  performance of sub jec t s ,  while  t h a t  of normal system behavior  (N) 

does not. One i m p l i c a t i o n  i e  t h a t  t h e  p r e d i c t i o n  of c u r r e n t  a c t u a l  system 

behavior  i s  a t a s k  t h a t  needs more help.  Aiding of env i s ion ing  normal system 

behavior acco rd ing  t o  commanded physical c o n f i g u r a t i o n  i s  less e f f e c t i v e  and, 



when emphasized s a l i e n t l y ,  seems t o  i n t e r f e r e  w i t h  t h e  d i a g n o s t i c  reasoning. 

P o i n t i n g  o u t  t h e  abnormality i n  t h e  observed system behavior  (0-N) vas a t  

least  as effective as 0. 

Hore g e n e r a l l y ,  t h e  experiment confirmed t h a t  a deep reasoning d i a g n o s i s  

c a n  b e  a i d e d ,  without  d i s t u r b i n g  t h e  human d i a g n o s t i c  procedure, by providing 

r e l e v a n t  information.  It should b e  emphasized t h a t  t h i s  vas p o s s i b l e  through 

a n  unde r s t and ing  of t h e  o p e r a t o r @ s  information needs and t h a t  a q u a l i t a t i v e  

model cou ld  b e  used t o  gene ra t e  t h e  information t h a t  seemed t o  b e  vel1 

accep ted  f o r  augmenting t h e  human's mental  model. i 
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