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ADDRESSING THE NATION’S CYBERSECURITY
CHALLENGES: REDUCING VULNERABILITIES
REQUIRES STRATEGIC INVESTMENT AND
IMMEDIATE ACTION

Wednesday, April 25, 2007

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON EMERGING THREATS, CYBERSECURITY,
AND SCIENCE AND TECHNOLOGY,
Washington, DC.

The subcommittee met, pursuant to call, at 1:11 p.m., in room
1539, Longworth House Office Building, Hon. James R. Langevin
[chairman of the subcommittee], presiding.

Present: Representatives Langevin, FEtheridge, Green and
McCaul.

Mr. LANGEVIN. The subcommittee will come to order.

The subcommittee is meeting today to receive testimony on Ad-
dressing the Nation’s Cybersecurity Challenges: Reducing
Vulnerabilities Requires Strategic Investment and Immediate Ac-
tion.

Good afternoon, and I want to welcome you to the Subcommittee
on Emerging Threats, Cybersecurity, and Science and Technology
hearing on a need to reduce vulnerabilities in our national critical
infrastructure through investment and action. I would like to begin
by thanking witnesses who appear before us today, and I appre-
ciate your testimony.

I think that last week was certainly an eye-opening experience
for many of us up here. We learned that our Federal systems, in
particular, and privately owned critical infrastructure are all ex-
tremely vulnerable to hacking. These vulnerabilities have signifi-
cant and dangerous consequences.

We learned that the Federal Government has little situational
awareness of what is going on inside our systems. We cannot be
sure how much information has been lost from our Federal sys-
tems, and we have no idea if hackers are still inside our systems,
and we learned that our laws are powerless to stop intruders, even
if compliance with FISMA does not make our systems more se-
cure—] should say even if best compliance with FISMA doesn’t
make our systems more secure.

Now, this week, we are going to continue our conversation from
last week to hear about some promising initiatives that are de-
signed to reverse this trend of government failure.

o))
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I would like to take the opportunity to particularly thank Dr.
Maughan for his service to our country in this field. Dr. Maughan
is leading the cybersecurity research and development effort at the
Department of Homeland Security Science and Technology Direc-
torate. Under his leadership, DHS S&T has funded research that
has resulted in almost one dozen open source and commercial prod-
ucts that provided capabilities such as secure thumb drives, root
kit detection, worm and distributed denial of service detection, de-
fenses against phishing, network vulnerability assessment, soft-
ware analysis and security for process control systems.

His research and development funding is targeting the critical
problems that threaten the integrity, availability and reliability of
our networks. Clearly, he plays a vital role in securing our natural
cyberspace.

But despite the criticality of this mission and the success of the
program, I am troubled that this administration continues its effort
to do what Chairman Thompson calls homeland security on the
cheap.

In the last 7 years, more than 20 reports from such entities as
InfoSec, Research Council, the National Science Foundation and
the National Institute of Justice, the National Security Tele-
communications Advisory Committee, the National Research Coun-
cil and the President’s Commission on Critical Infrastructure Pro-
tection have all urged the government to do more to drive, discover
and deliver new solutions to address cyber vulnerabilities. But look
at what this administration has done to cybersecurity and the re-
search budget at the Department of Homeland Security.

Though this program was slated to receive $22.7 million in fiscal
year 2007, the actual number I received from S&T showed we only
funded this program at $13 million. For fiscal year 2008, the Presi-
dent slashed the budget again, requesting $14.8 million. This is an
$8 million cut from the previous year.

Just listen to some of the important programs that are being cut
or reduced in fiscal year 2007: The budget for the DNSSEC pro-

ram, which adds security to the main system, was reduced
%670,000. The budget for the secure protocols for routing infra-
structure was zeroed out from its original amount of $2.4 million.
The budget for the next generation cybersecurity technologies pro-
gram, which addresses a variety of topic areas aimed at preventing,
protecting against, detecting, responding to and recovering from
large-scale high-impact cyber attacks, was reduced $1,625,000.

Now, I don’t know who is responsible for these cuts, Under Sec-
retary Cohen or Secretary Chertoff or the White House, but reduc-
ing this funding is a serious strategic error by this administration.

Just to understand how little we are spending, for the sake of
comparison, the FBI estimated that, in 2004, that cyber crime cost
companies worldwide around $400 billion. In 2005, the agency esti-
mated that U.S. businesses lost $67 billion. Of course, neither of
these figures can measure the loss of Federal information off our
networks which one day may cost us our technological advantage
over other nations. And those figures don’t count the potential envi-
ronmental losses if a successful attack on our control systems were
to be carried out.
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I am deeply troubled by the lack of foresight this administration
has demonstrated. These efforts are simply too important to be cut.

The Homeland Security Committee is working to demonstrate
the importance of R&D funding in this administration. In our re-
cent authorization bill, we included a provision that would increase
the funding level for the DHS cybersecurity R&D portfolio to $50
million. Democratic efforts over the last several years have been
endorsed by many notable cyber experts, and I appreciate all of
their input and their support.

The tools that will improve or revolutionize our security will not
just appear overnight. Investment today plants seeds for the fu-
ture. But it is incumbent upon the Federal Government to take the
leadership role in this effort.

Again, I want to thank our witnesses for appearing before us
today, and I look forward to hearing your testimony.

PREPARED OPENING STATEMENT OF THE HONORABLE JAMES R. LANGEVIN, CHAIRMAN
SUBCOMMITTEE ON EMERGING THREATS, CYBERSECURITY, AND SCIENCE AND TECH-
NOLOGY

e Ladies and gentlemen, welcome to the Subcommittee on Emerging Threats, Cy-
bersecurity, Science and Technology hearing on the need to reduce vulnerabilities
in our national critical infrastructure through investment and action.

e I'd like to begin by thanking the witnesses who appear before us today, and I
appreciate your testimony.

o I think last week was an eye opening experience for many of us up here.

o We learned that our federal systems and privately owned critical infrastructure
are all extremely vulnerable to hacking. These vulnerabilities have significant and
dangerous consequences.

o We learned that the federal government has little situational awareness of what
is going on inside our systems. We cannot be sure how much information has been
lost from our federal systems, and we have no idea if hackers are still inside our
systems.

e And we learned that our laws are powerless to stop intruders—even the best
compliance with FISMA does not make our systems more secure.

e This week, we’re going to continue our conversation from last week, and hear
about some promising initiatives that are designed to reverse this trend of govern-
ment failure.

e I'd like to take the opportunity to particularly thank Dr. Maughan (“MAWN”)
for his service to our country in this field.

e Dr. Maughan is leading the cybersecurity research and development effort at
the Department of Homeland Security’s Science and Technology Directorate.

e Under his leadership, DHS S&T has funded research has resulted in almost one
dozen open-source and commercial products that provide capabilities such as:

e secure thumb drives,
root kit detection,
worm and distributed denial of service detection,
defenses against phishing,
network vulnerability assessment,
software analysis, and
e security for process control systems.

e His research and development funding is targeting the critical problems that
threaten the integrity, availability, and reliability of our networks. Clearly, he plays
a vital role in securing our national cyberspace.

o But despite the criticality of this mission and the success of the program, I am
troubled that this Administration continues its effort to do what Chairman Thomp-
son calls “Homeland Security on the Cheap.”

e In the last seven years, more than 20 reports from such entities as the
INFOSEC Research Council, the National Science Foundation, the National Insti-
tute of Justice, the National Security Telecommunications Advisory Committee, the
National Research Council and the President’s Commission on Critical Infrastruc-
ture Protection have all urged the government to do more to drive, discover and de-
liver new solutions to address cyber vulnerabilities.
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e But look at what this Administration has done to cybersecurity and the re-
search budget at the Department of Homeland Security.

e Though this program was slated to receive $22.7 million dollars in FY 2007, the
actual numbers I've received from S&T show that we are only funding this program
at $13 million dollars.

e For FY 2008, the President slashed the budget again, requesting $14.8 million
dollars. This is an $8 million cut from the previous year.

F S; Just listen to some of the important programs that are being cut or reduced in
2007:
e The budget for the DNSSEC program—which adds security to the Domain
Name System—was reduced $670,000 dollars.
e The budget for the Secure Protocols for the Routing Infrastructure was zeroed
out from its original amount of $2.4 million dollars.
o The budget for the Next Generation Cyber Security Technologies program,
which addresses a variety of topic areas aimed at preventing, protecting
against, detecting, responding to, and recovering from large-scale, high-impact
cyber attacks was reduced $1.625 million dollars.

e Now I don’t know who is responsible for these cuts—Under Secretary Cohen,
or Secretary Chertoff, or the White House—but reducing this funding is a serious
strategic error by this Administration.

e Just to understand how little we’re spending for the sake of comparison, the
FBI estimated in 2004 that cybercrime cost companies worldwide around $400 bil-
éion dollars. In 2005, the agency estimated that U.S. businesses lost $67 billion dol-
ars.

e Of course, neither of these figures can measure the loss of federal information
off of our networks, which may one day cost us our technological advantage over
other nations.

e And those figures also don’t count the potential environmental losses if a suc-
cessful attack on our control systems is carried out.

e I am deeply troubled by the lack of foresight that this Administration has dem-
onstrated. These efforts are simply too important to be cut.

e The Homeland Security Committee is working to demonstrate the importance
of R&D funding to this Administration.

e In our recent authorization bill, we included a provision that would increase the
funding level for the DHS cybersecurity R&D portfolio to $50 million dollars.

e Democratic efforts over the last several years have been endorsed by many no-
table cyber experts, and I appreciate all of this support.

e Ladies and gentlemen, the tools that will improve or revolutionize our security
will not just appear overnight. Investment today plants seeds for the future, but it
is incumbent upon the Federal government to take the leadership role in this effort.

e I thank the witnesses for appearing before us today and look forward to their
testimony.

Mr. LANGEVIN. It is now my pleasure to recognize the ranking
member, my partner in this effort in the subcommittee, the gen-
tleman from Texas, Mr. McCaul, for purposes of an opening state-
ment.

Mr. McCAUL. Thank you, Mr. Chairman.

I want to commend you again for holding this set of hearings on
cybersecurity, which is a very important issue that, in my view,
has been overlooked to a large extent since September 11th. Last
week, we heard from several government agencies about their ex-
periences with hackers breaking into their networks. It is a serious
problem, and it is happening more often than we realize. As I have
said before, I believe a cyber attack could be at least if not more
devastating to our country than a weapon of mass destruction.

Unfortunately, right now, we are not doing what we need to do
to defend ourselves from this threat. Today, we focus on how we
respond to these attacks and how we develop the tools and proce-
dures to protect the information upon which our Nation depends.
Securing our networks may not get as much attention as going to
war, but it is just as important when we consider the aspect of
cyber warfare and the lack of our preparedness.
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We have gathered some of the best minds here today in this
country to discuss how we as a country should respond to this chal-
lenge of defending our information systems, and I look forward to
their testimony.

After our hearing last week, I met with a number of CEOs of
leading cybersecurity companies and heard their perspectives on
this complex issue; and it is clear that we must marshal our re-
sources and focus on this problem. We have not provided informa-
tion security the attention it deserves; and with the help of experts
such as those we have before us here today, I believe we can im-
prove the situation and provide the sense of urgency to stimulate
new progress in securing the Nation’s information systems.

I thank the Chair, and I look forward to the testimony.

Mr. LANGEVIN. I thank the gentleman.

All the members as they arrive will be allowed to submit, accord-
ing to the committee rules, opening statements for the record, and
then we will begin to questions after the testimony.

Again, I would like to turn to our panel right now. I want to wel-
come our first panel of witnesses.

Our first witness, James Lewis, directs CSIS Technology and
Public Policy Program. He is a senior fellow. Before joining CSIS,
he was a career diplomat who worked on a range of national secu-
rity issues during his Federal service.

Our second witness, Dr. Daniel Geer, spent 10 years in clinical
and research medical computing, followed by 5 years running MIT’s
Project Athena. Afterwards, he worked in the research division of
the then Digital Equipment Corporation and then a series of entre-
preneurial endeavors.

Our third witness is Mr. Sami Saydjari, who is the founder and
chief executive officer of Cyber Defense Agency, creators of system-
atic defenses for high-value systems against aggressive cyber at-
tack. Before founding this cyber defense agency, Mr. Saydjari was
a senior staff scientist in SRI International’s Computer Science
Laboratory.

Our fourth witness, Dr. Douglas Maughan, is the Cyber Security
Program Manager at the Department of Homeland Security
Science and Technology Directorate. Prior to his appointment at
DHS, Dr. Maughan was a program manager in the Advanced Tech-
nology Office of the Defense Advanced Research Projects Agency, or
DARPA.

Without objection, the witness’s full statements will be inserted
into the record; and I will now ask each witness to summarize the
testimony for 5uminutes, beginning with Dr. Lewis.

Before we do that, though, I just wanted to remind everyone of
the committee rules that testimony is supposed to be submitted
48uhours in advance. DHS didn’t get their testimony in to us until
about 7:30 this morning. And I have said before I understand DHS
and other government departments need to get—it is not solely on
the witness’s shoulders to get it in. I know OMB has to clear the
testimony. But this is happening regularly from DHS. And I know
Chairman Thompson is doing an internal investigation right now
to find out what the problem is. We just can’t do business like this
if we don’t have testimony in a timely fashion.
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Mr. LANGEVIN. With that, I will turn it over to Dr. Lewis for your
opening statement. Thank you.

STATEMENT OF JAMES ANDREW LEWIS, DIRECTOR AND SENIOR
FELLOW, TECHNOLOGY AND PUBLIC POLICY PROGRAM,
CENTER FOR STRATEGIC AND INTERNATIONAL STUDIES

Mr. LEwis. Thank you, Mr. Chairman. I would like to thank the
committee for this opportunity to testify.

You heard last week about the problems at various agencies, and
I think that testimony highlighted that securing networks in the
United States for cyber attack is one of the greatest challenges we
face.

Cyber security can seem intractable. It is a problem that in the
past attracted exaggeration, and this combination of intractable
and exaggeration can sometimes create indifference. One way to
overcome this indifference is to put cybersecurity in the right con-
text.

Our networks face two sets of risks. The first involves espionage.
The second involves the potential interruption of services, particu-
larly Federal services.

The most important for me is espionage cybersecurity, is pri-
marily a spy story. Cyber espionage poses the greatest threat to the
U.S. Hacking into computer networks, which are vulnerable and
likely to remain so for years, provides new low-cost and low-risk
opportunities for foreign intelligence agencies. U.S. networks are
very vulnerable. Several nations have exploited these
vulnerabilities to gain valuable information. These efforts and our
inadequate response have damaged national security.

Unlike cyber espionage, the threat of disruption of services re-
mains hypothetical. I would not take too much comfort from this,
Mr. Chairman. Because if an opponent can hack into a network to
steal information, they can hack into and plant malicious software
that could be triggered during a crisis. We should assume in the
event of a conflict our opponents will seek to disrupt our networks
and data.

I would like to point out that, although we have a long litany of
threats, the question as to whether the U.S. was better off before
it depended so heavily on computer networks can be answered in
the negative. The benefits from the greater use of networks and
computers outweigh the damage from poor cyber security. However
the porousness of our Federal networks reduces those benefits, and
greater attention cybersecurity would improve both national secu-
rity and economic performance and close off an avenue of asym-
metric opportunity for our opponents.

While the U.S. is better off than it was 10 years ago, the im-
provement has been unequally distributed among agencies and
companies. Some are secure; some are not. There have been serious
efforts in the national security community to make networks more
secure, and our most sensitive military and intelligence functions
are probably secure. Some crucial civil networks are also more se-
cure than they were.

Some efforts to improve cybersecurity have not had the benefits
we expected. It is possible to hack into a computer running soft-
ware that has met the common criteria, that has the common cri-
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teria certification, on a network that has met the requirements of
ISO 19779, the standard for cybersecurity, and at an agency that
has gotten good marks on FISMA. In other words, you can meet
all the formal requirements and still be vulnerable.

How do we change this? There is no silver bullet. There is no sin-
gle program that will improve security. The Federal Government,
for example, is a complex enterprise, with thousands of networks
and hundreds of thousands of computers. No single agency controls
this network; and while some Federal networks are among the
most secure in the world, others are routinely penetrated. Some
use advanced technologies, others are legacy systems dating back
years and which, for all practical purposes, cannot be secured.

The core of the problem is organizational. The Department of
Homeland Security, the Federal CIO Council, and the Office of
Management and Budget all play a role in securing Federal net-
works. But cybersecurity remains a low priority at many agencies.

Along with a better organization for cybersecurity, the U.S. needs
a better strategy. We did have a national cybersecurity strategy in
2003, but it is outdated. A new strategy would have to be more
comprehensive, and I would like to detail some of the things I
think that strategy should include.

First, we would benefit from streamlining government processes.
There are too many groups and committees, and too few of them
have any real authority.

Second, the U.S. can do more to improve agency practices for net-
work security. Cybersecurity is still a third-tier priority at many
agencies. If gangs of foreigners broke into the State or Commerce
Departments and carried off dozens of file cabinets, there would be
a huge outcry. When the same thing happens in cyberspace, we
shrug it off. Agencies need to be held accountable for following best
practices in network security.

Third, better identity management would improve cybersecurity
security. As long as it is easy to impersonate someone on the Inter-
net, networks will never be secure. HSBD 12 and Real ID can offer
some benefits.

Fourth, the government should address software assurance. We
recently did a study at CSIS that looked at how companies write
software. While most of them do a pretty good job and all of them
have some very useful practices, the practices aren’t evenly applied;
and if the government could find a way to spread these best prac-
tices to make software more secure, it would have a real benefit.

Finally, the U.S. can take steps to keep itself at the forefront of
technology. This goes beyond funding cybersecurity research. While
we spend more on R&D than other countries, it may not be enough
to maintain our lead. These steps—Dbetter organization, better prac-
tices for coding, better identity management, attention to con-
tinuity of government and renewed support for technological lead-
ership—can make networks more secure.

Congressional oversight is critical with this. Without Congress to
press senior leadership at Federal agencies, we will wait much
longer for progress than would otherwise be the case.

It has been 12 years since the U.S. became concerned with
vulnerabilities in computer networks. There has been some im-
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provement, but not enough. We have an opportunity to change this
in the next few years.

I thank the committee for the opportunity to testify. Thank you
for entering my comments into the record, and I will be happy to
take your questions.

Mr. LANGEVIN. Thank you, Dr. Lewis.

[The statement of Mr. Lewis follows:]

PREPARED STATEMENT OF DR. JAMES A. LEWIS

I would like to thank the Committee for the opportunity to testify on the cyberse-
curity challenge the United faces. Cybersecurity is one of those problems that seem
to be intractable. It is also a problem that, in the past, seemed to attract exaggera-
tion and hyperbole. The combination is not ideal for creating effective policies, in
part because the blend of intractability and exaggeration can create indifference.

One way to overcome this indifference is to put cyber security in the right context.
The context is not an ‘electronic Pearl Harbor’ but the risk of loss of valuable infor-
mation and the disruption of data and services. For Federal networks, the context
for cybersecurity involves espionage and potential interruptions in the delivery of
Federal services.

The security of Federal networks has serious implications for homeland security
as Federal network security affects both continuity of government and the oper-
ations of critical infrastructure. This alone justifies extra attention to government
networks. In addition, measures that improve the security of Federal networks will
also benefit private sector networks. My own view is that the security of Federal
networks is the most serious cybersecurity challenge we face, more serious than the
risks to critical infrastructure or from cybercrime.

The most important of these challenges come from espionage. Cybersecurity is pri-
marily a spy story. Cyber-espionage poses the greatest current threat to the United
States. Hacking is the extension of signals intelligence into new and untrammeled
areas. Foreign intelligence agencies must weep with joy when they contemplate U.S.
government networks. We have thoughtfully placed sensitive information on these
networks and then failed to secure them adequately. This is not a hypothetical prob-
lem. The last twenty years have seen an unparalleled looting of U.S. government’s
databases.

The reliance upon information technology has changed the nature of espionage.
Information is more valuable. Nations will use the traditional means of espionage
(infiltration and recruitment) to obtain access to information, but information tech-
nologies have created a gigantic new opportunity. Hacking into computer networks
(which are vulnerable and likely to remain so for years) provides new, low cost and
low risk opportunities for espionage. Eight or nine countries have the advanced
technical skills needed for these operations and smaller countries could hire hackers
from the criminal world—we know of at least one instance where this has occurred.

Conflict in cyberspace is clandestine, so it can be difficult to assess our opponents’
intentions and capabilities. It is easier to assess the vulnerability of U.S. systems
and the consequences of an information attack. U.S. networks are very vulnerable.
Even highly sensitive networks used for command and control or intelligence are not
invulnerable. From an intelligence perspective, several nations, have exploited the
vulnerabilities of U.S. government networks to gain valuable information. These for-
eign intelligence efforts and the inadequate U.S. response have damaged national
security.

You heard last week about some of the problems that some agencies face. Their
testimony highlights that securing Federal networks from cyber attack is one of the
greatest challenges facing the United States, and that the scope of the challenge and
the threat to national security are difficult to appreciate fully. Several incidents that
occurred in the past few months help to illustrate the scale of the problem. In De-
cember and January 2006, for example, the Naval War College, the National De-
fense University, and other DOD facilities had to take computer networks offline
after a foreign entity infected them with spyware. Before the last shuttle launch,
NASA had to block e-mail attachments to avoid outsider attempts to gain access be-
fore a Shuttle launch. And as you heard last week, the Department of Commerce
had to all of the computers at the Bureau of Industry and Security offline after they
were hacked and infected with spyware.

In contrast to espionage, the threat of the disruption of services remains hypo-
thetical. Cyber-espionage is a routine occurrence, but there have been no disruption
of services. We should not take much comfort from this, however. If an opponent
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can hack in to Federal networks to steal information, they are likely to also be able
to hack in to implant malicious software that could be triggered in a crisis to disrupt
services or to scramble data. It is safe to assume that many of our potential oppo-
nents are planning informational attacks to disrupt U.S. government services and
databases.

It is easy to overstate the effect of this disruption, but a cyberattack that in-
creases uncertainty in the mind of an opponent degrades that opponent’s effective-
ness. This is a classic intelligence strategy, and cyber attacks on information sys-
tems provide new and expanded means to execute it. Denial and deception can
make opponents certain that they know what is happening when, in fact, what they
believe is wrong, or it can make them unsure that they know what is happening.
Finding ways to inject false information into the planning and decision processes of
an opponent, or manipulating information that is already in that system to make
it untrustworthy, can provide military advantage. In the event of a conflict, our op-
ponents will pursue an informational strategy that seeks to expand uncertainty and
confusion and this will likely involve efforts to disrupt Federal networks.

This litany of threats and risks might lead some to ask if the U.S. was better off
before it depended so heavily on computer networks. The answer to that question
is no. The benefits to the U.S. that come from the greater use of networks and com-
puters outweigh the damage from poor cybersecurity. It is better to have networks
than to be without them, and the use of computer networks provides the U.S an
advantage in its economy and its military operations. However, the porousness of
our Federal networks erodes those benefits. Greater attention to cybersecurity
would increase the benefits our nation gains from networks and close off an avenue
of asymmetric advantage to our opponents.

There have been serious efforts in the national security community to make their
networks more secure. Our most sensitive military and intelligence functions are
probably secure. Some civil crucial networks are more secure—much attention has
been paid to Fedwire, the Federal Reserves electronic funds transfer system, for ex-
ample. But, as you heard last week, many agency networks remain poorly secured,
and it is safe to say that reams of diplomatic, scientific, administrative and defense
industrial information at the various agencies have not been adequately secured. In
looking at the security of Federal networks, it is fair to say that while the U.S. is
better off than it was five years ago or ten years ago, the improvement has been
unevenly distributed among agencies. Some are secure, most are not.

Additionally, some efforts to improve cybersecurity have not had the benefits we
expected. It is quite possible for our opponents to hack a computer running software
that has Common Criteria certification, on a network that has met the requirements
of ISO 19779, at an agency that has gotten good marks on FISMA. In other words,
you can meet all the formal requirements and still be vulnerable.

Network security is also a dynamic situation, dynamic in the sense that attacks
are continuous and continuously changing. We should applaud those agencies that
have, after some months, discovered their networks have been hacked and have
taken steps to undo that hack, but our next question should be, “and now what are
you doing.” Attacks on Federal networks are continuous, and fixing one problem
does not mean that we have checked the box and can turn our attention elsewhere.

How doe we change this situation? There is no silver bullet, no single program
or effort that will remedy this problem. Increased funding will not improve security.
The Federal Government is a complex enterprise, with thousands of networks and
hundreds of thousands of computers. No single agency has control of this collection
of networks. Some Federal networks are among the most secure in the world, al-
though even these are not immune from attack. Others are routinely penetrated.
Some systems use the most advanced technologies. Others are legacy systems, run-
ning programs that may date back many years and which, for all practical purposes,
cannot be secured.

Making networks more secure is a large and complex problem. The core of the
problem is organizational. Although it has been more than a decade since the Marsh
report on the risks posed by cyber attack to critical infrastructure, and although
there has been progress, the Federal Government is still disorganized when it comes
to cyber security. The Department of Homeland Security, the Federal CIO Council,
and the Office of Management and Budget all play a role in securing Federal net-
works. But cybersecurity remains a low priority and an afterthought for many agen-
cies, and the Federal response to cybersecurity remains largely ad hoc and dis-
persed.

Along with better organization, the U.S. also needs a better strategy. There is,
of course, a National Cyber Strategy from 2003, but that strategy is now outdated.
It shifted too much of the burden for security to the private sector and did not re-
solve key issues regarding responsibility within the government. A new, comprehen-
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sive cyber security strategy for the Federal Government would need to include a
number of complementary measures to reduce vulnerabilities. The following para-
graphs provide a brief outline of some of the major elements of this approach.

Rationalizing and streamlining governmental processes for improving cybersecu-
rity is essential. There are too many interagency groups and committees working
on the same problem, often with the same people, and few of them have the author-
ity to make any real progress. The U.S. does not need a new White House cyber
czar, but it does need to do more to direct and coordinate efforts by the various
agencies. The recent creation of a cybersecurity Policy Coordinating Committee at
the National Security Council is an important first step.

Second, the U.S. can do more in the area of improving agency practices when it
comes to networks security. Cybersecurity is still a third tier priority at many agen-
cies. If gangs of foreigners broke into the State or Commerce Departments and car-
ried off dozens of file cabinets, there would be a crisis. When the same thing hap-
pens in cyberspace, we shrug it off as another of those annoying computer glitches
we must live with. Agencies need to be held accountable for breaches. Our current
approach is to treat losses of information through inadequate security as something
that is separate from the performance of senior officials.

The separation between the national security agencies and civilian agencies needs
to be reduced. The national security agencies do better at security, but there is no
good mechanism for sharing their expertise and experience with the civilian agen-
cies. Developing better ways to coordinate network security efforts between agencies
and to identify, share and enforce best practices for Federal network security across
agencies would reduce risk and damage.

Better identity management would also help improve cybersecurity. As long as it
is easy to impersonate someone else on the internet, networks will never be secure.
In this, initiatives like HSPD 12 and the Real ID Act offer the possibility to reduce
risk. HSPD-12 mandated strong identity procedures and credential for the Federal
Government and its contractors HSPD-12, along with Real ID, lay the foundation
for robust authentication of identity. Much remains to be done, but the U.S. has
begun to adjust how it manages identities to fit digital technologies and this will
improve security.

Continued attention to continuity of operations and continuity of government can
mitigate the risk of disruption of Federal services. As part of a Federal cybersecurity
strategy, this would entail measures to keep networks operating at some minimal
level and to provide continued access to data. This is an area where there has also
been some progress.

One new area the government can begin to address is how to improve software
assurance. This means creating processes for transparency, evaluation and coordina-
tion in the production of more secure software for government use. In considering
this, let me refer to an episode from American history, when the U.S. faced a similar
problem and what it did about it. This story has an unlikely hero—Herbert Hoover.
Hoover may have been a terrible or unlucky President, but he was a great Secretary
of Commerce. One of the things he did in the 1920’s as Secretary of Commerce was
call a number of leading companies from different sectors - automobiles, electrical
equipment and so on, to the Commerce Department and say that they had to come
up with a means to improve quality and interoperability in their products. This was
the start of the industry-led standards process.

We need something similar to happen for security and software production. There
are existing standards bodies for software. These standards are aimed at products—
how they perform and how they interoperate. The U.S. does not need to duplicate
them. What we need is a new means for understanding how to produce software
in ways that can assure security.

CSIS recently did a study that looked at how some of the larger IT companies
write software. We found considerable attention to security among the companies,
and that each company had a set of ‘best practices’ for software assurance that
make their products more secure. We also found that each company’s best practices
Wlerg somewhat different, and that these practices were sometimes unevenly ap-
plied.

Finding a way to extend commercial best practices for assurance would benefit
both Federal networks and the private sector. The procedures companies use as part
of their software production process internal reviews and testing for performance
and security, external testing and red-teaming, and the use of software review tools
(some commercial, some proprietary and developed by the software company itself)
to find vulnerabilities or errors. These practices offer the building blocks for an ap-
proach that could reduce vulnerabilities.

The key to these new processes should be to build upon what is already done
within the private sector when it comes to software. Software producers realize the
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importance their customers place on assurance and security and have adjusted their
internal procedures to meet this market demand. While there is much commonality
and overlap in what companies do, each company approaches the issues of assur-
ance and security somewhat differently. From these differences, we can extract best
practices and requirements that will address, as part of a larger solution set, the
risks posed by foreign involvement in software production.

Please note that I am saying best practices, not standards. An attempt to have
the government mandate standards for software production and then enforce them
would damage the American economy without producing any benefit for security. So
new regulations, new government standards are not the solution. However, the gov-
ernment could encourage industry to use best practices for making secure software
by linking practices to its acquisitions policies. If the Federal Government gave pref-
erence in its acquisitions to software that was developed with trustworthy processes,
it would provide an incentive that would benefit both the Federal and the commer-
cial markets.

Companies are making serious efforts to improve software assurance, but the gov-
ernment needs to be able to understand and guide those efforts. Traditional ap-
proaches to governance—command and control or heavy regulation—would increase
assurance at an unacceptable cost. Software assurance may be the effort that prom-
ises the greatest returns to cybersecurity. The U.S. needs news ways to let the gov-
ernment and the private sector work together to develop some generalized set of
best practices for software production, and the Departments of Defense and Home-
land Security are involved in some interesting work in this area.

Finally, the U.S. can take steps to keep itself at the forefront of technology. This
goes beyond simply funding more cyber-security research. Overall, the U.S. invests
more than other nations in research, but this investment may not be enough, in an
era of increased international competition, to preserve leadership. Federal invest-
ment in the research that undergirds technological innovation offers tremendous re-
turns for both the economy and for security. Innovation makes life more difficult for
opponents. Measures that improve the climate for innovation in the U.S. also help
build a skilled domestic workforce.

These steps—better Federal organization, best practices for coding combined with
acquisitions, better identity management, attention to continuity of government and
renewed support for technological leadership—can form a coherent strategy for im-
proving the security of Federal networks and cybersecurity in general. Being able
to articulate a strategy is important, but implementation will always be a challenge.
In this, Congressional oversight is critical to this. Without Congress to press senior
leadership at Federal agencies to do better, progress will take much longer than
would otherwise be the case.

It has been more than twelve years since the U.S. became concerned with the
vulnerabilities created by its use of computer networks. There has been some im-
provement in that time, but not enough. We have an opportunity in the next few
years to change this with improved Federal organization and better strategies. Our
goal should not be perfect security, but to gain more advantage than our opponents
from the use of information technology.

I thank the committee again for the opportunity to testify. I ask that my entire
statement be entered into the record, and I will be happy to take your questions.

Mr. LANGEVIN. Dr. Geer.

STATEMENT OF DANIEL E. GEER, JR., PRINCIPAL, GEER RISK
SERVICES, LLC

Mr. GEER. Thank you.

I don’t do this every day, so I am just going to start with what
I know of as the four verities of government, which is most exciting
ideas are not important, most important ideas are not exciting, not
every problem has a good solution, and every solution has a side
effect. And that is amazingly true in the field that I work in, cyber-
security. Every bit of that is true.

I am going to try to give you five priorities from my point of
view.

The first is, we need a system of security metrics, metrics that
actually work. One of the great scientists of all time, Lord Calvin,
said, and I have to read this:
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When you can measure what you are talking about, and express
it in numbers, you know something about it; but when you cannot
measure it, when you cannot express it in numbers, your knowl-
edge is a meager and unsatisfactory sort; it may be the beginning
of knowledge, but you have scarcely, in your thoughts, advanced to
the stage of science.

As we stand here today, we do have some metrics. Most of them
are imperfect—all of them are imperfect. A few are good enough for
decision making.

In late 2003, the NSF held a sequestered invitation-only work-
shop to determine the 10-year “grand challenges” in cybersecurity.
One of those four grand challenges that we came up with one
speaks directly to this: Within a decade, we must have a body of
quantitative information risk management as sophisticated as
quantitative financial risk management. That item actually was
mine, and it was my pleasure to present it to House Science.

Good metrics aren’t cooked in the kitchen. They don’t appear on
demand. Like statistics, they can mislead. The purpose of risk
management is to improve the future, not to explain the past. Se-
curity metrics are the servants of risk management, and risk man-
agement is about making decisions under uncertainty. Therefore,
the metrics I am talking about, the only ones we are interested in,
are those that support decision making about risk for the purpose
of managing that risk.

I would recommend that some sort of clearinghouse review of
what we know how to measure and in particular how good what
we know how to measure is at predicting the future would be a
good thing to do right away.

Second priority. The demand for security expertise outstrips the
supply.

Information security is, in my view, the hardest technical field on
the planet. Nothing is stable, surprise is constant, and defenders
are at a permanent structural disadvantage compared to the attack
side. There is no fixing that.

But because the demand for expertise so outstrips the supply,
the fraction of practitioners who are charlatans is rising. Because
the demands of expertise are so difficult, the training deficit is crit-
ical. We don’t have the time to create all the skills that are re-
quired. We have to steal them from other fields.

The reason cybersecurity is not worse than it might otherwise be
is because a substantial majority of those who are currently prac-
ticing were trained in other fields and, therefore, they bring the ex-
pertise of those other fields to this one. We are lucky that that is
true. Civil engineers, public health people, actuaries, aircraft de-
s}ilgners, lawyers, you name it, all of them can contribute some-
thing.

We do not have the facility to train people from scratch at the
rate at which we need it; and so anything you can do to encourage
people to come into this field who are themselves smart, analytic,
willing to operate under a high degree of uncertainty and convinced
:cihat this is worth doing, anything you can help with that, please

0.

Third priority. What you can’t see is more important than what

you can.
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Perhaps you got a taste of it last week. I was not aware of that
hearing. I don’t follow this kind of thing. Let me be clear, the oppo-
sition is professional. It is not joyriders. It is not braggarts. It used
to be, but it isn’t now. Because of the sheer complexity of modern
networks, there is any number of places for people of ill-will or for
computer software of ill-will to hide. And that is not getting better,
and it won’t get better.

The complexity for the most part is because product manufactur-
ers are under competitive pressure to keep inserting new features
into their products. This 1s not going to go away, and it is not
something I would suggest that you attack. Were there no
attackers, the way in which software is built would be a miracle
of efficiency. The fact that there are attackers, the fact there are
sentient opponents, the fact that this is not evolution but intel-
ligent design of a nasty sort, that is what we have to work on.

Complex systems tend to fail in complex manners. It is very hard
to figure that out in advance. It is exceptionally hard. That is why
I say it is probably the hardest field there is.

In particular, I think what you need to do is to do something that
I don’t like the sound of but I will say. Ignorance of the law is no
defense on my part. My swimming pool is an attractive nuisance,
whether I like it or not. I don’t think we can go much farther and
say that I didn’t know it had a flaw is any kind of defense. And
software licenses, to the last one of them, have that built into
them, and it has to be addressed.

The fourth one is we have to have some sort of information shar-
ing. You all know about all of this. I am not going to belabor it.
The model I would recommend to you is the Centers for Disease
Control. They only have three things that matter: the mandatory
reporting of communicable disease, the skill to separate statistical
anomalies from true hot spots, and an away team to handle things
like an outbreak of ebola. Beyond that, nothing matters.

I would suggest that something like that needs to be done here.
No general counsel acting rationally will ever share attack data.
There is nothing but downside risk from where they are.

So if I can give you a research grade problem to work on, the re-
search grade problem is this: Find some way to do technical de-
identification of attack data so that general counsel’s rational fear
of sharing that data can be put aside under a technical guarantee.
They do not and they will not believe your procedural guarantees.
We have got to have a technical guarantee. This is a research
grade problem that needs to be done.

The fifth one and last one is perhaps the hardest of all, and that
is accountability rather than access control. Access control is who
you are, authentication, what you are allowed to do given who you
are, authorization. It doesn’t scale. And if we try to make it scale—
that is not to say everybody does it well as it is, but if we try to
make that scale, the rate at which data and facilities and knobs to
adjust are increasing is out of our ability to add to that full-blown
access control going forward.

We have to do something else. This is a free country. I didn’t
have to ask anyone’s permission to be here, to get on the bus or
what have you. But if I sufficiently badly screw up, then I will have
to pay for it. We are in the physical world committed now to sur-
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veillance, whether we like it or not. You can’t live your life without
metladl detectors and cameras. We are going have to do that in this
world.

And if I may say so, please make sure that the surveillance we
have to do is directed at data and computers and not at people. It
is a choice we have to make, and it is an ugly choice.

I will just say the five things again and be quiet.

We need a system of security metrics, and it is a research grade
problem.

The demand for security expertise outstrips the supply, and it is
both a training and a recruitment problem.

What you can’t see is more important than what you can, and
you can never mistake the absence of evidence for the evidence of
absence.

Information sharing that matters does not happen and cannot
happen until we have technical guarantees, rather than procedural
ones.

And accountability is an idea whose time come, but—to steal
Leon Uris’ phrase—it has a terrible beauty.

Thank you.

Mr. LANGEVIN. Thank you, Dr. Geer.

[The statement of Mr. Geer follows:]

PREPARED STATEMENT OF DANIEL E. GEER

Introduction

The Nation’s cybersecurity challenges are profound and not easily addressed. Per-
fection is not possible; rather this is entirely a matter of risk management, not risk
avoidance. Easy to say.Hard, though not impossible, to do. Starting yesterday would
be good. Money alone will not solve anything. Policy alone will not solve anything.
Fixing what isn’t broken will waste money capital and policy capital; fixing what
is broken will require both. Wishful thinking, wh