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KEY ISSUES AND CHALLENGES FACING NASA:
VIEWS OF THE AGENCY’S WATCHDOGS

WEDNESDAY, FEBRUARY 3, 2010

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON SPACE AND AERONAUTICS,
COMMITTEE ON SCIENCE AND TECHNOLOGY,
Washington, DC.

The Subcommittee met, pursuant to call, at 10:06 a.m., in Room
2318 of the Rayburn House Office Building, Hon. Gabrielle Giffords
[Chairwoman of the Subcommittee] presiding.
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HEARING CHARTER

U.S. HOUSE OF REPRESENTATIVES
COMMITTEE ON SCIENCE AND TECHNOLOGY
SUBCOMMITTEE ON SPACE AND AERONAUTICS

Key Issues and Challenges Facing NASA:
Views of the Agency’s Watchdogs

WEDNESDAY, FEBRUARY 3, 2010
10 A.M.—12:00 P.M.
2318 RAYBURN HOUSE OFFICE BUILDING

I. Purpose

On February 3, 2010 the Subcommittee on Space and Aeronautics will hold a
hearing on the key issues and challenges facing the National Aeronautics and Space
Administration (NASA) as seen by the agency’s “watchdogs”—the NASA Inspector
General, the Government Accountability Office (GAO), and the Aerospace Safety Ad-
visory Panel (ASAP). Leveraging the unique perspectives these organizations devel-
oped in the course of their work at NASA in the areas of management, mission exe-
cution, and security and safety oversight, the hearing will examine (1) the critical
issues and challenges facing NASA that warrant congressional attention and (2) the
corresponding commitment, initiatives, and policies needed by NASA to successfully
address these issues and challenges. Separate hearings are planned to address
NASA’s Fiscal Year 2011 budget request as well as the administration’s human
space flight strategy after they are announced.

II. Scheduled Witnesses:

Hon. Paul K. Martin
Inspector General
National Aeronautics and Space Administration

Ms. Cristina T. Chaplain

Director

Acquisition and Sourcing Management
Government Accountability Office

gicc; Admiral Joseph W. Dyer [U.S. Navy, retired]
air

Aerospace Safety Advisory Panel

National Aeronautics and Space Administration

III. Overview

During the second session of the 111th Congress, the Committee on Science and
Technology expects to move legislation reauthorizing NASA activities. To inform
Congress’ deliberations, it will be important to hear from the agency’s “watchdog”
organizations on what they consider to be the key issues and challenges facing
NASA. At this hearing, they will be basing their testimony on recent work that they
have carried out. In particular:

e In November 2009, the NASA Office of the Inspector General (OIG) issued its
annual memorandum identifying what it views as NASA’s most serious man-
agement and performance challenges, namely transitioning from the Space
Shuttle to the next generation of space vehicles; managing risk to people,
equipment, and mission; financial management; acquisition and contracting
processes; and information technology security.

e On the eve of this hearing, GAO released its annual assessment of 19 large-
scale projects focusing on the extent of cost and schedule growth in each
project. In this congressionally-directed review, GAO found that 9 of the 10
projects that have been in the implementation phase for several years experi-
enced cost growth ranging from 8 to 68 percent, and launch delays of 1 to
33 months, in the past three years. Contract management has been on GAO’s
high-risk list since 1990. As part of its high-risk update issued last year, GAO
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continued to include NASA’s “acquisition management” activity on its high-
risk list. The office cited the persistence of cost growth and schedule delays
as reason for the inclusion. GAO has also recently reported on vulnerabilities
of NASA’s key information technology (IT) networks (at the direction of the
2008 NASA Authorization Act) and, at the request of the Committee on
Science and Technology, on future research utilization of the International
Space Station (ISS).

e The ASAP found, in its 2009 Annual report released on January 15, 2010,
that NASA faces unprecedented challenges; and that important decisions on
the future of human space flight face NASA, as well as the White House,
Congress, and the Nation. Significant concerns identified by the ASAP include
the need to: establish human rating requirements for potential commercial
and international vehicle systems that might be used to carry U.S. astro-
nauts; analyze the ramifications of any decision to extend the Space Shuttle
beyond the current manifest; transition the workforce from the Shuttle to the
follow-on program; candidly communicate the risks of human space flight
with the public and the Congress; and more aggressively use robots to reduce
the risk of human exploration.

IV. Potential Issues

What are the top priorities and issues that the witnesses think Congress should
consider in upcoming NASA authorizing legislation?

What critical challenges is NASA facing and what corresponding decisions are
required? What are the major concerns regarding NASA’s ability to address
these challenges?

How does NASA compare, in terms of financial accountability today to where
the agency was three years ago? How successful has NASA been in instilling
the rigor and discipline necessary for good financial management? What more
needs to be done?

e How do acquisition management weaknesses impact NASA’s ability to carry
out its missions? What progress has NASA made in addressing its acquisition
management weaknesses? What issues could interfere with NASA’s progress in
addressing these weaknesses?

How significant are the identified vulnerabilities in NASA’s key networks to
the agency’s ability to successfully execute future missions? What progress has
NASA made in addressing these network vulnerabilities?

What progress has NASA made in instilling and maintaining safety in the
agency’s culture, standards, and processes? What could impact continued
progress?

V. Background Information

Funding NASA for Fiscal Year 2010

To put NASA’s FY 2010 budget request into context, NASA has been tasked with
flying the Space Shuttle safely until the end of the decade and then retiring the
Shuttle fleet; completing assembly of, operating, and utilizing the ISS; developing
a new Crew Exploration Vehicle (known as Orion) and a Crew Launch Vehicle
(known as Ares I) by 2015; returning U.S. astronauts to the Moon by 2020; and con-
ducting a variety of challenging science and aeronautics programs. The NASA Au-
thorization Act of 2008 [P.L. 110-422] authorized a FY 2009 funding level for NASA
of $20.21 billion; the appropriation enacted for FY 2009 was $17.78 billion. P.L.
110-422 is a one-year authorization for NASA; the Committee on Science and Tech-
nology is planning to move legislation reauthorizing NASA this legislative session.
In addition, The American Recovery and Reinvestment Act [P.L. 111-5] included $1
billion for NASA’s Earth science, aeronautics, exploration programs, cross-agency
support, and Inspector General. Recovery Act funds are to be expended by Sep-
tember 30, 2010.

In response to the president’s FY 2010 budget request for NASA, the House
passed the Commerce, Justice, Science (CJS) appropriations bill, which includes
NASA, in June 2009. Agreement on the final bill was reached with the Senate as
part of the FY 2010 Consolidated Appropriations Act which passed the House on
December 10, 2009 and the Senate on December 13, 2009. The president signed the
bill into law on December 16, 2009. The total amount appropriated for FY 2010 for
NASA approximates the total requested by the president for the agency. While the
FY 2010 enacted appropriations total is about $1 billion greater than that enacted
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for FY 2009, the total of FY 2009 appropriations is basically the same when the $1
billion of funding provided to NASA by the American Recovery and Reinvestment
Act (a.k.a. “stimulus funds”) is added.

Specific language was included in the Statement of Managers accompanying the
consolidated appropriations with regards to human space flight expenditures. Be-
cause Congress is awaiting a decision from the president on his plans for future im-
plementation of human space flight following the findings of the U.S. Human
Spaceflight Plans Committee, the statement placed constraints on how the FY 2010
appropriations for human space exploration could be used, with specific direction on
the current program. Specifically, the Statement said:

“Accordingly, it is premature for the conferees to advocate or initiate significant
changes to the current program absent a bona fide proposal from the Adminis-
tration and subsequent assessment, consideration and enactment by Congress.

To protect the jurisdiction and prerogatives of the House and Senate Committees
on Appropriations and of the Congress generally while providing appropriate
flexibility to the Administration in managing a complex research and develop-
ment program, the conference agreement provides $3,466,400,000 for human ex-
ploration architecture development, the same level as the budget request.
Changes in budgetary and programmatic requirements for fiscal year 2010 from
the original request shall be submitted only in the form of a supplemental budget
request for fiscal year 2010 and not through an initial operating plan or subse-
quent updates.”

“Funds are also not provided herein to cancel, terminate or significantly modify
contracts related to the spacecraft architecture of the current program, unless
such changes or modifications have been considered in subsequent appropria-
tions Acts.”

In addition, the conferees created a new account called “Construction and Envi-
ronmental Compliance.” It is funded by moving money from several of the Mission
Directorates into this new account and funds necessary expenses for the “construc-
tion of facilities including repair, rehabilitation, revitalization, and modification of
facilities, construction of new facilities and additions to existing facilities, facility
planning and design, and restoration, and acquisition or condemnation or real prop-
erty, as authorized by law, and environmental compliance and restoration.”

The following table compares the NASA appropriation enacted for FY 2009, the
amount requested by the president for FY 2010, and the appropriation recently en-
acted for FY 2010.

Dollars in millions

FY 2009 FY 2010 FY 2010
Enacted Request Enacted
Science 4,503.0 44772 4.469.0
Aeronautics 500.0 507.0 501.0
Exploration 3,505.5 3,963.1 3,746.3
Space operations 5,764.7 6,175.6 6,146.8
Education 169.2 126.1 182.5
Cross agency support 3,306.4 3,400.6 3,194.0
Construction and
Environmental 0.0 0.0 448.3
Compliance
Office of Inspector 336 36.4 6.4
General
TOTAL 17,782.4 18,686.0 18,724.3

Source: H.R. 3288, the Consolidated Appropriations Act of 2010




NASA’s Office of the Inspector General

Authority and Scope of Work

Public Law 95-452, known as the Inspector General Act of 1978, created inde-
pendent audit and investigative units, called Offices of Inspector General (OIGs) at
63 Federal agencies. The mandate of the OIGs, as spelled out in the Act, is to:

e Conduct and supervise independent and objective audits and investigations

relating to agency programs and operations;

Promote economy, effectiveness and efficiency within the agency;

Prevent and detect crime, fraud, waste and abuse in agency programs and op-

erations;

e Review and make recommendations regarding existing and proposed legisla-
tion and regulations relating to agency programs and operations; and

e Keep the agency head and the Congress fully and currently informed of prob-
lems in agency programs and operations.

In accordance with the Inspector General Act, NASA’s Office of the Inspector Gen-
eral (OIG) conducts oversight of NASA programs and operations and independently
reports to the Administrator, Congress, and the public to further the agency’s ac-
complishment of its mission. The OIG is led by the NASA Inspector General, a
presidentially-appointed position requiring Senate confirmation. The OIG’s Office of
Audits conducts independent and objective audits, reviews, and other examinations
to improve the economy, efficiency, and effectiveness and to identify any waste and
mismanagement in NASA programs, projects, operations, and contractor activities.
In addition, the Office of Audits oversees the work of the independent public ac-
countant in its audit of NASA’s financial statements. The OIG’s Office of Investiga-
tions investigates allegations of crime, cyber-crime, fraud, abuse or misconduct hav-
ing an impact on NASA programs, operations, and resources. The Office of Inves-
tigations refers its findings to either the Department of Justice for prosecution or
to NASA management for action. Through its investigations, the Office of Investiga-
tions identifies crime indicators and recommends effective measures for NASA man-
agement that are designed to reduce NASA’s vulnerability to criminal activity.

Memorandum on NASA’s Most Serious Management and Performance Chal-
lenges

In November 2009, the Acting Inspector General released a memorandum entitled
“NASA’s Most Serious Management and Performance Challenges”. As required by
the Reports Consolidation Act of 2000, this memorandum provides the OIG’s views
of the most serious management and performance challenges facing NASA. In deter-
mining whether to report an issue as a challenge, the OIG said that it considered
the significance of the issue in relation to the agency’s mission; its susceptibility to
fraud, waste, and abuse; whether the underlying problems are systemic; and the
agency’s progress in addressing the issue. The NASA OIG found that NASA is work-
ing to improve agency programs and operations through various initiatives and by
implementing recommendations made by GAO and itself. However, the NASA OIG
said that challenges remain in several areas.

Transitioning from the Space Shuttle to the Next Generation of Space Vehicles

The NASA OIG said that “NASA’s greatest challenge continues to be maintaining
the critical skills and capabilities required to safely and effectively fly the Space
Shuttle until its retirement while transitioning to the next generation of space vehi-
cles. In 2004, the “President’s Vision for U.S. Space Exploration” caused a sub-
stantive reorganization of NASA’s strategic priorities, established a timeline for the
retirement of the Space Shuttle, established the completion date for the International
Space Station (ISS), and set the goals of returning to the Moon and reaching Mars.
However, fiscal realities and technical challenges have hampered NASA’s efforts to
effectively implement the Vision.”

Managing Risk to People, Equipment, and Mission

The NASA OIG said in the November 2009 memorandum that “Ensuring the suc-
cess of NASA’s mission is the goal of effective risk management. Safety and mission
assurance controls are key to supporting robust and reliable operations in the context
of very challenging launch and mission schedules. NASA program managers are con-
stantly confronted with risks introduced by fiscal realities, schedule demands, and
ever-changing priorities. In addition, the NASA OIG has investigated instances in-
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volving damaged, counterfeit, or inferior parts purchased by NASA as a result of
questionable or even criminal actions of suppliers. Technical challenges, competition
for scarce resources, and U.S. economic constraints add risk to international and
commercial partnerships. Close scrutiny by NASA management of adherence to the
fundamentals of project and program management, risk identification and mitiga-
tion, and proven acquisition strategies is beneficial toward the accomplishment of

Agency goals.”

Financial Management

The NASA OIG acknowledged that over the past year, NASA continued to make
progress in improving its internal control over financial reporting by executing its
Continuous Monitoring Program (CMP). The OIG said that “The CMP assesses and
evaluates internal controls, compliance with generally accepted accounting principles,
and evidence used to support that balances and activity reported in NASA’s financial
statements are accurate and complete by requiring Centers to perform a set of control
activities. Throughout FY 2009, the CMP has operated as designed. NASA has iden-
tified exceptions through the execution of the control activities and has generally
tracked and resolved those exceptions in a timely manner.”

While recognizing that much progress has been made in developing policies, pro-
cedures and controls to improve NASA’s financial processes and systems, the NASA
OIG also reported that challenges remain. Specifically, the NASA OIG said that
“during FY 2009, NASA management and Ernst & Young LLP (E&Y) continued to
identify deficiencies in the Agency’s system of internal control, which impair NASA’s
ability to timely report accurate financial information. The most severe deficiency in-
volves NASA’s internal control over legacy property, plant, and equipment (PP&E).”
The NASA OIG found that the effort to address PP&E deficiencies is currently fo-
cused primarily on establishing controls over legacy assets that flow from contracts
executed prior to October 1, 2007. The most significant of these legacy assets are
the ISS and the Shuttle. For several years, audits of these legacy assets have identi-
fied serious weaknesses in internal controls over the completeness and accuracy of
the value of the assets. As a result, the NASA OIG said, “Agency management and
E&Y have been unable to obtain sufficient evidentiary support for the amounts pre-
sented in the financial statements.”

Each year, federal agencies are required to obtain an audit of their consolidated
financial statements from independent auditing firms. The E&Y November 2009 re-
port said that E&Y determined that “. . . the scope of our work was not sufficient
to enable us to express, and we do not express, an opinion on the consolidated bal-
ance sheets . . ..” This constitutes a “disclaimed opinion”—one in which the auditing
firm finds a material weakness in the accounting processes of the agency so severe
that they cannot reliably verify the agency’s financial accounts. The Subcommittees
on Investigations and Oversight and Space and Aeronautics held a joint hearing in
December 2009 to determine what NASA needs to do to continue improving its fi-
nancial control and accounting system.

Acquisition and Contracting Processes

One of NASA’s long-standing management challenges, the OIG memorandum
said, relates to systemic weaknesses identified in its acquisition and contracting
processes. The OIG referenced GAO’s identification of NASA’s contract management
as a high-risk area in 1990 and that office’s acknowledgment of improvements to
NASA’s processes in its most recent update. The OIG also noted NASA’s continued
emphasis, in 2009, on monitoring this challenge and implementing disciplined ac-
quisition management processes. However, the OIG said that both GAO’s and its
audits and investigations “continue to reveal systemic weaknesses in the areas of ac-
quisition and procurement, to include awards as part of the Small Business Innova-
tion Research (SBIR) Program.” OIG work has identified instances of fraud, waste,
and abuse by SBIR Program participants that bring into question the effectiveness
of the Program’s internal controls. For example, the NASA OIG found that some
SBIR contractors received awards from multiple agencies for essentially the same
work, submitted different proposals to multiple agencies but then provided all of
them the same deliverable, or misrepresented information including the role of the
principal investigator who was supposed to perform the research.

Information Technology Security

The NASA OIG said in its November 2009 memorandum that it recognizes that
strengthening the agency’s Information Technology (IT) security program will occur
through improvements in the Agency’s overarching IT management practices. In the
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past, the OIG noted that NASA reported IT security as a material weakness in the
Administrator’s annual Statement of Assurance. The NASA OIG reported that sub-
sequent to IT security being reported as a material weakness, NASA has imple-
mented various solutions in an attempt to improve its IT security. The OIG said
in the November 2009 memorandum that “These solutions have resulted in contin-
ued incremental improvements across NASA’s IT infrastructure; however, challenges
remain. Specifically, not all solutions have been fully implemented and ongoing
breaches of NASA computer systems have resulted in the theft of sensitive data re-
lated to Agency programs, which adversely affected NASA’s mission and resulted in
millions of dollars in losses.”

Mr. Paul Martin, NASA’s Inspector General, will be a witness at the hearing and
can provide additional details on the November 2009 memorandum as well as other
work performed by his office.

Government Accountability Office

Authority and Scope of Work

The U.S. Government Accountability Office (GAO) is an independent, nonpartisan
agency that works for Congress. Often called the “congressional watchdog,” GAO in-
vestigates how the federal government spends taxpayer dollars. GAO’s work is done
at the request of congressional committees or subcommittees or is mandated by pub-
lic laws or committee reports. It also undertakes research under the authority of the
Comptroller General who heads GAO. GAO audits agency operations to determine
whether federal funds are being spent efficiently and effectively and reports on how
well government programs and policies are meeting their objectives. Ms. Cristina
Chaplain, who directs much of GAO’s work at NASA, is a witness at today’s hearing
and will use recent GAO findings as the basis for the office’s views on key chal-
lenges facing NASA.

High-Risk Report Update

Since 1990, GAO has periodically reported on government operations that it iden-
tifies as “high risk.” This effort has brought focus to problems impeding effective
government and costing the government billions of dollars each year. GAO’s high-
risk status reports are provided at the start of each new Congress. Historically,
high-risk areas have been so designated because of traditional vulnerabilities re-
lated to their greater susceptibility to fraud, waste, abuse, and mismanagement. As
GAOQO’s high-risk program has evolved, it has increasingly used the high-risk des-
ignation to draw attention to areas associated with broad-based transformations
needed to achieve greater economy, efficiency, effectiveness, accountability, and sus-
tainability of selected key government programs and operations. In 1990, GAO des-
ignated NASA’s contract management as high risk in view of persistent cost growth
and schedule slippage in the majority of its major projects. Since that time, GAO’s
high-risk work has focused on identifying a number of causal factors, including anti-
quated financial management systems, poor cost estimating, and undefinitized con-
tracts.

In its January 2009 update of the office’s high-risk list [GAO-09-271], GAO re-
ported that since the 2007 high-risk update, NASA had taken significant steps to
improve its acquisition management with the implementation of new policies and
procedures and the development of a corrective action plan to address weaknesses
in areas identified as high risk by GAO. For example, NASA revised its acquisition
and engineering polices to incorporate elements of a knowledge-based approach that
should allow the agency to make informed decisions. According to GAO, NASA is
also instituting a new approach whereby senior leadership is reviewing acquisition
strategies earlier in the process and developed broad procurement tenets to guide
the agency’s procurement practices. Among procurement policy reforms, GAO noted
that an earned value management procurement policy has been established and a
requirement that all award fee contracts undergo a cost-benefit analysis has been
codified to improve the likelihood that NASA is using its resources most effectively.
GAO noted NASA’s broad plan for reducing acquisition risk and observed that suc-
cessful implementation of both the plan and revised policies should stem cost growth
and schedule slippage.

However, GAO said that because cost growth and schedule delays persist, this ac-
tivity—now titled “acquisition management” because of the scope of issues that need
to be resolved—remains high-risk. GAO added that, to maximize NASA’s invest-
ment dollars, implementation needs to be complemented by vigorous executive lead-
ership to foster the expansion of a business-oriented culture and a sustained com-
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mitment to identify and take action on projects that are not achieving cost, schedule
or performance goals upon which they were based when they were initiated.

Assessment of Selected Large-Scale Projects [GAO-10-227-SP]

GAO released its report [GAO-10-227-SP] on the eve of this hearing assessing
the status of 19 NASA large-scale projects with a combined life cycle cost of more
than $66 billion. GAO’s independent assessment was initially undertaken in re-
sponse to the explanatory statement of the House Committee on Appropriations ac-
companying the Consolidated Appropriations Act of 2008; the Committee on Science
and Technology was a co-requester of that assessment and is a co-requester on the
2009 assessment [The explanatory statement of the House Committee on Appropria-
tions accompanying the Fiscal Year 2009 Omnibus Appropriations Act directed GAO
to prepare this latest assessment].

In its most recent assessment, GAO compared projects against best practice cri-
teria for system development including attainment of knowledge on technologies and
design. The office found that of the 19 projects, 4 are still in the formulation phase
where cost and schedule baselines have yet to be established, and 5 just entered
the implementation phase in fiscal year 2009 and therefore do not have any cost
and schedule growth. However, GAO said that “9 of the 10 projects that have been
in the implementation phase for several years experienced cost growth ranging from
8 to 68 percent, and launch delays of 1 to 33 months, in the past three years. These
10 projects had average development cost growth of almost $121.1 million—or 18.7
percent—and schedule growth of 15 months, and a total increase in development cost
of over $1.2 billion, with over half of this total—or $706.6 million—occurring in the
last year. In some cases, cost growth was higher than is reported because it occurred
before project baselines were established in response to the statutory requirement.”

Commenting on factors contributing to cost and schedule increases, GAO said
“Many of the projects we reviewed experienced challenges in developing new or retro-
fitting older technologies, stabilizing engineering designs, managing the performance
of their contractors and development partners, as well as funding and launch plan-
ning issues. Reducing the kinds of problems this assessment identifies in acquisition
programs hinges on developing a sound business case for a project. Based, in part,
on GAO’s previous recommendations, NASA has acted to adopt practices that would
ensure programs proceed based on a sound business case and undertaken initiatives
aimed at improving program management, cost estimating, and contractor oversight.
Continued attention to these efforts should help maximize NASA’s acquisition invest-
ments.”

[GAO defines a “sound business case” as having, in its simplest form, the fol-
lowing two elements: (1) the customer’s needs are valid and can best be met with
the chosen concept, and (2) the chosen concept can be developed and produced with-
in existing resources—that is, proven technologies, design knowledge, adequate
funding, and adequate time to deliver the product when needed.]

GAO recognized NASA’s efforts to improve acquisition management through the
issuance of a new policy instituting key decision points in the development life-cycle;
a corrective plan to improve the effectiveness of the agency’s program/project man-
agement; and an initiative to help programs and projects with management, cost
and schedule estimating, and maintenance of adequate levels of reserves. However,
GAO said that while these efforts are positive steps, it is too early to assess their
impact. The office cautioned that “For projects to have better outcomes not only must
they demonstrate a high level of knowledge at key junctures, but decision makers
must also use this information to determine whether and how best a project should
proceed through the development life cycle. If done successfully, these measures
should enable NASA to foster the expansion of a business-oriented culture, reduce
persistent cost growth and schedule delays, and maximize investment dollars.”

Cost and schedule growth at NASA was the subject of a hearing held by the Space
and Aeronautics Subcommittee in March 2009. At that hearing entitled “Cost Man-
agement Issues in NASA’s Acquisitions and Programs”, Subcommittee Chairwoman
Gaiffords noted:

“It is clear that good cost and schedule management will be critical to the suc-
cess of NASA’s planned robotic and human space flight activities. However, it
is also clear that NASA, Department of Defense (DOD), and the other agencies
of the federal government involved in space activities have many dedicated and
competent scientists and engineers working long hours to try to deliver successful
projects. That tells me that dealing with these cost and schedule issues is hard,
and that there’s no simple fix or the situation would have been resolved long ago.
We need to find out why preventing cost and schedule growth in our space
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projects is so hard, and more importantly, what we can do to put us on a better
path for the future.”

Report on International Space Station Utilization [GAO-10-9]

In 2005, Congress designated the ISS as a national laboratory; in addition, the
NASA Authorization Act of 2008 required NASA to provide a research management
plan for the ISS National Laboratory. GAO was asked by the Committee on Science
and Technology to review the research use of the ISS. In a report dated November
2009, GAO found that research utilization has not been the priority because the pri-
mary objective for the ISS through 2010 is construction. GAO said that “Some re-
search has been and is being conducted as time and resources permit while the crew
on board performs assembly tasks, but research is expected to begin in earnest in
2010. NASA projects that it will utilize approximately 50 percent of the U.S. ISS re-
search facilities for its own research, including the Human Research Program, open-
ing the remaining facilities to U.S. ISS National Laboratory researchers.” GAO re-
ported that “NASA faces several significant challenges that may impede efforts to
maximize utilization of all ISS research facilities, including:

e the impending retirement of the Space Shuttle in 2010 and reduced launch
capabilities for transporting ISS research cargo once the shuttle retires,

o high costs for launches and no dedicated funding to support research,

¢ limited time available for research due to the fixed size of crew and competing
demands for the crew’s time, and

e an uncertain future for the ISS beyond 2015.”

GAO also reported that “NASA is researching the possibility of developing a man-
agement body including internal and external elements to manage ISS research,
which would make the ISS National Laboratory similar to other national labora-
tories.” NASA concurred with GAQO’s recommendations that the NASA Adminis-
trator implement certain actions such as increasing user outreach and centralizing
decision-making to enhance use of the ISS.

Report on Vulnerabilities in Key IT Networks [GAO-10-4]

The NASA Authorization Act of 2008 directed GAO to (1) determine whether
NASA has implemented appropriate controls to protect the confidentiality, integrity,
and availability of the information and systems used to support NASA’s mission di-
rectorates and (2) assess NASA’s vulnerabilities in the context of prior incidents and
corrective actions.

In a report dated October 2009, GAO found that “although NASA has made im-
portant progress in implementing security controls and aspects of its information se-
curity program, it has not always implemented appropriate controls to sufficiently
protect the confidentiality, integrity, and availability of the information and systems
supporting its mission directorates.” GAO said that NASA did not consistently im-
plement effective controls to prevent, limit, and detect unauthorized access to its
networks and systems. As examples, GAO said that NASA did not always suffi-
ciently restrict user access to systems, encrypt network services and data, and audit
and monitor computer-related events. GAO reported that a key reason for these
weaknesses is that NASA has not yet fully implemented key activities of its infor-
mation security program to ensure that controls are appropriately designed and op-
erating effectively. For example, GAO found that NASA has not always conducted
comprehensive tests and evaluation of its information system controls; tracked the
status of plans to remedy known weaknesses; and maintained capabilities to detect,
report, and respond to security incidents.

Despite actions to address prior security incidents, GAO concluded that “NASA
remains vulnerable to similar incidents. NASA networks and systems have been suc-
cessfully targeted by cyber attacks. During fiscal years 2007 and 2008, NASA re-
ported 1,120 security incidents that have resulted in the installation of malicious
software on its systems and unauthorized access to sensitive information.”

GAO also concluded that the control vulnerabilities and program shortfalls it
identified “collectively increase the risk of unauthorized access to NASA’s sensitive
information, as well as inadvertent or deliberate disruption of its system operations
and services. They make it possible for intruders, as well as government and con-
tractor employees, to bypass or disable computer access controls and undertake a
wide variety of inappropriate or malicious acts. As a result, increased and unneces-
sary risk exists that sensitive information is subject to unauthorized disclosure, modi-
fication, and destruction and that mission operations could be disrupted.”



11

GAO recommended that the NASA Administrator take steps to mitigate control
vulnerabilities and fully implement a comprehensive information security program.
For example, GAO recommended that NASA “conduct sufficient or comprehensive se-
curity testing and evaluation of all relevant security controls including management,
operational, and technical controls.” NASA concurred with GAO’s recommendations,
stating that it would continue to mitigate the information security weaknesses iden-
tified, and noted that many of the recommendations are currently being imple-
mented as part of an ongoing strategic effort to improve information technology
management and correct information technology security program deficiencies.

Aerospace Safety Advisory Panel

Authority and Scope of Work

Since it was established in 1968 by Congress, the Aerospace Safety Advisory
Panel (ASAP) has been evaluating NASA’s safety performance and advising the
agency on ways to improve that performance. The panel, which is a Federal Advi-
sory Committee Act (FACA)-chartered advisory body, is comprised of recognized
safety, management, and engineering experts from industry, academia, and other
government agencies. This senior advisory committee reports to the NASA Adminis-
trator and Congress. The panel was established by Congress in the aftermath of the
January 1967 Apollo 204 spacecraft fire that took the lives of three astronauts. The
ASAP’s statutory duties, as prescribed in Section 6 of the NASA Authorization Act
of 1968, Public Law 90-67, 42 U.S.C. 2477 are as follows:

“The Panel shall review safety studies and operations plans that are referred to
it and shall make reports thereon, shall advise the Administrator with respect
to the hazards of proposed operations and with respect to the adequacy of pro-
posed or existing safety standards, and shall perform such other duties as the
Administrator may request.”

The panel was reauthorized in Section 106, Safety Management, Section 6, of the
National Aeronautics and Space Administration Authorization Act of 2005, [P.L.
109-155]. The ASAP bases its advice on direct observation of NASA operations and
decision-making. The panel provides a report on an annual basis. Its “2009 Annual
Report” was released on January 15, 2010. In addition to an annual report, the
panel also conducts quarterly meetings, submits minutes, and provides NASA with
recommendations.

2009 Annual Report

In its recently issued 2009 annual report, the ASAP recognized several NASA ac-
complishments in 2009, such as safe completion of five successful Shuttle missions,
continued construction of the ISS, flight testing of the Ares I-X, and progress in
Constellation Program ground project efforts. Safety is the primary focus of the re-
port. Two critical safety-related issues identified relate to human space flight, spe-
cifically those concerning the establishment of human rating requirements for fol-
low-on vehicles and the potential extension of the Shuttle beyond its current flight
manifest. Other issues identified as critical were external communication of the
risks associated with exploration; transition of workforces from Shuttle to Constella-
tion; integration of robotics agency-wide; and timeliness in completing mishap inves-
tigations. Other safety-related issues identified in the annual report were NASA fa-
cilities/aging infrastructure; timeliness of NASA responses to ASAP recommenda-
tions; and progress in addressing the recommendations of the Columbia Accident In-
vestigation Board (CAIB).

Establishment of Human Rating Requirements

In referencing the work by the Review of U.S. Human Space Flight Plans Com-
mittee, better known as the “Augustine Committee”, the report raised concern about
the committee’s observation that “appropriate consideration be given to using the
commercial space industry to fulfill NASA crew-delivery services to LEO.” The panel
said, regarding the committee’s assumption that safety was assumed to be “a given”,
that “this assumption is premature and oversimplifies a complex and challenging
problem because there is not a “cookie-cutter approach” to safety in space.” The ASAP
strongly reaffirmed, as a basic principle, that “whatever new policies or vehicles are
selected for America’s space activities, ensuring human safety must continue to re-
ceive the appropriate funding, visibility, and support to prevent another Columbia-
like tragedy. With this basic principle in mind, the Panel has set its focus on the
following critical safety issues associated with the present program and its potential
alternatives.”



12

In its prior “2008 Annual Report”, the panel had stated that proposed commercial
orbital transportation services (COTS) vehicles being developed by SpaceX and Or-
bital Sciences Corporation had not been required to meet Human Rating Require-
ments (HRR) standards nor were they proven to be appropriate to transport NASA
personnel. The ASAP acknowledged that this was understandable, since these con-
tractors were only tasked with developing cargo delivery systems.

However, the ASAP noted that the possible expansion of the commercial vehicle
mission to include human transport caused the panel to highlight the standards for
human rating requirements as an issue at every quarterly meeting in 2009. The re-
port said that a principal concern identified at the first ASAP meeting in 2009 was
that the current HRR procedures, when applied to the development of future
human-related vehicles, were not specifically intended to establish requirements for
vehicles produced by entities external to NASA, such as commercial space transpor-
tation firms or international programs. Consequently, the panel recommended that
“NASA stipulate directly the applicable HRR standards and share acceptable risk
levels with those other entities.” The 2009 annual report noted that in the fourth
quarter of 2009, “NASA finally made a start at achieving progress to more clearly
develop and communicate the standards necessary for any COTS manufacturer if as-
tronauts are to be transported on non-NASA vehicles. However, this will only par-
tially answer the challenge. After the criteria and their applicability are clearly es-
tablished, a process must be developed for validating and certifying compliance with
those criteria. Validation and certification itself has two components: that which
takes place at the front end (at various stages) and one that follows the program in
the form of insight, oversight etc. Although the Panel strongly supports the start that
NASA has made, the Panel continues to believe that NASA is behind where it needs
to be at this point in time. Considerable work must be done, and priority efforts
should be established to accelerate the level of effort underway.”

The report also stated that “It is the Panel’s position that no COTS manufacturer
is currently HRR qualified, despite some claims and beliefs to the contrary. Questions
that must be answered are: What is the process for certifying that potential COTS
vehicles are airworthy and capable of carrying astronauts into space safely? How is
compliance assured over the life of the activity? The same questions would apply to
any potential international orbital transportation systems.”

With regard to NASA’s “program of record”, the report noted that “The Ares I ve-
hicle has been designed from the beginning with a clear emphasis on safety. Its ar-
chitecture was selected by NASA’s Exploration System Architecture Study (ESAS)
team because of its potential to deliver at least 10 times the level of crew safety as
the current Shuttle. The launch vehicle configuration has been developed to provide
the best possible allowances for crew escape in the event of a launch failure. The
independent launch escape system pulls the capsule clear of the launch pad and any
attendant explosion or fire. The demonstrated high reliability of the solid rocket
booster (SRB) suggests a low likelihood of first stage failure on ascent, but the launch
escape system would cover, even with this low probability of failure.

To abandon Ares I as a baseline vehicle for an alternative without demonstrated
capability nor proven superiority (or even equivalence) is unwise and probably not
cost-effective. The ability of any current COTS design to “close the gap” or even pro-
vide an equivalent degree of safety is speculative. Switching from a demonstrated (de-
sign approach proven by Apollo, use of heritage hardware, and Ares 1-X flight suc-
cess), well designed, safety optimized (ESAS) system to one based on nothing more
than unsubstantiated clatims would seem a poor choice. Before any change is made
to another architecture, the inherent safety of that approach must be assessed to en-
sure that it offers a level of safety equal to or greater than the program of record.”

Shuttle Extension

The ASAP said in its 2009 report that it was very concerned about possible exten-
sion of Shuttle operations beyond those currently manifested to complete the con-
struction of the ISS. The U.S. Human Space Flight Plans Committee had concluded
that the only way to reduce the “gap” in human space flight launch capability be-
tween ISS completion and the planned flights of Ares I is by extending the Shuttle
program well beyond 2010. The ASAP indicated that it “does not support extending
the Shuttle significantly beyond its current manifest. We are especially concerned
over any kind of “serial extension” where a few flights at a time might be added.
The risk of continuing to fly the Shuttle without a recertification and expending the
resources to bring the vehicle up to modern standards is more than what we should
ask astronauts to shoulder.” The ASAP concluded that “Extension significantly be-
yond what is planned through the current manifest would be unwise.”
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External Communication on Risks Associated with Exploration

The ASAP noted that, in light of critical human space flight efforts, communica-
tions with the public and Congress are more important than ever before. The report
encouraged NASA to be “fully candid with the public and Congress, and those audi-
ences must fully understand what risks are involved. There can never be zero risk,
and the rate of progress can be limited by the amount of risk one is willing to take.
Space exploration is a dangerous enterprise, and the Nation is fortunate to have cou-
rageous people willing to accept the risk. In going forward with exploration, the
shouldering of risk needs to be undertaken not only by NASA, but by Congress and
the Administration. The risks must be communicated clearly to Congress and the
public. To do otherwise is disingenuous and does the Nation a disservice.”

Shuttle to Constellation Workforce Transition

The panel commended NASA Centers’ leadership and contractors in working to
ease the transition from the Shuttle program to the Constellation Program. How-
ever, the report noted that the “workforce is worried about the uncertainty of NASA’s
mission and the five- to eight-year gap between Shuttle and its successor. Human
space flight is a business in which safety rides on the shoulders of skilled, hard-
working people. Successful workforce transition depends heavily on a decision being
made about NASA’s direction. The Panel’s concern continues to grow as NASA’s fu-
ture in human space flight remains undecided. The current “transition” plans were
drawn up assuming that the program of record would be executed. The Panel is im-
pressed by the level of detail in the plans and the diligence with which they are being
carried out. A programmatic decision regarding exploration and a possible change
to the program of record is under review as a result of the Augustine Committee re-
port. At the time this Annual Report went to press, the future path forward for the
space program had not been announced. When it is announced, the transition plans
will need to be reevaluated and redefined.”

Integration of Robotics Agency-Wide

In the annual report, the panel continued to urge NASA to take an aggressive
view towards using robots to reduce human risk whenever possible, consistent with
mission accomplishment. The report said that “This means using robots to replace
humans on some missions and to support astronauts on others. The Panel notes that
the vision for exploration includes dangerous and challenging work like construction,
mining, and manufacturing. In accomplishing this work, there is significant risk to
astronauts in their fragile but critical spacesuits.” The panel said that it is still find-
ing a wide discrepancy between how NASA views robots and the current state of
practice in the commercial and military arenas. As a result, during 2010, the ASAP
said that it would undertake a more in-depth assessment of NASA’s investment in
and planning for using robots in place of and in support of human astronauts.

Timeliness in Completing Mishap Investigations

In 2007, the panel had recommended that NASA reevaluate the mishap investiga-
tion process to provide for more timely release of information across the agency. The
panel followed up with two more recommendations in 2008 to spur this effort for-
ward. Despite some progress, the ASAP said in its 2009 annual report that it “con-
tinues to be concerned about the need to correct each phase in the process to shorten
the overall timeline: (1) accomplishing the investigation itself; (2) developing the in-
vestigation report; (3) obtaining the NASA Headquarters endorsements; (4) obtaining
the Center approval; (5) developing the corrective action plan and implementing it;
and (6) verifying implementation so that the case can be closed.” While acknowl-
edging progress at the Field Centers to reduce the timeline for the phases that are
under their control, the ASAP said that “it will take more effort, especially at NASA
Headquarters, before an overall improvement in the final report’s timeline is seen.
What is still lacking are the metrics that show the tracking and trending for all
phases of the mishap investigation process so that one can see whether positive
changes in the timelines are occurring.”

Other Issues

e NASA Facilities/Aging Infrastructure: The ASAP said that “over 80 percent of
NASA facilities are beyond their design life, and annual maintenance is un-
derfunded. Facilities continue to degrade and facilities failures are starting to
impact missions and have safety implications Agency-wide. Evidence for this
can be seen in the increasing number of small fires, key equipment losses
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through failures in material handling and transportation facilities, and in the
“weak signals” that we observe in current safety reports. The infrastructure
used to launch complex vehicles into space must be reviewed and maintained
down to the smallest component to remain safe. In the past, one of NASA’s
goals was “ten healthy Centers.” A considerable investment in facility mainte-
nance, repair, and replacement is needed for this goal to be achieved. This may
be unrealistic in the current economic climate. If funding is not available,
NASA should consider consolidating its programs and efforts at fewer Centers
so that its activities may be safely continued at the remaining facilities. This
planning needs to be part of a conscious and deliberate facilities strategy.”

Timeliness of NASA Responses to ASAP Recommendations: The panel indi-
cated concern about NASA’s unresponsiveness to its recommendations. Fol-
lowing 25 written recommendations to NASA in 2009, by the end of the year,
the report said that NASA had issued a single response addressing just three
recommendations. The report found that about half of the remaining re-
sponses were in a “concurrence loop” at NASA for signature. The panel rec-
ommended “that more management attention be placed on streamlining the re-
view and concurrence process for NASA responses to Panel recommendations.”

Monitoring NASA’s Responses to CAIB Recommendations: As Congress man-
dated in the NASA Authorization Act of 2005, the ASAP evaluates and re-
ports annually on NASA compliance with CAIB return-to-flight (RTF) and
continue-to-fly (CTF) recommendations. In 2009, there were three outstanding
CAIB recommendations: (1) eliminate all external tank thermal protection
system debris shedding at the source; (2) increase the orbiter’s ability to sus-
tain debris damage; and (3) develop an on-orbit repair capability. In 2008, the
panel had concluded that “NASA must decide whether to formally accept the
risks associated with these three outstanding recommendations. The Panel be-
lieves that informed, formal risk acceptance is essential for a successful safety
program. This process provides a formal record of the risks that were accepted
and the assumptions used in making those decisions. While NASA has con-
cluded that no further action is warranted on the remaining three CAIB rec-
ommendations and has closed these out, it is not clear that the risk acceptance
for that decision has been formally documented by NASA management. The
Panel continues to recommend that NASA do so. NASA should revisit these
decisions if the Agency decides to recertify the Shuttle. Because NASA has
moved beyond the RTF phase, the Panel will no longer specifically address
RTF in future annual reports.”

In the 2009 annual report, the ASAP stated that “While NASA has concluded
that no further action is warranted on the remaining three CAIB recommenda-
tions and has closed these out, it is not clear that the risk acceptance for that
decision has been formally documented by NASA management. The Panel con-
tinues to recommend that NASA do so. NASA should revisit these decisions
if the Agency decides to recertify the Shuttle. Because NASA has moved beyond
the RTF phase, the Panel will no longer specifically address RTF in future an-
nual reports. The Panel will continue to monitor, review, and provide rec-
ommendations on CTF issues.”

Admiral Dyer, the Chairman of the ASAP, will be a witness at the hearing and
can provide additional details on the ASAP’s 2009 Annual report.
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Chairwoman GIFFORDS. I want to welcome everyone this morning
and let everyone know that this is the first subcommittee hearing
of the second session, and we have had a very active subcommittee
over the last session, and I fully expect that this upcoming year
will be as busy in carrying out our oversight responsibilities.

In that regard, I have called this hearing today so that we have
a chance to hear from NASA’s watchdogs; the NASA Inspector
General, the Government Accountability Office, and the Inde-
pendent Aerospace Safety Advisory Panel.

As Congress prepares to reauthorize NASA, it is important that
we focus on the issues and the challenges that will determine
whether or not NASA will be successful over the next decade. The
three individuals testifying before us today can provide us with the
kind of expert, objective assessments that we will need to inform
our deliberations over NASA’s future, and we look forward to your
testimony.

As everyone knows, the President’s fiscal year 2011 budget re-
quest was delivered to the Hill on Monday. It proposes large
changes to NASA’s programs, including the outright cancellation of
Constellation. Today’s hearing, of course, is not intended to be an
examination of that request, in part because many of those details
are still unavailable to us.

However, I can assure you that the full Science and Technology
Committee and this subcommittee will be holding hearings over the
next few weeks to examine the President’s proposals, and of course,
we intend to give them serious scrutiny.

I would just like to state that one of the reasons that I was par-
ticularly honored to accept the chairmanship of this subcommittee
last year was my excitement to be involved in an agency that has
inspired Americans, and frankly the world at large for decades.

But as I reviewed the President’s budget request, I found a quite
glaring omission. I once again point all of you to this chamber, in
this chamber to the proverb that is on the wall behind us, and in
fact, it is good for members of this subcommittee and the full com-
mittee to think about why we are here, and of course, that quote
is, “Where there is no vision, the people perish.” And these words
are as true today as when our forefathers undertook a voyage of
discovery, when they landed on this continent and founded America
as a city upon a hill, a beacon of light for the future world, for the
entire world to admire.

We are still that city on the hill, and the eyes of all people are
upon us. We have set forth on a mission to explore the heavens,
and should we deal falsely with this work we have undertaken, we
shall be made a byword across the world. We shall shame the faces
of many of America’s worthy civil servants who have dedicated
their lives to this mission.

Today we are still a city on that hill, but I fear that we may soon
abandon our vision. Our job as servants of the people, as members
of this subcommittee, is to allow our scientists, our engineers, our
researchers, our visionaries, to be as bold in this undertaking as
our faculties will allow. To be unconstrained by artificial imposi-
tions of expedience or purse but rather limited only by the strength
of their imagination and the immutability of the laws of physics.
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My concern today is not numbers on a ledger but rather the state
of the American dream to reach for the stars. Should we falter,
should we slip, should we let our dream fade? What will we tell our
children? How will we inspire the next generation of great minds
to pursue the science and engineering fields critical to our competi-
tiveness in the 21st century when we abandoned a generation of
thousands of aerospace engineers in the middle of this endeavor?
What will we tell the world that we led into space and that we took
the moon? My fear is that we will tell them—tell us what the stars
are like when you get there.

So in the coming weeks we will be holding a number of hearings,
both in the subcommittee and in the full committee to address the
range of NASA programs and responsibility in science, aeronautics,
and space flight. We will discuss the potential impact of program
changes on tens of thousands of jobs, precisely the type of high-tech
jobs that are critical to our economic competitiveness. We will dis-
cuss the impact that NASA programs, especially those in human
space exploration, play in inspiring young people to pursue careers
in STEM fields, another issue vital to developing a workforce for
the 21st century.

Both of these issues will be especially timely as the full com-
mittee considered reauthorization of the America COMPETES leg-
islation. And I in my work on the House Arm Services Committee
and others that serve on both of these committees, will be diving
into the impact the proposed cuts to human spaceflight will have
on our aerospace industry and our national defense as well.

No doubt we will hear a great deal in order to assess what will
be decided in the next few weeks and the testimony that we hear
I think will—today, will likely raise additional concerns and consid-
erations.

And just in closing before I hand it over to Mr. Olson, I would
just like to tell a story that illustrates my concern. Nearly 100
years before Columbus sailed to the Americas, China had a great
fleet of ships traveling throughout the Indian Ocean. This fleet was
ahead of its time, exploring the seas, and spurring an unprece-
dented era of knowledge, trade, and discovery. However, as times
changed China felt they could no longer afford its fleet and so it
was defunded. The fleet soon fell to ruin, with some historians re-
porting that the ships were burned and destroyed, and so ended a
great opportunity for the Chinese people.

Had the Chinese continued to fund this endeavor of exploration,
of discovery, the world today might very well be a totally different
place, and how ironic, then, it is that today we consider abandoning
our space-worthy vessels, ending a half century of American leader-
ship in space exploration just as the Chinese ramp up their own
space program and aim for the moon.

NASA is an agency with a wide range of programs and respon-
sibilities in science, aeronautics, and human spaceflight, and we
need to make sure that the agency is proceeding as effectively as
possible to carry out its diverse missions. Today’s hearing will help
us assess how NASA is doing in that regard.

I look forward to working with members on both sides of the
aisle as we strive to ensure that Congress crafts the most respon-
sible and productive future for the Nation’s space and aeronautics
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programs. The stakes for America are too high for us to attempt
anything less.
[The prepared statement of Chairwoman Giffords follows:]

PREPARED STATEMENT OF CHAIRWOMAN GABRIELLE GIFFORDS

Good morning, and welcome to the Subcommittee’s first hearing of the 2nd ses-
sion. We had a very active Subcommittee last session, and I expect to be at least
as busy this year as we carry out our oversight responsibilities. In that regard, I
have called this morning’s hearing so that we may have a chance to hear early on
from NASA’s “watchdogs”—the NASA Inspector General, the Government Account-
ability Office, and the independent Aerospace Safety Advisory Panel.

As Congress prepares to reauthorize NASA, it is important that we focus on the
issues and challenges that will determine whether or not NASA succeeds or fails
in the coming decade. The three individuals testifying before us today can provide
us with the kind of expert, objective assessments that we will need to inform our
deliberations over NASA’s future, and I look forward to their testimony.

As you know, the president’s Fiscal Year 2011 budget request was delivered to
the Hill on Monday. It proposes large changes to NASA programs, including the out-
right cancellation of Constellation. Today’s hearing is not intended to be an exam-
ination of that request, in part because many of the details are still unavailable.
However, I can assure you that the full Science and Technology Committee and this
Subcommittee will be holding a series of hearings over the coming weeks to examine
the president’s proposals, and we intend to give them serious scrutiny. One of the
reasons I was particularly honored to accept the chairmanship of this subcommittee
was my excitement to be involved in an agency that has inspired Americans, and
the world at large, for decades.

But as I reviewed the President’s budget request, I found a quite glaring omission.
I would once again point all of you in this chamber to the proverb written on the
wall behind me. “Where there is no vision, the people perish.” These words are as
true today as when our forefathers undertook a voyage of discovery, when they land-
ed on this continent and founded America as a city upon a hill, a beacon of light
for the whole world to admire. We are still that city upon a hill and the eyes of
all people are upon us.

We have set forth on a mission to explore the heavens and should we deal falsely
with this work we have undertaken, we shall be made a byword across the world.
We shall shame the faces of many of America’s worthy civil servants who have dedi-
cated their lives to this mission. Today we are still that city upon a hill, but I fear
that we may soon abandon our vision. Our job as servants of the people, as mem-
bers of this committee is to allow our scientists, our engineers and researchers, our
visionaries to be as bold in this undertaking as their faculties allow. To be uncon-
strained by artificial impositions of expedience or purse, but rather limited only by
the strength of their imagination and the immutability of the laws of physics. My
concern today is not numbers on a ledger, but rather the fate of the American
dream to reach for the stars. Should we falter, should we slip, should we let our
dream fade, what will we tell our children? How will we inspire the next generation
of great minds to pursue the science and engineering fields critical to our competi-
tiveness in the 21st century when we abandon a generation of thousands of aero-
space engineers in the middle of this endeavor? What will we tell the world that
we led into space, that we took to the moon? My fear is that we will tell them, “Tell
us what the stars are like, when you get there.”

In the coming weeks we will be holding a number of hearings both in this sub-
committee and the full committee to address the range of NASA programs and re-
sponsibilities in science, aeronautics, and human spaceflight. We will discuss the po-
tential impact of program changes on tens of thousands of jobs, precisely the type
of high tech jobs that are critical to our economic competitiveness. We will discuss
the impact that NASA programs, especially those in human space exploration, play
in inspiring young people to pursue careers in STEM fields, another issue vital to
developing a workforce for the 21st century. Both of these issues will be especially
{:imely as the full committee considers reauthorization of America COMPETES legis-
ation.

And I, in my work on the House Armed Services Committee, will be diving into
the impact that proposed cuts to human spaceflight will have on our aerospace in-
dustry and our national defense.

No doubt we will have a great deal to assess in the coming weeks. The testimony
we hear today will likely raise additional issues that we will need to consider.
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In closing, I would like to tell a story that illustrates my concern. Nearly 100
years before Columbus sailed to the Americas, China had a great fleet of ships trav-
eling throughout the Indian Ocean. This fleet was ahead of its time, exploring the
seas and spurring an unprecedented era of knowledge, trade, and discovery. How-
ever, as times changed, China felt that it could no longer afford its fleet, and so it
was defunded. The fleet soon fell to ruin, with some historians reporting that the
ships were burned and destroyed, and so ended a great opportunity for the Chinese
people. Had the Chinese continued to fund this endeavor of exploration, of discovery,
the world might now be a very different place. How ironic then that today we con-
sider abandoning our space worthy vessels, ending a half century of American lead-
ership in space exploration just as the Chinese ramp up their own space program
and aim for the moon.

NASA is an agency with a range of programs and responsibilities in science, aero-
nautics, and human spaceflight—and we need to make sure that the agency is pro-
ceeding as effectively as possible to carry out its diverse missions. Today’s hearing
will help us to assess how NASA is doing in that regard. I look forward to working
with Members on both sides of the aisle as we strive to ensure that Congress crafts
the most responsible and productive future for the nation’s space and aeronautics
programs. The stakes for America are too high for us to attempt anything less.

Chairwoman GIFFORDS. And with that the Chair now recognizes
Mr. Olson for an opening statement.

Mr. OLsoN. Well, thank you, Madam Chairwoman, and thank
you for calling this morning’s hearing, and I will do my best to stay
on the advertised topic, but I make no guarantees.

I would like to thank our witnesses for their appearance today.
I realize that each one of you has spent considerable time and ef-
fort preparing for this hearing, and I look forward to hearing from
you so that our subcommittee can benefit from your expertise.

The role of watchdogs is critical in our government, and I ap-
plaud your efforts and encourage your continued diligence going
forward. We have a similar role right here in Congress, and when
we can, we would like to partner with you to make each of our jobs
more effective to accomplish our shared goals.

Mr. Martin, good to see you again. I trust you have gotten more
acquainted in your new role as you are settling in there. I do have
an admonition that we will surely discuss in the future, but it is
in light of the President’s recent budget proposal. His proposal is
a radical departure for how NASA does business. The impacts to
the workforce and to the relationship between the government and
its contractors is about to change and change dramatically. I im-
plore you, implore you to monitor how this process evolves going
forward.

Ms. Chaplain, thank you for your work, especially in light of your
recent report on the International Space Station. Should this pro-
gram continue, and it appears it is going to continue at least until
2020, your recommendations about a centralized structure will
need to be addressed, and we are anxious to hear more.

And finally, Admiral Dyer, we thank you for your service. Earlier
this week we marked the seventh anniversary of the Columbia
tragedy. We must not forget the inherent dangers that travel by
space brings on. You and the members of the ASAP are critical in
our efforts of exploration. Your recent annual report provided crit-
ical insight on the path our Nation should be pursuing in regard
to human spaceflight, and I would like to read for the record a very
significant passage. The statement was included in a press release
the agency issued but since that release went out at 6:00 p.m. on
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the Friday of the long Martin Luther King Day holiday, I think it
is worth reading for the record.

In regard to the Constellation Program you found, and I quote,
“To abandon the program of record as a baseline for an alternative
without demonstrated capability or proven superiority is unwise
and probably not cost effective.” Let me read that again. “T'o aban-
don the program of record as a baseline for an alternative without
demonstrated capability or proven superiority is unwise and prob-
ably not cost effective.” And yet this is exactly what the President’s
2011 budget aims to do.

My concern about the direction of the Administration’s budget
proposal will take NASA is something I have spoken out about and
will continue to do so. We are on the verge of abandoning human
spaceflight in the near term, and I fear beyond that. The witnesses
before us will play a critical role in the direction the agency goes,
and the men and women on this dais will have an equally-critical
role in the direction our Nation goes.

And I look forward to working with you to chart that path.

[The prepared statement of Mr. Olson follows:]

PREPARED STATEMENT OF REPRESENTATIVE PETE OLSON

Madam Chairwoman, thank you for calling this morning’s hearing. I will do my
best to ensure we stay on the advertised topic, but I make no guarantees. I'd like
to thank our witnesses for their appearance today. I realize that each of you has
spent considerable time and effort preparing for this hearing, and I look forward to
hearing from you so that our subcommittee can benefit from your expertise.

The role of watchdogs is critical in our government, and I applaud your efforts
and encourage your continued diligence going forward. We have a similar role here
in Congress, and when we can, would like to partner with you to make each of our
jobs more effective to accomplish our shared goals.

Mr. Martin, it is good to see you again and I trust you are getting more ac-
quainted with your still-new role. I do have an admonition that we will surely dis-
cuss more in the future, but it is in light of the President’s recent budget proposal.
His proposal is a radical departure for how NASA does business. The impacts to the
workforce and to the relationship between the government and its contractors is
about to change. I implore you to monitor how this process evolves going forward.

Ms. Chaplain, thank you for your work, especially in light of your recent report
on the International Space Station. Should this program continue, your rec-
ommendations about a centralized structure will need to be addressed and we are
anxious to hear more.

Finally, Admiral Dyer, thank you for your service. Earlier this week we marked
the 7th anniversary of the Columbia tragedy. We must not forget the inherent dan-
gers that travel by rocket brings. You and the members of the ASAP are critical
in our efforts of exploration.

Your recent annual report provided critical insight on the path our nation should
be pursuing in regard to human space flight. I would like to read, for the record,
a very significant passage. This statement was included in the press release the
agency issued, but since that release was sent out at 6:00 pm on the Friday of the
long Martin Luther King Day Holiday weekend I think it is worth reading for the
record:

In regard to the Constellation program you found that: To abandon the program
of record as a baseline for an alternative without demonstrated capability or
proven superiority is unwise and probably not cost-effective.”

My concerns about the direction the Administration’s budget proposal will take
NASA is something I have spoken about, and will continue to do so. We are on the
verge of abandoning human space flight in the near term, and I fear beyond that.
The witnesses before us will play a critical role in the direction the agency goes,
and the men and women on this dais will have an equally critical one in the direc-
tion we as a nation goes. I look forward to working with you all to chart that path.

Thank you, Madam Chairwoman. I yield back by time.
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Mr. OLSON. And I yield the balance of my time, Madam Chair-
woman, to the Ranking Member of the full committee.

Chairwoman GIFFORDS. No objection.

Mr. OLSON. Gentleman from Texas.

Mr. HALL. Thank you, and thank you, Madam Chairman.

Everyone in this room knows NASA’s management is constantly
challenged to manage a diverse, complex, and yet risky set of pro-
grams and missions with resources that too often are deemed to be
inadequate and yet NASA succeeds, producing startling discoveries
that help us better understand our solar system and universe, the
planet earth, and living and working in space. I can’t think of any
other civil, federal agency that matches its record of scientific
achievement, not one with a record of fostering new technologies
that have helped transform the American economy.

And Madam Chairwoman, speaking of sound management prac-
tices, I want to digress slightly by offering a couple of thoughts re-
garding NASA’s fiscal year 2011 budget request. I can hardly read
this damn thing I am so mad.

Congress expects and demands that the Executive Branch offer
solid justification for their plans and programs, but for the life of
me I cannot understand how this Administration can rationalize its
decision to scrap Constellation and simply start anew, especially
given the strong support it has received from Congress, Repub-
licans and Democrats. It is naive to assume that a do-over will
somehow offer a safer, cheaper system faster than the current path
we are on.

The Ares Launcher and Orion Crew Vehicle have been designed
to be very safe and robust systems. They have undergone rigorous
engineering reviews. American taxpayers have invested $9 billion,
and the agency and its contractors have spent five years Worklng
to ensure that Constellation will be flexible, affordable, and safe.
To simply toss this aside and gamble America’s human spaceflight
program on an undefined, untested system is more than alarming.

I look forward to taking part in your incoming hearings, exam-
ining NASA’s budget requests and exploration program.

Madam Chairman, I thank you. I yield back.

[The prepared statement of Mr. Hall follows:]

PREPARED STATEMENT OF REPRESENTATIVE RALPH M. HALL

Madam Chairwoman, thank you for calling this hearing, and my thanks to our
witnesses for testifying before us this morning. I realize you and your staffs have
worked long and hard to prepare for this appearance, and I want to assure you that
your efforts will help this Committee as we begin the necessary work of reauthor-
1zing NASA later this spring.

As everyone in this room knows, NASA’s management is constantly challenged to
manage a diverse, complex and risky set of programs and missions with resources
that too often are deemed to be inadequate. And yet NASA succeeds, producing star-
tling discoveries that help us better understand our solar system and universe, the
planet Earth, and living and working in space. I cannot think of any other civil fed-
eral agency that matches its record of scientific achievement, nor one with a record
of fostering new technologies that have helped transform the American economy.

Day-in and day-out, NASA has to rely on the talents of its scientists and engi-
neers, and its trained and motivated managers, to ensure taxpayers’ dollars are
wisely spent to meet its goals while also ensuring the best use of very limited re-
sources. With 90 percent of the agency’s budget spent on procuring goods and serv-
ices, fiscal accountability and sound business practices are crucial.

Thanks to the good work performed by the organizations represented at the wit-
ness table this morning, I am confident their skills and expertise help push NASA
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to be a better and more capable manager as it seeks to launch future missions and
engage scientists and engineers in research that will be exciting and inspiring.

Madam Chairwoman, speaking of sound management practices, before closing I
want to digress slightly by offering a couple of thoughts regarding NASA’s FY11
budget request. Congress expects and demands that the executive branch offer solid
justification for their plans and programs, but for the life of me I cannot understand
how this Administration can rationalize its decision to scrap Constellation and sim-
ply start anew, especially given the strong support it has received in Congress. It
is naive to assume that a do-over will somehow deliver a safer, cheaper system fast-
er than the current path we’re on.

The Ares launcher and Orion crew vehicle have been designed to be a very safe
and robust system. They have undergone rigorous engineering reviews. American
taxpayers have invested nine billion dollars—and the agency and its contractors
have spent five years—working to ensure that Constellation will be flexible, afford-
able, and safe. To simply toss this aside and gamble America’s human spaceflight
program on an undefined, untested system is alarming.

I look forward to taking part in your upcoming hearings examining NASA’s budg-
et request and the Exploration program.

Thank you.

Chairwoman GIFFORDS. And thank you, Mr. Hall, for your lead-
ership over so many years and Mr. Olson.

If there are other members that wish to submit opening state-
ments, your statements will be added to the record at this point.

At this time I would like to introduce our witnesses. First up we
have Honorable Paul Martin, who was recently confirmed by the
Senate as Inspector General for NASA. Welcome back, Mr. Martin.

We have Ms. Cristina Chaplain, who is the Director of Acquisi-
tion and Source Management Team at the Government Account-
ability Office. Thank you, our Nation’s watchdog group. We are
glad you are back as well.

And finally we have Vice Admiral Joseph Dyer, who is the Chair
of NASA’s Aerospace Safety Advisory Panel, and Admiral, thank
you for your service to our Nation.

As our witnesses should know, you will each have five minutes
for your spoken testimony. Your written testimony will be included
in the record for the hearing, and when you have completed your
spoken testimony, we will begin rounds of questions, and each
member will have five minutes to question the panel.

We would like to start this morning with the Honorable Mr. Mar-
tin.

STATEMENT OF HON. PAUL K. MARTIN, INSPECTOR GENERAL,
NATIONAL AERONAUTICS AND SPACE ADMINISTRATION

Mr. MARTIN. Thank you, Madam Chairwoman. Chairwoman Gif-
fords, Ranking Member Olson, and members of the subcommittee,
thank you for inviting the Office of Inspector General to testify
about the key challenges facing NASA. Based on our oversight
work we identified five critical issues.

Number one, transitioning from the Space Shuttle to the Next
Generation of Space Vehicles. Number two, managing risks to peo-
ple, equipment, and mission. Number three, improving the agency’s
financial management. Number four, addressing systemic weak-
nesses in acquisition and contracting processes, and number five,
ensuring the security of NASA’s information and information tech-
nology systems.

Some of these challenges, in particular financial management,
acquisition and contracting, and IT security, have confronted NASA
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leadership for most of the past decade. Other challenges such as
transitioning from the Space Shuttle are more recent. But none of
these challenges are easily solved. They are complex, multi-faceted
issues that will take dedication, determination, and NASA’s best ef-
forts to do successfully.

My written statement provides detailed information about each
of these challenges. In my remarks this morning I will focus on two
challenges; transitioning from the Space Shuttle and NASA’s ef-
forts to produce a clean financial statement.

Perhaps the highest-profile challenge facing NASA at the mo-
ment is maintaining the critical skills and capabilities required to
safely fly the five remaining Space Shuttle missions until the pro-
gram’s planned retirement in September of this year. We have
doubts, however, that NASA will be able to keep to this ambitious
timetable and most likely the last of the planned Shuttle flights
will take place in the second quarter of fiscal year 2011.

Importantly, any delay in NASA’s current timetable has rami-
fications far beyond scheduling, given that the agency spends ap-
proximately $200 million a month to sustain the Shuttle program.
Moreover, if the Shuttle’s flight schedule is extended beyond the
five missions currently planned, NASA will need to evaluate not
only funding issues but also the sustainability of the Shuttle’s
workforce and infrastructure, much of which has been in wind-
down mode since 2009.

I will leave it to ASAP Chairman Dyer to address the potential
safety implications of extending the Shuttle Program beyond its
currently-scheduled manifest.

Just this past Monday the President’s fiscal year 2011, budget
set out the Administration’s blueprint for NASA and the Shuttle
Program. Of course, this subcommittee and other committees of
Congress will weigh in and help shape NASA’s future direction.
However, one thing is clear. NASA will need a sustained level of
funding to enable it to successfully execute whatever plan is ulti-
mately adopted.

Financial management. For most of the past decade the OIG has
identified the need to improve financial management as one of the
agency’s top management challenges. In early December, 2009,
when I last testified before this subcommittee, I noted that several
challenges remain, even though NASA has successfully imple-
mented a variety of corrective actions to address these long-
standing weaknesses. In NASA’s fiscal year 2009 audit the inde-
pendent accounting firm, Ernst and Young, disclaimed an opinion
on the agency’s financial statements. This disclaimer resulted pri-
marily because of continued weaknesses in NASA’s internal con-
trols over accounting for legacy assets, specifically the Space Shut-
tle and the International Space Station.

As we discussed in detail at the December hearing, E & Y identi-
fied three significant deficiencies in internal controls, one of which
was considered a material weakness. Since that December hearing
staff from the Inspector General’s Office and E & Y have met with
NASA’s financial staff to discuss the agency’s efforts to address
these weaknesses, in particular, the evaluation of legacy assets.

While we cannot predict the success of NASA’s efforts, I am
hopeful that by implementing the outstanding recommendations
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and continuing to focus on its monitoring and remediation efforts
NASA can correct these weaknesses in its financial management to
the point that E & Y can render an opinion for fiscal year 2010.
We will continue to work closely with NASA managers in an at-
tempt to achieve that goal.

Finally, the OIG has several reviews ongoing that examine other
high-profile NASA projects such as the agency’s development of the
James Webb Space Telescope and upgrades to the Tracking and
Data Relay Satellite System.

In the months ahead we look forward to working with NASA
leadership, this subcommittee, and other Congressional committees
as we seek to help the agency address these and other critical chal-
lenges. Thank you.

[The prepared statement of Mr. Martin follows:]

PREPARED STATEMENT OF PAUL K. MARTIN
Chairwoman Giffords, Ranking Member Olson, and Members of the Subcommittee:

Thank you for the opportunity to discuss the key issues and challenges facing
NASA. As requested, this statement describes the Office of Inspector General’s
(OIG’s) observations based on findings and recommendations from our recent over-
sight work, particularly our report on “NASA’s Most Serious Management and Per-
formance Challenges,” which we provided to the Administrator and Congress in No-
vember 2009. Our report, which was included in the Agency’s Performance and Ac-
countability Report for fiscal year (FY) 2009, is available to the public on the OIG’s
Web site.

Based on our audit and investigative work, we identified five areas that we be-
lieve constitute the most serious management and performance challenges facing
NASA. They are:

e Transitioning from the Space Shuttle to the Next Generation of Space Vehi-
cles

Managing Risk to People, Equipment, and Mission

Financial Management

Acquisition and Contracting Processes

Information Technology Security

In determining whether to identify an issue as a “top management and perform-
ance challenge,” we consider its significance in relation to NASA’s mission; its sus-
ceptibility to fraud, waste, and abuse; whether the underlying problems are sys-
temic; and the Agency’s progress in addressing the issue. Some of the challenges,
such as financial management, acquisition and contracting processes, and informa-
tion technology security, have confronted Agency leadership for most of the past dec-
ade.

Through various initiatives, including implementing recommendations made by
the OIG and other oversight bodies such as the Government Accountability Office
(GAO) and the Aerospace Safety Advisory Panel (ASAP), NASA is working to ad-
dress these and other challenges and to improve Agency operations. For example,
NASA has implemented a variety of corrective actions over the last several years
to address long-standing weaknesses in its financial management processes and sys-
tems, reduce vulnerabilities in information technology security, and improve acquisi-
tion and contracting practices. However, NASA needs to do more to address these
and other critical challenges.

The remainder of this statement provides more detail on NASA’s five major man-
agement and performance challenges identified by the OIG.

Transitioning From the Space Shuttle to the Next Generation of Space Ve-
hicles

A key challenge for NASA is maintaining the critical skills and capabilities re-
quired to fly the Space Shuttle safely until its retirement while transitioning to the
next generation of space vehicles. In 2004, the President’s Vision for U.S. Space Ex-
ploration caused a substantive reorganization of NASA’s strategic priorities, estab-
lished a timeline for the retirement of the Space Shuttle, established the completion
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date for the International Space Station (ISS), and set the human spaceflight goals
of returning to the Moon and reaching Mars. However, since that time fiscal con-
straints and technical challenges have hampered NASA’s efforts to implement the
Vision effectively.

NASA continues to fund and plan for completion of the five remaining Space
Shuttle flights by September 30, 2010. However, we have doubts that NASA will
be able to keep to this aggressive and ambitious flight schedule. Based on calcula-
tions by the OIG, historical flight rates, the presidentially directed Review of U.S.
Human Space Flight Plans Committee (the Augustine Committee), and internal
NASA evaluations, NASA is not likely to meet its September 2010 timetable, and
it will most likely take until the second quarter of FY 2011 to complete the last of
the planned Space Shuttle flights. Importantly, any delay in this timetable has
ramifications far beyond scheduling, given that NASA spends approximately $200
million a month to sustain the Shuttle Program.

At the request of Congress and the Administration, NASA has developed options
for extending Shuttle operations and closing the gap between its planned retirement
in 2010 and the planned first piloted space flight of the Constellation Program’s
Orion crew exploration vehicle in 2015. While technically feasible, each option in-
volves additional Shuttle flights and results in a higher cumulative safety risk asso-
ciated with increased exposure to debris and potential vehicle failures. Moreover,
NASA would need additional funding to avoid “borrowing” from the development of
the next generation of space vehicles and other NASA programs to pay for more
Shuttle missions.

If the Shuttle’s flight schedule is extended beyond the five missions currently
planned, NASA will need to reevaluate not only funding issues, but also the sustain-
ability of the Shuttle’s workforce and infrastructure, much of which has been in
wind-down mode since 2009. In 2003, the Columbia Accident Investigation Board
recommended that NASA complete a recertification at the material, component, sys-
tem, and subsystem levels before operating the Shuttle beyond 2010. In its recently
released annual report, the ASAP stated that it does not support extending the
Shuttle Program significantly beyond its current manifest. I will leave to ASAP
Chairman Joseph Dyer any additional comments he cares to offer on the potential
safet)f{ implications of extending the Shuttle Program beyond its currently scheduled
manifest.

The President’s FY 2011 budget, released on Monday, set out the Administration’s
blueprint for NASA’s future. Of course, this Subcommittee and other Committees of
Congress will weigh in and help shape NASA’s future direction. Amid much uncer-
tainty, one thing is clear: NASA will need a sustained level of funding to enable suc-
cessful execution of whatever future plan is ultimately adopted.

Managing Risk to People, Equipment, and Mission

NASA program and project managers face a variety of challenges associated with
risks introduced by fiscal constraints, schedule demands, and changing priorities. To
meet these challenges, NASA program and project managers must adhere to the
fundamentals of program and project management, fully implement acquisition
strategies that share risks and rewards with contractors, and effectively use earned
value management systems to help Agency managers identify and mitigate risks.

In the past year, the OIG dedicated considerable resources to reviewing the Agen-
cy’s risk management efforts at program and project levels. For example, we identi-
fied opportunities to improve the risk management processes in the Landsat Pro-
gram and Orion Project. Specifically, we found that the Landsat Data Continuity
Mission was facing a cost increase and possible launch schedule delays because
baseline requirements were not finalized prior to contract award. In reviewing the
Orion Project, we found that the Project Office conducted a premature life-cycle re-
view. Instead of delaying the life-cycle review until the revised vehicle configuration
was developed, the Orion Project Office proceeded with the review of a vehicle con-
figuration that was under revision.

Technical issues continue to add risk to NASA projects and challenge mission suc-
cess. For example:

e The Stratospheric Observatory for Infrared Astronomy (SOFIA) Program re-
cently resolved technological challenges with the aircraft’s movable door that
covers the opening to the telescope, challenges that had caused delays in
flight testing.

e The Mars Science Lab suffered a major setback due to technical challenges
that resulted in a missed launch opportunity in 2009, a $400 million cost in-
crease, and a 2-year schedule delay.
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e The Orbiting Carbon Observatory, a satellite important to monitoring and un-
derstanding the Earth’s changing climate, suffered an undetermined technical
failure on launch, resulting in the loss of the $209 million satellite and leav-
ing a gap in NASA’s ability to measure carbon dioxide in the atmosphere and
its role in global warming.

Financial Management

For most of the past decade, the OIG has identified the need to improve financial
management at NASA as one of the Agency’s most serious management and per-
formance challenges. In early December 2009, when I testified on this issue before
this Subcommittee, I noted that while NASA has successfully implemented a variety
of corrective actions over the years to address long-standing weaknesses, several
challenges remain.

For example, in its most recent report the independent public accounting firm
Ernst & Young (E&Y) disclaimed an opinion on NASA’s financial statements for FY
2009, noting that it was unable to obtain sufficient evidentiary support for the
amounts presented in the Agency’s financial statements. This disclaimer resulted
primarily because of continued weaknesses in NASA’s internal controls over ac-
counting for legacy assets—specifically, the Space Shuttle and International Space
Station.

As we discussed in detail at the December hearing, E&Y identified three signifi-
cant deficiencies in internal controls with one considered a material weakness. Spe-
cifically, E&Y reported a material weakness in NASA’s controls for assuring that
the financial statements fairly state the value of legacy property, plant, and equip-
ment (PP&E) and materials. E&Y’s identification of internal controls over legacy as-
sets as a material weakness means there was a reasonable possibility that the con-
trols were not sufficient to prevent a material misstatement in the financial state-
ments. The other two internal control deficiencies cited by E&Y involved NASA’s
processes for estimating environmental liabilities and its compliance with the Fed-
eral Financial Management Improvement Act of 1996.

E&Y’s report contained specific recommendations intended to assist NASA in re-
mediating these weaknesses during FY 2010, to include implementing guidance al-
lowing the use of estimates in establishing the value of legacy assets. Since the De-
cember hearing, OIG and E&Y staff have met with staff in NASA’s Office of the
Chief Financial Officer to discuss the Agency’s efforts to address identified weak-
nesses in internal controls.

While we cannot predict the success of NASA’s efforts, I am hopeful that through
effective implementation of E&Y’s most recent recommendations and a continued
focus on its ongoing monitoring and remediation efforts, the Agency can correct ex-
isting weaknesses in financial management during FY 2010 to the point that E&Y
can render an opinion. We will continue to work closely with NASA managers
throughout the fiscal year in an attempt to achieve that goal.

Acquisition and Contracting Processes

Systemic weaknesses in NASA’s acquisition and contracting processes represent
another long-standing management challenge for the Agency. In our November re-
port addressing NASA’s key challenges, we specifically note acquisition and con-
tracting challenges in relation to cost estimating, acquisition processes, contract
management, and ethical standards.

In recent reviews of several NASA programs, the OIG found that NASA still lacks
the disciplined cost-estimating processes and financial and performance manage-
ment systems needed to effectively establish priorities, quantify risks, and manage
program costs. For example, in our review of the SOFIA Program, which is now 10
years behind schedule with costs more than 200 percent over initial estimates, we
found that the program had not developed an independent cost estimate or imple-
mented an earned value management plan to monitor and control program costs.
Given that NASA programs and projects have historically experienced cost overruns,
improvements in cost estimating using detailed, empirical data to explain program
decisions could help minimize the risk of cost overruns.

GAO—which has done a lot of oversight work in this area—first identified NASA’s
contract management as a high-risk area in 1990, citing NASA’s undisciplined cost-
estimating processes, a lack of information needed to assess contract progress, and
persistent cost growth and schedule slippage in many of its major projects. In its
most recent high-risk update, GAO reported improvements in NASA’s processes, in-
cluding its plan for addressing systemic weaknesses. I will leave it to Cristina Chap-
lain from GAO to provide further details on their work.
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During 2009, the OIG also noted NASA’s plan for addressing systemic weaknesses
and improving its acquisition and contract management processes. However, our au-
dits and investigations continue to identify weaknesses such as those we found in
contracts under NASA’s Small Business Innovation Research (SBIR) Program that
bring into question the effectiveness of the program’s internal controls.

Given that NASA spends approximately 90 percent of its $19 billion budget on
contracts and grants, it is imperative that NASA employees comply with applicable
ethics laws and regulations. The scope of this ongoing challenge is underscored by
the large amount of interaction between NASA employees and individuals in the
private sector, both in industry and academia.

As an illustration of the challenge, NASA directives require that Standing Review
Board (SRB) members be independent to ensure that the boards can provide an im-
partial opinion of a project’s potential success. Our 2009 review of membership for
all Constellation Program SRBs found that 21 of the 66 non-Federal board members
were employees or consultants of a NASA contractor with an interest in or contract
with either the Constellation Program or one of its constituent projects.

Our review concluded that NASA’s procedures for determining the independence
of SRB members were inadequate. Specifically, NASA did not organize the SRBs in
accordance with the Federal Advisory Committee Act (FACA) requirements even
though they met the definition of a FACA committee. As a result, NASA did not
use the more stringent ethics review process associated with the establishment of
FACA committees. Instead, NASA used a process that was lacking in both rigor and
accuracy for determining the independence of SRB members. During our review,
NASA suspended the activities of its Constellation Program SRBs while it addressed
the FACA and conflict of interest compliance issues we disclosed.

Given the large amount of money at stake in NASA projects, the OIG’s Office of
Investigations has made procurement fraud and ethics a high priority. Within the
past year, several OIG investigations led to criminal indictments and convictions.
For example:

o A former NASA Chief of Staff was convicted on conflict of interest and false
statement charges stemming from his steering of earmarked funds to a client
of his private consulting company.

o A NASA SBIR contractor submitted false financial reports and improperly
claimed family members on the company payroll.

e An individual working on Intergovernmental Personnel Act agreements pled
guilty to conspiracy to defraud and tax evasion for payments he received from
NASA and other Federal agencies.

e A senior NASA scientist steered contracts to a company operated by his
spouse.

These cases illustrate the types of criminal offenses the OIG pursues to help
guard against waste, fraud, abuse, and misconduct. Moving forward, the OIG will
continue to work with NASA ethics officials and the Agency’s Acquisition Integrity
Program to address these issues proactively through comprehensive training while
at the same time conducting vigorous investigations and enforcement.

Information Technology Security

NASA continues to face significant challenges in developing, documenting, and
implementing an Agency-wide program to secure its information and information
technology (IT) systems. Recent breaches of NASA computer systems have resulted
in the theft of sensitive data related to Agency programs, which adversely affected
NASA’s mission and resulted in millions of dollars in losses. Over the last several
years, NASA implemented a series of technical solutions that have incrementally
improved the Agency’s overarching IT infrastructure and management practices.
However, IT security remains a key management challenge.

During FYs 2008 and 2009, the Agency reported making progress on two key
management initiatives related to IT security. First, NASA implemented the Cyber
Threat Analysis Program to proactively detect and handle intrusions into NASA’s
cyber assets. The program includes threat analysis, identification, and reporting as
well as advanced data forensics. Second, NASA initiated the Security Operations
Center (SOC) project to consolidate Agency security operations and incident re-
sponse capabilities. The SOC, scheduled to be fully operational in late FY 2010, will
provide the Agency with the capability to perform real-time monitoring of its com-
puter networks and systems.

Similarly, NASA has shown progress in improving IT security as judged by our
annual Federal Information Security Management Act (FISMA) audits. For exam-



27

ple, in our FY 2009 FISMA audit we found that 89 percent of the 29 NASA IT sys-
tems we reviewed were certified and accredited as required. However, only 50 per-
cent of the systems met FISMA requirements for annual contingency plan testing
and (zinly 25 percent had their security controls tested within the last year as re-
quired.

NASA is a prime target for sophisticated cyber attacks as new phishing tech-
niques and malware programs become more advanced and destructive. In a recent
incident, for example, intruders were able to steal large amounts of NASA research
data, including information protected under the International Traffic in Arms Regu-
lations. The foreign-based intruders initially compromised a single user’s account
but gained access to a great deal of data across a number of NASA programs be-
cause of poorly implemented access controls. This incident remains under investiga-
tion by our Computer Crimes Division, a group of highly skilled special agents and
forensic technicians with advanced training in cybercrime investigations.

Our cybercrime investigations have resulted in criminal convictions or disruptions
in the operations of internationally based cyber-intruders who are highly adaptive
in avoiding detection. For example, a group of Romanian hackers, the so-called
“White Hat Gang,” penetrated and damaged a number of NASA systems integral
to the Global Earth Observation System. Our agents and technicians eventually
tracked one perpetrator to Arad, Romania, where local officials held him account-
able in the Romanian Judicial System. Similarly, we have had investigative success
3gainst cyber-criminals from Nigeria, Portugal, Slovenia, Italy, Venezuela, and Swe-

en.

Finally, recommendations from our cybercrime investigations have also identified
opportunities to enhance NASA’s incident response training, internal coordination,
and centralized command and control, leading to systemic improvements in NASA
IT security. Significantly, NASA’s decision to establish a Security Operations Center
for centralized management of intrusion detection, response, reporting, and damage
assessment was partially based on OIG recommendations supported by over 4 years
of investigative and audit analyses.

Conclusion

We have a number of ongoing or planned reviews that address the key challenges
facing NASA. For example, we are assessing critical components of NASA’s efforts
to transition from the Space Shuttle to the next generation of space vehicles. Spe-
cific areas of focus include NASA’s plans for completing the remaining Shuttle
flights, disposing of Shuttle Program equipment, and estimating costs for transition
and retirement activities.

In addition, we are nearing the completion of fieldwork for our reviews of the
James Webb Space Telescope and the Tracking and Data Relay Satellite System.
We are also conducting a review of NASA’s acquisition strategy for obtaining launch
services when the current contract expires in June 2010.

We continue to work with NASA to improve its financial management through
both the annual audit of the Agency’s financial statements and our monitoring
NASA’s use of the $1 billion received under the American Recovery and Reinvest-
ment Act of 2009.

In the area of acquisition and contracting, our investigative work continues to
identify fraud, waste, and abuse by participants in NASA’s SBIR Program. Con-
sequently, we opened a comprehensive audit of NASA’s management of the SBIR
Program that will examine the sufficiency and implementation of the Program’s in-
ternal controls.

Finally, we are continuing to assess NASA’s IT security and the Agency’s efforts
to ensure the availability, confidentiality, and integrity of mission and mission sup-
port networks and systems.

We look forward to continuing our work with NASA leadership, this Sub-
committee, and other congressional Committees as we seek to help the Agency ad-
dress its top management and performance challenges.

Chairwoman GIFFORDS. Thank you, Mr. Martin.
Ms. Chaplain, please.

STATEMENT OF MS. CRISTINA T. CHAPLAIN, DIRECTOR, AC-
QUISITION AND SOURCING MANAGEMENT, GOVERNMENT
ACCOUNTABILITY OFFICE

Ms. CHAPLAIN. Madam Chairwoman, members of the sub-
committee, thank you for inviting me to discuss NASA’s major
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management challenges. Our work in recent years has identified
several specific challenges. They are very similar to the IG’s. They
include retiring the Space Shuttle, completing and sustaining the
International Space Station, acquiring highly-complex, unique sys-
tems for exploration, science, and aeronautics research, improving
financial management, and protecting critical data in IT systems.

Each one of these activities is integral to the success of the agen-
cy, yet difficult to achieve given a variety of factors. For instance,
inherent technical and engineering complexities and challenges to
developing systems create challenges to developing systems, as well
as recruiting the right workforce. Complications associated with
launching spacecraft can also make missing schedule deadlines
much more costly than non-space systems.

The broad changes to NASA’s direction proposed in the Presi-
dent’s budget this week do not change the basic challenges facing
NASA. The agency will still be acquiring complex, unique systems
that demand highly-specialized skills, high-performing contractors
and partners, and highly-effective management and oversight.

But for nearly 2 decades GAO has identified significant weak-
nesses in acquisition management practices at NASA. Specifically,
projects are allowed to move forward into full-scale acquisition pro-
grams when they still have considerable unknowns about tech-
nology and design. In turn, technology and design problems invari-
ably arise and are much more costly to fix than they would have
been in a more forgiving environment earlier in the acquisition
process.

Another issue, contractors and international partners are not al-
ways able to execute as intended. Optimistic estimating allows too
many programs to compete for too few dollars. Funding instability
disrupts high-performing programs and causes delays that may end
up being much more costly in the long run. Requirements might
not always be stable. And lastly, sound contract management prac-
tices such as limiting the use of undefinitized contracts are not al-
ways followed.

A review of NASA’s projects issued this week confirm that these
problems still persist. Nine of 19 projects we reviewed experience
significant costs and schedule growth, some within just a year or
two. Only one ongoing project in the implementation phase did not
have significant cost and schedule growth. The remaining projects
were either in the formulation phase where no baselines are set or
just very recently had baselines set.

There was a 1.2 billion total cost increase in just two years with
the projects that had baselines. This number does not include the
Constellation Program, as it does not have a baseline yet, or the
James Webb telescope, which just established a measurable base-
line fiscal year 2009. It also does not include cost growth that may
have occurred before the baselines were set.

The President’s budget also proposes heavier reliance on com-
mercial suppliers for human spaceflight missions. Again, the need
for effective management and oversight practices will be just as
necessary here as they were for the Constellation Program. In the
past space programs claiming to be following commercial ap-
proaches did not succeed because they lacked sound insight and
oversight on the government’s part. In fact, key government tech-
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nical expertise was let go once such programs were in vogue, and
that was a trend that both DOD and NASA have deeply regretted.

Moreover, while we found in prior reports that the cost providers
were making progress in meeting their milestones and that the
program was well managed, we also noted that the most very dif-
ficult phases of development lay ahead.

Lastly, in moving forward with the new budget it is critical that
NASA maintain transparency and accountability for its spending.
Requirements for baselining and authorizing major programs have
helped considerably to shed light on problems and the help of the
acquisition portfolio, but little is known about programs before they
reach implementation, which can sometimes take years, and there
has not always been clarity on costs involved with the challenges
we identify in our testimony.

We recognize that NASA is taking an array of actions to reduce
acquisition risks and respond to recommendations. For example, it
is revamping cost estimating and providing more oversight at the
headquarters’ level. We are hopeful that these and other efforts
will meet the challenges we discussed, but for this to happen senior
leaders need to sustain their attention to instituting discipline
processes and remove incentives that drive poor decision making.
This will be difficult to do but yet integral for the future success
of NASA.

Thank you.

[The prepared statement of Ms. Chaplain follows:]

PREPARED STATEMENT OF CRISTINA T. CHAPLAIN
Madam Chairwoman and Members of the Subcommittee:

Thank you for inviting me to discuss the challenges facing the National Aero-
nautics and Space Administration (NASA). NASA is in the midst of many changes
and one of the most challenging periods in its history: the space shuttle is slated
to retire this year after flying for 29 years; the International Space Station draws
closer both to its completion but remains underutilized; and the future vehicles for
human space flight are experiencing problems in development and have been hotly
debated and recently reviewed by an independent commission.

The Administration in its 2011 budget is proposing to cancel the Constellation
Systems program and replace it with a new approach that uses the commercial
space industry and international partnerships to develop new technologies for space
exploration. Amid all this potential change, one thing that will most likely remain
constant is NASA’s need to manage programs and projects within a fiscally con-
strained environment. This will require hard choices among competing priorities
within the organization, which must balance its core missions in science, aero-
nautics, and human space flight and exploration. In addition, NASA will be com-
peting for an ever-shrinking share of discretionary spending against other national
priorities such as the economy, fighting terrorism, and health care reform.

Over the years NASA has had significant achievements exploring space, helping
us understand Earth’s environment, and conducting fundamental research in the
aeronautical disciplines. Unfortunately, it has not achieved the same level of results
on its business side. For 20 years, NASA acquisition management has been on
GAO’s list of federal programs and operations at high risk and vulnerable to fraud,
waste, abuse, and mismanagement. To its credit, NASA has made a concerted effort
to improve its acquisition management and continues to work constructively with
GAO to address systemic weaknesses in program/project management, contractor
pe{formance, business processes, financial management, and information tech-
nology.

The broad changes proposed for NASA do not change the basic challenges facing
the agency. Against this backdrop, my testimony today focuses on four management
and program challenges: (1) retiring of the space shuttle, (2) utilizing and sustaining
the International Space Station, (3) continuing difficulty developing large-scale sys-
tems, and (4) continuing weaknesses in financial management and information tech-
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nology systems.In preparing this statement, we relied on completed and ongoing
work. All of the work used in preparing this statement was performed in accordance
with generally accepted government auditing standards. Those standards require
that we plan and perform the audit to obtain sufficient, appropriate evidence to pro-
vide a reasonable basis for our findings and conclusions based on our audit objec-
tives. We believe that the evidence obtained provides a reasonable basis for our find-
ings and conclusions based on our audit objectives. We have made a number of rec-
ommendations to address some of the challenges we identified.

NASA Challenges

Retiring of the Space Shuttle

This year the space shuttle is scheduled to fly its final six missions to deliver
hardware, supplies, and an international scientific laboratory to the International
Space Station. NASA officials remain confident that the current flight manifest can
be accomplished within the given time, and add that should delays occur, the Inter-
national Space Station can still function. According to NASA, there are trade-offs
the agency can make in what it can take up to support and sustain the station.
However, failure to complete assembly as currently planned would further reduce
the station’s ability to fulfill its research objectives and deprive the station of critical
spare parts that only the shuttle can deliver. The recent review completed by the
U.S. Human Space Flight Plans Committee included the option of flying the space
shuttle through 2011 in order to complete the International Space Station. However,
the Committee noted that there are currently no funds in NASA’s budget for addi-
tional shuttle flights. Most recently, the Administration is proposing over $600 mil-
lion in the fiscal year 2011 budget to, ensure that the space shuttle can fly its final
missions, in case the space shuttle’s schedule slips into fiscal year 2011.

Retirement of the shuttle will involve many activities that warrant special atten-
tion. These include: disposing of the facilities that no longer are needed while com-
plying with federal, state, and local environmental laws and regulations; ensuring
the retention of critical shills within NASA’s workforce and its suppliers; and dis-
posing of over 1 million equipment items. In addition, the total cost of shuttle retire-
ment and transition to include the disposition of the orbiters themselves-is not read-
ily transparent in NASA’s budget. We have recommended that NASA clearly iden-
tify all direct and indirect shuttle transition and retirement costs, including any po-
tential sale proceeds of excess inventory and environmental remediation costs in its
future budget requests. NASA provided this information to the House and Senate
Appropriations committees hi July 2009 but did not identify all indirect shuttle
transition and retirement costs in its fiscal year 2010 budget request. We look for-
ward to examining the fiscal year 2011 budget request to determine whether this
information is identified.

Lastly, NASA has recognized that sustaining the shuttle workforce through the
retirement of the shuttle while ensuring that a viable workforce is available to sup-
port future activities is a major challenge. We commend NASA for its efforts to un-
derstand and mitigate the effect of the space shuttle’s retirement on the civil service
and contractor workforce. Nevertheless, how well NASA executes its workforce man-
agement plans as they retire the space shuttle will affect the agency’s ability to
maintain the skilled workforce to support space exploration.

Utilizing and Sustaining the International Space

Although it is nearing completion, the International Space Station faces several
significant challenges that may impede efforts to maximize utilization of research
facilities available onboard. These include: the retirement of the Space Shuttle in
2010 and the loss of its unmatched capacity to move cargo and astronauts to and
from the station; the uncertain future for the station beyond 2015; and the limited
time available for research due to competing demands for the crew’s time.

We have previously reported that the International Space Station will face a sig-
nificant cargo supply shortfall without the Space Shuttle’s great capacity to deliver
cargo to the station and return it to earth.! NASA plans on using a mixed fleet of
vehicles, including those developed by international partners, to service the space
station on an interim basis. However, international partners’ vehicles alone cannot
fully satisfy the space station’s cargo resupply needs. Without a domestic cargo re-
supply capability to augment this mixed fleet approach, NASA faces a 40 metric ton

1GAO, NASA: Commercial Partners Are Making Progress, but Face Aggressive Schedules to
Demonstrate Critical Space Station. Cargo Transport Capabilities, GAO-09-618 (Washington,
D.C.: June 16, 2009).
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(approximately 88,000 pounds) cargo resupply shortfall between 2010 and 2015.
While NASA is sponsoring commercial efforts to develop vehicles capable of carrying
cargo to the station and the administration has endorsed this approach, none of
those currently in development has been launched into orbit, and the vehicles’ ag-
gressive development schedules leave little room for the unexpected.

Furthermore, upon completion of construction, unless the decision is made to ex-
tend station operations, NASA has only 5 years to execute a robust research pro-
gram before the International Space Station is deorbited. The leaves little time to
establish a strong utilization program. At present, NASA projects that its share of
the International Space Station research facilities will be less than fully utilized by
planned NASA research. Specifically, NASA plans to utilize only 48 percent of the
racks that accommodate scientific research facilities onboard, with the remainder
available for use by others.2 Congress has directed NASA to take all necessary steps
to ensure that the International Space Station remains a viable and productive facil-
ity capable of potential utilization through at least 2020.3 The Administration is
proposing in its fiscal year 2011 budget to extend operations of the International
Space Station to 2020 or beyond in concert with its international partners.

Lastly, NASA faces a significant constraint for science on board the space station
because of limited crew time. There can only be six crew members aboard the sta-
tion at one time due to the number of spaces available in the “lifeboats,” or docked
spacecraft that can transport the crew in case of an emergency. As such, crew time
cannot presently be increased to meet increased demand. Though available crew
time may increase as the six-person crew becomes more experienced with operating
the space station efficiently or if the crew volunteers its free time for research, crew
time for U.S. research remains a limiting factor. According to NASA officials, poten-
tial National Laboratory researchers should design their experiments to be as auto-
mated as possible or minimize crew involvement required for their experiments to
ensure that they are accepted for flight.

We have recommended that NASA implement actions, such as developing a plan
to broaden and enhance ongoing outreach to potential users and creating a central-
ized body to oversee U.S. space station research decision making, including the se-
lection of all U.S. research to be conducted on board and ensuring that all U.S.
International Space Station National Laboratory research is meritorious and valid.
NASA concurred with our recommendation and is researching the possibility of de-
veloping a management body to manage space station research, which would make
the International Space Station National Laboratory similar to other national lab-
oratories.

Continuing Difficulty Developing Large-Scale Systems

NASA projects have produced ground-breaking research and advanced our under-
standing of the universe. However, one common theme binds most of the projects—
they cost more and take longer to develop than planned. As we reported in our re-
cently completed assessment of NASA’s 19 most costly projects—which have a com-
bined life-cycle cost that exceeds $66 billion—the agency’s projects continue to expe-
rience cost growth and schedule delays.* Ten of the 19 projects, which had their
baselines set within the last 3 years, experienced cost growth averaging $121.1 mil-
lion or 18.7 percent and the average schedule growth was 15 months.5 For example,
the Glory project has recently breached its revised schedule baseline by 16 months
and exceeded its development cost baseline by over 14 percent—for a total develop-
ment cost growth of over 75 percent in just 2 years.® Project officials also indicated
that recent technical problems could cause additional cost growth. Similarly, the
Mars Science Laboratory project is currently seeking reauthorization from Congress
after experiencing development cost growth in excess of 30 percent. Many of the

2 Scientific research facilities currently available inside the space station are generally mount-
ed in modular, refrigerator-sized mounts called racks or EXPRESS racks, which provide the util-
ities necessary for conducting research.

3I\éational Aeronautics and Space Administration Authorization Act of 2008, Pub. L. No. 110-
422 §601.

4GAO, NASA: Assessments of Selected Large-Scale Projects, GAO-10-22-7SP (Washington,
D.C.: Feb. 1, 2010.)

50f the 19 projects included in our review, 4 are still in the formulation phase, including Ares
I and Orion, where cost and schedule baselines have yet to be established. Five of the projects
just entered the implementation phase in fiscal year 2009 and therefore have not experienced
cost and schedule growth.

6 If development cost of a program will exceed the baseline estimate by more than 30 percent,
then NASA is required to seek reauthorization from Congress in order to continue the program.
If the program is reauthorized, NASA is required to establish new cost and schedule baselines.
42 U.S.C. §16613(e).
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other projects we reviewed experienced challenges, including developing new or ret-
rofitting older technologies, stabilizing engineering designs, and managing the per-
formance of contractors and development partners.

Our work has consistently shown that reducing these kinds of problems in acqui-
sition programs hinges on developing a sound business case for each project. Such
a business case provides for early recognition of challenges, allows managers to take
corrective action, and places needed and justifiable projects in a better position to
succeed. Product development efforts that have not followed a knowledge-based
business case approach have frequently suffered poor cost, schedule, and perform-
ance outcomes. A sound business case includes development of firm requirements,
mature technologies, a preliminary design, a realistic cost estimate, and sound esti-
mates of available funding and time needed before the projects proceed beyond pre-
liminary design review. If necessary, the project should be delayed until a sound
business case, demonstrating the project’s readiness to move forward into product
development, is in hand.

In particular, two of NASA’s largest projects—Ares I and Orion, which are part
of NASA’s Constellation program to return to the moon—face considerable technical,
design, and production challenges. NASA is actively addressing these challenges.
Both projects, however, still face considerable hurdles to meeting overarching safety
and performance requirements, including limiting vibration during launch, miti-
gating the risk of hitting the launch tower during liftoff, and reducing the mass of
the Orion vehicle. In addition, we found that the Constellation program, from the
onset, has faced a mismatch between funding and program needs. This finding was
reinforced by the Review of U.S. Human Spaceflight Plans Committee, which re-
ported that NASA’s plans for the Constellation program to return to the moon by
2020 are unexecutable without increases to NASA’s current budget.

To its credit, NASA has acknowledged that the Constellation program, for exam-
ple, faces knowledge gaps concerning requirements, technologies, funding, schedule,
and other resources. NASA stated that it is working to close these gaps and at the
preliminary design review the program will be required to demonstrate that the pro-
gram and its projects meet all system requirements with acceptable risk and within
cost and schedule constraints, and that the program has established a sound busi-
ness case for proceeding into the implementation phase. Even though NASA has
made progress in developing the actual vehicles, the mismatch between resources
and requirements remains and the administration’s proposed fiscal year 2011 budg-
et leaves the future of the program in question.

Continuing Weakness in Financial Management and Information Tech-
nology Systems

NASA has continually struggled to put its financial house in order. GAO and oth-
ers have reported for years on these efforts.” In fact, GAO has made a number of
recommendations to address NASA’s financial management challenges. Moreover,
the NASA Inspector General has identified financial management as one of NASA’s
most serious challenges. In a November 2008 report, the Inspector General found
continuing weaknesses in NASA’s financial management process and systems, in-
cluding internal controls over property accounting. It noted that these deficiencies
have resulted in disclaimed audits of NASA’s financial statements since fiscal year
2003. The disclaimers were largely attributed to data integrity issues and poor in-
ternal controls. NASA has made progress in addressing some of these issues, but
{;)hedrecent disclaimer on the fiscal year 2009 audit shows that more work needs to

e done.

We have also reported that NASA remains vulnerable to disruptions in its infor-
mation technology network.8 Information security is a critical consideration for any
organization reliant on information technology and especially important for NASA,
which depends on a number of key computer systems and communication networks
to conduct its work. These networks traverse the Earth and beyond, providing crit-
ical two-way communication links between Earth and spacecraft; connections be-
tween NASA centers and partners, scientists, and the public; and administrative ap-
plications and functions. NASA has made important progress in implementing secu-

7GAO, Property Management: NASA’s Goal of Increasing Equipment Reutilization May Fall
Short without Further Efforts, GAO-09-187 (Washington, D.C.: Jan. 30, 2009); GAO; Business
Modernization: NASA Must Consider Agencywide Needs to Reap the Full Benefits of Its Enter-
prise Management System Modernization Effort, GAO-07-691 (Washington, D.C.: July 20, 2007);
and GAO, Financial Management Systems: Additional Efforts Needed to Address Key Causes of
Modernization Failures, GAO-06-184 (Washington, D.C.: Mar. 15, 2006).

8 GAO, Information Security: NASA Needs to Remedy Vulnerabilities in Key Networks, GAO—
10—-4 (Washington, D.C.: Oct. 15, 2009.)
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rity controls and aspects of its information security program. However, NASA has
not always implemented sufficient controls to protect the confidentiality, integrity,
and availability of the information and systems supporting its mission directorates.
Specifically, NASA did not consistently implement effective controls to prevent,
limit, and detect unauthorized access to its networks and systems. A key reason for
these weaknesses is that NASA has not yet fully implemented key activities of its
information security program to ensure that controls are appropriately designed and
operating effectively.

During fiscal years 2007 and 2008, NASA reported 1,120 security incidents that
resulted in the installation of malicious software on its systems and unauthorized
access to sensitive information. NASA established a Security Operations Center in
2008 to enhance prevention and provide early detection of security incidents and co-
ordinate agency-level information related to its security posture. Nevertheless, the
control vulnerabilities and program shortfalls—which GAO identified—collectively
increase the risk of unauthorized access to NASA’s sensitive information, as well as
inadvertent or deliberate disruption of its system operations and services. They
make it possible for intruders, as well as government and contractor employees, to
bypass or disable computer access controls and undertake a wide variety of inappro-
priate or malicious acts. As a result, increased and unnecessary risk exists that sen-
sitive information is subject to unauthorized disclosure, modification, and destruc-
tion and that mission operations could be disrupted.

GAO has recommended actions the NASA Administrator should take to mitigate
control vulnerabilities and fully implement a comprehensive information security
program including: developing and implementing comprehensive and physical risk
assessments; conducting sufficient or comprehensive security testing and evaluation
of all relevant security controls; and implementing an adequate incident detection
program. In response to our report, the Deputy Administrator noted that NASA is
implementing many of our recommendations as part of an ongoing NASA strategic
effort to improve information technology management and information technology
security program deficiencies. The Deputy Administrator also stated that NASA will
continue to mitigate the information security weaknesses identified in our report.
The actions identified by the Deputy Administrator, if effectively implemented, will
improve the agency’s information security program.

Concluding Observations

In executing NASA’s space exploration, scientific discovery, and aeronautics re-
search missions, NASA must use its resources as effectively and efficiently as pos-
sible because of the severity of the fiscal challenges our nation faces and the wide
range of competing national priorities. Establishing a sound business case before a
project starts should also better position NASA management to deliver promised ca-
pability for the funding it receives. While space development programs are complex
and difficult by nature, and most are one-time efforts, the nature of its work should
not preclude NASA from being accountable for achieving what it promises when re-
questing and receiving funds. Congress will also need to do its part to ensure that
NASA has the support to hold poorly performing programs accountable in order to
provide an environment where the systems portfolio as a whole can succeed with
the resources NASA is given. NASA shows a willingness to face these challenges.
We look forward to continuing work with NASA to develop tools to enhance the
management of acquisitions and agency operations to optimize its investment in
space and aeronautics missions.

Madam Chairwoman, and Members of the Subcommittee, this concludes my pre-
pared statement. I would be happy to answer any questions you may have at this
time.

Chairwoman GIFFORDS. Thank you, Ms. Chaplain.

Admiral Dyer. Admiral Dyer, before you start, yeah, the micro-
phone, please.

STATEMENT OF VICE ADMIRAL JOSEPH W. DYER (U.S. NAVY,
RETIRED), CHAIR, AEROSPACE SAFETY ADVISORY PANEL,
NATIONAL AERONAUTICS AND SPACE ADMINISTRATION

Admiral DYER. Thank you. Thank you for the opportunity to dis-
cuss the Aerospace Safety Advisory Panel’s 2009 activities and an-
nual report.
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Let me begin by quoting from the report’s conclusion. “The panel
continues to believe, as it did in 2008, that NASA faces unprece-
dented challenges, perhaps greater than any time in the agency’s
history. Important decisions on the future of human spaceflight
face NASA as well as the White House, the Congress, and the Na-
tion. Commercial entities and international partners will likely
have a larger role in transporting both cargo and crew to orbit. It
is critical that NASA focus on establishing the criteria require-
ments and the certification process for orbital transportation vehi-
cles, as well as a process for validating compliance. The perform-
ance and safety requirements must be stated promptly and clearly
to enable NASA and non-NASA entities to proceed in the most pro-
ductive and effective manner.

The Ares I vehicle has been designed from the beginning with a
clear emphasis on safety. Before any changes made to architecture,
the inherent safety of a selected approach should be assessed to en-
sure it offers a level of safety equal to or greater than the program
of record. We recognize that the Shuttle is risky by inherent design
and is becoming more so because of aging and wear. Extension of
the Shuttle’s use significantly beyond what is planned through the
current manifest is not recommended.

Space exploration is a dangerous enterprise. The risks must be
shouldered by NASA, the Congress, and the Administration, and
those risks must be communicated clearly to the public. The panel
hopes that our summary of critical safety-related issues will help
focus attention on the important decisions and the direction of the
agency.”

The 2009, report has been widely read, strongly commended, and
energetically criticized. With those well-rounded metrics we believe
we have fulfilled our statutory purpose which is to infuse safety
considerations into an informed debate.

The panel spent a good amount of ink on two specific issues;
human rating requirements or HRR for follow-on vehicles and the
Shuttle extension.

Regarding human rating requirements, in our report the panel
recommends NASA stipulate directly the applicable HRR standards
and the level of acceptable risk for potential commercial contrac-
tors. Not only should the standards be provided but the certifi-
cation mechanism and required validation data should be made
clear as well.

Regarding the Shuttle extension, the panel does not support ex-
tending the Shuttle significantly beyond its current manifest. We
are especially concerned over any kind of serial extension where a
few flights at a time might be added.

The report goes on to add other issues and opportunities. Those
include the use of robots to both supplement astronauts and to re-
place them in some undertakings, as well as facilities and aging in-
frastructure, a growing and under-funded issue. If one steps back
and observes with a wide lens the 2009 ASAP report is about three
things. First, about the Space Shuttle, second about safely meeting
our Nation’s goals and objectives for space transportation, and
third, the knowledge needed to safely transport human beings into
space.
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Let me address those one at a time. With the Shuttle, we believe
that every responsible American has some concerns about the safe-
ty of the Shuttle. The Shuttle has flown 129 flights. There have
been two catastrophic accidents and 14 lives lost. The Shuttle’s his-
tory, age, and eroding supply and support chain all speak to in-
creasing risks.

Secondly, we must be clear about our goals for space transpor-
tation and what is required to achieve safety in the implementation
of those goals. Are the goals to, A, minimize the gap between Shut-
tle and America’s next transportation vehicle? Is it to privatize
transport of NASA astronauts into low-earth orbit? Is it to secure
a launch vehicle with greater lift and potentially greater flexibility?
The panel believes NASA can accomplish any of these goals given
sufficient time and money, but NASA cannot be expected to accom-
plish all three safely and concurrently within available budgets.

Third, let us talk about the knowledge. Perhaps competency
would be the better word. The panel is not against commercial
transport of humans but has registered concern in our report about
commercial transportation without updated safety standards.
Those standards have not yet been written by NASA, so no one can
truly claim compliance with them.

Chairman, in closing I want to highlight what causes programs
to get into situations where safety is at risk. We believe there are
most often three common themes; compressing schedule, stretching
resources, and a workforce that loses direction. We believe both re-
sources and scheduling must include management reserve to ac-
complish and accommodate issues that will arise as the new design
evolves and working relationship matures.

Additionally, managing the Shuttle’s workforce, both government
and contractor, will require new and focused attention. The Work-
force Transition Plan that has maintained the stable Shuttle work-
force and requisite knowledge is now in jeopardy. It will be a chal-
lenge to keep the necessary skill sets as workers find themselves
without a clear future and are looking for a safe place to land.

Again, thank you for the opportunity to testify today on behalf
of the Aerospace Safety Advisory Panel.

[The prepared statement of Mr. Dyer follows:]

PREPARED STATEMENT OF JOSEPH W. DYER
Chairwoman Giffords, Ranking Member Olson, and Members of the Subcommittee:

Thank you for the opportunity to discuss the Aerospace Safety Advisory Panel’s
2009 Activities and Annual Report. Let me begin by quoting from the Report’s con-
clusion.

CONCLUSION

“The Panel continues to believe, as it did in 2008, that NASA faces unprecedented
challenges, perhaps greater than any time in the Agency’s history. Important deci-
sions on the future of human spaceflight face NASA, as well as the White House,
the Congress, and the Nation.

Commercial entities and international partners will likely have a larger role in
transporting both cargo and crew to orbit. It is crucial that NASA focus on estab-
lishing the certification requirements, a certification process for orbital transpor-
tation vehicles, and a process for validating compliance. The performance and safety
requirements must be stated promptly and clearly to enable NASA and non-NASA
entities to proceed in the most productive and effective manner possible.

The Ares I vehicle has been designed from the beginning with a clear emphasis
on safety. Before any change is made to architecture, the inherent safety of that ap-
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proach should be assessed to ensure that it offers a level of safety equal to or great-
er than the program of record.

We recognize that the Shuttle is risky by inherent design, and it is becoming more
so because of aging and wear. Extension of its use significantly beyond what is
planned through the current manifest is not recommended.

Space exploration is a dangerous enterprise. The risks must be shouldered by
NASA, Congress, and the Administration, and those risks must be communicated
clearly to the public.

The Panel hopes that our summary of critical safety-related issues will help focus
attention on the important decisions and the direction of the Agency.”

The 2009 Report has been widely read, strongly commended, and energetically
criticized. With those well rounded metrics, we believe we have fulfilled our statu-
tory purpose, which is to infuse safety considerations into an informed debate.

During this period of deliberation and redirection, it is important not to overlook
NASA’s 2009 accomplishments. In the Report, we highlight several accomplishments
that are noteworthy due to the commitment to safety. Highlights include:

o Five successful Shuttle launches,
e Progress on International Space Station (ISS) build out,
e Ares I-X Rocket flight test,

o NASA Safety Center (NSC) Safety & Mission Assurance Technical Excellence
Program (STEP),

ISS cargo resupply,

Safe and successful Hubble Servicing Mission (SM)—4,

NASA and the OSHA Voluntary Protection Program (VPP), and
Continuing successes in deep space missions.

The Panel also highlighted a few critical issues in the Report. The most important
one is, “Whatever new policies or vehicles are selected for America’s space activities,
ensuring human safety must continue to receive the appropriate funding, visibility,
and support . . ..”

The Panel spent a good amount of ink on two specific issues: Human Rating Re-
quirements (HRR) for Follow-on Vehicles and Shuttle Extension.

Human Rating Requirements

In our Report, we note that the Commercial Orbital Transportation Services
(COTS) vehicles being developed thus far had not been required to meet HRR stand-
ards nor were they proven to be appropriate to transport NASA personnel. This is
understandable since COTS vehicle contractors are currently tasked only with de-
veloping cargo delivery systems. However, since expanding the commercial vehicle
mission to include human transport has become an active topic, the Panel high-
lighted the HRR standards issue at every quarterly meeting in 2009. A principal
concern identified at the first meeting in 2009 was that the current HRR proce-
dures, when applied to the development of future human-related vehicles, were not
specifically intended to establish requirements for vehicles produced by entities ex-
ternal to NASA. The Panel recommended that NASA stipulate directly the applica-
ble HRR standards and share acceptable risk levels with those other entities. It is
essential that any entity that might be creating human-rated transport systems
that may transport NASA astronauts must understand the safety requirements that
will be mandatory for such services. Not only should the standards be provided, but
the certification mechanism and required validation data should be made clear.

We go on to note that, in the fourth quarter of 2009, NASA made a start at
achieving progress to more clearly develop and communicate the standards nec-
essary for any COTS manufacturer if astronauts are to be transported on non-NASA
vehicles. However, this will only partially answer the challenge. After the criteria
and their applicability are clearly established, a process must be developed for vali-
dating and certifying compliance with those criteria. Although the Panel strongly
supports the start that NASA has made, the Panel continues to believe that NASA
is behind where it needs to be at this point in time. Considerable work must be
done, and priority efforts should be established to accelerate the level of effort un-
derway.

For these reasons, the Panel stated, “To abandon Ares I as a baseline vehicle for
an alternative without demonstrated capability nor proven superiority is unwise and
probably not cost effective. The ability of any current COTS design to “close the gap”
or even provide an equivalent degree of safety is speculative.”
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Shuttle Extension

The Augustine Committee concluded that the only way to reduce the “gap” in
human spaceflight launch capability between ISS completion and the planned
flights of Ares I is by extending the Shuttle program well beyond 2010.

The Panel does not support extending the Shuttle significantly beyond its current
manifest. We are especially concerned over any kind of “serial extension” where a
few flights at a time might be added. The risk of continuing to fly the Shuttle with-
out a recertification and expending the resources to bring the vehicle up to modem
standards is more than what we should ask astronauts to shoulder. The Panel does
not believe that there is full transparency to the risk. We recognize that such trans-
parency is challenging due to the difficulty in communicating highly technical issues
to a largely non-technical public. Still, NASA must find a way to successfully com-
municate the level of risk inherent in experimental space flight. The Agency must
be supported in doing so by Congress and the Administration. In our opinion, the
time to extend the Shuttle was several years ago when there was an opportunity
to go forward with an extension certification program of reasonable scope and cost.
With sufficient money, manpower, and recertification efforts, it is possible that the
Shuttle could be extended. While we are aware of no major systems that are “on
the knee of the curve” of wear out, the funds needed to allow full recertification are
substantial, and the probability of finding things that demand even more resources
during recertification is very real.

The Report goes on to address other issues and opportunities. Those include:

o Integration of Robotics Agency-wide

O The Panel continues to urge NASA to take a more open-minded and ag-
gressive view towards using robots to reduce human risk whenever pos-
sible, consistent with mission accomplishment. This means using robots
to replace humans on some missions and to support astronauts on others.

O The Panel notes that the vision for Exploration includes dangerous and
challenging work like construction, mining, and manufacturing. In ac-
complishing this work, there is significant risk to astronauts in their
fragile but critical space suits.

e Facilities and Aging Infrastructure

Over eighty percent of NASA facilities are beyond their design life, and annual
maintenance is underfunded.! Facilities continue to degrade and facilities failures
are starting to impact missions and have safety implications Agency-wide. Evidence
for this can be seen in the increasing number of small fires, key equipment losses
through failures in material handling and transportation facilities, and in the “weak
signals” that we observe in current safety reports. The infrastructure used to launch
complex vehicles into space must be reviewed and maintained down to the smallest
component to remain safe. In the past, one of NASA’s goals was “ten healthy Cen-
ters.” A considerable investment in facility maintenance, repair, and replacement is
needed for this goal to be achieved. This may be unrealistic in the current economic
climate. If funding is not available, NASA should consider consolidating its pro-
grams and efforts at fewer Centers so that its activities may be safely continued at
the remaining facilities. This planning needs to be part of a conscious and deliberate
facilities strategy.

If one steps back and observes with a wide lens, the FY 2009 ASAP Annual Re-
port is about three things: the Space Shuttle, safely meeting our nation’s goals and
objectives for space transportation, and the knowledge needed to safely transport
human beings into space.

e The Space Shuttle—We believe every responsible American has concerns
about the safety of the Shuttle. The Shuttle has flown 129 flights; there have
been two catastrophic accidents and 14 lives lost. The Shuttle’s history, age,
and its eroding supply and support chain all speak to increasing risk.

e Space Transportation Goals—We must be clear on our goals for space trans-
portation to meet those goals safely. Are they to:

O Minimize the gap between the Shuttle and America’s next human trans-
port vehicle?
O Privatize the transport of NASA astronauts to low earth orbit?

1Presentation “NASA’s Construction Program” by Frank Bellinger, Director Facilities Engi-
neering & Real Property Division, NASA Headquarters, to American Council of Engineering
Companies, April 27, 2009.
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O Secure a new launch vehicle with greater lift and potentially greater
flexibility?

The panel believes NASA can accomplish any of these goals, given sufficient time
and money, but NASA cannot be expected to accomplish all three safely and concur-
rently within available budgets.

To speak clearly about the first goal, the ASAP believes attempting to close the
gap or to buy time for new program direction by extending the Shuttle is ill advised.

o Competency—The Panel is not against commercial transport of humans but
has registered concern in our Report about commercial transport without up-
dated safety standards. These standards have not yet been written by NASA,
so no one can truly claim compliance with them. So far in the U.S., only
NASA has demonstrated the knowledge and competence needed to transport
humans into space and return them safely to the earth. If the U.S. decides
to contract for commercial services to transport our astronauts into low earth
orbit, there is much work to be done. That work is about transferring knowl-
edge and about developing a process whereby competency and design can be
certified.

Whatever the direction forward, the Congress and the White House need to pro-
vide NASA with clear guidance. The focus needs to turn to getting the job done as
soon as possible.

What causes programs to get into situations where safety is at risk or, sometimes,
even a causality? We believe there are most often three common themes:

1. Compressing schedule,
2. Stretching resources,
3. A workforce that looses direction.

With the new budget come significant changes to our Nation’s plan for space. The
ASAP’s advice is to carefully and adequately provide resources and to realistically
schedule work. We believe both resources and scheduling must include a “manage-
ment reserve” to accommodate issues that will arise as new designs evolve and
working relationships mature.

Additionally, managing the Shuttle’s workforce—both government and contactor—
will require new and focused attention. NASA’s workforce transition planning that
has maintained a stable Shuttle workforce and requisite knowledge is now in jeop-
ardy. It will be a challenge to keep the necessary skill-sets as workers find them-
selves without a clear future and looking for a safe place to land.

Once again, I thank you for the opportunity to offer the Panel’s view on these
issues and would be pleased to respond to any questions you or other Members of
the Subcommittee may have.

Chairwoman GIFFORDS. Thank you, Admiral Dyer, and to all of
our witnesses today, at this point we are going to begin our first
round of questions, and the Chair will recognize herself for five
minutes.

CoSsT GROWTH

I would like to start with Ms. Chaplain. GAO has reported that
cost and schedule growth in several of NASA’s projects has resulted
from problems such as failing to adequately identify requirements
and underestimating technology complexity and maturity. And I
know that this is just a draft that you have submitted here to our
subcommittee, but can you talk a little bit about cost growth and
schedule delay? Is this a matter of agency discipline, or is it some-
thing else that has—that is involved in this very slow progress at
NASA?

Ms. CHAPLAIN. I believe it is more than just discipline, though
discipline has a lot to do with it. There are issues with regard to
planning ahead for acquisitions, notably like really looking at your
supplier base, the health of it, what gaps and expertise they have,
what potential problems you may have when you come to acquisi-
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tions. More of that could be done at the headquarters level and at
the project level.

There are also issues that are related to launch manifest that are
going to be very severe in the next few years as NASA goes away
from the Delta II vehicles to other medium launch vehicles. They
raised the cost of missing any kind of launch deadline.

So I think it is just an array of issues, but discipline is a big part
of it.

Chairwoman GIFFORDS. Thank you. Mr. Martin, would you care
to comment.

Mr. MARTIN. Yes. Our observation would be we think that NASA
has done a better job developing guidance to steer program man-
agement and now is really more of a matter of effectively imple-
menting the guidance developed. And they have had varying de-
grees of success with some programs.

RisK REDUCTION REPORT METHODS

Chairwoman GIFFORDS. As a follow up, Ms. Chaplain, looking at
the report you released yesterday, and you talk about 19 large-
scale projects and includes a thumbnail sketch of Ares I, you indi-
cate in the report that the totality of your work lasted until Feb-
ruary 10, yet when you go to describe the status of Ares I, you
failed to acknowledge significant progress such as the successful
Ares I ground tests, the I-X flight, an agreement on how to deal
with the thrust oscillation issue. All of these events that I men-
tioned happened late last year, so I am curious as to why they
weren’t acknowledged in the report and whether or not you con-
sider them to be among the risk-reduction activities.

Ms. CHAPLAIN. A couple of things with regard to that. We do
have to cut off our audit work at a certain point in time to allow
for production of the report, and they also allow at least a month
for agency comment period, so you are always going to have a lag
of a month or two between the audit work and the report.

Where we could, we tried to update the projects, specifically with
some issues that were brought to our attention, either by NASA or
the committee. Some key events like the Ares I-X we couldn’t vali-
date the results yet, so they are not reflected. They will be reflected
in the next one.

On the other hand, too, while you might have some positive
events taking place, there might be negative events taking place.
The NPP Project, for example, may have more cost increase than
what we reflect in the report. So we really need to be sure that we
are as accurate as possible. We have to cut off and know what we
can validate.

I will also note that when NASA does have an opportunity to
provide comments, it can also point out those events that have
taken place. They didn’t specifically point anything like that out in
their comment letter, and in our agency exit meeting we didn’t
have any specific updates that were validated, and when I say vali-
dated, it has to be provided by documentation, things we can sub-
stantiate and analyze. We didn’t get those kinds of materials from
NASA at the exit conference, either.
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In addition to that, each program has an opportunity to update
their status when they comment on the 2-page sheet that we
produce for that report.

Chairwoman GIFFORDS. And Ms. Chaplain, is that pretty typical
of agencies not providing that information? I mean, obviously,
NASA is unlike all agencies just because of the complexity and the
cost of these programs, but I am just curious whether or not that
is typical and

Ms. CHAPLAIN. I would say yes. We produce a very similar prod-
uct for our DOD weapons portfolio, and there, again, most of the
information on that is based on these selected acquisition reports
that go to Congress every year, and that information can be dated
by the time the report comes out. The projects try to update where
we can, and we try to validate where we can, but you tend to have
that lag.

The one thing about this mandate for this work is there is a bi-
annual reporting requirement. That gives us an opportunity to
brief staff midyear and kind of report on the updates that have
taken place and where we stand with some of the programs.

RISK IN ARES PROGRAM

Chairwoman GIFFORDS. Okay. Just—I just have a few seconds.
Admiral Dyer, would you just talk briefly about your thoughts on
where Ares I stands relative to risk, in relation to risk rather?
Admiral DYER. The panel’s position is that if the goal is to mini-
mize the gap between Shuttle and a follow-on vehicle, then Ares I
offers the safest, quickest opportunity and probably the most cost
effective one. If the Nation is willing to accept a wider gap, more
risk, and a higher cost, then other opportunities avail themselves.
Chairwoman GIFFORDS. And Admiral Dyer, in terms of your—the
panel, the experts that are apart of your organization, I mean, to
what extent are you confident that the analysis is truly accurate?
Admiral DYER. We are confident that the analysis is accurate,
that the program is on track. I bristle a bit when any program is
referenced as troubled, because you have to discriminate between
the ongoing activities of any developmental program, part of get-
ting the work done, and programs that are really in general in
great difficulty. We think what you see with Ares is part of the de-
velopmental process. We think the program is on track.
Chairwoman GIFFORDS. Okay. Thank you, Admiral.
The Chair recognizes Mr. Olson for five minutes.

REGULATION OF HUMAN SPACE FLIGHT

Mr. OLsoN. Well, thank you very much, Madam Chairwoman,
and I have got a question for all the panelists.

With respect to ensuring that future human space-related vehi-
cles meet NASA requirements and to validate compliance, it has
been suggested that NASA follow the FAA model by delegating
safety mission assurance authority to the space launch provider.

It has been asserted that this system is much more efficient,
adaptable, and cost effective than having to deal with NASA’s cum-
bersome safety regime. Under the FAA Enforcement System select
employees of aircraft manufacturers, airlines, and aircraft mainte-
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nance companies are licensed by the FAA and charged with enforc-
ing FAA safety regulations. Failure to adhere to FAA standards
can lead to fines, license suspensions, or worse.

What are your views on adapting such a system for companies
hired to fly astronauts to low-earth orbit? Mr. Martin.

Mr. MARTIN. Okay. We will take that one first. We have not done
work in this particular issue, but speaking for myself I would think
that NASA would be foolish to cede any issues dealing with the
safety of its most precious cargo, that is the astronauts. I would be
shocked if the administrator, who is an astronaut, would agree to
that, and I just think the human rating issue and the safety issue
needs to remain in house.

Mr. OLSON. Thank you for that answer.

Ms. Chaplain.

Ms. CHAPLAIN. I am not as familiar with the FAA process, but
I do have some thoughts. We would almost like to see a process
analogous to what they have for the launch services program for
NASA, probably more stringent than that, so when NASA is look-
ing to get a new supplier, for example, to take up science missions,
it has a very rigorous process for certifying those suppliers and en-
suring that they meet all of NASA’s standards for taking up
science missions, which are pretty stringent in and of themselves.

Along with this process comes insight into design production and
test activities, and in the case of human spaceflight you would al-
most expect that they have approval authority over top-level re-
quirements and test strategies and success criteria, et cetera.

Overall, I would just see a much more rigorous process and a lot
more insight and oversight than what we have with the COTS Pro-
gram. The COTS wasn’t set up to be that kind of rigorous oversight
effort.

Mr. OLSON. Thank you, Ms. Chaplain.

Admiral Dyer.

Admiral DYER. May I point out or perhaps predict two evolving
catch-22 opportunities. The first is that FAA has great knowledge
about the certification of commercial vehicles but little knowledge
about space. Just the opposite is true on NASA; deep knowledge
with regard to spaceflight, little knowledge with regard to certi-
fying commercial vehicles.

Madam Chairman, I guess you could call this an interagency op-
portunity in the making.

A second catch-22 related is how do you, as you have heard us
mention a couple of times, how do you both communicate what is
required and then certify it? The second catch-22, Mr. Olson, I be-
lieve, will be commercial industry’s belief that they can only deliver
on-cost and on-schedule if NASA is kept at arm’s length. But keep-
ing NASA at arm’s length will neither transition the knowledge
that is needed, nor build the confidence to certify.

These are two serious problems that need to be addressed as we
go into the future.

Mr. OLSON. Yes, sir. I can see how both of those would affect
safety.
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TECHNOLOGY DEVELOPMENT ON ARES/ORION

One more question and this is for you, again, Admiral Dyer. One
of the biggest technical challenges for the Ares and Orion has been
the design and development of a launch-abort system, and as you
know, later this spring NASA has scheduled its first major test of
an integrated launch-abort system at White Sands.

Assuming this system won’t be used now on the Orion Vehicle,
is it reasonable to believe that this technology and design can be
transferred to other vehicles? Would the hardware and software be
fairly generic, and what are the kinds of validation tests that
would be required to ensure the system is safe and reliable?

Admiral DYER. Sir, I would note that the technology and the de-
velopment is sound. There is much knowledge with this regard.
Probably some of it can be transferred, but I am afraid we don’t
have on the board the panel, the deep knowledge necessary to an-
swer your question.

CosT GROWTH

Mr. OLsON. Thank you for that answer, sir, and I will close with
just one comment I would like to make.

I mean, one of the things we hear, and it is sort of a follow up
on a comment Admiral Dyer made, but one of the things we hear
is how the justification for this new budget and its implication for
human spaceflight is the cost overruns and how the Constellation
Project is just way beyond budget. And the numbers are true. We
have, you know, we have put $9 billion in there, and I want to
point out that some of the cost overruns, the majority of that prob-
lem hasn’t been with the agency. It has been with the people in
this room, the people in the Congress, and the people over at 1600
Pennsylvania Avenue.

We haven’t given NASA the resources they need to complete the
missions we have asked them to do, and I hope to eliminate that
process in the future, and again, keep the Constellation Program
going.

Madam Chairwoman, I yield back.

Chairwoman GIFFORDS. Thank you, Mr. Olson.

The Chair will now recognize Ms. Edwards.

SYSTEMIC WEAKNESS OF GOVERNMENT ACQUISITIONS

Ms. EDWARDS. Thank you, Madam Chairwoman, and thank you
for holding this hearing and discussion today. I think it is really
important and especially in light of the Administration, the Presi-
dent’s release of the budget for 2011.

I want to—and I just wanted to say I do share the concerns ex-
pressed by my colleagues about the proposed budget and the im-
pact on human spaceflight and essentially decimating America’s
human spaceflight capacity. I think there is a bit of an inconsist-
ency between thinking about it and as the President has outlined,
the future and 21st century technology and job creation for this
century and maintaining a robust human spaceflight program. And
we need to resolve those inconsistencies, and I look forward to
working with the committee and with this subcommittee in doing
that.
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I am concerned about a couple of things. One, Ms. Chaplain, you
said that—you noted in your testimony that NASA has produced
over the years some amazing research and technology, but the
projects cost more and take longer. How much different really is
this say from Department of Defense large-scale weapon systems or
military spaceflight? How much greater are the cost overruns and
the financial management problems in—within NASA different
from these—from say the Department of Defense and other agen-
cies? Because I think we suffer from some of those same problems
across the board in the Federal Government, and the fact that we
are spotlighting NASA for I think a cut, a decimation of the human
spaceflight program, looking at those kind of things, really mis-
places where we need to go in terms of how we think about risk
taking and technology.

And I also wonder whether you have had an opportunity really
to look within the culture of NASA where I think that there are
times when the agency recognizes the limitations here in the Con-
gress, and as Mr. Olson has pointed out, at 1600 Pennsylvania Av-
enue, and then constrains its requests to the Congress and then we
run up costs in programs and systems. And that is in, you know,
and I don’t know that that necessarily can be placed at the foot of
the agency.

Ms. CHAPLAIN. I would say NASA’s issues with constant schedule
overruns are very similar to the ones that DOD, particularly the
space systems, and the underlying causes are very similar, and
some of that does have to do with culture and the competition for
funding and having a lot of instability in that funding process.

I will note at DOD there has been cuts in big programs there as
well.

PROGRESS ON IMPROVING PROGRAM MANAGEMENT

Ms. EDWARDS. Thank you, and then I am also curious as to—and
perhaps, Admiral Dyer, you can comment on this, when you look
at things like contractor management and trying to stabilize, stabi-
lizing engineering designs and those challenges that NASA faces,
do you think that the agency is actually on a path and perhaps Mr.
Martin, you could talk to this, speak to this as well, is actually on
a path to doing a better job there so that there is a little bit more
predictability for future programs?

Admiral DYER. I think the situation is improving. It is certainly
a focus for General Boldon, but you do give me an opportunity to
make a point I was thinking about during Ms. Chaplain’s answer
to your question.

Cost and schedule and safety warp and weave. They are very
tightly related to one another, so both from a safety perspective as
well from a program management cost performance perspective. If
I could give this subcommittee a gift in deliberation going forward,
it would be an independent, truly independent cost estimate, one
that is independent of the missionary movement, the folks that are
trying to sell a program, and one that is also independent of the
folks that are trying to fit a program within the available budget.
In my experience and many folks on the panel, an independent cost
estimate is the key to predicting the future.
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Ms. EDWARDS. Thank you, and lastly, is there any indication
whatsoever that abandoning the human spaceflight program in
terms of its residence within NASA will result in any lower costs
and would change any of the challenges that you have already
identified that NASA faces?

I will take that—as I mentioned in my opening, it won’t change
the challenges. There still needs to be a lot more discipline in the
acquisition process. We need cost estimates to improve, we need
them to be independent. There is a lot of things that need to
change whether that Constellation Program is there or not. The
condition is very systemic across the agency.

Thank you very much.

Chairwoman GIFFORDS. Thank you, Ms. Edwards.

The Chair will recognize Mr. Hall.

I am sorry. Mr. Rohrabacher.

Mr. ROHRABACHER. Thank you very much, and thank you, Chair-
man Hall.

PuBLIC vS. PRIVATE MANAGEMENT OF SPACEFLIGHT

We are all pretty shocked about the President’s budget one way
or the other. There are some good things in it, there are some
things in it that we really need to discuss, and I am very pleased
that we have got some people who are focusing on these issues.

Today our witnesses are not necessarily here to discuss the new
budget, however, and not even perhaps to discuss policy but to talk
about key challenges that we face in America’s Space Program, and
safety is, of course, one of the preeminent challenges.

Let us note that those of us who do believe that mankind is des-
tined to head into space and that we look at that as a dramatic
challenge to our generation, to continue that movement of human-
kind into space, that we understand that there are great risks in-
volved with this perhaps most noble of human endeavors. And that
is to locate human beings elsewhere in this universe.

But let us also note there that great risks should not be the im-
pediment to fulfilling that task. They are saying, and Admiral, I
am sure you have heard this many times, that if a captain thinks
his only responsibility towards the ship is the safety of his ship, he
will never leave port, and there are safety elements that we have
to have identified with my colleagues. Remarks recently—we just
heard about comparing the cost overruns and some of the efficiency
problems of NASA to the Department of Defense.

Let me just note that that is not a proper comparison. The prop-
er comparison is are these extra costs and are these overruns com-
parable to the private sector, and that is the question that needs
to be asked and perhaps I would ask that of our witness.

Ms. CHAPLAIN. We have compared——

Mr. ROHRABACHER. To Space X, et cetera.

Ms. CHAPLAIN. Yeah. We have done some comparisons to the
other space companies and found out most of the commercial com-
panies don’t have the same costs and growth, but you have to re-
member they are not chasing after the same requirements. They
have much less demanding, they are not pushing the technical edge
that DOD and both NASA are trying to do.
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Mr. ROHRABACHER. Okay. Pushing the edge and let us take a
look at this and look at some of the things that that indicates.

Admiral, in your statement you indicate that Ares, the govern-
ment approach to trying to—new approach to getting into space,
has been designed from the very beginning with a clear emphasis
on safety. Is it your contention that Space X or Orbital or Lockheed
Martin or Boeing have not had an emphasis on safety in launching,
in developing and designing their launch vehicles?

Admiral DYER. For sure. These are right-hearted folks, and they
have given safety a great consideration, but I would make two
points, sir. The first is they are on contract only for cargo deliv-
eries, not for human transport.

Mr. ROHRABACHER. Uh-huh.

Admiral DYER. Number one, and number two, the information,
the knowledge that needs to be transmitted in terms of human rat-
ing requirements out of NASA and provided to the commercial sec-
tor has not been published, has not been made available.

And by the way, that is a hard challenge because while NASA
has human rating requirements, they are for NASA, and they rest
on a foundation of 50 years of understanding and institutional
knowledge.

Mr. ROHRABACHER. Right.

Admiral DYER. To transmit that out to new activities with new
undertakings is quite——

Mr. ROHRABACHER. Well, is it your contention that these private
companies are then developing something that is unsafe?

Admiral DYER. Absolutely not, sir. I didn’t say that.

Mr. ROHRABACHER. All right.

Admiral DYER. What I said was they don’t have the measuring
stick yet available to answer that question.

Mr. ROHRABACHER. Uh-huh. So these requirements that we are
talking about just have not been presented by NASA then. Is that
it?

Admiral DYER. That is correct.

Mr. ROHRABACHER. So we have a bureaucratic impasse, not
based on a willingness of these private companies to meet stand-
ards, but instead by, again, a government agency not being able or
willing to do its job in a timely manner.

Admiral DYER. Upon General Boldon’s arrival at NASA, this ac-
tivity started, and it started in earnest in the last quarter of last
year, but in terms of being behind the ball, yes, sir.

Mr. ROHRABACHER. So how long do you expect this to take before
we can actually let these—I have been involved with commercial
space concepts for 20 years now, and I think it should be a cost-
effective alternative to just simply relying on the government for
these endeavors. How long do you think it should take to develop
this certification and these standards that we can measure these
companies by?

Admiral DYER. Less time than it will take but you need, sir, to,
I think, put that question to NASA rather than the panel. We can
never speak, neither speak for them, nor do we have the insight
of the staffing requirements in terms of the timeline or delivery.

Mr. ROHRABACHER. Let me be very——

Chairwoman GIFFORDS. Mr. Rohrabacher, your time
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Mr. ROHRABACHER.—just a clarification on a point that he has al-
ready made. You then are not saying that the Ares Program by
what you are testifying today is that—you are not saying that it
is safer and more reliable than the counterparts in the private sec-
tor? You are not saying that?

Admiral DYER. We are saying that it is well ahead on that
timeline because it had human rating requirements and institu-
tionlill knowledge and from the get-go had a set of measuring
sticks——

Mr. ROHRABACHER. Does that mean safer? That you consider
them to be safer and that the other ones are less safe?

Chairwoman GIFFORDS. Mr. Rohrabacher, we are going to do a
second round of questions.

Mr. ROHRABACHER. All right.

Chairwoman GIFFORDS. So I think it is just important that ev-
eryone gets a first round of questions

Mr. ROHRABACHER. Got it.

Chairwoman GIFFORDS.—and then hold that, and we will come
back to you in a few minutes.

Mr. ROHRABACHER. All right. Got it.

Chairwoman GIFFORDS. Thank you, Mr. Rohrabacher.

The Chair recognizes Mr. Wilson.

MANAGING THE SHUTTLE AND CONSTELLATION TRANSITIONS

Mr. WILSON. Thank you, Madam Chairman.

The ASAP mentioned that the current workforce transition plans
were drawn up assuming that the Constellation Program would be
executed. These plans have been put on hold because of the uncer-
tain future of NASA’s human spaceflight program. How are NASA
personnel being impacted by the delays in settling on a new strat-
egy, number one? Number two, how quickly can NASA modify and
implement these transition plans once a final decision is made with
regard to the Constellation Program?

Please, anyone on the panel give me that. Start with you, Mr.
Martin.

Mr. MARTIN. That would be fine. Obviously, the—it is exactly
right that the transition plan was based on retirement of the Shut-
tle and movement of the technology and many of the people onto
the Constellation Program. There needs to be a new development
of this workforce transition strategy, and it is going to affect
NASA'’s people, it is going to affect NASA’s parts and NASA’s facili-
ties.

As far as a timetable for execution of that, that is up the agency.
I think they need to develop the strategy. I doubt that it is devel-
oped at this point and then how long it would take to implement
that remains to be seen.

Mr. WILSON. Ms. Chaplain.

Ms. CHAPLAIN. I would agree, but I would also add that to
NASA’s advantage it does have a very robust, strategic human
planning process and a lot of good mechanisms for dealing with un-
certainties and changes. They were dealing with that somewhat
under the Constellation Program, a lot of flexibility needed to be
in place because we didn’t quite know what the requirements were
yet for Constellation.
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So I have confidence that the agency has a lot of good tools and
processes to manage this uncertainty, but it will take time because
it is a big change.

Mr. WILSON. Admiral Dyer.

Admiral DYER. I really don’t have anything to add. I think Mr.
Martin and Ms. Chaplain covered the water, sir.

Mr. WILSON. Okay. You know, we are very concerned.

OVERSIGHT OF COMMERCIAL HUMAN SPACEFLIGHT

The jobs and what all effects it has, NASA Glenn in Ohio is sig-
nificant and concerned about the decisions that are being made and
why we are going through the time that we are. Then in my second
question, if the decision is made to end NASA’s direct involvement
in sending U.S. astronauts into space, what would be an appro-
priate level of NASA involvement in oversight during vehicle de-
sign and development?

Ms. CHAPLAIN. I covered a little bit of this before, but I think
they should have a much stronger role than they have now under
the COTS Program. They do have a pretty good process and guid-
ance and certifications for bringing new commercial vehicles on to
do science missions, and it is a very rigorous process, and it in-
volves a lot of oversight into the design of the vehicles and what
is behind them.

So I would see that as sort of the starting point for the thinking
of what should happen when it comes to human spaceflight.

Mr. WILSON. Thank you. Admiral Dyer.

Admiral DYER. Well, sir, I think you do touch this requirement
for a delicate balance, and the balance is deep enough insight to
be able to certify and to manage the process of certification but at
the same time to have enough distance to allow commercial indus-
try to exercise efficiencies and hopefully speed that are promised.

Mr. WILSON. Thank you. Mr. Martin.

Mr. MARTIN. I have nothing to add, Mr. Wilson. Thank you.

Mr. WILSON. Thank you very much.

Chairwoman GIFFORDS. Thank you, Mr. Wilson.

The Chair will now recognize Mr. Olson.

Oh. Mr. Hall.

HumMAN RATING REQUIREMENTS

Mr. HALL. Okay. Thank you. Thank you very much.

I won’t go any further than Mr. Rohrabacher and Congressman
Wilson have gone on their questions, but just one thing I would
like to ask is will each competing commercial crew vehicle and
launcher have its own set—own unique set of requirements?

Admiral DYER. I would not anticipate, sir, that the requirements
would be different. The performance requirements. Design ap-
proaches may be different, but there will be different trades across
the system at large, and you can meet a common set of require-
ments with different approaches.

Mr. HALL. And I note that you support or supported the theory
of the Constellation because of its safety. I somehow gleaned that
from your testimony, and I believe, and I would like to ask you how
you feel about the President just clearing off a place and canceling



48

it, but I don’t imagine that is one that you all, any of you want to
answer. We sure would like to hear it, but I will get away from
that.

ENSURING AccEsSs To LEO

A premise underlying NASA’s reliance on commercial human
space launches, that the launch company is going to be a successful
business, but if they have a bad day at the launch pad or if suffi-
cient customers don’t materialize, there is always the risk of going
out of business. Right?

Admiral DYER. Sure.

Mr. HALL. So leaving NASA then and the Nation in the lurch,
what steps should NASA take to ensure that it has alternative
means of getting U.S. astronauts to and from orbit if we are in the
hands of a contractor that falls by the wayside or doesn’t come up
to do what they have indicated that they can do?

It gives you some concern, doesn’t it?

Admiral DYER. Well, sir, it isn’t cheap, but if you have sufficient
resources, and the undertaking is of sufficient importance, an ac-
quisition technique is to dual source, to mitigate that risk that you
discussed.

Mr. HALL. Well, money ain’t much, but it sure keeps you in touch
with your kids. That is what you are saying.

Admiral DYER. Yes, sir.

NASA ROLE IN COMMERCIAL SPACEFLIGHT

Mr. HALL. And I ask, Admiral, proponents of the commercial
human spaceflight have argued that presently NASA relies on pri-
vate contractors to build, maintain, and launch the Shuttle. NASA
is merely the Shuttle owner. Right?

Admiral DYER. NASA’s involvement today in programs is signifi-
cantly more engaging.

Mr. HALL. But they are the owner.

Admiral DYER. They are the owner.

Mr. HALL. And by giving up their ownership role and becoming
the customer, there is an implication that little else has changed
in the relationship or in the execution of the program, and from a
safety perspective what are your thoughts about the significance of
being a mere customer now? Going from an owner to being just a
customer?

Admiral DYER. Well, when we talk about certification and the
process of certification, we are talking about clearing up or sharp-
ening up this gray zone that extends from just contracting the serv-
ices over to being the systems integrator and general contractor if
you want to use a term from the housing industry perhaps.

It can be—you can rest at many places on that continuum, Con-
%regsman Hall, but deciding what is the right place is work yet to

e done.

Mr. HALL. I can’t disagree with that, but if the private contrac-
tors fall by the wayside and we have lost the faith of our inter-
national partners and we have lost our huge professional group of
people that have carried out the work of NASA, we would be in a
pretty tough situation, wouldn’t we?
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Admiral DYER. It would be regrettable, sir.

Mr. HALL. I thank you, Admiral. I admire you, and I thank you
for your testimony.

I yield back. Thank you, Madam.

Chairwoman GIFFORDS. Thank you, Mr. Hall.

The Chair recognizes Ms. Kosmas for five minutes.

Ms. KosmAs. Thank you very much. Thank you all for being here
today. I happen to be the representative from the 24th Congres-
sional District in Florida, which is the home of Kennedy Space
Center, so obviously, your participation in the discussions as we
move forward are very important to me, and like many others have
expressed today, I am extremely concerned about some of the lack
of direction that we might have in the policy as put forth in the
President’s budget. I don’t see a vision, I don’t see an inspiration,
and I see a major loss of workforce and workforce skills.

SHUTTLE EXTENSION

So I have a couple questions that I would like to ask first to Ad-
miral Dyer and Ms. Chaplain. Can you discuss whether or not you
have studied the recertification process for the Shuttle? In other
words, what it would take to fly the Shuttle past 2010, and how
that could be impacted if we should make a determination that we
want to add a couple of Shuttle flights?

Ms. CHAPLAIN. We have not been requested to do that study, and
we have not done work there.

Ms. KosMas. Do you know if the certification process is in proc-
ess, recertification process?

Ms. CHAPLAIN. I don’t believe so.

MAINTAINING VITAL SKILLS IN TRANSITION

Ms. Kosmas. Okay. Okay. The other question I guess it would be
for anybody who wants to answer it. What do you see in terms of
human spaceflight expertise, capabilities, and critical skills? Are
we at risk of losing in the Nation due to the gap in the human ac-
cess to space after—U.S. access to space after the Shuttle is re-
tired, and how do we go about retaining those skills, particularly
if the government’s human exploration program is put on a hiatus,
which is apparently what is happening in the Administration’s
budget directive.

Ms. CHAPLAIN. I think NASA has a very good basis to build on
when it comes to determining what skills might be at risk with this
transition. For the past several years they have been going through
a skill-mapping exercise at all their centers, determining like what
are the very critical skills each center needs to retain, what kind
of skills they are, and so they kind of have an inventory now of
what they need and what they have, and they can look at this
change coming up and see what the gaps are, because they could
be considerable, and you don’t want to lose certain expertise in case
there is something disastrous that happens, and you need to call
people back.

Ms. KosMmas. I appreciate that. Again, if they have been doing
this assessment for several years, it would be somewhat not rel-
ative to where we look to be moving based on what we have
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learned this week. So I guess the question then becomes—that you
all observed that the current workforce transition plans were
drawn based on what we anticipated to happen, that is to say, obvi-
ously, that the next phase would be Constellation and so forth.

Now, these plans would be on hold because the uncertain future
of what has not been identified frankly as the U.S. Human
Spaceflight Program.

So if you can put that into the answer, I would appreciate it.

Ms. CHAPLAIN. Yeah. Just to clarify what I said earlier, at least
they have an as-is inventory, so they know what kinds of skills
they have onboard. As they look to the new programs coming on
and the new requirements that they will have, they will at least
have the first part of the basis that they need to do a gap analysis
for. You are exactly right that going forward it is going to be a
whole new kind of ballgame in terms of what you want to stay on
board, what you may not want. That part is going to be all new
to them.

SHUTTLE EXTENSION

Ms. KosMmas. Okay. With that response let me go back to Admi-
ral Dyer, if you don’t mind. Can you answer the earlier question
that I asked about the certification and whether you have any de-
tails on what it would take for an extension should there be a Con-
gressional move towards extending the Shuttle Program for a cou-
ple of flights?

Admiral DYER. Well, let me repeat a caution from the panel. We
think the most dangerous thing that could happen to us with re-
gard to extending the Shuttle would be serial extension. A couple
more followed by a couple more followed by a couple more.

Ms. Kosmas. Okay. I am going to run out of time, but let us just
assume four or less.

Admiral DYER. With that said, could the Shuttle be extended?
Absolutely. It would be, we believe, a fairly serious and expensive
undertaking.

Ms. Kosmas. Okay. Again, I am going to run out time, but I
want to just express to you, again, my appreciation for your being
here and my extreme concern for my particular loss of jobs and the
lost opportunities for this Nation to remain number one in space
exploration in the world and continue to be a leader with this un-
defined plan. I think you are going to see based on what you have
heard here that Congress is going to fill in some of the blanks with
what we see as our vision.

Thank you, Madam Chairman.

Chairwoman GIFFORDS. Thank you, Ms. Kosmas.

Mr. McCaul.

OPINIONS ON CONSTELLATION

Mr. McCAUL. Thank you, Madam Chair.

In his State of Union, President Kennedy outlined the mission of
NASA, and that was to land a man on the moon and return him
safely to the earth, and according to the NASA website their vision
was to explore the universe and search for life and to inspire the
next generation of explorers as only NASA can.
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I believe that with the President’s cutting in his budget of the
Constellation Program it undermines that very mission, the vision
of NASA, and the actual, the principles upon which NASA was set
up in the first place was human spaceflight. I am concerned about
the impact on our children in science and math, in those fields, and
I am concerned about our leadership in the world as it relates to
the Russians and the Chinese by scrapping this human spaceflight
program.

We have invested a tremendous amount of money, billions of dol-
lars already in the Constellation Program. Now, I know this may
be a policy decision that may be a little bit over your pay grade,
but I would like to get some comment from you as to why we are
doing this.

Ms. CHAPLAIN. I really can’t offer a comment. We don’t look at
policy and the goodness of it or not at GAO.

Mr. McCAuL. Well, instead we are moving to an earth science
mission as opposed to a human spaceflight mission. That is what
I am getting from this Administration, and I am sorry. Did you
have a comment?

Mr. MARTIN. Just that at the Inspector General’s office we don’t
do policy. We come behind the policy made by the agency and then
criticize them.

Mr. McCAUL. Well, maybe you could criticize them here.

GAP IN HUMAN SPACEFLIGHT

Admiral, T don’t know if you have a comment. You may not want
to touch that, but as it relates to the commercial, I mean, we are
going to have a gap in human spaceflight in my judgment, and it
sounds like the plan here is to have a commercial spaceflight some-
how fill the void and the gap there. I have got some serious ques-
tions and reservations whether that is going to—or that it is pos-
sible.

Can you comment on that and also the fact that, you know, we
have been working on the safety requirements as it relates to
Orion and Ares. Why wouldn’t that also apply to commercial?

Admiral DYER. Would you restate that last part?

Mr. McCauL. Well, first of all, do you think, do you really think
that, I mean, I think we are going to have a real gap and a break
in human spaceflight under this proposal. Do you really think the
commercial sector after we have invested billions of dollars in in-
frastructure in NASA can possibly fill that gap in this short period
of time?

Admiral DYER. Well, you constrained that in a number of ways.
Again, the panel believes that Ares I is the quickest gap fill be-
cause it has been underway for a considerable period of time with
human transport, a fundamental part, and with NASA’s knowledge
imparted into it. Again, can commercial industry do that? Abso-
lutely. Is it important to have a commercial industry going for-
ward? I think the panel would agree, but it is a question of what
are those goals that we talked about earlier in the testimony.

Mr. McCAuL. But do you foresee a disruption in human
spaceflight, though, under this plan?
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Admiral DYER. We think that some of the positions that say that
the commercial industry can deliver a launch vehicle in three years
probably is unrealistic given the work to be done.

Mr. McCAuL. You know, sir, and I am all for competition in the
private sector. I just think we have—NASA has had a, you know,
a very different mission here. We have invested a lot of money into
NASA, and particularly in the Constellation Program, and I hate
to see that being completely scrubbed and taken out of this budget.

And with that I yield back.

FuLLy UTILIZING THE ISS

Chairwoman GIFFORDS. Thank you, Mr. McCaul.

With that, members have expressed an interest in a second
round of questions, so I will begin.

I would like to talk about the International Space Station. The
President did outline a proposal to extend the ISS until 2020, and
this is, of course, something that has been expressed favorably by
members of the subcommittee for quite some period of time, even
in consideration of the fact that the International Space Station is
not even yet completed, we certainly don’t want to de-orbit it and
not take advantage of the science and technology that we have
worked so hard and paid so much to construct.

Ms. Chaplain, can you talk about the primary obstacles in the
way of utilization in terms of effective research for the Inter-
national Space Station and the provisions and the upcoming NASA
authorization legislation that you think would enhance greater
prospects for better research on the ISS?

Ms. CHAPLAIN. Yes. We identified several challenges in our re-
cent report on the Station. One of them just being the mere ab-
sence of the Shuttle itself severely limited as to what you can take
up and down from the Station, even more so in terms of what you
can take down, and that matters a lot for scientific research. The
results of the high cost to develop experiments and launch them,
those costs were somewhat unknown and unknown as to who
would really pay for them when you are involving other agencies
like the NTH.

There is also the issue of little crew time available on the Station
to manage experiments, so they have to be as automated as pos-
sible, which could be a disincentive to some researchers.

There has also up until recently been very much uncertainty
about the retirement date for the Station, which is another dis-
incentive for the scientific community to really engage. You need
a lot of lead time to plan for experiments.

In terms of the authorization, we looked at other national labs
to see how they manage their facilities and could anything be help-
ful for the Station, and we did identify three things, one being a
central management body to kind of help put the research together,
decide what is the most important, ensure that it is peer reviewed,
and NASA recognized that this could be a good practice. It just—
that idea hasn’t gone anywhere for a couple of years, and I know
you guys have emphasized it a couple of times.

The need for robust, in-house technical expertise, that was lost
in recent years on the Station Program, and that really needs to
come back if you want to fully utilize the Station.
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And then the idea of significant user outreach, NASA does have
activities to outreach to user communities, but they really could be
more robust, and I think the budget helps provide some of those
resources, but it really needs to be emphasized that they need to
have very strong outreach efforts.

Chairwoman GIFFORDS. To follow up with that, you touched on
it, but can you elaborate on NASA’s progress so far in establishing
some agreements for using the ISS in conjunction with federal
agencies, perhaps private firms, academic institutions, and the pro-
visions in, again, the upcoming authorization that would enhance
the prospects of the ISS becoming a national lab?

Ms. CHAPLAIN. What was the second part of that?

Chairwoman GIFFORDS. Yes. The chances, what we can do to im-
prove the prospects of the ISS becoming a national laboratory.

Ms. CHAPLAIN. Okay. In terms of agreements, we—I think there
were five in place at the time of our review, and it doesn’t sound
like a large number, but they seem to be very significant agree-
ments. There weren’t any with academic institutions at the time of
our review. They were with agencies like the NIH.

In terms of what could be done to improve the utilization, the
biggest issue we saw was resources just in the hands of the man-
agers of the station. They have been depleted over the years, and
they are not able to do all the things they could be doing to man
the station, and then also to kind of encourage NASA to manage
it more like the labs in terms of having a central management body
kind of help collect all the research ideas, decide who is going to
go on board and to really assist the users in their ability to use the
Station. You need a lot of guidance and outreach out there to kind
of tell people what is available and then, you know, bring them into
that process.

Chairwoman GIFFORDS. Thank you. Admiral Dyer, any safety
concerns with the extension of the ISS beyond 20157

Admiral DYER. No specific ones. We—our scope has been limited
to looking at the operation of ISS and look at logistic support.

I might add just one point, and that is while the panel has ex-
pressed some concerns about COTS contractors or others in terms
of human rating, their ability to deliver cargo to space has been un-
derway, has been an intimate part of the design from the begin-
ning, and we think can help significantly.

Chairwoman GIFFORDS. Thank you.

Mr. Olson.

TRANSITIONING WORKFORCE AND INFRASTRUCTURE

Mr. OLsON. Thank you, Madam Chairwoman.

Question for Mr. Martin and Ms. Chaplain regarding human
spaceflight infrastructure costs. NASA has estimated that the car-
rying cost of the Shuttle Program was approximately $2.7 billion
a year to pay for much of the personnel, management, and related
infrastructure costs at the several NASA centers devoted to human
spaceflight.

If NASA implements its proposed human spaceflight program, as
the Obama Administration wants, by becoming a customer of com-
mercial space launch companies, how should it book keep the infra-
structure and personnel now charged to the shuttle program, as-
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suming that some portion of those same facilities in people con-
tinue to play a role in human spaceflight?

Mr. Martin.

Mr. MARTIN. That is a good question. I will defer that if I could
to Ms. Chaplain. We have not done work in that area. We are look-
ing at the—our work to date has focused on the transition of the
Shuttle Program, the costs associated with that, and the concerns
we have about NASA being able to maintain its ambitious and ag-
gressive schedule.

Mr. OLsON. Thank you. Ms. Chaplain.

Ms. CHAPLAIN. Well, one thing our work showed is there are a
lot of aging facilities out there, and the plans for the transition ef-
fort weren’t really showing what costs would be involved in terms
of revitalizing facilities that you could keep for Constellation and
what you couldn’t. Obviously, now, everything changes, so the
question is what do you do with all these facilities. NASA will have
to go through a process where it examines everything, because
some things could be available to the commercial suppliers, for ex-
ample, on a leasing basis.

So they will just have to think more out of the box in terms of
what to do with the facilities. If they take them down and dispense
with them, as they may have done with the Constellation transi-
tion, there is a lot of costs associated with environmental clean-up
and indirect costs that could be better reflected in budgets and
things like that.

Mr. OLsoN. Thank you.

Mr. MARTIN. Sir, if I could raise one related matter:

Mr. OLSON. Sure.

Mr. MARTIN.—and that is the issue of deferred maintenance and
facilities. I know that wasn’t exactly what you were asking, but as
far as being a significant challenge facing NASA and an expensive
challenge, I think the latest estimate is there has been about $2.5
billion in deferred maintenance at NASA’s aging facilities, and that
is a key issue that NASA needs to keep its eye on the ball.

Mr. OLsON. Thanks for that answer, and I want to get—many of
my colleagues mentioned the issue of workforce transition, and sort
of what is happening now with the President’s budget out there,
and I spent yesterday, I talked with the director of the Johnson
Center, Mike Coats, and he is spending his days in the office going
around to every employee, ever federal employee that he has over-
sight over to talk to them, letting them know what he knows and
trying to assuage their fears about their future.

And he is very confident that they are going to proceed as the
professionals they are and complete the five, you know, we have
got three operations working out of the Johnson Center. We have
got the Constellation, the Shuttle, and the ISS, and you know, with
the Administration’s budget we are going to be down to one. But
he is confident the five Shuttle missions, they are going to do their
darnedest and be the professionals they are. They are going to
come off without a hitch.

SAFETY IMPLICATIONS OF TRANSITION

But I just want to—how would you rate NASA’s overall efforts
to keep its Shuttle workforce fully focused on flying safely out the
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manifest? Do you see any deficiencies? And as a follow-on question,
now that the Administration has proposed canceling the Constella-
tion, by injecting new uncertainties in terms of a follow on system,
scheduling jobs, would this further complicate NASA’s ability to
keep the Shuttle workforce for at least to close out the five mani-
fested flights we have?

Admiral Dyer.

Admiral DYER. I think that is perhaps the most significant, near-
term safety worry. You are a Navy veteran, and in keeping with
Chairwoman Giffords opening with the historical story of the Chi-
nese Navy, let me use a naval term that you will appreciate. Un-
derway without way on. The layman’s definition of that is there is
always risks in drifting while you are trying to figure it out.

So whatever the route forward, to transition from deciding to im-
plementing will lower this risk and allow for better human re-
source management and keeping the skills necessary to fly safely.

Mr. OLSON. Thank you very much.

Ms. Chaplain.

Ms. CHAPLAIN. We have commended NASA for its ability to try
to manage the workforce through the transition and assure that
the right people are maintained for the Shuttle. They have used
things like DCMA employees and other kinds of measures to get
stop-gap people in there.

But definitely this change will further complicate matters.

Mr. OLSON. Mr. Martin.

Mr. MARTIN. As you indicated, it is incredibly important that
NASA keeps its eye on its mission, especially this Sunday with the
launch of Endeavour, and so I think if they, you know, what we
have seen as NASA, very professional work for us, but the poten-
tial changes out there do create an air of uncertainty that NASA
is going to need to manage through.

Mr. OLSON. Thanks for the answers. I see I have used my time
up.

Chairwoman GIFFORDS. Thank you, Mr. Olson.

The Chair will recognize Ms. Edwards.

Ms. EDWARDS. Thank you, Madam Chairwoman. I have a couple
of areas of questions.

SBIR PROGRAM PROGRESS/MINORITY CONTRACTING

First for Mr. Martin and Ms. Chaplain. In 2009, both the GAO
and the OIG noted that in your audits and investigations, “They
continue to reveal systemic weakness in the area of acquisition and
procurement to include awards as part of the Small Business Inno-
vation Research, the SBIR Program.”

And I would note that in the announcement of the awards of $50
million in Recovery Act funding, to companies for development and
demonstration contracts—concepts, five of the companies that re-
ceived awards, none were minority owned. There may have been
one woman-owned business, and I wonder if you could comment on
how NASA is meeting its goals for investing in small, minority-
owned businesses?

Mr. MARTIN. Just quickly, we have done a fair amount of work
in the SBIR Program and actually have raised a series of concerns
that the lack of internal controls. These tend to be—not to be large
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contracts or grants. I think NASA’s focus given this multitude of
other issues has been to push the money out. I don’t think there
have been adequate, again, safeguards to make sure that, frankly,
there is not double dipping where someone is putting in for an
SBIR grant through NASA and at the same time through the Na-
tional Science Foundation.

Ms. EDWARDS. Uh-huh.

Mr. MARTIN. So I think we can learn, we can adopt past practices
from the National Science Foundation and others, and we can mon-
itor and oversee these grants much more effectively.

Ms. EDWARDS. Well, I think I would like to see, you know, a little
bit more analysis both from GAO and from the Inspector General
to look at NASA’s minority contracting processes. I know over at
Goddard Space Flight Center, you know, a number of businesses in
and around the center who want to do business there, it is very
complicated for them, they don’t understand the contracting proc-
ess, and although I think the Administrator has made a commit-
ment on this, I don’t—I can’t see the pathway toward meeting
those commitments.

Also, in the general contracting area and looking at subcontracts
and then analyzing where those subcontracts are going as well, and
I would like to see some additional reporting and analysis in that
area.

Mr. MARTIN. The Inspector General’s Office has an ongoing re-
;rliew looking at the entire NASA SBIR Program. I have been

ere

Ms. EDWARDS. Not just SBIR, though. I am talking about looking
at—Dbecause, you know, that is one way for small minority-owned
businesses to get in. Women own businesses to get in the door, but
the general contracting processes and making sure that those are
spread out across our small and our large business community and
that the subcontracting processes also are open in that sense.

And I just—I really want to pay attention to this because if we
are investing on one hand in developing scientists, engineers, and
researchers who represent the broad base of our population, and
we expect them, some of them to be entrepreneurs, where do they
get a foot into the agency?

Anyway, I just leave that for open consideration for the future.

HumMAN RATING REQUIREMENTS

Just as a close here, Admiral Dyer, in your statement you said
that the 2009, report has been widely read, strongly commended,
and energetically criticized. With those well-rounded metrics we be-
lieve we have fulfilled our statutory purpose, which is to infuse
safety considerations into an informed debate.

And I want you to know that this subcommittee is really appre-
ciative of ASAP’s contributions, and we will continue to seek your
counsel on safety matters, but I also am sure that you are aware
that Mr. Elon Musk, the CEO of SpaceX, and one of two COTS
manufacturers disagrees with your panel’s findings and conclusions
regarding the human rating of SpaceX vehicles currently under de-
velopment. He says that the Falcon 9 Rocket and Dragon Space-
craft, “meet all of NASA’s published human rating requirements
apart from the escape systems,” and it was reported also that he
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said that the members of your panel didn’t review SpaceX’s data
and have, “no idea what our margins are and what is and what
isn’t human rated.”

Why is there so much divergence in the views held by ASAP and
Mr. Musk regarding SpaceX’s human rating status?

Admiral DYER. Well, I think Mr. Musk used the phrase that he
has lost respect for the panel. I would tell you that the panel has
not lost respect for Mr. Musk. He is an icon, an American entre-
preneur. There is great strength in that, and these folks make
great things happen. I would predict an exciting future for SpaceX,
but in terms of fundamentals the human rating requirements have
not been published by NASA, and therefore, a claim that one meets
them we think is incorrect. It is that simple.

Ms. EDWARDS. Thank you very much, and I yield, Madam Chair-
woman.

Chairwoman GIFFORDS. Thank you, Ms. Edwards.

The Chair recognizes Mr. Rohrabacher.

Mr. ROHRABACHER. Thank you very much. Let me just note that
earlier my colleague suggested that there would be a gap in human
space, our capabilities if the President’s budget suggestions are fol-
lowed. It is not going to be just a gap. I hope we all understand.
We are not talking about a gap here. The President’s budget is
leaving us with no governmental alternative to human space trans-
portation in the works, anyway.

So this is something that should be taken very seriously by those
of us who do believe that human beings should be, eventually be
playing a role in space. Let us just look at—and let me take a look
at one other element here.

We have had one test of—on all of this research that has been
done on Constellation. One test that had no new technology and
hardware, no new hardware in that test, and that brought us to
$9 billion that we spent on the program that now is being sug-
gested that we scrap. This does not speak well of using our govern-
ment as the vehicle of getting human beings into space, whether
it is Elon Musk or whether—I know in the, for example, Boeing
has the Delta System that could someway be reconfigured, but in-
stead we spent $9 billion, and we didn’t even have any new hard-
ware.

So we—if we are going to have human beings in space, which I
believe in, we have got to get serious about this, and we can’t sim-
ply just go back and say, NASA, we are going to rely on NASA to
do it, because obviously it is not working out.

Let me get back then to some analysis of this human space en-
deavor. Admiral, how long did it take us—it seems to me that the
stumbling block now is still NASA in the sense that we have to
have these standards, and you—that will determine human flight,
whether human flight is possible in a certain vehicle. How long did
it take us to determine that the Soyuz vehicles were approved for
Americans?

Admiral DYER. Sir, I don’t know the definitive answer to that.
We have had discussions with regard to the NASA senior technical
leadership, with regard to the safety of Soyuz

Mr. ROHRABACHER. Okay.

Admiral DYER.—but I am afraid we don’t know the details.
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Mr. ROHRABACHER. Apparently it took about three years for us
to, even to analyze what the Soviets had been doing for a long
time, much less a new system, which is being developed.

Don’t you see this as one unacceptable burden and weight that
are being carried perhaps by some of our—the entrepreneurs in the
private sector? To wait for that long just before they will even
know what the standard is, much less being able to incorporate it
into their designs?

Admiral DYER. I am a bit more empathetic in the following
sense. This institutional knowledge that is part of NASA, to com-
municate that to the private sector is a job to be done and one that
needs to be done carefully, and some discussions on this topic a
week or so ago I used an analogy, sir, and it was—it is one thing
to give a building code to an electrician of significant experience.
A guy who has built a lot of houses.

Mr. ROHRABACHER. Uh-huh.

Admiral DYER. But to give a building code to a novice electrician
that doesn’t have that history of experience in working in the
human, in this case, by stretching the analogy, in this human
arena, it is a dicier undertaking.

Mr. ROHRABACHER. Well, let me go back on that. You know, I
worked for a guy, sorry, I worked for Ronald Reagan, and Reagan
always told me that, well, you know, the experts know every reason
why something can’t be done, and so quite often it is a better thing
to bring in fresh blood and new thoughts that may not have the
experience but may have an open vision to new ideas, and perhaps
certainly new approach to trying to do things in a cost-effective
manner than what the NASA bureaucracy has been showing us
that they do in this last decade or two.

Well, thank you very much to all of you for sharing your talents
with us today, and sharing your thoughts because we need this
type of input the thank you, Madam Chairman, again, for your
leadership, which you are constantly demonstrating in your leader-
ship here on this subcommittee.

Chairwoman GIFFORDS. Well, thank you, Mr. Rohrabacher.

We have one final question from Ms. Kosmas, but just to—you
know, you threw out a question, Mr. Rohrabacher, that I would like
Ms. Chaplain to answer concerning the investment that has been
made so far in Constellation, the $9 billion that has been spent.

PROGRESS ON CONSTELLATION

Obviously, you know, it wasn’t—just for one test flight so if you
could just detail briefly the money that has been invested so far in
the program.

Ms. CHAPLAIN. Well, it was more than just that test flight. I
think concurrently there was a lot of money being invested in de-
veloping the new stuff that will be eventually included in Ares and
Orion, and you have to think about all the money that went to
Orion, too, but a lot of the money—concurrently as Ares I was
being developed, it is going into the new parts in the final space-
craft.

Chairwoman GIFFORDS. And either Ms. Chaplain or perhaps Ad-
miral Dyer, can you comment on how far along Orion is at this
point?
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Ms. CHAPLAIN. I believe they recently had their preliminary de-
sign review, and the Constellation Program as a whole is expected
to have a preliminary design review this spring. That put them
very close to the time and point when NASA would consider mov-
ing them into the formal phase of acquisition, what we call imple-
mentation. That is when baselines get set, that is when they are
held more accountable.

One thing that has been talked about here today is cost over-
runs. Technically they haven’t had cost overruns because there is
no baseline. We are just looking at more money that was put to the
contract than was originally anticipated.

Chairwoman GIFFORDS. Okay. Thank you.

The Chair will recognize Ms. Kosmas.

Ms. KosMmas. Thank you, Madam Chairman.

ROLE OoF NASA IN COMMERCIAL SPACE PROGRAM

I apologize. This is a busy day in my office today, but this is an
extremely important matter to me. I want to—and I am sorry I
missed some of the answers and questions and answers earlier,
particularly with regard to safety and the assessment of commer-
cial safety.

But I want to move onto a slightly different question, ask you,
Ms. Chaplain, does NASA have the tools to—in place to manage a
commercial procurement program, and what steps would you rec-
ommend to enable NASA to adequately manage such a program,
particularly, and how would that affect Kennedy Space Center?

Ms. CHAPLAIN. They do have the beginnings of that in place, and
but I think what they need to do is to see how much more robust
it needs to be. Up until now the idea of having a commercial crew
was plan B, not the only plan. So you have—when it becomes the
only plan, you kind of need to reconsider all your contracting tools,
your oversight mechanisms, and you probably want to ramp up
things, you know, in a more position of strength in terms of over-
sight and management than you had when it was just going to be
one of several options.

Ms. KosMaAs. Okay. Thank you for that answer. I guess it sort
of begs the question then, do you, does anyone want to make a
statement as to whether or not they believe that the policy articu-
lated by the Administration anticipated this or adequately provides
an opportunity for this to be addressed?

Ms. CHAPLAIN. I don’t know the budget and enough detail to see
that happening myself.

Ms. Kosmas. Okay. Thank you. I yield back.

Chairwoman GIFFORDS. Thank you, Ms. Kosmas.

Before we bring the hearing to a close, I just want to thank our
witnesses for testifying before the subcommittee today, particularly
for the GAO and for the IG’s office. There are a lot of people that
work with you that we don’t see. They are behind the scenes, but
you know, every member of Congress and all the American people
really depend on the work that you do. I would say underappre-
ciated probably not quite understood, and I just want to thank the
two of you and if you will please pass that onto your colleagues.

Admiral Dyer as well, thank you, not just to you but to members
of your panel for your many, many years of dedication to, you
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know, a very, very important issue that is facing our Nation really
at the moment.

The record will remain open for the next two weeks for addi-
tional statements from members and for answers to any follow-up
questions that perhaps the subcommittee members may have of the
witnesses, and as I said in my opening remarks, you can be as-
sured that the full Science and Technology Committee and our sub-
committee as well will be holding a series of hearings over the next
few weeks to examine the President’s proposed budget.

The witnesses are now excused, and the hearing is adjourned.
Thank you.

[Whereupon, at 11:44 a.m., the Subcommittee was adjourned.]
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ANSWERS TO POST-HEARING QUESTIONS

Responses by Paul K. Martin, Inspector General, National Aeronautics and Space
Administration

Questions submitted by Chairwoman Gabrielle Giffords

Q1. The ASAP’s latest report says that over 80 percent of NASA facilities are beyond
their design life, annual maintenance is underfunded, facilities continue to de-
grade and facilities failures are starting to impact missions and have safety im-
plications Agency-wide.

Q1a. Is this another neglected area in need of resources at the Agency?

Al,1a. Yes. As the ninth largest federal government property holder, NASA owns
more than 100,000 acres with over 6,000 buildings and other structures that pro-
vided more than 44 million square feet of space. Most of the buildings and other
structures are more than 40 years old and some predate the establishment of NASA.
NASA’s deferred maintenance has increased over the last several years as the Agen-
cy has focused its funds on mission and project-oriented priorities.

Q1b. Does the NASA IG know the extent to which NASA’s facilities are in need of
repair, how much this will cost, and what the priority projects are?

A1,1b6. The NASA OIG is currently conducting an audit of NASA’s processes for
identifying and prioritizing maintenance projects. NASA’s estimate of deferred
maintenance increased from $1.9 billion in fiscal year (FY) 2005 to $2.55 billion in
FY 2009. Each NASA Center maintains a list of priority maintenance and upgrade
projects.

QIc. Is this area likely to receive greater attention with the recent establishment of
a Construction and Environmental Compliance account as required by NASA’s
FY2010 appropriations?

Al 1c. Possibly. Creation of the separate account has the potential for focusing
greater attention on the deferred maintenance backlog, but it remains to be seen
whether this will translate into increased spending in this area.

Q2. If a decision is made to carry U.S. astronauts on a commercial transportation
system in the future, NASA will, likely need early warning safety systems. Can
you suggest any “time out” indicators that would be capable of providing NASA
and the Congress a warning when projected margins of safety are in danger of
being reduced?

A2. The OIG has not conducted any recent oversight work on this issue. Moreover,
since the Aerospace Safety Advisory Panel (ASAP) evaluates NASA’s safety perform-
ance, we believe this question would be best addressed by ASAP.

Q3. Are you satisfied with NASA’s efforts to enhance its application of sound project
management principles and identification of technical and safety risks? What
key areas warrant the OIG’s continued oversight?

A3. In the past year, the OIG has found deficiencies when we examined the Agen-
cy’s risk management efforts at the program and project levels. For example, we
found that the Landsat Data Continuity Mission was facing a cost increase and pos-
sible launch schedule delays because mangers awarded the contract before finalizing
baseline requirements. In reviewing the Orion Project, we found that the Project Of-
fice conducted a life-cycle review with a version of the vehicle that was under revi-
sion instead of delaying the review until the revised vehicle configuration was devel-
oped.

Given the importance and cost of its projects. NASA must establish and validate
project requirements, manages risks, and controls costs and schedules using estab-
lished life-cycle reviews.

Q4. Your memorandum on serious management challenges references the risk posed
by counterfeit or inferior parts. I understand that testing is being done to deter-
mine the extent of “improperly treated non-conforming” titanium” on the $2.5
billion Mars Science Laboratory scheduled for launch later this year. NASA is
concerned that some parts built using this non-conforming titanium might not
withstand the stresses, pressures. temperatures present during the life of the mis-
sion. Is the risk of counterfeit parts being purchased a growing issue and if so,
how can NASA protect itself from this problem?



63

A4. A recent proliferation of counterfeit electronic parts (primarily microchips) is a
new risk to NASA’s programs and operations. We have found that trade in inter-
national counterfeit electronic parts begins with traders who export scrap circuit
boards from the United States to foreign-based counterfeiters who remove, copy, and
after the parts so they appear to be new parts from reputable manufacturers. Do-
mestic distributors then buy the parts and sell them as genuine to industry or gov-
ernment buyers, including NASA and the Department of Defense.

Protecting NASA programs from counterfeit electronics is a complex task that in-
volves sensitive law enforcement investigations and aggressive oversight policies
within NASA. This includes NASA’s continued commitment to world class quality
assurance programs for its critical systems, continued participation in interagency
information sharing groups on counterfeit parts, and a zero tolerance management
philosophy that holds offending contractors accountable. In that regard, NASA OIG
1s fully integrated with the interagency law enforcement to address the distribution
of counterfeit electronics alongside the FBI and the Department of Homeland Secu-
rity.

Q5. In your November memorandum, you note the need for NASA to examine the
effectiveness of its ethics training and processes. Investigations completed by
your office have identified cases such as conflict of interest and false statement
charges stemming from the steering of earmarked funds to a client and a NASA
scientist steering contracts to a company operated by his spouse. In addition to
improving ethics training and enforcement, what other ways can NASA use to
reduce instances of ethics violations with its acquisitions?

A5. Given that NASA spends approximately 90 percent of its $19 billion budget on
contracts and grants, it is imperative that NASA employees comply with applicable
ethics laws and regulations. The significant interaction between NASA employees
and individuals in the private sector, both in industry and academia, underscores
the scope of this ongoing challenge.

Any efforts to reduce ethics violations do not lend themselves to a singular solu-
tion. Ethics training, awareness, and active enforcement of ethics laws and regula-
tions are critical components in ensuring NASA employees and contractors have a
clear understanding of their respective roles, responsibilities, and the consequences
for noncompliance. Agency initiatives such as NASA’s Acquisition Integrity Program
have proven to be valuable ethics training tools for acquisition practitioners. But we
also believe the Agency can further reduce violations in the acquisition process by
strengthening its procurement oversight mechanisms, particularly in the pre-award
phase of the contracting and grant process. For example, in the area of grants OIG
investigations in the area of Small Business Innovative Research indicate that a
strong “certification” process is helpful in ensuring that the award is not an oppor-
tunity for fraud—such as billing two federal agencies for the same research.

Q6. Last July, your office reported on NASA’s research in support of FAA’s mod-
ernization of the nation’s air traffic control system known as Next Gen. The re-
port identified some instances where NASA research activities could be better co-
ordinated with FAA. What do you recommend be done?

A6. Since issuance our report, NASA has taken action to coordinate more effectively
with FAA on Next Gen support. In response to one of our recommendations, the
NASA Associate Administrator for the Aerospace Research Mission Directorate es-
tablished a policy for coordinating investment decisions with FAA’s Joint Planning
and Development Office that includes quarterly meetings to discuss strategic issues.

Questions submitted by Representative Pete Olson

Q1. What are your views about NASA’s reliance on Space Act Agreements to fund
commercial space capabilities in lieu of the more standard acquisition based on
Federal Acquisition Regulations? And going forward, where is the threshold that
should compel NASA to discontinue using Space Act Agreements in favor of a
FAR-based acquisition?

Al. Space Act Agreements provide NASA a means to meet wide-ranging NASA mis-
sion and program requirements and objectives by partnering with diverse groups of
people and organizations, both in the private and public sector. The agreement part-
ner can be a U.S. or foreign person or entity, an educational institution, a Federal,
state, or local governmental unit, a foreign government, or an international organi-
zation.

Historically, NASA has used the broad authority granted in the Space Act to fur-
ther a variety of the Agency’s missions. However, funded agreements, under which
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the Agency transfers appropriated funds to a domestic agreement partner, may be
used only when NASA’s objectives cannot be accomplished with a procurement con-
tract, grant, or cooperative agreement.

The OIG intends to examine NASA’s use of Space Act Agreements to fund com-
mercial space capabilities in order to ensure that the Agency is adhering to require-
ments of the Space Act and Federal Acquisition Regulations, and, ultimately, ob-
taining the best value for the taxpayer.

Q2. With regard to commercial crew and cargo procurements, NASA’s FY2011 budg-
et request states that, “Government requirements are kept to a minimum and are
only concerned with assuring safe interaction with the ISS. The partners [mean-
ing commercial launch companies] are not required to follow the standard
NASA Program and Project Management Processes and Requirements, NPR
7120.5.” In other places, the budget says crew safety won’t be compromised and
acknowledges the imperative of safety, but otherwise provides no detail. What
are your thoughts about NASA’s proposal to relieve commercial launch providers
from adherence to NPR 7120.5? How difficult would it be for NASA to maintain
good insight and oversight?

A2. NPR 7120.5 and other NASA acquisition and life-cycle management require-
ments are based on sound management principles and should be the standard for
all NASA program and project procurements. It is unclear to us how NASA intends
to maintain the contractor oversight currently required by Federal and NASA regu-
lations in the absence of a requirement to follow NPR 7120.5 and other NASA acqui-
sition and life-cycle management requirements.
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ANSWERS TO POST-HEARING QUESTIONS

Responses by Cristina T. Chaplain, Director, Acquisition and Sourcing Management,
Government Accountability Office

Questions submitted by Chairwoman Gabrielle Giffords

Q1. Cyber-security is a growing concern across government, as well as in the private
sector.

QIa. Do control weaknesses similar to those GAO found at NASA that jeopardize the
agency’s systems and networks exist across other federal agencies?

Al,1a. Unfortunately, NASA is not unique. Most federal agencies have deficient in-
formation security. We have identified information security as a government-wide
high risk area since 1997. Having said that, the 187 recommendations that we made
during our audit are the most we made in an engagement.

Q1b. Is GAO satisfied that NASA is moving in the direction of correcting these weak-
nesses in a systematic and pro-active way?

Al,1b. It appears that NASA is moving in the right direction. In his “60 day letter”
dated January 6, 2010, the NASA Administrator provided a detailed accounting for
each of the 179 technical recommendations we made in an October 2009 report des-
ignated for limited official use only. In essence, the Administrator concurred with
159 recommendations, partially concurred with 10, and non-concurred with 10. He
also provided details on the status of planned and completed actions to mitigate the
vulnerabilities. The actions identified by the Administrator will, if effectively and
consistently implemented, improve the agency’s information security program. We
plan to follow-up with NASA to assess the effectiveness of its corrective actions
going forward.

Q2. The ASAP’s latest report says that over 80 percent of NASA facilities are beyond
their design life, annual maintenance is underfunded, facilities continue to de-
grade and facilities failures are starting to impact missions and have safety im-
plications Agency-wide.

Q2a. Is this another neglected area in need of resources?

A2,2a. As the ninth largest federal government property holder, NASA owns more
than 100,000 acres of real estate, as well as over 3,000 buildings and 3,000 other
structures totaling over 44 million square feet. Like many federal agencies, NASA
faces considerable challenges addressing facilities needs with limited funds. In Jan-
uary 2003, GAO designated federal real property a high risk area because of long-
standing problems with excess and underutilized property, deteriorating facilities,
unreliable real property data, over-reliance on costly leasing, and building security
challenges.

R2b. Do we know the extent to which NASA’s facilities are in need for repair, how
much this will cost, and what the priority projects are?

A2,2b. In 2008, GAO reported that NASA has a $2.3 billion repair backlog. NASA
has used a contractor since 2002 to conduct annual deferred maintenance assess-
ments of all its facilities and their component systems. NASA contractors visually
assess nine different systems within each facility (such as the roof and the electrical
system), and rate each facility using an overall condition index with a scale from
0 to 5. Based on that rating, the contractor uses an industry cost database and other
information to estimate the costs of correcting the identified deficiencies. According
to NASA officials, using a contractor and a standard estimating methodology to as-
sess all its facilities provides consistent information across sites.

Furthermore, NASA requires its Centers to conduct their own detailed condition
assessments at least every 5 years. These assessments, which are separate from the
annual deferred maintenance assessments, are used by the Centers to identify and
prioritize repair and maintenance projects. According to officials at the Ames Re-
search Center, for example, their assessment focuses more on active, mission-critical
assets and repairs and maintenance that they will try to get funded within the next
5 years. According to NASA officials, the backlog reported by these individual NASA
centers is lower than the deferred repair and maintenance needs NASA reported be-
cause the centers include only the most important projects that they believe should
receive funding, instead of all projects to address their backlog as estimated in
NASA’s annual deferred maintenance assessment report.
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Q2c. Is this area likely to receive greater attention with the recent establishment of
a Construction and Environmental Compliance account as required by NASA’s
FY 2010 appropriations?

A2, 2c. Establishment of a Construction and Environmental Compliance account
should provide the Congress better visibility to NASA’s plans to revitalize or con-
struct facilities and its environmental and restoration activities.

Q3. If a decision is made to carry U.S. astronauts on a commercial transportation
system in the future, NASA will likely need early warning safety systems. Can
you suggest any “time out” indicators that would be capable of providing NASA
and the Congress a warning when projected margins of safety are in danger of
being reduced?

A3. Although GAO has not performed any work in this area, in my opinion NASA
should have processes in place to obtain the insight into all design, production, and
test activities and should have approval authority over top level requirements, test
strategies, success criteria, and anomaly resolution. Furthermore, before flying as-
tronauts on commercial launch vehicles, NASA should subject these vehicles to a
formal certification process including an agency inspection of vehicle designs, con-
tractor engineering process and analysis of data from all flights and test events.
This certification should also consider demonstrated flight history, e.g., vehicles with
less successful flight history should be subject to more stringent certification re-
quirements. Furthermore, the Congress could direct NASA to provide periodic re-
ports on key performance metrics of programs or projects in order to facilitate the
Congress’ oversight of those programs.

Q4. Philosophically, it is hard to disagree with GAQO’s call to ensure that adequate
knowledge is secured at key development points, especially for large and costly
projects. However, some may question the cost-effectiveness of applying this ap-
proach uniformly, such as for low-cost missions when the agency is openly will-
ing to take greater risks in return for the promise of lower development costs.
What are your views on this matter?

A4. Regardless of the size of the mission, we believe that risk should be managed
by demonstrating the requisite knowledge prior to moving from one phase of devel-
opment to the next, as even low-cost missions have life-cycle estimates of hundreds
of millions of dollars. However, as long as the all risks are known, openly recog-
nized, accepted, and planned for, it is hard to argue that knowingly accepting risks
for low-cost efforts is inherently bad. Unfortunately, history shows that there can
be issues associated with this type of approach. For example, in the 1990’s the
NASA administrator challenged agency personnel to do projects faster, better, and
cheaper by streamlining practices and becoming more efficient. The goal was to
shorten program development times, reduce cost, and increase scientific return by
flying more and smaller missions in less time. However, smaller lower cost missions
do not always result in successful projects. For example, NASA experienced a few
notable failures such as the Mars Polar Lander and Climate Orbiter. After-action
reports commissioned by NASA found that the Mars Program failures resulted from
cost and schedule constraints and a lack of rigorous attention to sound process and
practices. In addition, NASA experienced extensive negative feedback about the fail-
ure of missions developed under the faster, better, cheaper effort.

Q5. GAO, in its reviews of large scale acquisitions in DOD and NASA, has consist-
ently advocated for applying knowledge management principles during system
development. Is this the only way to look at the health of an acquisition project,
or are their other indicators that also need to be examined?

A5. There are various models that can be used to look at the acquisition approach
for a project and all tend to focus on having the processes in place that allow you
to gain the knowledge and employ the discipline necessary to manage a project, just
as GAO’s framework does. Further, many of the metrics we use are incorporated
in NASA’s acquisition policy for spaceflight systems. Regardless of the type of
metrics used, the ability to measure knowledge, processes, and outcomes is critical
to achieving improved project outcomes. Metrics provide important indicators for de-
cision makers, as achieving the right knowledge at the right time enables leadership
to make informed decisions about when and how best to move into various expen-
sive acquisition phases. Our extensive body of work examining world-class enter-
prises and the way they operate has validated their value for programs that must
deliver a new product to market at a certain time and within a certain investment
cost or suffer significant consequences. While knowledge and outcome metrics pro-
vide valuable information about the potential problems and health of programs, they
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are of limited value if acquisitions do not begin with realistic plans and baselines
that are informed by doable requirements and accurate cost and schedule estimates
prior to development start.

Q6. In your latest assessment of selected large-scale projects, you identified cases
where contractor performance was a challenge. One case involved the buyout of
a company. Evidently, NASA had difficulty exerting pressure on the company to
get better performance. NASA told GAO that terminating the contract due to
poor performance and bringing the work in-house would result in a one-year
delay. I find it troubling that NASA is in this box. I recognize that NASA cannot
anticipate all mergers and buyouts. What would you recommend be done to
;woiddl\?fASA being at the mercy of contractors who know NASA’s options are
imited:

A6. Most of NASA’s missions are one of a kind and space development programs
that require specialized expertise and are complex and difficult by nature. For this
reason, it can be difficult to change contractors in midcourse. Nevertheless, NASA
still needs to have a business-oriented culture that provides the appropriate level
of oversight and insight into their contractor’s activity. This could allow the agency
to be proactive in monitoring the work being done by contractors and, in some cases,
subcontractors. By doing so, any problems with the contractor’s performance or po-
t?ntial delays could be identified sooner and corrective actions could then be put in
place.

Questions submitted by Representative Pete Olson

Q1. What are your views about NASA’s reliance on Space Act Agreements to fund
commercial space capabilities in lieu of the more standard acquisition based on
Federal Acquisition Regulations? And going forward, where is the threshold that
should compel NASA to discontinue using Space Act Agreements in favor of a
FAR-based acquisition?

Al. Other transaction authority enhances the federal government’s ability to ac-
quire cutting-edge science and technology, in part by attracting contractors that
have not typically pursued government contracts. Other transaction authority was
created under the National Aeronautics and Space Act of 1958, commonly referred
to as the Space Act, and agreements utilizing NASA’s other transaction authority
are known as Space Act agreements. NASA uses other transaction authority to
enter into a wide range of agreements with numerous entities to advance NASA
mission and program objectives including international cooperative space activities
under international agreements. Space Act Agreements are agreements other than
government contracts, grants, or cooperative agreements and may take a number
of forms. Under a reimbursable agreement, the partner pays for work NASA con-
ducts for the partner’s benefit. Under a nonreimbursable agreement, each party as-
sumes responsibility for its own costs for a project that furthers NASA’s mission.
Under a funded agreement, NASA provides funding to the partner to accomplish a
NASA mission. These Space Act Agreements are one of the many tools that NASA
has to acquire goods and services or establish relationships to advance NASA’s mis-
sion and program objectives.

A funded Space Act agreement should only be used when NASA cannot use a fed-
eral procurement contract or other type of agreement for a transaction. Unfortu-
nately, the Space Act does not establish a threshold as to when to use a Space Act
Agreement versus a federal government contract; it is simply based on business
judgment. These types of agreements are not federal government contracts and,
therefore, generally are not subject to those federal laws and regulations that apply
to federal government contracts. Consequently, agreements formed using other
transaction authority permit considerable latitude in negotiating agreement terms.
For example, Space Act Agreements allow NASA flexibility in negotiating intellec-
tual property and data rights, which generally stipulate each party’s rights to tech-
nology developed under the agreement. Since these agreements are generally not
subject to the certain federal laws and the Federal Acquisition Regulation, they
carry the risk of reduced accountability and transparency if not properly managed.
Space Act Agreements establish a set of legally enforceable promises between NASA
and the other party to the agreement, requiring a commitment of NASA resources
such as personnel, funding, services, equipment, expertise, information, or facilities,
to accomplish the objectives stipulated in the agreement. Because Space Act Agree-
ments do not have a standard structure based on regulatory guidelines, they can
be challenging to create and administer. While NASA has established guidance on
how to implement these agreements, in our opinion NASA must have staff with ex-
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perience in planning and conducting research and development acquisitions, strong
business acumen, and sound judgment to enable them to operate in a relatively
unstructured business environment.

Q2. With regard to commercial crew and cargo procurements, NASA’s FY2011 budg-
et request states that, “Government requirements are kept to a minimum and are
only concerned with assuring safe interaction with the ISS. The partners [mean-
ing commercial launch companies] are not required to follow the standard
NASA Program and Project Management Processes and Requirements, NPR
7120.5.” In other places, the budget says crew safety won’t be compromised and
acknowledges the imperative of safety, but otherwise provides no detail. What
are your thoughts about NASA’s proposal to relieve commercial launch providers
from adherence to NPR 7120.5? How difficult would it be for NASA to maintain
good insight and oversight?

A2. While NASA Procedural Requirements 7120.5D is not necessary to execute a
successful project by a commercial company, it is imperative that NASA establish
in its contract or agreement a uniform process and set of metrics that it can use
to identify potential problems that could lead to cost, schedule, or performance
shortfalls. For example, NASA used a Space Act agreement for the Commercial Or-
bital Transportation Services (COTS) project and it was not required to follow NASA
Procedural Requirements 7120.5D. We reported that NASA used these management
requirements as a guide to ensure that it had the proper program authorization and
planning documentation in place for the COTS project. Such plans help define real-
istic time frames, identify responsibility for key tasks and deliverables, and provide
a yardstick by which to measure the progress of the effort. NASA developed a pro-
gram authorization document that outlined NASA’s management structure, project
objectives, acquisition strategy, project scope, funding profile, and planned program
reviews. In addition, the first performance milestone in NASA’s agreements with its
commercial partners required the partners to develop a program or project manage-
ment plan that included the overall project schedule with milestones and described
how the partner would manage the development process and identify and mitigate
risks. Each commercial partner successfully passed this milestone. Furthermore,
during the course of our review of the COTS project, we found NASA’s management
has generally adhered to critical project management tools and activities and the
vast majority of project expenditures were for milestone payments to COTS part-
ners. NASA has also taken several steps since the beginning of the COTS project
to ensure that risks were identified, assessed, and documented, and that mitigation
plans were in place to reduce these risks. NASA has communicated regularly with
its partners through quarterly and milestone reviews and provided them with tech-
nical expertise to assist in their development efforts and to facilitate integration
with the space station.



69

ANSWERS TO POST-HEARING QUESTIONS

Responses by Joseph W. Dyer (U.S. Navy, Retired), Chair, Aerospace Safety Advisory
Panel, National Aeronautics and Space Administration

Questions submitted by Chairwoman Gabrielle Giffords

Q1. The ASAP’s latest report says that over 80 percent of NASA facilities are beyond
their design life, annual maintenance is underfunded, facilities continue to de-
grade and facilities failures are starting to impact missions and have safety im-
plications Agency-wide.

Al. The ASAP based its finding that over 80 percent of NASA facilities are beyond
their useful life on a recent NASA presentation to the American Council of Engi-
neering Companies. That assessment is consistent with the conditions that we have
observed during our regular visits to centers and reviews of NASA activities. Exam-
ples of facility shortfalls include: expensive deep space probe assembly bays that
lack basic fire protection; a clean room used for spacecraft assembly that shares a
room with the dust pad being used to develop Mars Rover extraction techniques
(separated by a sheet of plastic); and a Saturn era rocket motor test stand being
refurbished for modern propulsion testing, but with insufficient funds to scrape the
rust off of the 50 year old steel structure.

R1a. Is this another neglected area in need of resources?

Ia. Yes, this is clearly an area that requires addressing. While the positive attitude
of the workers that we meet attempts to transcend the facility conditions, there is
no question that lack of proper facilities impacts their productivity and morale, and
potentially, the quality of their products.

Q1b. Does the NASA IG know the extent to which NASA’s facilities are in need for
repair, how much this will cost, and what the priority projects are?

1b. It is our understanding that the NASA IG will respond to you directly on his
knowledge of specific facility needs.

QIc. Is this area likely to receive greater attention with the recent establishment of
a Construction and Environmental Compliance account as required by NASA’s
FY 2010 appropriations?

Ic. While funding mechanisms are outside the purview of the ASAP’s primary focus,
it would appear that having a fenced funding stream dedicated to facility improve-
ments and maintenance would reduce the need to “steal from Peter to pay Paul,”
or in this case “steal from facilities to pay for mission.” The impact on mission will
depend directly on how its funding was affected by the Construction and Environ-
mental Compliance account creation, a subject that we have not studied.

Q2. If a decision is made to carry U.S. astronauts on a commercial transportation
system in the future, NASA will likely need early warning safety systems. Can
you suggest any “time out” indicators that would be capable of providing NASA
and the Congress a warning when projected margins of safety are in danger of
being reduced?

A2. There are signs that a program is under stress and thus vulnerable to short
term or incomplete thinking that increases risk. The most obvious of these follow:

A. When the three principal program metrics—cost, schedule, and perform-
ance—no longer align, the program may be in trouble. Cost, schedule, and
performance are inevitably linked together. Should one principal metric be
altered, either deliberately or inadvertently, and the other two are not ad-
justed, then there is a probability that something is amiss, e.g., that addi-
tional risk or trade-offs are taking place that could impact safety.

B. In a program where oversight by the customer is essential to ensure safety
and subsequent certification, a “closed hand” attitude on the part of the exe-
cuting team (either public or private) such that reasonable outside review is
not possible is most certainly a warning signal. The present Shuttle Program
is a great example of things done correctly. While such extensive visibility
may not be possible for a developmental program, the Shuttle Program sets
a good example to be emulated. When programs are open to review (i.e., out-
side information, ideas, and criticism), they are able to make well informed
decisions.
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C. Failure of or resistance to witnessed testing is a danger sign of a program
in trouble. Testing, especially of critical systems, should be carried out such
that they can be witnessed by an appropriate oversight authority. In the
best programs, the objective of the test and the expected results are also re-
viewed by the same oversight authority. Unpredictable data is dangerous
data. Data like this demonstrates an incomplete understanding about how
a parameter is produced, and the next time the result could be far worse
than expected.

D. Key personnel/workforce fluctuations normally precede problems. When key
management personnel (i.e., lead engineers, analysts, etc.) begin to leave a
program, for reasons that are neither clear nor explainable, this indicates
instability in leadership which inevitably leads to uncertainty in the work-
force. Sudden lay-offs within the contractor base, even if not in the same
program, can indicate a problem. Also, financial instability in a key con-
tractor or subcontractor can indicate potential problems downstream if the
needed parts and pieces must be farmed out to another source.

E. Sudden and unanticipated changes in the program’s objectives can lead to
rapid design changes that can cause things to be missed. “Constancy of pur-
pose” means that the entire team executing the program understands the
final objective and makes the myriad daily choices in that direction. If there
are changes in the final objective, a full, detailed program review that in-
cludes the responsible agency should be mandatory.

F. When the agency representatives who are the “boots on the ground” in the
plant begin to be concerned, you can be reasonably certain that there is con-
cern for the program and the decisions that are being made. These rep-
resentatives play an invaluable role in maintaining cognizance that a con-
tractor’'s systems (quality, cost, work planning, scheduling, supervision,
workforce training and skill set, etc.) are being maintained. These functions
are highly valuable for maintaining visibility and oversight in a program.
The FAA uses similar representatives and quality assurance personnel in
civil aviation programs—they do it differently, but the effect is very similar.

G. A weak relationship between the oversight agency and the contractor is a
sure warning sign. A strong “partnership” relationship cannot be over-
emphasized. This relationship, built on a mutual drive towards a common
goal, will be the best protection against unseen risk entering the program.
Likewise, the workforce’s identification with that same goal helps ensure
that the people involved understand the importance of doing their work
right and identifying problems so that they can be corrected.

Q3. The ASAP states, in its annual report, that no Commercial Orbital Transpor-
tation Services (COTS) provider is currently human-rated qualified and there-
fore abandoning Ares I for an alternative without the alternative’s capability
being demonstrated is unwise.

®3a. How would one go about conducting a safety assessment as the ASAP envi-
sions?

A3,3a. First, NASA must publish safety requirements; the assessment will follow an
evaluation of a provider’s ability to fulfill those requirements.

Q3b. Who would conduct the assessment and what criteria or guidelines would be
used?

A3,3b. Only NASA subject matter experts have the deep knowledge needed to con-
duct these assessments. Independent entities such as the ASAP, and the representa-
tive from, for example, academia and the national academies, should be afforded the
insig}ilt necessary to attest that NASA undertook a complete, fair and balanced ap-
proach.

Q4. In the past, the ASAP has commented on the implications of proposals aimed
at reducing the gap in U.S. human space flight launch capability. Now, with
reports that the administration is proposing to rely on yet-to-be built commercial
crew transportation systems, are there any gap-related issues the ASAP believes
Congress should be cognizant of?

A4. Like others involved in the space sector, the ASAP is aware that after the Shut-
tle’s retirement, NASA will not have a NASA-developed human spaceflight capa-
bility for several years and will need to rely on others during this period. While
there are both short and long term options that NASA can use to fill its requirement
for access to the Space Station, those options have advantages and disadvantages
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and previously have been reviewed by NASA, your Subcommittee, and others. Con-
sidering this, the ASAP continues to caution that if actions are taken to rapidly
close the current gap, including delaying the Shuttle’s retirement or accelerating the
development of alternative vehicles including commercial systems, those actions
must not and cannot compromise safety. Required engineering analysis, testing, cer-
tification, and verification must be completed, and adequate funding to support
these actions must be provided. To do otherwise will only further extend the gap
and could further delay exploration beyond low-Earth orbit.

Q5. Your report says that NASA must be fully candid with the public and Congress,
and those audiences must fully understand what risks are involved. You urge
that risks be communicated clearly to Congress and the public because not doing
so is disingenuous and does the Nation a disservice.

Q5a. What was the impetus for this observation?

A5,5a. In the ASAP’s 2009 Annual Report, the Panel observed, “NASA has made
significant cultural progress evolving and strengthening internal communications as
well as communications within the technical community. Internally, the Agency now
speaks more plainly, openly discusses risk and risk management, and better ensures
dissenting voices are heard. Largely gone is the “spin” noted by the CAIB. External
communications has been slower to evolve, and “spin” still remains a part of these
communications. The Panel does not believe this practice best serves the Agency.”
We continue to see NASA’s external communicators practicing public affairs tech-
niques that are contrary to the transparency that we believe would better serve the
Agency. One small example: While NASA’s public affairs staff issued a press release
announcing the publication of the ASAP’s Annual Report, they did so late on a Fri-
day before a three day weekend. A source that asked not to be identified noted,
“This is a technique the public affairs shop uses to minimize press coverage which
they believe may cast NASA in a less than favorable light.” We are fully confident
NASA Administrator Bolden is putting in place policies and processes that will lead
to greater transparency. Such transparency is challenging due to the difficulty in
communicating highly technical issues to a nontechnical public. Still, NASA must
find a way to successfully communicate the level of risk inherent in experimental
space flight. The Agency must be supported in doing so by Congress and the Admin-
istration.

®5b. Does the panel project greater risks in space exploration in the future?

A5,5b. Yes. Reaching farther—to the Moon and Mars—brings greater risk because
it involves more time and distance in space. More modern design techniques, better
materials, and better modeling and simulation tools will serve to reduce risk. The
safety impact from commercializing space transportation has yet to be determined
and will depend on how well NASA’s knowledge can be transferred to the private
sector, the sophistication of the acquisition strategy, and the sufficiency of resources
provided. The net result remains uncertain.

Q6. Last year, it was reported that the Air Force’s 45th Space Wing had performed
a study which raised concern about the ability of the crew of Orion to survive
an explosion of the Ares I rocket within the first minute of launch. I understand
that the Air Force does analyses as part of its responsibilities in providing track-
ing and safety services for all launches from Kennedy Space Center and Cape
Canaveral Air Force Station.

Q6a. During the course of your safety oversight duties, did the ASAP follow up on
the Air Force’s concern and was it appropriately addressed by NASA?

A6,6a. The ASAP did follow-up on the Air Force’s concern during our 1st Quarterly
Meeting on February 23, 2010, at MSFC. Data presented by Mr. Anthony Lyons,
Deputy of the Flight Performance Systems Integration Group for Constellation, pro-
vided an overview of the Constellation Integrated Aborts Assessment. The presen-
tation included a discussion of the 45th Space Wing debris assessment and noted
the reasons for the potential differences between that assessment and the Ares inte-
grated risk assessment. The crew safety concern expressed by the 45th Space Wing
involved the debris hazard associated with an Ares first stage explosion during as-
cent. The 45th Space Wing assumed that any intrusion into the debris cloud is 100%
fatal. The Ares/Simulation Assisted Risk Assessment (SARA) team used the 45th
Space Wing debris catalog to model the explosion scenarios, but also included high-
fidelity modeling of the debris flux, detailed thermal analysis, and an accurate Orion
trajectory. The Ares modeling indicated that the strike probability would be 0.013
for an abort at 60 seconds mission elapsed time, 12 g Launch Abort System accel-
eration, and a 2 second abort delay. The Ares results, which have been shared with
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the 45th Space Wing, show that the 45th Space Wing and Ares modeling are in
close agreement given the same assumptions. The ASAP is satisfied that the Air
Force’s concern was appropriately addressed by NASA.

Q6b. Is it still an issue?

A6,6b. In the opinion of the ASAP, the differences in the 45th Space Wing and the
Ares assessments are not an issue. NASA is ultimately responsible for public safety
and astronaut safety and uses the 45th Space Wing to assist them. Staff of the
NASA Constellation Program and the 45th Space Wing meet regularly through the
Constellation Range Safety Panel and other forums to discuss range safety issues.
Results to date show that the Constellation ascent abort design provides for crew
survival during all phases of ascent, and that the abort design is sufficiently robust
for Preliminary Design Review and allows for further improvements. There is still
a considerable amount of ascent abort work to do, including more detailed analyses
and the need to determine operationally preferred method of ascent aborts from a
risk/complexity perspective.

Q7. In your prepared statement, you say: “The ASAP’s advice is to carefully and ade-
quately provide resources and to realistically schedule work We believe both re-
sources and scheduling must include a “management reserve” to accommodate
issues that will arise as new designs evolve and working relationships mature.”
While I believe this to be wise advice, management reserves, as you know, seem
to be prime targets for budget cuts. How can NASA best make the case for those
management reserves?

A7. In any large program, it is impossible to thoroughly anticipate all future devel-
opments and events. In the execution of difficult technical programs, sometimes de-
velopments and testing must occur to address areas that are not well understood
at the time of project inception. Since the technology answers cannot always be ap-
propriately anticipated, it is important to add in resources, normally funding and
time, to account for these unknowns. Sometimes the additional resources are called
a “management reserve,” or “contingency.” This extra funding is prudent, normal,
and is targeted appropriately for the issues particular to each given program.

NASA should be in a position to benchmark its reserve, linking the estimated
need for funding and time with the level of unknown. Usually, this is summarized
as a percentage of the total requested funding. To remove this funding before the
unknowns are effectively addressed, is to violate the basics of better management
practices that are suggested by today’s universities and business leaders. NASA
should be in a position to benchmark its reserve with similar large programs, as
technology development is usually a part of any large endeavor.

Questions submitted by Representative Pete Olson

Q1. You noted in your statement that the ASAP believes NASA must do a better job
communicating “the level of risk inherent in experimental space flight.” Would
you elaborate on that statement? What do you consider to be the essential ele-
ments to convey to the public, and how do you best modulate the message so as
not to be counter-productive to the agency’s mission, which, by its very nature,
carries significant risk?

Al. In order for audiences external to NASA (and by those audiences, the Panel
means the public, the Administration, and the Congress) to better understand the
level of risk associated with space flight, NASA has to provide more than just a safe
or unsafe declaration. While go/no-go decisions must be made by NASA in its every-
day operation, the factors that are considered when making these decisions are very
complex and not readily apparent to those external to these decision processes. A
simple “safe” or “unsafe” description implies a certainty of performance that does
not and never can exist. Therefore, when an activity that was declared to be “safe”
results in a mishap, external observers may conclude that something must have
been done incorrectly and that someone should be blamed because a “safe” process
failed. This can negatively impact confidence in NASA’s ability to manage its pro-
grams and to appropriately allocate resources to programs and projects.

In reality, no operation can ever be 100 percent safe as there is always some ele-
ment of risk. This message of ever-present risk must be clearly communicated to
all stakeholders and audiences as well as defining an acceptable level of safety and
its possible consequences. If this is not done, NASA will repeatedly suffer degrada-
tion to its reputation and loss of confidence. Clear communication about the undesir-
able things that can occur, and the likelihood that they will occur, does not now
exist.
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Communicating the level of risk is certainly not easy because the audiences are
diverse in their background as well as their ability to understand and interpret
data. This means that the methods used to communicate must be diverse and in-
clude not only technical assessments, but also give comparisons to activities that are
within the public experience base, such as commercial airline mishaps or automobile
accidents. The key here is transparency and candor from the outset. Clear descrip-
tions of the potential hazards involved, their likelihood of occurring in both quan-
titative and descriptive terms, as well as what risks have been accepted by NASA
and why such acceptance was worthwhile—if communicated prior to undertaking an
activity—are more likely to prevent accusations of cover-up or dodging responsibility
when a mishap does occur. This level of transparency and candor in communicating,
“how safe is safe enough?”, is much more likely to increase the public’s trust and
support of NASA and its mission than one that only addresses problems after a mis-
hap has already occurred.

Q2. With regard to commercial crew and cargo procurements, NASA’s FY 2011
budget request states that, “Government requirements are kept to a minimum
and are only concerned with assuring safe interaction with the ISS. The part-
ners [meaning commercial launch companies] are not required to follow the
standard NASA Program and Project Management Processes and Requirements,
NPR 7120.5.” In other places, the budget says crew safety won’t be compromised
and acknowledges the imperative of safety, but otherwise provides no detail.
What are your thoughts about NASA’s proposal to relieve commercial launch
providers from adherence to NPR 7120.5? How difficult would it be for NASA
to maintain good insight and oversight?

A2. The NASA Commercial Crew and Cargo Program is aimed at encouraging the
development of commercial space transportation services and an associated market,
with multiple suppliers and customers. NASA would be one of these customers, pur-
chasing transportation services on the open market. In an effort to encourage inno-
vation, NASA is proposing to allow providers to use alternatives to the standard
NASA program management approaches. This appears to be a reasonable strategy,
as long as the providers are held accountable for meeting NASA’s existing and fu-
ture Human Rating standards where appropriate, applicable safety standards, and
International Space Station visiting vehicle requirements. In this regard, the ASAP
continues to believe that NASA verification that providers have met these require-
ments is fundamental and should not be changed. Further, the ASAP continues to
also believe that critical vehicle subsystems, such as a crew escape system, be
NASA-certified prior to acceptance. The fact that the new approach will first be im-
plemented on cargo delivery missions will allow NASA time to evaluate whether its
plan for insight and oversight would be adequate for the much more challenging
missions involving crew delivery.

In order for industry to maximize safety in the design of systems that are in-
tended to carry crew, it will be very important for NASA to finalize its proposed
human rating requirements as soon as possible. NASA has indicated that it plans
to complete an agency and industry-coordinated human rating draft by the end of
2010. The Panel has noted that this timetable has the potential to put NASA behind
in building systems currently under development, rather than ahead.
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