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PASSENGER SCREENING R&D: RESPONDING
TO PRESIDENT OBAMA’S CALL TO DEVELOP
AND DEPLOY THE NEXT GENERATION OF
SCREENING TECHNOLOGIES

WEDNESDAY, FEBRUARY 3, 2010

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON TECHNOLOGY AND INNOVATION,
COMMITTEE ON SCIENCE AND TECHNOLOGY,
Washington, DC.

The Subcommittee met, pursuant to call, at 2:19 p.m., in Room
2318 of the Rayburn House Office Building, Hon. David Wu [Chair-
man of the Subcommittee] presiding.
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HEARING CHARTER

U.S. HOUSE OF REPRESENTATIVES
COMMITTEE ON SCIENCE AND TECHNOLOGY

SUBCOMMITTEE ON TECHNOLOGY AND
INNOVATION

Passenger Screening R&D: Responding to
President Obama’s Call to Develop and
Deploy the

Next Generation of Screening
Technologies

WEDNESDAY, FEBRUARY 3, 2010
2:00—4:00 P.M.
2318 RAYBURN HOUSE OFFICE BUILDING

1. Purpose

On Wednesday, February 3, 2010, the Subcommittee on Tech-
nology and Innovation will hold a hearing to review the airline pas-
senger screening-related research, development, testing, and de-
ployment activities of the Department of Homeland Security
Science and Technology Directorate, the DHS University Centers of
Excellence, the National Institute of Standards and Technology,
and the Department of Energy National Laboratories.

2. Witnesses

Mr. Brad Buswell is the Deputy Undersecretary of the
Science and Technology Directorate at the Department of
Homeland Security.

Dr. Penrose Albright is the Principal Associate Director for
Global Security at the Lawrence Livermore National Labora-
tory.

Dr. Bert Coursey is the Program Manager of the Coordinated
National Security Standards Program at the National Institute
of Standards and Technology.

Dr. Sandra Hyland is a Senior Principal Engineer at BAE
Systems.

3. Brief Overview

In remarks made after the December 25th airplane bombing at-
tempt, President Obama called for a review of the current screen-
ing systems and an expansion of the development of new tech-
nologies, stating:

“. . . we need to protect our airports—more baggage screening,
more passenger screening and more advanced explosive detec-
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tion capabilities, including those that can improve our ability
to detect the kind of explosive used on Christmas.. . . And
today, I'm directing that the Department of Homeland Security
take additional steps, including:. . . working aggressively, in
cooperation with the Department of Energy and our National
Labs, to develop and deploy the next generation of screening
technologies.”

The hearing will focus on the advancement of new passenger
screening technologies, testing methods used to evaluate screening
machines, and issues encountered during deployment of new
screening systems.

4. Background

The Transportation Security Administration (TSA) was created
in 2001 to act as a centralized Federal authority to manage trans-
portation security efforts in the United States. Moved to the De-
partment of Homeland Security in 2006, TSA oversees security for
highways, railroads, buses, mass transit systems, pipelines, ports
and airports. The majority of TSA’s work is in airport security,
heading up screening efforts for passengers, checked luggage, and
commercial cargo.

The Transportation Security Laboratory (TSL) became part of
the Department of Homeland Security Science and Technology Di-
rectorate (DHS S&T) in 2006 and provides support for TSA’s mis-
sion through research, technology development, testing and evalua-
tion, and technical support for deployed technologies. The bulk of
TSL’s work is the validation of explosive detection systems for pas-
sengers, luggage, and cargo. TSL tests explosive detection systems
submitted by private industry vendors against specifications pro-
vided by TSA. Once systems pass the validation phase, they are
placed on the Qualified Products List, indicating their efficacy and
deployment readiness. In addition to TSL’s validation activities,
DHS S&T conducts research in imaging, particle physics, chem-
istry, material science, and advanced algorithms to develop en-
hanced explosive detection and mitigation capabilities.

The National Explosives Engineering Sciences Security Center
(NEXESS) was established by DHS S&T in 2006, combining exper-
tise from three National Labs: Lawrence Livermore National Lab,
Los Alamos National Lab, and Sandia National Lab. This center
studies the performance characterization of homemade explosives
(HME) and understanding vulnerability of aircraft to HME threats.

The National Institute of Standards and Technology (NIST) is a
non-regulatory agency of the Department of Commerce. Founded in
1901, NIST’s mission is to promote U.S. innovation and industrial
competitiveness by advancing measurement science, standards, and
technology in ways that enhance economic security and improve
our quality of life. MST supports the passenger screening mission
of DHS S&T and TSA by developing measurement methods, stand-
ards reference materials, and new measurement technologies for
passenger screening systems and reference data on explosives. This
underlying information is critical to the development of new tech-
nologies that can detect and identify the current and future genera-
tions of explosives in the most efficient, safe, and reliable manner.



5. Issues and Concerns

Does the current research and development portfolio of
DHS S&T, its University Centers of Excellence and the Na-
tional Labs adequately meet the needs of the TSA and fill
existing capability gaps? How are priorities set for future
research projects and do these priorities allow a balanced
portfolio of basic research, applied research, and technology
transition? TSA is responsible for setting research and technology
priorities at TSL through the Capstone Integrated Product Team
(IPT) process. There are thirteen IPTs in DHS S&T that provide
input into the research plans based on their needs in the field. The
Transportation Security IPT consists of representatives from agen-
cies such as TSA, U.S. Coast Guard, Customs and Border Patrol
and U.S. Secret Service. The IPT process is designed to meet the
short-term needs of the customer and can lead to research that is
improperly weighted toward flash-in-the-pan areas, such as liquid
explosives. DHS S&T, its University Centers of Excellence, and the
National Laboratories must coordinate a balanced research agenda
that does not overly prescribe reactive research and maintains a
proactive view of future passenger screening technologies.

How does TSL develop the testing metrics and methods
used to evaluate passenger screening technologies? What
are the criteria for success and are technologies that are
tested by TSL ready for deployment? If not, what additional ef-
forts are necessary to bring technologies to full readiness? TSL
takes technology specifications from TSA and evaluates passenger
screening devices submitted by manufacturers. A successful evalua-
tion places the device on the “Qualified Products List” indicating
that it is suitable for use by TSA. Although most machines are
evaluated successfully, there have been recent examples of
missteps, such as the Explosive Trace Portals, or “puffers.” These
machines use puffs of air to dislodge trace amounts of explosive
material from a passenger for detection. Despite passing qualifica-
tion tests, the extensive pilot study was discontinued due to main-
tenance issues that arose when the puffers encountered dirt and
humidity common in any airport environment. TSL, TSA, and
N1ST must work together to ensure that testing metrics and meth-
ods not only reflect the minimum requirements for detection, safe-
ty, and usability, but can predict performance levels in a realistic
environment.

Does DHS S&T adequately consider the social science im-
pact of new technologies (e.g. passenger convenience, safety,
and public acceptance due to privacy) when developing new
passenger screening devices? What research is being done to
develop technologies or techniques that can mitigate concerns over
privacy and safety? The newest, most accurate and most efficient
passenger screening devices are useless if a passenger refuses to
walk through them. TSA and DHS S&T must work to understand
how these technologies will affect the people being screened and de-
velop the devices from the start that appropriately minimize these
concerns. Congress has recently seen legislation that bans the use
of full-body scanners due to privacy concerns. While R&D is cur-
rently being done to develop technologies and techniques that mini-
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mize privacy concerns, it is reactive in nature to a problem that
should have been anticipated.
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Chairman Wu. This hearing will now come to order. Good after-
noon. I would like to welcome everyone to today’s hearing on pas-
senger screening research and development.

The attempted bombing on a Christmas Day 2009 flight revealed
gaps in our current airport security measures. We are grateful that
this attempt was, like several other prior plots, unsuccessful. At
the same time, these attacks have exposed vulnerabilities in cur-
rent passenger screening technologies which must be addressed.
Moving forward, we have to make sure that Department of Home-
land Security [DHS] research is actively closing the gaps in our ca-
pabilities, producing security methods that the public will accept,
and increasing our ability to keep Americans safe.

In response to the failed Christmas Day attempt, President
Obama called on the DHS to work with the Department of Energy
[DOE] to develop and deploy the next generation of airport screen-
ing technologies. The purpose of today’s hearing is to learn how
DHS and other federal agencies will respond to the President’s
challenge to develop improved screening technologies.

In addition, I am deeply troubled by the lack of attention DHS
has paid in the past to important public acceptance issues. In 1997,
about 13 years ago, the National Academy of Sciences [NAS] identi-
fied the need to pay more attention to public acceptance issues in
the deployment of passenger screening technologies. Ten years
later, in 2007, and I note that this is on either side of September
11, the NAS concluded again that this is important and also con-
cluded that nothing had changed and these acceptance issues were
still being ignored. So it is little wonder the deployment of body-
scanning technologies has proven to be such a dramatic public fail-
ure. The relevant agencies did not do their homework and follow-
up on the NAS recommendations in a serious way. Two reports, ten
years apart, both ignored.

Therefore, it concerns me that in the written testimony, other
than passing comments on the privacy aspects of deploying airport
screening technologies, the agencies before us today still do not
have a robust and comprehensive plan for conducting and using ef-
fective public acceptance research, nor do they seem to have a plan
to allow for input from crucial stakeholders, such as the public, air-
port officials, or the participating airlines. I want to assure every-
one in this room that I am committed to ensuring that legitimate
public concerns are adequately addressed in the development of
any next-generation airport screening technologies. Of course the
screening process must protect the public, but it must be accepted
by the public as well in order for it to work.

Finally, I look forward to hearing how NIST [National Institute
of Standards and Technology] and DHS will work together to ad-
dress technical standards, accreditation and certification of these
new technologies. Without these pieces in place, new technologies
cannot be deployed effectively.

I want to thank our witnesses for being here. We plan to act on
your information.

Chairman WUu. I now recognize our Ranking Member and col-
league, Mr. Smith, for his opening statement.

[The prepared statement of Chair Wu follows:]
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PREPARED STATEMENT OF CHAIR DAVID WU

Good afternoon. I'd like to welcome everyone to today’s hearing on passenger
screening research and development.

The attempted bombing on a Christmas Day 2009 flight revealed gaps in current
airport security measures. We are all thankful that this attempt was, like several
other previous plots, unsuccessful. At the same time, these attacks have exposed
vulnerabilities in current passenger screening technologies that must be addressed.
Moving forward, we must make sure that Department of Homeland Security re-
search is actively closing the gaps in our capabilities, producing security methods
that the public will accept, and increasing our ability to keep Americans safe.

In response to the failed Christmas Day attempt, President Obama called on the
Department of Homeland Security to work with the Department of Energy to de-
velop and deploy the next generation of airport screening technologies. The purpose
of today’s hearing is to learn how DHS and other Federal agencies will respond to
the president’s challenge to develop improved screening technologies.

In addition, I am troubled by the lack of attention DHS has paid in the past to
public acceptance issues. In 1997, the National Academy of Sciences identified the
need to pay more attention to public acceptance issues in the deployment of pas-
senger screening technologies. Ten years later the Academies concluded that noth-
ing had changed and these issues were,still ignored. No wonder the deployment of
body-scanning technologies has proven to be such a public failure: the relevant
agencies did not do their homework and follow-up on the Academies’ recommenda-
tion in a serious way.

Therefore, it concerns me that in the written testimony, other than passing com-
ments on the privacy aspects of deploying airport screening technologies, the agen-
cies before us today still do not have a robust and comprehensive plan for con-
ducting and using effective public acceptance research. Nor do they seem to have
a plan to allow for input from stakeholders, such as the public, airport officials, or
airlines. I want to assure everyone in this room that I am committed to ensuring
that legitimate public concerns are adequately addressed in the development of any
next-generation airport screening technologies. Of course the screening process must
protect the public, but it must be accepted by the public as well.

Finally, I look forward to hearing how NIST and DHS will work together to ad-
dress technical standards, accreditation, and certification of these new technologies.
Without these pieces in place, new technologies cannot be deployed effectively.

I want to thank our witnesses for being here. We plan to act on their guidance.

Mr. SMITH. Thank you, Chairman Wu, and thank you to our wit-
nesses today for taking time for this hearing on developing and de-
ploying the next generation of passenger screening technologies.

The attempted Christmas Day bombing on Northwest Airlines
flight 253 was yet another reminder that Al Qaida and its affiliates
continue to pursue all means to attack innocent Americans and
that we must continue using all means available to us, military, in-
telligence and technological, to remain ahead of this threat.

I would also like to join the Chairman in welcoming today’s dis-
tinguished panel. You are all at this forefront of this necessary re-
search, and I look forward to learning more about the ongoing re-
search and expected developments in the field as well as the poten-
tial positive and negative implications of this work for all Ameri-
cans.

While it is vital we continue seeking the most effective techno-
logical means to ensure Americans remain safe from attack, we
must ensure that new technologies don’t needlessly intrude on pas-
sengers’ privacy. There are more than 700 million airline passenger
boardings in the United States every year, and we must find the
best possible means to ensure the interdiction of all those who
would do us harm, while continuing to protect the privacy of the
vast majority who are obviously innocent.

One particular technology which has received widespread cov-
erage in light of the Christmas incident and which I have heard
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concerns from numerous constituents about is whole-body scanners
which allow airport screeners to see concealed contraband beneath
passengers’ clothes. While the desirability of this technology is un-
derstandable from a security standpoint, I look forward to learning
how technological advances in other fields such as explosives detec-
tion and behavioral sciences will mitigate the need for intrusive
scanners.

Thank you again, Mr. Chairman. I yield back the balance of my
time.

[The prepared statement of Mr. Smith follows:]

PREPARED STATEMENT OF REPRESENTATIVE ADRIAN SMITH

Thank you, Chairman Wu, for calling today’s hearing on developing and deploying
the next generation of passenger screening technologies. The attempted Christmas
Day bombing of Northwest Airlines Flight 253 was yet another reminder that Al
Qaeda and its affiliates continue to pursue all means to attack innocent Americans,
and that we must continue using all means available to us—military, intelligence,
and technological—to remain ahead of this threat.

I would also like to join the Chairman in welcoming today’s distinguished panel.
You all are at the forefront of this necessary research, and I look forward to learn-
ing more about ongoing research and expected developments in this field, as well
as the potential positive and negative implications of this work for all Americans.

While it is vital we continue seeking the most effective technological means to en-
sure Americans remain safe from attack, we must also ensure that new technologies
don’t needlessly intrude on passengers’ privacy. There are more than 700 million
airline passenger boardings in the United States every year, and we must find the
best possible means to ensure the interdiction of all those who would do us harm
while continuing to protect the privacy of the vast majority who are innocent.

One particular technology which has received widespread coverage in light of the
Christmas incident, and which I have heard concerns from numerous constituents
about is whole-body scanners, which allow airport screeners to see concealed contra-
band underneath passengers’ clothes. While the desirability of this technology is un-
derstandable from a security standpoint, I look forward to learning how techno-
logical advances in other fields such as explosives detection and behavioral sciences
will mitigate the need for these intrusive scanners.

Thank you, again, Mr. Chairman, and I yield back the balance of my time.

Chairman WuU. Thank you very much, Mr. Smith. If there are
other Members who wish to submit additional opening statements,
your statements will be added to the record at this point.

And now it is my pleasure to introduce our distinguished wit-
nesses. First, Mr. Brad Buswell is the Deputy Undersecretary of
the Science and Technology Directorate at the Department of
Homeland Security [DHS S&T]. Dr. Bert Coursey is the Program
Manager of the Coordinated National Security Standards Program
at the National Institute of Standards and Technology. Dr. Sandra
Hyland is the Senior Principal Engineer at BAE Systems, and Dr.
Albright, for right now, we are going to skip your introduction until
Governor Garamendi can come by.

For each of the witnesses, you will have five minutes for your
spoken testimony. Your written testimony will be included in the
record in their entirety. And when you complete your testimony, we
will begin with questions, and each Member will have five minutes
to question the panel.

Mr. Buswell, please begin.
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STATEMENT OF MR. BRADLEY 1. BUSWELL, DEPUTY UNDER-
SECRETARY, SCIENCE AND TECHNOLOGY DIRECTORATE,
DEPARTMENT OF HOMELAND SECURITY

Mr. BUSWELL. Thank you. Good afternoon, Chairman Wu, Con-
gressman Smith, and distinguished Members of the Committee. It
is my pleasure to be here. Once again, I commend you on the as-
sembly of this panel, and I am humbled to be among them. I am
honored to appear on behalf of the Department today to discuss
Wiilsh you this critical issue of airport passenger screening tech-
nology.

I also want to thank the Committee and the staff for your con-
tinuing support of DHS S&T and our mission to enable and deliver
technology to protect the American people.

S&T is charged with providing technical support and tools to the
major DHS operating components and our Nation’s first respond-
ers, all of whom are on the front lines of homeland security every
day. DHS S&T funds basic research and technology development,
and supports the Department’s major acquisitions through testing,
evaluation and the development of standards.

The Transportation Security Administration [TSA] has the lead
role in DHS in defining the performance specifications of equip-
ment that are installed at airports as part of their security meas-
ures. DHS S&T and TSA coordinate closely on research efforts and
equipment test and evaluation to ensure the Department is invest-
ing in technologies that meet TSA’s operational needs to protect
the traveling public.

As you are aware, Mr. Chairman, the Department’s research and
development priorities are primarily driven through our Capstone
IPT [Integrated Product Teams] process. The customers and the
stakeholders in this process play a lead role in informing DHS
S&T’s decision making about research and development invest-
ments. The customers chair the Capstone IPTs and establish their
desired capability priorities based on their assessment of the risk
in their respective mission areas. TSA leads the transportation se-
curity Capstone IPT, and based on their desires, our research prior-
ities in aviation security have been, and continue to be, first to im-
prove the capability of currently fielded screening equipment and
procedures in the near term, and then in the longer term, develop
and deploy new equipment and procedures to improve the security
of air travel.

All three of the DHS S&T portfolios, the Product Transition,
which is near term, the Innovation portfolio which is led by the
Homeland Security Advanced Research Projects Agency, or
HSARPA, and the Basic Research portfolio participate in the IPT
process. While the IPT members drive the selection of the transi-
tion products, the near-term needs, the expressed needs that arise
from this process also inform the selection of projects in our Basic
Research portfolio and similarly in our higher-risk/higher pay-off
HSARPA portfolio.

The Capstone IPT process is effective at identifying high-priority
technology needs, but we are constantly looking for better ways to
meet those needs. Partnering with the National Laboratories, for
example, is not new to us. Since its inception, DHS has worked in
close collaboration with the DOE’s National Laboratories in the
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pursuit of technology, supporting the operational needs of the De-
partment.

In response to the President’s direction, we have taken a number
of actions, one of which is to recently establish the Department of
Homeland Security, the Department of Energy Aviation Security
Enhancement Partnership as an Under Secretary level governance
mechanism for managing the partnership between DHS and the
DOE National Laboratories, specifically to advance technical solu-
tions to key aviation security problems. This governance will allow
us to extend and leverage this longstanding relationship with a
focus on the utilization of the National Laboratories to deliver key
advanced aviation security technologies and knowledge.

As you mentioned, Mr. Chairman, development of effective pas-
senger screening technology must meet legal and regulatory re-
quirements and take into account other constraints which could
limit our ability to deploy it. These constraints could include phys-
ical and performance constraints, such as footprint and through-
put, and also more subjective measurements as you mentioned
such as public acceptance. To that end, we work closely with TSA
and other DHS offices such as the Chief Privacy Office and Office
of Civil Rights and Civil Liberties to ensure the research we are
doing has a clear path to deployment. To mitigate the risk of exces-
sive travel or resistance to screening technologies, S&T uses the
Community Perceptions of Technology panels that include informed
experts from industry, public interest and community-oriented or-
ganizations to identify potential acceptance issues, and I would be
delighted to discuss that more in the question-and-answer period if
you want to go into that further.

We also play an important role in the test and evaluation of
equipment in advance of major acquisition decisions. For aviation
security technologies, this testing is led by the Transportation Se-
curity Laboratory [TSL] in Atlantic City. TSL conducts inde-
pendent verification validation tests, and depending on the matu-
rity and type of detection equipment does either certification, quali-
fication, or laboratory assessments.

Finally, a word about standards. As you said, Dr. Coursey is rep-
resenting NIST here. He also happens to work on the same floor
that I do in DHS S&T as he has been detailed to us to make sure
we have a close cooperation with NIST for a number of years, and
he has forgotten more about standards that I will ever know. So
I will leave the standards discussion to him except to say that we
work closely and we guide the NIST standards development for
aviation security.

Aviation security is obviously an activity of national importance,
and as I mentioned, in response to the President’s direction, we
have initiated a new governance with the National Laboratories
and have done a number of other things as well. Within the gov-
ernment, we are working with the Technology Support Working
Group, the Department of Defense, the Department of Justice. We
have academia engaged through our university-based Centers of
Excellence. We are engaged with industry, have a broad agency an-
nouncement out to solicit technological solutions for countering this
and other threats across the broad spectrum of Homeland Security.
And additionally, we are engaged with our international partners
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to ensure we are capturing the best technologies possible and also
to help improve their security capabilities.

So in closing, thank you for your dedicated efforts to improve the
safety of air travel to all Americans. I appreciate the opportunity
to meet with you and look forward to your questions.

[The prepared statement of Mr. Buswell follows:]

PREPARED STATEMENT OF BRADLEY I. BUSWELL
INTRODUCTION

Good afternoon, Chairman Wu, Congressman Smith, and distinguished Members
of the Subcommittee. I am honored to appear before you today on behalf of the De-
partment of Homeland Security (DHS) to report on the Science and Technology Di-
rectorate’s (S&T) research, development, test and evaluation (RDT&E) efforts relat-
ing to airport passenger screening technology.

Passenger Screening Capability Development

S&T provides technical support and tools to the major DHS operating components
and our nation’s first responders who face risk on the front lines of homeland secu-
rity. S&T funds basic research and technology development, and supports the De-
partment’s major acquisitions through testing, evaluation and the development of
standards.

The Transportation Security Administration (TSA) protects the nation’s transpor-
tation systems to ensure freedom of movement for people and commerce. TSA has
the lead role at DHS in defining the performance of equipment that airports install
as part of their security measures. DHS S&T and TSA coordinate closely on re-
search efforts and equipment test and evaluation to advance capabilities to protect
the traveling public. These efforts have yielded numerous technical improvements
that enhance the effectiveness of screening techniques and technologies while mov-
ing increasing numbers of people more quickly through security.

The Department’s research and development priorities are primarily customer-
driven through our Capstone Integrated Product Team (IPT) process. DHS cus-
tomers chair the Capstone IPTs and establish their desired capability priorities
based on their assessment of risk in their respective mission areas. Three IPTs—
Transportation Security, Counter Improvised Explosive Devices (C-IED), and People
Screening—are dedicated to identifying and delivering technological solutions for de-
tecting and countering threats to the safety and security of the traveling public. Our
Transportation Security IPT, led by TSA with support from DHS S&T’s Explosives
Division, strives to identify and deliver technologies to improve our layered ap-
proach to aviation security. TSA is also an integral member of the People Screening
IPT, providing valuable input as a user of proposed screening technologies. Finally,
the Counter-IED IPT works to identify and develop trace detection and standoff im-
aging technologies that will impact the next generation of checkpoint technologies.
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All three DHS S&T portfolios—Product Transition, Innovation/Homeland Security
Advanced Research Projects Agency (HSARPA), and Basic Research—participate in
the IPT process. While the IPT members drive the selection of Product Transition
projects, the expressed needs that arise from this process also inform the selection
of projects in our Basic Research portfolio and similarly inform the higher-risk/high
pay-off initiatives undertaken by our Innovation/HSARPA portfolio. The more in-
sight we gain regarding current and future threats and the capability gaps of our
stakeholders, the better positioned we are to identify promising areas of research
and explore innovative solutions that are outside the development timeframe for the
nearer term-focused Product Transition portfolio.

In addition to the Capstone IPT process, we have recently established the DHS—
Department of Energy (DOE) Aviation Security Enhancement Partnership to ad-
vance technical solutions to key aviation security problems in support of priorities
announced by the President following the failed Christmas Day bombing attempt
While DHS has always worked in close collaboration with the DOE National Lab-
oratories, we have now agreed to create a senior-level (at the Under Secretary level)
governance mechanism to manage ways to extend and leverage this relationship
with a focus on improving aviation security by:

e Delivering key advanced aviation security technologies and knowledge;

e Conducting analyses to assess possible vulnerabilities and threats and sup-
port/inform technology requirements, policy, planning, decision-making activi-
ties; and

e Reviewing the use of existing aviation security technologies and screening
procedures, and the impact of new or improved technologies using a systems
analysis approach to illuminate gaps, opportunities and cost effective invest-
ments.

This testimony will primarily address three areas of interest expressed by the
Subcommittee: the passenger screening research and development priorities includ-
ing current and planned research efforts; the physical, social and resource con-
straints on passenger screening and its impacts on technology; and the testing proc-
ess that implements passenger screening technology.

Research and Development Priorities

There is no single technological solution to aviation security. A layered security
approach to passenger screening features multiple passenger and baggage screening
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tools and integrates human factors considerations, metal detectors, Advanced Imag-
ing Technology (AIT) with X-rays and millimeter waves, trace explosives detection
and canines. S&T’s R&D Program is focused on improving the performance of cur-
rently deployed screening equipment and procedures in the near-term, and devel-
oping and deploying new technologies and procedures in the long-term. Future im-
provements aim to screen passengers and carry-on baggage for an increasing range
of threats and streamline travel by easing certain restrictions, such as the need to
remove shoes during screening or limits on carrying liquids onto the plane.

We develop technologies and techniques that maximize our operational flexibility
to ensure the privacy, civil rights and civil liberties of our citizens are protected.
Our screening research programs are developed and executed in close cooperation
with the DHS Chief Privacy Officer as well as the Office of Civil Rights and Civil
Liberties to ensure that we consciously consider and address their impacts or risk
to the public. S&T conducts in-depth analyses of such efforts through ongoing dia-
logue with the DHS Privacy Office and the DHS Office of Civil Rights and Civil Lib-
erties and related documentation (i.e. Privacy Impact Assessments or Civil Liberties
Impact Assessments).

Through the Checkpoint Program, we continuously evaluate and improve the ca-
pabilities of currently deployed technologies against new threats and seek to develop
state-of-the-art threat detection technology for TSA passenger checkpoints to screen
out evolving threats while improving the passenger experience with higher through-
put and minimal restrictions. The highest-priority effort in this area is improving
detection software algorithms, including effective automatic target recognition, in
our currently deployed imaging systems, particularly AIT and Advanced Technology
(AT) X-ray screening devices. AIT is one of the most promising technologies for de-
tecting non-metallic weapons and small quantities of explosives concealed on indi-
viduals. AT X-ray provides an enhanced detection capability with multi-dimensional
visual screening and improved image resolution of carry-on bags. Both of these tech-
nologies would greatly benefit from algorithm improvement and other systems re-
search and engineering approaches that consider human factors to optimize security
officer performance in threat detection and identification. The President’s Budget
Request for this work in Fiscal Year (FY) 2011 is $22.3 million and includes the
Checkpoint Program, home-made explosives research and systems research and en-
gineering related to human factors.

Efforts dedicated to suspicious behavior detection could also provide near-term
benefit in passenger screening. The Suspicious Behavior Detection Program strives
to improve screening by providing a science-based capability to identify unknown
threats indicated by deceptive and suspicious behavior. This program addresses
operational needs for real-time, non-invasive detection of deception or hostile intent
that are applicable across the DHS mission. The President’s Budget Request for this
work in FY 2011 is $8.9 million and includes the Human Factors Counter-IED Pro-
gram and its Suspicious Behavior Detection Program.

In the longer term, a continuing, robust RDT&E program across the three S&T
portfolios is necessary.

The Explosives Research Program funds multidisciplinary basic research in imag-
ing, particle physics, chemistry, material science and advanced algorithm develop-
ment to develop enhanced explosive detection and mitigation capabilities. The Presi-
dent’s Budget Request for FY 2011 includes $9.1 million for this work.

The transition program, guided by the Capstone IPT process, is comprehensive
and encompasses:

e Automated imaging systems to screen for weapons, conventional explosives,

and homemade explosives (HME) in carry-on bags;

Trace explosives detection capabilities for identifying explosives on people and

in carry on baggage;

e A next generation fully automated checkpoint for detecting weapons and ex-
plosives on people for aviation, mass transit, public gathering venues, or other
potentially high-risk buildings;

e Human performance research and technology development for increased secu-

rity officer efficiency and effectiveness;

A science-based capability to derive, validate, and automate detection of ob-

servable indicators of suicide bombers;

A science-based capability to identify known threats and facilitate legitimate

travel through accurate, timely, and easy-to-use tools for biometric identifica-

tion and credential validation;

Technologies and methods for identifying insider threats.
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The President’s Budget Request for FY 2011 is $31.1 million for Counter-IED ef-
forts applied to checkpoint screening for explosives.

The innovation program, managed by HSARPA, is looking at “leap-ahead” tech-
nologies such as:

o Future Attribute Screening Technology (FAST) to determine if it is possible
to detect malintent (the mental state of individuals intending to cause harm)
by utilizing non-invasive physiological and behavioral sensor technology, de-
ception theory, and observational techniques. Though we have established an
initial scientific basis for the technology, this project is still in the early
stages as we work on both the science and theory to support the concept.

e MagViz is looking at the possibility of using technology similar to hospital
MRI machines to look for and identify liquids. The magnetic fields in MagViz
are much lower power than its medical counterparts, allowing operation with-
out the restrictions and high costs of traditional MRI. We demonstrated this
technology with a small scale prototype at the Sunport Airport in Albu-
querque, NM in December 2008. MagViz was successful at identifying a dan-
gerous liquid in a small bottle among many non-hazardous liquids in a stand-
ard TSA checkpoint bowl. The project is still in the research phase, and we
are now trying to prove the technology using a larger size container and a
broader array of both non-hazardous and potentially hazardous liquids.

The President’s Budget Request for FY 2011 is $11 million for these projects.

Acknowledging Constraints

Development and the eventual deployment of effective passenger screening tech-
nology must meet legal and regulatory requirements. S&T works closely with TSA
and other DHS offices to ensure the work we are doing has a clear path to deploy-
ment.

In addition to meeting the letter and intent of laws and regulations, public accept-
ance and perceptions of technology are important factors that cannot be overlooked.
S&T uses Community Perceptions of Technology Panels that include informed ex-
perts from industry, public interest, and community-oriented organizations to iden-
tify potential acceptance issues.

S&T Role at the Transportation Security Laboratory (TSL)

Test and evaluations activities at the TSL encompass two independent functions.
First, the Independent Test and Evaluation (IT&E) function is responsible for evalu-
ating mature technology that may meet TSA’s security requirements and is suitable
for piloting or deployment. Second, the research and development function has re-
sponsibilities ranging from applied research, to prototype development, to tech-
nology maturation that produces prototypes suitable for evaluation by the Inde-
pendent Test and Evaluation Team.

The IT&E group works closely with TSA’s Office of Security and Technology to
determine and discuss testing requirements, priorities and results of evaluations.
IT&E activities at TSL include certification, qualification, and assessment testing
and generally are performed to determine if detection systems meet customer-de-
fined requirements. Results support decisions of DHS operating elements (such as
TSA) for field trials and production or deployment, as well as key program mile-
stones, benchmarking, and investment strategy. RDT&E activities are designed to
verify that a prototype or near-commercial off-the-shelf system has met performance
metrics established within the R&D program such that it can proceed to the next
R&D stage.

The Certification Test Program is reserved for detection testing of bulk and trace
explosives detection systems (EDS) and equipment under statutory authority 49
U.S.C. §44913 for checked baggage. Before mature EDS are deployed, it must be
certified that salient performance characteristics are met.

Qualification Tests are designed to verify that a security system meets customer-
defined requirements as specified in a TSA-initiated Technical Requirements Docu-
ment. This test, along with piloting (field trials) generally results in a determination
of fitness-for-use. This process is modeled after the certification process and is de-
fined within the Qualification Management Plan. Unlike the Certification Test, the
requirements of the Qualification Management Plan typically expand beyond detec-
tion functions to include operational requirements. The result of Qualification Test-
ing is a recommendation of whether candidate systems should be placed on a Quali-
fied Products List (QPL).

Laboratory Assessment Testing is conducted to determine the general capability of
a system. These evaluations of candidate security systems are carried out in accord-
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ance with interim performance metrics, and the results drive future development ef-
forts or operational deployment evaluations. While the IT&E group practices best
scientific principles in test design, execution, and evaluation of data, assessment cri-
teria are determined by the DHS component’s needs.

Developmental Test and Evaluation (DT&E) is performed by the R&D team at the
TSL and involves testing in controlled environment to ensure that all system or
product components meet technical specifications. These tests are designed to en-
sure that developmental products have met major milestones identified within the
R&D project. DT&E testing at the TSL assesses the strengths, weaknesses, and
vulnerabilities of technologies as they mature and gain capability. The primary
focus is to ensure that the technology is robust and ready for Certification or Quali-
fication tests.

S&T Role in Standards

The S&T Test & Evaluation and Standards Division guides the National Institute
of Standards and Technology’s (NIST) standards development efforts for aviation se-
curity. These efforts are directed toward development of voluntary consensus stand-
ards and associated test methods by the private sectors standards bodies (e.g. Insti-
tute of Electrical and Electronic Engineers (IEEE); American Society for Testing and
Materials International (ASTM International); the National Electrical Manufactur-
ers Association (NEMA); InterNational Committee for Information Technology
Standards (INCITS); and the International Organization for Standardization (ISO).

Chief test engineers from TSL and TSA are actively engaged with NIST on stand-
ards development, ensuring that U.S. national standards reflect the need for en-
hanced aviation security.

Conclusion

Aviation security is critical. As I've described, we will leverage the resources of
the National Laboratories to bring needed capabilities to the forefront, and we will
continue to collaborate with other Federal partners, academia and industry. We
have a Broad Agency Announcement in place to solicit technological solutions for
countering the threat across a broad spectrum. Additionally, we are engaging our
international partners to ensure we are capturing the best technologies possible and
to help them improve their security capabilities.

Thank you for your dedicated efforts to improve the safety of air travel for all
Americans. I appreciate the opportunity to meet with you today to discuss research
initiatives to strengthen passenger screening and I look forward to answering your
questions.
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Chairman Wu. Thank you very much, Mr. Buswell. Mr.
Garamendi, I want to commend you on an impeccable sense of tim-
ing. Would you care to introduce Dr. Albright?

Mr. GARAMENDI. Thank you very much, Mr. Wu. I don’t know
that I have the sense of timing but good fortune. I finished my
work on the Floor and was able to get here to introduce Dr.
Albright.

I have never ceased to be amazed at all the things that are done
at our National Laboratories, and particularly the most important
of all National Laboratories, the one in my district, Lawrence
Livermore National Lab. Every time I delve into that lab, I find
some fascinating, new things that are going on and things that are
very, very important.

Dr. Albright is really into something that is important to all of
us. He is the Principal Associate Director for Global Security at the
lab. He is responsible for applying the labs’ multi-disciplinary
science and technology to anticipate, innovate, and deliver respon-
sive solutions to our Nation’s complex global, national, homeland
and energy security challenges, which is a complex way of saying
he is going to make sure we are prepared. And in that context, he
comes with extraordinary background, both in the public sector as
well as in the private sector, in the private sector with Civitas
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Group, an organization that kind of put these pieces together on
the private side in matching innovation with needs and the money
to make it all happen. And he was also the Assistant Secretary in
the Department of Homeland Security where he achieved several
remarkable goals, the most important of which was he took the
budget from $700 million to $1.6 billion. We are ready to learn
from you how we might do it in the context of today’s hearing.

In any case, we now move onto his testimony and the work that
is being done, and I look forward to hearing that. Dr. Albright, wel-
come.

Chairman Wu. Thank you very much, and I do want to commend
the gentleman. We are watching your fine work on the Floor on
this little monitor here, and scuttling over here was a good piece
of work, and I am sure the amendment was a very fine piece of
work also. Thank you.

Mr. GARAMENDI. It was extraordinarily necessary.

Chairman Wu. Very good. Dr. Albright, please proceed.

STATEMENT OF DR. PENROSE C. ALBRIGHT, PRINCIPAL ASSO-
CIATE DIRECTOR FOR GLOBAL SECURITY, LAWRENCE
LIVERMORE NATIONAL LABORATORY

Dr. ALBRIGHT. Mr. Chairman, Mr. Smith and I want to particu-
larly thank Mr. Garamendi. Thank you for that wonderful intro-
duction. And thank you for the opportunity to testify at this impor-
tant hearing today on research and development activities aimed at
improving aviation security.

Let me make just one quick comment about Mr. Garamendi. He
may not know that I just became a constituent only two months
ago, and so I am a native actually of this area for most of my ca-
reer but got lured out to come to Livermore and am very, very
happy to be there and proud for you to be my Representative.

So what I want to do—as you said, I am the Principal Associate
Director of Global Security at Lawrence Livermore Labs, one of the
National Laboratories that is managed by NNSA [National Nuclear
Security Administration] within the Department of Energy. We do
an awful lot of work on aviation security at large, but what I want
to focus my comments on today specifically are in those efforts as-
sociated with passenger screening at the checkpoint.

The NNSA laboratories have long been and continue to be fully
committed to contributing their capabilities in systems analysis, ex-
plosives, high-performance computing, and other resources to work
with the Department of Homeland Security and other partner
agencies to protect aviation and combat terrorist threats. In fact,
it was in recognition of the particular capabilities of the Depart-
ment of Energy National Laboratories that specific language was
inserted in the enabling legislation for the Department of Home-
land Security to permit a special relationship to exist between DHS
S&T and the National Laboratories. I know, I actually wrote that
language.

On explosives, this is actually a very, very hard problem. Current
events show that explosives continue to be the weapon of choice for
terrorists worldwide. The threat is evolving. The internet has pro-
vided the terrorists with information to manufacture homemade ex-
plosives using readily available chemicals. They are also very, very,
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very difficult to detect. In some cases, billionths of grams are what
is available for sampling, and it must be detected in the presence
of other potentially confusing but benign materials. TSA officers
only have a short time to detect explosives and assess the situation
before they allow the passage of people if they are to maintain the
flow of people and goods.

So concentrated research and continuous research and develop-
ment is fundamental to understanding the threat and creating the
tools that will give our Nation the capability to decrease our vul-
nerability.

The technical capabilities of the National Laboratories, and very
importantly their status as federally funded research and develop-
ment centers, which brings with it unquestioned objectivity and
independence and unfettered access to government data and pro-
prietary information, for example, air frame structural data from
the air frame manufacturers like Boeing and Airbus, is crucial to
improving the security of aviation and providing the necessary and
enduring focus to this problem.

So the National Labs have been involved in high explosive re-
search development since the very beginning. Most of you on this
Committee don’t need to be educated on the role that high explo-
sives plays in the design and testing of nuclear weapons. And so
we have now, over time and for a long time, been applying that ex-
pertise to the needs of the Department of Energy of course, the De-
fense Department, the Departments of Justice, the FAA [Federal
Aviation Administration], and most recently, the Department of
Homeland Security.

The laboratories combine cutting-edge computer simulation
codes, state-of-the-art diagnostics, and an environment where both
theoretical and experimental chemists, physicists, engineers, mate-
rials scientists, can work together to provide a detailed under-
standing of the science of energetic materials, their effect on air-
craft structures, their impact on existing detection systems at the
passenger checkpoint, and how systems might be improved to en-
hance aviation security. As part of that effort, the Department of
Homeland Security brought together the three NNSA labs, Sandia,
Los Alamos and Livermore, in 2006 to create a program called the
National Explosives Engineering Sciences and Security Program
which capitalized on the FFRDC [Federally Funded research and
Development Center] model, utilizing the expertise of those labs to
develop and implement cutting-edge engineering in science-based
methods aimed at reducing risk to aviation. That effort has in-
cluded the evaluation and characterization of explosive formula-
tions, the assessment of catastrophic damage, rapid assessment of
technical and performance of emerging detection systems and their
applications.

Our future efforts include more focused effort on homemade ex-
plosives, on extending the vulnerability analysis to the full panoply
of commercial air frames. We are also taking on a substantial effort
to perform systems analysis of aviation security to include both the
people who would do us harm, their vulnerabilities they are trying
to exploit, and the means by which they conducted the attack. And
under the President’s initiative, near-term improvements to exist-
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ing deployed systems will be examined and potentially new and
revolutionary technologies will be vetted and tested.

I will conclude my remarks by saying there is much work to be
done in aviation security. The threat is enduring, smart and adapt-
ive to what we do. The NNSA laboratories have extensive experi-
ence in conducting the kind of analysis needed to reduce our
vulnerabilities, and we are committed to working closely with the
DHS, with NIST and with our partners across the federal govern-
ment to mitigate that threat.

Thank you for this opportunity to appear before you today. I will
be pleased to answer any questions you might have.

[The prepared statement of Dr. Albright follows:]

PREPARED STATEMENT OF DR. PENROSE C. ALBRIGHT

Mr. Chairman, Members of the Committee, thank you for the opportunity to tes-
tify at this important hearing to explore research and development activities aimed
at improving aviation security. I am Parney Albright, Principal Associate Director
for Global Security at the Lawrence Livermore National Laboratory (LLNL), one of
the National Laboratories managed by the National Nuclear Security Administra-
tion (NNSA) within the Department of Energy (DOE).

My comments today will focus specifically on those efforts associated with pas-
senger screening at the passenger checkpoint. I will begin my comments with an
overview of our current efforts and where those efforts are headed in response to
President Obama’s directive on aviation security R&D with its specific mandate to
involve the DOE National Laboratories. I will then discuss how our efforts are cur-
rently coordinated with the Department of Homeland Security, Science & Tech-
nology Directorate (DHS S&T), the Transportation Security Administration (T'SA),
and the National Institute of Standards and Technology (NIST). Finally, I will make
some brief comments on the social science aspects of passenger screening.

Current Aviation Security Programs & Response to the President’s direc-
tive

In response to the December 25, 2009 terrorist attempt to destroy Northwest
Flight 253, and the President’s subsequent directive, the NNSA National Labora-
tories (LLNL, Los Alamos National Laboratory (LANL) and Sandia National Lab-
oratory (SNL)) continue to be fully committed to contributing their capabilities in
systems analysis and engineering, explosives science and technology, high perform-
ance computing, modeling and simulation, and other resources to support the Presi-
dent, and work with the Department of Homeland Security (DHS) and other partner
agencies to provide aviation security and combat terrorist threats.

This is a hard problem. Explosives have long presented the most prevalent threat
to transportation security, to critical facilities, and to individuals. Current events
show that explosives continue to be the weapon of choice for terrorists worldwide.
The threat is evolving, and the increased access worldwide to the internet has pro-
vided the terrorists with information to manufacture homemade explosives (HME)
using readily available chemicals. Explosives are very difficult to detect—in some
cases, only trace evidence (billionths of grams) are available for sampling, and bulk
quantities of explosive mater must be detected in the presence of other potentially
confusing, but benign, materials. TSA officers only have a short time to detect explo-
sives and assess the situation if they are to maintain the flow of people and goods.

Continuous and concentrated research and development is fundamental to under-
standing the threat and creating the tools that will give our nation the capability
it needs to decrease our vulnerability. In order to provide that enduring focus on
hard problems, the government created a unique type of organization to fill this gap:
the Federally Funded Research and Development Center (FFRDC). Objectivity and
independence are ensured by the legal structure of the FFRDC, which requires it
to refrain from competition with the private sector, be free from organizational con-
flicts of interest, and provide full disclosure of its affairs to the primary sponsoring
agency. In turn, an FFRDC has access beyond that which is common to the normal
contractual relationship-to Government and supplier data, including sensitive and
proprietary data. They are depended upon to effectively craft solutions to our na-
tion’s toughest problems and to anticipate and mitigate future challenges. The tech-
nical capabilities, and FFRDC status of the National Laboratories, their objectivity
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and independence, and the unfettered access to government data and proprietary in-
formation such as, for example, airframe structural data, is crucial to improving the
security of aviation.

Current Efforts

The National Laboratories have been involved in high explosives research and de-
velopment since their inception, and apply that expertise to the needs of the Defense
Department, the Department of Justice, the Federal Aviation Administration, and
more recently, to DHS. Laboratory researchers combine cutting edge computer sim-
ulation codes, state-of-the-art experimental diagnostics, and an environment where
theory- and experiment-based chemists, physicists, engineers, and material sci-
entists can work together to provide a detailed understanding of the science of ener-
getic materials, their effect on aircraft structures, their impact on extant detection
systems at, e.g., the passenger checkpoint, and how systems might be improved to
enhance aviation security.

The National Explosives Engineering Sciences Security (NEXESS) Center, estab-
lished by DHS S&T in 2006, has capitalized on the FFRDC model, utilizing the ex-
pertise of the National Laboratories to develop and implement cutting-edge engi-
neering and science-based methods aimed at reducing the risks to aviation. The
main focus of NEXESS work has been on performance characterization of home-
made explosives (HME) and understanding vulnerability of aircraft to HME threats.
The NEXESS Center has provided an important science base for aviation security,
including:

e Evaluation and characterization of explosive formulations including, emerging
(e.g. homemade) explosive threats, the determination of detonability, methods
of initiation, detonation velocity, and impulse energy;

e Assessment of the catastrophic damage threshold for aircraft as a function of
explosive amount, location, and flight conditions (initial work has been fo-
cused on a specific narrow body airframe) using a combination of highly so-
phisticated computer modeling in concert with small and large scale experi-
ments;

e Rapid assessment of the technical performance of emerging detection systems
and their application to aviation checkpoint security; including one particular
example that involved working with L3 to determine the utility of active mil-
limeter wave technology for the detection of concealed liquid explosives on a
person.

Due to acquisition priorities, the NEXESS Program has recently been centered on
developing system requirements for the procurement of the next generation of
checked baggage screening systems. Of particular interest is the LLNL Image Data-
base Development (IDD) Project, which aims to provide a sound basis for standards
for next-generation screening equipment. The project, which is sponsored by DHS
S&T, is executed in close coordination with DHS S&T, the Technical Support Work-
ing Group (TSWG), Explosive Detection System (EDS) system developers, advanced
algorithm developers, the Transportation Security Laboratory (TSL), and TSA.

The IDD Project collects raw x-ray data and images for the various EDS and
emerging digital radiography (DR) machines to stimulate commercial development
of next-generation systems that provide the “best value” combination of performance
and affordability for screening checked and carry-on baggage. Performance is meas-
ured by a number of criteria, including probability of detection, level of false alarms,
signal-to-noise ratio, figure of merit, and throughput.

Compiled from both industry and government-laboratory sources, the data are
stored in a common nonproprietary database located at LLNL. This information is
used to assist both government and industry in developing a new performance
standard for screening checked and carry-on baggage, and for determining needed
modifications to future hardware and software to provide higher performance in de-
tecting an increasing portfolio of explosives risks. Working with the NEXESS team,
the IDD project is currently supporting DHS/TSA efforts to develop systems speci-
fications and test plans for the gl-billion EDS procurement to be completed in FY
2010.

A similar activity, conducted at Sandia National Laboratory, involves the charac-
terization of threat objects as seen by whole body imaging systems. This effort com-
piles the variety of images seen by various imaging systems, thus making available
a library against which new detection algorithms can be developed and tested.

Los Alamos National Laboratory is investigating the use of ultra low field mag-
netic resonance imaging (MRI) for detecting harmful materials inside sealed con-
tainers. MagViz works by manipulating and detecting hydrogen atoms with small
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magnetic fields. Pattern-matching software compares the detected signature with a
database of dangerous materials.

Future Efforts

Under the President’s R&D initiative, the NEXESS effort plans to accelerate the
evaluation and characterization of a rather long list of explosive formulations. In ad-
dition, the National Laboratories will create a “Threat Matrix” that characterizes
these explosives not just in terms of their effects on aircraft, but also in the range
of signatures they present to deployed and new detection technologies, thus allowing
this effort to more fully inform enhancements to existing systems and the design
of future ones.

As part of the vulnerability analysis, we will accelerate the assessment of the sus-
ceptibility of the full panoply of commercial aircraft airframes to the variety of ex-
plosives represented in the threat matrix, using computer analysis as well as
subscale and large scale testing.

In addition, under the President’s initiative, substantial efforts will be placed on
the systems analysis of aviation security-understanding the various paths that
might be exploited by a terrorist to create an aviation catastrophe, the points where
government capabilities might be brought to bear to intervene and disrupt an inci-
dent, and the alternative architectures of capabilities that serve to mitigate the risk
to aviation security. This effort, to be successful, should be focused on addressing
all the contributors to risk-the people who would do us harm, the vulnerabilities
they try to exploit, and the means by which they conduct the attack. Concepts devel-
oped by the National Laboratories for DHS Policy-in support of the development of
planning guidance-serve as a very useful model for understanding the most produc-
tive approaches to accomplishing our goals for mitigating risk. The systems analysis
effort will also consider the implications to the concept of operations of deploying
new and improved screening technologies and combinations of technologies.

Furthermore, under the President’s initiative, near term improvements to extant
deployed systems will be examined. For example, methods for automated anomaly
detection in whole body imagers will be explored and tested, perhaps allowing these
systems to be deployed at the primary passenger checkpoint-due to the ability of one
operator to now supervise multiple machines. Methods for automating secondary in-
spection-for example, the use of high frequency probes to rapidly ascertain whether
or not a threat is posed by detected anomalies-present the possibility for increasing
throughput and perhaps even obviating privacy concerns.

Finally, under the President’s initiative, new, potentially revolutionary tech-
nologies will be vetted and tested. For instance, prospective technologies for deter-
mining whether a liquid within carry-on baggage in fact represents a threat will be
assessed for use. If successful, it might allow the flying public to again carry duty-
free purchases or their accustomed toiletries.

While the NNSA National Laboratories have a long history of combining science
and systems analysis with innovation and engineering, they do not create produc-
tion lines and manufacturing facilities. Hence, over the years, the National Labora-
tories have worked closely with our government sponsors and with industry to com-
mercialize those innovations, including explosive detection capabilities for aviation
security. The currently deployed millimeter wave (mmW) whole body imaging tech-
nology uses a licensed technology from Pacific Northwest National Laboratory
(PNNL). LLNL has commercialized first generation colorimetric devices, such as the
Easy Livermore Inspection Test for Explosives (ELITE), which is sensitive to more
than 30 different explosives and provides immediate results. The National Labora-
tories continue to work on advanced algorithms to simultaneously address false
alarms, enhance sensitivity to the expanding panoply of threats, and protect indi-
vidual privacy.

Coordination with DHS S&T, TSA, and NIST

The primary source of funding for Aviation Security Programs at the National
Laboratories is DHS S&T and TSA. In addition to our regular interactions with the
DHS and TSA program managers and routine peer reviews conducted at the Na-
tional Laboratories (by academic and industry experts), the NEXESS program has
also established a Blue Ribbon Panel chaired by TSA and includes members from
DHS S&T, TSL, the private sector, and academia. This panel provides assistance
in evaluating and redefining the explosives detection and certification standards for
a range of automated screening systems.

The National Laboratories also support the DHS Explosive Standards Working
Group (ESWG), which is chaired by DHS S&T, and includes broad membership
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across the DHS Components, the NIST and other Federal agencies. LLNL and other
National Laboratories are members of the National Electrical Manufacturers Asso-
ciation (NEMA) team, which has been chartered by DHS to write a new standard
for airport security called Digital Communication in Security (DICOS). The standard
will enable prevention, detection, and response to explosive attacks by standardizing
the screening of checked bags as well as other threat risk detection attributes at
airports and other security areas. While, the current focus is on x-ray equipment,
there are plans for future work in whole body imaging technologies.

Over the last 10 years, the National Laboratories have broadly engaged the sci-
entific community in aviation security. LANL, LLNL, and SNL scientists have par-
ticipated in numerous National Academy studies and co-authored several reports,
including a report entitled, Airline Passenger Screening, New Technologies and Im-
plementation Issues.

Social Science Impact of New Technologies

Commercial deployment of new and improved technologies to meet the threats of
today as well as anticipated future threats will require a robust scientific research
program to meet the required technical performance and effectiveness. However, we
must be mindful that successful deployment of these technologies requires the ac-
ceptance of the people required to use it (e.g., airport screeners) and people affected
by it (e.g., passengers and crews). Public concern related to passenger screening
technologies has been persistent over time and includes health, legal, operational,
privacy and convenience issues.

It is my firm belief that the acceptance of a technology-such as whole body screen-
ing-will be strongly influenced by the public’s perception of the benefits in relation
to the loss of privacy. These trades are made all the time by the public, and in the
absence of a clearly defined benefit (in terms of enhanced security), the lack of pub-
lic support should surprise no one. If government regulators mandate such an ap-
proach (or an optional full body “pat down” in lieu of the image) without defining
in clear terms the benefits to the public in terms of security, or perhaps convenience
(e.g. coat removal is no longer required), and in a manner that does not pay due
respect to the cultural sensitivities and social concerns of society, then the public
will resist. Hence, along with the development of new technical means, it is impor-
tant to research the social science issues associated with a technology that maybe
deemed necessary due to the evolution of the threat or the improvement of capa-
bility. Such social science efforts should address the multicultural issues sur-
rounding modern air travel-and address questions like why a socially conservative
country like Saudi Arabia accepts full body imaging, while the U.S. public is seem-
ingly less inclined.

There is much work to do in this area. Understanding the complex interaction be-
tween threat and defense requires system-level modeling and analysis across the en-
tirety of the problem. When dealing with the public in such a direct manner on a
24/7/365 basis, the traditional technical performance metrics, cost effectiveness, and
the integration issues must stand alongside an appreciation of the human factors
associated with deployment. The National Laboratories have extensive experience in
conducting this type of analysis for a broad range of national security applications.

Conclusion

As T have demonstrated through a number of examples, the NNSA National Lab-
oratories have long engaged in a wide range of Aviation Security Programs to pre-
vent terrorist use of high explosives. Lawrence Livermore, Sandia, and Los Alamos
National Laboratories have worked with DHS since 2006 in aviation security, work-
ing closely with DHS S&T and TSA. The President’s directive on Aviation Security
specifically challenged the Department of Energy, and in particular it’s National
Laboratories, to respond to the need for innovation in this arena. We look forward
to accepting the President’s challenge, and applying the full power of these labora-
tories-multi-disciplinary science and engineering, high performance computing, and
(importantly) the core mission to serve the Nation without any real or perceived
conflict of interest, as a partner to the government in the context of our special rela-
tionship as an FFRDC—to secure our Nation’s aviation and our freedoms. In pur-
suing this effort, we will work closely with DHS, which has been the primary fund-
ing source of many of our aviation security projects, and other partner agencies to
meet this vitally important challenge to national security.



23

BIOGRAPHY FOR DR. PENROSE C. ALBRIGHT

Lawrence Livermore National Laboratory

PENROSE (PARNEY) C. ALBRIGHT, PH.D.
Principal Associate Director

Global Security Principal Directorate

Lawrence Livermore National Laboratory

Ph.D., Physics; University of Maryland, 1985

y
M.S., Physics; University of Maryland, 1982
B.S., Physics/Applied Mathematics, The George Washington
University, 1979

Dr. Albright is currently the Principal Associate Director for Global Security at the Lawrence Livermore
National Laboratory. Dr. Albright is responsible for applying LLNL’s multi-disciplinary science and
technology to anticipate, innovate and deliver responsive solutions for our nation’s complex, global,
national, homeland and energy security challenges.

Before joining Global Security’s senior management team in 2009, Dr. Albright served as President of
Civitas Group LLC, which has as its core mission matching solutions with the vast security and planning
requirements of the homeland and national security sectors. To accomplish this mission, Civitas creates,
invests in, and provides strategic advisory services to government and companies with solutions that are
critical to protecting our nation.

Prior to his work with Civtas, Dr. Albright served as Assistant Secretary in the Department of Homeland
Security. He was confirmed by the Senate as Assistant Secretary on October 3, 2003. His responsibilities
included developing the multi-year strategic planning guidance and budget execution for the complete
portfolio of programs comprising the Science and Technology Directorate. Beginning in FYO03 with a
budget allocation of approximately $700M, at the time of Dr. Albright’s departure the FY06 budget
allocation exceeded $1.4B.

Dr. Albright served as principal scientific advisor to the Secretary of Homeland Security on issues
associated with science, technology, and the threat of biological, nuclear, and chemical terrorism. On
these issues he served as the Department’s primary representative to other US Government agencies, the
Homeland Security Council, the National Security Council, the Office of Science and Technology
Policy, and foreign governments.

Dr. Albright has authored several policy papers for internal or public consumption, primarily in the areas
of homeland and national security. He has also been the author of numerous technical publications and
briefings, in both the open and classified literature, primarily in the areas of statistical physics, infrared
phenomenology; space-based tactical warning and attack assessment systems; intelligence collection
systems; and ballistic and cruise missile defense systems.

Chairman Wu. Thank you very much, Dr. Albright. Dr. Coursey,
please proceed, five minutes.

STATEMENT OF DR. BERT COURSEY, PROGRAM MANAGER, CO-
ORDINATED NATIONAL SECURITY STANDARDS PROGRAM,
NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY

Dr. Coursey. Chairman Wu, Ranking Member Smith and Mem-
bers of Subcommittee, I am Bert Coursey, the Program Manager,
Coordinated National Security Standards Program at NIST. Thank
you for the opportunity to appear before you today to discuss
NIST’s work relevant to passenger screening and our relationship
with components of the Department of Homeland Security, includ-
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ing the Transportation Security Administration, the Science &
Technology Directorate, and the Transportation Security Labora-
tory, TSL.

Since 2003 NIST’s unique capabilities in measurement science
have been leveraged in a coordinated way with DHS to help ad-
dress critical challenges in multiple areas relevant to homeland se-
curity. Today I will focus my remarks on NIST’s efforts relevant to
passenger screening technologies.

Let me quickly highlight the work that NIST is engaged in rel-
evant to passenger screening in the following areas. Additional in-
formation about each of these is contained in my written state-
ment. NIST is involved in measurement standards in the following
areas, trace explosive detection, X-ray explosives detection, use of
canines for explosives detection, standoff imaging or millimeter
wave systems, reference data for explosives, metal detectors, bio-
metrics to enhance screening of travelers, and conformity assess-
ment support for passenger screening technologies.

In each of these areas, NIST is working in collaboration with sci-
entists and engineers from DHS components, with our industry
and academic partners, end users and the Nation’s voluntary
standards organizations to set the baseline for standards and test
methods for explosives detection. Several of these projects lead to
national voluntary consensus standards, and some of these efforts
are leading to international standards. However, in many other
projects the test data, test materials and new test methods are
being provided directly to DHS, TSA, S&T, U.S.—VISIT [U.S. Vis-
itor and Immigrant Status Indicator Technology] and to our and
our other federal partners for their immediate use.

NIST has been involved since 2003 in a multi-year effort with
the Transportation Security Laboratory in Atlantic City to engage
in research that supports standards and measurement needs for
trace explosives screening. The research is designed to improve the
reliability and effectiveness of current systems as well as support
the development of next generation detection technologies. This
work is also providing valuable tools to TSA in the form of test kits
and training methods that allow them to optimize the sampling of
explosives by the TSA operators. NIST has recently facilitated the
development of a suite of national X-ray performance and radiation
safety standards that cover the gamut of aviation and transpor-
tation venues where explosives are screened. These American na-
tional standards are finding increasing use in national and inter-
national settings through close cooperation between NIST, DHS
agencies and our industrial and foreign partners.

The NIST Standard Reference Data Program is a world-class re-
source for reference data for thermal, physical and spectroscopic
properties of materials for the science and engineering commu-
nities. There are serious gaps in the reference data for explosives.
NIST has several projects using state-of-the-art systems to acquire
new physical and chemical measurement data and also to provide
data sets of critically evaluate data from the literature.

NIST scientists have developed a world-class reference facility for
measuring the performance of metal detectors, both the hand-held
and the walk-through types. Using this facility, NIST developed
rigorous and exacting performance standards, one each for the
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hand-held and for the walk-through metal detectors for the Na-
tional Institute of Justice as the standards organization. These NIJ
standards are used as the basis for procurement for other federal
agencies including the Federal Bureau of Prisons and the Trans-
portation Security Administration.

NIST helps lead the development of many biometric standards
used to support the screening of travelers. These standards support
data sharing and interoperability between points of encounter and
centralized biometric services such as the DHS IDENT [Automated
Biometric Identification System] and the FBI TAFIS program.

When screening travelers, it is important to deploy technology
and processes that provide the highest level of security while keep-
ing the traveling public moving efficiently through checkpoints. To
facilitate that, NIST conducts biometric usability studies that help
ensure that screening systems are easy, efficient, and intuitive for
travelers and inspection agents alike.

Members of the Subcommittee, thank you for your dedicated ef-
forts to improve the safety of air travel for all Americans. I appre-
ciate the opportunity to meet with you today, participate in this
panel and to discuss the role of national standards in strength-
ening passenger screening. I look forward to your questions.

[The prepared statement of Dr. Coursey follows:]

PREPARED STATEMENT OF DR. BERT COURSEY

Chairman Wu, Ranking Member Smith, and Members of the Subcommittee, I am
Bert Coursey, the Program Manager, Coordinated National Security Standards Pro-
gram, at the Department of Commerce’s National Institute of Standards and Tech-
nology (NIST). Thank you for the opportunity to appear before you today to discuss
NIST’s work relevant to passenger screening and our relationship with components
of the Department of Homeland Security (DHS), including the Transportation Secu-
rity Administration (TSA), the Science & Technology Directorate (S&T), and the
Transportation Security Laboratory (TSL) of S&T.

Since 2003 NIST has had a coordinated relationship with the DHS where NIST’s
unique capabilities in measurement science have been leveraged to help address
critical challenges in multiple areas relevant to homeland security including chem-
ical and biological agent detection, biometrics, first responder communications, and
a number of other areas. Today I will focus my remarks on NIST’s efforts relevant
to passenger screening technologies, but before I get into the specifics of the work
I would like to highlight the unique role that the NIST research efforts play in the
larger DHS, TSA, and S&T/TSL research, development, testing, and evaluation en-
terprise.

As a non-regulatory agency of the U.S. Department of Commerce, NIST’s mission
is to develop and promote measurement, standards, and technology to enhance pro-
ductivity, facilitate trade, and improve the quality of life. To fulfill this mission,
NIST scientists and engineers continually refine the science of measurement, mak-
ing possible the ultra-precise engineering and manufacturing required for today’s
most advanced technologies. They also are directly involved in standards develop-
ment and testing done by the private sector and government agencies.

It is this focus, and the unique capabilities which result, that make NIST an im-
portant partner in DHS’s science and technology efforts. The measurement methods,
standards reference materials, and new measurement technologies produced by
NIST are used to both improve the reliability and effectiveness of current passenger
screening systems, as well as support the development of next generation detection
technologies. The importance of this work to DHS efforts and the recognized need
for close collaboration was formalized in a 5-year MOU between NIST and DHS
signed in 2003 and renewed with a follow-up MOU in 2008.

In the remainder of my testimony, I would like to highlight the work that NIST
is engaged in relevant to passenger screening in the following areas:

o Trace explosive detection
e X-ray explosives detection
e Canine explosives detection
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Standoff imaging systems

Reference data for explosives

Metal detector standards

Biometrics standards to enhance screening of travelers

Conformity assessment support for passenger screening equipment

In each of these areas, NIST is working in collaboration with scientists and engi-
neers from DHS components, with our industry and academic partners, end users
and the nation’s voluntary standards organizations to set the baseline for standards
and test methods for explosives detection. Several projects lead to national vol-
untary consensus standards through ASTM International, IEEE, INCITS and oth-
ers, and some of these efforts are leading to international standards promulgated
by ISO and IEC. However, in many other projects the test data, test materials and
new test methods are being provided to DHS (TSA and S&T) and our other Federal
partners for their immediate use in testing current and future detection systems.

Trace Explosives Detection

Working closely with the Transportation Security Laboratory (TSL), NIST has
been involved since 2003 in a multi-year, DHS funded research program that sup-
ports standards and measurement needs for trace explosives screening. The re-
search is designed to improve the reliability and effectiveness of current systems as
well as support the development of next generation detection technologies. NIST has
developed the necessary infrastructure critical to the task by establishing connec-
tions with key stakeholders, purchasing an extensive collection of currently deployed
trace explosives detection systems, and developing unique measurement capabilities
and standard test materials. This infrastructure allows us to understand and test
trace detection technology, including the critical front-end sampling process.

Fundamental Measurements and Sampling Studies

Through our ongoing interaction with stakeholders, including the TSA, we identi-
fied that a primary limitation in detecting trace explosives in real world scenarios
is the inability to efficiently collect the sample. This resulted from a lack of funda-
mental understanding of the physical and chemical nature of the explosive residue,
and the best mechanisms to collect the explosive particles. We have conducted inten-
sive research in this area with the goal of understanding and improving the sam-
pling process. This work encompasses explosive sample collection by physical swip-
ing, aerodynamics (puffer systems) and direct vapor sniffing. We have developed
new measurement science tools to understand these processes and test their effi-
ciency. Working with other standards organizations, such as the American Society
for Testing and Materials (ASTM), we are developing methods that allow both man-
ufacturers and instrument users to determine the sample collection efficiency of
their systems. In addition, we have developed prototype sampling training aids that
can be used to test screeners in the field and that provide useful feedback to im-
prove the process. These standard protocols and materials allow for unbiased deter-
mination of the effectiveness of the sampling process. Because the standards are de-
veloped from a fundamental understanding of the sampling process, they serve as
benchmarks for continual improvement in instrument and sampling design.

Some examples of NIST’s outputs in this area have been 1) development of a
method to determine sampling efficiencies of sample wipes used for trace detectors,
2) development of a prototype training kit to test and improve screener abilities, 3)
research articles on the physical nature of explosives residues, identifying specific
sample characteristics to target when designing collection strategies.

Optimization of Trace Explosives Detection Equipment Performance

In addition to improvements in the sampling process, further improvements can
be made in the trace explosive instruments themselves. Systems can be optimized
for detection of current threats, and modifications can begin for detection of emerg-
ing threats. NIST has worked to develop a series of unique measurement tools that
allow us to study the operational characteristics and fundamental physics that un-
derpin the operation of commercially deployed explosive trace detectors. By under-
standing each step of the analysis process in detail we are able to make rec-
ommendations for improvements in procedures and instrument setup for optimized
detection performance.

For several years, NIST has been studying the fundamental science of detecting
trace explosives by aerodynamic, non-contact sampling. Typical implementations of
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this approach include portal-based (puffer) systems. Methods that we have used to
study these systems include laser imaging, high-speed videography, and bulk flow
tracking, all of which allow real-time visualization of how the air moves around a
person’s body. These methods, in turn, give NIST researchers insight into how to
sample explosive material from a person’s shoes, hands, and body. Results typically
lead to a better understanding of how these systems work, and may offer valuable
information on how to improve the current technology. NIST has also been actively
pursuing advanced sampling research with the TSL, developing technologies capable
of evaluating sampling systems that may be five to 10 years in the future. Aero-
dynamic particle sampling is a key concept for these future technologies and likely
to be implemented in shoe and cargo sampling which is gaining importance because
of the potential for non-contact high-throughput sampling. We have a prototype shoe
screening system in our laboratory provided by the TSL.

Standard Test Materials for Tabletop Swipe Based Detectors

Our standards development activities include new types of standard test mate-
rials and sampling test methods. The NIST test materials are being developed to
test not only the performance of the detection technology but also screener perform-
ance. A series of NIST Standard Reference Materials (SRM’s) have been produced
that allow evaluation of bench-top explosives detectors. We have also developed a
novel approach for making explosive test materials using inkjet printing to dispense
a known and well-characterized amount of explosives onto special test coupons. This
is a cost-effective way of producing a large number of well-characterized and field
deployable test materials. We currently produce test materials of the major explo-
sives including RDX, TNT, PETN, and AN. These materials could be used in a vari-
ety of scenarios including covert testing, predeployment equipment verification as
well as validation and calibration of already deployed systems. Our goal is to make
inkjet printing technology readily available to any other Federal agencies that may
desire to produce their own test materials. Transferring the technology to end users
has been greatly facilitated by the commercialization of all of the inkjet systems cur-
rently developed and in use at NIST.

NIST has a long history of working with industry and other government agencies
through need-based efforts to develop standard test and reference materials and to
work closely in voluntary standards organizations such as ASTM and ISO (Inter-
national Organization for Standards) where standard methods are written. Stand-
ard methods and standard reference materials go hand-in-hand in assuring accuracy
and reproducibility across technical communities; in this case verification and cali-
bration of trace detection instrumentation. To document the use of the NIST stand-
ard test materials, an ASTM standard method has been developed: ASTM E2520-
07 Standard Practice for Verifying Minimum Acceptable Performance of Trace Explo-
sive Detectors.

Particle-Based Standard Test Materials

Due to the low vapor pressure of most explosives, the majority of deployed trace
explosive detection systems utilize sampling of particle residues. Because sampling
of these particles is highly dependent on screener performance, testing of sampling
efficiencies and procedures requires the use of standard test particles with known
chemical and physical properties. Over the last several years we have also developed
a robust protocol for fabricating polymer encapsulated explosive test materials that
can be used to test both aerodynamic and swipe based explosives detection systems.
These particles are being used in prototype screener testing kits.

Vapor-Based Standard Test Materials

Trace vapor detection is a recent addition to the national strategy and investment
in aviation security. Vapor sampling is far easier and less intrusive than particle
sampling from surfaces, but suffers from the vanishingly small chemical signals
emanating from explosive devices. Trace vapors from explosives are typically min-
gled with a wide variety of benign compounds in the environment, which can mask
or cause false alarms. Reliable vapor-based standard test materials are needed to
validate the performance of trace vapor detectors, and to improve the technologies
on which they are based.

NIST is developing several systems for performance verification at laboratory and
operational sites. We have developed a vapor generator based on inkjet technology,
where microdrops containing trace levels of explosives are evaporated and mixed
with calibrated air flows. This system, in fact, is capable of reliably generating trace
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vapors below current detection limits, which provide future validation for next-gen-
eration vapor detection technologies.

Field-deployable systems are also being considered and developed. For simple
pulsed delivery, there are metered dose inhalers adapted from the health care in-
dustry, and encapsulated scents adapted from the fragrance and flavor industry. For
simple continuous delivery, there are vapor permeation and saturation devices
(similar to smelling salts and room fresheners).

Next-Generation Trace Explosives Sensors

In an effort that highlights the unique capabilities that can be found at NIST, re-
searchers are adapting frequency comb technology—which originated from Nobel
Prize winning research at NIST aimed at producing ultra-precise atomic clocks at
NIST—into a sensor that can detect the trace gases of explosives. The detection of
trace gases that come from explosives is an extremely challenging problem both be-
cause the vapor pressure of many common explosives are extremely low, and be-
cause many interferents will also be present in any realistic situation. Through a
program funded by DHS S&T, NIST is pursuing a detection technique, known as
frequency comb spectroscopy (FCS), with the potential to overcome these challenges,
providing high sensitivity AND broad spectral coverage. The challenge posed by the
interferents can be met through the broad spectral coverage of the combs; this spec-
tral coverage permits FCS to generate a full spectral fingerprint of the trace gases
and therefore achieve the required selectivity. The adaptation of this fundamental
measurement science research could ultimately lead to a game-changer detection
technology that won’t require time consuming sampling methods.

National X-Ray Standards for Bulk Explosives Detection

National X-ray standards are necessary to insure that security screening systems
for bulk-explosives detection meet the surveillance challenge while properly han-
dling all radiation safely considerations—i.e., they provide the measurement tools
to insure that minimum performance and safety requirements are met.

Through funding from DHS S&T Test & Evaluation and Standards Division,
NIST has recently facilitated the development of a suite of national x-ray perform-
ance and radiation safety standards that cover the gamut of aviation and transpor-
tation venues where explosives are screened: checkpoint, checked luggage, cargo, ve-
hicle, and whole-body imaging. These American standards are finding increasing
use in national and international settings through close cooperation between NIST,
DHS agencies, industrial partners and foreign partners.

In the area of security systems for screening of humans using X-rays and/or
Gamma rays, DHS and NIST collaborated in the development of an American Na-
tional Standard for measuring imaging performance—IEEE ANSI N42.47-2010.
This National standard provides standard methods for measuring and reporting im-
aging quality characteristics and establishes minimally acceptable performance re-
quirements for security-screening systems used to inspect people who are not inside
vehicles, containers, or enclosures. Specifically, this National standard applies to
systems used to detect objects carried on, or within, the body of the individual being
inspected. It covers the use of both, backscatter X-ray systems (i.e., detect the X-
rays reflected back from the individual being inspected) and transmission x-ray sys-
tems (i.e., detect the X-rays passed through the individual being inspected).

As performance is not the only consideration in the use of these security-screening
systems, DHS and NIST have also collaborated on the development of National
standards for radiation safety for personnel exposed to them. IEEE ANSI/HPS
N43.17-2009 applies to security-screening systems in which people are intentionally
exposed to primary beam x rays, gamma radiation, or both. The standard provides
guidelines specific to the ionizing radiation safety aspects of the design and oper-
ation of these systems. This standard was developed under the sponsorship of IEEE
ANSI National Committee on Radiation Instrumentation by a 35-member Working
Group with the following Federal representation: 4 NIST employees, 7-DHS (includ-
ing TSA, DNDO, CBP, USSS, S&T), 1-FBP, 2-OSHA, 2-FDA, 1-NRC, and 2-U.S.
Army.

IEEE ANSI/HPS N43.17-2009 was influential in the development of a new inter-
national standard on this topic, EEC 62463-2010, which is scheduled for publication
in August 2010. This international standard is expected to be more comprehensive
covering standard requirements, specify general characteristics, general test proce-
dures, radiation characteristics, electrical characteristics, environmental influences,
mechanical characteristics, and safety requirements. It will also provide examples
of acceptable methods, in terms of dose to the whole or part of the body, for each
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screening procedure and their required times. In particular, the standard addresses
the design requirements as they relate to the ionizing radiation protection of the
people being screened, those in the vicinity of the equipment, and the security-
screening systems operators.

In the area of checkpoint cabinet X-ray imaging, NIST and DHS have collaborated
in the development of an American National standard for the performance and eval-
uation of checkpoint cabinet X-ray imaging security-screening systems—IEEE ANSI
N42.44-2008. This standard describes the criteria, test methods, and test objects
used to evaluate the performance of cabinet x-ray imaging systems. The standard
addresses systems use to screen items with cross sections smaller than 1 m x 1 m,
at security checkpoints and other inspection venues (e.g., entrances to Federal build-
ings). The standard also establishes minimally acceptable imaging performance val-
ues for a specified set of image quality metrics and specifies operational characteris-
tics deemed essential for checkpoint x-ray system performance.

In the area of X-ray computed tomography (CT) security screening of checked bag-
gage, DHS and NIST are collaborating on the development of an American National
Standard for evaluating the image quality of X-ray CT security-screening systems—
IEEE ANSI N42.45-2010. CT security-screening technology is currently been used
to screen all checked luggage at U.S. airports and the quality of data for automated
analysis is of primary concern. This standard provides standard test-methods and
-artifacts for measuring and reporting the image quality of CT security-screening
systems. This standard is likely to be considered by TSL as a part of their com-
prehensive verification and certification of CT security-screening systems.

The above described, and jointly developed, standards and test objects not only
guide grants and procurement, but also provide ongoing quality assurance for aging
security-screening systems in the field. The uniform application of standard test
methods and artifacts allows comparison of the imaging performance of novel sys-
tems and prototypes of competing vendors as well as, provides objective quantitative
measures of systems claims for a particular technical implementation of explosives
detection.

All of these x-ray performance and safety standards continue to be under spiral
development as threats and technical countermeasures evolve.

Canine Explosives Detection

NIST is working to develop test materials and documentary protocols for the reli-
able evaluation of trace explosives and bomb dog detection. SRMs may be used to
evaluate performance prior to procurement and during field service. The goal is to
provide a suite of materials for evaluation of both the instrumental trace explosives
detectors and bomb dogs. For canine performance materials, advanced metrology
has been developed that permits the accurate measurement of the primary odors in
numerous explosives. Prototype materials have been prepared that mimic the real
explosives odor profile and are about to be tested in certified bomb dogs. These ca-
nine SRMs will provide substantial monetary savings as well as greater trainer
safety by eliminating the current requirement for training aids based on real explo-
sives. NIST also takes a leading role in the development of consensus standards
through organizations such as ASTM and SWGDOG that provide best practice pro-
tocols for testing detection systems and canines. This work is funded by the S&T
Test & Evaluation and Standards Division, and partners in the standards develop-
ment activities include scientists in S&T and the NPPD Office of Bombing Preven-
tion.

Standoff imaging systems

NIST research has improved the ability to assess claims on the performance of
a wide variety of technologies designed to detect explosives, and other weapons, con-
cealed on persons in high-traffic areas such as airports, railway stations, sports are-
nas, and similar public venues. The work, which is funded by DHS S&T and DOJ
National Institute of Justice, includes studies of the reflectance/transmittance of
human skin, fabrics, and threat objects when examined from a distance using ultra-
violet, visible, infrared, millimeter wave or microwave radiation. A key performance
goal for these standoff technologies is the ability to detect hidden IEDs with high
probability under various standard scenarios. NIST scientists are also working with
DHS to develop a standard to quantify the body coverage of whole-body imagers,
such as x-ray backscatter and millimeter wave systems. These recent efforts lever-
aged longer-term NIST projects in passive and active millimeter-wave and terahertz
sensing for security applications. These projects funded by DHS, DARPA, and DOD,
made pioneering contributions to active and passive millimeter-wave imaging secu-
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rity applications. The research led to advanced millimeterwave and THz imaging
systems, calibration targets that have been distributed to some 20research groups,
and a database to guide the development of portal sensors for screening liquids and
solids. NIST and DHS, along with other Federal agencies and industry partners, are
working with standards development organizations to develop standards, test arti-
ficts, and test methods for imaging systems for the detection of explosives and other
threats.

Reference data for explosives

NIST Standards Reference Data program is a world-class resource for reference
data for thermophysical and spectroscopic properties of materials for the science and
engineering communities. NIST has several projects using state of the art systems
to acquire new data from physical and chemical measurements, and to provide data
sets of critically evaluated data from the literature. Because of the wide range of
new technologies under development for explosives detection, there are serious gaps
in the reference data. DHS S&T and NIST funding are directed at filling in some
of these gaps. One example was driven by the potential of a technique known as
Dielectric spectroscopy to detect hazardous liquids in containers. NIST work showed
that this technique is capable of clearly differentiating dangerous liquids, such as
gasoline and bleach, and innocuous liquids, such as water and milk. The results
thus far have been limited to special test holders and work is being undertaken to
determine the effect of container typically used to hold these liquids. The results of
this effort yielded reference data, which can be use by researchers to develop new
airport scanning equipment for liquid containers.

A second data project is directed toward thermophysical properties of explosives.
Concealed explosives can be detected through the chemical or physical “signatures”
that they leave behind. Timely and reliable physical and chemical property informa-
tion for explosives is therefore essential for the successful development and imple-
mentation of new detection techniques. But, the properties of explosives are widely
dispersed in the technical literature and are often discordant with poor characteriza-
tion of data quality (i.e., poor estimates of the uncertainty of the chemical-physical
properties of the explosive compound).

With support from DHS S&T, NIST is developing software tools for on-demand,
critically-evaluated physical and chemical properties of existing and conceptual ex-
plosive compounds. For this project, primary experimental information on the prop-
erties of explosives is collected, critically evaluated, and provided to DHS in the
form of expert-system software. The NIST expert system includes state-of-the-art
property-prediction tools that allow many evaluations for conventional explosives as
well as those that have not yet, or cannot yet, be studied experimentally.

Metal detector standards

NIST scientists have developed a world-class reference facility for measuring the
performance of metal detectors, both hand-held and walk-through types. This facil-
ity uses a computer-controlled robot to reproducibly position and move specially de-
signed test objects through or by a metal detector. The test objects are fabricated
using defined metal parameters to ensure consistency from measurement to meas-
urement and between different test facilities. The methods developed to test the per-
tinent electromagnetic properties of these test objects have been used to support
similar test object development for the S&T TSL facility. The NIST facility also uses
a human electromagnetic phantom to emulate the effect of a person on metal detec-
tor performance; the materials comprising this phantom were developed in collabo-
ration between NIST and industry scientists. Using this facility, NIST developed
rigorous and exacting performance standards, one each for hand-held and walk-
through metal detectors, for the National Institute of Justice (NIJ). These NU
standards are used as a basis for procurement by other agencies, such as the Fed-
eral Bureau of Prisons (BOP) and the Transportation Security Administration
(TSA). The methods used in these standards have been emulated by other groups
developing other checkpoint security standards and/or test and evaluation methods.

Biometric Standards to Enhance Screening of Travelers

NIST helps lead the development of many biometric standards used to support
the screening of travelers. For example, NIST serves as the Standards Developing
Organization (SDO) for two documentary standards (ANSI/NIST-ITL 1-2007 and
ANSI/NIST-ITL 1-2008), which facilitates the interchange of electronic biometric
data including fingerprint, and face and iris images. These standards support data
sharing and interoperability between points of encounter (e.g., a port of entry) and
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centralized biometric services provided by DHS US-VISIT/IDENT and other screen-
ing partners such as the FBI IAFIS. NIST also participates in the development and
deployment of national and international standards, such as INCITS-M1 and ISO/
IEC-SC37, which focus on data formats, performance testing, and image quality.
With many biometric standards to choose from, NIST also chairs the group that de-
velops the Registry of USG Recommended Biometric Standards.

Ensuring the high quality of collected biometric data is key to improving the use
of biometrics. To that aim, NIST pioneered a publicly available and interoperable
algorithm known as the NIST Fingerprint Image Quality (NFIQ). Building on its
expertise, NIST also works to test algorithms for assessing image quality of iris and
faces. For example, NIST created the Image Quality Evaluation and Calibration
(IQEC) program to evaluate quality factors and metrics that impact iris-recognition
accuracy. IQEC is one of a growing list of NIST evaluations for testing and inform-
ing biometric standards. Other notable tests include the Minutiae Exchange Test
(MINEX) which tested the interoperability between standard fingerprint template
generators and matchers; and the first Iris Exchange Test (IREX 1) which tested
the matchability of standard compact iris image formats.

When screening travelers, it is important to deploy technology and processes that
provide the highest level of security while keeping the traveling public moving effi-
ciently through checkpoints. To facilitate that, MST conducts biometric usability
studies that help ensure that screening systems are easy, efficient, and intuitive for
travelers and inspection agents alike. As an example, MST conducted a positioning
study to determine the best installation of fingerprint readers on counters at ports
of entry. The results of this study were used by TSA in designing checkpoints and
placement of the new 10 finger slap readers. In addition, NIST has developed and
tested language-independent, international biometric symbols that will help guide
travelers efficiently and effectively through the biometric acquisition process. This
vTvgrAk was supported by DHS S&T and products were delivered to US VISIT and

Conformity assessment support for passenger screening equipment

Non-intrusive Inspection Systems

In collaboration with DHS and standards development committees, NIST has en-
abled the development of performance standards for non-intrusive inspection sys-
tems that cover aviation and transportation venues where explosives are screened
to include critical characteristics such as electromagnetic compatibility, fire and
electrical safety. These standards facilitate the deployment and use of these tech-
nologies in environments where passenger/operator safety and performance degrada-
tion from electromagnetic interference are key concerns.

NIST has also assisted the TSA Atlantic City Technical Center in enhancing their
technical requirements documents for x-ray inspection equipment by identifying ap-
propriate standards references and testing requirements.

Biometrics

NIST assisted TSA in identifying appropriate standards and conformity assess-
ment procedures for a Qualified Products List (QPL) for Airport Access Control bio-
metrics equipment based on the requirements of the Intelligence Reform and Ter-
rorism Prevention Act of 2004.

Following a request and funding from DHS, NIST developed a laboratory accredi-
tation program for testing of biometrics products to support the TSA Airport Access
Control QPL program; the NIST National Voluntary Laboratory Accreditation Pro-
gram (NVLAP) will establish an accredited lab network for third party testing to
standards for biometrics equipment. This program is available for use by other DHS
and other Federal labs—a major step toward providing uniformity of testing for
commercial cards, readers and other biometrics equipment purchased by the Federal
and jurisdictional agencies.

Summary

Members of the Subcommittee, aviation security is an activity of national impor-
tance. The scientific and technological tools that will enhance our security are com-
plex, and major investments are being made by DHS to develop and refine these
tools for emerging and evolving threats. Measurements and standards are essen-
tial—both to the current generation of security technologies and to next generation
S&T approaches. NIST scientists and engineers are proud to accept the challenges
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and opportunities presented by our colleagues in the other Federal agencies charged
with improving our aviation security.

Thank you for your dedicated efforts to improve the safety of air travel for all
Americans. 1 appreciate the opportunity to meet with you today to discuss the role
of national standards in strengthening passenger screening and I look forward to
answering your-questions.
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and implementation of a national program for standards for homeland security. A
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Chairman Wu. Thank you very much, Dr. Coursey. Dr. Hyland,
please proceed.

STATEMENT OF DR. SANDRA L. HYLAND, SENIOR PRINCIPAL
ENGINEER, BAE SYSTEMS

Dr. HyLAND. Good afternoon, Mr. Chairman and members of the
Committee. My name is Sandra Hyland and I served as the study
director for the 1996 NRC [National Research Council] study “Air-
line Passenger Security Screening: New Technologies and Imple-
mentation Issues” as well as vice chair for the 2007 NRC study
“Assessment of Millimeter-Wave and Terahertz Technology for De-
tection and Identification of Concealed Explosives and Weapons”,
technology more commonly known as full-body or whole-body scan-
ners. The NRC, National Research Council, is the operating arm of
the National Academy of Sciences, the National Academy of Engi-
neering, and the Institute of Medicine of the National Academies,
chartered by Congress in 1863 to advise the government on mat-
ters of science and technology. I would like to clarify that I am not
representing my employer, BAE Systems, but am here to discuss
work I have done as an employee and a volunteer with the NRC
over the past 16 years.

The FAA and the TSA have sponsored numerous NRC studies on
various aspects of aviation security in order to obtain expert, inde-
pendent guidance on technology priorities and approaches, and we
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are pleased to continue this positive relationship. My testimony
today will center on the earlier reports, in particular, the commit-
tee’s discussion related to implementation issues associated with
new technologies.

The 1996 NRC Report on Airline Passenger Security Screening
described not only the technical advances in security screening but
also the more practical side of that screening. It is important to un-
derstand that no technology, no matter how promising, will work
unless it can be successfully implemented within the aviation secu-
rity infrastructure. To this end, the committee addressed both the
legal issues associated with passenger screening as well as the
more-difficult-to-quantify issue of public acceptance. And although
the report was written prior to 9/11, it is my opinion that the com-
mittee’s message that it is important to assess the public’s reaction
to, and acceptance of, the screening technologies remains relevant.

The committee reached its conclusion and developed its rec-
ommendations based on briefings from the FAA and other govern-
ment entities on their security screening approaches and by hold-
ing a workshop attended by representative groups, such as airport
personnel, that would be affected by changes in passenger screen-
ing approaches. My written testimony includes a complete list of
workshop attendees.

During the course of the study, the committee held one under-
lying assumption. The level of inconvenience and invasion of pri-
vacy that people are willing to tolerate is associated with their per-
ception both of the severity of the threat and the effectiveness of
the screening in averting that threat.

The 1996 committee identified four issues most relevant to the
public acceptance of technologies, health, privacy, convenience and
comfort. People will differ in terms of the importance they place on
these issues and their level of acceptance of passenger screening
technologies. Aside from considering the reactions new technologies
may elicit, TSA will have to determine an acceptable level of oppo-
sition.

I will now briefly discuss the areas of concern identified by the
committee. Health. Issues related to health are more related to the
perception of health consequences than any actual risks. Specifi-
cally, the committee noted that while the technologies were safe,
there are public concerns related to, for example, the potential con-
sequences of exposure to the radiation used in scanning tech-
nologies. It will be important then to be proactive in education re-
lating to the minimal exposure levels and convey this information
so that it is as accessible to a wide audience.

Privacy. Privacy is probably the most significant factor in terms
of whether the public will accept a new technology. In the case of
the full body imagers described in the 2007 report, there are sig-
nificant concerns as this technology can display a person’s anatom-
ical features. As the committee noted in 2007, at a resolution of one
centimeter, the images have enough detail to be embarrassing to
many people and can reveal such personal information as the use
of an ostomy bag or the presence of breast implants. It will be im-
portant then that if this technology is adopted, it is done in such
a way that it acknowledges the public’s concerns about privacy and
carefully balances them against the technology’s benefits. In 1996,
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the committee noted that this technology would most likely only be
accepted if the perceived threat level were high and the technology
proven to be effective at averting the threat, but that would be dif-
ficult to quantify just how high that threat would need to be. In
my opinion, given the reaction to the to the attempted bombing of
the Northwest Airlines Flight on Christmas, this may be the time
to revisit the question of the effectiveness of this technology in air-
port use, and whether given the threats the flying public would ac-
cept it.

The 1996 report also identified steps that may improve public ac-
ceptance of body imaging technologies and trace explosive detec-
tion, both of which are in my written testimony.

Convenience is largely a matter of time. The 1996 committee
noted that screening technologies that impose delays will also have
problems with public acceptance.

Issues related to comfort arise when a technology requires that
the person being screened to be in close contact with either with
the equipment or another person or a technology that requires a
person to be in a confined space.

While there are ways to minimize this discomfort, it can lead to
a trade-off with technological effectiveness. For example, using air-
flow to collect samples for explosives detection may ameliorate the
concerns of a passenger that does not want to be touched, but may
not be as effective as direct contact.

The 1996 committee found that there had been very little study
of the public acceptance of screening technologies, and when this
topic was revisited relative to the committee’s work on the whole-
body imagers in 2007, that had not changed. The committee identi-
fied a number of intangibles that go into the public’s willingness
to accept inconvenience, and I have provided a description of those
in my written testimony.

However, the committee stated that there is no better way to
gauge public acceptance of new technologies screenings than field
tests. The committee strongly encouraged that in addition to per-
formance data, information related to the acceptance of this tech-
nology be collected. People find it difficult to provide reactions to
abstract, hypothetical situations compared to here-and-now ma-
chines. So the most accurate reading of the public’s reaction to a
scenario will be by conducting testing as closely as possible to the
proposed implementation.

I would like to conclude my remarks with some personal views
based on the input from the participants in the committee’s work-
shops. Several representatives from airport operations and air car-
rier groups were concerned that the FAA would impose new screen-
ing technology without sufficient consideration of passenger accept-
ance. Air carriers are acutely aware that travelers make trade-offs,
and increasing the burden on passenger security screening can po-
tentially push those trade-offs away from air travel. Including the
air carriers, airport operators, and other industry representatives
in the assessment and deployment of new passenger screening
technology will help ensure the successful implementation.

Thank you for the opportunity to testify today, and I would be
pleased to address any questions.

[The prepared statement of Dr. Hyland follows:]
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PREPARED STATEMENT OF DR. SANDRA L. HYLAND

Good afternoon, Mr. Chairman and members of the Committee. My name is San-
dra Hyland and I served as the study director for the 1996 NRC study Airline Pas-
senger Security Screening: New Technologies and Implementation Issues as well as
vice chair for the 2007 NRC study Assessment of Millimeter-Wave and Terahertz
Technology for Detection and Identification of Concealed Explosives and Weapons
(the form of imaging more commonly known as full-body scanners). The NRC—Na-
tional Research Council—is the operating arm of the National Academy of Sciences,
National Academy of Engineering, and the Institute of Medicine of the National
Academies, chartered by Congress in 1863 to advise the government on matters of
science and technology. I would like to clarify that I am not representing my em-
ployer, BAE Systems, but am here to discuss work I have done as an employee and
a volunteer with the NRC over the past 16 years.

The FAA and, following the events of September 11, 2001, the TSA have spon-
sored numerous studies with the National Research Council in order to obtain ex-
pert, independent guidance on technology priorities and approaches, and we are
pleased to continue this positive relationship. My testimony today will center on the
earlier reports, and in particular, the committee’s discussion related to the imple-
mentation issues associated with these technologies.

The 1996 NRC Report, Airline Passenger Security Screening: New Technologies
and Implementation Issues, described not only the technical advances associated
with security screening, but also the more practical side of that screening. It is im-
portant to understand that no technology, no matter how promising, will work un-
less it can be successfully implemented within the current aviation security infra-
structure. To this end, in the 1996 report, the panel addressed both the legal issues
associated with passenger screening—most of which are related to the concepts of
search, the expectation of privacy, and implied consent—as well as the more-dif-
ficult-to-quantify issue of public acceptance.

Although this report was written prior to the events of September 11, 2001, and
during a time when the internet was in its infancy and “blogosphere” was neither
a word nor a concept, it is my opinion that the panel’s underlying message—that
it is important to assess the public’s reaction to, and acceptance of, the screening
technologies—is still relevant. Critical differences between the passenger screening
approach of today compared to that in 1996 include the federalization of the screen-
ing workforce and the assumption by the U.S. government of the security screening
operations. Compared to the “arms-length” responsibility the FAA had for passenger
screening in 1996, the TSA is now mostly directly responsible for the purchase, de-
ployment, and operation of security screening equipment and for the security
screening personnel. This change in the role of the U. S. government in passenger
screening does not obviate the need for TSA to assess the public acceptance of a spe-
cific security screening approach to strike a balance between security and a robust
air travel business.

In their review of some specific potential passenger screening scenarios, the panel
relied on this underlying assumption: people relate the level of inconvenience and
invasion of privacy that they are willing to tolerate to their perception of the sever-
ity of the threat being averted and the effectiveness of the screening efforts at avert-
ing that threat. In airline passenger security screening, “people” refers not only to
the passengers themselves, but to all the other air carrier and airport personnel ex-
posed to the screening process—including flight crews and air carrier and airport
employees who work inside the sterile area of the airport.

The panel developed their recommendations through briefings from the FAA on
potential technologies for screening passengers and from other government entities
on their security screening approaches, and by holding a workshop attended by rep-
resentatives of groups that would be affected by changes in passenger screening ap-
proaches. These groups included those representing airport management, consumer
interests, and air-carrier employees. I have included a complete list of workshop
attendees at the end of this document.

In 1996, the panel identified four categories of issues most relevant to the public
acceptance of these technologies:

e health

e privacy

e convenience, and
e comfort

People will differ in terms of the importance they place on the various concerns,
and will also differ in their level of rejection of passenger screening technologies.
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Aside from considering the types of reactions new technologies may elicit, TSA will
have to determine an acceptable level of opposition.
I will now briefly touch on each of the areas of concern identified by the panel.

Health

Issues related to health are more related to the perception of potential health con-
sequences than they are to any actual risks. Specifically, the panel noted that while
the technologies themselves were safe, there are public concerns related to, for ex-
ample, the potential consequences of exposure to the radiation used in active scan-
ning technologies. For this reason, it will be important to be proactive in education
related to the minimal exposure levels—and it will be important to convey this in-
formation in such a way that it as accessible to the widest audience.

Privacy

Issues related to privacy are probably the most significant in terms of whether
or not the public will accept a new technology. For example, in the case of the full
body imagers described in the 2007 report on millimeter-wave and terahertz tech-
nology, there are significant concerns when it comes to technology that can display
a person’s anatomical features.
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As the committee noted in the 2007 report related to this technology, even images
with a resolution of 1 cm have significant detail to be embarrassing to many people,
as can be seen in the example image shown above. These concerns may be exacer-
bated when the person being screened is a member of a culture for which modesty
is important. Concerns also exist relative to the technology’s potential to reveal such
personal information as the use of an ostomy bag, or the presence of breast im-
plants. For this reason it will be important that should this technology be adopted,
it is done in such a way that the public’s concerns about privacy are acknowledged
and carefully balanced against the benefits of this technology’s use. At the time the
report was written, the panel noted that this technology would most likely only be
accepted if the perceived threat level were high and the technology effective at
averting that threat, but that quantifying just how high the threat would need to
be would be difficult. In my opinion, given the reaction to the attempted bombing
of the Northwest Airlines Flight on Christmas, this may be the time to revisit the
question of the effectiveness of this technology in identifying this kind of threat in
actual airport use, and the level of threat at which the flying public would accept
this technology as a primary screening approach.

The 1996 report identified five steps that might be taken to improve public accept-
ance of body imaging technologies:

e masking portions of the displayed image or distorting the image to make it
appear less “human”
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e using operators of the same gender as the subject to view the images

e ensuring that images are displayed in such a way as to be viewable only to
the screener

e providing guarantees that images will not be preserved beyond the brief
screening procedure, except when questionable objects are detected, and

o offering alternative screening procedures-such as a “pat down” for those who
object to imaging.

The committee noted in its 2007 report that many of these approaches have al-
ready been implemented in other countries. In particular, a field trial of one imag-
ing system at Gatwick Airport in the United Kingdom found that the public re-
sponse was favorable, and that the system was also successful in detecting con-
cealed metal and ceramic weapons.

A second category of technology that has the potential to raise privacy concerns
is that of trace explosives detection. As other technical experts have already likely
explained, this technology allows for a sample to be taken from a subject (either by
walking through a portal or by means of a hand-wand device). This sample is then
analyzed for the presence of a chemical signature that would indicate the subject
had been in contact with explosive material.

In this case the privacy concerns stem either from the potential for disclosure of
information the passenger would rather be kept private (for example, the use of ni-
troglycerin for a heart condition), or the aversion that some people have to being
touched. As with current “pat down” screenings, some of this can be ameliorated by
ensuring that the person is screened by someone of the same gender and out of the
immediate public view.

Convenience

Convenience is largely related to time. In 1996, the panel noted that screening
technologies that impose delays will also have problems with public acceptance.

Speaking from my own perception rather than as a member of the committee, the
public has grown to grudgingly accept the need to arrive at the airport well-ahead
of their anticipated departure to accommodate not only longer lines at security
screening, but also the uncertainty in how long that screening might take. However,
there may also have been some backlash as, for example, train ridership has gone
up, with Amtrak recording record ridership each year from 2002 through 2008.

Comfort

Issues related to comfort often arise when there is a technology that will require
the person being screened to be in close contact either with the equipment or with
another person. In some cases, comfort issues can also arise for technology that will
require a person to be confined space—such as some trace explosives detection
equipment and full body scanners do. In particular, trace detection portals—which
also involve directed airflow—have to potential to raise comfort issues.

While there are ways to minimize this discomfort, in some cases this may result
in a trade-off with technological effectiveness. For example, the use of airflow to col-
lect samples for explosives detection may ameliorate the concerns of a passenger
that does not want to be touched, but may not be as effective as the sampling that
comes from direct contact.

In addition to reviewing potential public acceptance of new screening technologies,
the panel noted that current screening technology could be made more effective by
a better integration of the screening personnel into the system. The inability to
maintain a high level of operator performance is a principal weakness of existing
passenger screening systems and a potential weakness of future systems. Improving
current technologies and developing new technologies both require determining the
optimum integration of technological development and human operators into the
overall security system.

To ensure an effective screening system, it is imperative to assess the public ac-
ceptance of technology and balance that against its benefits before making any deci-
sions about the course to be used. The final part of my statement will review the
ways in which the panel discussed how that may be done.

Assessing Public Acceptance

In 1996, the panel found that there had been very little work done to study the
public acceptance of screening technologies, and when this topic was revisited rel-
ative to the committee’s work on the whole-body imagers in 2007, that had not
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changed. Yet, it’s clear that the public perception and acceptance can have a large
impact on the behavior of travelers (as I noted with increased use of passenger rail
in the northeast corridor).

Additionally, the panel identified a number of intangibles that go into the public’s
willingness to accept inconvenience, including:

e the nature, extent, and likelihood of the actual threat and the associated risk
(Certainly, this changed between 1996 and September 11th)

e the degree of understanding and the perception of the actual threat and the
associated risks

o personal beliefs, habits, and cultural mores
o the physical, mental, and emotional state of an individual

e the extent and degree of public understanding of the screening objectives,
technology, and procedures

o public perception of the effectiveness of the screening system

e public understanding and perception of the health risks associated with the
screening system, and

e the nature and frequency of air travel.

The panel also identified two ways in which the public acceptance of this tech-
nology might be measured:

e by surveying the population most likely to be affected by passenger screening,
which has the potential to be of limited value due to the self-selective nature
of the survey and the likely introduction of sampling error, and

e by identifying similar or analogous circumstances in the past and studying
available information related to the public reaction to-or acceptance of-these
circumstances. In this case, reaction to metal detectors and baggage scans
might provide insight.

However, the panel stated that there is no better way to gauge public acceptance
of new screening technologies than by way of field tests. For this reason the panel
strongly encouraged that in addition to performance data, information related to the
public acceptance of this technology also be collected.

I would like to conclude my remarks with some personal views regarding the
input from the participants in the panel’s workshops. Many of the representatives
from airport operations and air carrier groups expressed the concern that the FAA
would impose new screening technology without sufficient consideration of pas-
senger acceptance. Travel by air is a largely voluntary activity—people can choose
to take the family to Disney World by air, or they can drive to a nearby attraction.
Even business people have a wide variety of tools that can help them minimize air
travel, including web-based meetings and other internet-enabled communications.
Air carriers are acutely aware that travelers make these types of trade-offs regu-
larly, and increasing the burden of passenger security screening can potentially
push those trade-offs in favor of travel by car, train, or bus. Including the air car-
riers, airport operators, and other industry representatives in the assessment and
deployment of new passenger screening technology is likely to be the best way to
ensure the successful implementation of new security technologies.

Thank you for the opportunity to testify today. I would be pleased to address any
questions the subcommittee may have.
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Summary of organizations that participated in the panel’s workshop

Organizations attending workshop Organizations invited but not attending

Air Transport Association of America
Airport Law Enforcement Agents Network Air Line Pilots Association, International
American Association of Airport Executives Allied Pilots Association

Airports Council International North America | American Society of Travel Agents

American Civil Liberties Union Electronic Privacy Information Center
Association of Flight Attendants Families of Pan Am 103 Lockerbie
Aviation Consumer Action Project Victims of Pan Am 103

ITS (provider of airport security services)

Regional Airline Association
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Chairman Wu. Thank you very much, Dr. Hyland, and thank
you for your contributions to the information gathered by this com-
mittee.

It is now in order to open for our first round of questions, and
the Chair recognizes himself for five minutes. Before we even get
to the question of response or lack of response to the 1996 and
2007 reports, I want to ask the panel a threshold question of
whether our concern about public acceptance is real or whether it
is theoretical. Have you actually determined that the traveling pub-
lic, that is passengers at airports, are actually concerned about the
things we think they are concerned about? The reason why I am
saying this is because I spent four hours knocking on doors in
Tualatin, Oregon, this past Saturday. I got an earful, but I think
that the earful that I got in that neighborhood is very different
from the earful that I would get in another neighborhood in my
congressional district. Choice of sample and what you ask is abso-
lutely crucial. Are we speculating about passenger concern or do we
have direct evidence that these are actual concerns of the flying
public? Whoever wants to go first.



40

Dr. HYLAND. Thank you. That is a question that the 1996 panel
struggled with quite a bit. We had experts in how people make de-
cisions to do things they know are risky, like smoking and so

Chairman Wu. Well, did they ask the traveling public what they
thought?

Dr. HYLAND. In that case, we recommended that the traveling
public be asked, but the question——

Chairman WuU. Have they been asked?

Dr. HYyLAND. Not as far as I know, but the most important
thing

Chairman Wu. This town is filled with pollsters, right? I mean,
it is just filled with pollsters. And I am not necessarily recom-
mending that, but it seems like—you know, you don’t go and sell
cookies in the market without doing a focus group and sampling
the public and so on, and we are deploying millions of dollars of
equipment, we are betting lives on airplanes.

Dr. HYLAND. Yes, I would like to——

Chairman Wu. Have we polled? Have we asked the traveling
public? Have we actually asked the question?

Mr. BUusweLL. I don’t know.

Chairman Wu. Dr. Albright?

Dr. ALBRIGHT. I don’t know, either.

Chairman Wu. Dr. Coursey?

Dr. COURSEY. I don’t know, either.

Chairman WU. So we are sitting in this hearing room engaging
in rank speculation about a problem which may not exist? I mean,
you read about it in the newspaper, but they are not citing their
statistical evidence. I asked this question of staff several days ago,
and I was shocked that they didn’t have an answer and I am even
more shocked that you don’t have an answer because you all are
in charge of our national research effort. And how do you know
that we have a problem without having asked the question?

Mr. BUSWELL. Mr. Chairman, if I may, I think when it comes to
public acceptance of these kinds of technologies, aviation securities,
passenger screening technologies being one example, we have to as-
sume

Chairman Wu. Why do you have to assume?

Mr. BUSWELL. Because it is prudent to do so——

Chairman Wu. Whoa. Look, you can assume that the sky is blue,
you can assume the sun rises in the east, but I think that Mr.
Smith and I would agree that it is dangerous to make very many
assumptions and bet a whole lot on that.

Mr. BUSWELL. I know, but if I may finish, sir, we have to assume
that there could be public acceptance issues.

Chairman Wu. Well, the question is why? I mean, what makes
it safe to make that assumption? And it is a simple thing to ask
the question. I mean, all you have to do is throw it in a battery
of questions and then also ask the question, have you flown in the
last 12 months.

Mr. BUSWELL. Sure. There are certainly scientific

Chairman WU. And if the answer is yes, the follow-up question
is, how many times have you flown. And then you do a simple read
of the cross-tabs and you realize, I mean, you have easy data on
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crossing the number of times flown versus their attitudes about
screening technology, right?

Mr. BUSWELL. Sure. Absolutely. And there are scientific—

Chairman WuU. So why——

Mr. BUSWELL. —approaches

Chairman Wu. —hasn’t that be done?

Mr. BUSWELL. I am not saying that it hasn’t, but I don’t know
that. We haven’t done it in S&T that I am aware of.

Chairman WU. You know, as far as I know, I am the only person
who has asked that question thus far. The staff was surprised, and
they didn’t have an answer. You all don’t have an answer. This is
a really quick thing to do, you know. Like if this were a campaign
and this were my campaign, I would ask my pollster to ask that
question, and I would have data tomorrow. They run it by tele-
phone tonight.

Mr. BusweLL. Mr. Chairman

Chairman WuU. So the follow-up question is when are you going
to get it done?

Mr. BuswgeLL. Well, I will take that for action, sir. And let me
go to

Chairman Wu. Give me a date. Give me a date.

Mr. BUSWELL. Let me go to TSA and find out what they have
done, and then I will get back to you with a specific date as to how
we are going to approach this. They may have data that I am not
aware of.

Chairman WU. You know, in what we do, it is kind of a winner-
take-all kind of thing, and you know, you live or die by the data
that guides you. And I am not necessarily recommending that any-
body else live that way. But the thing is, you all are engaged in
a very, very important enterprise, the public safety is at stake. A
whole economic sector, a whole transportation sector is at stake.
And the trust of the public in what their own government does is
at stake, and you are telling me that one of the most fundamental
questions to our collective knowledge has not been asked. So I am
encouraging you in the strongest way possible to either find out
that we have the data and get it here or to get that battery of ques-
tions asked and get it here. And it shouldn’t take very long because
Mr. Smith and I and every other elected up here knows that we
can get an answer to questions like that by midnight tonight and
have a rough analysis by 8:00 a.m. tomorrow and have the thor-
ough analysis within a day after that. That is the threshold ques-
tion. I will get to the underlying question in the next round.

Mr. Smith, you are recognized for five minutes.

Mr. SMITH. Thank you, Mr. Chairman. Several of you touched on
the issue of passenger safety when interacting with the radiation
emitted by screening technologies. I was wondering if you could ad-
dress the radiation levels currently faced by airline passengers and
how much increased exposure they can expect in the future. Any-
one wishing to respond?

Mr. BUSWELL. Yes, sir. I would be pleased to give you some num-
bers there. Dr. Coursey can pipe in, too, because I know there are
American National Standards Institute [ANSI] standards on the
radiation exposure, general radiation exposure from things like




42

screening technology. So to the extent that he wants to comment
on that, he can.

So let me put some things in perspective with regard to radiation
doses to start with, just so we are all sort of calibrated and we are
speaking the same because to me, micro-rem doesn’t mean very
much unless you understand what you are talking about.

So a low-dose dental X-ray, the dose that you get is about four
million micro-rem, or about four rem of exposure. The average an-
nual—I grew up in Colorado, at high altitude. The average annual
exposure that you get at high altitude just from the sun, really, is
about 4,000 micro-rem. So about 1/10 of what a dental X-ray would
be. In one hour on a commercial jet, your dose is about 1,000 micro-
rem. In one screening by a back-scatter X-ray body scanner, the
dose is about 6 micro-rem. So in other words, if you take a flight
from New York to Los Angeles, the dose that you receive would be
about 1,000 times what you would get while you are on the air-
plane compared to what you would get standing in the whole-body
imaging passenger screener.

And Dr. Coursey, correct me if I am wrong, but I think the ANSI
standard is 25,000 micro-rem per year. So 6 micro-rem is below the
threshold that we even have to keep track of how many times you
go through the screening process in the airport, if that puts some
perspective on the exposure.

Mr. SMITH. Anyone else? Dr. Coursey?

Dr. COURSEY. Yes. I spent most of my career at NIST working
in radioactivity and the radiation physics group there. So NIST has
been involved for many years in working with the regulatory agen-
cies on dose health effect relationships. But the NIST measurement
sciences deal with how accurately can you measure the radiation.
The health effects aspects are regulated by the Food and Drug Ad-
ministration [FDA], and OSHA [Occupational Safety and Health
Administration] and the Nuclear Regulatory Commission. So, the
federal guidance in this country for health effects comes from the
National Council on Radiation Protection and Measurements. And
those of us in the Federal agencies follow that guidance. So, this
is not guidance coming out of NIST or TSA. There is an American
National Standard ANSI N4317 which was developed. And, I think
this is a great example of the cooperation here because it had four
members from NIST, seven from different parts of DHS, two from
FDA who actually participated in writing that standard. And, that
is the standard for the safety aspects of the deployment of these
X-ray scanners.

I might also point out that a lot of folks are pushing for the milli-
meter-wave scanners, because there are essentially no radiation af-
fects associated with the millimeter-wave.

Mr. SMITH. Anyone else wishing to comment? If not, that is fine.

Thank you, Mr. Chairman. I will wait for the next round.

Chairman Wu. Thank you very much, Mr. Lujan, five minutes.

Mr. LUJAN. Mr. Chairman, thank you very much, and thank you
to everyone that is here today.

As we talk about these technologies, I appreciate the fact that I
read about MagVis technology that was developed at the Los Ala-
mos National Laboratories discussed in a few of the testimonies.
And more than just MagVis, is the ultimate objective for our work
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with Homeland Security is to get the Department to establish a
longstanding running relationship between the NNSA laboratories
and the Department of Science and Tech Directorate.

Currently I think that you work with them from time to time
when there is an issue specifically to identify such as if there is a
terrorist threat that they may use liquid explosives, and what will
the damage be to the airplane as opposed to how can we make sure
that we are getting that molecular footprint so that we can identify
and prevent any liquids that even have a notion of being used to
move forward in that way.

So with that being said, Mr. Buswell, although we focused today
on passenger screening, I have been impressed with the briefings
I have received from the scientists and researchers associated with
the MagVis technology, proven technology that has already been
demonstrated in a pilot. Your predecessor, Under Secretary Cohen,
saw the pilot demo at the Albuquerque Sunport. Can you describe
what DHS’s plans are for the rapid implementation of this proven
technology and what DHS’s plans are for further applying the Na-
tional Labs to this challenge, specifically, the NNSA facilities?

Mr. BUSWELL. Yes, sir. I would be pleased to, and you know,
MagVis is one of those emerging success stories I think from our
partnership with the National Laboratories. For those who may not
be familiar with the technology, MagVis is short for magnetic visi-
bility, and it is looking at the possibility of using technology similar
to a hospital MRI machine to look for and not only find but identify
liquids. The difference would be the magnetic fields in MagVis are
at a much lower power which would allow operation without the
restrictions and high costs of traditional MRIs. Getting back to the
footprint issue at the screening sites, as Mr. Lujan said, we dem-
onstrated this technology in Albuquerque a year ago last Decem-
ber, I guess. In December of 08 was that demonstration. It was
very successful in identifying dangerous liquids in a small bottle
among non-hazardous liquids in the standard TSA-size screening
bowl that you would put your coins or wallet into.

So now the next step in this risk management development is
can we do that with an entire tray size application? If that is suc-
cessful, can we be successful in doing that with the regular bag-
gage, you know, full baggage, carry-on baggage size?

So we are looking at this in a phased increment, and we are con-
fident enough now that the technology has great potential for suc-
cess that we are looking for commercial partners because at the
end of the day, the commercial partners are who we need to get
these things deployed en masse. So it is an excellent success story.

And so let me talk a little bit more about your broader question
of partnership with the National Labs, and I will go into a little
more detail than I did just in my oral comments on this DHS/DOE
aviation security partnership.

We have recently established this, it is off and running. It is
going to provide a senior-level Under Secretary level governance
mechanism to focus the utilization of the National Labs on this
very important problem. Right now we are looking at three—you
can do all the governance you want, but if you don’t get down to
the working groups and the people that actually know how to bring
solutions to the table, you are never going to get anywhere.
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We are looking at three areas to focus on. One, as Dr. Albright
mentioned, is this systems analysis of aviation security, both from
an aviation security as a system of systems and then from an engi-
neering standpoint. When you get to the passenger checkpoint
screening for example, what is the optimal configuration? What are
the trade-offs among the technologies? The National Labs, with
their modeling capabilities, are uniquely positioned, I think, to help
us there. That effort will be co-led by Sandia National Laboratory

Mr. LUJAN. Mr. Buswell, if I may, and Mr. Chairman, I want to
make sure we get a chance to explore these a little bit going for-
ward with some other questions, but one thing that I just want to
point out is, one thing that we learned from the failed attempt on
Christmas Day of this last year is that metal detectors didn’t do
the job. And there has been an investment and commitment going
forward with metal detectors. We need to make sure that we are
looking at these technologies to be able to identify these materials,
that you understand how we take into consideration the complex-
ities associated with chemistry and the value of getting that molec-
ular footprint so that way we can prevent them from getting for-
ward, from moving forward and from identifying people that have
them on their body, on their persons, or on materials in a way that
is very safe to the individual and the traveling public.

And Mr. Chairman, I will pursue that line of questioning as we
go forward as well, but I certainly hope that we can get to that
point. Thank you, Mr. Chairman.

Chairman Wu. Thank you very much, Mr. Lujan, and we will re-
turn for further rounds of questions.

Mr. Garamendi, please proceed, five minutes.

Mr. GARAMENDI. Thank you very much. Was it 25,000 micro-
rems a year?

Mr. BUSWELL. Yes, that is the

Mr. GARAMENDI. And it is 1,000 a flight across the country?

Mr. BUSwELL. That is right.

Mr. GARAMENDI. We better stop going home, Mr. Wu.

Mr. BUSWELL. It is actually 1,000 per hour at altitude.

Mr. GARAMENDI. We have already——

Mr. BUSWELL. I hope you have short flights.

Mr. GARAMENDI. I am not going home this weekend. The ques-
tion here is what is the status of explosive detection? Dr. Albright,
you discussed this in generality, do we really—how long do we have
to wait? What is the status or will it ever be possible?

Dr. ALBRIGHT. Okay. So that is a great question. I think it was
pointed out by Mr. Lujan, to date, most of our technology at pas-
senger checkpoints has revolved around metal detection. The thing
that you walk through is looking for metals, and that may have
made a lot of sense in the day when we were worried about people
bringing guns on board aircraft, but it doesn’t check for explosives.
That is just a fact of life.

Even with the carry-on baggage systems that we have deployed,
without going into classified details, they have utility in detecting
explosives, but they are certainly not at the performance point that
I think anybody, either any of you or anybody here sitting at the
table, would like.
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So we have tried to move on to other ideas. Whole-body imaging
is certainly one that has been put in play. By the way, as an aside,
that was technology that was developed at Pacific Northwest Na-
tional Laboratory and was then transitioned into the private sector.
The difficulty with explosives at the end of the day is that they
are—there are two problems. One is that they are not volatile.
That means they don’t put out a lot of vapor, which is the kind of
thing you would detect in a remote environment. You would sniff
for the explosive. And they are not very volatile, and frankly for ob-
vious reasons, you would not want to have an explosive that rap-
idly turns into a vapor and mixes with the atmosphere. That would
not be a very stable environment to operate in. So they tend to be
very, very hard to detect. You have to actually detect the solid
somehow, which is, by the way, the basis of those scanning systems
that they use in secondary inspection.

The second difficulty is confusers. You have a lot of—many of you
have probably gone through secondary, have been scanned, had
your luggage hand-swiped, and it has come back positive. My guess
is the first question you were asked was, did you play golf today
because if you did, you picked up possibly fertilizer and that will
sometimes confuse these systems. And there are lots of confusers.
For the checked baggage systems, for example, it is a well-known
fact that peanut butter is something that looks very much like an
explosive to those systems.

So those kinds of issues, the confusers are a real problem. And
then finally, what has changed a lot, particularly over the last few
years, is the plethora of explosives that we have to deal with. You
know, we originally had a fairly short list of explosives that we
were concerned about in aviation security and at the checkpoints.
Now there are dozens that show up on the internet that have to
be or are in books that people sell. You can get them off of Amazon,
that tell people how to make homemade explosives, and the list is
fairly long and getting longer, and these have to be evaluated and
I think as was pointed out, the signatures then, what they look like
to our chemical systems, to the whole-body imagers, to this collec-
tion of sensor systems that we are trying to deploy, that all has to
be worked through. This is again an enduring, long twilight strug-
gle that we are going to be faced with.

So anyway, the point is that the current status is not what we
would like it to be, but it is a very, very hard problem, but never-
theless, there is a lot of ideas for how to improve, you know, a vari-
ety of technologies.

Mr. GARAMENDI. If T might, I won’t have time to go into all these
other questions, but it seems to me that has this whole explosive
thing has really gone to the dogs and that is where we are, rely
upon dogs?

Dr. ALBRIGHT. Well, you know, but here is the thing. Actually,
that came up after the December 25 incident, and there are two
issues. The first is there aren’t enough dogs. These dogs have to
be trained

Mr. GARAMENDI. Presumably we could deal with that issue.

Dr. ALBRIGHT. Well, you know, it takes a long time to train these
dogs. I think there are maybe three sites in the country, maybe
four, I have forgotten the exact number, that actually train these
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dogs. They get tired easily. They are not necessarily as reliable as
people think they are. So when you work all that through

Mr. GARAMENDI. Do OSHA standards apply to dogs?

Dr. ALBRIGHT. Yeah, we will have to get NIST to go evaluate
dogs for us. But people have been working very hard on artificial
dog noses, for example, and none of these ideas have particularly
worked out particularly well.

Mr. GARAMENDI. I am going to just open two other subjects, and
my five minutes is up. One is on the social science side of it. We
were talking earlier about social science. But it seems to me that
the visual screening, that is to look at somebody and say, well,
maybe we will take another look at this individual has a role, and
there are those in other countries that actually do that to a great
extent. And I would be interested in the social science piece of that,
does that really work. And the final question that I would like to
get to is that the Christmas issue really was more about databases,
was it not, and the compatibility and the interaction of databases.
And the question arises as to computer science and the ability for
computer science to deal with the multiple databases and inte-
grating them.

Mr. Chairman, thank you.

Chairman Wu. Thank you very much, Mr. Garamendi. Before I
get onto my next set of questions, I want to finish up with some
further information on the last question.

After my discussion with Committee staff two days ago, the
Cracker Jack staff went into the archives and found two surveys,
both done after this Christmas incident and both released January
11, just a few days ago. And one survey by CNN finds that full-
body scanners should be used, 79 percent, should not be used, 20
percent, no opinion, 2 percent. But there are no backup numbers
on that, so we don’t know what the opinion of the traveling public
is as opposed to a non-traveling sample. And the Gallup/USA
Today organization found—well, there are a variety of findings
here. The majority, 67 percent, say they would not personally be
uncomfortable with undergoing such a scan. That is the full-body
scan that we are talking about. Close to half, 48 percent, saying
they would not be uncomfortable at all. Ten percent say they would
be very uncomfortable if subjected to such a search, and I have to
add that the prior preferences were comparing full-body scan
versus a complete pat-down. And there is a difference between men
and women, and what they found is also in their sample—let me
take a moment here to find the sample information because I think
it is very important to our consideration—results based on the total
sample of National adults, 95 percent confidence. Results based on
a sample of 542 adults who have taken two or more air trips in the
past year. Maximum margin of error is plus or minus five percent,
but there are no data about how the frequency of flying correlates
with the opinions about intrusiveness, and in the CNN survey, the
frequency of flying was really quite disparate. About 50 percent
flew either frequently or occasionally, and the other 50 percent flew
never or rarely. And so you can fit all the frequent passengers into
the don’t-screen-me category, or you can fit the 50 percent that flies
into the I-don’t-care category. And I think it is pretty important to
determine what it is, whether we are addressing a real problem or
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not. So Mr. Buswell, I guess before you come back you are going
to have that information broken out for us, aren’t you?

Mr. BUSWELL. Yes, sir. I will take that for action. Thank you.

Chairman Wu. Terrific. Thank you very much. Now, let us as-
sume that this is a problem, that public acceptance is a problem.
The 1996 National Academies Study on Airline Passenger Screen-
ing discussed the importance of understanding the health, privacy,
convenience and comfort impacts of screening technologies, and the
report eleven years later, the 2007 report, said very little work had
been done in these areas. And I want to ask first our three wit-
nesses from NIST and DHS and the labs, why have these rec-
ommendations been in one sense or another ignored by your re-
spective agencies in doing your work?

Mr. BuswgeLL. Thank you, Mr. Chairman. I guess I would re-
spectfully disagree that the recommendations have been ignored,
and I think there are a number of recommendations that in fact
have been adopted. For example, the recommendation that we con-
sider privacy filters to mask portions of the images, whether those
be private areas of the body or faces so that those wouldn’t be dis-
played together. The fact that images are not stored. Images of the
traveling public are not stored, again a recommendation of that re-
port which was adopted. Putting the screener out of sight of the in-
dividual was one of the recommendations, and that was adopted by
TSA. The fact that automatic target recognition which is in fact our
highest resource priority for TSA would allow images not to be
viewed at all unless in response to an alarm is one of those things
that we are pursuing. And I think the most important rec-
ommendation that we have adopted is the recommendation to as-
sess as early in the development process as possible the potential
for community resistance to the implementation of some of these
technologies. We have in place a formal process to understand and
incorporate community perceptions in the development and deploy-
ment of critical technologies. We call it the Technology Acceptance
and Integration Program, and they look at things like privacy, civil
rights, perceptions, whether that be intrusiveness or invasiveness.
They look at convenience and comfort, complexity, usability and the
perception of threat risk or safety.

Chairman Wu. Mr. Buswell, before my time expires, I am going
to give Dr. Hyland an opportunity to comment because you know,
I am a generalist. I work here in a legislative body. It is one thing
to disagree with me, but Dr. Hyland’s written testimony states in
1996 the committee found that there had been very little work
done to study the public acceptance of screening technologies, and
when this topic was revisited relative to the committee’s work on
the whole-body imagers in 2007, that had not changed.

Dr. Hyland, would you care to comment about how much work
has been done on the public acceptance front?

Dr. HYLAND. Certainly. I would like to say that when we said
that in 2007 we found no updates, so as Mr. Buswell says, perhaps
there is information being done internally at DHS and TSA that
was not in the published realm. So we may have not seen it, but
it was of concern to us that there was nothing in the publications
that we would see that had addressed these.

Chairman Wu. Dr. Coursey?
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Dr. COURSEY. Yes, you wouldn’t expect NIST to have a large role
in this because we are basically in the measurement science, but
we do have a very effective group in usability in our information
technology.

Chairman Wu. I am never surprised at what NIST is involved
in. I can’t think of a single area that NIST is not involved in.

Dr. CoURSEY. This is a very exciting project that is partially sup-
ported by DHS S&T, and that is to look at the usability of finger-
print readers as passengers are approaching a checkpoint. So, this
is work funded by S&T that is now being used by US-VISIT. But
it basically comes to the idea of affordance. When you come up to
a piece of equipment, do you instinctively understand what you are
being asked to do, or do you have to have some long instruction in
doing that?

So I think the public acceptance to some extent will hinge on
these usability studies. This one particular one was very helpful for
US-VISIT.

Chairman WUu. Did you ever compare a Mac with an IBM? Just
kidding. Mr. Lujan?

Mr. LUuJAN. Mr. Chairman, thank you very much and just to pick
up a little bit where we left off, Dr. Albright, modeling simulation,
computing capabilities, supercomputers especially within our Na-
tional Laboratories, can you just speak specifically to how valuable
those are as we move forward with talking about how this can be
incorporated into looking at deploying these technologies and cre-
ating a safer flying environment for passengers?

Dr. ALBRIGHT. Sure. Let me focus on one specific example. One
basic concern you have when you are thinking about deploying a
next generation of any kind of system, what is the minimum
amount of explosive you really need to detect, and clearly we are
not very much interested in, you know, very, very small amounts.
So the question is, what do these systems really have to be able
to do? And the only way to really know that is to ask yourself,
what is the vulnerability of the aircraft to various explosive formu-
lations placed at various parts on the aircraft? There are sort of
two ways you can do this. One way is you could go out and buy
a whole bunch of air frames and just start blowing them up, and
we actually do a little bit of that. But that is obviously not a very
efficient or cost-effective approach. The other approach is to use
some of the exquisite modeling and supercomputing capability that
exists at places like Los Alamos and Livermore and Sandia and to
do structural modeling of the air frames and then ask questions,
like, if I put, you know, so much explosive at this point in the pas-
senger compartment, you know, am I going to get a rupture, a
whole rupture, and what would the consequences of that for an air-
plane under flight conditions.

That is actually pretty hard to do, and it does require validation
through some subscale experiments which again, all the labora-
tories have the ability to do and do in support of this program, and
yes, it does every once in a while, if for no other reason than to
make people confident that we actually know what we are doing,
we actually occasionally go out and blow up an airplane and show
that we got the right answer. But nevertheless, that is a fairly
broad campaign. Every air frame is different. There are differences
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between even different embodiments of the—you know, you have
757 stretches, you have 757s. They all have different structural re-
sponses, and so you have to have an understanding of that so that
you can ultimately set requirements for what that explosive detec-
tor has to be able to find when you get to the passenger checkpoint.

Mr. LuJAN. Thank you, Dr. Albright. Mr. Chairman, I think we
have seen the importance of making sure that we are looking at
simulation, modeling, supercomputing capabilities to assist us mov-
ing in that endeavor as we identify the molecular footprint of some
of these chemicals, these very destructive weapons-based materials
to do harm. And I also appreciate, Mr. Buswell, that the Depart-
ment of Homeland Security has moved forward to engage in a more
senior level working relationship with our NNSA laboratories. I
think it is important that we identify that technologies like MagVis
are an important step in identifying where we were weak during
this December 25 incident, this horrible failed attempt that we saw
come forward. But as we identify the importance about modeling
and simulation that we take into consideration the aspects of ren-
dering the whole system. And specifically, Mr. Buswell, if we can
get a commitment from DHS that this is one area that we can
work with our National Laboratories as well, building into this re-
lationship, to truly understand the importance of evaluating the
whole systems-level approach to identify weaknesses so we can
have systematic approaches to solve them before we identify a
weakness that comes forward from a failed attempt like this.

Mr. BUSWELL. I couldn’t have said it better myself. That is ex-
actly the focus of the systems analysis portion of that I started to
describe in your last round. And just so you know, Sandia National
Lab will be leading that effort. The aircraft vulnerability assess-
ment portion of it will be led by Lawrence Livermore, and then the
third area is this idea of emerging technologies. What do we not
know is out there? As you said, every time I visit a National Lab,
I am amazed at the treasure chest of technologies and science that
is going on there. So how do we bring that to bear to this problem
and other homeland security problems and national security prob-
lems? That work will be co-led by PNNL, Pacific Northwest Na-
tional Laboratory and Los Alamos. So there is real work to be done
there and real profit to be made, I think.

Mr. LuJAN. Mr. Chairman, just another example of tech transfer
and looking to our brightest and best across the country, to identify
solutions to problems where given the ability and the necessary en-
vironment to support that R&D can solve complex issues when it
comes to homeland security, energy, even economic equations so we
can understand the complexity of some of the algorithms that were
used by financial markets, with the devastation that those have
caused us as well.

Again, thank you for bringing this to a hearing, Mr. Chairman.

Chairman Wu. Thank you very much, Mr. Lujan, and thank you
for your contributions to this Subcommittee. I think Sandia has
had good fortune in many different respects, and you are one of
them.

Mr. LUJAN. And Mr. Chairman, we hope Los Alamos will as well.

Chairman Wu. Yes. Mr. Buswell, I have asked you before and I
have also asked your counterpart at the Domestic Nuclear Detec-
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tion Office about the role of comprehensive risk assessment. At one
point or another there was some concern that technologies were
being developed and risks were being addressed based on how the
Vice President was feeling that day, and I think the prior Vice
President and the current Vice President might assess those things
very, very differently. And one hopes that in our research endeavor
for DHS that we have a steady hand and guided by real risk as-
sessments. So I would like to ask you to address the role of com-
prehensive risk assessment in creating a multi-tiered detection/pre-
vention approach and how this dovetails into using different ap-
proaches, such as using canines as Mr. Garamendi suggested,
using personal interviews and behavioral detection as well as this
technologic approach.

Mr. BUSWELL. I would be pleased to. The first assessment proc-
ess—first of all, I think the last time that I was here we discussed
the importance of an overall risk assessment, and I am pleased to
see in the Quadrennial Homeland Security Review Report that was
released earlier this week that the need for a national risk assess-
ment framework was identified as one of those highly important
things that we need to go forward with.

So I know the Secretary understands that, and she is engaged
in that broader, you know, national risk assessment that we dis-
cussed earlier.

Chairman Wu. Mr. Buswell, can you send back a report to this
Committee on the progress of implementing the systematic risk as-
sessment methods?

Mr. BUSWELL. I would be pleased to. The systematic risk assess-
ment is led by NPPD [National Protection and Programs Direc-
torate], the Office of Risk Management in NPPD. So I will be
happy to work with them and get you that information.

Chairman Wu. Thank you.

Mr. BUusweLL. When it comes to the aviation security risk assess-
ment, TSA has done a lot of work in this regard. You know, we are
not shooting blind here in the screening technologies and the
screening approaches that were taken. Likewise, I would be
pleased to coordinate with TSA to bring to the Committee that risk
assessment that they do regularly and they revisit regularly, based
on the threats that are emerging. You know, as Dr. Albright said,
at one time there were very few things that we were worried about,
people bringing guns and, you know, commercial grade or military
grade explosives onto airplanes, now that list is quite long, and
prioritizing the list of things that we have to look for and
prioritizing the amounts of or establishing the amounts of these
various substances that we need to look for is high on the list of
things that we need to do and is fundamental to that risk assess-
ment. So I would be pleased to coordinate that engagement with
the Committee. TSA has done some work in this area that I think
you would be pleased with.

Chairman WU. Thank you very much, Mr. Buswell. I want to re-
turn to Mr. Garamendi’s point because we have a society that real-
ly focuses on technology, and it has served us well in so many dif-
ferent ways. But Dr. Albright mentioned in several different ways
why detection technology is very challenged by the very nature of
the current threat. Mr. Garamendi asked about dogs, somewhat se-
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riously and somewhat humorously. I remember being at an airport
in Canada and having this friendly little dog come along, and I was
kind of disappointed that it just went right by me. But I think in
retrospect that was a good thing. It sat down and looked expect-
antly at this nice young man, and the nice young man was prompt-
ly taken away by the Mounties, to do what, I don’t know. I doubt
that it was explosives. I suspect that it was something more fra-
grant and, you know, the dog was up to the task. But it is not just,
you know, our brethren north of the border that do this. Right
here, if you drive your car over to the Capitol, they will stop you.
First, they run a mirror to look on the underside of your car. And
then a dog comes, and my kids and I refer to that as getting your
car dogged. I don’t know how effective that dog is. What I do know
is that that dog works in day time, night time, low temperature,
high temperature, when it is dirty, when it is snowing, et cetera.

Now, the puffer machines that were deployed on an experimental
basis, I believe 100 of them were deployed around the country on
a trial basis, and the figures that we have say that those were
$150,000 or more each. And I am told, I mean I haven’t seen the
puffers in a while, but I am told the reason why the puffers were
pulled is because humidity and dust caused puffer breakdown or
puffer confusion. I am not sure that a dog would have the same
problem, and my impression is that $500 buys you a pretty good
dog. Now, granted, you have to feed the dog, you have to train the
dog, et cetera. But the puffer machine was difficult to maintain.
Why are we building an artificial dog nose when we have pretty
good dog noses? Dr. Coursey.

Dr. CoUrRsEYy. We actually have chemists at NIST working on
both of those problems closely with the DHS S&T, and specifically
with dogs the interesting thing I found talking with the DHS office
of bombing prevention is the range of different threats that the
dogs are being trained to. It can be different in a mass transit envi-
ronment than it is in the aviation. And as you mentioned, some
dogs are trained for narcotics, others are trained for money and
others are trained for cadavers. So, there is actually a group called
SWGDOG [Scientific Working Group on Dog and Orthogonal detec-
tion Guidelines] that has a series of committees that look at the
standards for training methods for these dogs. I think there is a
lot of basic science still to be done here because we don’t know if
a dog is reacting whether he is reacting to the particles or to some
of the vapors that are associated with solvents that were used.

Chairman WU. You know, a lot of life is kind of empirical, you
know? And we need to work out how a dog does this, but I think
the rubber hits the road in finding whether dogs can detect explo-
sives, the kind of explosives that we are concerned about on a reli-
able basis because my arithmetic indicates that if you have a $500
puppy, which is a pretty expensive one, you get 300 of them for a
puffer machine. And the question is whether 300 dogs in an airport
is more useful than one puffer machine. Dr. Albright, you ad-
dressed the technical issues a lot earlier, and perhaps you could try
to address this a little bit more.

Dr. ALBRIGHT. Sure. Let me just reiterate the fact that first we
don’t really understand very well why the dogs are as good as they
are.
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Chairman WuU. Yeah, but the question is are they good?

Dr. ALBRIGHT. That is a good point, and in fact, it sometimes de-
pends a lot on the testing methodology. I won’t go into it here, but
I could regale you off line about my experiences when I was at the
White House reviewing the anthrax-smelling dogs. And it turned
out that the test procedure was totally biased. I mean, they
couldn’t do the job.

Chairman Wu. Well, look, if I were a dog, I wouldn’t want to be
sniffing anthrax, either. Maybe these dogs were just brighter than
you were giving them credit for.

Dr. ALBRIGHT. Well, yeah, yeah. No, it wasn’t me. I was just the
evaluator. I was not the proponent for this. That is a whole other
story.

But nevertheless, they do tire very easily. The dog is only good
for I think about three or four hours before they start to

Chairman Wu. That is why I said you get 300 dogs for one puffer
machine.

Dr. ALBRIGHT. And it is going to cost you—and the training regi-
men they have to go through——

Chairman Wu. I realize that.

Dr. ALBRIGHT. —is months. And then finally, there is a range of
explosives that—it is not known how broad a range, including
these homemade explosives that we are concerned about, that they
can actually—so you are right. There are some science questions
that have to be dealt with, but the investment that would have to
be made in order to really populate our explosive detection infra-
structure or dogs to the numbers that we would need to do it at
is

Chairman Wu. Well, you know, we haven’t done a very good job
of populating airports with usable detection technologies you know,
that cost $100,000 or $200,000 each. Now, I realize that there are
challenges in acquisition and maintenance and you know, on and
on. But you know, sometimes in our society, and you know, I serve
on the Science and Technology Committee, but we have an absolute
love affair with whiz-bang gadgets, and sometimes it turns out that
something simple and inexpensive and deployable is being over-
looked because we have made assumptions. I mean, it was in this
complex of buildings that a Nobel physicist dumped an O ring into
a glass of cold water and said, well, you know, this might be why
the Space Shuttle blew up.

So sometimes we need to review our assumptions and our incli-
nation toward complexity. So you know if I should be worried that
the dogs guarding the U.S. Capitol or sniffing cars out there, that
they are not doing a good job and they are not reliable and that
they are going to get tired, I mean, you ought to tell me that that
is the case. But it seems to me that those dogs are out there 7/24,
and I know that the Capitol is not, you know, several thousand air-
planes flying around the U.S.A., but you are not going to tell me
that a country that can deploy millions of troops overseas during
World War II cannot deploy a few hundred dogs in civilian airports
in the continental United States if this is truly the long twilight
struggle that some folks would want us to believe that it is.

Dr. ALBRIGHT. No, the only point I wanted to make is that I
think a lot of that systems analysis that you were referring to has
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been done, and it was done in the early days when we were con-
cerned about, you know, right after Lockerbie and that era were
really looking for solutions. I have to confess that I haven’t looked
at it in a while. As to what are the trades between the thousands
of dogs you would have to deploy in an airport environment, and
the technologies that we are deploying. I would point out, and I
think you made the point yourself, that the operating environment
out here driving into the Capitol is a very different environment
than one at the passenger checkpoint. But nevertheless, the point
is a good one, and it is probably a good idea to go back and dust
off some of those system studies and ask the question whether or
not maybe we are missing something.

Chairman WuU. Yeah, you know, I think it is really important to
try to review some of these assumptions and test them again and,
you know, the operational test is, does it work. And you know, it
is really nice to understand the how and the why, but you know,
if you have got to understand the how and the why before you de-
ploy something that works, you may not win some struggles that
you might otherwise be able to win.

Now, I have never been a conspiracy-type person. I do think that
as a society we naturally favor technology, and sometimes it is
more expensive than simpler things. I do want to, on this record,
make the observation that these technologic means are also, well,
they keep the National Laboratories occupied, they keep the pro-
ducers of the technology occupied, and you know, some of these
manufacturers have representatives in Washington, D.C., and I
don’t think the Kennel Club is very well-represented here. And I
don’t know if that has anything to do with it, but I sure would like
to have some of these easy assumptions revisited or else I would
like to have puffer machines at the U.S. Capitol, you know, rather
than what they are currently doing.

Let us shift now to one of the challenges here for you all is that
we fly a lot. You know, congressmen fly a lot, and so we think we
know everything there is to know about flying and being a pas-
senger at least. And we have all had experiences where something
that is detected at one airport or on one given day is not detected
on another day. You know, you try to take everything out of the
bags, but you have a four-ounce bottle of fluid and the limit is 3.5,
and on some days it is spotted and you have to remove it and on
other days it is not. I don’t always travel with a laptop, but some-
times I do. And every once in a great while I forget to take it out
of the pocket of my carry-on bag, and as often as not, I don’t know
if they just wave it through. It seems to me when they catch it,
they make you pull it out. But sometimes it seems like they don’t
catch it. And if I am in a hurry, I am grateful and it is uninten-
tional that that happened but most of the time I also feel a little
concerned that what they say is important isn’t caught. Can the
panel try to account for this disturbing variability in the screening
process at our airports?

Mr. BUSWELL. I am the science guy, so I don’t have the oper-
ational insight to know, you know, the facts about these things. I
know anecdotally I have heard the same sorts of things, and what
I would tell you is that what we are looking at from the research
and development
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Chairman Wu. Mr. Buswell, let me jump in right here because
this is a really important point. You said, I am the science guy, and
I don’t know some of the operational things. That is a very impor-
tant problem that we are trying to address because you are not
producing stuff into a vacuum. It is not about the gizmo, it is about
the effective service that that gizmo provides. So you really do have
to account for all the operational factors. I mean, if you produce a
great weapon but the operators don’t know how to operate it, or
like the Russian tank that is manually loaded but you can only
manually load it with a short Russian who is left-handed, you
know, that causes a real problem. So you know, what we are trying
to hook up here is a technology that is actually implementable in
the real world.

Mr. BUSWELL. Sure, and my point with that was that the oper-
ational requirements that TSA establishes or what we do our re-
search and development to meet, to field technologies and other op-
erating procedures to meet, you bet there is a variability across a
range of things. And one of the things we are working with TSA
to do as I mentioned is this idea of automatic target recognition so
you are not relying so heavily on the screener who may have been
there for some period of time and is fatigued and may miss some-
thing. So what we are trying to do is we are trying to develop these
kinds of technologies that will help us help the screeners be more
effective. We are trying to look at from a behavior detection stand-
point, can we identify people who intend to do harm before they
ever get into the screening process. We are looking at things like—
and you make a very good point with the dogs. I mean, TSA is a
system of systems. There is no silver bullet here, which is why TSA
employs 700 dog teams. You know, they believe that that capability
is real, too, and training occurs at both ends of the leash. And one
of the problems as Dr. Albright cited is there is no way to calibrate
the device prior to use. So you know, if the dog is having a good
day or a bad day, you know, there are limitations and we have to
understand those limitations and build them into the system of
things that

Chairman WU. You said there is no way to calibrate. Is that
true? I mean——

Mr. BUSWELL. It is absolutely true.

Chairman WU. I mean, can’t you walk the dog by experiment and
placebo and——

Mr. BUSWELL. Absolutely. Training of the dog is clearly impor-
tant.

Chairman Wu. No, I am saying like you could calibrate the dog
on site and determine whether the dog is tired or not and ought
to be pulled off line.

Mr. BUSWELL. If you have a training device on site with which
to do that. And so one of the things that TSA has asked us to do
is develop some low-cost training devices that we can use in the
field where we don’t have to take the dogs back to the training cen-
ter so we can more frequently train the dogs to do these sorts of
things.

There is research and development going on in all of these areas
that try to mitigate or try to minimize the probability that things
will slip through, and this is a system of systems. This is a layered
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approach to security that includes dogs and technology and people
and all of those things that make it maximally effective.

Chairman Wu. Well, I think the core concern is that based on in-
dividual experience and then what is reported in the news media,
the American people have a legitimate concern about whether all
this inconvenience is producing a result that we all want. And you
know, that really is the core inquiry.

Let me go on to one last question. I know that Mr. Smith told
me long ago that he had to attend to certain things at a certain
time. The transportation security and passenger screening IPTs ap-
parently consider the needs of DHS offices such as TSA but I am
told not the concerns of other customers such as the traveling pub-
lic, airlines and airports. Is this true, and if it is, would considering
these other concerns such as customers, the traveling public, air
carriers, the ports that operate airports, would this surface some
of the problems earlier resulting in different technologies being de-
ployed, different research efforts?

Dr. HyLaND. I would like to say yes, I think that taking into ac-
count the public’s perception, but the operators of the machine are
also involved in the whole aviation security and technology. So de-
signing the machine so that they get as Mr. Buswell says specific
information about what they are looking for as opposed to here is
a bag, do you see anything different in there. That has been driving
the TSA activities. It is only one part, and the traveling public has
come to kind of expect that variability, which I think is an unfortu-
nate acceptance of non-standard performance.

Mr. BUSWELL. I would just further elaborate on the Community
Acceptance of Technology panels that I mentioned earlier. We run
these panels based on technologies that will have to be accepted by
the public. So we have done a series of these with some pretty good
results, and we intend to do more. So let me give you a couple of
examples. We held a panel on microwave vehicle stopping, in other
words, law enforcement or others who need to stop vehicles, wheth-
er those are cars or boats, can you use a microwave device in order
to do that and what would be the concerns that people would have
with that. The panels include sociologists, behavior scientists, con-
sumers and public interest representatives, civil liberty sorts of
groups and privacy groups, ethicists, and also for each of these
technologies, we will include specific subject matter experts. For ex-
ample, on the vehicle stopping technology, we had a member of the
American Automobile Association as part of the panel. And of
course, the Coast Guard, CBP [Customs and Border Patrol] and
others, law enforcement entities that would be interested in using
the technology. So a series of these, we have done several on
screening technologies, we have done several on the mobile bio-
metrics, and they allow us to understand and to modify the tech-
nology development in a way that makes it more likely that it will
be able to be deployed by the operators at the end of the develop-
ment process. So I think we have got a real success story there
with these public acceptance efforts, and this gets to the point that
was in the National Academies, engage early in assessing the pub-
lic acceptance of technology.

Chairman Wu. Well, Mr. Buswell, I hope that you are able to
come back in a month or two and first of all tell us that you have
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the data in hand about what problems actually do exist and what
people will accept and what they view as overly intrusive. You
know, to the extent that you actually involve passengers in your
groups, that is commendable. To the extent that you are counting
on the opinions of folks who are opining about people, you know,
that is a risky thing to do, and apparently there are at least two
surveys here where they actually asked people and got answers.
And I don’t have the granularity in this data to unpack the signifi-
cance of these preliminary results about the traveling public and
the really frequent flyers versus the never flyers versus the some-
time flyers, and there really is no substitute for asking. There is
no substitute for accurate data, and I think that is true in a whole
bunch of fields in science and it is true in your field and it is true
of mine also.

I really want to express my deep appreciation to each and every
one of the witnesses here today. We are engaged in a very, very
important collective endeavor. It is about convenience and public
acceptance and economics for airlines that if you sum up all their
financial activity over the history of airlines, it is not clear that
there is one dollar of profit in there. So you know, they are living
on the edge, and if we want to have a privately owned air transit
system, then we ought to help them do their job rather than put
unreasonable constraints in their way. But the endeavor that we
are engaged in is even more important because it is about public
safety, and we face all sorts of different risks. But currently, you
know, folks are very much focused, and appropriately so, on this
terrorism threat and the threat of human-made incidents on air-
planes, and we need to address that as aggressively as the Amer-
ican people want us to. But I think most fundamentally, this is
about whether this government can do a job, can do any job, can
do a job well because what is most corrosive is that experience at
the airport that there is incredible variation in the service at that
security checkpoint. If any other business entity had that much
variability, I mean, you know, McDonald’s has a hamburger you so
that you don’t get a different burger at every McDonald’s that you
go to and that you don’t get a different burger, depending on
whether you went in the morning or the afternoon.

We need to, at a more elevated level of conversation, we need to
do this task well because it is important for its own sake, but ulti-
mately we need to do it well because it is the only reason ulti-
mately why there is a bond between ourselves and the government.
Some believe that it does well. I think John Kennedy said if I
wanted to make a difference in the way people perceive the Federal
government, I would start by changing the Postal Service, and that
is with all respect to my friends in the Postal Service. And I have
a riff on that which is, if I were governor of Oregon, the first thing
that I would do to change the public perception is work with DMV
to brighten up the service there. The American people come into
contact with the federal government as much through the TSA and
at airports as any other place. Let us do our best to get it right.

Thank you very much, and written questions will be submitted
by the staff and by Members. Again, thank you for being here, and
we really want to work with you to make sure that you have the
legislative support and the fiscal support to get these very, very im-
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portant tasks right, so we will come back to this in due course.
Thank you all very much. This hearing is adjourned.
[Whereupon, at 3:58 p.m., the Subcommittee was adjourned.]
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ANSWERS TO POST-HEARING QUESTIONS

Responses by Bradley I. Buswell, Deputy Under Secretary, Science and Technology
Directorate, Department of Homeland Security

Questions submitted by Chairman David Wu

Q1. DHS S&T uses the Capstone IPT process to set the priorities for short and mid-
term research programs, but how are priorities set for long-term basic research
and research programs at University Centers of Excellence, DOE National Labs,
and NIST? How are these priorities coordinated?

Al. The Science and Technology (S&T) Directorate defines research in the context
of its portfolios: “Product Transition,” “Innovative Capabilities,” and “Basic Re-
search.” The efforts within the Basic Research portfolio enable future paradigm
changes. These efforts emphasize (but are not limited to) university research and
governmental lab discovery and invention.

The S&T established Basic Research Focus Areas, generated by the Research
Leads in the Directorate’s six divisions with input from the research community and
vetted through S&T’s Research Council. These focus areas represent the techno-
logical areas in which S&T seeks to create and/or exploit new scientific break-
throughs and help guide the direction of its Basic Research portfolio, within re-
source constraints, to provide long-term science and technology advances for the
benefit of homeland security.

Each of S&T’s divisions sponsors basic research in those areas and coordinates
closely with our Office of University Programs (OUP), Office of National Labs
(ONL), and International Cooperative Programs Office (ICPO) to ensure effective
collaboration of the research efforts.

OUP is responsible for establishing and managing S&T’s university research and
education efforts. OUP has facilitated the establishment of a network of multidisci-
plinary universities that support the Department and other members of the home-
land security enterprise. OUP develops and manages grants and cooperative agree-
ments, to support targeted research and education projects with the COE lead uni-
versities and their partners.

ONL enhances the interaction and coordination between the various S&T re-
search divisions and the DOE National labs, primarily through establishing a re-
search community for homeland security and maximizing opportunities for all DOE
assets and capabilities involved in the homeland security mission, including con-
ducting crosscutting workshops that allow the S&T research divisions and the Na-
tional Labs to present, exchange, and establish research priorities. Additionally, by
serving as the primary point of contact on the utilization of National Laboratories,
ONL is able to develop, sustain, and expand a coordinated network of DHS and
DOE National Laboratories and other Federal labs and centers.

The S&T’s Office of Standards funds and coordinates standards development for
equipment used and purchased by DHS. Working with scientists, the Standards
Thrust Area identifies standards needs and funds initial standards development
through a variety of performers—most notably research scientists at the Nation’s
measurement lab, the National Institute of Standards and Technology (NIST). Once
the measurement science is solid, the office works with numerous standards devel-
opment organizations to finalize homeland security standards in a consensus envi-
ronment—a forum which includes users, manufacturers and the government.

Q2. At the hearing, the Subcommittee called for DHS S&T to study the issue of pub-
lic acceptance of full body imagers and to provide data on the public response
to these machines. What is the status of this study?

A2. The Science and Technology (S&T) Directorate and the Transportation Security
Administration (TSA) have taken into consideration the results of a Gallup poll on
full body scanning of passengers, reported by Gallup.com on January 11, 2010 in
the article “In U.S., Air Travelers Take Body Scans in Stride.” According to the Gal-
lup poll, 78 percent of respondents said they approve of the use of full body scanning
machines at airports and 84 percent said full body scanning machines would help
stop terrorists from carrying explosives onto planes.

Also, in March 2009, TSA conducted passenger acceptance of advanced imaging
technology (AIT) testing at six airports. The testing captured statistics on passenger
acceptance of AIT during the course of testing millimeter wave AIT in the primary
position. During this testing, over 98 percent of passengers chose AIT over other
screening options in the primary position, such as a physical pat down.
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Q3. Why do the Transportation Security and Passenger Screening IPTs only consider
the needs of DHS offices, such as TSA, and not the concerns of other customers
such as passengers, airlines, and airports? If DHS had considered these cus-
tomers’ concerns, would development priorities have addressed key privacy con-
cerns earlier in the process?

A3. The Science and Technology (S&T) Directorate’s Transportation Security Cap-
stone Integrated Product Team (IPT), other Capstone IPTs, and supporting project
level IPTs do consider the concerns of the traveling public, airlines, and airports
when prioritizing and developing technology. As an example, inputs from the sur-
face transportation industry, intermodal venues, and trade associations are provided
through several means to Transportation Security Administration (TSA) general
managers for each of the venues (such as mass transit, freight rail, highway/motor
carrier)—including the Government Coordinating Councils and Sector Coordinating
Councils. Those inputs are included in the TSA capability gaps submissions pro-
vided through the IPT process each year.

If there are privacy issues relative to a new technology, TSA and S&T coordinate
with the Department of Homeland Security (DHS) Privacy Office to ensure privacy
requirements are met and the technology is properly evaluated for its impact on the
privacy of the traveling public. As an operating component, TSA understands the
need to balance security and the introduction of new technologies with the need for
movement of commerce and the efficient flow of the traveling public.

Many of the priorities set by the Capstone IPT are for screening technology that
improves flow and efficiency while maintaining or improving security. Once the Cap-
stone IPT prioritizes a technology development, TSA and S&T work at the project
level to ensure the technology and supporting concept of operations take into consid-
eration the traveling public, airlines and airports. This is done through a variety
of means, focus groups on the technology, demonstrations and experimentations at
airports, and working with the airlines and airports on the more detailed require-
ments. The considerations and concerns of the traveling public, airlines, and air-
ports are considered from day one within the process.

Q4. In your testimony, you mention the Technology Acceptance and Integration Pro-
gram and Privacy Impact Assessments. Please describe these programs and pro-
vide examples of their input into all stages of the research, development, and de-
ployment of passenger screening technologies, including full body imagers.

A4. The Technology Acceptance and Integration Program researches public percep-
tions of new technologies and processes to: 1) identify factors that can advance or
impede technology deployment and 2) to identify adjustments to technologies and
processes that make them more effective in achieving their intended purposes. This
research generates knowledge that drives process improvement and guides the de-
velopment and deployment of technologies to optimize public acceptance.

In particular, the Technology Acceptance and Integration Program sponsors the
Community Perceptions of Technology (CPT) Panel Project, which brings together
representatives of industry, public interest groups, community organizations, and
citizens with subject-matter experts to understand and integrate community per-
spectives and concerns in the development, deployment, and public acceptance of
technology. In FY 2009, the project coordinated three panels. One panel focused on
Acoustic Non-Linear Standoff Threat Detection; the second, in conjunction with the
Canadian government, examined Radio Frequency Identification (RFID) vehicle reg-
istration and LowResolution Imaging for improved Northern Border Security; and
the third panel focused on Standoff Imaging technologies. Panel responses work to
ensure acceptance of the technologies within affected communities and aid program
managers in technical design for deployment to an operational environment. In FY
2010, the program will coordinate two to four panels. In FY 2011, the project plans
to conduct another two to four panels, and deliver expert assessments of public per-
ceptions of national security measures in relation to factors such as civil rights and
civil liberties, health and safety, convenience, property damage, and privacy issues.

Pursuant to Section 208 of the E-Government Act of 2002 and Section 222 of the
Homeland Security Act of 2002, a Privacy Impact Assessment (PIA) is required
when: (1) developing or procuring any new technologies or systems that handle or
collect personally identifiable information (PII); (2) revising or altering such a tech-
nology or system to impact PIT; and (3) issuing a new or updated rulemaking that
entails the collection of PIT. S&T conducts PIAs when it funds or conducts research,
development, testing, and evaluation activities that collects or impacts PII. Exam-
ples of PII include individual names, contact information, biometric information,
and images. S&T has conducted PIAs for research projects involving screening tech-
nology, such as the Future Attributes Screening Technology Project and the Stand-
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off Technology Integration and Demonstration Program (formerly the Standoff Ex-
plosives Detection Technology Demonstration Program).

The PIA demonstrates to the public and stakeholders that program managers and
system owners have consciously incorporated privacy protections throughout the re-
search and development life cycle of a system or project. The PIA addresses a wide
range of privacy issues, including what information is collected, why the information
is collected, how information is going to be used and shared, how information is
properly secured and protected, whether individuals are provided with sufficient no-
tice prior to data collection, and how individuals can access or correct their informa-
tion. The PIA also considers privacy risks associated with the research and data col-
lection, and how program managers propose to mitigate such risks. An example of
a privacy risk associated with the collection of individual images during the testing
of screening technologies is that individuals are not aware that their images are
being captured. To mitigate such privacy risks, program managers ensure that prop-
er notice is provided either by posting signs or getting informed consent from indi-
viduals. Individuals may also be given the opportunity to “opt out” of having their
images collected. Such analyses are documented in the PIA.

®5. In your testimony you mentioned the new DHS and DOE Aviation Security En-
hancement Partnership. What impediments is this partnership supposed to re-
move and how will our traveling constituents benefit from this agreement?

A5. The Aviation Security Enhancement Partnership is a senior executive level ef-
fort to solve the most immediate aviation security issues by leveraging the power
of the national laboratories. The Partnership provides a road map for the national
laboratories to use while pursuing solutions to aviation security gaps. This guidance
clarifies, coordinates, eliminates duplication, avoids stovepipes and directs work
across the national laboratories. Travel sector stakeholders benefit from advanced
screening technologies that increase security while improving the effectiveness and
efficiency of screening processes.

Q6. President Obama directed DHS and the National Labs to develop and deploy
the next generation of passenger screening technologies. How do you plan to co-
ordinate this effort with NIST given their expertise in sensors, biometrics, and
technical standards?

A6. The Science and Technology (S&T) Directorate is coordinating directly with the
National Institute of Standards and Technology (NIST) in multiple technical areas
related to passenger screening. Interactions include close cooperation at the pro-
gram manager level and several Interagency Agreements (IAAs) in technical areas
that include development of standards and measurement methods for biometrics
and usability, trace explosives sensors, canine olfactory detectors and advanced im-
aging technologies. NIST and Department of Energy (DOE) laboratories are part-
ners in the DHS Explosive Standards Working Group.

The S&T’s primary contact with NIST is via our Office of Standards in the Test,
Evaluation & Standards Division (TSD). We have long-standing programs in explo-
sives detection standards and are capitalizing on those as well as strong relation-
ships with the Transportation Security Administration (TSA) and the Transpor-
tation Security Laboratory. Our joint DHS/NIST standards programs in bulk and
trace explosives detection have produced documentary standards, standards ref-
erence materials, test objects and best practices. Our biometrics standards pro-
grams, in partnership with S&T’s Human Factors Division, are closely linked with
NIST and US VISIT—we have funded standards in face, fingerprint and iris identi-
fication, standards for exchange of biometric data, as well as human factors stand-
ards to increase passenger throughput with the best possible data collection.

Questions submitted by Representative Ben R. Lujan

Q1. Dr. Albright from Lawrence Livermore has done a nice job in his submitted tes-
timony of walking through the broad capabilities of the national labs in the area
of passenger screening. Can you describe for us, Mr. Buswell, what DHS’s plans
are for further applying the national labs to this challenge?

Al. The Science and Technology (S&T) Directorate maintains an established and
extensive partnership with the National Laboratories. The S&T’s Explosives Divi-
sion has involved the labs in every aspect of its aviation security technology pro-
grams. Examples of established research with Sandia, Los Alamos, and Lawrence
Livermore National Laboratories (LLNL) include characterization of homemade ex-
plosives and the Manhattan II program. Sandia, Los Alamos and LLNL, as part of
the National Explosives Engineering Sciences and Security Center (NEXESS) effort,
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are working to characterize homemade explosive (HME) threats and determine ex-
plosive effects on aircraft structures. Sandia National Laboratory (SNL) has been
working on the Manhattan II Program, examining next generation carry-on baggage
technologies. Over several years, SNL has been evaluating commercial advanced im-
aging technology systems to acquire data with which to accomplish automatic target
recognition.

As an on-going practice, the National Laboratories share the data accumulated
among the national laboratory network and universities through such institutions
as the S&T Directorate’s Explosives Center of Excellence, co-chaired by the Univer-
sity of Rhode Island and Northeastern University. This has been ongoing in the
area of algorithm development where the work requires knowledge of how well cur-
rent systems can differentiate threats from non-threats and their realistic promise
in maturing into true. threat detection capability (as contrasted with anomaly detec-
tion).

The S&T has identified prospective research and development with the National
Laboratories. For example, how to optimally fuse technologies for passenger screen-
ing to obtain the best performance, measured by probability of detection of an ever
increasing list of plausible threats and lower false alarm rates.

An additional critically important effort in which the National Laboratories, espe-
cially LLNL, have been involved is the industry process to derive a consensus inter-
face standard, DICOS, based upon the medical interface standard, DICOM. This
interface standard will permit hardware and software development activities to be
independently pursued and then drawn together in a combination of best hardware
and best software for the superior performance required in all security applications
including passenger screening. While emphasis has been upon application of DICOS
to explosives detection systems checked baggage applications, the effort will be ex-
tended to passenger screening technologies in the future.

*DICOS: Digital Imaging and Communications for Security
*DICOM: Digital Imaging and Communications in Medicine

Q2. Mr. Buswell, although we are most focused today on passenger screening, I have
been particularly impressed with the briefings and demonstration of Los Alamos
National Laboratory’s MagViz technology, which uses ultra low-field magnetic
resonance imaging to identify liquids in carry-on bags. This is a proven tech-
nology that has already been demonstrated in a pilot. Your predecessor Under
Secretary Cohen saw the pilot demo at Albuquerque’s airport. Can you describe
what DHS’s plans are for the rapid implementation of this proven technology?
I ask this in particular in the context of your recent budget submission that
called for more than $700M to be spent on new types of metal detectors. It seems
to me this is reactive, old thinking. The new challenge today is not metal—it’s
liquids and other materials that we currently have a hard time detecting.

A2. While the Transportation Security Administration (TSA) is responsible for deci-
sions related to the fielding of technologies in the operational environment, the
Science and Technology (S&T) Directorate recognizes the need for new technologies
to address emerging challenges. Since 2006, TSA procedures have required pas-
sengers to put liquids or gels (e.g., certain toiletries and medicines) in containers
that are 3.4 ounces or smaller, and pack the containers into one quart-sized, clear
plastic, zip-top bag (3—-1-1 rule). The December 2008 demonstration of a prototype
at the Albuquerque Sunport Airport showed that MagViz could successfully distin-
guish between safe and hazardous materials, overcoming challenges that could af-
fect its sensitivity.

MagViz is still a research and development effort. Various technological hurdles
need to be overcome before MagViz can be fielded. These hurdles include reducing
the footprint, eliminating the use of liquid helium, and improving the scanning
speed. Recognizing the potential value of MagViz, and the demanding technical
challenges that remain, the Homeland Security Advanced Research Projects Agency
(HSARPA) added additional funding to the project in fiscal year 2010. We acceler-
ated our plan to demonstrate the capabilities of a new research prototype to handle
a larger TSA tub and a broader array of both non-hazardous and dangerous liquids
in July 2010. Responding to a formal requirement by TSA for bottled liquid scanner
(BLS) systems to screen 3—1-1 rule exemptions, S&T is also spinning-off MagViz
technology to develop a BLS prototype and expect to demonstrate it at Albuquerque
Sunport Airport in the fall of 2010. To facilitate the transition of this technology
to industry—which must qualify their screening systems through the Transportation
Security Laboratory—we are supporting a MagViz Commercialization Workshop
being hosted by Los Alamos National Laboratory in March 2010.
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Q3. Further, Mr. Buswell, on the point of detectors, all of the briefings I have had
from the scientists at Los Alamos indicate that what we need to be focused on
is the whole system. We need a systems-level approach to working this threat.
I think MagViz is part of that system because we all know that the traveling
public would like to go back to taking their bottled water and other liquids onto
a plane. So, MagViz is a good start. However, I think DHS and TSA need to
go further to really apply the labs to study the whole system of protecting the
traveling public. Let’s tap into their expertise, their supercomputing capabilities.
Can you walk me through what DHS’s plans are in this area to pursue with
the NNSA labs a systems-level approach?

A3. The Science and Technology (S&T) Directorate is performing systems analysis
in conjunction with the Transportation Security Administration (TSA) and Sandia,
Los Alamos, Lawrence Livermore, Oak Ridge, Idaho, Argonne, Pacific Northwest,
and Lawrence Berkeley National Laboratories in the Aviation Security Enhance-
ment Partnership. While supercomputing capabilities are well suited to modeling
complex nuclear physics problems, computational requirements for systems analysis
are modest. A systems perspective requires the fusion of complementary tech-
nologies that cover the limitations of any single technology and are practical in the
real operating circumstances presented where passenger screening occurs. We are
determining the optimal combination of technologies to accomplish these ends. The
National Laboratories are key partners in this work because they bring both knowl-
edge of the threats, particularly homemade explosive threats through their charac-
terization activities, and detailed knowledge of x-ray, millimeter wave, radar- and
terahertz technologies, which are candidates for sensor fusion. The S&T will con-
tinue to analyze the aviation checkpoint system in partnership with the National
Laboratories and others in order to best apply the capabilities of each.



65

ANSWERS TO POST-HEARING QUESTIONS

Responses by Dr. Penrose C. Albright, Principal Associate Director for Global Secu-
rity, Lawrence Livermore National Laboratory

Questions submitted by Chairman David Wu

Q1. DHS S&T uses the Capstone 1PT process to set the priorities for short and mid-
term research programs, but how are priorities set for long-term basic research
and research programs at University Centers of Excellence, DOE National Labs,
and NIST? How are these priorities coordinated?

Al. The thrust of this question, as I understand it, is to understand how does the
Department of Homeland Security Science & Technology Directorate (DHS/S&T) de-
velop priorities for long term R&D, and the creation of revolutionary new capabili-
ties. As implied by the question, the S&T Capstone IPT process is not well suited
for that purpose. IPTs are commonly used for executing projects, such as acquisition
programs (e.g., satellites, ships), where it is critical that the various organizations
responsible for part of the project’s execution (e.g., major subsystems, test & evalua-
tion, requirements, system trades) are working closely together, and where it is crit-
ical that a forum exist to allow disciplined vetting of major decisions. The aim of
such a traditional IPT approach is to deliver, in a cost effective manner as possible,
a defined capability. The needed capability is usually determined through a separate
process where either:

e A need articulated by an operational entity is turned over to the technical
community for solution, or

o (Importantly) the technical community’s vision for the “art of the possible”
creates new opportunities for the operators.

The former typically leads to evolutionary R&D and the latter to revolutionary ca-
pabilities. IPTs, again, are not generally useful for defining a project, but rather for
assisting in its execution.

The DHS/S&T Capstone IPT process is used entirely as a means for defining the
content of various portfolios of activity. A particular concern is the IPT process is
driven by requirements pull from the operators, rather than technology push in-
formed by the state of the art. This is a noteworthy concern given the general lack
of history (and culture) within the DHS operational components for technical inno-
vation. An additional issue is that members of the Capstone IPTs are usually senior
leaders within the operational agencies, not obviously attuned to the actual prob-
lems as seen in the field, and bound by prior decisions, and ways of doing business.
Finally, a portfolio of activities driven by the operational requirements articulated
by senior operational managers is almost certainly going to be evolutionary in na-
ture, less reliant on technical innovation, and short term in its deliverables. All of
this is exacerbated by DHS/S&T policy (at least as promulgated by the prior leader-
ship) for only funding those efforts that originate from the IPT process. Hence, al-
though the DHS/S&T IPT construct can in fact be useful for defining projects ad-
dressing clear gaps in capability generally with short term projects, it is hard to see
how, in a consistent manner, revolutionary new ideas, requiring greater innovation
and longer duration, can be systematically brought to bear in defense of the public.
It is worth noting that “operator pull” R&D has been the model used by the Military
Services with their laboratories for many years now, with consequent degradation
of that infrastructure; the consequent lack of sustained, high quality technical focus
on hard problems; and a heavy reliance on ad hoc private sector initiatives.

An alternative concept, successfully exercised in the early days of DHS/S&T, is
to deploy technical staff to the field, working with and observing the operators in
their daily missions, and seeing where technology can be deployed in an environ-
ment where real operational constraints are taken into account, as opposed to artifi-
cial constraints (e.g., “the way we have always done it”). Exposing in a sustained
manner technical staff to operations, and to homeland security as a discipline, is
far more likely to lead to innovative, game-changing projects than is attempting to
educate senior operations managers on science and technology. That sustained focus
on issues by technically trained people is a hallmark of the FFRDC concept, and
of the DOE National Labs, in particular, Of course, once a portfolio of such projects
has been assembled, the senior leadership of the operational agencies would convene
with their counterparts in DHS/S&T to adjust and approve the overall effort.

Aside from issues surrounding the suitability of the IPT process for generating in-
novative projects, analysis and prioritization of the generated needs within the
budgetary constraints of the Directorate has been in the past few years lacking.
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There is a natural desire to address all needs generated by the users, but there are
far more needs than the S&T annual budgets can support and the previous S&T
leadership did not provide adequate multi-year strategic planning to prioritize R&D
investments. There is no evidence that technology road mapping has been performed
to ensure appropriate time and resources are allocated to projects, driven by risk
and complexity as opposed to often ill-informed operator desires (regarding, e.g.,
schedule) expressed within the IPTs. The DOE National Labs have urged the use
of technical experts to help with prioritization and road mapping of solutions, and
that these roadmaps be used by Congress and the operating units to measure the
success and commitment of S&T to the IPT-generated needs.

Finally, there needs to be continued attention given to technology transition from
S&T to operational components—even though the IPT construct is dominated by op-
erator “pull”, that is no guarantee of an operator-funded procurement. Product mat-
uration mechanisms should be strengthened and concepts akin to advanced tech-
nology demonstrations programs used in the DOD might be considered for this pur-
pose.

The new DHS/S&T Undersecretary brings to the table a strong scientific back-
ground and an understanding of how science, technology, and engineering can be
developed and deployed to address mission issues. Her approach to the President’s
aviation security directive indicates a thoughtful recognition of the need to address
long term foundational issues, the need to deploy the DOE National Labs in a man-
ner that will provide the sustained attention the problem demands, while also ad-
dressing near term urgent needs. I look forward very much to working with her to
address the Nation’s security problems.

Balancing Near-Term and Long-Term S&T

The need for substantial near term, evolutionary research and development ap-
plied to the DHS mission is substantial; however the DOE National Labs have be-
come increasingly concerned that DHS has not given adequate attention to long
term research. Truly hard problems are not being attacked with sustained focus by
the best minds in the Nation. Instead, well-defined, short-term, low-risk projects are
being funded-as noted above, that is a natural consequence of the extant IPT proc-
ess. In this environment, creative breakthroughs will not be realized and hard prob-
lems are not likely to get addressed. Examples of the types of challenges that re-
quire sustained, high quality focus are real-time detection and assessment of extant,
advanced, and emerging biological threats; ability to non-intrusively detect nefarious
intent of people; real-time consequence analysis of large-scale natural disasters; and
the ability to detect and protect cyber networks at the National scale from attacks.

Even in those areas where the needs are clearly understood by the operators, the
balance between near term issues and longer term foundational needs is problem-
atic. For example, in aviation security, the analysis of emerging threats, vulner-
ability of air frames, and development of improved technical capabilities, while part
of the overall program, has been underfunded at the expense of supporting near
term operator needs (in this case, an imminent TSA acquisition); while the near
term issue is critical, the lack of funding for the foundational science reflects at
least a potential concern regarding the relative prioritization of short and long term
research. We strongly urge the establishment of a formal process aimed at the de-
velopment of long term research priorities and roadrnaps, informed by the expertise
resident in the relevant research communities, that drive the creation of programs
that are of the proper size and length to address long term issues, and to create
a foundational base for the homeland security mission.

The Centers of Excellence have historically set their priorities in the context of
the research interests of the members, and to a large degree by the priorities ex-
pressed in their original proposals. Clearly, a process aimed at the development of
long-term research priorities and roadmaps would, as a consequence, allow for the
allocation of research to the academic communities, as well as to other government
agencies and laboratories, as appropriate. Such a process does not exist to date.

Q2. In your testimony you mentioned the new DHS and DOE Aviation Security En-
hancement Partnership—What impediments is this partnership supposed to re-
move and how will our traveling constituents benefit from this agreement?

A2. The U.S. Government needs an enduring research and development program
that systematically addresses current and future threats to the aviation transpor-
tation system. DHS/S&T has been working in close collaboration with the TSA and
three of the DOE NNSA National Laboratories (Lawrence Livermore (LLNL), Los
Alamos (LANL), Sandia (SNL)) in an attempt to render a comprehensive under-
standing of the range of explosive threats that could be used to compromise an air-
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craft. The Aviation Security Enhancement Partnership (ASEP) has put in place a
governance structure to further enhance the DHS and DOE ability to advance tech-
nical solutions to key aviation security problems. Three working groups, co-chaired
by DHS and DOE National Laboratory personnel are tasked to recommend a strat-
egy and work plan to:

e Deliver key advanced aviation security technologies and knowledge.

e Conduct analyses to asses possible vulnerabilities and threats and support/in-
form technology requirements, policy, planning, decision-making activities.

e Review use of existing aviation security technologies and screening proce-
dures and the impact of new or improved technologies using a system anal-
ysis approach to illuminate gaps, opportunities, and cost effective invest-
ments.

This governance model is intended to be fully consistent and congruent with a
broader interagency national security science, technology and engineering strategic
governance model.

Q3. President Obama directed DHS and the National Labs to develop and deploy
the next generation of passenger screening technologies. How do you plan to co-
ordinate this effort with NIST given their expertise in sensors, biometrics, and
technical standards?

A3. As stated in my written testimony, the primary source of funding for Aviation
Security Programs at the DOE National Laboratories is DHS/S&T and TSA. In ad-
dition to our regular interactions with the DHS and TSA program managers and
routine peer reviews conducted at the DOE National Laboratories (by academic and
industry experts), the NEXESS program has also established a Blue Ribbon Panel,
chaired by TSA that includes members from DHS S&T, TSL, the private sector, and
academia. This panel provides assistance in evaluating and redefining the explo-
sives detection and certification standards for a range of automated screening sys-
tems.

The DOE National Laboratories support the DHS Explosive Standards Working
Group (ESWG), which is chaired by DHS/S&T, and includes broad membership
across the DHS Components, the NIST and other Federal agencies. LLNL and other
DOE National Laboratories are members of the National Electrical Manufacturers
Association (NEMA) team, which has been chartered by DHS to write a new stand-
ard for airport security called Digital Communication in Security (DICOS). The
standard will enable prevention, detection, and response to explosive attacks by
standardizing the screening of checked bags as well as other threat risk detection
attributes at airports and other security areas. While, the current focus is on x-ray
equipment, there are plans for future work in whole body imaging technologies.

Over the last 10 years, the DOE National Laboratories have broadly engaged the
scientific community in aviation security-including NIST. Scientists at LLNL,
LANL, and SNL have participated in numerous National Academy studies and co-
authored several reports, including a report entitled, “Airline Passenger Screening,
New Technologies and Implementation Issues”.

Questions submitted by Representative Ben R. Lujan

Q1. Dr. Albright, can you describe for the Committee what NEXESS is and what
role each of the labs play? I want to be clear for the committee that this exciting
initiative, which has been underfunded in the past, provides an already existing
framework and strong expertise to address this problem of securing the flying
public. And, this is an initiative that involves the close collaboration of all three
NNSA labs—Los Alamos, Livermore and Sandia.

Al. The NEXESS Center was established by DHS Science & Technology in 2006 to
build new and to support existing engineering and science-based methods for explo-
sives countermeasures. The NEXESS Center is a cooperative tri-lab program,
leveraging the explosives, systems analysis, and structural modeling expertise at
LLNL, LANL, and Sandia. The NEXESS Center includes 4 elements: Intelligence
Assessments, Explosive Engineering Science & Technology, Explosive Detection
Science & Technology, and Advanced Concepts.

The goal of NEXESS is to improve our nation’s ability to anticipate, and deter/
defeat threats from energetic materials. To date, emphasis has been on performance
characterization of homemade explosives [HME] and understanding vulnerability of
aircraft to HME threats through the application of NNSA structural and blast mod-
els. The studies and information produced by the NEXESS Center informs DHS
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aviation security decisions. NEXESS is currently funded at approximately $10M/
year. As you note in your question, up to this point the analysis of emerging threats,
vulnerability of air frames, and development of improved technical capabilities,
while part of the overall program, has been underfunded at the expense of sup-
porting near term operator needs (most recently, an imminent TSA acquisition of
new checked baggage systems); while the near term issue is critical, the lack of
funding for the foundational science reflects at least a potential issue regarding the
relative prioritization of short and long term research. It is hoped that the recent
emphasis placed on aviation security by the President and the senior leadership of
DHS and DOE will address the funding issue, and allow the needed foundational
research to occur while also accommodating the near term priorities.

The Aviation Security Enhancement Partnership recognizes the contributions of
the NNSA Labs. Each of the three working groups are co-chaired by an NNSA Lab-
oratory:

e Systems Analysis—Sandia National Laboratory
e Aircraft Vulnerability Assessment—Lawrence Livermore National Laboratory

e Emerging Technologies—Los Alamos National Laboratory & Pacific North-
west National Laboratory

Q2. Dr. Albright, I have seen the modeling and simulation capabilities at Los Ala-
mos and I was wondering, with the three NNSA Labs being world leaders in
supercomputers and visualization how do you see those capabilities applied to
aviation security?

A2. The National Explosives Engineering Sciences Security (NEXESS) Center, has

capitalized on the FFRDC model, utilizing the expertise of the DOE National Lab-

oratories to develop and implement cutting-edge engineering and science-based
methods aimed at reducing the risks to aviation. The NEXESS Center has provided
an important science base for aviation security, including:

e Evaluation and characterization of explosive formulations including, emerging
(e.g. homemade) explosive threats, the determination of detonability, methods
of initiation, detonation velocity, and impulse energy;

e Assessment of the catastrophic damage threshold for aircraft as a function of
explosive amount, location, and flight conditions (initial work has been fo-
cused on a specific narrow body airframe) using a combination of highly so-
phisticated computer modeling in concert with small and large scale experi-
ments;

¢ Rapid assessment of the technical performance of emerging detection systems
and their application to aviation checkpoint security; including one particular
example that involved working with L3 to determine the utility of active mil-
limeter wave technology for the detection of concealed liquid explosives on a
person.

Reducing aircraft vulnerability to explosives will require using the best available
advanced computer simulations to model the damage caused to an aircraft by an
on-board explosion from a wide range of conventional and homemade explosives.
The goal is to provide as parsimonious a set of models as is possible to meet the
government’s needs for accuracy and error bounds. Model improvement and valida-
tion will include conducting physical experiments, as well as computational exer-
cises, to ensure the accuracy, stability, and precision of these computer models; ex-
pansion of the types of aircraft for which these models can be applied, including new
composite-based structures; and uncertainty quantification. A further goal is to de-
velop fast running models for use in large-scale assessments and rapid turnaround
estimates of aircraft vulnerability.

As you point out, the DOE National Laboratories are uniquely positioned to apply
the best computing and visualization capabilities on the planet to this problem. It
is also important to note that it is not just the computing hardware—the National
Laboratories bring world-class multidisciplinary teams of scientists, engineers, com-
puter scientists, operations analysts, and mathematicians together in the same room
to bring innovative and creative approaches to these problems, leveraging the hard-
ware and the significant software investments in, e.g., structural analysis and vis-
ualization. You can only find this at the DOE National Laboratories.
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ANSWERS TO POST-HEARING QUESTIONS

Responses by Dr. Bert Coursey, Program Manager, Coordinated National Security
Standards Program, National Institute of Standards And Technology

Questions submitted by Chairman David Wu

Q1. DHS S&T uses the Capstone IPT process to set priorities for short and mid-term
research programs, but how are priorities set for long term basic research and
research programs at University Centers of Excellence, DOE National Labs and
NIST? How are these priorities coordinated?

Al. The National Institute of Standards and Technology (NIST) sets priorities for
investments in long-term research programs in measurements and standards to sup-
port explosives countermeasures in consideration of White House level planning, in-
vestments from other Federal agencies and synergy of the programs with other
NIST laboratory directions. White House level planning includes the National
Science & Technology Council (NSTC) report Research Challenges in Combating
Terrorist Use of Explosives in the United States (December 2008), as well as Home-
land Security Presidential Directive 19 (HSPD-19), February 2007. NIST also has
long-term research projects funded by the DHS S&T in the areas of trace particle
behavior and transport, and frequency comb spectroscopy. This science will inform
the next generation of trace explosives detectors. Finally, NIST looks at the synergy
of other agency investments in understanding particle behavior and in limits of ex-
plosives detection with related NIST investments in fundamental measurements
and standards for diagnostic health care, pharmaceuticals and environmental meas-
urements. NIST priorities for long-term research are coordinated with DHS S&T
and the interagency Technical Support Working Group (TSWG).

NOTE: This response is for NIST only, not DOE, DHS or Universities.
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ANSWERS TO POST-HEARING QUESTIONS
Responses by Dr. Sandra L. Hyland, Senior Principal Engineer, BAE Systems

Questions submitted by Chairman David Wu

Q1. DHS S&T uses the Capstone IPT process to set the priorities for short and mid-
term research programs, but how are priorities set for long-term basic research
and research programs at University Centers of Excellence, DOE National Labs,
and NIST? How are these priorities coordinated?

Answer to question about funding priorities

Al. T have no expertise in the area of determining basic research priorities and co-
ordination and prefer not to speculate in this area. There are some groups within
the National Academies, such as the Laboratory Assessment Board or the Standing
Committee for Technology Insight-Gauge, Evaluate & Review (which is specifically
focused on the intelligence community’s needs), that could be a good resource for
comparing the various approaches to research and development funding.

Follow up to discussion during the hearing

In the 1996 report, the NRC committee specifically recommended against polling
the travelling public about potential screening technologies without being very spe-
cific about the potential implementation within the security system. For example,
asking travelers if they object to the invasion of privacy posed by the full-body scan-
ners is unlikely to produce information that would be useful to predict the actual
response to these systems being implemented in the airport. Gathering information
about future travelling behavior is more likely to be productive if very specific sce-
narios are posed, and if those being polled are chosen to represent a wide variety
of users including passengers, operators, airport managers, airport security per-
sonnel, etc. Sociologists and others whose expertise is predicting how people will be-
have in given situations should be involved in how to present the information, what
questions are likely to produce actual predictive responses, and how much detail is
needed to describe a specific implementation scenario. Test beds inserted into actual
stream-of-commerce passenger flow, such as the one set up at Gatwick Airport, will
be invaluable in getting accurate and predictive feedback on specific implementation
of new screening technology.



		Superintendent of Documents
	2023-02-09T14:31:54-0500
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




