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CURRENT AND PROJECTED NATIONAL
SECURITY THREATS TO THE UNITED STATES

TUESDAY, FEBRUARY 2, 2010

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The Committee met, pursuant to notice, at 2:33 p.m., in Room
SH-216, Hart Senate Office Building, the Honorable Dianne Fein-
stein (Chairman of the Committee) presiding.

Committee Members Present: Senators Feinstein, Rockefeller,
Wyd}eln, Mikulski, Feingold, Whitehouse, Bond, Hatch, Snowe and
Risch.

OPENING STATEMENT OF HON. DIANNE FEINSTEIN,
CHAIRMAN, A U.S. SENATOR FROM CALIFORNIA

Chairman FEINSTEIN. The hearing will come to order. The com-
mittee meets today in open session to receive the coordinated ana-
lytic assessment of the intelligence community of the threats facing
the United States.

We welcome our witnesses, Admiral Dennis Blair, the Director of
National Intelligence, who will provide a summary of the written
statement he has submitted on behalf of the intelligence commu-
nity; the Director of the Central Intelligence Agency, Leon Panetta;
the Director of the Federal Bureau of Investigation, Bob Mueller;
the Director of the Defense Intelligence Agency, Lieutenant Gen-
eral Ron Burgess; and the Acting Assistant Secretary of State for
Intelligence and Research, Ambassador John Dinger.

This hearing presents an annual opportunity to focus on the
threats our nation faces, and it provides a rare forum for the public
to receive strategic intelligence analysis. I think that right now the
top threat on everyone’s mind is the heightened terrorism threat,
especially against our own homeland. The committee has held
hearings in the past two weeks to review the Christmas Day at-
tempted attack by Umar Farouk Abdulmutallab and the Fort Hood
shootings by United States Army Major Nidal Hassan. We have
also reviewed the attack on CIA’s Khowst base in eastern Afghani-
stan on December 30th, the most deadly attack against CIA per-
sonnel in decades.

These three events are reminders of the ongoing threat the na-
tion faces from within and without and the challenges and dangers
with which the intelligence community must deal on a daily basis.
We've been briefed on the continuing terrorist threat, and I want
to thank Director Mueller for our discussion yesterday. I received
a lengthy follow-up briefing on the status of ongoing terrorism in-
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vestigations and intelligence we’ve received as part of those inves-
tigations.

I know this is a very sensitive matter and will ask if members
who have questions relating to counterterrorism operations will
hold them until we can go to a classified session at the end. The
written testimony submitted to us today provides an important re-
minder stating that—and I quote—“the recent successful and at-
tempted attacks represent an evolving threat in which it is even
more difficult to identify and track small numbers of terrorists, re-
cently recruited and trained, and short-term plots than to find and
follow terrorist cells engaged in plots that have been going on for
years.”

Our committee stands ready and willing to provide the tools, gen-
tlemen, you need to make sure our counterterrorism efforts are the
very best they can be. Despite the Christmas Day and Fort Hood
intelligence shortcomings, the intelligence community has thwarted
numerous terrorist plots and apprehended several suspects in
2009. And I’d like to tick a few off: al-Qa’ida operative Najibullah
Zazi, living outside Denver, was identified through good intel-
ligence work as having trained in Pakistan and conspiring with
others to detonate a bomb in the United States. Two of Zazi’s asso-
ciates were arraigned in January, and his father also has been
charged.

Secondly, Chicago-based David Headley was identified for his in-
volvement in the Lashkar-e-Taiba attacks on Mumbai in 2008 and
for his connection to a plot to bomb a Danish newspaper. Three,
14 people were charged in Minnesota this year for recruiting So-
mali-American youth to travel to Somalia, train and fight alongside
terrorist groups. In October, Tarek Mehanna was arrested in Bos-
ton and charged with plotting to attack shopping malls and seeking
out terrorist training.

In September, Hosam Maher Husein Smadi was arrested for
plotting to bomb a Dallas skyscraper. And earlier in the year, Dan-
iel Boyd was identified as having traveled to terrorist training
camps and plotting an attack on U.S. military personnel at the
Quantico Marine Base. He was charged, along with six others, on
charges that include conspiring to provide material support to ter-
rorists. So clearly, there have been both counterterrorism successes
and a few failures. Also clear is that the threat to the homeland
is high and that terrorist groups have identified ways of getting op-
erators and facilitators into the country without raising suspicion.

Let me shift from terrorism to the topic that DNI Blair high-
lights in his written testimony, the threat to our government, pub-
lic and private sector from cyber espionage, crime and attack. Di-
rector, your description of the problem is very blunt, and I believe
it to be accurate. The need to develop an overall cyber security
strategy is very clear. This committee has carefully examined cyber
security through five hearings in the past year, carefully reviewed
various cyber attacks and penetrations from foreign actors and ap-
pointed a cyber task force of three members—Senators Whitehouse,
Mikulski and Snowe—to conduct a six-month analysis of our gov-
ernment’s current plans. The task force will be reporting to the full
committee shortly.
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It is my belief—and I think the belief of others—that certain na-
tions represent serious cyber attack potential to our country. And
I believe that robust diplomatic efforts should be made, with the
goal of effecting international agreements among key actors regard-
ing cyber security. The time has come to look at the value of a
cyber treaty with built-in mutual assurances of behavior. It is note-
worthy and commendable that the State Department has, for the
first time, demarched another country for its cyber activity.

It is also worth noting that this country has stated its willing-
ness to cooperate internationally on these matters. There are far
more developments around the world that threaten the national se-
curity interests of the United States. The past year saw a Taliban
surge in Afghanistan that led to the President’s decision to shift
strategy and increase troop levels. Pakistan continues to be an un-
even partner in our counterterrorism and counterinsurgency ef-
forts. Somalia and Yemen are failed and failing states that require
enormous attention.

These and many other threats are outlined in the DNT’s testi-
mony. So now, let me turn to the Vice Chairman, with whom I
have had the pleasure of working this year. And I thank him very
much for his cooperation on all matters. Mr. Vice Chairman.

OPENING STATEMENT OF HON. CHRISTOPHER S. BOND, VICE
CHAIRMAN, A U.S. SENATOR FROM MISSOURI

Vice Chairman BOND. Madam Chair, let me welcome our wit-
nesses and thank you for the very open and generous way that you
and your staff have worked with the minority. We believe that this
is the way we can achieve what we’re supposed to achieve—bipar-
tisan, nonpartisan oversight of the critically important intelligence
community.

This hearing today comes at a time where the importance of the
national security threats are currently highlighted by recent
events.

From the terror plots disrupted this fall by the FBI to the deadly
attacks at Fort Hood and the Little Rock recruiting station to the
failed attack on Christmas Day, we have seen an alarming number
of terrorist threats, in particular within and against the homeland,
and they’re being carried out.

As members and witnesses are aware, this will be my last an-
nual worldwide threat hearing, as I intend to depart from the Sen-
ate upon the completion of the 111th Congress. No applause please.
Ironically, I believe we find ourselves, today, in the same place we
were in when I first joined the committee years ago—analyzing de-
ficiencies within the intelligence community to make recommenda-
tions for changes that will help us better prevent plots and connect
the dots.

So as we embark on our final year together, I offer these
thoughts for the path forward over the next year and into the fu-
ture. First, our priority as congressional oversight committee mem-
bers and your constant challenge as the leaders of the IC is to focus
on threats to the homeland and to our interests overseas. Al-
Qa’ida, its affiliates and other terrorist organizations today have a
global reach. In Pakistan, Afghanistan, Algeria, Yemen, the Horn
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of Africa and elsewhere, terrorist operators train and prepare for
attacks against us and our allies.

Our focus must be on these entities wherever they operate. This
is a global conflict, and yes, it is a war—a war of terror these radi-
cals have declared on America and the West. The intelligence com-
munity must lean forward in this war, and we on congressional
oversight committees must back you up. When we ask you, behind
closed doors, to be aggressive, and we do that quite freely, it is our
responsibility to stand behind you when the doors are open and to
support your actions when they are under the spotlight. And I
pledge we will try to continue to do so.

At the same time, our committee will hold the IC accountable,
and the IC must hold itself accountable, because the threats we are
dealing with are far too dangerous to tolerate any kind of sloppy
work or careless mistakes. As the saying goes, the terrorists only
have to get it right once to be successful; you and we have to get
it right all of the time. We must use all avenues available for ob-
taining the crucial information we need to protect our people, and
that includes a full and humane interrogation of captured suspects
prior to or without Miranda rights. And I emphasize enemy com-
batants must be questioned to the fullest by the intelligence com-
munity before—if they are Mirandized, before they are Mirandized
and given an attorney.

Treating terrorists like common criminals can cost us lifesaving
intelligence. While I have no doubt that the FBI obtained useful in-
formation from the Christmas bomber, we just don’t know how
many timely leads have been lost as a result of his refusal to co-
operate after he was Mirandized. This approach gave his terrorist
colleagues time to cover their tracks while Americans remained at
risk. Any FBI interrogator or other interrogator will tell you that
50 minutes is not long enough to build rapport and get all needed
intelligence.

And any interrogator will tell you that you study up on your sub-
ject and read everything in the file first before you're ready to go
in for a full and productive interrogation. That takes time and that
time must be devoted to the preparation prior to effective ques-
tioning. We must plan ahead for how we can bring intelligence to
bear in interrogation, whether at home or abroad. Timely action de-
mands timely intelligence, and we must ensure that all intelligence
tools are used when we find ourselves in a similar circumstance
again.

I am frankly appalled—I am appalled—that one year after the
President ended the previous administration’s interrogation pro-
gram, that there was nothing in place, nothing in place to handle
the sort of situation presented by the Christmas Day bomber. I
submit to our witnesses today that we cannot afford to make that
same mistake again. I presume that the high-value interrogation
group that is still coming online will solve a number of these prob-
lems. And rest assured that this committee will be following this
closely to ensure that it does.

Similarly, we cannot let campaign promises blindly guide deci-
sions, no matter what the consequences to our society. The ideal of
closing the Guantanamo Bay detention facility cannot become more
important than protecting our American citizens from the terrorists
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imprisoned there. And we cannot put Americans at risk by letting
detainee after detainee rejoin the fight. That was a mistake made
in a prior administration. That mistake must not continue to be re-
peated today.

The top two al-Qa’ida operatives in Yemen today, just as one ex-
ample, are both Gitmo graduates that have returned to the fight,
despite the fact they were supposedly in a rehab program. We also
must not let our desire to showcase American justice outweigh the
requirement to protect our citizens. Terror show trials in New York
or anywhere else are clearly not the most expedient way to try the
9/11 suspects. It has taken a while for some to wake up to this re-
ality, but I believe Mayor Bloomberg’s evolution on this topic and
his comments from this past week are telling.

Some in the administration have said they want to try them,
now, in a rural area. Well, 'm from a rural area, and speaking
from a rural state, I can tell you that we want nothing to do with
those trials in our state. Aside from the security concerns and
costs, domestic terror trials have exposed sensitive classified infor-
mation in the past and have given intelligence to al-Qa’ida. The ex-
amples are well known; I need not recount them there.

Former judge, former Attorney General Mike Mukasey has spo-
ken eloquently about that. There are some who've tried to con-
tradict him, but they have proven no contradiction. It is an unac-
ceptable risk, essentially, since this Congress has passed and the
court has upheld the military commission process, which ensures
that even a foreign terrorist/enemy combatant can get a fair trial.

Now, turning to Afghanistan, we must win there; we cannot af-
ford to fail. The addition of 30,000 troops to implement General
McChrystal’s counterinsurgency strategy was a positive step. Em-
ploying smart power as a whole-of-government approach is the best
way to eliminate al-Qa’ida and the Taliban insurgency in Pakistan.
But the intelligence community must rally around General
McChrystal’s COIN strategy and continue to shift from a CT-only
focus to both a CT—or counterterrorist—and counterinsurgency ap-
proach.

There are other threats that are serious, and terrorism and the
wars in Afghanistan and Iraq are by no means the only threats fac-
ing our community. For more than a decade, the intelligence com-
munity has debated Iran’s nuclear intent and all the while Iran
has progressed closer and closer to a nuclear weapons capability.
Today, Iran seems to be capable of producing highly enriched ura-
nium. And that, gentlemen, is the long pole in the tent of a nuclear
weapons program.

And we are left waiting for a nation that provides support, train-
ing and weapons to our enemies in Iraq and Afghanistan, along
with their allies like Hezbollah, Hamas and the Palestinian Islamic
Jihad, to come to the bargaining table. While Iran’s intent may
change over time and I'm hopeful that the people of Iran will be
successful in pressuring their government for change, I, for one, do
not believe it is in any nation’s interest—United States or other na-
tions in the world—for Iran to possess a nuclear weapons capa-
bility. I trust that our witnesses will address the threat from Iran
and other nation states today.
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Turning now to how we spend the money in the IC to combat the
threats we face, I believe we must be good stewards of taxpayer re-
sources. Unless we start moving in the right direction with our big-
dollar overhead purchases, we'll continue to waste billions of dol-
lars on one-trick ponies, some of which never, ever come to fruition.
Those of you in the community know the examples of large and ul-
timately unsustainable programs that have followed this path.

Now, the NRO Director told Madam Chair and me last week that
he agreed with our committee’s approach to a cheaper, more
versatile acquisition that this committee has recommended for
years, and he was moving forward to execute the program. That
means we were very surprised, yesterday, in the President’s budget
that this option is not even funded. I believe that’s a mistake our
committee will be closely following and hope we will be able to cor-
rect that through the legislative process.

Finally, Director Blair, I was encouraged, as was the Chair, to
see that in your written opening statement, you spent the first two
and a half pages discussing cyber threats. Recent cyber attacks
against Google underscore the importance of sound cyber policies
and initiatives. And we know that the intelligence community rec-
ognizes this threat as real and of highest importance and goes well
beyond what we are discussing publicly.

Yet, to my chagrin, the administration’s solution has been to cre-
ate another position, I am afraid, as a figurehead—a cyber czar—
with less than a half-dozen staff. In a few years, I believe we could
lament the fact that more was not done now to confront this chal-
lenge when we had the chance. As Senator Feinstein, the Chair
said, Senators Whitehouse, Snowe and Mikulski comprise a cyber
working group on our committee and should have much to say on
this cyber topic. I believe all on the committee agree that it’s very
real, very serious and the administration needs to treat it as such.

In conclusion, the greatest danger comes from the unknown—the
threat not yet on the radar. Further threats are unlikely to be re-
peat performances, so we must create new methods and tradecraft
to recognize terror threats we haven’t seen before.

Unfortunately, the process of intelligence community reform, leg-
islatively, is not complete. Congress gave the DNI a load of respon-
sibility without the requisite authority. The squabble between the
DNI and the CIA Director, which unfortunately surfaced earlier
this year, over who will serve as the DNI representatives over this
past year, is just another disappointing example to me that we
don’t have the right balance and clear rules of the road for the IC.
We must get the balance right if you are expected, Mr. Director,
to meet the challenges ahead.

Congress still has work to do in reforming itself in this regard.
I pushed a proposal for 7 years—one that 14 members of this com-
mittee signed on to a few years ago—that would provide better co-
ordination between the authorization and appropriations process
for intelligence in the Senate by creating an intelligence sub-
committee on the Appropriations Committee. The 9/11 Commission
and others have said we have to bring the authorization and appro-
priations together. Unfortunately, there are some who still strongly
oppose making these necessary changes within the Congress to
serve our intelligence community better. I would hope to see
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progress on that. 'm not holding my breath, but it still needs to
be done.

Additionally, I would mention that the Project on National Secu-
rity Reform, led by Jim Locher, has made excellent and prescient
recommendations concerning long-needed national security reform
within the U.S. government. Leaders in the current administration,
like National Security Advisor Jim dJones, Deputy Secretary of
State James Steinberg, Ambassador to the United Nations Susan
Rice, among others, all sat on the guiding coalition of that project
before assuming positions in this administration. And yet, the ad-
ministration subsequently moved to strip all funding for the project
and has not shown any interest, yet, in making the necessary
changes the project rightly recommended. I hope they’re listening
today, because we need some leadership to make sure that we are
better equipped to face the challenges of tomorrow.

As we remember the sacrifices made by the men and women
fighting these threats on the front lines every day, including those
who so tragically paid the ultimate price recently in Khowst, our
primary concern must be to prevent attacks on the United States
and to ensure the safety of the American people, as well as our
friends and interests abroad. Today’s hearing will give us a good
idea how we can measure up. And I thank you, Madam Chair, and
look forward to hearing the testimony of our witnesses.

Chairman FEINSTEIN. Thank you very much, Mr. Vice Chairman.

Here’s how we will proceed, gentlemen: Director Blair, if you will
begin, representing the entire intelligence community, we will then
go to Mr. Panetta, Mr. Mueller, General Burgess and Mr. Dinger
for five minutes or so each. And then each one of us will proceed
with questions. So Director Blair, we’d be delighted to hear from
you.

STATEMENT OF ADMIRAL DENNIS BLAIR, USN (RET.),
DIRECTOR OF NATIONAL INTELLIGENCE

Director BLAIR. I thank you, Madam Chairman, Vice Chairman
Bond, members of the committee. In providing you with this intel-
ligence community annual threat assessment, I'm proud to rep-
resent the thousands of patriotic, highly skilled, brave professionals
of the world’s finest intelligence team, and we’re especially con-
scious of this as we mourn the recent loss of seven of our officers
and care for a dozen others who've been wounded in recent months.

All intelligence agencies participated in preparing my statement
for the record, and I'm pleased to be accompanied by my colleagues
here this afternoon.

Every day, as we know, information technology brings gadgets
and services that make our lives better and more efficient. How-
ever, malicious cyber activity is growing at an unprecedented rate,
assuming extraordinary scale and sophistication. In the dynamic of
cyberspace, the technology balance right now favors malicious ac-
tors rather than legal actors, and it’s likely to continue that way
for quite some time. In addition, the growing role of international
companies supplying software and hardware for private networks—
even for sensitive U.S. government networks—increases the poten-
tial for subversion and mischief.
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The recent intrusions reported by Google are yet another wake-
up call to those who have not taken this problem seriously. Cyber
crime is on the rise. Global cyber bank and credit card fraud has
serious implications for economic and financial systems. Attacks
against networks controlling critical infrastructure, transportation,
financial networks, and energy could create havoc. Just the facts
of the matter are that cyber defenders have to spend more, have
to work harder than cyber attackers, and American efforts are not
strong enough in this regard right now. The United States govern-
ment and the private sector, who are interlinked inextricably in
this space, have to ensure that adequate cyber defenses are in
place.

Let me turn to the global economy, where the trends are more
positive. It was a year ago that I sat here and warned of the dan-
gers of a global depression. But an unprecedented policy response
by governments and central banks around the world laid a founda-
tion for global recovery that most forecasters expect will continue
through 2010, although high unemployment and pockets of dif-
ficulty will still persist. Not all countries have emerged from the
slump, and several of them are important to the United States.

Pakistan and the Ukraine are still struggling to put their eco-
nomic houses in order. Our allies are trying to insulate spending
on Afghanistan, where many of them are helping us, from budget
cuts.

China is emerging with enhanced clout. Its economy will grow
from being a third of the size of that of the U.S. to roughly half
by 2015, an earlier date than we had previously projected. This is
assuming it maintains the rapid growth, which it appears to have
the ingredients to do.

Last year, Beijing contributed to the G-20’s pledge to increase
IMF resources. It deployed naval forces to international anti-piracy
operations in the Gulf of Aden. It supported a new U.N. Security
Council sanction resolution against North Korea. However, Beijing
still believes that the United States seeks to contain it, seeks to
transform it, and it reinforces Chinese concerns about internal sta-
bility and about perceived challenges to their sovereignty claims.

China continues to increase its defense spending. Preparation for
a Taiwan conflict involving a U.S. intervention continues to domi-
nate their modernization and contingency plans. And China also
increasingly worries about how to protect its global interests.

Turning to violent extremism, as you mentioned, Madam Chair-
man, we've been warning in the past several years about al-Qa’ida
itself, al-Qa’ida-associated groups and al-Qa’ida-inspired terrorists
striking the United States. And we’ve seen the reality of all three
of those characteristics of al-Qa’ida in the examples that you cited
in your opening statement—Najibullah Zazi, Umar Farouk
Abdulmutallab and Major Nidal Hasan.

But the violent extremist threat, al-Qa’ida at center, is evolving.
We have made the complex, multiple-team attacks very difficult for
al-Qa’ida to pull off. As we saw with the recent successful and at-
tempted terrorist attacks however, identifying individual terrorists,
small groups with short histories using simple attack methods, is
a new degree of difficulty. We did not identify Mr. Abdulmutallab
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before he boarded Northwest Flight 253 on Christmas Day. We
should have and we are working to improve so that we can.

On a positive note, however, only a decreasing minority of Mus-
lims support violent extremism, according to numerous polls within
the Muslim community. But even with a decreasing and smaller
amount, al-Qa’ida’s radical ideology still seems to appeal strongly
to some disaffected young Muslims, a pool of potential suicide
bombers and other fighters. And this pool unfortunately includes
Americans. Although we don’t have the high-level, home-grown
threat that faces European countries right now, we have to worry
about the appeal that figures like Anwar al-Aulaqi exert on young
American Muslims.

However much we improve our intelligence—and we intend to
improve it even more than it is, however—we cannot count on it
to catch every threat. So intensified counterterrorism efforts in the
Afghan- Pakistan theater as well as around the world in places like
Yemen, Somalia and elsewhere will be critical to further dimin-
ishing the threat.

We have to continue to work with allies and partners in this
campaign, enhance law enforcement, security measures, immigra-
tion and visa controls, aviation and border security; all of these are
important for a multi-layered, dynamic defense that can disrupt
terrorist plans.

Let me turn to the outlook in Afghanistan and Pakistan. Since
January of 2007, the Taliban has increased its influence and ex-
panded the insurgency while holding onto its Pashtun belt thresh-
olds. The challenges that we face are clear.

Number one: reversing the Taliban’s momentum while we rein-
force security elsewhere. Second: improving Afghan security forces,
governance and economic capability so that security gains will en-
dure and that responsibility can be transferred to the Afghanis
themselves.

Early successes in places like Helmand, where Marines have
been deployed for several months, where aggressive counter-drug
and economic programs are in place, and where local governance
is competent, show that we can make solid progress even when the
threat is high.

The safe haven that Afghanistan insurgents have in Pakistan is
the group’s most important outside support. Disrupting that safe
haven won’t be sufficient by itself to defeat the insurgency but dis-
rupting insurgent presence in Afghanistan is a necessary condition
for making substantial progress.

The increase in terrorist attacks in that country has made the
Pakistani public more concerned about the threat from Islamic ex-
tremists, including al-Qa’ida. Pakistanis continue to support mili-
tary action against insurgents. Islamabad has demonstrated deter-
mination and persistence in combating militants that it perceives
are dangerous to Pakistan’s interests. But it also has continued to
provide some support to other Pakistan-based groups that operate
in Afghanistan.

U.S. and coalition success against the insurgency in Afghanistan
could provide new, long-term incentives for Pakistan to take steps
against Afghan-focused militants. Increased Pakistani cooperation
is more likely if Pakistan is persuaded that the United States is
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committed to stabilizing Afghanistan and will ultimately have suc-
cess.

Finally, turning to Iran, the available intelligence continues to
indicate that Tehran is keeping open the option to develop nuclear
weapons. This is being done in part by developing various nuclear
capabilities that bring it closer to the ability to produce weapons.

One of the key capabilities Iran continues to develop is its ura-
nium enrichment program. Published information from the Inter-
national Atomic Energy Agency, the IAEA, indicates that Iran has
significantly expanded the number of centrifuges installed in its fa-
cility in Natanz. But it has had problems operating its centrifuges,
which constrain its production of low-enriched uranium.

The United States and other countries announced last September
that Iran for years has been building in secret a second enrichment
facility near Qom. Overall, we continue to assess that Iran has the
scientific, the technical and the industrial capacity to produce
enough highly-enriched uranium for a weapon in the next few
years, if it chooses to do so, and ultimately, to produce nuclear
weapons. The central issue is a political decision to do so. Iran also
continues to improve its ballistic missile force, which enhances its
power projection and provides Tehran a means of delivering a pos-
sible nuclear payload.

We do not know if Iran will eventually decide to build nuclear
weapons. And we continue to judge that Iran takes a cost-benefit
approach in its nuclear decisionmaking. We judge that this offers
the international community opportunities to influence Tehran’s
decisionmaking.

The Iranian regime meanwhile has found itself in a weaker in-
ternal position—internal political situation—following last June’s
disputed Presidential election and the crackdown on protestors. Re-
acting to stronger-than-expected opposition and the regime’s nar-
rowing base of support, supreme leader Khamenei, President
Ahmadinejad and their hard-line allies appear determined to retain
the upper hand by force. They are moving Iran in a more authori-
tarian direction to consolidate their power. However, they have not
been successful so far in suppressing the opposition.

Madam Chairman, this is the top layer of threats and opportuni-
ties. Other areas demand our continued attention and focus. They
include security in Iraq, on the Korean Peninsula, weapons of mass
destruction-proliferation, and challenges right here in the Western
hemisphere, especially working with Mexico in its efforts against
the drug cartels. But I'm also prepared with my colleagues to dis-
cuss important transnational issues like global health.

Really, it’s the very complexity of the issues and multiplicity of
actors—state, nonstate—that increasingly constitute one of our big-
gest challenges. The intelligence community is meeting these chal-
lenges every day both to policymakers and to units in the field,
both civil and military.

In my year on the job, I've been enormously impressed by the
abilities, dedication and the results of the 100,000 military and ci-
vilian intelligence professionals I have the honor to lead.

Thank you, Madam Chairman. We'll be glad to answer questions
after my colleagues have a chance to make statements.
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Chairman FEINSTEIN. Thank you very much, Director Blair. Mr.
Panetta.

STATEMENT OF THE HONORABLE LEON PANETTA, DIRECTOR,
CENTRAL INTELLIGENCE AGENCY

Director PANETTA. Thank you, Madam Chairwoman, Mr. Vice
Chairman and members of the committee. Thank you for this op-
portunity to be able to share our thoughts with regards to the
threats, both current and future, that face this country.

I think the Director has presented a summary of some of the key
threats that we confront. Of those, I would share with you that my
greatest concern and what keeps me awake at night is that al-
Qa’ida and its terrorist allies and affiliates could very well attack
the United States in our homeland. That’s the primary reason the
President provided the mission that we follow, which is the mission
to disrupt, dismantle and defeat al-Qa’ida and its allies.

Having said that, the biggest threat I see is not so much that we
face another attack similar to 9/11. I think the greater threat is
that al- Qa’ida is adapting their methods in ways that oftentimes
make it difficult to detect. We have done a very effective job at dis-
rupting their operations in the FATA. And I think intelligence con-
firms that they are finding it difficult to be able to engage in the
planning and the command-and-control operations to put together
a large attack.

What’s happening instead is that they are moving to other safe
havens and to other regional nodes in places like Yemen and Soma-
lia, the Maghreb and others. And what’s happening is that they are
pursuing an effort to try to strike at the United States in three
ways.

One is that they deploy—they have deployed—individuals to this
country. We've had a series of arrests. I think the Nazi arrest, the
Headley arrest, are indicative of those that have been deployed
here and continue to stay in touch with al-Qa’ida. Secondly, it’s the
concern about the terrorist who has “clean credentials,” that
doesn’t have a history of terrorism that has come to our attention.
Abdulmutallab obviously was someone that was out there. He had
a visa and, as a result, they decided to make use of somebody like
that within a very short period of time that he arrived. I think
they’re going to be looking for other opportunities like that. And
thirdly, there is the loner—the individual like Hasan who, out of
self-radicalization, decides that the moment has come to engage in
an attack by himself.

So it’s the lone-wolf strategy that I think we have to pay atten-
tion to as a threat to this country. We are being aggressive at going
after this threat. We've expanded our human intelligence. We are
engaging with our liaison partners in other countries to try to track
these kinds of threats. We obviously are checking and reviewing
watch-lists and other lists to determine who among them could be
that potential lone wolf. And we are taking the fight to the enemy,
and we will continue to do that.

But in addition to the fight against al-Qa’ida, we are also facing
threats from other terrorist groups—terrorists like al-Shabaab,
Hezbollah, Hamas, other jihadist militant groups. And a particular
concern is LeT—Lashkar-e-Taiba—which, if they should conduct an
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attack against India, could very well undermine our efforts in Paki-
stan.

In addition, the Director has mentioned the threat from North
Korea and Iran, and while obviously we’re concerned about the nu-
clear side, they also continue to export terrorism—providing weap-
ons, providing support to a whole series of other terrorist groups.

So the bottom line here is that the war on terrorism is not just
al-Qa’ida. It is a series of terrorist groups that are basically con-
fronting us. And it is the kind of changes that we see in their
method of approaching the United States that I think represents
a very important threat that we have to pay attention to.

We are being aggressive, we are taking the fight to the enemy,
and at the same time, we have to be agile, we have to be vigilant
and we've got to be creative in the way we approach these new
threats. The fundamental mission we have is, obviously, to protect
this country. It’s the mission that the people at Khowst gave their
lives for. And it’s the mission that the CIA will follow because we
believe our greatest mission is to keep this country safe.

Chairman FEINSTEIN. Thank you very much, Mr. Panetta. Mr.
Mueller.

STATEMENT OF THE HONORABLE ROBERT S. MUELLER, III,
DIRECTOR, FEDERAL BUREAU OF INVESTIGATION

Director MUELLER. Thank you and good afternoon, Chairman
Feinstein, Vice Chairman Bond and members of the committee.

Director Blair and Director Panetta rightly pointed to the global
nature of many of the threats we face, from international terrorism
in Pakistan, Yemen and elsewhere to cyber attacks to computer
crime committed by international criminal enterprises.

And what is striking is how many of these overseas threats reach
directly into the United States. Today, events outside the United
States often have immediate impact on our security here at home.
And as I discuss our mission and the overall threat assessment, I
do want to highlight how quickly these threats are evolving and
how globalization has often led to the integration of these foreign
and domestic threats.

Over the past decade, the focus of strategic terrorism threats has
been South Asia, the heartland of al-Qa’ida. But now, as Director
Panetta pointed out, al-Qa’ida trainers see the tribal areas of Paki-
stan as less secure and this had led al-Qa’ida to franchise into re-
gional components in places such as North Africa and the Arabian
Peninsula. This evolution has been most rapid with al-Qa’ida in the
Arabian Peninsula, which has changed from a regional group with
links to al-Qa’ida to a global threat with reach into American cities
such as Detroit.

These changes affect the way we at the FBI think about the tar-
gets we pursue and what tools we need to pursue them. They also
require us to keep changing continuously to meet the evolving
threats of tomorrow. The expansion of violent ideology has proven
to be persistent and global, as demonstrated by the plots we have
seen in the past year—those plots listed by the Chairman in her
opening statement. Those cases demonstrate the global diversity of
the new terrorism threats.
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Some extremists were radicalized over the Internet or in prison.
Others received training from known terrorist organizations
abroad. They were of different ages and nationalities. A number
were U.S.-born. The targets of these attacks range from civilians
to government facilities to transportation infrastructure to our mili-
tary, both in the United States and overseas.

The threat from cyber attacks, as has been pointed out by Direc-
tor Blair, reflects the same globalization and pace of change. In the
past, we focused primarily on state actors seeking national security
information from our military or intelligence services or seeking to
acquire technology related to defense systems. But as the global
economy integrates, many cyber threats now focus on economic or
nongovernment targets, as we have seen with the recent cyber at-
tack on Google. Targets in the private sector are at least as vulner-
able as traditional targets and the damage can be just as great.

Our focus on the cyber threat does not mean that we have seen
a decline in classic intelligence and counterintelligence activities in
the United States. The presence of foreign intelligence officers in
the United States is not declining and they are increasingly using
non-traditional collection methods to gather information. These
services continue to pose a significant threat and our counterintel-
ligence mission remains a high priority for the FBI.

Chairman Feinstein and Vice Chairman Bond, let me conclude
by thanking you and the committee for your support of the bureau
and on behalf of the men and women of the FBI, we look forward
to continue to work with you to improve the FBI and to keep Amer-
ica safe. And thank you, and I'd be happy to answer any questions
you might have.

Chairman FEINSTEIN. Thank you, Mr. Mueller. General Burgess.

STATEMENT OF LIEUTENANT GENERAL RONALD BURGESS,
USA, DIRECTOR, DEFENSE INTELLIGENCE AGENCY

General BURGESS. Madam Chairman, Vice Chairman Bond,
members of the committee, thank you for this opportunity to be
here today to present the Defense Intelligence Agency assessment
%f current and projected threats to the security of the United

tates.

The global strategic environment today remains marked by a
broad array of dissimilar threats and challenges. As the United
States continues to conduct combat operations in several theaters,
the nation also faces the threat of terrorist attacks at home. Simul-
taneously, we continue to face risk posed by other nations’ growing
abilities to challenge our qualitative military superiority in other
regions. It is a time that significantly challenges the international
system and the Department of Defense. Therefore, our armed
forc%s and DIA must remain cognizant of dynamic global forces and
trends.

As the 2010 QDR states, the United States faces a complex and
uncertain security landscape in which the pace of change continues
to accelerate. Al-Qa’ida remains the most significant terrorist
threat to the United States. Al-Qa’ida’s propaganda, attack plan-
ning and support of the Taliban and Haqqani networks continues.
The group still pursues chemical, biological, radiological or nuclear
materials for attacks. Al-Qa’ida’s affiliates continue to extend the
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terrorist group reach and brand. Al-Qa’ida in the Arabian Penin-
sula is growing in size and is broadening its repertoire of attacks.
Once focused mainly inside Algeria, al-Qa’ida in the Lands of the
Islamic Maghreb is conducting operations in neighboring countries.

Violence levels in Afghanistan increased last year while security
declined because of an increasingly capable insurgency, the govern-
ment’s inability to extend security throughout the country and in-
surgent access to sanctuaries in Pakistan. Originally concentrated
in the Pashtun-dominated south and east, the insurgency retains
momentum and has spread west and north. Afghanistan’s security
forces are growing but not keeping pace with the Taliban’s ability
to exploit the security vacuum.

Pakistan’s Federally Administrated Tribal Area continues to pro-
vide the insurgency, al-Qa’ida and terrorist groups with valuable
sanctuary for training, recruitment, planning and logistics. Suc-
cessful strikes against al-Qa’ida and other militant leaders in the
FATA have disrupted terrorist activities but the groups are resil-
ient. Pakistan’s military has demonstrated increased counterinsur-
gency training and doctrinal adjustments but its priority remains
India. We have confidence in Pakistan’s ability to safeguard its nu-
clear weapons, though vulnerabilities exist.

Notwithstanding recent high profile bombings claimed by al-
Qa’ida in Iraq, the country is still on a generally secure path. The
group remains the most capable Sunni terrorist group, though con-
strained by a lack of safe havens. It has regained some freedom of
movement following U.S. forces’ withdrawal from Iraqi cities. Iraq’s
security forces conduct the majority of security operations inde-
pendently but still require improvements in logistics, tactical com-
munications and intelligence, surveillance and reconnaissance.

In Iraq, Iran continues to rely heavily upon the Islamic Revolu-
tionary Guards Corps Quds Force, its special operations command,
to undermine U.S. efforts by providing weapons, money and train-
ing to Iraqi Shia militants for attacks against U.S. personnel.

Turning briefly to nations, region and trends of interest, Iran
supports terrorist groups and insurgents in Iraq, Afghanistan, Leb-
anon, Gaza and elsewhere as a means to expand its own influence,
frustrate regional rivals and impede U.S. strategy across the re-
gion. It invests heavily in developing ballistic missiles with greater
accuracy and new payloads. With more than 8000 installed cen-
trifuges at Natanz, Iran now has enough low-enriched uranium for
a nuclear weapon if it further enriched and processed.

China’s military modernization continues with the acquisition of
growing numbers of very sophisticated aircraft, warships, missiles
and personnel required to employ these capabilities. China seeks
military superiority along its periphery, with a focus against tradi-
tional U.S. military advantages in air and naval power projection
and in space.

North Korea remains unlikely to eliminate its nuclear weapon
capability for the foreseeable future, believing the weapons serve as
a strategic deterrent and leverage while also counterbalancing the
logistic shortages, aging equipment and insufficient training that
plague its conventional forces.

Russia is proceeding with ambitious military reform. The effects
of the global recession, an aging industrial base, corruption, mis-
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management and demographic trends will limit Moscow’s ability to
realize the full benefits of the reform plan, but the sweeping reor-
ganization likely will increase the military advantages over adja-
cent nations.

In Latin America, Mexico remains locked in a violent struggle
against drug trafficking organizations which pose a grave threat to
the state.

Venezuelan arms purchases, primarily from Russia, continue. Co-
lombian operations have reduced the Marxist-oriented Revolu-
tionary Armed Forces of Colombia guerillas’ end strength by nearly
50 percent to approximately 8500 personnel. Sustained pressure
could splinter the FARC until it poses less of a threat to democratic
institutions, though it would remain involved in criminal activities.

The threat posed by ballistic missiles is likely to increase and
grow more complex over the coming decade as they become more
mobile, survivable, reliable and accurate at greater ranges. Pre-
launch survivability also grows as potential adversaries strengthen
their denial and deception methods.

Let me conclude by saying that while DIA’s top war time priority
is to provide the intelligence required by our military commanders
and policymakers in support of our ongoing combat operations, this
agency concurrently retains a core responsibility to prevent stra-
tegic surprise and be positioned to respond to a wide range of con-
tingencies.

That requires the most prudent and judicious use of our re-
sources, especially our most important resource, our people—both
civilians and those in uniform. In visits with DIA’s forward-de-
ployed military and civilian personnel, including in Iraq and Af-
ghanistan, I remain impressed by and thankful for their willing-
ness to serve the nation in wartime. Many are on their second or
third deployment alongside our troops in harm’s way. Some have
been wounded by roadside bombs and mortar attacks.

Notwithstanding their sacrifices, they continue to serve knowing
that the intelligence they provide saves lives and speeds oper-
ations. On their behalf, I want to thank this committee for your
strong support and continuing confidence in the Defense Intel-
ligence Agency and our mission.

Chairman FEINSTEIN. Thank you very much, General Burgess.

Ambassador Dinger, if you’d be the wrap-up speaker, please.

STATEMENT OF AMBASSADOR JOHN DINGER, ACTING ASSIST-
ANT SECRETARY OF STATE FOR INTELLIGENCE AND RE-
SEARCH

Ambassador DINGER. Thank you. Thank you, Madam Chairman,
members of the committee. It’s my pleasure to be here today to rep-
resent the Bureau of Intelligence and Research at the State De-
partment.

Although one of the smallest intelligence community elements,
we consider ourselves to be mighty contributors to the Secretary of
State as she fulfills her responsibility as the President’s chief for-
eign policy advisor and we’re proud of our contribution to the intel-
ligence community as it ensures the security of the United States.

One of INR’s principal missions is to provide timely and accurate
intelligence analysis that enables U.S. diplomacy to anticipate and
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address threats and opportunities and to do so early enough so that
policymakers can take action. The average analyst in INR has 11
years of experience on his account, allowing him to offer what we
believe is an uncommon depth of understanding of the characters
and issues at play in the world.

INR is proud to put its analytical depth at the service of the Sec-
retary and the intelligence community. Through our intelligence
policy and coordination staff, INR also ensures that intelligence ac-
tivities are consistent with and advance U.S. foreign policy inter-
ests and that other components of the intelligence community un-
derstand the information and analytical needs of the foreign policy
decisionmakers.

INR has other important missions. One is to act as the IC’s exec-
utive agent for analytical outreach, bringing outside expertise to
bear on the most challenging intelligence and foreign policy issues
of the day. INR’s Office of Opinion Research aims to be the U.S.
government’s foremost authority on worldwide public opinion.

DNI Blair’s written statement comprehensively addresses the
global challenges before us. I will take just a few moments to high-
light two areas that DNI and others have already spoken to in
which INR is supporting the priorities of Secretary Clinton and the
intelligence community and the United States government.

First, countering terrorism. Terrorism remains a key focus for
INR’s analysts. We have a small but dedicated team of analysts in
our Office of Terrorism, Narcotics and Crime. They work closely
with our regional analysts and with those throughout the IC to
produce all-source strategic counterterrorism analysis with
nuanced context and perspective.

The second area I also want to highlight is cyber. In 2008, the
State Department established a new office, INR’s Office of Cyber
Affairs, INR Cyber, to analyze cyber issues and help coordinate the
department’s cyber activities. Currently housed in INR, INR Cyber
collaborates across corridors in the State Department and through-
out the IC to strengthen cyber security. It is also engaging with
other nations to help establish norms that will help maintain the
stability of and confidence in the Internet.

INR believes the intelligence community has an obligation to pro-
vide global intelligence coverage. I want to very briefly mention two
regions, only one of which has been covered today in today’s oral
statements.

First, economic and political progress in Africa remains uneven,
varies greatly from nation to nation and is still subject to sudden
reversal or gradual erosion. The daunting array of challenges fac-
ing African nations makes it highly likely in the coming year that
a number of African countries will face new outbreaks of political
instability and economic distress that will join ongoing and seem-
ingly intractable conflicts in places such as Sudan and Somalia.

Nigeria, for example, faces serious social, economic and security
challenges over the next year. Guinea provides an example of how
quickly African crises can emerge. Many African nations also risk
humanitarian crises.

In some Latin American countries, democracy and market poli-
cies remain at risk because of crime, corruption and poor govern-
ance. Powerful drug cartels and violent crime undermine basic se-
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curity elsewhere. Elected populist leaders in some countries are
moving toward a more authoritarian and statist political and eco-
nomic model and oppose U.S. influence and policies in the region.

Madam Chairman, members of the committee, INR will continue
to think, analyze and write strategically to identify for Secretary
Clinton the threats, challenges and opportunities arising from a
complex and dynamic global environment. We will work hand-in-
glove with the rest of the intelligence community to ensure the se-
curity of the United States. INR will strive to put intelligence at
the service of foreign policy and make certain that intelligence ac-
tivities advance America toward our foreign policy goals and pro-
tect us from threats.

Thank you, once again, for the opportunity to appear before you
and I am happy to answer any questions you may have.

Chairman FEINSTEIN. Thank you very much, Mr. Ambassador.

To begin the questions, I'd like to ask a very specific question of
each one of you if you would answer it. The question is, what is
the likelihood of another terrorist attempted attack on the U.S.
homeland in the next three to six months—high or low? Director
Blair?

Director BLAIR. An attempted attack, the priority is certain, I
would say.

Chairman FEINSTEIN. Mr. Panetta.

Director PANETTA. I would agree with that.

Chairman FEINSTEIN. Mr. Mueller.

Director MUELLER. Agree.

Chairman FEINSTEIN. General Burgess.

General BURGESS. Yes, ma’am. Agree.

Chairman FEINSTEIN. Mr. Dinger.

Ambassador DINGER. Yes.

Chairman FEINSTEIN. All right. I think that tells us something
very clearly. There has been a response to the Abdulmutallab case
that all suspected terrorists should be labeled enemy combatants
and prosecuted through the military commissions system, if at all.

Candidly, my view is that the President should have the flexi-
bility to make a determination based on the individual cir-
cumstances of the case—the location of the terrorist activity, the lo-
cation of the arrest, the nationality of the suspect, whether federal
crimes or law of armed conflict have been violated, et cetera.

I'd like to ask this question, Mr. Mueller. What is the FBI’s track
record in gaining intelligence and collecting evidence to convict ter-
rorists since 9/11?

Director MUELLER. Well, Madam Chairman, in your opening
statement, you mentioned many of the cases that we addressed last
year: a number of disruptions from Dallas to Springfield, Illinois;
Charlotte, North Carolina; the Zazi case in Denver and New York.
In almost all of the cases, we have gathered intelligence. Some of
that intelligence has become evidence so that we could arrest, in-
dict and continue to prosecute those individuals.

Since September 11th we’ve had numerous disruptions. In just
about every one of these cases where there are two or more in-
volved, one or more of the individuals have ultimately cooperated,
given the leverage of the criminal justice system to cooperate not
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just against the conspirators but also to provide intelligence as to
other potential threats.

And to the extent that we have had success since September
11th, it has been because we have been able to convince persons
to provide intelligence, to provide evidence on others who may be
involved in the plot and persuade individuals both here in the
United States as well as elsewhere in the world to contribute intel-
ligence as well as evidence to disrupt plots and to assure that those
who were engaged in the plots are successfully prosecuted and in-
carcerated.

Chairman FEINSTEIN. Thank you very much.

I'd like to just quickly ask one question on the status of
Hezbollah which has not been mentioned. Director, you assess that
Hezbollah is the largest recipient of Iranian financial aid, training
and weaponry. And Iran’s senior leadership has cited Hezbollah as
a model for other militant groups. How has Hezbollah rebuilt its
military arsenal since its 2006 war with Israel?

Director BLAIR. Let me get some help from General Burgess here
too, but overall, Hezbollah is stronger now than in 2006, when the
last war took place. And it’s also developed politically.

General BURGESS. Madam Chairman, I would agree with his as-
sessment. They in fact reinforced and replaced very quickly what
they had lost in the 2006 war with Israel. And today I think they
are actually stronger and have improved themselves.

Chairman FEINSTEIN. Can you comment on the sophistication of
these replacements?

General BURGESS. In some cases, from a missile standpoint, I
think there are indications that they have improved. Hezbollah has
increased the quantity of their missiles and may have acquired ad-
ditional systems with improved accuracy. But at a minimum, their
overall missile effectiveness remains the same.

Chairman FEINSTEIN. Thank you very much. I think that’s going
to be it for me, for now.

Mr. Vice Chairman, why don’t you go ahead?

Vice Chairman BoND. Thank you, Madam Chair. Director
Mueller, we appreciate and congratulate you on the excellent work
that the FBI has done in capturing and bringing to justice Zazi and
other people whose capture was announced last fall.

Do you believe that questioning of an enemy combatant, someone
with potential knowledge of battlefield intelligence for the future,
can be done briefly or within a short timeframe needed to give the
customary Miranda rights of a normal criminal suspect, a bank
robber, in the United States?

Do you agree with those in the intelligence community who say
that the only effective way of interrogating somebody like
Abdulmutallab would be to spend the time to collect the informa-
tion otherwise available in the intelligence community, background
and what other intelligence may be available, in order to question
him effectively, to be able to ask him questions about issues where
we know the answers to see if he’s telling the truth and to confront
him with other intelligence? Do you believe that that is necessary
in some cases to get information on an enemy combatant?

Director MUELLER. Well, Senator, let me talk generally but then
also somewhat specifically about the events of Christmas Day. Let
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me start off with a belief that we in the FBI—as everybody in this
room understands—know the importance of intelligence. Since Sep-
tember 11th, it has been the mission of the FBI to prevent terrorist
attacks—not just indict and arrest and convict persons for those
terrorist attacks but to prevent the terrorist attack and intelligence
is key.

If you look at the circumstances of Christmas Day, the plane
came in at approximately 12:00. Shortly there afterwards, we start-
ed pushing out information relating to the events that had occurred
on the plane as it went into Detroit. We then, as I think everybody
in this room knows and understands, Mutallab was arrested on the
plane and taken to a hospital.

We had agents from the Joint Terrorism Task Force go to the
hospital. They were given an opportunity to talk to Abdulmutallab
before he went through surgical procedures. He had burned himself
in trying to light the explosives. They had a window of opportunity;
they exploited that window of opportunity to try to find out infor-
mation as to whether there were other bombs on the plane, were
there other bombs in other planes, who was responsible—and took
that opportunity because it was given and there was an immediate
need to have that information, that intelligence, to determine what
the threat was at that time.

The doctors then took him in for surgical procedures. Going into
that afternoon, there were discussions here amongst most of the
agencies here as to what should occur down the road, although no
specific instructions or consultations with persons at this table as
to whether the individual should be Mirandized.

We were then given an opportunity later that night to again
interview him. And after consultation, or in consultation with Jus-
tice Department attorneys, we determined to follow our protocols—
protocols established by the Supreme Court—in terms of how you
interrogate and question individuals in custody in the United
States. A team went in to talk with him. He talked for a few mo-
ments and then afterwards, after he was given his Miranda warn-
ings, asked for an attorney and we discontinued the questioning.

We felt we had to take that opportunity at the outset to gather
the intelligence. It was not ideal; we did not have much informa-
tion at 3:30 in the afternoon when the plane came in at 1:00. We
gathered information throughout the afternoon to do a better inter-
rogation that evening. We have found over a period of time that the
Miranda warnings can, but often are not, an impediment to obtain-
ing additional intelligence.

And the story continues. We have been successful, very success-
ful in gathering intelligence over a period of time with teams, per-
sons from various agencies, the most recent example being the in-
telligence we’ve gotten from David Headley, who was arrested in
Chicago for his participation in the Copenhagen plot but also sub-
sequently indicated his involvement in the Mumbai shootings.

As T say, this case as in all cases, we will continue to try to pro-
vide or obtain, I should say, information and intelligence from
Abdﬁlmutallab and to the extent that you wish further information
on that——

Vice Chairman BoND. We will ask that. I'm asking a general pro-
cedural question. You're not saying that an enemy combatant that
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comes into the United States has been ruled by the Supreme Court
to be entitled to Miranda rights before questioning proceeds, are
you?

Director MUELLER [continuing]. No, what I'm saying is that if a
person is accepted by DOD for prosecution before a military com-
mission, he is not entitled under the procedures that are extant to
Miranda warnings. However, that has not yet gone up to the Su-
preme Court. And so there is a difference between having a person
in the federal district court and the civilian courts and under mili-
tary commissions.

Vice Chairman BOND. And that’s the point. That’s the point.
Many commentators and I have agreed that treating this person as
a common United States criminal when he was clearly an enemy
combatant—I don’t know how much more clearly you can be an
enemy combatant, like the German saboteurs who arrived in the
United States in the early 1940s. Nobody thought that they were
bank robbers coming from Germany to rob some banks. They didn’t
treat them as such.

And from the press reports of what we’ve seen, this was not your
average bank robber. He was not a car hijacker. This person was
an enemy combatant. Who ultimately made the decision to
Mirandize him? Who was the individual—where did that decision
rest in the chain?

Director MUELLER. It rested with the head of our Counterter-
rorism Division along with attorneys from the Department of Jus-
tice.

Vice Chairman BOND. So it was a Department of Justice decision
to Mirandize.

Director MUELLER. No, it was a combination of our providing the
facts to the Department of Justice and in consultation with the De-
partment of Justice making a decision that he should be
Mirandized.

Vice Chairman BOND. While other agencies took part in it, we
have heard that they felt that they needed to have more oppor-
tunity to question him.

Director BLAIR. Mr. Vice Chairman, on that score, I'm as strong
for getting as much intelligence as we can from anybody remotely
connected with terrorism, much less somebody who’s carried a
bomb into the country. But I think that we need to have a flexi-
bility in the tools that we have available to use. And I'm not con-
vinced that you can make a—in fact, I'm convinced that you cannot
make a hard decision that everything should be taken through a
military tribunal or everything should be taken through a federal
court.

There are decisions that have to be made in which you balance
the requirement for intelligence with the requirement for a pros-
ecution and the sorts of pressure that you bring onto the people
that you arrest in either form. It’s got to be a decision made at the
time. And I think the balance struck in the Abdulmutallab case
was an understandable balance. We got good intelligence, we're
getting more.

Vice Chairman BOND. I disagree very strongly with that conclu-
sion, but I agree with you that there should be a decision made
after consultation with the relevant agencies and the intelligence
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community when an enemy combatant comes in before the Depart-
ment of Justice gives the order to Mirandize him.

He’s an enemy combatant and the decision ought to be made
with the participation of the intelligence community, whether he
thinks the future safety of the United States would make it imper-
ative to question that enemy combatant before giving him a lawyer
and Mirandizing him.

I see my time is up, Madam Chair.

Director BLAIR. Let me just say that we consider Director
Mueller a full member of the intelligence community. He’s one of
the brothers.

Vice Chairman BOND. But he reports to the Attorney General
and you, Mr. Director, in my view, should be the head of the intel-
ligence community. If we haven’t made it clear in IRTPA, we need
to make that clear.

Chairman FEINSTEIN. Thank you very much, Mr. Vice Chairman.

Senator Rockefeller.

Senator ROCKEFELLER. I don’t relish pursuing this, but in that
it’s become kind of a cause du jour, I think it’s important to. I
agree totally, Director Blair, with what you said, that it should be
done on a case-by-case basis. Nothing should be ruled in; nothing
should be ruled out. There’s an instinct on the part of some that
the only way that you can correctly get intelligence and then pros-
ecute the enemy combatant or whatever you want to call him is
through the military commissions.

And I think their record is they’ve condemned three and two of
them are gone, on the streets. You, through the criminal justice
system, Director Mueller, have prosecuted hundreds and theyre
around or in jail. Let me just ask, Director Mueller, in your experi-
ence as FBI Director in the 8 years since 9/11—and you’ve been
there every single one of those days—have terrorist suspects pro-
vided valuable intelligence after they have been Mirandized?

Director MUELLER. On a number of occasions, yes, sir.

Senator ROCKEFELLER. Case by case?

Director MUELLER. Case by case. There are two cases—one that
was already mentioned, David Headley out of Chicago, which is one
of the more recent ones. Back in 2004, there was an individual by
the name of Mohammed Junaid Zabar.

Senator ROCKEFELLER. Thank you.

Director MUELLER. Another individual who provided substantial
intelligence.

Senator ROCKEFELLER. On the flipside, do terrorist suspects al-
ways automatically come forth with intelligence unless and until
they are Mirandized?

Director MUELLER. No, it differs from case to case.

Senator ROCKEFELLER. Case by case.

Director MUELLER. Circumstance to circumstance.

Senator ROCKEFELLER. Thank you. Is it true that, depending on
the circumstances, in some cases the best method for gaining intel-
ligence is by charging the terrorist with a crime, Mirandizing him
and conducting a thorough criminal investigation?

Director MUELLER. We have found that the system of justice in
the United States, which allows for consideration for a contributing
intelligence and information and credit for that is a powerful incen-
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tive to persons to provide truthful, actionable information, evidence
and intelligence.

You have other countries that don’t have the same system of jus-
tice, where there is no incentive to cooperate or provide intelligence
and the person stays in jail without any incentive to provide intel-
ligence and without providing, ultimately, any intelligence. So in
case after case here, we have been successful in entering into some
sort of agreement with the defendant and having that defendant
provide actionable intelligence.

Senator ROCKEFELLER. I don’t want, particularly, an answer from
any of you on this, but it is my impression, having studied this
some, that the military commissions process for prosecuting is rel-
atively unformed and in a state of play. It is not an experienced,
professional process such as you have at your disposal. It may work
very well. It may not work very well.

I'm not talking about the getting of intelligence, but I'm talking
about the prosecuting. I don’t expect you to answer on that, I'm
simply giving you my opinion. Recognizing the classification issues
at stake here, can you tell me if—and you’ve answered this al-
ready, but I want it on record—if Abdulmutallab had provided the
valuable intelligence in his FBI interrogations?

Director MUELLER. On Christmas Day itself, he provided re-
sponses to questions, information and to the extent that we go into
more detail, I'd ask that we do it in closed session.

Senator ROCKEFELLER. I understand that. I understand that. In
your professional judgment, I would say to Director Blair—and you
sort of answered this, but I'd like it again on the record because
I think this is a debate which is spilling most unhelpfully across
the talk shows and beyond—in your professional judgment, are
there compelling national security reasons to prosecute some ter-
rorism cases in a federal criminal court rather than in a military
commission? And on the other side, would there be some cases
where you might prefer to do it in a military commission, or are
you familiar enough with their processes to make such a rec-
ommendation?

Director BLAIR. Senator, it’s not my responsibility nor do I have
a great deal of expertise in the venue that’s chosen for prosecution.
What I'm interested in is getting the intelligence out so that we
can do a better job against the groups that send these people. And
I've seen intelligence come from a variety of interrogations, pri-
marily based on the skill of the interrogators—and there are good
ones in many different places—and by the degree to which we back
them up and back them up quickly with an intelligence team which
can help them with their requirements. I think that’s the key thing
from my point of view.

Senator ROCKEFELLER. Then I would ask both of you, and actu-
ally of all five, it seems to me that what we've come down to in
this brief interchange is that this should be done on a case-by-case
basis based upon what seems to be best according to professionals
who carry the responsibility and the judgment for making those de-
cisions, should it be criminal justice, should it be military commis-
sion. Would you agree with that?

Director BLAIR. I think that decision is bound up in the interro-
gation, which is what I care about. So I think yes, it should be a
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rapid, flexible, case-by-case, balancing the requirement for intel-
ligence with the requirement to put these people behind bars and
not let them go free that is what we need.

Senator ROCKEFELLER. Director Mueller.

Director MUELLER. I think our history has been that the decision
whether or not to proceed in a federal district court or in a civilian
court versus a military commission is a weighty decision. We've
had two occasions where it’s happened in the past where some-
body’s been taken out of civilian courts and put into the military
courts and then ended up back in civilian courts—al-Mari and an
individual by the name of Padilla.

And so yes, the differences in procedures for interrogation is one
factor, but there probably are a number of other factors that need
to be weighed by the Justice Department and the executive before
that decision is made. And I’'m not certain that it is a decision that
can be made very quickly because there are a number of competing
factors and one would want to take some time, I would think, in
order to sort those factors out.

Senator ROCKEFELLER. But in the end, this is a decision that
should be made by professionals according to their responsibilities
and according to the facts of the case?

Director MUELLER. Yes, but ultimately, it is the Attorney Gen-
eral and the President that make the decision.

Senator ROCKEFELLER. But what I'm saying is that we should
not limit the President by saying it has to go here or it has to go
there.

Director MUELLER. Absolutely.

Senator ROCKEFELLER. He should not be limited.

Director MUELLER. Absolutely.

Senator ROCKEFELLER. I thank you both. Thank you Madam
Chairman.

Chairman FEINSTEIN. Thank you very much, Senator Rockefeller.

Senator Hatch.

Senator HATCH. Thank you, Madam Chairman, and, first of all,
I'd like to thank all of you for the hard work that you do for our
country and for our people. You're all great people in my eyes.

Director Blair, let me just start with you. A few minutes ago, we
received from your office a copy of a letter signed by John Brennan,
who’s Assistant to the President for Homeland Security and
Counterterrorism to Speaker Pelosi on the subject of the closure of
Guantanamo and the transfer of detainees abroad.

Now, the second paragraph of the letter states the following,
“The professional assessment of our military commanders and civil-
ian leaders of the Department of Defense is that closing the deten-
tion facilities at Guantanamo is a national security imperative in
the war against al-Qa’ida. Secretary Gates, Admiral Mullen and
General Petraeus have all stated that closing Guantanamo will
help our troops by eliminating a potent recruiting tool.”

Now, in my mind, the word “imperative” implies something that
has to be addressed for an immediate reaction. Now, Director Blair,
I concur that terrorist propaganda does use Guantanamo as a
theme. It also uses our close relationship with Israel, but I don’t
think we're going to change our policies toward Israel as a result.
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And by his assertion—or this assertion by Mr. Brennan, let me just
ask you these specific questions.

Is there any intelligence or analysis that you can share here or
provide in closed hearing that proves, indicates or even suggests
that al-Qa’ida would change its plans and intents towards us if we
closed Guantanamo?

Director BLAIR. I don’t think it would change its plans or intent,
but it would deprive al-Qa’ida of a powerful symbol and recruiting
tool, which it has actively exploited over the years.

Senator HATCH. Well, just because they would have one less re-
cruiting theme, is there an intelligence or analysis that the threat
from al-Qa’ida would be diminished?

Director BLAIR. Well, the extent to which they weren’t able to re-
cruit people who the Guantanamo symbol helped to recruit, they
would be weaker without it.

Senator HATCH. Well, is there any intelligence or analysis that
you're aware of that specifically indicates that U.S. forces abroad
would be under any less threat from al-Qa’ida were Guantanamo
to be closed?

Director BLAIR. You’re a much better lawyer than I am, Senator
Hatch. I've learned that in these exchanges, but what I'm trying to
say is that it’s a factor that helps the enemy, that if we can deprive
them of that factor, it’s good.

Senator HATCH. Yeah, I'm not trying to give you a rough time,
nor am I trying to cross examine you. But I am trying to establish
that, my gosh, nothing’s going to change their attitude towards us.
There are a lot of things that we do that they don’t like, including
our friendship with Israel and some other countries in the Middle
East, the Arab countries. Let me ask you this, have you ever pro-
vided intelligence to our policymakers that supports the notion that
t}lle }ég)meland or our troops would be safer after Guantanamo’s
closed?

Director BLAIR. We provided intelligence and I assess, Senator
Hatch, that among the things that we can do that would weaken
al-Qa’ida would be to close Guantanamo and diminish the emo-
tional and symbolic support that that gives them in the pool of peo-
ple they try to recruit in order to come against us.

Senator HATCH. Well, isn’t it true that al-Qa’ida used the pros-
ecution and imprisonment of the blind sheikh as a recruiting tool
and that al-Qa’ida members have said they were inspired to attack
us because of that incarceration? You know that’s true. Is there
any intelligence that suggests al-Qa’ida would not use a prison lo-
cated in the United States as a recruiting tool?

I've been to Guantanamo. It’s pretty nice compared to the place
in Illinois where they want to put them. It’d be nice and cold in
the winter time and all I can say is that I imagine there’ll be a hue
and a cry that we’re not fair by bringing them here.

Director BLAIR. Yes, I'm sure there will be stories about wher-
ever they’re incarcerated, but I'm thinking of books that have been
written by former detainees that are passed out, testimonies on the
Internet that Guantanamo has achieved a sort of mythic quality
which helps al-Qa’ida.

Senator HATCH. Well, I think the point I'm trying to make—and,
of course, I think it’s easy to see—is that no matter what we do,
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they’re going to criticize us. We've got a very significant courthouse
down there at Guantanamo that could try these in a military com-
mission. We treat them very, very well down there. Some of them
probably are treated better than they’ve ever been treated in their
lifetimes.

But no matter what you do, the terrorists and al-Qa’ida and
Taliban and others are going to complain and say that we’re not
doing it right. Seems to me crazy to, you know, to take the position
that because Guantanamo has been a recruiting tool, then we
ought to close it, when in fact it meets basically every need I think
that we need in handling these matters. I have a lot of other ques-
tions,dbut I think I'll submit them in writing, but I'm really con-
cerned.

We've seen what’s happened just this past week with regard to
the desire to hold the trial in midtown Manhattan. And now there’s
a great desire not to. As a trial lawyer, I can tell you right now
that there are all kinds of approaches that could be taken that
would be better than trying Khalid Shaykh Mohammed in this
country.

And I think that the Zacarias Moussaoui case—4 years to try it
or to go through the whole process—he ultimately gets off because
one juror didn’t believe in the death penalty. And during that trial,
he was taunting families of those who had been killed and using
it as a propaganda device to act like he was a hero when in fact
he was nothing but a murderer as the twentieth hijacker. And I
can’t even begin to imagine what Khalid Shaykh Mohammed would
do if that trial was within the confines of the United States and
it’s not a military tribunal.

Well, I know that you have to be a loyal member of the adminis-
tration—all of you. And I accept that. But I think it’s a dumb,
dumb, stupid approach to take when we have the facilities that are
perfectly capable of taking care of these people and doing it an a
way with a military commission that makes sense, is legal, after
we corrected the military commission statute and totally accept-
able, it seems to me.

Senator ROCKEFELLER. Would the Senator yield?

Senator HATCH. Sure.

Senator ROCKEFELLER. That was quite a potent statement you
made there.

Senator HATCH. Yeah, it was.

Senator ROCKEFELLER. To recognize that these five men before
us are members of an administration and therefore the implication
that they can only talk based upon what they have been instructed
to say as opposed to being profound professionals in their field, as
opposed to what they might actually feel. So are you saying that
they’re just saying what they’ve been told to say?

Senator HATCH. Well, I've only been here 34 years, but I can say
that I've seen administration after administration executives that
support their administration. I don’t blame them for that. Their
budgets depend on it. There are lot of other things—their jobs de-
pend on it half the time.

Senator ROCKEFELLER. Thank you.

Senator HATCH. I don’t have any problem with that. All I do have
a problem with is I think it’s stupid to put the whole country
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through this mess because the Attorney General feels that might
be a better way of doing things, when in fact it’s the worst way of
doing things.

Chairman FEINSTEIN. If I may——

Senator HATCH. Sure.

Chairman FEINSTEIN [continuing]. Now, you know, you’re a good
friend of mine, Senator Hatch.

Senator HATCH. I am.

Chairman FEINSTEIN. And I love and respect that friendship. But
I've really got to correct the message.

Senator HATCH. Okay.

Chairman FEINSTEIN. First of all, the policy was really estab-
lished during the regime of Ronald Reagan. And let me quote Jerry
Bremer, who was this President’'s—Ronald Reagan’s—first coordi-
nator for counterterrorism in 1986. This is what he said in a
speech in November of 1987 to the Council of Foreign Relations in
Tampa.

He said, “Terrorists are criminals. They commit criminal actions
like murder, kidnapping and arson. And countries have laws to
punish criminals. So a major element of our strategy”—and remem-
ber, he’s saying that on behalf of President Reagan—“has been to
delegitimatize terrorists and get society to see them for what they
are.”

That was the policy then; it was the policy of every President
since that time. George Bush—and I can go chapter and verse on
each individual when they were transferred from one custody to
another—he had flexibility, he made changes, and now all of a sud-
den, it’s a huge political issue. And I think it’s absolutely wrong to
do that. So now I've had my say.
| Senator HATCH. Now, let me just take a point of personal privi-
ege.

Chairman FEINSTEIN. You may respond, Senator Hatch.

Senator HATCH. Yeah, I think that it’s a question of law. It’s a
question of how you approach the law. And whether Reagan did
that or not, I don’t know. All I know is that we didn’t have 3,000
people killed in one day in New York City, in the three various in-
cidents that occurred. These are vicious people. As I understand it,
Khalid Shaykh Mohammed said he would plead guilty and that he
wanted to be executed so he could be a martyr for his people. And
I think even having said that he deserves at least an opportunity
for a trial.

But I think when you have the capacity of doing it in a place as
good as Guantanamo, it ought to be done there. And it shouldn’t
be brought to this country on our shores. And I think you're seeing
more and more people getting upset about this. And it’s not so
much a political thing as it is just a domestic security thing that
people are concerned about.

Chairman FEINSTEIN. Thank you very much, Senator Hatch.

Senator Whitehouse.

Vice Chairman BoND. Madam Chair, I just have to add. I don’t
think Ronald Reagan deserves to be in this discussion. You talk
about 1986. That was before the activities of the 1990s and when
9/11 brought a whole new threat to our views. Now, when 9/11 hap-
pened, President Bush took a number of actions. There’s some that
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I think—where he’s been proven wrong and I would hope we would
learn from releasing detainees. That was wrong. He made the right
decision when he did treat Jose Padilla as an enemy combatant in
questioning.

But if we can’t learn from our mistakes, no matter whether it’s
Republican or Democrat, then we’re doomed to commit them again.
And I just suggest that we are learning a lot. And I would hope
that we would have a different approach next time an enemy com-
batant lands on this soil. Thank you, Madam Chairman.

Chairman FEINSTEIN. Well, thank you. Just for the record, I'm
going to submit to the record a list of individuals convicted under
the Bush administration in criminal court, in Article III court—be-
ginning with Richard Reid, going to Omar Abu Ali, Zacarias
Moussaoui, as well as Padilla, Lindh, the Lackawanna Six and so
on and so forth—and put these in the record.

The point is that a President should have flexibility to cite the
venue for trial. And it may be different for different cases. And all
I can say is those of us on this side of the aisle did not criticize
President Bush for doing this at this time. And we view with some
suspicion the fact that President Obama is being criticized for fol-
lowing policy that had been established since 9/11. I'll now recog-
nize

Vice Chairman BoND. Madam Chair—I will add —

Chairman FEINSTEIN [continuing]. I'll now recognize Senator
Whitehouse.

Senator WHITEHOUSE. Thank you, Madam Chair.

Vice Chairman BOND [continuing]. I will add the names of the
people who—the information released as a result of these trials,
where we held the trials and I will discuss further—I disagree with
your characterization. Thank you.

Chairman FEINSTEIN. Senator Whitehouse.

Senator WHITEHOUSE. Madam Chair, I have not been here 34
years. I have been here only three years, but I find it extremely
discouraging that with these gentlemen before us—the head of the
Defense Intelligence Agency, the head of the FBI, the Director of
National Intelligence, the head of the Central Intelligence Agency
and the acting head of the State Department’s intelligence serv-
ice—who I would add is the acting head because there is a Repub-
lican blockade of the person who is slated for that position here
more than a year into the Obama administration—that all this
committee can talk about is where Mr. Abdulmutallab was
Mirandized and where trials should be.

There are so many issues that are so important to our national
security that these gentlemen have real expertise in. I think it’s
clear that the tradition has been strongly towards civilian trials.
There is one person in the world incarcerated as a terrorist as a
result of a military tribunal right now, hundreds because of the
other and yet this question persists and persists and persists and
persists and persists.

It seems to be the only talking point on the other side of the
aisle. And because so much of it is fallacious, we then have to re-
spond in order to try to clear up the record and then this whole
hearing turns into a focus on a point for which none of these gen-
tlemen would need to be here and that really does not bear as sig-
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nificantly as other issues, I think, on the responsibilities that they
have to discharge.

So I say that and I will move to another issue, which is your re-
port, Director Blair, leads off with a discussion of the risk of cyber
attack to the country. And I want to read a couple of statements
from a recent article in Foreign Policy magazine by Josh Rogin. He
reported that senior U.S. military officials believe, “the Chinese
government is supporting hackers that attack anything and every-
thing in the national security infrastructure on a constant basis.”

He continues, “the Defense Department has said that the Chi-
nese government, in addition to employing thousands of its own
hackers, manages massive teams of experts from academia and in-
dustry in cyber militias that act in Chinese national interest with
unclear amounts of support and direction from Chinese Peoples
Liberation Army.”

It seems that the analogy in cyber warfare goes back to the an-
cient days of naval combat when nations not only sent out ships
under their own flag to engage in warfare but also offered to pri-
vate ship owners, to pirates, indeed, letters of mark to go out and
act in that nation’s interest.

What do you believe are the most important structural deficits
that we have and need to fix in dealing with state-sponsored cyber
attacks on our country that either come through false legs or are
hidden behind work stations that are located all around the world
in order to be able to deter these attacks?

And, if it makes a difference, could you distinguish between what
Mr. Rogin referred to as hackers that attack anything and every-
thing in the national security infrastructure on a constant basis
and the brain drain that we face from wholesale industrial espio-
nage—stealing our manufacturing and technological secrets so that
competitors abroad can take advantage of them without paying for
the intellectual property they have stolen.

Director BLAIR. Senator Whitehouse, the individual skills of a
single hacker, whether he is doing it for fun or paid off by a crimi-
nal or employed by an intelligence service of another country, you
can have really ace hackers under all three of those scenarios. The
advantage of a government or the characteristics of government-
sponsored attacks are more the focus on what they do and the abil-
ity to put it together with other forms of intelligence—spies and
humans that they can use, not just sitting there at the keyboard.
Criminals can do some of that, individual hackers generally don’t.

So the nature of this threat is pretty much the same no matter
who is doing it. It’s just the resources they have to put against it.

Senator WHITEHOUSE. Those resources can matter a lot when it
ends up to thousands or even tens of thousands of attacks daily
and weekly.

Director BLAIR. Absolutely. And that brings me to the second
point which is that, as I said in my statement, the general level
of our defenses is just not good enough for either the monetary
value or the intrinsic value of what we keep on the Net—intellec-
tual property and so on. Now, our big international central banks
that send billions of dollars across wires in networked systems
have developed tough defenses. And they spent a lot of money on
them and they put a lot of people on them. They continually check
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them and they can have high confidence that they can be secure
against outsiders—an insider is still a threat.

There are many transactions that involve extremely powerful in-
formation and which people seem to think that a relatively simple
password is enough to protect. And even a moderate hacker can get
into files in major companies in lots of commercial areas that are
not protected at all.

So I think we simply have to raise the game, spend more money
which is proportionate to what we’re protecting rather than just
making it an add-on thing. Do more training of people so that they
are more skilled and take advantage of the techniques that are
available there if we just put them in and apply them.

I'd say if we do that, we would be up at the 90, 95 percent level
of protection and after that, it would take a very skilled, deter-
mined, resourced, timely attack in order to get in. But a lot of ex-
tremely valuable things are available through very, very unsophis-
ticated hackers who just do brute force methods. And they can be
criminals or hackers or they can be government agents.

Senator WHITEHOUSE. Thank you, Director. My time has expired.

Chairman FEINSTEIN. Thank you very much, Senator White-
house.

Senator Wyden.

Senator WYDEN. Thank you, Madam Chair, and thank you to all
of you for your service to our country.

We’ve had a number of closed sessions on the Christmas Day at-
tack but I'd like to talk about a couple of issues in public to get
actually on the record what I think the country is especially con-
cerned about. My sense is that the intelligence community does a
good job collecting intelligence but has a harder time integrating it
and analyzing it.

And you all have talked about a number of steps through the
course of the afternoon. Director Panetta, you talked about how
people like Mr. Abdulmutallab are going to be looking for other op-
portunities. And here’s my question, and I want to ask this of you,
Director Blair. If the events leading up to Mr. Abdulmutallab’s at-
tempted attack were repeated over the next several months, how
confident are you now that a new Mr. Abdulmutallab would be
identified as a threat before he boarded an airplane bound for the
United States?

Director BLAIR. Senator Wyden, I’'m confident that someone who
left the trail that Mr. Abdulmutallab did would now be found. Even
in the month since the 25th of December, we have added human
resources—we put more people on the problem, we've assigned
them more specifically, and we’ve made some more tools available
that would catch an Abdulmutallab.

What I can’t tell you is that even with these improvements we
would be able to catch someone who took more care in—I'd rather
not talk about it in open session—but someone who is more careful,
more skilled, could still leave an intelligence trail that we would
have a hard time——

Senator WYDEN. But you could provide the assurance to the
American people—because this is why I wanted to ask it in pub-
lic—that with the additional resources, with your effort to unpack
everything that took place, you are now significantly more con-
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fident that another Mr. Abdulmutallab would be apprehended be-
fore he got on the plane.

Director BLAIR [continuing]. Yes, sir.

Senator WYDEN. Okay. Director Mueller, if I could, I wanted to
ask you about this homegrown al-Qa’ida and terrorist threat, and
certainly, when you look at some of the high-profile arrests that the
FBI has made over the past year of people like Headley and Mr.
Zazi, this is something also very much on people’s mind. You
touched on it in your statement: How serious do you believe the
threat of a homegrown al-Qa’ida threat is today?

Director MUELLER. I think it’s a very serious threat and increas-
ing, principally because of the enhanced use of the Internet to
radicalize and to be utilized to coordinate actions. And so with the
growth of the Internet, so too has grown the threat domestically.
If you look at individuals like Samadi in Dallas, he was radicalized
by the Internet; the individual up in Springfield; individuals in
Charlotte. The homegrown radicalization by those who were
radicalized in the United States who do not and have not traveled
overseas for training has grown over the last several years.

Senator WYDEN. Are you more concerned about al-Qa’ida terror-
ists coming from inside the United States now or from outside?

Director MUELLER. I'm equally concerned about—probably both
are about the same level of concern. I do think that the attacks un-
dertaken by individuals who have some association or training
overseas tend to be more of a threat in terms of the capabilities
than some of the threats that we've seen domestically. And so it
is the training, the enhanced capabilities that come for persons
traveling overseas and then coming back that would make any ter-
rorist attack a more substantial terrorist attack in most cases than
undertaken by a lone individual in the United States.

Senator WYDEN. Let me just close the loop on this. So you think
it’s a serious threat and would you say it’s as significant threat as
you see, say, in Great Britain?

Director MUELLER. I think to a certain extent, in some areas, we
share the same concerns as Great Britain. And by that, I mean
places like Somalia and Yemen and the ability of terrorists in those
countries to identify individuals who can be trained in either Soma-
lia, Yemen or Pakistan and then travel back to the UK. or the
United States, we have somewhat the same problems—particularly
with Somali youth, individuals, we found last year who were trav-
eling to Somalia and coming back to the United States.

On the other hand, the U.K. has, I believe, a stronger network
of individuals who have been radicalized with close ties to South
Asia—stronger ties to South Asia than youll find here in the
United States—which presents a different threat to the U.K. than
it does to us.

Senator WYDEN. Let me turn to one other subject for you, Direc-
tor Panetta. Do you or any of your associates have an estimate
about what it would take to drive al-Qa’ida out of the Pakistani
tribal areas? I think I want to touch briefly on the question of Paki-
stan, and what is your assessment of what it would take to drive
al-Qa’ida out of that area.

Director PANETTA. Senator Wyden, I've asked that question a
number of times because obviously our operations are very aggres-
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sive and very directed and, as I said, are very effective with re-
gards to disrupting their operations. Having said that, the reality
is that they continue to operate; they continue to move within the
FATA and the tribal areas. I would just share with you that I
think to effectively be able to disrupt al-Qa’ida and to end their
threat we need to have boots on the ground in addition to our oper-
ations.

Senator WYDEN. One last question if I might, Madam Chair.
What else, Director Panetta, could the Pakistani government do if
Pakistani leaders wanted to provide more assistance on counterter-
rorism issues?

Director PANETTA. Just what I said, which is boots on the
ground. They, in fact, went into South Waziristan. That was very
effective on bringing pressure on these groups. They had to move;
they had to scramble. That helped us in terms of our operations.
We need them to continue that effort.

Senator WYDEN. Thank you, Madam Chair.

Chairman FEINSTEIN. Thank you very much, Senator Wyden.

Senator Snowe.

Senator SNOWE. Thank you, Madam Chair, and thank you all for
being here today.

I just want to be clear because this is obviously a profound con-
cern and I share the sentiments expressed by my colleague, Sen-
ator Bond, about the whole issue and issuing of Miranda rights to
a terrorist on Christmas Day. And I think the American people
need to have reassurances as well in terms of what is going to
change as a result, you know, of what happened, and what is going
to be the process going forward?

Because it seems to me, in this instance, it clearly should have
commanded the attention at the highest levels in the intelligence
community about whether further questions should be posed to this
individual to be certain that the questions being posed were based
on all of the information regarding al-Qa’ida in Yemen, for exam-
ple, about this individual, and putting it all together before issuing
his Miranda rights.

And I think that’s what’s so disturbing here because that did not
occur, so it didn’t seem to me, and I don’t think it seemed to the
American people, that there was a cohesive, concerted effort and
determination based on all of the information that had been gath-
ered in highly-classified settings regarding al-Qa’ida in Yemen and,
of course, this individual and any associates, and whether or not
there was vital information that needed to be gleaned. And we
won’t know that now.

And furthermore, the administration had said they were setting
up in a group called the high-value detainee interrogation group
precisely for this type of circumstance. Has that been done? And
why wasn’t that done? And how are we going forward?

How is the intelligence community going to move forward based
on this particular situation that really does cast a shadow? Because
we won’t ever know about what could have been elicited from this
individual because of who posed the questions, frankly. You weren’t
consulted, Director Blair, at the highest level, for any questions
that should have been posed to this individual. And it seems to me
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it should have warranted consultation with you and others to be
sure under this circumstance.

Director BLAIR. Yes, Senator Snowe, if we’d known all we needed
to know about Mr. Abdulmutallab, he wouldn’t have been on the
airplane. It was a pop-up. There were extraordinary time pressures
on Christmas Day. I said to another committee that the process of
bringing together intelligence and skilled interrogators, in the light
of how we want to prosecute somebody, is the absolute key thing.
A form of that was done on Christmas Day. The Joint Task Force
FBI agents asked good questions. I've read the intelligence reports
that they put out and they were good.

We have taken advantage of the time we now have in order to
bring the full intelligence expertise into the support of the FBI, in
this case, which will—we hope—bring even more intelligence which
we can use. We have this high-value interrogation team building
the file so that when we get somebody that we know about, prob-
ably overseas, we can have done a lot of that homework that Sen-
ator Bond referred to first.

So the principle of using intelligence, using good interrogators,
making sure that we are taking the steps we need to get them be-
hind bars in the most effective way are what we need to bring to-
gether. And we just need to do that fast and the right way.

Director MUELLER. I understand the concern in terms of the
public’s understanding of what happened on Christmas Day. I also
share your concern that in doing a thorough interrogation you have
the input from a number of sources, the background, the prepara-
tion and the like. But it also is important to obtain the facts as
soon as you can and the time frame as such that you do not have
the opportunity to do that background such as you would like.

There were very fast-moving events on Christmas Day. We took
advantage—and I say “we”—the FBI took advantage, in my mind,
of the opportunities to gather that intelligence as quickly as we
could under the constraints that we operate in and with a person
who is arrested in the United States.

I, along with Director Blair and Director Panetta, believe that
teams of individuals with the appropriate background should be de-
ployed to do interrogations. And the protocol has been established,
has been set up, but we have not waited for that protocol. We have
utilized those teams already. With Headley, for instance, in Chi-
cago, we had a team of individuals who were doing the follow-up
questioning of him with expertise from a variety of areas, and
there we had the luxury of time in order to do it.

We have teams established that will be ready to go, in terms of—
or in the instance where we will pick up somebody in a particular
area of the world—where we will have teams, and do have teams,
ready to go to undertake those interrogations. So we have done a
lot in terms of putting together these teams to interrogate. But you
also have to look at what happened on Christmas Day in the con-
fines of trying to get intelligence on that day as to what was the
immediate threat that the American public faced.

Senator SNOWE. So what was the fast-moving event of that day
that necessitated issuing his Miranda rights? I'm not clear on that.
What was the rush and the extraordinary pressures that were
being faced?
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Director MUELLER. Well, first of all, we had to determine wheth-
er there were any—in the initial interview, we had to determine
whether there were other bombs on the plane, whether there were
other planes that had similar attacks contemplated, wanted to un-
derstand who the bomb maker was, who had directed him. All of
that came in the first series of questions.

Later that night, we had another opportunity to interview him,
and I believe that at that time, not only would we be able to inter-
view him, but we would interview him in the way that we could
utilize his statements to assure his successful prosecution, under-
standing that we have the obligation to take the individual before
a magistrate without undue delay, which would mean he’d go be-
fore a magistrate within the next 24 hours. So we sought to take
advantage of that time to undertake the interrogations we could
with the evidence we gathered at hand.

Senator SNOWE. But why wouldn’t it have been—I guess I'm still
not clear, because I don’t understand why we’d want to issue the
Miranda rights when we’re worried about whatever other subse-
quent events that might be occurring.

Director MUELLER. Because we also want to utilize his state-
ments to effectively prosecute him.

Senator SNOWE. Well, you know, I just profoundly disagree with
that. I think most people do, given those circumstances. It just
doesn’t seem to me to make sense. And frankly, not having the col-
lective weight on the intelligence community to really zero in on
this particular individual at this moment in time is really dis-
concerting and troubling, and I think that’s the point.

Director MUELLER. Now, let me just add one other point, and
that is, it is a continuum. In other words, you can look at it in that
day, but I encourage you to look at what has happened since then.
And it is a continuum in which, over a period of time, we have been
successful in obtaining intelligence not just on day one, but day
two, day three, day four, day five and down the road. And so I en-
courage you to look at it as a continuum as opposed to looking at
it as a snapshot of what happened on one day.

Senator SNOWE. Thank you.

Chairman FEINSTEIN. Thank you very much, Senator Snowe.

Senator Risch.

Senator RISCH. Thank you. First of all, Senator Snowe is right,
and I'm going to come back to that in just a minute. But I want
to engage in the political sparring that we’ve had here, briefly, to
start with.

First of all, I think the questions by my colleague from Oregon
were very on point, wanting to know if the American people can
be assured that somebody like Mr. Abdulmutallab will not be al-
lowed on a plane again. And I have every confidence that you guys
are right, that you’ve got it figured out, that this isn’t going to hap-
pen. Unfortunately, most people that, if they’re going to do this
again, they won’t have a guy with the credentials that this guy’s
got. There’s a million people out there that have no record, and you
won’t see it again. But it’s important.

As far as the Article III trial, I don’t understand it and I don’t—
you know, whether Bush did it or Reagan did it or this President
did it, when it comes to a combatant, they’re all wrong on this. Ar-
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ticle IIT courts were put together for the protection of the United
States citizen. It is expensive to try someone in an Article III court.
It is a great protection that most of the world doesn’t have. Cer-
tainly, people that come here that are foreigners that attacked us
are not entitled to an Article III trial. So I don’t care who made
the decision, what party they're in; they’re dead wrong on that.

Guantanamo—yeah, it’s a political issue only because it became
a political issue during the last campaign. Every one of us here has
met with people from the Arab world and what-have-you. The
flashpoint for them is not Guantanamo; it’s Israel, as was pointed
out. And I'd like to associate myself with remarks from Senator
Hatch.

Let’s talk about Miranda for a minute. Let me try to put this in
perspective for you. I used to be a prosecutor—in fact, I was a pros-
ecutor when Miranda was decided. We all thought it was the end
of the world. It turned out it wasn’t. But we learned a lot of things
from it. Miranda simply—the court said look, in America, we are
not an inquisitorial criminal process, we are an accusatorial crimi-
nal process. That means the government’s got to accuse you,
they’ve got to prove it and you don’t have to come up with any in-
formation to help them do it. That’s what Miranda was all about.

Again, it was done for the protection of United States citizens liv-

ing under the United States Constitution, and not for foreigners.
Miranda is simply an exclusionary rule. Now, I think most people
in this room know what an exclusionary rule is. You don’t go to jail
if you’re a police officer because you don’t Mirandize someone. The
case doesn’t get thrown out because you don’t Mirandize someone.
The only thing that Miranda does is it excludes any evidence that
the police got because they didn’t give the guy his Miranda warn-
ing.
All right, let’s take the Christmas Day bomber. Somebody tell me
why he had to be given his Miranda warnings. With all due re-
spect, Mr. Mueller—and by the way, thank you for what you do.
You guys have tough jobs and I appreciate it—but with all due re-
spect, you didn’t need to give this guy Miranda in order to have a
legitimate criminal prosecution. You had 200 witnesses that saw
what he did. You didn’t need a confession from the guy.

And anything you got out of him, if you didn’t Mirandize him,
couldn’t be used in a court of law, but who cares? You've got all
kinds of eyewitnesses; you were going to convict him. I would hope
you’d go back and look at this again and understand that the Mi-
randa rule is simply an exclusionary rule.

Number one, if you’re not going to try him in an Article III court
you don’t need to Miranda him. And number two, if you've got all
the evidence you need, you don’t need to Miranda him. Go ahead
and interrogate this guy until the cows come home because it
doesn’t matter.

What you want that for is you want it for intelligence, and if
whatever he says never sees the light of day in a courtroom, who
cares? This guy is going to get convicted. But with all due respect,
I think you lost some information that could have been very, very
valuable to the American people.
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And with that, thank you very much, Madam Chairman. And
there’s a couple minutes left, so maybe, Mr. Blair, you're in the
middle seat; do you want to comment on that.

Director BLAIR. I find the intelligence committee has an awful lot
of former prosecutors on it but I think that the balance that we're
trying to strike—it’s interesting, I hear these same conversations
inside the executive branch when we have our meetings on the
same subjects. I mean, these are not easy matters and somebody
would have found the absolute perfect way to balance the prosecu-
tion and intelligence value before now if it had been right there.

So I'd just say these are balance cases and we can talk about in-
dividual ones, but we need to keep all the tools out there, we need
a process to think them through, we need to take advantage of
whatever time we have and the circumstances of the case, and try
to do the best thing.

Senator RiscH. Well, Mr. Blair, let me disagree with you, as far
as this being a balancing matter. This is not a balancing matter.
The question is, whatever I get out of this guy, do I need it in a
court of law? If you don’t need it in a court of law, there’s no bal-
ance that’s necessary or anything else. I mean, there’s no reason—
I mean, just think about this guy. He came from a foreign country
and he wasn’t able to accomplish what he wants, so he gets drug
into the room by American authorities and he’s sitting there think-
ing, geez, I wonder what’s coming next. You know, I don’t know
what these guys do, but I bet it isn’t pretty.

And somebody comes in and says, by the way, we’re going to give
you a lawyer if you’d like one. This guy says, have I died and gone
to heaven? You know, I mean, of course he’s going to shut up.
When you tell him don’t say anything until you talk to a lawyer
and we’re going to give you a free one, of course, he’s going to do
that. With all due respect, this is not difficult. It’s really simple.
Do you need the statement in court or do you not need the state-
ment in court? And if you don’t, wring everything you can out of
that guy.

Madam Chairman, I'm done.

Director MUELLER. May I just add one thing?

Chairman FEINSTEIN. Yes, you may, Mr. Mueller.

Director MUELLER. I don’t disagree with what you said, Senator,
but I will say that you are looking at it in the rear mirror. And
the decisions that are made—you are assuming that, at the point
in time decisions are made, we have a full understanding of the
case that we have against him. And this is but five, six hours after-
wards—four or five hours after he’s gotten off the plane.

And so I don’t disagree with a lot you say, but by the same
token, you’re looking at it in the rear-view mirror. And if you put
yourself at the time and the decisions that you have to make at
that time, you may come down on the other side.

Senator RiSCH. And Mr. Mueller, I don’t disagree with that. But
in this case, I'll bet you guys had talked to about a half a dozen
people that saw exactly what he did and knew you had an airtight
case against this guy.

Director MUELLER. Sir, we were out interviewing that afternoon
the passengers from the plane. But the results of those interviews,
we don’t get until late that night or the following day. The first in-
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formation we have off the plane, when our agents are out there, is
saying an individual has set off some firecrackers on the plane.
And that’s the first information we have. And so, as you well know
as a prosecutor, as the day goes forward and the events, that you
get pieces of information at a particular point in time.

The other point I would make is that, again, as I made it with
Senator Snowe, is this is a continuum over a period of time. And
what happens on that day happens on that day. But do not dis-
count what has happened or what does happen after that in terms
of gaining that intelligence.

Senator RiSCH. And that’s fair. Thank you, Madam Chairman.

Chairman FEINSTEIN. Thank you very much, Senator.

Senator Feingold, you're up.

Senator FEINGOLD. I thank the Chair. I have a statement that
I ask be included in the record.

Chairman FEINSTEIN. Without objection.

Senator FEINGOLD. In light of the discussion this afternoon, I
want to note my strong support for the decision to try Khalid
Shaykh Mohammed and Abdulmutallab in federal court. It’s a deci-
sion that I think actually demonstrates our national strength.

Director Blair, on January 7th, White House Counterterrorism
Advisor John Brennan acknowledged, “we didn’t know that AQAP
had progressed to the point of actually launching individuals here.”
Do you agree with that statement?

Director BLAIR. Senator, we had some information that they had
ambitions to attack the United States before that point.

Senator FEINGOLD. You know, this strikes me as an area of stra-
tegic intelligence and perhaps a failure of strategic intelligence.

And it’s important, I think, that we acknowledge and address
that as part of this even as we simultaneously work on how to im-
prove the so-called connect-the-dots tactical capabilities. I just
think it’s important to see that as part of what happened.

CT Advisor Brennan also said that al-Qa’ida is looking in Africa
for recruits and that the government is very concerned about this
and is following up. I'd ask both Directors Blair and Panetta,
where in Africa do you see this occurring? And are you concerned?
Do we have a good enough handle on this threat continent-wide?

Director PANETTA. The areas of principal concern are Somalia
and we have intelligence that obviously there are individuals that
are going to Somalia—in some cases, U.S. citizens that are going
to Somalia and that are involved in training camps there. And
that’s one area of concern. Yemen is another area of concern, as is
obvious. And, again, there al-Qa’ida has a presence and we have
strong intelligence that is trying to target those individuals. More
importantly, we have intelligence that indicates that there is a con-
tinuing effort to try to recruit somebody to institute some kind of
attack on the United States.

Director BLAIR. Senator Feingold, I think you’re familiar with the
organization al-Qa’ida in the Maghreb, which is based in Western
Africa. And I think what we’re learning is that this really is a syn-
dicate al-Qa’ida in South Asia, Yemen, other places, and that
they—in ways that we don’t entirely understand—pass people from
one to the other. Abdulmutallab was a Nigerian; 70 million Mus-
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lims, generally moderate, in Nigeria. But obviously, there is a num-
ber who can be radicalized to the point that he was.

So what I'm finding is to put them into geographic pigeonholes
is kind of limiting our vision. And maybe that was part of the lim-
ited vision that we had before.

Senator FEINGOLD. Well, I think that’s exactly right, Mr. Direc-
tor. And I appreciate your adding that to the items that Director
Panetta mentioned. I tried to talk today to the Secretary of State
about the countries in Western Africa where drug trade, perhaps
from Latin America, is perhaps being connected up with these
things. And of course, your reference to al-Qa’ida in the Islamic
Maghreb is absolutely right in terms of Northern Africa.

So I guess I go back just to comment, do we have the resources?
Do we have the capacity to follow this? These are incredibly vast
areas. And the conditions that allow al-Qa’ida to recruit in Africa
are exactly the kind of problems that I think demand broader re-
form of the sort that I have proposed and this committee and the
Senate have already approved. And I'm hoping that that can be
completed and undertaken in terms of a commission in the near fu-
ture. Until we integrate the intelligence community with the ways
we openly gather information, radicalization, I think, we’ll keep
being one step behind al-Qa’ida.

We also need counterterrorism policies that are informed by
what is actually happening in these countries. Last year, the State
Department concluded that the al-Houthi rebellion in Yemen was
distracting the government from counterterrorism. Do the wit-
nesses have any concerns that Sana’a’s recent interest in CT will
not be sustained or that fighting the rebellion they’re dealing with,
the southern secessionists, will be competing priorities?

Director Panetta.

Director PANETTA. Senator, the situation in Yemen remains a
volatile situation. And although we have gotten strong support
from President Salih to go after targets and to share opportunities
to ensure that we are working together, he is besieged by the
Houthi situation on the border. He’s besieged by what’s happening
in the south and the potential that they might divide from his
country. So there are a series of problems there that could very
well consume him. This is not a clear-cut situation in terms of hav-
ing his support.

Senator FEINGOLD. Thank you. Director Blair, your prepared tes-
timony is refreshingly candid about Pakistan’s continued support
for militant proxies and about the assistance provided by some of
those groups to al-Qa’ida. You also indicated that Pakistan’s ac-
tions are motivated by a desire, of course, to counter India, which
makes Pakistan’s strategic view of India central to our national se-
curity.

I'm not convinced that the U.S. military operations in Afghani-
stan are going to actually change Islamabad’s calculations in this
regard. Isn’t something else going to have to happen to alter how
Pakistan has looked at the region for the past 60 years?

Director BLAIR. Senator, in conversations with Pakistani officials
and through assessing them with intelligence experts, we think
that that historical foundation that you cite certainly provides the
foundation and the heritage of what they go into these decisions
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with. But they are constantly reevaluating what is happening on
their western border.

What I think General Kayani, for example, one of the key lead-
ers, said yesterday that what he sees as important in Afghanistan
is that it be a friendly state and stable state. And he has offered,
for example, training to Afghanistan armed forces in order to
achieve that. So while the Pakistani threat coming from India is
historically well-grounded and lies at the core of Pakistan’s con-
cern, I think they are realistic in terms of looking around and see-
ing how do they best carry out their interests in that framework.

Senator FEINGOLD. I thank you all.

Chairman FEINSTEIN. I think we should probably begin to wrap
it up. There may be some additional questions. All right, Mr. Vice
Chairman, why don’t you go ahead and then I'll wrap it up.

Vice Chairman BOND. Okay, just a couple quick things. I admit
to having been on the government and the defense side in a few
criminal cases, limited manner, but I do associate myself with the
country lawyer from Idaho. Not only are there problems with the
trial, but I also recall Khalid Shaykh Mohammed, when arrested,
said something like, my lawyer and I will see you in New York. So
if he were to be tried in New York, which apparently not, it would
be granting his greatest wish.

Now, turning to Gitmo, it was always my understanding that the
many detainees in Gitmo were never intended to come to the
United States for trial. That’s why we worked, in 2007 and 2009,
to get the military tribunals properly established.

Now, moving along, Mr. Director, I was very disappointed—I
wrote you a month and a half ago asking the recidivism numbers
for the past year detainees returning to terrorism to be made pub-
lic. I first got my answer via the media last night, when the letter
from White House Advisor Brennan was sent to the House Speak-
er, which stated openly what we’ve known, that the recidivism rate
was 20 percent.

He went on to note that all those were from the previous admin-
istration. But putting aside all that, and the fact that it took us
a long time to get that answer, number one, I hope that the infor-
mation will be forthcoming on a regular basis in the future. When
I ask a question, I'd like to hear from you in a more timely manner.
But I do know that the detainees released prior to 2009 were
judged to be the very most rehabable or most subject to rehabilita-
tion detainees they had.

So I don’t believe it takes a rocket scientist to realize that letting
any more go would heighten the risk. Do you have any reason to
believe that additional detainees will not go through the so-called
rehab programs, or come back with additional information they can
use to plan and execute terrorist attacks against the United
States?

Director BLAIR. I think you’re absolutely correct on this, Vice
Chairman, that the 500-odd detainees who had been released be-
fore last year, and then the 120-some-odd that have been des-
ignated for release since then are probably easier cases. And I've
been personally going through some of these harder cases, and
there’s a fairly large number of them that we shouldn’t

Vice Chairman BOND. I would hope they would not be released.
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Director BLAIR [continuing]. Yes, sir.

Vice Chairman BOND. Now, moving to the high-value detainee
interrogation group that everybody’s calling HIG for short, when
will the document be finalized and the committee get a copy of it,
and have this operation in place?

Director BLAIR. Sir, the charter—I've signed off on the charter,
so it should—it requires a number of sign-offs around the govern-
ment. I'll look at when it would be available, but it’s moving along,
and, as Director Mueller said, we are using the components that
we expect will coalesce into a HIG right now.

Vice Chairman BOND. But as I understand it from the executive
order, that the HIG is actually under control of the White House
through the National Security Council. Is that correct?

Director BLAIR. The body that makes the decision on deploying
it is in the White House with representatives from everybody at
this table.

Vice Chairman BOND. But it’s the National Security Council. If
Usama bin Ladin were captured tomorrow, would the HIG interro-
gate him? Would he be read his Miranda rights?

Director BrLAIR. If Usama bin Ladin were captured, I would very
much hope that the HIG would interrogate him and squeeze all the
information out of him

Vice Chairman BOND. Prior to Mirandizing him.

Director BLAIR [continuing]. I'm not going to talk about the——

Vice Chairman BOND. Director Panetta, to what extent is the
CIA in the interrogation business at all? I've talked to colleagues
who’ve gone overseas and met with commanding officers who, when
asked about who can interrogate them, bring their lawyer in to
give an answer because they don’t seem to know. Does the CIA
have any role in interrogation? If so, what is it?

Director PANETTA. Yes, Senator, we are engaged with these
teams, and what we bring is obviously the intelligence value associ-
ated with whoever is being interrogated. But we do participate in
those kinds of interrogations.

Vice Chairman BOND. So you've been participating in the HIG?

Director PANETTA. That’s correct.

Vice Chairman BoND. How long’s that HIG been going?

Director PANETTA. Well, obviously, we have gone ahead and dis-
patched some of these teams with the CIA, with the FBI, in order
to

Vice Chairman BoOND. How long have they—I didn’t know that
the CIA or anybody else was interrogating people; how long has
that been going on?

Director PANETTA [continuing]. Well, we're participating with the
FBI.

Vice Chairman BOND. Since when?

Director MUELLER. Last fall.

Vice Chairman BOND. So you have been doing this

Director MUELLER. I mean, we have been doing it in teams in an-
ticipation of the formal signing of the document, but the concept
has been in place since last fall and we have used it on a number
of occasions.

Director BLAIR. Senator, the CIA personnel are not the interroga-
tors; they’re the backup, aren’t they, Director Panetta?
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Director PANETTA. They’re backup, but they are doing some of
the interviewing.

Chairman FEINSTEIN. If I may, the HIG is operational and has
been deployed, correct?

Director BLAIR. Yes.

Chairman FEINSTEIN. Thank you. Senator Rockefeller, you had a
comment and Senator Whitehouse, will you make a comment?

Senator ROCKEFELLER. I don’t have a question, but just a com-
ment because time is running out. The two things that I'd hoped
to discuss here today, but which we won’t have time to do—but
we’ll have plenty of time in the near future—is, number one, to
meet the two greatest growing threats within our terrorist commu-
nity. One has already been discussed, and that is the youth—I be-
lieve by you, Director Panetta—and that is that Abdulmutallab is—
you know, he had no record; he was clean, had a 2-year visa.

He started in when he was 22 years old. He was arrested when
he was 23 years old. I see this as growing all across the world, in-
cluding in our own country, obviously, because they are clean, be-
cause they cannot be traced. And for that reason, as Director Blair
knows, it’s a concern of mine that when these folks choose to travel
and they pay in cash, and because they pay in cash, there’s simply
an interchange with somebody at an airport or a travel agent,
nothing is known about them—just that they paid in cash and, you
know, maybe checked luggage or maybe didn’t.

So there has to be a way, which we can work out, that when
somebody pays in cash, that the person at the counter or the per-
son at the travel agency asks questions, gets certain information
from that person—Social Security number, telephone number, ad-
dress, address where the person will be overseas. People won't like
it. Airlines won’t like asking those questions. They’ll think it’'s a
harassment upon them. But there is no other protection that I
know of for people who have a paperless trail. So that’s one thing
that concerns me greatly.

And the second one we’ve also talked about in other situations,
and that is the fact that—I think I've read it in several books and
plenty of articles—that, let’s say that the entire operation of bring-
ing down the twin towers cost al-Qa’ida about $500,000 and that
with all of the poppy activity, the corruption activity, the criminal
gang activity which interrelates in with the Taliban in Pakistan,
with the Taliban in Afghanistan, and with others. And they cross-
fertilize at some point, because money is money. Also, so much
money is contributed to this from foreign countries, and we all
know who those foreign countries are.

The question of chasing down the financing of terrorism is, to
this Senator, a primary concern. I don’t know how much is being
done about it. I do know that—I think that they can sort of do a
twin tower every three weeks, according to the amount of money
they raise. And that may be just from the drug trade—the nar-
cotics—much less the other types of financial resources that are
coming to them, just in overwhelming hundreds of millions of dol-
lars, hundreds of millions of dollars.

That has to be faced up to. And it’s serious; it’s hard; it’s a hard
thing to shut down because it’s worldwide. You're dealing with dif-
ferent people; youre not necessarily dealing with the terrorists
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themselves. You're dealing with the people who facilitate. But now,
they become equally dangerous. They enable. And that’s scary.

Thank you, Madam Chair.

Chairman FEINSTEIN. Thank you very much, Senator.

Senator Whitehouse, you had a question?

Senator WHITEHOUSE. I believe that the Chairman in her open-
ing remarks referenced the report that the committee is working
on on cyber security. I believe that the extent to which the country
is under cyber attack is under-appreciated by the public. And I
would like to ask each of you for your cooperation with that report
in making timely decisions about declassification so that we can,
without compromising any national security information, present
information in the report about the scale of the attack that we face
in a meaningful way and in our time frame.

I believe that will require some cooperation from you as
declassifiers since nobody in the legislative branch of government
is a declassifier and our procedures for declassifying information
are so complex that I frankly believe that they have never actually
been used.

So it will require your cooperation and I'd just like to take this
p}lllblic opportunity to ask you for your cooperation in accomplishing
that.

Director BLAIR. Senator, we’ll do that.

And, Madam Chairman, if I can just clarify one thing in my ex-
change with Senator Feingold, I just had a chance to review the
statement by Mr. Brennan that he mentioned. And we’re not at
odds. It’s a distinction between strategic and tactical intelligence
and we’re both saying the same thing.

Chairman FEINSTEIN. Thank you very much. I'd like just to clar-
ify my understanding. My understanding is that the high value de-
tainee interrogation team is in fact operative, that it has been de-
ployed and that it will participate in any future interrogation. Is
that correct?

Director PANETTA. That’s correct.

Chairman FEINSTEIN. Thank you, Mr. Panetta.

It is also my understanding that Mr. Abdulmutallab has pro-
vided valuable information. Is that correct?

Director MUELLER. Yes.

Chairman FEINSTEIN. And that the interrogation continues de-
spite the fact that he has been Mirandized.

Director MUELLER. Yes.

Chairman FEINSTEIN. It is also my information that the no-fly
list has been substantially augmented. Is that correct?

Director PANETTA. That’s correct. We have added a number of
names to the no-fly list.

Chairman FEINSTEIN. And can you discuss the definition for
placement on the no-fly list? We discussed this and you read the
definition, which took a Philadelphia lawyer to——

Director BLAIR. Closed session. And we showed you the stack of
paper which is required. And I think it’s a case of practice and in-
terpretation of those rules. And, as Director Panetta said, we are
interpreting those more aggressively right now until we get a bet-
ter handle on this situation with al-Qa’ida in the Arabian Penin-
sula.
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So it’s within the same words written on the paper, but it’s more
aggressive and flexible in terms of actually getting more names on
the list when we’re in the gray area.

Chairman FEINSTEIN [continuing]. And it’s my understanding
that the views of a chief of station will be taken into consideration
in terms of determining whether an individual should be placed on
a no-fly list or a watch list. Is that correct, Mr. Panetta?

Director PANETTA. That’s correct.

Chairman FEINSTEIN. I think that’s very important. And I'm de-
lighted to hear that. All right.

I'd like to thank everybody. I'd like to thank you for your service
to the country. I'd like to thank your staff that have worked on
this. I know it’s a very hard time and that the next six months are
a difficult period. So the committee stands available to be of what-
ever help it can be.

Vice Chairman BOND. I was going to say, before you closed, first,
I join with the Chair in thanking you for your discussions. I be-
lieve, having been around here a little while, that when we have
these open hearings, one of the most important things we can do
is talk about issues that are important to the public. And while
we've had very spirited debate on both sides, there is strong dis-
agreement.

I think the public wants to hear from you, from both sides of the
aisle on our views on this. So I find this is a very, very helpful dis-
cussion. It’s difficult because good friends are disagreeing. But I
thank the Chair for having this in open hearing, and letting us
pursue those.

Number two, I've said that I believe that we have very strong in-
terest on both sides of the aisle in making sure that cyber security
is pursued as an intelligence matter, but that the American people
understand just how dangerous these cyber attacks are for our per-
sonal bank accounts, credit cards, for the security of our infrastruc-
ture—power supply, water companies and all that—and for our na-
tional security.

So when we find things that can be discussed openly, we will
look forward to doing so.

And finally, Madam Chair, I believe the record normally will stay
open for a couple of days.

Chairman FEINSTEIN. It will stay open.

Vice Chairman BOND. Surprisingly enough, I didn’t even get
through the questions. I would like to give our distinguished wit-
nesses an opportunity to respond to some of the comments that
have been made by former Attorney General, Mike Mukasey, who
was the trial judge in the Blind Sheik and other cases. And I would
like to get your reaction to those.

But I thank you, Madam Chair, for putting up with this and hav-
ing a very spirited, interesting debate.

Chairman FEINSTEIN. Thank you very much, Mr. Vice Chairman.
Thank you, gentlemen. The hearing is adjourned.

[Whereupon, at 5:05 p.m., the Committee adjourned.]
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Far-Reaching Impact of the Cyber Threat '

The national security of the United States, our economic prosperity, and the daily functioning
of our government are dependent on a dynamic public and private information infrastructure,
which includes telecommunications, computer networks and systems, and the information
residing within. This critical infrastructure is severely threatened.

This cyber domain is exponentially expanding our ability to create and share knowledge, but
it is also enabling those who would steal, corrupt, harm or destroy the public and private assets
vital to our national interests. The recent intrusions reported by Google are a stark reminder of
the importance of these cyber assets, and a wake-up call to those who have not taken this
problem seriously. Companies who promptly report cyber intrusions to government authorities
greatly help us to understand and address the range of cyber threats that face us all,

I am here today to stress that, acting independently, neither the US Government nor the
private sector can fully control or protect the country’s information infrastructure. Yet, with
increased national attention and investment in cyber security initiatives, | am confident the
United States can implement measures to mitigate this negative situation.

The Evolving Threat and Future Trends ‘

The United States confronts a dangerous combination of known and unknown vulnerabilities,
strong and rapidly expanding adversary capabilities, and a lack of comprehensive threat
awareness. Malicious cyber activity is occurring on an unprecedented scale with extraordinary
sophistication. While both the threats and technologies associated with cyberspace are dynamic,
the existing balance in network technology favors malicious actors, and is likely to continue to
do so for the foreseeable future. Sensitive information is stolen daily from both govemment and
private sector networks, undermining confidence in our information systems, and in the very
information these systems were intended to convey. We often find persistent, unauthorized, and
at times, unattributable presences on exploited networks, the hallmark of an unknown adversary
intending to do far more than merely demonstrate skill or mock a vulnerability. We cannot be
certain that our cyberspace infrastructure will remain available and reliable during a time of
crisis. Within this dynamic environment, we are confronting threats that are both more targeted
and more serious. New cyber security approaches must continually be developed, tested, and
implemented to respond to new threat technologies and strategies.

We face nation states, terrorist networks, organized criminal groups, individuals, and other
cyber actors with varying combinations of access, technical sophistication and intent. Many
have the capabilities to target elements of the US information infrastructure for intelligence
collection, intellectual property theft, or disruption. Terrorist groups and their sympathizers have
expressed interest in using cyber means to target the United States and its citizens. Criminal
elements continue to show growing sophistication in their technical capability and targeting.
Today, cyber criminals operate a pervasive, mature on-line service economy in illicit cyber
capabilities and services, which are available to anyone willing to pay. Globally, widespread
cyber-facilitated bank and credit card fraud has serious implications for economic and financial
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systems and the national security, intelligence, and law enforcement communities charged with
protecting them.

The cyber criminal sector in particular has displayed remarkable technical innovation with an
agility presently exceeding the response capability of network defenders. Criminals are
developing new, difficult-to-counter tools. In 2009, we saw the deployment of self modifying
malware, which evolves to render traditional virus detection technologies less effective. The
Conficker worm, which appeared in 2008 and created one of the largest networks of
compromised computers identified thus far, continues to provide a persistent and adaptable
platform for other malicious enterprises. Criminals are targeting mobile devices such as
“smartphones,” whose increasing power and use in financial transactions makes them potentially
lucrative targets. Criminals are collaborating globally and exchanging tools and expertise to
ciroumvent defensive efforts, which makes it increasingly difficult for network defenders and
law enforcement to detect and disrupt malicious activities

Two global trends within the information technology environment, while providing greater
efficiency and services to users, also potentially increase vulnerabilities and the consequences of
security failures. The first is nerwork convergence—the merging of distinct voice and data
technologies to a point where all communications (e.g., voice, facsimile, video, computers,
contro} of critical infrastructure, and the Internet) are transported over a common network
structure—will probably come close to completion in the next five years, This convergence
amplifies the opportunity for, and consequences of, disruptive cyber attacks and unforeseen
secondary effects on other parts of the US critical infrastructure. The second is channe!
consolidation, the concentration of data captured on individual users by service providers
through emails or instant messaging, Internet search engines, Web 2.0 social networking means,
and geographic location of mobile service subscribers, which increases the potential and
consequences for exploitation of personal data by malicious entities. The increased
interconnection of information systems and data inherent in these trends pose potential threats to
the confidentiality, integrity and availability of critical infrastructures and of secure credentialing
and identification technologies.

The Intelligence Community plays a vital role in protecting and preserving our nation’s cyber
interests and the continued free flow of information in cyberspace. As Director of National
Intelligence, I am creating an integrated and agile intelligence team to help develop and deploy a
defensive strategy that is both effective and respectful of American freedoms and values. In the
2009 National Intelligence Strategy, I focused the Intelligence Community on protecting the US
from a multi-vector cyber threat, covering malicious actors seeking to penetrate a network from
the outside, insiders, and potential threats hidden within the information technology supply
chain. We are integrating cyber security with counterintelligence and improving our ability to
understand, detect, attribute, and counter the full range of threats. I started this last summer
when I charged my new National Counterintelligence Executive to create a cyber directorate
within his office that would provide outreach for foreign intelligence threat wamings and ensure
insider threats are thwarted by the USG through use of technology and operational
countermeasures. I believe this emphasis can augment and improve existing cyber efforts toward
improving national and economic security for our nation.
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We cannot protect cyberspace without a coordinated and collaborative effort that
incorporates both the US private sector and our international partners. The President’s
Cyberspace Policy Review provides a unifying framework for these coordinated efforts. The five
elements of the framework—Ileading from the top, building capacity for a digital nation, sharing
responsibility for cybersecurity, creating effective information sharing and incident response, and
encouraging innovation—serve to align the efforts of the Intelligence Community with its many
government and private sector partners. As Director of National Intelligence, I will continue to
ensure that information on these threats reaches executive and legislative leaders quickly, to
allow them to make informed national security decisions. I will also stay in touch with private
companies that provide network services so that we are both helping them stay secure and
learning through their experience.

Also, I continue to report to the President on the implementation of the Comprehensive
National Cybersecurity Initiative (CNCI), which was designed to mitigate vulnerabilities being
exploited by our cyber adversaries and provide long-term strategic operational and analytic
capabilities to US Government organizations. By enabling the development of these new
technologies and strategies, as a core component of a broad strategic approach to strengthening
cybersecurity for the nation, the CNCI will give the United States additional tools to respond to
the constantly changing cyber environment. Simultaneously, the CNCI stresses the importance
of the private sector as a partner through information sharing and other best practices to address
vulnerabilities. My Cyber Task Force produces quarterly reports on this government-wide effort,
providing a balanced assessment of its progress at improving the US Government’s cyber
security stance. The Congress funded most, but not all, of the Administration’s request last year.
We will need full funding of this program to keep close to pace with our adversaries.

The Changing Threat to the Global Economy

A year ago I began my Statement for the Record by addressing the threat to global economy,
which at the time was in a free fall and generating fears of a global depression. An
unprecedented policy response by governments and central banks in most large economies
compensated for the sudden drop in private sector activity and laid a foundation for a global
recovery that most forecasters expect will continue through 2010. Asia, led by China, India, and
Indonesia, has been the most robust region globally and has helped support the retum of growth
elsewhere.

This is likely to be an economie policy transition year in which governments and central
banks will face difficult choices about when and how to begin withdrawing stimulus measures as
their economies gain steam. EXit strategy missteps could set back the recovery, particularly if
inflation or political pressures to consolidate budgets emerge before household consumption and
private investment have begun to play a larger role in the recovery. From a geographic
perspective this risk is greatest in Europe where the recovery is anemic; and some governments
are likely to begin consolidating their budgets despite weak economic conditions. The financial
crisis has increased industrial country budget deficits and efforts to reduce those deficits are
likely to constrain European and Japanese spending on foreign priorities—such as supporting
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efforts to stabilize Afghanistan, assisting poorer countries in coping with climate change and
reducing CO2 emissions, and addressing humanitarian disasters—and spending on their own
military modernization and preparedness for much of this decade.

Financial contagion risks are falling but have not disappeared. Most emerging market
nations have weathered the crisis, international private investment flows are recovering, and the
IMF has the resources to intervene when necessary. Nonetheless, the economies of several
countries remain at risk despite the improving global environment. Pakistan and Ukraine are still
struggling 1o put their economic houses in order and probably will face economic setbacks,
particularly if they lose support from the IMF and other sources of finance. Bulgaria, Estonia,
Greece, Hungary, Iceland, Ireland, Latvia, Lithuania, and Romania remain fragile and the
breaking of euro pegs in the region would put new strains on European banks. The near-default
of Dubai World late last year serves as a reminder that large company defaults still have the
potential to raise investor risk assessments and cause problems in the rollover of corporate debt.

Among the major industrial countries Japan was hardest hit by the crisis due to the
importance of its export sector. China is likely to surpass Japan as the world’s second largest
economy this year—a year earlier than the IMF had forecasted before the crisis hit, As Japan
recovers, its exporters will benefit from dynamic growth in emerging Asia and the relative
importance of the US market will decline.

Globalization Challenges

The financial crisis was transmitted broadly and rapidly through international capital and
trade channels and has challenged the view that globalization is the road to prosperity. The
financial crisis did not unleash a wave of 1930s-style beggar-thy-neighbor protectionist policies.
Nonetheless, there has been some slippage since the crisis began as several countries have
introduced new trade restricting measures, “buy local” government procurement rules, and
support to domestic firms to safeguard employment and their companies. Although such policies
currently impact a small proportion of global trade, high persistent joblessness and excess
capacity in politically sensitive sectors, such as automobiles and steel, will require continued
vigilance to ensure that trade disputes do not escalate into a more serious tit-for-tat
protectionism. Additionally, Chinese inroads into market share in a range of product markets
have made them a leading target of other countries’ trade remedy measures.

The IMF’s role in helping to stabilize at-risk emerging markets during the crisis has shifted
the debate about the IMF’s future from whether it has one to what can be done to reform the
institution to meet the needs and demands of the next decade. The IMF emerges from the crisis
with more resources to deal with financial crises and a new role to support the G-20. The
outcome of the G-20 agreement to realign IMF governance to raise emerging market countries
clout, however, will largely determine the Fund’s relevance to the larger emerging markets.

The financial and economic crisis provided the catalyst for governments to agree to elevate
the G-20 to the premier economic policy forum, giving the largest emerging market country
leaders a status on par with G-7 leaders. So far, the three G-20 summits have given an
impression of relative unity and produced some significant agreements, such as the decision to
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boost IMF financial resources. As the crisis atmosphere fades, however, the G-20s diversity
and size may undercut efforts to maintain consensus as policy decisions require more detail and

specificity.

Global Energy Security Challenges

One year ago oil prices were falling sharply because of reduced global demand resulting
from the crisis. Action by OPEC to cut production and the start of economic recovery are
supporting the current higher prices and several forecasters predict that prices will remain strong
this year. Sufficient OPEC spare production capacity exists—about 6 million barrels per day
(b/dy—to meet oil demand growth in 2010, which the Internationa! Energy Agency predicts will
be about 1.4 million b/d.

The Intelligence Community is not in the business of predicting oil prices but most market
observers expect the combination of high inventory levels and excess production capacity will
limit upward movements in oil prices for the next year. The current prices of around $75 per
barre! of crude are well off the record levels of almost $150 per barrel reached in mid 2008 but
are high enough that most large exporting nations are generating enough revenues to finance
their budgets and accumulate foreign assets. Nonetheless, Russia is turning to international
financial markets this year to fill its budget gap and Venezuela is struggling to offset the lower
prices and declines in oil production,

To meet demand growth in next three to 10 years and reduce the risk of future price spikes,
however, international and national oil companies will need to re-engage on major projects that
were shelved when prices fell in late 2008. For example, several Canadian oil sands projects—
high-cost and high carbon-emitting ventures—were delayed or cancelled and, despite current
higher prices, most of these projects remain on hold pending a clearer picture of the strength of
the economic recovery and policies on CO2 emissions. Brazil and Kazakhstan are the two other
non-OPEC producers that we expect to add substantial capacity, although most of their
additional supply will come from deep, technically challenging offshore projects and will not be
available until after 2015. Russia is benefiting from the recent completion of several major
projects—some operated by foreign companies—but depletion rates in fields now producing
makes further gains unlikely absent policy changes to spur development of new fields.

Within OPEC, iraq is a bright spot for oil capacity expansion. Foreign companies that
successfully bid in the two bid rounds held in 2009 are proposing to increase production to about
4-6 million bpd in seven-to-twelve years from the present 2.4 million bpd. Nonetheless, a fragile
security and political environment, dilapidated infrastructure, and limited institutional capacity
will make it difficult to fully realize this increase. Minor production increases are likely to come
from other OPEC producers, primarily in the form of natural gas liquids that are a byproduct of
increases in the production of natural gas, especially in such countries as Qatar, Iran, and
Algeria.

Recent developments in the US gas sector, primarily shale gas, have made the United States

essentially gas independent for at least a decade or two, if not longer. The increase in US natural
gas resources has added downward pressure on gas prices worldwide; sharp declines in US
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imports of liquefied natural gas cargos, coupled with an increase in liquefaction export capacity,
have produced a glut of liquefied natural gas available on the market.

Terrorists Under Pressure; Terrorist Threat
to Homeland Remains

1 told you last year that we were turning a corner on violent extremism, as Muslim opinion
increasingly turned against terrorist groups like al-Qa’ida because of their brutal tactics that
resulted in the deaths of Muslim civilians. In statements during the past year 1, and other
Intelligence Community officials, have highlighted the major counterterrorism successes that we
and our partners have scored—successes that have removed key terrorist leaders and operatives
who threatened the US Homeland directly, as well as the interests of the United States and its
partners overseas. The spate of recent terrorism-related events, if taken judged in isolation,
would seem to call into question our counterterrorism successes, and it is natural that we ask
ourselves whether these events are evidence of an increase in the threat, a change in the nature of
the threat, or both. While our agencies are continuing to evaluate how these events fit into the
strategic threat picture and we have many unanswered questions, I would like to put these events
into context.

First, we have been warning since 9/11 that al-Qa’ida, al-Qa’ida-associated groups, and al-
Qa’ida inspired terrorists remain committed to striking the United States and US interests. What
is different is that we have names and faces to go with that warning. We are therefore seeing the
reality. In fact, as I will expand on, the individuals who allegedly have been involved in recent
events have come from the same components that I have talked about many times before:
Najubullah Zazi and his two recently arrested co-conspirators allegedly are associated with core
al-Qa’ida; Umar Farouq Abdulmutallab, the Nigerian who allegedly attempted to down the US
airliner on Christmas Day, represents an al-Qa’ida affiliated group; and Major Nidal Hasan, who
allegedly perpetrated the tragic attack at Fort Hood, is a homegrown extremist.

Second, we can take it as a sign of the progress that while complex, multiple cell-based
attacks could still occur, we are making them very difficult to pull off. At the same time, the
recent successful and attempted attacks represent an evolving threat in which it is even more
difficult to identify and track small numbers of terrorists recently recruited and trained and short-
term plots than to find and follow terrorist cells engaged in plots that have been ongoing for
years.

Third, while such attacks can do a significant amount of damage, terrorists aiming against the
Homeland have not, as yet, been able to attack us with chemical, biological, radiological, or
nuclear weapons. 1 discuss this issue more in my classified statement.

Finally, I note that Muslim support for violent extremism did not change significantly in
2009 and remains a minority view, according to polls of large Muslim populations conducted on
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behalf of Gallup and Pew. On average, two-thirds of Muslims in such populations say that
attacks in which civilians are targeted “cannot be justified at all.” Support for violent groups is
likely diminishing among the Pakistani and Saudi populations, with the percent of Pakistanis
who view the Taliban negatively roughly doubling over the past year. In Saudi Arabia, violence-
and terrorism-related indicators monitored by Gallup decreased since May 2008. 1 refer you to
my classified statement for more information regarding polling and our analysis.

Again, important progress has been made against the threat to the US Homeland over the past
few years, but I cannot reassure you that the danger is gone. We face a persistent terrorist threat
from al-Qa’ida and potentially others who share its anti-Western ideology. A major terrorist
attack may emanate from either outside or inside the United States. Enhanced offensive and
defensive counterterrorism efforts have certainly interrupted or deterred some plotting against
the Homeland, but actionable intelligence on the key details of terrorist plots—dates, specific
targets, and the identity of operatives—are often fragmentary and inconclusive thanks to the
terrorists’ stringent operational security practices.

The Threat from the Al-Qa’ida Core
We judge that al-Qa’ida maintains its intent to attack the Homeland—preferably with a large-
scale operation that would cause mass casualties, harm the US economy, or both.

¢ In April 2009, Abu Yahya al-Libi, the official spokesperson and head of al-Qa’ida’s religious
committee, publicly advocated blowing up US military, political, economic, and financial
institutions. While he did not specifically address attacking the Homeland, in a videotaped
message in June 2009 Usama Bin Ladin warned the American people to be prepared to
continue reaping what the White House sowed. In the same month al-Qa’ida’s third-in-
command, Shaykh Sa’id al-Masri, said that the organization’s strategy for the future is
similar to its strategy in the past—namely “hitting Americans.”

In our judgment, al-Qa’ida also retains the capability to recruit, train, and deploy operatives
to mount some kind of an attack against the Homeland. Counterterrorism efforts against al-
Qa’ida have put the organization in one of its most difficult positions since the early days of
Operation Enduring Freedom in late 2001. However, while these efforts have slowed the pace of
anti-US planning and hindered progress on new external operations, they have not been
sufficient to stop them.

The Government alleges that al-Qa’ida successfully trained in Pakistan at least one operative,
Najibuilah Zazi, for operations inside the Homeland. Prior to his discovery, he was allegedly
able to acquire materials for homemade explosives, possibly with the assistance of other US
persons, and assemble and test devices.

What Would Another al-Qa’ida Homeland Attack Look Like?

We know that al-Qa’ida often recycles targeting concepts with some tactical variations.
Some of the plots disrupted since 9/11 have involved attacks on a smaller scale than those in
2001, but the most recent plot for which we knew the target was the London-based aviation plot
in 2006, which involved mid-air attacks on multiple aircraft.
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» The ongoing investigation into the case of Najibullah Zazi has not yet revealed the intended
targei(s) of this alleged plot. Zazi was allegedly developing hydrogen peroxide-based
homemade explosives, which have been featured in several al-Qa’ida external plots against
the West since 9/11.

o Targets that have been the focus of more than one al-Qa’ida plot include aviation, financial
institutions in New York City, and government targets in Washington, D.C. Other targets al-
Qa’ida has considered include the Metro system in Washington D.C., bridges, gas
infrastructure, reservoirs, residential complexes, and public venues for large gatherings.

¢ We cannot rule out that al-Qa’ida’s interest in damaging the US economy might lead the
group to opt for more modest, even “low-tech,” but still high-impact, attacks affecting key
€CONOMIC SECtors.

We judge that, if al-Qa’ida develops chemical, biological, radiological, or nuclear (CBRN)
capabilities and has operatives trained to usc them, it will do so. Counterterrorism actions have
dealt a significant blow to al-Qa’ida’s near-term efforts to develop a sophisticated CBRN attack
capability, although we judge the group is still intent on its acquisition.

Al-Qa’ida Targeting US Partners Overseas

Al-Qa’ida’s strategy for driving Western influence from Islamic lands, halting Pakistani
counterterrorism efforts in the FATA, and facilitating the establishment of sharia law in South
Asia includes conducting terrorist attacks on many of our partners overseas.

*  We judge that al-Qa’ida is still plotting attacks against the European targets and that it has
encouraged its affiliates to target European citizens in countries in which the affiliates
operate,

» Al-Qa’ida has encouraged and supported Pakistani militants who have stepped up attacks in
major cities in Pakistan, resulting in numerous casualties.

What It Wili Take to Stop Al-Qa’ida

Al-Qa’ida’s ability to deploy additional operatives into the Homeland to conduct attacks will
depend heavily on whether the United States and its partners maintain enhanced counterterrorism
efforts against the group’s activities in the FATA and on US, European, and Pakistani efforts to
identify and disrupt operatives.

¢ We assess that at least until Usama Bin Ladin and Ayman al-Zawahiri are dead or captured,
al-Qa’ida will retain its resolute intent to strike the Homeland. We assess that until
counterterrorism pressure on al-Qa’ida’s place of refuge, key lieutenants, and operative cadre
outpaces the group’s ability to recover, al-Qa’ida will retain its capability to mount an attack.

» Sustaining defensive US security measures will remain a critical component of mitigating
threats to the Homeland. Enhanced law enforcement and security measures in the United
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States and overseas, including immigration controls, visa requirements, and aviation and
border security, continue to deter terrorists from undertaking plots, complicate terrorists’
ability to enter the United States, and stop terrorist activity before plans reach the execution
phase.

Al-Qa’ida’s Global Following

The plans and capabilities of al-Qa’ida in the Arabian Peninsula (AQAP) are of foremost
concern at this time, and we will continue to monitor the group’s capabilities, intentions, and
recruitment of Westerners or other individuals with access to the US Homeland, The
investigation into the attempted Christmas Day attack on a US airliner is continuing, but it
appears that the al-Qa’ida regional affiliate AQAP, which has advocated attacks on the US
Homeland in the past, directed the suspect, Umar Farouk Abduimutallab, and provided him
training and explosives. We are still exploring the genesis of this plot and what other Homeland
plots AQAP and associated Yemeni extremists may have planned. We are concerned that they
will continue to try to do so, but we do not know to what extent they are willing to direct core
cadre to that effort given the group’s prior focus on regional operations.

AQAP is focused on expanding its ranks and plotting in Yemen and Saudi Arabia, and
AQAP’s predecessor attacked the US Embassy in San’aa twice in 2008.

Beyond AQAP, Al-Qa’ida will continue its efforts to encourage key regional affiliates and
jihadist networks to pursue a global agenda. A few al-Qa’ida regional affiliates and jihadist
networks have exhibited an intent or capability to attack inside the Homeland. Some regional
nodes and allies have grown in strength and independence over the last two years and have
begun to project operationally outside their regions.

Other regional affiliates and jihadist networks that will bear watching include: Pakistan-
based militants associated with al-Qa’ida; jihadists who have left Iraq but remain inspired by al-
Qa’ida’s anti-Western agenda; and East Africa-based al-Qa’ida affiliates. [ discuss these threats
in more detail in my classified statement.

* In addition, networks of Islamic extremists in Europe represent a continued threat because of
their access to fighters and operatives with training in Afghanistan, Iraq, Pakistan, and
Somalia; the presence of active facilitation networks in Europe; and European nationals’
relative ease of travel to the United States.

* Al-Qa’ida historically has worked with trusted individuals within Pakistani militant groups to
leverage operational resources, including trainees, and almost certainly will continue to do
SO.

¢ Asal-Qa’ida in Irag’s (AQI) fortunes in Iraq have declined, al-Qa’ida leadership losses in
Afghanistan and Pakistan and burgeoning violent campaigns in Yemen and East Africa
provide opportunities for AQI veterans to employ their skills elsewhere.
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e  We judge most Al-Shabaab and East Africa-based al-Qa’ida members will remain focused on
regional objectives in the near-term. Nevertheless, East Africa-based al-Qa’ida leaders or al-
Shabaab may elect to redirect to the Homeland some of the Westerners, including North
Americans, now training and fighting in Somalia.

Lashkar-i Tayyiba (LT) is a special case. Although the group is not focused on the US, we
are concerned that, in general, it is becoming more of a direct threat, and is placing Western
targets in Europe in its sights. LT’s plotting against India and willingness to attack Jewish
interests and locations visited by Westerners as demonstrated in the 2008 Mumbai attacks raise
concems that either the group itself or individual members will more actively embrace an anti-
Western agenda.

Homegrown Jihadists

Over the past year we have seen ongoing efforts by a small number of American Muslims to
engage in extremist activities at home and abroad. The motivations for such individuals are
complex and driven by a combination of personal circumstances and external factors, such as
grievance over foreign policy, negatively inspirational ideologues, feclings of alienation, ties to a
global pan-Islamic identity, and the availability of poisonous extremist propaganda through the
Internet and other mass media channels.

We are concerned that the influence of inspirational figures such as Anwar al-Aulaqi will
increasingly motivate individuals toward violent extremism. Of particular concern are
individuals who travel abroad for training and return to attack the Homeland. Thus far, however,
US Intelligence Community and law enforcement agencies with a domestic mandate assess that
violence from homegrown jihadists probably will persist, but will be sporadic. A handful of
individuals and small, discrete cells will seek to mount attacks each year, with only a small
portion of that activity materializing into violence against the Homeland.

The tragic violence at Fort Hood last year underscores our concerns about the damage that
even an individual or small number of homegrown extremists can do if they have the will and
access. It is clear, however, that a sophisticated, organized threat from radicalized individuals
and groups in the United States comparable to traditional homegrown threats in other countries
has not emerged. Indeed, the elements most conducive to the development of an entrenched
terrorist presence—Ileadership, a secure operating environment, trained operatives, and a well-
developed support base—have been lacking to date in the United States or, where they have been
nascent, have been interrupted by law enforcement authorities.

Thus far, radicalization of groups and individuals in the United States has done more to
spread jihadist ideology and generate support for violent causes overseas than it has produced
terrorists targeting the Homeland. A linkage to overseas terrorist groups is probably necessary to
transform this threat into a level associated with traditional terrorist groups. We are watching to
see how terrorist overseas may try to stimulate such activity,
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Lebanese Hizballah

We judge that, unlike al-Qa’ida, Hizballah, which has not directly attacked US interests
overseas over the past 13 years, is not now actively plotting to strike the Homeland. However,
we cannot rule out that the group would attack if it perceives that the US is threatening its core
interests.

The Growing Proliferation Threat

As we discussed last year at this time, ongoing efforts of nation-states to develop and/or
acquire dangerous weapons constitutes a major threat to the safety of our nation, our deployed
troops, and our allies. The threat and destabilizing effect of nuclear proliferation and the threat
from the proliferation of materials and technologies that could contribute to existing and
prospective chemical and biological weapons programs top our concerns,

Traditionally WMD use by most nation states has been constrained by deterrence and
diplomacy, but these constraints may be of less utility in preventing the use of mass-effect
weapons by terrorist groups. Moreover, the time when only a few states had access to the most
dangerous technologies is over. Technologies, often dual-use, circulate easily in our globalized
economy, as do the personnel with scientific expertise who design and use them. It is difficult
for the United States and its partners to track efforts to acquire WMD components and
production technologies that are widely available.

¢ The IC continues to focus on discovering and disrupting the efforts of those who seek to
acquire these weapons and those who provide support to weapons programs elsewhere. We
also work with other elements of our government on the safeguarding and security of nuclear
weapons and fissile materials, pathogens, and chemical weapons in select countries.

We continue to assess that many of the countries that are still pursuing WMD programs will
continue to try to improve their capabilities and level of self-sufficiency over the next decade.
Nuclear, chemical, and/or biological weapons——or the production technologies and materials
necessary to produce them-—also may be acquired by states that do not now have such programs;
and/or by terrorist or insurgent organizations, and by criminal organizations, acting alone or
through middlemen.

We do not know of any states deliberately providing CBRN assistance to terrorist groups.
Although terrorist groups and individuals have sought out scientists with applicable expertise, we
have no corroborated reporting that indicates such experts have advanced terrorist CBRN
capability with the permission of any government. We and many in the international community
are especially concerned about the potential for terrorists to gain access to WMD-related
materials or technology.

1 will begin by detailing what we see as the WMD and missile threat from Iran and North
Korea.
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Iranian WMD and Missile Program

The Iranian regime continues to flout UN Security Council restrictions on its nuclear
program. There is a real risk that its nuclear program will prompt other countries in the Middle
East to pursue nuclear options.

We continue to assess Iran is keeping open the option to develop nuclear weapons in part by
developing various nuclear capabilities that bring it closer to being able to produce such
weapons, should it choose to do so. We do not know, however, if Iran will eventually decide to
build nuclear weapons.

I would like to draw your attention to two examples over the past year that illustrate some of
the capabilities Iran is developing.

First, published information from the International Atomic Energy Agency indicates that the
number of centrifuges installed at Iran’s enrichment plant at Natanz has grown significantly from
about 3,000 centrifuges in late 2007 to over 8,000 currently installed. Iran has also stockpiled in
that same time period approximately 1,800 kilograms of low-enriched uranium. However,
according to the JAEA information, Iran also appears to be experiencing some problems at
Natanz and is only operating about half of the installed centrifuges, constraining its overall
ability to produce larger quantities of low-enriched uranium.

Second, Iran has been constructing—in secret until last September—a second uranium
enrichment plant deep under a mountain near the city of Qom. It is unclear to us whether Iran's
motivations for building this facility go beyond its publicly claimed intent to preserve
enrichment know-how if attacked, but the existence of the facility and some of its design features
raise our concerns. The facility is too small to produce regular fuel reloads for civilian nuclear
power plants, but is large enough for weapons purposes if Iran opts configure it for highly
enriched uranium production. It is worth noting that the small size of the facility and the security
afforded the site by its construction under a mountain fit nicely with a strategy of keeping the
option open to build a nuclear weapon at some future date, if Tehran ever decides to do so.

Iran’s technical advancement, particularly in uranium enrichment, strengthens our 2007 NIE
assessment that Iran has the scientific, technical and industrial capacity to eventually produce
nuclear weapons, making the central issue its political will to do so. These advancements lead us
to reaffirm our judgment from the 2007 NIE that Iran is technically capable of producing enough
HEU for a weapon in the next few years, if it chooses to do so.

We judge Iran would likely choose missile delivery as its preferred method of delivering a
nuclear weapon. Iran already has the largest inventory of ballistic missiles in the Middle East
and it continues to expand the scale, reach and sophistication of its ballistic missile forces—
many of which are inherently capable of carrying a nuclear payload.

We continue to judge Iran’s nuclear decisionmaking is guided by a cost-benefit approach,
which offers the international community opportunities to influence Tehran. Iranian leaders
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undoubtedly consider Iran’s security, prestige and influence, as well as the international political
and security environment, when making decisions about its nuclear program.

That is as far as I can go in discussing Iran’s nuclear program at the unclassified level. In my
classified statement for the record, 1 have outlined in further detail the Intelligence Community’s
judgments regarding Iranian nuclear-related activities, as well as its chemical and biological-
weapons activities and refer you to that assessment.

Iran’s growing inventory of ballistic missiles and its acquisition and indigenous production of
anti-ship cruise missiles (ASCMs) provide capabilities to enhance its power projection. Tehran
views its conventionally armed missiles as an integral part of its strategy to deter—and if

_necessary retaliate against—forces in the region, including US forces. lis ballistic missiles are
inherently capable of delivering WMD, and if so armed, would fit into this same strategy.

North Korean WMD and Missile Programs

Pyongyang’s nuclear weapons and missile programs pose a serious threat to the security
environment in East Asia. North Korea’s export of ballistic missiles and associated materials to
several countries including Iran and Pakistan, and its assistance to Syria in the construction of a
nuclear reactor, exposed in 2007, illustrate the reach of the North’s proliferation activities.
Despite the Six-Party October 3, 2007 Second Phase Actions agreement in which North Korea
reaffirmed its commitment not to transfer nuclear materials, technology, or know-how we remain
alert to the possibility North Korea could again export nuclear technology,

The North’s October 2006 nuclear test was consistent with our longstanding assessment that
it had produced a nuclear device, although we judge the test itself to have been a partial failure
based on its less-than-one-kiloton TNT equivalent yield. The North’s probable nuclear test in
May 2009 supports its claim that it has been seeking to develop weapons, and with a yield of
roughly a few kilotons TNT equivalent, was apparently more successful than the 2006 test. We
judge North Korea has tested two nuclear devices, and while we do not know whether the North
has produced nuclear weapons, we assess it has the capability to do so. It remains our policy that
we will not accept North Korea as a nuciear weapons state, and we assess that other countries in
the region remain committed to the denuclearization of North Korea as has been reflected in the
Six Party Talks.

After denying a highly enriched uranium program since 2003, North Korea announced in
April 2009 that it was developing uranium enrichment capability to produce fuel for a planned
light water reactor (such reactors use low enriched uranium); in September it claimed its
enrichment research had “entered into the completion phase”. The exact intent of these
announcements is unclear, and they do not speak definitively to the technical status of the
uranium enrichment program. The Intelligence Community continues to assess with high
confidence North Korea has pursued a uranium enrichment capability in the past, which we
assess was for weapons.

Pyengyang’s Conventional Capabilities. Before | urn the North Korean nuclear issue, 1
want to say a few words regarding the conventional capabilities of the Korea People’s Army
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(KPA). The KPA’s capabilities are limited by an aging weapons inventory, low production of
military combat systems, deteriorating physical condition of soldiers, reduced training, and
increasing diversion of the military to infrastructure support. Inflexible leadership, corruption,
low morale, obsolescent weapons, a weak logistical system, and problems with command and
control also constrain the KPA capabilities and readiness.

Because the conventional military capabilities gap between North and South Korea has
become so overwhelmingly great and prospects for reversal of this gap so remote, Pyongyang
relies on its nuclear program to deter external attacks on the state and to its regime. Although
there are other reasons for the North to pursue its nuclear program, redressing conventional
weaknesses is a major factor and one that Kim and his likely successors will not easily dismiss,

Six Party Talks and Denuclearization. In addition to the TD-2 missile launch of April 2009
and the probable nuclear test of May 2009, Pyongyang’s reprocessing of fuel rods removed from
its reactor as part of the disablement process appears designed to enhance its nuclear deterrent
and reset the terms of any return to the negotiating table. Moreover, Pyongyang knows that its
pursuit of a uranium enrichment capability has returned that issue to the agenda for any nuclear
negotiations. The North has long been aware of US suspicions of a highly enriched uranium
program.

We judge Kim Jong-1l seeks recognition of North Korea as a nuclear weapons power by the
US and the international community. Pyongyang’s intent in pursuing dialogue at this time is to
take advantage of what it perceives as an enhanced negotiating position, having demonstrated its
nuclear and missile capabilities.

Afghanistan

Status of the Insurgency

The Afghan Taliban-dominated insurgency has become increasingly dangerous and
destabilizing. Despite the loss of some key leaders, insurgents have adjusted their tactics to
maintain momentum following the arrival of additional US forces last year. We assess the
Taliban was successful in its goal of suppressing voter turnout in the August elections in key
parts of the country.

Since January 2007, the Taliban has increased its influence and expanded the insurgency
outside the Pashtun belt, while maintaining most of its strongholds. The Taliban's expansion of
influence into northern Afghanistan since late 2007 has made the insurgency a countrywide
threat. As it has done elsewhere, the Taliban conducts military operations, shadow governance
activities, and propaganda campaigns to solidify support among the populace and eliminate
resistance to its presence. I refer you to my classified statement for a more detailed discussion of
IC analysis of Taliban influence.

The insurgency also has increased the geographic scope and frequency of attacks. Taliban
reactions to expanded Afghan and International Security Assistance Force (ISAF) operations
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account for some of the increase, but insurgents also have shown greater aggressiveness and
undertaken more lethal tactics.

This lack of security in many areas coupled with a generally low government capacity and
competency has hampered efforts to improve governance and extend development. Afghan
leaders also continue to face the eroding effects of official corruption and the drug trade, which
erode diminish public confidence in its already fragile institutions.

Afghan Taliban-al-Qa’ida Links

Al-Q2’ida activity in Afghanistan increased steadily from the beginning of 2006 until early
2009. Nevertheless, the group’s manpower contribution to the insurgency in Afghanistan is
likely to remain modest because the group’s core leadership in Pakistan continues to dedicate
resources to planning, preparing, and conducting terrorist operations in Pakistan, the US, Europe,
and on other fronts.

We assess al-Qa’ida’s ability to operate in Afghanistan largely depends on the relationship
between al-Qa’ida operatives and individual Taliban field commanders. Al-Qa’ida fighters rely
heavily on Taliban guides to facilitate their movement, lodging, and safety while operating in
unfamiliar terrain among a non-Arab population. Al-Qa’ida last year fielded at any one time less
than 100 fighters in Afghanistan, while the Taliban has thousands of fighters in Afghanistan.
However, this number does not include groups of associated foreign fighters operating inside
Afghanistan concurrently and at-times cooperatively with al-Qa’ida.

¢ We assess that Taliban Supreme Leader Mullah Omar remains committed to supporting al-
Qa’ida and elements within the Taliban continue to cooperate with the group in Afghanistan.
Nonctheless, al-Qa’ida’s efforts to work with Pakistan-based militants to sustain their terror
campaign in Pakistan’s settled areas is adding strains to al-Qa’ida’s relations with the Afghan
Taliban leadership.

The safehaven that Afghan insurgents have in Pakistan is the group’s most important outside
support. Disrupting that safehaven will not be sufficient by itself to defeat the insurgency, but
disruption of the insurgent presence in Pakistan is a necessary condition of making substantiai
counterinsurgency progress. In my classified statement for the record I have outlined in more
detail our assessment of the situation regarding Afghanistan-oriented insurgents in Pakistan.

Security Force and Governance Challenges

Against the backdrop of Afghanistan’s increasingly dangerous and destabilizing insurgency,
continued progress has been made in expanding and fielding the Afghan National Army (ANA)
but the shortage of international trainers in the field, high operational tempo, attrition, and
absenteeism hamper efforts to make units capable of significant independent action. The Afghan
National Police (ANP) has received less training and resources than the Army and is beset by
high rates of corruption and casualties and absenteeism. Limitations to the ANP’s training,
mentoring, and equipping, as well as to the abilities of a force trained to “hold” territory in those
large parts of the country that have not been effectively “cleared™ hinder its progress and
effectiveness. The Ministry of Interior has also remained largely ineffective. We judge the
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ANA has a limited but growing capability to plan, coordinate, and execute counterinsurgency
operations at the battalion level. It still requires substantial Coalition support in logistics,
training, combat enablers, and indirect fire.

In 2010, as we, our NATO Allies, other coalition partners, and our Afghan partners increase
efforts on the security front, Kabul must work closely with the national legislature and provincial
and tribal leaders to establish and extend the capacity of the central and provincial governments.
The country faces a chronic shortage of resources and of qualified and motivated government
officials at the national and local level. In addition, continued insecurity undercuts the
population’s perceptions of the national government’s long term prospects to either win the war,
or to persuade tribal and other influential non-state actors to remain neutral or back insurgents.

Kabul’s inability to build effective, honest, and loyal provincial and district level instimtions
capable of providing basic government services and enabling sustainable, legal livelihoods
erodes its popular legitimacy and has contributed to the influence of local warlords and the
Taliban. The Afghan Government established the Independent Directorate of Local Governance
(IDLG) in 2007 to address governance shortcomings at the provincial and district level; but the
IDLG’s efforts to improve governance have been hamstrung by a shortage of capable
government administrators.

Many Afghans perceive the police to be corrupt and more dangerous than the Taliban. The
inflow of international funding connected to the international military presence and international
reconstruction assistance has brought benefits but also has increased the opportunities for corrupt
officials to profit from the counterinsurgency and stabilization efforts in the country. The drug
trade has a debilitating effect on the government’s legitimacy, as criminal networks cooperate
with insurgents and corrupt officials in ways that decrease security and the average Afghan’s
confidence that he will be treated fairly by the authorities.

Status of the Afghan Drug Trade

The insidious effects of drug-related criminality continue to undercut the government’s
ability to assert its authority outside of Kabul, to develop a strong, rule~of-law based system, and
to rebuild the economy. High wheat prices, low opium prices, and provincial-government-led
efforts reduced poppy cultivation in Afghanistan to 131,000 hectares in 2009, down 17 percent
from the 157,300 hectares cultivated in 2008. Potential opium production fell only 4 percent,
however, to 5,300 metric tons, because good weather following a drought in 2008 increased
yields. Potential heroin production is estimated at 630 metric tons, if the entire opium crop were
processed.

» High wheat prices and low opium prices during the planting season in fall 2008 encouraged
farmers to grow more wheat at the expense of poppy. Wheat prices were nearly three times
higher than normal, driven by countrywide food production shortfalls, globally high prices
for wheat, and a partial ban on wheat imports by Pakistan, Afghanistan’s main wheat trading
partner. Opium prices have been on a downward trend since 2004, most likely because of
continued overproduction.
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Recent price trends may lead to a larger poppy crop this year. Wheat prices have dropped by
half since the fall 2008 planting season in response to an abundant Afghan wheat harvest last
year and global price declines, reducing the profitability of wheat and probably making the crop
less desirable than poppy to farmers. However, aggressive governor-led anti-poppy campaigns
in some provinces and continued low opium prices caused by persistent overproduction may
nevertheless convince some farmers—who are now planting next year’s crop—to grow wheat
and other licit crops instead of poppy.

+ The Afghan Taliban in 2008 received up to $100 million in opium, cash, and goods and
services from the opiate trade in Afghanistan, making the opiate trade the most important
source of funding from inside Afghanistan for the Taliban-dominated insurgency.

International Support to Afghanistan

NATO remains committed to supporting ISAF’s mission in Afghanistan and Allies agree
building the Afghan National Security Forces (ANSF) is key to Afghanistan’s long-term
stability. Allies concentrated in the south and east—the United Kingdom, France, Canada,
Poland, Australia, Denmark, Romania, Estonia, Lithuania ,and the Netherlands—conduct the
bulk of the kinetic counterinsurgency operations. ISAF partners have been under increasing
pressure in the north, where Berlin has remained cormmitted to supporting training efforts.
Operational limitations inhibit the ability of other Allies to make lasting improvements to the
security situation, yet key allies have the capacity to make new contributions to the ISAF
mission. After the release of the US Afghanistan-Pakistan strategy and the NATO Summit in
spring 2009, Allies and partners deployed more than 3,000 additional troops to Afghanistan—
primarily for election security, force protection, and training of Afghan forces. After the
President’s 1 December West Point speech, NATO Allies and other ISAF partners pledged
approximately 7,000 troops, including the long-term extension of many of the temporary
deployments to support the August 2009 Afghan presidential election.

Pakistan: Turning Against Domestic Extremists

Pakistan-based militant groups and al-Qa’ida are coordinating their attacks inside Pakistan
despite their historical differences regarding ethnicity, sectarian differences, and strategic
priorities. This tactical coordination across militant networks probably is increasing and is an
important factor in the increase in terrorist attacks in Pakistan. We judge that this increase along
with the growing “Talibanization™ outside of the FATA have made the Pakistani public more
concerned about the threat from Pakistan-focused Islamic extremists and more critical of al-
Qa’ida, and Pakistanis may be more likely to continue to support efforts to use military force
against the extremists.

¢ According to the Pew Global Attitudes Project, the percentage of Pakistani respondents
expressing favorable views of ai-Qa’ida declined over the past year from 25 to 9 percent,
while those with an unfavorable view increased from 34 to 61 percent. Similarly,
respondents expressing favorable views of the Taliban declined from 27 to 10 percent while
unfavorable opinions increased from 33 to 70 percent.
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On the other hand, despite robust Pakistani military operations against extremists that
directly challenge Pakistani government authority, Afghan Taliban, al-Qa’ida, and Pakistani
militant groups continue to use Pakistan as a safehaven for organizing, training, and planning
attacks against the United States and our allies in Afghanistan, India, and Europe.

Mixed Efforts Regarding Insurgents and Terrorists

Islamabad has demonstrated determination and persistence in combating militants it
perceives dangerous to Pakistan’s interests, particularly those involved in attacks in the settled
areas, including FATA-based Tehrik-e Taliban Pakistan (TTP) and al-Qa’ida and other
associated operatives in the settled areas. However, it still judges it does not need to confront
groups that do not threaten it directly and maintains historical support to the Taliban. Pakistan
has not consistently pursued militant actors focused on Afghanistan, although Pakistani
operations against TTP and similar groups have sometimes temporarily disrupted al-Qa’ida.
Simultaneously, Islamabad has maintained relationships with other Taliban-associated groups
that support and conduct operations against US and ISAF forces in Afghanistan. It has continued
to provide support to its militant proxies, such as Haqqani Taliban, Gul Bahadur group, and
Commander Nazir group.

o Indeed, as is well known, the al-Qa’ida, Afghan Taliban, and Pakistani militant safehaven in
Quetta, the FATA, and the NWFP is a critical safehaven for the insurgency and will continue
to enable the Afghan insurgents and al-Qa’ida to plan operations, direct propaganda,
recruiting and training activities, and fundraising activities with relative impunity.
Substantially reducing the ability of insurgents to operate in Pakistan would not, by itself,
end the insurgency in Afghanistan. Pakistan safehaven is an important Taliban strength, and
unless it is greatly diminished, the Taliban insurgency can survive defeats in Afghanistan,

That said, Islamabad’s poor capabilities to counter the safehavens are improving. Since
April Pakistan has allocated significantly more resources and conducted an aggressive campaign
to deal with security threats to the settled areas. Nonetheless, Islamabad struggles to assemble
effective capabilities for holding and policing cleared areas, delivering public services, and
devising an effective system to prevent militant reoccupation of population centers.

Islamabad’s conviction that militant groups are an important part of its strategic arsenal to
counter India’s military and economic advantages will continue to limit Pakistan’s incentive to
pursue an across-the-board effort against extremism. Islamabad’s strategic approach risks
helping al-Qa’ida sustain its safehaven because some groups supported by Pakistan provide
assistance to al-Qa’ida.

Pakistan’s Counterinsurgency (COIN) Improvement. We judge that the actions of senior
Pakistani military leaders and the support provided by civilian leaders will continue to drive
Islamabad’s COIN performance. While much work needs to be done, improved COIN
effectiveness over the past year—Islamabad has conducted more sustained operations that have
driven militants from major roads and towns in the northern tribal areas and the Malakand region
of the NWFP and the Mehsud tribal areas in South Waziristan—has been due to the following
factors:
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* A more effective senior leadership that has rebuilt the Frontier Corp’s morale, ensured its
units perform better in combat, and identified long-term training, pay, leadership
development, facilities, personnel policies, and equipment needs.

*  More military resources deployed against militancy in western Pakistan—Pakistan has
significantly increased the number of military forces operating against militants in the
NWFP.

o Stronger public and political support for military efforts to reverse the successes militants
achieved in the Malakand region in early 2009.

Political Difficulties

Pakistan will continue to be troubled by terrorist violence, extreme partisanship, regional and
ethnic groups bent on asserting their interests against Islamabad, and popular discontent with
economic conditions.

« Pakistani Taliban insurgents who attempted unsuccessfully to expand their territorial
influence outside of the tribal areas in early 2009 are not defeated and most likely will
continue to mount other efforts to challenge the Pakistani state outside these areas. These
efforts will continue to include costly terrorist attacks on government and civilian targets in
Pakistani cities. In the last three months of 2009, as Pakistan mounted new operations
against the TTP stronghold in South Waziristan, Pakistan-based extremists and al-Qa’ida
conducted at least 40 suicide terrorist attacks in major cities, killing about 600 Pakistani
civilians and security force personnel. Al-Qa’ida, with the assistance of its militant allies, is
frying to spark a more aggressive indigenous uprising against the government as it seeks to
capitalize on militant gains and reorient Pakistan toward its extremist interpretation of Islam.

Pakistan's Economic Situation

The global financial crisis and the insurgency, coupled with domestic economic constraints
and long-term underfunding of social sectors, reduced Pakistan’s economic growth to 2 percent
in 2008-2009. Political turmoil and growing insurgent and terrorist violence in Pakistan since
early 2007 contributed to foreign capital flight. Net foreign investment in Pakistan fell by 38
percent last fiscal year compared to the previous year, according to Pakistani central bank
statistics, mainly because of a large decline in portfolio investment. Rising food prices and
electricity shortages have made economic problems a major focus for popular discontent. The
Pakistani Government is focusing intently on obtaining short-term benefits relief—largely
through external assistance—while neglecting the concurrent need for longer-term investment.
Islamabad will need to implement politically difficult reforms to address debt sustainabitity—
including cutting government spending, eliminating electricity tariffs, and boosting revenues—if
it is to put its economic house in order and avoid a new economic crisis. The government has
begun to implement some of those reforms by increasing electricity prices.

The international community and intemational financial institutions remain generally willing

to assist Pakistan, though many individual donors have not fulfilled their aid pledges from the
April 2008 Tokyo conference. The IMF disbursed $1.2 billion to Pakistan at the end of
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December. This was the fourth tranche of Pakistan’s IMF-backed loan and brought the total
funds received by Pakistan under the Standby Arrangement to $6.5 billion.

The longer term challenge to Pakistan is a policy framework that sets the economy on a more
sound footing derived from a broader tax base, better transparency in government expenditures,
more job opportunities and effective poverty alleviation measures, support for investment in the
power sector, and education initiatives that improve Pakistan’s ability to attract foreign
investment and participate in the global economy.

India

As one of the engines of the global economy, India continues to demonstrate the potential for
strong growth in 2010. Indian Government data show that net portfolio inflows for the first haif
of the Indian fiscal year (which began on 1 April 2009) were almost $18 billion—market signals
that India, under Prime Minister Singh’s leadership, remains an attractive location for investment
and economic opportunities. World Bank reporting from December 2009 also confirms that
India is likely to return to 8 to 9 percent GDP growth rates within the next two years.

In keeping with its status as an emerging world power, the Government of India exerts strong
leadership in global and regional fora and in important bilateral relationships. In multilateral
groupings such as the G-20 and the Copenhagen Conference on Climate Change, India has
reaffirmed its support for various strategic outcomes participating nations hope to achieve in
specific negotiations, even though India’s near- to mid-term negotiating positions are reflective
of unilateral targets and goals. India’s recent decision to participate in the April 2010 Global
Security Summit signals a continuation of this trend, as New Delhi is likely to pursue longer-
terms goals to diminish the numbers and role of nuclear weapons in global security even as the
country remains steadfast in its refusal to sign the nuclear Nonproliferation Treaty.

Since its return to power in the May 2009 national elections, the UPA-led government also
has begun efforts to improve regional relationships through advocacy of greater economic links
among South Asian Association for Regional Cooperation (SAARC) nations and successful
bilateral meetings such as the January 2010 State Visit to India by Bangladesh Prime Minister
Sheikh Hassina. Indian political leaders, moreover, have publicly declared that the continuing
rise of China and India on the global political and economic stages is not a harbinger of
automatic conflict, but rather a constructive challenge to India’s economic rise and an
opportunity for innovation and collaboration by two strong powers. During his November 2009
State Visit to the US, Prime Minister Singh noted that the world should “prepare for the rise of
China as a major power,” referencing ongoing territorial disputes between the two countries, for
example, but also stating that engagement with China was the “right strategy” for India.

India’s relationship with Pakistan, however, remains stalled in the aftermath of the November
2008 terrorist attacks on Mumbai conducted by groups operating from Pakistani soil. Indian
leaders have stated repeatedly that Pakistani efforts to prosecute those individuals who are
charged with involvement in the attack are the sine qua non for resuming broad dialogue with
Pakistan on other significant bilateral issues, including Kashmir. Prime Minister Singh has also
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publicly reaffirmed two additional, critical points vis-a-vis Pakistan: that India does not want to
see the country fail, and that Pakistan is engaged in efforts to combat the Taliban operating on
Pakistani territory.

New Delhi sees a stable, friendly Afghanistan as crucial to India’s security, but takesa
measured approach to its assistance to Kabul. Indian leaders have underscored their desire to
help reestablish a viable civil society in Afghanistan under a strong democratic government that
is representative of all ethnic groups in Afghanistan. New Delhi is implementing bilateral
civilian assistance programs and reconstruction aid that total approximately $1.2 billion and
probably interprets recent public polling in Afghanistan which indicates that Afghan citizens are
favorably disposed towards India’s role in country as a positive endorsement of Indian activities
to date. India’s open assistance programs to date provide only non-combat aid, although there is
some discussion in the media about the fact that India is interested in providing more training to
Afghan security forces on a cost-effective basis as part of its human capacity building programs.
The Government of Pakistan, however, remains concerned that India is using its presence in
Afghanistan as a cover for actions that may be destabilizing to Pakistan itself.

Mixed OQutlook Middle East

Iraq: Security, Political, and Economic Trends

The positive security trends in Iraq over the past year have endured and overall violence
remains at its Jowest level since 2003, Although there have been periodic spikes in attacks,
terrorist and insurgent groups have not been able to achieve their objectives of reigniting ethno-
sectarian tensions or paralyzing the Iragi Government and we assess they will unlikely be able to
do so in the future for three primary reasons:

» First, al-Qa’ida in Iraq’s financial struggles, difficulty recruiting new members, and
continued Sunni rejection of the group will limit AQI’s capacity to undermine the
Govemnment of Iraq or gain widespread Sunni Arab support to establish an Islamic Caliphate,
Despite its setbacks, we judge that AQI in Iraq will remain committed to conducting attacks
into the foreseeable future. Meanwhile, Sunni Arab insurgents lack the cohesion to threaten
the Iraqi central government, and we judge the Sunni Arab insurgency will weaken without
the US presence as a common motivating factor.

* Second, the Iragi Government and society have shown great resilience in the face of AQI
attacks. Despite high-profile bombings of government buildings in 2009, we did not see any
indications of impending communal conflict—such as retaliatory violence, the reappearance
of neighborhood militias, or hardened sectarian rhetoric—that followed mass-casualty
bombings in 2006.

¢ Finally, the Iragi Security Forces (ISF) continue to improve tactical proficiency and

operational effectiveness and have maintained security in most urban areas following the 30
June repositioning of US forces out of Iraq’s cities.
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Although we judge Irag will be able to maintain a generally secure path, this forecast is
dependent on the next government’s effective management of Arab-Kurd tensions, continued
progress in integrating the Sunni Arabs into the political process, and the ability of the ISF to
combat threats to the state. Two key events in 2010—the March 2010 parliamentary elections
and the August 2010 withdrawal of US combat forces—will be important indicators of the new
government’s ability to adapt, as well as manage and contain, conflict.

Arab-Kurd tensions have potential to derail Iraq’s generally positive security trajectory,
including triggering conflict among Irag’s ethno-sectarian groups. Many of the drivers of Arab-
Kurd tensions—disputed territories, revenue sharing and control of oil resources, and integration
of peshmerga forces—still need to be worked out, and miscalculations or misperceptions on
either side risk an inadvertent escalation of violence. US involvement—both diplomatic and
military—will remain critical in defusing crises in this sphere.

The pace of the insurgency’s decline will depend largely on Sunni Arab reconciliation with
the government, economic opportunities, and whether Sunni expectations for national elections
are met. An emboldened, Shia-dominated government that is perceived to back oppressive
policies against Sunni Arabs would lead Sunni Arabs to reconsider violence as an effective
means to achieve their goals.

Iran continues to train, equip, and fund select Iragi Shia militant groups to maintain pressure
on US forces. The most dangerous of these groups will likely continue attacks on Coalition
forces until withdrawal from lraq is complete.

While the ISF remain in the lead for security operations in urban areas following the 30 June
US forces’ repositioning out of Iraq’s cities and are condueting the majority of
counterinsurgency operations independently, they are still developing enabler capabilities
including logistics, intelligence, surveillance and reconnaissance,

On the political fromt, Iraqi politicians are actively engaged in campaigning and coalition
building ahead of the national legislative election slated for March. In a positive development,
politicians from all Iraqi parties responded to the perceived message of the January 2009
provincial returns by working to form cross-sectarian coalitions, but several outstanding issues in
the electoral process remain. Recent attempts to disqualify candidates and parties intending to
compete in the March elections along with ongoing ethno-sectarian tensions may end up
complicating the prospects for a transparent and broadly accepted electoral process. Difficulties
in ratifying the election law last fall signal the potential for post-election challenges to its
legitimacy by disgruntled or disenfranchised parties.

Iraqi parties and coalitions after the elections are likely to face protracted negotiations to
form a government, complicated by constitutionally mandated institutional changes. After the
election, Iraqi leaders also will have to address the Constitution’s mandate to replace the current
presidency structure of one president and two vice presidents, each bearing veto power, with a
single president.
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Iraq’s overall economic performance is likely to remain mixed. Iraq has finalized one oil
contract and is set to conclude nine others with international consortiums to expand the
development of some of its largest oilfields. These contracts hold the potential to create many
thousands of new jobs in Iraqgi oil and non-oil sectors and to stimulate economic growth. The oil
companies’ proposed production increase to 12 million bpd in roughly a decade from the present
2.4 million bpd will be difficult to achieve, however, because of infrastructure and institutional
constraints.

s Iraq’s 2010 budget proposes to raise capital spending by 60 percent, with increases for the
ministries of oil, electricity, water, minerals, health and education. However, Iraq is likely to
continue struggling in the near term to attract the foreign investment it needs for re-building
infrastructure and economic growth in the non-oil sector. Job creation will remain a
significant challenge for the foreseeable future given the country’s heavy reliance on the oil
sector, which is a source of a limited number of jobs.

The IMF’s most recent estimates project real GDP growth for 2010 to be in the 5 to 6 percent
range. Inflation continues to subside, declining to roughly 5 percent as of November 2009 from
roughly 13 percent in November 2008.

Iran: Growing Authoritarianism and Efforts to Expand its Regional Influence

The Iranian Government faced a major political challenge last summer when a widespread
perception of fraud during the June presidential election provoked large-scale popular
demonstrations and infighting among regime elites. Conservative hardliners reacted by cracking
down on protestors and regime opponents, and hardliners now are using the crisis and its
aftermath to further consolidate their power. Despite Iran’s internal turmoil, we judge that
Tehran’s foreign policy will remain relatively constant—driven by a consistent set of goals—and
that its efforts to expand its regional influence and ongoing support for terrorist and militant
groups will continue to present a threat to many countries in the Middle East and to US interests.

Iran’s political crisis has widened splits in the country’s political elite and undercut the
regime’s legitimacy. Although Iranian politics remain in flux, Supreme Leader Khamenei,
President Ahmadi-Nejad, and their hardline conservative allies are likely to focus over the next
year on consolidating their power.

» Strengthened conservative control will limit opportunities for reformers to participate in
politics or organize opposition. The regime will work to marginalize opposition elites,
disrupt or intimidate efforts to organize dissent, and use force to put down unrest.

Iran’s economic performance has been hurt by softening oil prices and longstanding Iranian
policies that discourage the private sector and foreign investment, but the economy is not in
crisis. Iran’s economy is heavily dependent on oil—hydrocarbons provide 80 percent of its
foreign exchange revenue, making Tehran vulnerable to downturns in oil prices. Nonetheless,
Iran maintains foreign currency reserves to hedge against a moderate fall in oil prices.
International sanctions and pressure have aggravated Iran's economic woes by disrupting and
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increasing the cost of international business, slowing some projects and programs, and
contributing to Iran’s economic slowdown.

¢ lIran has made contingency plans for dealing with future additional international sanctions by
identifying potential alternative suppliers of gasoline—including China and Venezuela.
Tehran also has resorted to doing business with small, non-Western banks and dealing in
non-US currency for many financial transactions. Iranian opposition press has reported the
involvement of the Revolutionary Guard and Iranian intelligence in the smuggling of crude
oil as a way of both skirting and profiting from sanctions. Despite these activities and Iran’s
gasoline subsidy cuts, which could in part serve to mitigate some effects of the embargo, we
nonetheless judge that sanctions will have a negative impact on Iran’s recovery from its
current economic slowdown.

Iran’s overall approach to international affairs probably will remain relatively constant and
will continue to be driven by longstanding priorities of preserving the Islamic regime,
safeguarding Iran’s sovereignty, defending its nuclear ambitions, and expanding its influence in
the region and the Islamic world. We judge Iran’s influence and ability to intervene in the region
will remain significant and that it will continue to support terrorist and militant groups to further
its influence and undermine the interests of Western and moderate regional states.

In Iraq, we expect Iran will focus on building long-term influence by trying to ensure the
continued political dominance of its Shia allies, expand Iran’s political and economic ties to Iragq,
and limit Washington’s influence. We assess Tehran continues to train, equip, and fund select
Iraqi Shia militant groups.

In Afghanistan, Iran is providing political and economic support to the Karzai government,
developing relationships with leaders across the political spectrum, and providing lethal aid to
elements of the Taliban to block Western—especially US—entrenchment in the country. Tehran
likely will continue to provide reconstruction, humanitarian, and economic initiatives intended to
bolster Afghan stability. Iran also will seek to expand its influence at the expense of the United
States and other competitors, and to work with Kabul on border security and counternarcotics
initiatives.

In the Levant, Tehran is focused on building influence in Syria and Lebanon and expanding
the capability of key allies. Tehran continues to support groups such as Hizballah, HAMAS, and
the Palestinian Islamic Jihad (P1J), which it views as integral to its efforts to challenge Israeli and
Western influence in the Middle East.

* Hizballah is the largest recipient of Iranian financial aid, training, and weaponry, and Iran’s
senior leadership has cited Hizballah as a model for other mititant groups. Iran also provides
training, weapons, and money to HAMAS to bolster the group’s ability and resolve to
maintain its armed resistance to Israel and opposition to Israeli-Palestinian peace
negotiations.
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Syria

Bashar al-Asad has strengthened his hold on power in Syria since becoming President in June
2000, and his standing has been augmented by his perceived success in weathering regional
crises and international pressure, and by the regime’s ability to highlight Syria’s relative
insulation from violence in Irag. Within Syria, Asad has preserved the pillars of regime control
established by his father while gradually using personnel turnover to appoint loyalists and
expand his power base.

o Syrian leaders continue to exploit “resistance” 1o Israel and rejection of US pressure to unify
Syrians in support of the regime, despite broad dissatisfaction with economic conditions,
some disappointment at the lack of political reforms, and quiet resentment by the Sunni
majority at domination by the Alawi minority.

¢ Damascus remains generally uncooperative with the IAEA investigation of its covert nuclear
efforts following the destruction of its secret nuclear reactor in September 2007. Syria also
maintains a chemical weapons programs and an active missile program, with some missiles
that can reach 700 kilometers.

The Syrian regime continues to wield significant influence in Lebanon, arming and funding
its allies, while simultaneously taking steps toward normal state to state relations.

Syrian relations with the Maliki government in Iraq remain strained following Baghdad’s
accusation that Syrian-based Ba’thists are behind the 2009 bombings of several government
ministries there. Overall we assess that Damascus will continue to seek improved political and
economic ties to Baghdad, while also permitting foreign fighters, Ba’thists, and other Sunni
oppositionists to transit or operate within Syria. Damascus probably will, however, act against
terrorist and foreign fighter elements it perceives as a threat to the Asad regime.

Yemen

Yemen faces a number of security, political, economic, and humanitarian challenges
including the activity of Yemen-based al-Qa’ida in the Arabian Peninsula, the Huthi insurgency
in the North, rising southern secessionist activity, and a weak economy. Yemen's declining oil
reserves also threaten to reduce the government’s main source of revenue. Several regional
states worry that a faltering Yemen could become a source of regional instability. I discuss
Yemen more fully in my classified statement.

Israeli-Palestinian Peace Dynamics

Israel and the Palestinians endorse a negotiated two-state solution to the conflict, but have
very different concepts of this formula and how it should be implemented. Palestinians want
Israel to freeze settlement construction, including in East Jerusalem, as a precondition to final-
status negotiations.

Isracl is pressing the Palestinians to resume peace talks immediately and is observing a 10-
month moratorium on new settiement construction that excludes East Jerusalem. Israel has
refused to deal with HAMAS until it meets the Quartet conditions, which are to recognize
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Israel’s right to exist, forswear violence, and agree to abide by previous Israeli-Palestinian
agreements. Israeli Prime Minister Netanyahu has advocated steps to improve the quality of life
for West Bank Palestinians by enhancing economic development and easing security restrictions,
but Gaza remains isolated.

¢ The ability of HAMAS and other Palestinian groups to act as spoilers is complicating the
process, Palestinian reconciliation talks brokered by Egypt remain deadlocked.

Continuing stagnation in the negotiations process could undercut Palestinian support for a
two-state approach, although these proposals for now remain at the rhetorical stage. Frustration
over the stalemate has prompted some Palestinians to argue in favor of equal rights within a
single state that would encompass Israel, the West Bank and the Gaza Strip.

Palestinian Authority President Abbas, whose threat to resign has created a stir among Fatah,
the PA, the PLO, and the international community, has been asked to stay on as President.
Abbas has postponed presidential and legislative elections slated for 2010 because of HAMAS’
refusal to participate.

Prospects for Israeli-Syrian Peace Talks

Since Prime Minister Netanyahu assumed office in March 2009, Syria has stated its
preference for resuming talks where they left off with the Olmert government, incorporating the
informal understandings reached during those talks. lsrael says it would enter direct talks “with
no preconditions.” Damascus continues to seek a full Israeli withdrawal from the Golan Heights,
a position to which the Netanyahu government is unwilling to commit ahead of negotiations.

China’s Continuing Transformation

China’s international profile rose over the past year, partly because of Beijing’s response to
the global economic crisis. Notwithstanding some stresses and potentially troublesome long-
term effects inside China, Beijing became a more prominent regional and emerging global player
as the international community sought to recover from the crisis. After devoting considerable
resources toward sustaining its own economy—including a $600 billion stimulus package and
more than $1.4 trillion in new lending by banks in 2009—China assumed a central role in the G-
20 and has served as one of the key engines for global recovery, reinforcing perceptions of its
increasing economic and diplomatic influence.

China’s growing international confidence and activism has been fueled in part by the success
of its own economic recovery to date, and has been partly reflected in greater Chinese
cooperation with the United States and other countries in several areas. For example, last year
Beijing contributed to the G-20's pledge to increase IMF resources, deployed naval forces to the
international antipiracy operation in the Gulf of Aden, and supported new UN Security Council
sanctions against North Korea. Beijing has tempered its cooperation, however, in areas where
China views its interests or priorities as different from ours, such as on Iran.
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In addition its pursuit of international status and influence, Beijing’s foreign policy—
especially its engagement with the developing world—is still heavily driven by the imperative of
sustaining growth at home by securing energy supplies and other key commodities and
cultivating access to markets and capital abroad. This focus, however, has generated accusations
of poor labor and environmental practices abroad and predatory trade practices—and has
revealed the limits to the success of its charm offensive around the world. Beijing’s commercial
interests also limit its readiness to cooperate with Washington in dealing with such countries as
fran and Sudan.

Behind its external ambitions and increasing international activism, China’s core priority
remains ensuring domestic stability. More fundamentally, Chinese leaders are intensely focused
on shoring up public support for the Communist Party and its policies. President Hu's ability to
reinvigorate his efforts to balance fast economic growth with more equitable development, and to
enhance the Party’s legitimacy, will depend on several variables, especially the sustainability of
China’s economic recovery. Succession politics also will begin affect leadership decisionmaking
in 2010.

In contrast o recent years, cross-Strait relations are relatively stable and positive, with
Beijing and Taipei having made major progress on economic deals and Taiwan's involvement in
some international organizations. Nevertheless, the military imbalance continues to grow further
underscoring the potential limits to cross-Strait progress.

People’s Liberation Army Modernization

Preparation for a Taiwan conflict continues to dominate PLA modermization and contingency
plans and programs, and is likely to remain the driving factor at least through 2020. However,
China’s international interests have expanded, Beijing has contemplated whether and how to
expand the People’s Liberation Army’s (PLA) international role to protect and promote those
interests. The leadership increasingly sees nontraditional military missions, such as
humanitarian relief and peacekeeping operations, as appropriate to China’s great power status as
a way to demonstrate its commitment to the international system. This reflects both a perceived
need and an opportunity: the need to protect China’s interests and access to resources and sea
lines of communications (SLOCs), and the opportunity to enhance China’s global stature through
involvement in activities such as humanitarian relief and peacekeeping operations. The PLA,
however, will resist participation in missions that it sees as US-dominated or focused on
achieving US objectives.

The PLA’s capabilities and activities in four key areas pose challenges to its neighbors and
beyond Taiwan, including China’s military relationships across the developing world; China’s
aggressive cyber activities; its development of space and counterspace capabilities; and its
expansive definition of its maritime and air space with consequent implications for restricted
freedom of navigation for other states. The PLA is already demonstrating greater confidence and
activism in such areas as asserting China’s sovereignty claims and in military diplomacy.

Important PLA modernization programs include: ballistic and cruise missile forces capable
of hitting foreign military bases and warships in the western Pacific; anti-satellite (ASAT) and
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electronic warfare weapons to defeat sensors and information systems; development of terrestrial
and space-based, long-range intelligence, surveillance, and reconnaissance systems to detect,
track, and target naval, air, and fixed installations; and continuing improvements to its
increasingly capable submarines to place naval surface forces at risk. Many of these programs
have begun to mature and improve China’s ability to execute an anti-access and area-denial
strategy in the Western Pacific.

Outlook for Russia

The role Moscow plays regarding issues of interest to the United States is likely to turn on
many factors, including developments on Russia’s periphery and the degree to which Russia
perceives US policies as threatening to what its leadership sees as vital Russian interests,

There have been encouraging signs in the past year that Russia is prepared to be more
cooperative with the United States, as illustrated by President Medvedev’s agreement last
summer to support air transit through Russia of lethal military cargo in support of coalition
operations in Afghanistan and Moscow’s willingness to engage with the United States on
constructive ways to reduce the nuclear threat from Iran. I remain concerned, however, that
Russia looks at relations with its neighbors in the former Soviet space—an area characterized by
President Medvedev as Russia’s “zone of privileged interests™—largely in zero-sum terms, vis a
vis the United States, potentially undermining the US-Russian bilateral relationship. Moscow,
moreover, has made it clear it expects to be consulted closely on missile defense plans and other
European security issues.

On the domestic front, Moscow faces tough policy choices in the face of an uptick in
violence in the past year in the chronically volatile North Caucasus, which is fueled in part by a
continuing insurgency, corruption, organized crime, clan competition, endemic poverty, radical
[slamist penetration, and a lagging economy that is just beginning to recover from the global
economic crisis. Some of the violence elsewhere in Russia, such as a deadly train bombing in
late November 2009, may be related to instability in the North Caucasus.

In addressing nationwide problems, Medvedev talks about Russia’s need to modernize the
economy, fight corruption, and move toward a more rule-of-law-based and pluralistic political
system, but he faces formidable opposition within the entrenched elite who benefit from the
status quo. Turbulence in global energy markets was a painful reminder to Moscow of the
Russian economy’s overdependence on energy, dramatizing the need for constructive steps
toward economic modernization and diversification. However, moving forward on issues such
as reforming Russia’s state corporations or creating conditions more conducive to foreign
investors could produce a backlash by those forces who might lose from competition.

The Military Picture

Russia continues to rely on an array of strategic and non-strategic nuclear forces, advanced
aerospace defenses, and asymmetric capabilities as the military component of its security
strategy. Russia is now implementing its most serious military reform plans in half a century and
ultimately aims to shed the legacy of the Soviet mass mobilization army and create a leaner,
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more professional, more high-tech force over the next several years. Reform faces challenges
from negative demographic trends, institutionalized corruption, and budget uncertainties in the
wake of the global financial crisis.

¢ Moscow for the first time looked to the West to import modern weapons systems. Russia is
pursuing post-START negotiations with the US while modernizing its nuclear triad to
maintain a credible deterrent.

In the conventional forces realm, Moscow remains capable of militarily dominating the
former Soviet space; although Russia’s experience in the August 2008 Georgia conflict revealed
major shortcomings in the Russian military, it also validated previous reform efforts that sought
to develop rapidly-deployable forces for use on its periphery. Russia continues to use its military
in an effort to assert its great power status and to project power abroad, including through the use
of heavy bomber aviation patrols, out-of-area naval deployments, and joint exercises; some of
these activities can have greater demonstrative impact than operational military significance.

Latin America Stable, but Challenged by Crime
and Populism

Democratic governance remains strong in Latin America and the Caribbean where a vast
majority of countries are committed to representative democracy, economic liberalization, and
positive relations with the United States. In some countries, however, democracy and market
policies remain at risk because of the continued threats from crime, corruption, and poor
governance. In most states, serious economic problems have added further stress to democratic
institutions. In parts of Mexico and Central America, for example, powerful drug cartels and
violent crime undermine basic security. In other countries such as Venezuela, Bolivia, and
Nicaragua, elected populist leaders are moving toward a more authoritarian and statist political
and economic model, and they have banded together to oppose US influence and policies in the
region. Venezuelan President Hugo Chavez has established himself as one of the US’s foremost
international detractors, denouncing liberal democracy and market capitalism and opposing US
policies and interests in the region.

The region is showing signs of a slow economic recovery because countercyclical monetary
and fiscal policies, coupled with rising commodity prices, helped most countries in the region
stabilize by mid 2009. We judge that economic activity dropped by about 2.5 percent in 2009,
led by Mexico with about a 7 percent decline. Latin American economies are expected to grow,
on average, about 3 percent in 2010, but until a more robust recovery in the United States and
Europe takes hold, regional economic growth will be modest. Exports from the region in 2009
have been down 25 to 30 percent from 2008, and we expect foreign direct investment will drop
by about 30 percent. Besides Mexico, smaller countries in Central America and the Caribbean
have been hit hard because of their close trade ties to the United States, falling tourism earnings,
and declining remittances.
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Mexico: Democracy Strong, But Faces Severe Test

President Calderon of Mexico has political backing and popular support for strengthening the
rule of law in the face of violence, corruption, and criminal influence of his countries’ powerful
drug cartels. About 90 percent of all the cocaine that reaches the US from South America
transits via Mexico, providing an enormous source of revenue and influence for illicit drug
traffickers and giving gangs the means to threaten institutions, businesses, and individual citizens
of Mexico. According to National Drug Intelligence Center, Mexican and Colombian drug
trafficking organizations annually eamn between $18-39 billion from drug sales in the United
States.

Calderon is determined to break the cartels power and influence and reduce drug flows
despite slow progress and continued high levels of violence. He has made the war on crime a
key feature of his presidency, and his approval ratings remain solid, despite the fact that drug
related violence claimed more than 7,000 lives last year. Opposition political parties support a
strong counter drug effort, and the Mexican military remains committed to the task. We assess
that the drug cartels prebably will not destabilize the political situation even with escalated
violence.

Brazil: A Growing Success

Brazil, with a stable, competitive democracy and robust economy, is one of the success
stories of the region. Brazil’s political system is well established and less vulnerable to populist
authoritarian ambitions and its middle class has grown impressively to more than 50 percent of
the population. Brazil will elect a new president this year as the popular President Luiz Inacio
Lula da Silva steps down after two terms, and whoever wins probably will pursue responsible
pro-growth economic policies. As an impressive sign of its economic health, Brazil suffered
relatively little from the world financial crisis, and its GDP will probably grow at a rate of §
percent this year.

Brazil, however, has crime and drug problems that will persist. Its major cities are among
the region’s most violent, and according to a UN study, Brazil is one of the world’s largest
consumers of cocaine. In Rio de Janiero, the site of the 2016 Olympics, authorities have initiated
a program to recapture poor neighborhoods that are under the sway of powerful criminal gangs.
The United States is working closely with Brazilian counterparts on counterdrug operations,
particularly with the Federal Police.

Overall, US-Brazilian relations are positive, although lately Brasilia has made public its
strong differences with us on climate change, our Defense Cooperation Agreement with
Colombia, and our handling of the Honduras crisis. Nevertheless, we see Brasilia as a valuable
partner in promoting hemispheric stability and democratic values.

Central America At Risk

Mounting crime and corruption in the northern tier of Central America—FE! Salvador,
Guatemala, and Honduras—are challenging the ability of those democratic governments to
provide for basic security and the rule of law. High homicide rates make the region among the
most violent in the world. According to the United Nations Development Program, El Salvador,
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Guatemala, and Honduras have homicide rates five to seven times higher that the world average
of nine per 100,000 people. El Salvador last year had a homicide rate of 71 per 100,000, the
highest rate in Latin America. At the same time, the governments’ capacity to respond
effectively is limited by weak institutions and endemic corruption. The challenges to regional
governments are compounded by the severe economic downturn in most of the region, increased
poverty owing to the loss of jobs, and reduced remittances from legal and illegal migrants to the
Us.

Despite holding peaceful elections last November, Honduras still faces political uncertainty
and partial diplomatic isolation resulting from the forcible removal of President Manuel Zelaya
from power last June. Newly elected President Porfirio Lobo will have to struggle to achieve
international recognition and will face continued opposition from Zelaya’s more radical
supporters at home.

Venezuela: Leading Anti-US Regional Force

President Chavez continues to impose an authoritarian populist political model in Venezuela
that undermines democratic institutions. Since winning a constitutional referendum in early
2009 that removed term limits and will permit his reelection, Chavez has taken further steps to
consolidate his political power and weaken the opposition in the run up to the 2010 legislative
elections. The National Assembly passed a law that shifted control of state infrastructure, goods,
and services to Caracas in order to deprive opposition states and municipalities of funds. Chavez
has curtailed free expression and opposition activities by shutting down independent news
outlets, harassing and detaining protestors, and threatening opposition leaders with criminal
charges for corruption. Chavez’s popularity has dropped significantly in recent polls as a result
of his repressive measures, continued high crime, rising inflation, water and power shortages,
and a major currency devaluation, raising questions about his longer term political future.

On foreign policy, Chavez’s regional influence may have peaked, but he is likely to continue
to support likeminded political allies and movements in neighboring countries and seek to
undermine moderate, pro-US governments. He has formed an alliance of radical leaders in
Cuba, Bolivia, Ecuador, Nicaragua, and until recently, Honduras. He and his allies are likely to
oppose nearly every US policy initiative in the region, including the expansion of free trade,
counter drug and counterterrorism cooperation, military training, and security initiatives, and
even US assistance programs.

* In Bolivia, President Evo Morales easily was reelected in December 2009 for another five
year term after changing the Constitution. He is likely to continue to pursue an authoritarian,
statist domestic agenda and an anti-US foreign policy. Relations with the US remain poor,
and Morales has sharply curtailed cooperation with US counterdrug programs since expelling
the US Ambassador in 2008 and three dozen DEA personne! in early 2009.

*  Ecuadorean President Rafael Correa, after modifying the Constitution to permit himself
another term, was reelected in 2009. Relations with the US have not been close especially
since Correa ended US use of the Manta airbase in 2008 and reduced cooperation on
counternarcotics programs.
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Chavez’s relationship with Colombia’s President Uribe is particularly troubled. His
outspoken opposition to Colombia’s Defense Cooperation Agreement with the US has led to an
increase in border tensions. Chavez has called the agreement a declaration of war against
Venezuela. He has restricted Colombian imports, warned of a potential military conflict, and
continued his covert support to the terrorist Revolutionary Armed Forces of Colombia (FARC).

Chavez Embraces Extra-Regional Actors

Chavez will continue to cultivate closer political, economic, and security ties with Iran,
Russia, and China. He has developed a close personal relationship with Iranian President
Ahmadi-Nejad, and they have signed numerous agreements, primarily on joint energy ventures.
The two counties also have conducted regular flights between their two capitals since 2007.
Following Chavez’s lead, Bolivia, Ecuador and Nicaragua have increased their ties to Iran.

Most of the agreements Moscow has signed with Chavez relate to arms sales and investments in
the Venezuelan energy sector. Over the past five years, Venezuela has purchased more than $6
billion in weapons from Moscow, including 24 SU30MK multi-role fighters, along with
helicopters, tanks, armored personnel carriers, air defenses missiles, and small arms. On paper,
Venezuela’s acquisitions are impressive, but their armed forces lack the training and logistics
capacity to use these to their full capability. Yet, the scale of the purchases has caused concern
in neighboring countries, particularly Colombia, and risks fueling a regional arms race. In
addition to the arms deals, Russian naval warships and long range strategic bombers visited
Venezuela in late 2008 to demonstrate Moscow’s ability to deploy its military forces into the
region.

Cuban Economy Under Stress

Cuba has demonstrated few signs of wanting a closer relationship with the United States.
Without subsidized Venezuela oil shipments of about 100,000 barrels per day, the severe
economic situation would be even worse. President Raul Castro fears that rapid or significant
economic change would undermine regime control and weaken the revolution, and his
government shows no signs of easing his repression of political dissidents. Meanwhile illegal
Cuban migration to the US, which averaged about 18,000 per year from 2005 to 2008, decreased
by almost 50 percent in 2009 mainly because of the US economic slowdown and tightened
security measures in Cuba. While we judge the chance of a sudden Cuban mass migration
attempt is low, if the regime decides it cannot cope with rising public discontent over economic
conditions, it could decide to permit more Cubans to leave the island.

Haiti: Earthquake Threatens Viability of State

The 7.3-magnitude earthquake that devastated Port-au-Prince, Haiti on 12 January 2010
killed and injured hundreds of thousands—in a city of nearly three million people—largely
wiping out the international effort to promote nation-building over the last two decades. With
the destruction of entire neighborhoods, logistics infrastructure, and key public buildings,
including the UN headquarters, Haiti faces a daunting rebuilding challenge far beyond its
internal capacity to address. The long-term commitment and support of the international
community will be required to help it recover. Even with a robust, long-term international
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commitment, the threat of political and economic instability will always be present, as will the
potential threat of maritime mass migration by Haitians desperate to reach the United States.

Continued Instability in Africa

Sub-Saharan African nations continue to show progress in developing more democratic
political institutions and pursuing policies that encourage economic growth and development and
improve living conditions. More African countries than ever before can be classed as democratic
or partially democratic, and continent-wide economic growth has proven surprisingly resilient in
the face of the worldwide economic downturn. Nevertheless, economic and political progress in
Africa remains uneven, varies greatly from nation to nation, and is still subject to sudden reversal
or gradual erosion. Africa has experienced recent backsliding as democratic advances have been
reversed in several countries. The global financial crisis has slowed economic growth following
a decade of relatively good performance in many countries.

The daunting array of challenges facing African nations make it highly likely in the coming
year that a number will face new outbreaks of political instability, economic distress, and
humanitarian crises, adding to the concerns already arising from ongoing, seemingly intractable
conflicts that demand US attention and response.

Sudan: Facing Two Crises

The 2005 Comprehensive Peace Agreement (CPA) brought a tenuous peace between
northern and southern Sudan, but many observers warn that the risk of renewed conflict is rising
as we approach 2011, when the south is set to vote in a referendum on southern independence.
Khartoum and Juba are running out of time to resolve disputes over the north-south border—
along which most of Sudan’s oil reserves lie—or to formulate a post-2011 wealth-sharing deal,
which we judge are key to preserving the peace. While a renewed conflict could be limited to
proxy fighting or skirmishes focused around individual oilfields, both sides’ arms purchases
indicate their anticipation of more widespread conflict. Southern leaders rhetoric suggests that
they are increasingly determined to secure independence in 201 1—whether by referendum or
unilateral declaration if they believe Khartoum will thwart a vote—but the south is poorly
prepared for the post-2011 period. The southern government is spending a large amount of its
revenues on military force modernization while failing to provide basic services, curb rampant
corruption, or curtail escalating tribal clashes. Some international observers have suggested the
south will become a failed state unless the international community assumes a significant role in
development, security, and governance.

The conflict in western Sudan’s Darfur region has become less deadly but more complicated
since the government began its counterinsurgency campaign against the rebels in 2003. Overall
levels of violence have declined sharply since 2005, but a wide body of reporting points to a
proliferation of banditry, ethnic clashes, and inter-rebel fighting. Darfur almost certainly will
continue to experience sporadic bouts of fighting, especially as the government and rebels try to
secure stronger negotiating positions in peace tatks. Some of Darfur’s fractured rebel groups are
amenable to reunification efforts led by US and UN mediators, but the two most important rebel
leaders have remained intransigent as they mancuver for advantage. The number of displaced
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persons has climbed steadily to nearly 3 million, and any government efforts to resettle them
could spark an even greater humanitarian emergency.

Somalia’s TFG: Barely Hanging On

In the next year, the Transitional Federal Government (TFG) will continue to fight al-
Shabaab and other factions for control of Somalia. On-going support from the African Union
Mission in Somalia (AMISOM) and other international governments remains critical to TFG
efforts to combat al-Shabaab and other factions and extend its reach into central and southern
Somalia. While focusing on security is vital, the TFG also must begin to provide much needed
public services and broaden representation among various Somali clans and sub-clans in order to
win popular support and weaken the appeal of al-Shabaab. Al-Shabaab—which maintains ties to
the small number of al-Qa’ida members who continue to operate in East Africa—is certain to
continue planning attacks on TFG, Western, and AMISOM targets. Al-Shabaab has assumed
control over many local revenue-generating structures—including ports, airports, roads, and
water resources—since taking over large portions of central and southern Somalia last year.

Nigeria: Serious Challenges Remain

Nigeria, Africa’s most populous country and a major oil and gas producer and home to as
many as 70 million moderate Muslims will continue to face serious social, economic, and
security challenges over the next year. Many important electoral and governmental reforms have
stalled as Nigeria's political elites politick, buy support, pursue personal gain, and jockey for
position ahead of the next national elections scheduled for 2011. Many observers fear communal
conflict and political violence will increase in the run-up to these elections, which could lead to a
deeply flawed poll. As the Niger Delta amnesty agreement between the government and
militants continues to be stalled, we worry that criminality and conflict in the restive region will
resume in the medium term, complicating US efforts to engage on security and energy issues.
Communal violence probably will continue to outbreak suddenly, with little or no warning,
especially in parts of the northern and central regions of the country where ethno-religious
tensions remain high

Guinea: Not Yet Stable

Although we cannot discount the possibility that the resource-rich West African country will
descend into inter-ethnic fighting that further drags it down and threatens the fragile stability in
Liberia, Sierra Leone, and Cote d’Ivoire, the departure from the scene in December of erratic
junta leader Moussa Dadis Camara, after a junta colleague attempted to kill him, has opened a
narrow window of opportunity for defusing a volatile situation. Guinea’s interim leaders have
pledged to work toward democratic elections. The new Prime Minister of the transitional
government took over on 26 January and is tasked to prepare elections in six months. Pro-
Camara loyalists, however, remain a threat to the transitional government. Labor unions may
call for renewed street protests if political and economic reforms to not arrive quickly enough.

For now, Guinea’s inept military junta, which seized power following the death of President
Conte in 2008, is piloting the resource-rich West African country until the return to civilian rule.
Should they fail, they will take the country to instability and possibly a humanitarian crisis. The
country could, given its current trajectory, descend into interethnic fighting and destabilize
neighboring Liberia, Sierra Leone, and Cote d’Ivoire, all post-conflict states.
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Stalled Democratization

The number of African states holding elections continues to grow although few have yet to
develop strong, enduring democratic institutions and traditions. In many cases the “winner-take-
all” ethos predominates and risks exacerbating ethnic, regional, and political divisions. Ethiopia,
Sudan, Guinea, Togo, Central African Republic, Burundi, Rwanda, Tanzania, Burkina Faso,
Chad, and Somaliland all are scheduled to hold national elections in 2010. In Ethiopia, Prime
Minister Meles and his party appear intent on preventing a repeat of the relatively open 2005
election which produced a strong opposition showing. National efections in Sudan in 2010 run
the risk of deepening north/south split and complicating the important 2011 referendum on
southern Sudanese independence. In Madagascar, prospects are looking increasingly poor that
the current transitional government can hold together in order to carry out proposed elections in
2010.

Prospects for greater political liberalization and democratization are also likely to be limited
in nations not scheduled to hold elections. In Senegal, once a healthy democracy, octogenarian
President Abdoulaye Wade appears to want to maintain authority for a third term or to handover
of power to his son. In Niger, two-term President Mamadou Tandja revoked the Constitution
and over the opposition of the country’s judiciary and legislature in order to remain in office. In
Uganda, President Yoweri Museveni, who has dominated this one-party state since 1986, not
undertaking democratic reforms in advance of elections scheduled for 2011,

Important to US security interests in Africa is the continued inability of Kenya to deal with
the fatlout from the deeply flawed 2007 national elections. Kenya’s political elite, some of
whom may yet be indicted by the International Criminal Court (ICC) for encouraging violence
during the last election, have made little progress on reforms that address the underlying causes
of the post-election violence, and ethnic tensions remain at the surface, potentially leading to
new and violent clashes that the government will have difficulty controlling. Given Kenya’s role
as a regional economic hub and primary entry point for goods and services flowing into East
Africa, an unstable Kenya would have significant impact on neighboring states as well.

In Zimbabwe, President Robert Mugabe in the coming year appears intent on continuing to
cling to power, stonewalling domestic and international pressure to reform, and resisting full
implementation of the power-sharing agreement he agreed to with Prime Minister Morgan
Tsvangirai. Although the economy has shown some signs of revival, little political improvement
is likely as long as Mugabe retains the support of the military and the security services. Even if
Mugabe were to leave office or die we expect that the ruling ZANU-PF party insiders, military,
and security services would join to ensure that a successor did not threaten their interests or grip
on power.

Persistent Vulnerability to Humanitarian Crises, Natural Disasters

Many African nations will remain food insecure and at risk of experiencing a humanitarian
crisis. Most African governments continue to lack the capacity to respond to these crises
whether as a result of man-made or natural causes, and will quickly look to the international
community and already overburdened NGOs for help. The humanitarian crisis in the Horn of
Africa, already the world’s worst and largest, may become even worse from continued fighting

36

ATA FEB 2010-1C STATEMENT FOR THE RECORD



80

in Somalia, misguided economic policies in Ethiopia, and political uncertainty in Sudan. An
ongoing drought coupled with political instability in Kenya in 2008 left 10 million people in
need of aid compared to 3 million in 2007. Although the creation of a new coalition government
in Zimbabwe has stabilized the economy and the food situation somewhat, President Mugabe
and his party whose policies directly led to the food crisis continue to be the dominant political
power,

The humanitarian situation in the Democratic Republic of the Congo (DRC) in the year
ahead will remain particularly difficult and resistant to resolution. Despite recent setbacks for
some rebel forces in Eastern Congo and improved relations between the DRC and Rwanda, the
eastern Congo remains a regional political, security, and humanitarian problem which has
claimed the lives of millions, led to the displacement of millions more, and resulted in
widespread sexual violence committed by both rebel and government forces. Competition to
exploit the area’s significant mineral wealth has raised the stakes for competing forces even
higher and will continue to make resolution of the conflict more difficult.

Mass Killings

The mass killing of civilians—defined as the deliberate killing of at least 1000 unarmed
civilians of a particular political identity by state or state-sponsored actors in a single event or
over a sustained period-—is a persistent feature of the global landscape. Within the past three
years, the Democratic Republic of the Congo (DRC), and Sudan all suffered mass killing
episodes through violence, starvation, or deaths in prison camps. Sri Lanka may also have
experienced a mass killing last spring: roughly 7,000 civilians were killed during Colombo’s
military victory over the Liberation Tigers of Tamil Eelam (LTTE), according to UN estimates.

The risk for mass killing is driven by the presence of ongoing internal conflict or regime
crises, combined with relatively poor socioeconomic conditions, international isolation, recent
protest activity, discriminatory policies, or frequent leadership turnover. In such contexts, mass
killings are typically deliberate strategies by new or threatened elites to assert state or rebel
authority, to clear territory of insurgents, or to deter populations from supporting rebels or anti-
government movements,

Looking ahead over the next five years, a number of countries in Africa and Asia are at
significant risk for a new outbreak of mass killing. All of the countries at significant risk have or
are at high risk for experiencing internal conflicts or regime crises and exhibit one or more of the
additional risk factors for mass killing. Among these countries, a new mass killing or genocide
is most likely to occur in Southern Sudan.

Potential Flashpoints in Eurasia and Balkans

The unresolved conflicts of the Caucasus provide the most jikely flashpoints in the Eurasia
region. Moscow’s expanded military presence in and political-economic ties to Georgia’s
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separatist regions of South Ossetia and sporadic low-level violence increase the risk of
miscalculation or overreaction leading to renewed fighting.

Although there has been progress in the past year toward Turkey-Armenia rapprochement,
this has affected the delicate relationship between Armenia and Azerbaijan, and increases the
risk of a renewed conflict over Nagorno-Karabakh.

Economic crisis and political competition among top Ukrainian leaders pose the greatest risk
of instability in Ukraine, particularly in connection with this year’s presidential election.
Competition between President Yushchenko and his primary rivals, Prime Minister Tymoshenko
and Party of Regions leader Yanukovych resuited in economic reform being put on the back
burner and complicated relations with Russia over gas payments. Moreover, noncompliance
with the conditions set by international financial institutions has put the country’s economy in
further jeopardy.

The regimes of Central Asia—Kazakhstan, Uzbekistan, Kyrgyzstan, Tajikistan, and
Turkmenistan—have been generally stable so far, but predicting how long this will remain the
case is difficult. The region’s autocratic leadership, highly personalized politics, weak
institutions, and social inequality make predicting succession politics difficult and increase the
possibility that the process could lead to violence or an increase in anti-US sentiment, There is
also concern about the ability of these states, especially Kyrgyzstan, Tajikistan, and
Turkmenistan, to manage the challenges if Islamic extremism spreads to the region from
Pakistan and Afghanistan. The risks are compounded by the economic crisis, which has resulted
in reduced remittances to the region, and by perennial food and energy shortages in some parts of
Central Asia. Competition over water, cultivable land, and ethnic tensions could serve as sparks
for conflict.

Events in the Balkans will again pose the principal challenges to stability in Europe in 2010.
Bosnia-Herzegovina’s (BiH) continuing uneasy inter-ethnic condominium and the issue of the
Serb minority in Kosovo, particularly in northern Kosovo, remain sources of tension requiring
Western diplomatic and security engagement. We assess that the US and Europe retain
significant influence in the Western Balkans. The nature of their engagement—including the
ability of Washington, Brussels, and key EU members states to work together and present a
common front—will importantly influence the region’s future course.

I remain concerned about Bosnia’s future stability. While neither widespread violence nor a
formal break-up of the state appears imminent, ethnic agendas still dominate the political process
and reforms have stalled because of wrangling among the three main ethnic groups. The sides
failed to agree on legal changes proposed jointly by the EU and the US at the end of 2009,
undercutting efforts to strengthen the central government so that it is capable of taking the
country into NATO and the EU. Bosnian Serb leaders seek to reverse some reforms, warn of
legal challenges to the authority of the international community, and assert their right to
eventually hold a referendum on secession, all of which is contributing to growing interethnic
tensions. This dynamic appears likely to continue, as Bosnia’s leaders will harden their positions
to appeal to their nationalist constituents ahead of elections this fall.
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More than 60 nations, including 22 of 27 EU members, have recognized the state of Kosovo,
but in the coming years Pristina will remain dependent on the international community for
economic and development assistance as well as for diplomatic and potentially security support
to further consolidate its statehood. Much of the Serb population still looks to Belgrade and is
resisting integration into Kosovo’s institutions, though this appears to be slowly changing in
Kosovo's south. Kosovo government influence in the Serb-majority area in the north of Kosovo
is extremely weak. NATO’s presence, although reduced, is still needed to deter violence, and its
mentoring of the nascent Kosovo Security Force is crucial to the force’s effectiveness and
democratic development.

Serbia’s leaders espouse a European future and President Tadic desires quick progress
toward Serbian EU membership, but Belgrade shows no sign of accepting Kosove’s
independence or accepting constructively. Belgrade appears to be awaiting an advisory opinion
by the International Court of Justice on the legality of Pristina’s declaration of independence—
expected mid-year—before determining how to advance its claim on Kosovo. Serbia frequently
turns to Moscow for political backing and economic support.

Regional Impacts of Climate Change

Before 1 discuss the Intelligence Community’s assessment of the regional impacts of climate
change, 1 would like to note that because we do not conduct climate research to produce these
assessments, we reach out to other US Government entities that have expertise in this area. We
also do not evaluate the science of climate change per se, nor do we independently analyze what
the underlying drivers of climate change are or to what degree climate change will occur.

We continue to assess that global climate change will have wide-ranging implications for US
national security interests over the next 20 years because it will aggravaie existing world
problems—such as poverty, social tensions, environmental degradation, ineffectual leadership,
and weak political institutions—that threaten state stability. (In my classified statement, |
discuss the recent UN-sponsored climate change conference in Copenhagen.) Climate change
alone is highly unlikely to trigger failure in any state out to 2030, but it will potentially
contribute to intra- or, less likely, interstate conflict. Water issues, which have existed before the
recent changes in the climate, will continue to be major concern. As climate changes spur more
humanitarian emergencies, the demand may significantly tax US military transportation and
support force structures, resulting in a strained readiness posture and decreased strategic depth
for combat operations. Some recent climate science would indicate that the effects of climate
change are accelerating, particularly in the Arctic region and on mountain glaciers that impact
critical watersheds.

For India, our research indicates the practical effects of climate change will be manageable
by New Delhi through 2030. Beyond 2030, India’s ability to cope will be reduced by declining
agricultural productivity, decreasing water supplies, and increasing pressures from cross-border
migration into the country.
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China is developing a toolkit to manage disruptions caused by climate change and its
economic growth has the potential to increase its mitigation capacity through 2030. But it
remains to be seen if this eapacity will be fully used. The ability of China to cope beyond 2030
will be reduced owing to increased climate-driven internal migration, local water scarcities, and
changes in agricuitural productivity and demand.

For Russia, our research indicates that climate change will have significant direct and indirect
impacts on their energy sector, which is a key determinant of Russia’s economic future and state
capacity. The thawing of the permafrost across vast stretches of Russia, including areas in which
there are oil and gas deposits and over which there are pipelines, will both put existing
infrastructure at risk and make its modernization and replacement more difficult. Yet, Russia has
a greater capacity to respond to the negative effects of climate change than some industrialized
countries and most underdeveloped ones, including robust capacities in analysis and forecasting
and in emergency response, which could help mitigate the risk of climate change leading to
economic instability.

For Mexico, the Caribbean, and Central America, water scarcity may spark political,
economic, and social conflicts. Migratory trends, with Mexico and the United States accepting a
large percentage of immigrants, are likely to continue and may accelerate crime conducted by
gangs and criminal elements from the migrating populations.

State capacity in many Southeast Asian countries is weakened by poor governance,
corruption, and the influence of vested economic interests. With the exception of Indonesia and
Vietnam, many of the region’s political leaders are not yet focused on the threat posed by climate
change. Dam building on the Mekong River Basin could pose a significant threat to agriculture,
fisheries, and human habitation in Cambodia and Vietnam's Mekong Delta. Large-scale
migration from rural and coastal areas into cities and across borders could increase friction
between diverse social groups already under stress from climate change.

o Together with the Maldives, which is at risk of complete obliteration, these two countries are
likely to remain powerful advocates for developed nations to remember the human costs of
climate change.

In North Africa climate change pressures will be pervasive but state failures attributable
solely to climate change to 2030 are not likely. The effects of climate change in North Africa are
likely to exacerbate existing threats to the region’s water and food resources, economies, urban
infrastructure, and sociopolitical systems. Cities probably will face deteriorating living
conditions, high unemployment, and frequent civil unrest. Climatic stress coupled with
socioeconomic crises and ineffective state responses could generate localized social or
governmental collapses and humanitarian crises. Climate change will likely increase the already
substantial emigration of North Africans to Europe. The region also will serve as a route for
transmigration if Sub-Saharan Africans flee severe climatic stress. North Africa will absorb an
increasing proportion of Europe’s attention and resources.

Arctic states have such common goals as environmental protection, shipping safety, effective
search and rescue (SAR), and commerce development, they do not fully agree on how to achieve
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them. Our research indicates the widespread use of the Arctic for commercial purpose is
hindered by the absence of reasonable insurance, which will come only with Arctic coastal
infrastructure development, agreed safety standards for commercial vessels, and adequate SAR
capability.

Strategic Health Challenges and Threats

The current influenza pandemic is the most visible reminder that health issues can suddenly
emerge from anywhere in the globe and threaten American lives and US strategic objectives. It
also highlights many of the United States’ critical dependencies and vulnerabilities in the health
arena. But like an iceberg, the visible portion is just a small fraction of the myriad of health
issues that will likely challenge the United States in the coming years. Significant gaps remain
in disease surveillance and reporting that undermine our ability to confront disease outbreaks
overseas or identify contaminated products before they threaten Americans. The policies and
actions of foreign government and non-state actors to address health issues, or not address them,
also have ripple effects that impair our ability to protect American lives and livelihoods and
impair Washington’s foreign policy objectives.

In my threat assessment last year, [ noted that “the most pressing transnational health
challenge for the United States is the potential emergence of a severe influenza pandemic.”
Unknown to everyone at the time, the 2009-HIN1 influenza virus had already started spreading
by late March. By the time anyone was aware of the new virus, thousands of American travelers
had been exposed. Fortunately, the disease has been, thus far, relatively mild; but even a mild
flu pandemic can strain health care resources, cause millions of people to become ill, thousands
to die prematurely, curtail economic activity, and upset diplomatic relations as countries attempt
to limit the spread of the virus.

¢ The pandemic highlights the need to avoid narrowly targeting surveillance and control
measures on only one particular health threat. No one can predict which of the myriad of
potential health threats will suddenly emerge, where the threat will come from, or when. For
the last several years, the world focused on the emergence of HSN1 avian influenza from
Asia. While the possibility of an H5N] avian flu pandemic helped the US government
respond to the actual HIN1 pandemic, the international focus for avian influenza in Eurasia
deflected international attention and resources away from the possibility of the emergence of
a different virus, from another region, and from a different animal host.

As seen with HIN1-2009 pandemic, travel between countries links our population’s health to
the health and sanitary conditions of every country, and our knowledge of the potential threats is
limited by the inadequacies of international disease surveillance in animals and man. We have
warned in the past that surveillance capacity to detect pathogens in humans varies widely
between countries. Of equal concem, the lack of consistent surveillance and diagnostic
capability for diseases in animals is a formidable gap even in developed countries that
undermines the United States’ ability to identify, contain, and warn about local outbreaks before
they spread. Some 70 percent of human pathogens originated from animals, yet global
surveillance of animal diseases remains chronically under funded.
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The ability to detect and contain foreign disease outbreaks before they reach this country is
partially dependent on US overseas laboratories, US relationships with host governments, and
state willingness to share health data with non-governmental and international organizations.
Partnerships with countries on improving laboratory capabilities provide opportunities for US
engagement, such as the recent agreement to open a Global Disease Detection Center in India.
However, a lack of transparency and a reticence to share health data and viral specimens remains
a concern.

Governments’ reactions to the current pandemic highlight how health policy choices can
have immediate impacts, particularly disease-associated disruptions in travel and trade. If the
pandemic had been more severe, the potential for massive economic losses, threats to
government stability, and criminal activity and violence would have been greater.

Moreover, the health policies of governments and non-state organizations can have long-term
detrimental implications for the United States. Indonesia in early 2007 stopped sharing
specimens of the H5N1 avian influenza virus with the WHO, demanding that the WHO adopt a
new system that would more equitably distribute influenza vaccines and other medical
countermeasures. Several developing countries and NGOs have supported Indonesia in the
WHO negotiations. Although the discussion has focused on influenza viruses with pandemic
potential, those developing countries will probably push for the agreement to be extended to all
biological specimens. Such a change in the international system, that more equitably distributes
vaccines and pharmaceuticals globally, would slow the availability of sufficient amounts of
medications in the United States to respond to a pandemic.

+ Thailand started a trend two years ago when it issued compulsory licenses for a few patented
pharmaceuticals to treat AIDS and heart disease. Should more middle-income countries
follow suit or use the threat of compulsory licenses to secure deep discounts, pharmaceutical
companies probably will increase prices in the United States to compensate for declining
revenue in other parts of the world, undermining efforts in the US to control healthcare costs.

¢ China’ health policy has indirect but extremely important economic implications for
addressing its external imbalances. China’s population saves a large percentage of its
earnings to prepare for retirement and guard against catastrophic out-o f-pocket expenses if
they become ill. (Some economists believe these high savings rates contribute to the
financial imbalances between the United States and China.) Beijing is taking important steps
to increase public spending on healthcare and reduce the need for household precautionary
saving.

The spotty delivery of basic services in many countries, particularly for health and education,
provides an opportunity for non-state organizations to proselytize and develop political
legitimacy. Hamas’s and Hizballah’s provision of health and social services in the Palestinian
Territories and Lebanon over the past 20 years has helped to legitimize those organizations as a
political force. Islamic extremists in Afghanistan and Pakistan followed a similar model to gain
acceptance for their ideas by providing education services that the governments were not
providing. Similar efforts are probably underway elsewhere in the world.
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Americans’ health is also vulnerable because of the vast amount of foods and medicals
supplies that are imported and the lack of enforcement of sanitary standards at their point of
origin. Most countries have laws and regulations to ensure food and drug safety but often lack
sufficient funding to enforce those laws. Consequently, contaminated products, whether
accidentally or economically motivated, can be shipped to American consumers. The
economically motivated contamination in China of pet food, infant formula, and other milk
products with melamine and the tainting of the active ingredient in the drug heparin highlight the
necessity of continued vigilance to ensure food and drug safety and a stable supply.

* We assess that the United States has a critical foreign dependence on several
pharmaceuticals, such that an overseas disruption in supply would adversely affect
Americans’ health that would not be easily mitigated through an alternative supplier or
product. These include pharmaceuticals to treat radiation exposure, anthrax, botulism,
diabetes, and the flu, and the precursor to heparin.

¢ Additionally, most of the world’s flu vaccine production capacity is concentrated in Europe.
If the flu pandemic had been more severe, many governments probably would have been be
pressed to stop exports of the vaccine until their domestic population was sufficiently
vaccinated, further delaying the delivery of vaccines to the United States beyond what has
already been experienced.

Significant State and Non-State Intelligence Threats

During the past year, China’s intelligence services continue to expand and operate in and
outside the United States. Its human collection services enhanced their collection and processing
capabilities directed against the United States. Russia continues to strengthen its intelligence
capabilities and directs them against US interests worldwide. Moscow’s intelligence effort
includes espionage, technology acquisition, and covert action efforts to alter events abroad
without showing its hand.

Iran is enhancing its focus on US intelligence activities and relies on foreign intelligence
partnerships to extend its capabilities. Iran continues to pursue intelligence outreach efforts to
reduce the country’s isolation and counter US interests,

Cuban intelligence collects against US activities for insight into our operations and intentions
globally. Cuba maintains intelligence liaison relationships with a number of US adversaries and
competitors.

North Korea and Venezuela possess more limited intelligence capabilities focused primarily
on regional threats and supporting the ruling regime. North Korea continues to collect
information on US technologies and capabilities. Venezuela’s services are working to counter
US influence in Latin America by supporting leftist governments and insurgent groups.
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Several transnational terrorist groups have demonstrated the capability to conduct
intelligence activities 1o support their operational and political activities. Al-Qa’ida possesses
effective but uneven intelligence capabilities. Lebanese Hizballah exhibits effective intelligence
and counterintelligence capabilities and activities.

» International organized crime networks—including drug traffickers—continue to improve
their intelligence capabilities and pose a growing threat to the United States.

Growing Threat from International Organized Crime

International organized crime (10C) is threatening US interests by forging alliances with
corrupt government officials, undermining competition in key global markets, perpetrating
extensive cyber crimes, and expanding their narcotrafficking networks. The nexus between
international criminal organizations and terrorist and insurgent groups also presents continuing
dangers. The drivers behind these changes—including globalization, the Internet, and the
growing technological savvy of some criminal organizations—will increasingly favor 10C.

10C penetration of states will deepen, leading to co-option in a few cases and further
weakening of governance in many others. The growing span of 10C business activities and
financial incentives is pushing 10C to seek strategic alliances with state leaders and foreign
intelligence services, threatening stability and undermining free markets.

At one end of the spectrum is the apparent growing nexus in Russian and Eurasian states
among government, organized crime, intelligence services, and big business figures. An
increasing risk from Russian organized crime is that criminals and criminally linked oligarchs
will enhance the ability of state or state-allied actors to undermine competition in gas, oil,
aluminum, and precious metals markets.

I0C penetration of governments is exacerbating corruption and undermining rule of law,
democratic institution-building, and transparent business practices. In China, 10C corruption of
party and government officials is aggravating an already difficult operating environment for US
businesses. Countries with weak governance where corrupt officials turn a blind eye to illicit
10C activity include Afghanistan, many African states, Balkan states, and some Latin American
states where narcotrafficking is rampant.

10C almost certainly will increase its penetration of legitimate financial and commercial
markets, threatening US economic interests and raising the risk of significant damage to the
global financial system. International criminal organizations are amassing substantial financial
clout.

* International criminal organizations will increasingly damage the ability of legitimate
businesses to compete and may drive some legitimate players out of the market. 10C
engages in bribery, fraud, violence, and corrupt alliances with state actors to gain the upper
hand against legitimate businesses.
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o Through piracy and state relationships that help criminal networks avoid regulation, 10C is
flooding the world market with inferior products. 10C is likely to increasingly threaten
industries that depend on intellectual property such as fashion, pharmaceuticals, computing,
finance, entertainment, and publishing—all US economic strengths.

* Emerging market countries are particularly vulnerable. Corruption, weak enforcement, and a
lack of transparency provide fertile ground for I0C activity in these countries, making them
less appealing for legitimate investors.

¢ Organized crime’s coercive tactics and shady business practices most likely will further
undermine transparency and confidence in key energy, metal, and other sectors where recent
acquisitions and investments have occurred.

International criminal organizations are likely to become more involved in cyber crimes,
raising the risk of significant damage to the global financial and trust systems—banking, stock
markets, and credit card services—on which the global economy depends. 10C is increasingly
proficient at using technology for old ventures, including fraud, contraband sales, and money-
laundering as well as for new types of crime such as hacking to steal money and credit card data.
Technological advances in information technology applications and the slow adoption of
defensive technologies are making it easier for criminals to conduct successful attacks.

Terrorists and insurgents increasingly will turn to crime to generate funding and will acquire
logistical support from criminals, in part because of US and Western success in attacking other
sources of their funding. Terrorists and insurgents prefer to conduct criminal activities
themselves; when they cannot do so, they turn to outside individuals and criminal service
providers. Involvement in the drug trade by the Taliban and the Revolutionary Armed Forces of
Colombia (FARC) are critical to the ability of these groups to fund attacks. Drug trafficking also
provides support to other terrorists, such as Hizballah. Some criminals could have the capability
to provide WMD material to terrorists.

Many of the well-established organized criminal groups that have not been involved in
producing narcotics—including those in Russia, China, Italy, and the Balkans—are now
expanding their ties to drug producers to develop their own distribution markets and trafficking
networks.

Conclusion

A year ago the deteriorating global economy threatened to trigger widespread political
instability. 1am happy to report that, while the recovery remains tenuous, the past economic
clouds darkening the whole strategic outlook have partially lifted. Despite the myriad
uncertainties and continuing challenges, the economic and political picture we are facing today
could have been far worse if the economic free fall had not been stopped. As I indicated last
year, the international security environment is complex. No dominant adversary faces the United
States that threatens our existence with military force. Rather, the complexity of the issues and
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multiplicity of actors—both state and non state—increasingly constitutes one of our biggest
challenges. We in the Intelligence Community are seeking to understand and master the
complexity and interlocking ties between issues and actors and in doing so believe we can help
protect vital US interests in close cooperation with other civilian and military members of the US
Government.
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U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney (eneral Washington. £).C. 20330

March 26. 2010

The Honorable Dianne Feinstein
Chairman

Select Committee on Intelligence
United States Senate
Washington. D.C. 20310

The Honorable Christopher S. Bond
Vice Chairman

Select Commitiee on Intelligence
United States Senate

Washington, D.C. 20510

Dear Chairman Feinstein and Vice Chairman Bond:

I am writing in response to requests by a number of Members of the Committee
for information about statistics maintained by the Department of Justice relating to
prosecution of terrorism and terrorism-related crimes. as well as the incarceration of
terrorists by the Bureau of Prisons.

The Counterterrorism Section of the National Security Division (NSD) (and i1s
predecessor section in the Criminal Division) has maintained a chart of international
terrorism and terrorism-related prosecutions since September 11, 2001. A copy of that
chart, which currently includes just over 400 defendants. and a brief introduction
describing its contents. is enclosed with this letter. This chart was initially developed and
has since been maintained and regularly updated on a rolling basis by career federal
prosecutors. The bulk of the data included in the chart was generated, and relates to
prosecutions that occurred. during the prior Administration. In fact. the data was cited
publicly by the prior Administration on repeated occasions, including:

¢ Inabook entitled “Preserving Life & Liberty: The Record of the U.S. Department
of Justice 2001 - 2005.” released in February 2003, the Depariment said,
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“Altogether, the Department has brought charges against 375 individuals in
terrorism-related investigations, and has convicted 195 1o date.™

» Inits February 2008 budget request for Fiscal Year 2009, the Department of
Justice said. “Since 2001, the Department has increased its capacity to investigate
terrorism and has identified, disrupted. and dismantled terrorist cells operating in
the United States. These efforts have resulted in the securing of 319 convictions
or guilty pleas in terrorism or terrorism-related cases arising from investigations
conducted primarily after September 11, 2001, and zero terrorist attacks on
American soil by foreign nationals from 2003 through 2007.”

Please note that the chart includes only convictions from September 11, 2001 10
March 18, 2010. It does not include defendants whose convictions remain under seal. nor
does it include defendants who have been charged with a terrorism or terrorism-related
offense but have not been convicted cither at trial or by guilty plea. Finally. it does not
include convictions related solely 10 domestic terrorism.

The NSD chart includes the defendant’s name, district, charging date. charges
brought. classification category. conviction date, and conviction charges, as well as the
sentence and the date it was imposed, if the defendant has been sentenced. As the
introduction to the NSD chart explains, the data includes convictions resuting from
investigations of terrorist acts planned or commitied outside the territorial jurisdiction of
the United States over which Federal criminal jurisdiction exists and those within the
United States involving international terrorists and terrorist groups. NSD further divides
these cases into two categories. The first includes violations of federal statutes that are
directly related to international terrorism and that are wtilized regularly in international
terrorism matters, such as terrorist acts abroad against U.S. nationals and providing
material support 1o a foreign terrorist organization. There have been more than 150
defendants classified in this category since September 11, 2001, The second category
includes a variety of other statutes (like fraud, firearms offenses, false statements, or
obstruction of justice) where the investigation involved an idemtified link to international
terrorism. There have been more than 240 individuals charged in such cases since
September 11, 2001. Examples of the international terrorism nexus identified in some of
these cases have also been provided for your review.

' Notably. the book goes on to explain that “[tJo identify and prevent additional terrorist anacks. the
Department has obtained the cooperation of individuals arrested in terrorism-related investigations by
leveraging criminal charges and long prison sentences. As a result, the Department has been able to obtain
critical information and intelligence about al Qaeda and other terrorist groups. safehouses. training camps.
recruitment, and tactics in the United States. as well as the operations of terrorists who mean to do
Americans harm.” 1t further concludes that ~{t}he safety that America has enjoyed since September 11,
2001, is largely due 1o the enhanced integration and coordination that has occurred with our partners in the
U.S. and international law enforcement and intelligence communities. Standing shoulder-to-shoulder.
local, state, national and international faw enforcement have stood watch together and disrupted terrorist
threats around the world.”



92

The Honorable Dianne Feinstein
The Honorable Christopher S. Bond
Page 3 of 4

Prosecuting terror-related targets using these latter offenses is often an effective
method-—and sometimes the only available method-—of deterring and disrupting
potential terrorist planning and support activities. Indeed, one of the great strengths of
the criminal justice system is the broad range of offenses that are available to arrest and
convict individuals believed to be linked to terrorism, even if a terrorism offense cannot
be established. Of course. an aggressive and wide-ranging terrorism investigation will
net individuals with varying degrees of culpability and involvement in terrorist activity,
as the NSD chart reflects. Arresting and convicting both major and minor operatives,
supporters, and facilitators can have crippling effects on terrorists ability to carry out
their plans.

You will also note that the sentences obtained in these cases range from a few months
to life. Life sentences have been imposed by our courts in 12 international terrorism or
terrorism-related cases since 9711, and sentences of more than 10 years have been
imposed in an additional 59 cases, including 23 cases in which the sentence exceeded 20
vears. We believe the long sentences often imposed by our courts in these cases reflect
the gravity of the threat posed by these individuals to our nation. However, it is
important to note that while a fong sentence is an important measure of success in a
terrorism-related prosecution. it is not the only measure.  Convicting an individual of an
available offense and incarcerating him even for a relatively short period of time may be
an effective way to disrupt ongoing terrorist activity, deter future activity, collect
important intelligence, secure valuable cooperation. or facilitate rapid deportation 6f an
individual.

This vital work continues. In the past year, thanks to the hard work of dedicated
career professionals —~ FBI agents. other federal and state law enforcement officials, and
career federal prosecutors ~ we have been able to disrupt terrorist plots, convict and
imprison terrorists and their supporters. and collect intelligence we need to protect the
country. We detected and disrupted a plot to attack the subway system in Manhattan with
explosive bombs that could have killed many Americans. We conducted successful
undercover operations to arrest individuals who separately attempted to blow up
buildings in Dallas. Texas. and Springfield. llinois. And we arrested individuals in
Chicago who assisted in the deadly November 2008 terror attacks in Mumbal and were
plotting other attacks.

Finally. the Bureau of Prisons (BOP) maintains a separate chart that identifies
inmates in BOP custody who have a history of or nexus (o international or domestic
terrorism. There are currently more than 300 individuals on this chart, which is used 10
identify those inmates who may warrant increased supervision and monitoring of their
communications, among other things. BOP's designation of these inmates may be based
upon information from a variety of sources. including sensitive law enforcement or
intelligence information that is not publicly available, regarding the inmate's past
behavior and associations. BOP does not publicly disclose which inmates have been
designated in this fashion, The disclosure of this information could interfere with BOP's
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monitoring and law enforcement investigative efforts. Moreover. disclosure of the
identities of these inmutes could pose risks (o the security of the inmates and prison staff.

Should you or your staff wish to review the BOP chart. BOP is prepared to provide
the Committec with access to the chart under conditions designed to protect security and
operational equities.

Sincerely.

PIRTON

Ronald Weich
Assistant Attorney General
Enclosure
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INTRODUCTION TO NATIONAL SECURITY DIVISION STATISTICS ON UNSEALED
INTERNATIONAL TERRORISM AND TERRORISM-RELATED CONVICTIONS

The National Security Division’s International Terrorism and Terrorism-Related Statistics
Chart tracks convictions resulting from international terrorism investigations conducted since
September 11, 2001, including investigations of terrorist acts planned or committed outside the
territorial jurisdiction of the United States over which Federal criminal jurisdiction exists and those
within the United States involving international terrorists and terrorist groups. Convictions listed on
the chart involve the use of a variety of Federal criminal statutes available to prevent, disrupt, and
punish international terrorism and related criminal activity. The convictions are the product of the
Department’s aggressive, consistent, and coordinated national enforcement effort with respect to
international terrorism that was undertaken after the September 11, 2001 terrorist attacks.

Criminal cases arising from international terrorism investigations are divided into two
categories, according to the requisite level of coordination and monitoring required by the
Counterterrorism Section of the National Security Division (or its predecessor section in the Criminal
Division). This coordination and monitoring exists in response to the expanded Federal criminal
jurisdiction over and importance of international terrorism matters and the need to ensure coherent,
consistent, and effective Federal prosecutions related to such matters. Typically, multiple defendants
in a case are classified in the same category.

Category I cases involve violations of federal statutes that are directly refated to international
terrorism and that are utilized regularly in international terrorism matters. These statutes prohibit, for
example, terrorist acts abroad against United States nationals, the use of weapons of mass destruction,
conspiracy to murder persons overseas, providing material support to terrorists or foreign terrorist
organizations, receiving military style training from foreign terrorist organizations, and bombings of
public places or government facilities. A complete list of Category I offenses is found in Appendix A.

Category I cases include defendants charged with violating a variety of other statutes where
the investigation involved an identified link to international terrorism. These Category Il cases include
offenses such as those involving fraud, immigration, firearms, drugs, false statements, perjury, and
obstruction of justice, as well as general conspiracy charges under 18 U.S.C. § 371. Prosecuting
terror-refated targets using Category Il offenses and others is often an effective method — and
sometimes the only available method — of deterring and disrupting potential terrorist planning and
support activities. This approach underscores the wide variety of tools available in the U.S. criminal
justice system for disrupting terror activity. Examples of Category Il offenses are listed in Appendix
B, and examples of Category Il cases are described in Appendix C to illustrate the kinds of
connections to international terrorism that are not apparent from the nature of the offenses of
conviction themselves.

The chart includes the defendant’s name, district, charging date, charges brought, classification
category, conviction date and conviction charges. If a convicted defendant has been sentenced, the
relevant date and sentence imposed is included. The chart is constantly being updated with new
convictions, but currently includes only unsealed convictions from September 11, 2001 to March 18,
2010. The chart does not include defendants whose convictions remain under seal, nor does it include
defendants who have been charged with a terrorism or terrorism-related offense but have not been
convicted either at trial or by guilty plea. This chart does not include convictions related solely to
domestic terrorism. Note that the chart maintained by the National Security Division is distinct from
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statistics maintained by the Bureau of Prisons to track inmates with terrorist connections. The chart
lists more than 150 defendants classified in Category 1 and more than 240 defendants classified in
Category 1L

The chart is organized by conviction date, with the most recent convictions first. The earliest
defendants included on the chart were identified and detained in the course of the nationwide
investigation conducted after September 11, 2001, and were subsequently charged with a criminal
offense. Since then, additional defendants have been added who, at the time of charging, appeared to
have a connection to international terrorism, even if they were not charged with a terrorism offense.
The decision to add defendants to the chart is made on a case-by-case basis by career prosecutors in
the National Security Division’s Counterterrorism Section, whose primary responsibility is
investigating and prosecuting international and domestic terrorism cases to prevent and disrupt acts of
terrorism anywhere in the world that impact on significant United States interests and persons.
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Appendix A

Category 1 Offenses
Aircraft Sabotage (18 U.S.C. § 32)

Animal Enterprise Terrorism (18 U.S.C. § 43)

Crimes Against Internationally Protected Persons (18 U.S.C. § § 112, 878, 1116, 1201(a)(4))

Use of Biological, Nuclear, Chemical or Other Weapons of Mass Destruction (18 U.S.C. §§ 175, 175b,
229, 831, 2332a)

Production, Transfer, or Possession of Variola Virus (Smallpox) (18 U.S.C. § 175¢)

Participation in Nuclear and WMD Threats to the United States (18 U.S.C. § 832)

Conspiracy Within the United States to Murder, Kidnap, or Maim Persons or to Damage Certain
Property Overseas (18 U.S.C. § 956)

Hostage Taking (18 U.S.C. § 1203)

Terrorist Attacks Against Mass Transportation Systems (18 U.S.C. § 1993)

Terrorist Acts Abroad Against United States Nationals (18 U.S.C. § 2332)

Terrorism Transcending National Boundaries (18 U.S.C. § 2332b)

Bombings of places of public use, Government facilities, public transportation systems and
infrastructure facilities (18 U.S.C. § 2332f)

Missile Systems designed to Destroy Aircraft (18 U.S.C. § 2332g)

Production, Transfer, or Possession of Radiological Dispersal Devices (18 U.S.C. § 2332h)

Harboring Terrorists (18 U.S.C. § 2339)

Providing Material Support to Terrorists (18 U.S.C. § 2339A)

Providing Material Support to Designated Terrorist Organizations (18 U.S.C. § 2339B)

Prohibition Against Financing of Terrorism (18 U.S.C. § 2339C)

Receiving Military-Type Training from an FTO (18 U.S.C. § 2339D)

Narco-Terrorism (21 U.S.C. § 1010A)

Sabotage of Nuclear Facilities or Fuel (42 U.S.C. § 2284)

Aircraft Piracy (49 U.S.C. § 46502)

Violations of IEEPA (50 U.S.C. § 1705(b)) involving E.O. 12947 (Terrorists Who Threaten to Disrupt
the Middle East Peace Process); E.O. 13224 (Blocking Property and Prohibiting Transactions With
Persons Who Commit, Threaten to Commit, or Support Terrorism or Global Terrorism List); and E.O.
13129 (Blocking Property and Prohibiting Transactions With the Taliban)
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Appendix B

Examples of Category 1 Offenses

Crimes Committed Within the Special Maritime and Territorial Jurisdiction of the United States
(18 US.C. 8§ 7,113,114, 115, 1111, 1112, 1201, 2111)

Violence at International Airports (18 U.S.C. § 37)

Arsons and Bombings (18 U.S.C. §§ 842(m), 842(n), 844(f), 844(1))

Killings in the Course of Attack on a Federal Facility (18 U.S.C. § 930(c))

False Statements (18 U.S.C. § 1001)

Protection of Computers (18 US.C. § 1030)

False Information and Hoaxes (18 U.S.C. § 1038)

Genocide (18 U.S.C. § 1091)

Destruction of Communication Lines (18 U.S.C. § 1362)

Sea Piracy (18 U.S.C. § 1651)

Unlicensed Money Remitter Charges (18 U.S.C. § 1960)

Wrecking Trains (18 U.S.C. § 1992)

Destruction of National Defense Materials, Premises, or Utilities (18 U.S.C. § 2155)

Violence against Maritime Navigation and Maritime Fixed Platforms (18 U.S.C. §§ 2280, 2281)
Torture (18 U.S.C. § 2340A)

War Crimes (18 U.S.C. § 2441)

International Traffic in Arms Regulations (22 U.S.C. § 2778, and the rules and regulations
promulgated thereunder, 22 C.F.R. § 121-130)

Crimes in the Special Aircraft Jurisdiction other than Aircraft Piracy (49 U.S.C. §§ 46503-46507)

Destruction of Interstate Gas or Hazardous Liquid Pipeline Facilities (49 U.S.C. § 60123(b))
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Appendix C

Examples of Category Il Terrorism-Related Convictions

Fort Dix Plot (conspiracy to murder members of the U.S. military). In 2008, following a
jury trial in the United States District Court for the District of New Jersey, Ibrahim Shnewer,
Dritan Duka, Shain Duka, Eljvir Duka and Serdar Tatar were convicted of violating 18 U.S.C.
§1117, in connection with a plot to kill members of the U.S. military in an armed attack on the
military base at Fort Dix, New Jersey. The defendants were also convicted of various weapons
charges. The government’s evidence revealed that one member of the group conducted
surveillance at Fort Dix and Fort Monmouth in New Jersey, Dover Air Force Base in Delaware,
and the U.S. Coast Guard in Philadelphia. The group obtained a detailed map of Fort Dix, where
they hoped to use assault rifles to kill as many soldiers as possible. During the trial, the jury
viewed secretly recorded videotapes of the defendants performing small-arms training at a
shooting range in the Poconos Mountains in Pennsylvania and of the defendants watching
training videos that included depictions of American soldiers being killed and of known Islamic
radicals urging jihad against the United States.

Fawaz Damrah (citizenship fraud). In 2004, following a jury trial in the United States District
Court for the Northern District of Ohio, Fawaz Damrah was convicted of violating 18 U.S.C. §
1425 for concealing material facts in his citizenship application. The government’s evidence
showed that in his citizenship application, Damrah concealed from the U.S. government his
membership in or affiliation with the Palestinian Islamic Jihad (P1J), a.k.a. the Islamic Jihad
Movement in Palestine; the Afghan Refugees Services, Inc., a.k.a. Al-Kifah Refugee Center; and
the Islamic Committee for Palestine. Damrah further concealed the fact that he had, prior to his
application for U.S. citizenship, “incited, assisted, or otherwise participated in the persecution”
of Jews and others by advocating violent terrorist attacks against Jews and others. During the
trial, the government’s evidence included footage of a 1991 speech in which Damrah called Jews
“the sons of monkeys and pigs,” and a 1989 speech in which he declared that “terrorism and
terrorism alone is the path to liberation.”

Soliman Biheiri (false statements and passport fraud). In 2003 and 2004, following two jury
trials in the United States District Court for the Eastern District of Virginia, Soliman Biheiri was
convicted of violating 18 U.S.C. §§ 1425 and 1546 for fraudulently procuring a passport, as well
as 18 U.S.C. §§ 1001 and 1015 for making false statements to federal agents. Biheiri was the
president of BMI, Inc., a New Jersey-based investment firm. The government’s evidence
showed that Biheiri had deliberately deceived federal agents during a June 2003 interview in
which he denied having business or personal ties to Mousa Abu Marzook, a Specially
Designated Global Terrorist and a leader of Hamas. In fact, the government’s evidence showed
that Biheiri had managed funds for Marzook both before and after Marzook was designated as a
terrorist by the U.S. government in 1995, Specifically, the government presented files seized
from Biheiri’s computer showing that Marzook had invested $1 million in U.S. business ventures
managed by Biheiri and his investment firm.

Mohammad Salman Farooq Qureshi (false statements). In 2005, following the entry of a
guilty plea in the United States District Court for the Western District of Louisiana, Qureshi was
convicted of violating 18 U.S.C. § 1001 for making false statements to the FBI regarding the
nature and extent of his involvement with al-Qaeda member Wadih El Hage, and the non-
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governmental organization Help Africa People. Qureshi was interviewed by the FBI in 1997,
1998, 2000, and 2004 in relation to terrorism crimes and during those interviews lied about his
knowledge of El Hage, Help Africa People, and other al Qaeda members. The proffer filed in
support of the plea agreement established Qureshi’s connections to and contacts with El Hage,
his contact with a subject under investigation in Oregon, and his activities and financial support
of Help Africa People, a non-governmental organization believed to have been used by El Hage
and others to provide cover identities and funds in connection with the 1998 attacks on the
United States Embassies in Kenya and Tanzania. By Qureshi’s admissions, at least $30,000 in
Qureshi’s funds were given to El Hage in Nairobi, Kenya. El Hage is serving a life sentence for
his role in the East Africa Embassy bombings.

Sabri Benkahla (perjury, obstruction, false statements). In 2007, following a jury trial in the
United States District Court for the Eastern District of Virginia, Sabri Benkahla was convicted
on two counts of violating 18 U.S,C. §1623, for perjury, one count of violating 18 U.S.C. § 1503
for obstructing justice, and one count of violating 18 U.S.C. § 1001 for making false statements
to the FBI. These false statements included denial of his involvement with an overseas jihad
training camp in 1999, as well as his asserted lack of knowledge about individuals with whom he
was in contact. The government’s evidence revealed that the grand jury and FBI in 2004 sought
to question Benkahla about his contacts with Ibrahim Buisir of Ireland, and Manaf Kasmuri of
Malaysia, both of whom are Specially Designated Global Terrorists, as well as those with
Ahmed Abu Ali, his friend and fellow student at the University of Medina, until both were
arrested by Saudi authorities in June 2003. Further, the government’s evidence revealed that the
grand jury and FBI sought to question Benkahla about his contacts with an individual suspected
of being Malik al-Tunisi, a facilitator for the al-Zarqawi terrorist network in Iraq.

Akram Musa Abdallah (false statements). In 2009, following the entry of a guilty plea in the
United States District Court for the District of Arizona, Akram Musa Abdallah was convicted of
violating 18 U.S.C. § 1001 for making false statements to the FBL. In January 2007, Abdallah
knowingly made a false material statement to special agents of the FBI during an interview in
connection with the federal investigation and prosecution of the Holy Land Foundation for
Relief & Development (HLF) and its officers. At the time of the interviews, Abdallah knew the
HLF was a Specially Designated Global Terrorist organization. Abdallah also knew that when
he was interviewed, the HLF and its officers were pending trial in the United States District
Court for the Northern District of Texas, for crimes including providing material support to a
foreign terrorist organization. During the interviews, Abdallah told FBI agents he was not
involved in fundraising activities for the HLF, when, in fact, between approximately 1994 and
1997, Abdallah was involved in numerous fundraising activities, including collecting donations,
organizing, facilitating and coordinating fund raising events on behalf of the HLF in the Phoenix
metropolitan area. In July 2004, the HLF and seven of its principals were indicted on a variety
of charges stemming from its financial support of Hamas, and in November 2008, after a two-
month trial, those defendants were convicted on all charges.
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Examples of Leaks in Federal Terrorism Cases

2001: East Africa Embassy Bombing Trial—The East Africa Embassy
bombing trials made Usama bin Laden aware of cell phone intercepts,
prompting al Qaeda to alter their methods of communication.

“The cost of disclosing information unwisely became clear after the
New York trials of Bin Laden associates for the 1998 bombings of
U.S. embassies in Africa. Some of the evidence indicated that the
National Security Agency, the U.S. foreign eavesdropping
organization, had intercepted cell phone conversations. Shortly
thereafter, Bin Laden's organization stopped using cell phones to
discuss sensitive operational details, U.S. intelligence sources said.”
U.S. Wanis To Build Case Against Bin Laden Without Aiding Him,
The Star-Ledger, 9/26/01

“More details about the use of satellite phones by Mr. Bin Laden and
his lieutenants were revealed by federal prosecutors in the 2001 trial
in federal district court in Manhattan of four men charged with
conspiring to bomb two American embassies in east Afvica in 1998."
“Bush Account Of A Leak’s Impact has Support,” The New York
Times, 12/20/05

1997: Ramzi Yousef Trial—The trial of the first World Trade Center bomber,
Ramzi Yousef, tipped off terrorists to a communications link that provided
“enormously valuable intelligence” but was “shut down” after the disclosure.

>

“Again, during the trial of Ramzi Yousef, the mastermind of the 1993
World Trade Center bombing, an apparently innocuous bit of
testimony in a public courtroom about delivery of a cell phone battery
was enough to tip off terrorists still at large that one of their
communication links had been compromised. That link, which in fact
had been monitored by the government and had provided enormously
valuable intelligence, was immediately shut down, and further
information lost.” Michael Mukasey, “Jose Padilla Makes Bad
Law,” The Wall Street Journal, 8/22/07
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1995: The Blind Sheikh Trial-—The Omar Abdel Rahman (“Blind Sheik™) trial
provided intelligence to Usama bin Laden. Under federal rules of discovery, the
government—as is routine in conspiracy cases—was required to give the
defendants a list of unindicted co-conspirators. While this list was not classified, it
was sensitive as it named others, including Usama bin Laden, whom the
government believed were involved in the First World Trade Center bombing
conspiracy. It was later learned that, within ten days of the disclosure, this list
made it into the hands of bin Laden in Sudan, allowing bin Laden to see that the
government had connected him to the conspiracy.

“In the multidefendant terrorism prosecution of Sheik Omar Abdel
Rahman ... the government was required to disclose, as it is routinely
in conspiracy cases, the identity of all known co-conspirators ... it
was later learned that soon after the government's disclosure the list
of unindicted co-conspirators had made its way to Bin Laden in
Khartoum, Sudan.” Michael Mukasey, “Civilian Courts Are No
Place To Try Terrorists,” The Wall Street Journal, 10/19/09.

In addition, in 2005, Lynne Stewart, the defense attorney for the Blind Sheikh, was
convicted of material support to terrorism for passing messages from her client to
his followers in al-Gama’a al-Islamiyya. Specifically, Stewart was accused of
passing a message from the Blind Sheikh to members of his terrorist cell
withdrawing his support for a cease-fire agreement with the Egyptian government.
Stewart’s conviction was upheld by the 2™ Circuit Court of Appeals in 2009.

“A Veteran Civil Rights Lawyer Was Convicted Thursday Of
Crossing The Line By Smuggling Messages Of Violence From One
Of Her Jailed Clients - A Radical Egyptian Sheik - To His Terrorist
Disciples On The Outside. The jury deliberated 13 days over the past
month before convicting Lynne Stewart, 65, a firebrand, lefi-wing
activist known for representing radicals and revolutionaries in her 30
years on the New York legal scene. The trial, which began last June,
focused attention on the line between zealous advocacy and criminal
behavior. by a lawyer.” N.Y. Lawyer Convicted Of Aiding
Terrorists,” AP, 2/10/05.
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2002: The Zacarias Moussaoui Prosecution—The prosecution of Zacarias
Moussaoui resulted in the inadvertent disclosure of sensitive material to
Moussaoui. During the discovery process, the FBI inadvertently gave 48 classified
documents—reports of FBI interviews with witnesses—to the defense as part of
the government’s pretrial discovery response. These documents ended up in
Moussaoui’s cell. In ordering the US Marshals to seize the documents from his
cell, the judge noted that “significant national security interests of the United States
could be compromised if the defendant were to retain copies of this classified
information.”

“The government went to the judge and said, ‘oops, we gave
Moussaoui some documents he shouldn’t have.’ ... documents that the
government says should have been classified. ” “FBI Reveals New
Details About 9/11 Hijackers,” CNBC, 9/26/02

THE COURT: . .. Now, I do want to follow up on a very serious point
Mr. Moussaoui has said, and that is that there has been way too much
discussion in the media about this case. Our local criminal rule
57.1(C) and (G) make it quite clear that counsel are not to make
extrajudicial statements about a criminal case, including such things
as commenting on the merits of issues, and competency of a defendant
is a critical issue in a case. Also, I think it is absolutely appalling that
people are talking about the contents of sealed hearings and then
saying, "Oh, but I can't have my name attributed because it's under
seal.” "Under seal” means you don't talk about it at all, and it has to
stop in this case. Now, I don't want to put a complete gag order on
everybody. There are times when there are some mild statements that
are necessary to keep the public and the press informed, but I do not
want to see again in any media any attribution to sources close to the
case or to counsel themselves directly commenting upon pleadings
that are about to be filed, commenting upon issues in this case. It has
to stop. This is a serious case. There are genuinely nuanced fact
situations that involve this particular defendant. He has a right to an
absolutely fair trial on the issue of his penalty, and it cannot go on
like a circus. If I see any more what I think are inappropriate leaks,
I'm going to ask the FBI to start an investigation, and this one I'm
going to stay on. That applies to both the government and the defense
team.” The Honorable Leonie Brinkema, United States of America
vs. Zacarias Moussaoui, Trial Transcripts, p.33-34, 4/22/05
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PREPARED STATEMENT OF HON. RUSS FEINGOLD, A U.S. SENATOR FROM WISCONSIN

The Christmas Day attack on our country, by a regional al Qaeda affiliate in
Yemen using an operative from Nigeria, underscored the global nature of the ter-
rorist threat we face. If we are to stay ahead of al Qaeda, we must respond by im-
proving our intelligence capabilities and developing better informed and more com-
prehensive counterterrorism strategies.

First, we must maximize our ability to anticipate radicalization and the emer-
gence of new terrorist safe havens by fully integrating our Intelligence Community
with the ways in which our government gathers information openly around the
world. I have proposed an independent commission to do just that, and the Senate
Intelligence Committee and full Senate have approved this proposal.

Second, we need counterterrorism strategies that take into account the local con-
flicts and conditions that allow al Qaeda to operate and that distract our partners
from counterterrorism. That is why, last week, I joined with the chairmen of this
committee and the Foreign Relations Committee to introduce a resolution requiring
a comprehensive strategy for Yemen. In Somalia, the Sahel and elsewhere, our gov-
ernment needs to identify and tackle head-on the conditions that serve as an invita-
tion to al Qaeda.

Finally, we simply cannot afford our current military escalation in Afghanistan.
It is not necessary to counter the fewer than one hundred al Qaeda fighters in Af-
ghanistan, and it risks further destabilizing an already dangerous Pakistan. In-
stead, we must develop and support sustainable, global and effective counterter-
rorism strategies.

O
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