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(1)

H.R. 4246, THE CYBER SECURITY INFORMA-
TION ACT OF 2000: AN EXAMINATION OF
ISSUES INVOLVING PUBLIC-PRIVATE PART-
NERSHIPS FOR CRITICAL INFRASTRUC-
TURES

THURSDAY, JUNE 22, 2000

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,

INFORMATION, AND TECHNOLOGY,
COMMITTEE ON GOVERNMENT REFORM,

Washington, DC.
The subcommittee met, pursuant to notice, at 10 a.m., in room

2154, Rayburn House Office Building, Hon. Stephen Horn (chair-
man of the subcommittee) presiding.

Present: Representatives Horn, Biggert, Davis, and Turner.
Also present: Representative Moran.
Staff present: J. Russell George, staff director and chief counsel;

Bonnie Heald, director of communications; Bryan Sisk, clerk; Will
Ackerly, Chris Dollar, and Meg Kinnard, interns; Michelle Ash, and
Trey Henderson, minority counsels; Ellen Rayner, minority chief
clerk; Jean Gosa, minority clerk; Melissa Wojack; and Amy Her-
rick.

Mr. HORN. The subcommittee will come to order.
Today’s hearing is on a subject that is both important and time-

ly. The security threat posed to our Nation’s critical infrastructure
is made more apparent each day as computer viruses place at risk
the free flow of information in the cyber world.

When you consider that our critical infrastructure is composed of
the financial services arena, telecommunications system, informa-
tion technology, transportation, water systems, electric power, gas
and oil sectors, among many others, the threat is one that must be
taken seriously. These sectors have traditionally operated inde-
pendently but coordinated with the Government to protect them-
selves against threats posed by traditional warfare.

However, in today’s environment these sectors must learn how to
protect themselves against unconventional threats such as terrorist
and cyber attacks. They must also recognize the new
vulnerabilities caused by technological advances. As we learned
when preparing for the year 2000 rollover, many of the Nation’s
most critical computer systems and networks are highly inter-
connected. With the many advances in information technology,
most of these sectors are linked to one another which increases
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their exposure to cyber threats. What affects one system can affect
the other systems.

In the 104th Congress we called upon the administration to
study the Nation’s critical infrastructure vulnerabilities and to
identify solutions to address those vulnerabilities. The administra-
tion has identified a number of steps that must be taken in order
to eliminate the potential for significant damage to our critical in-
frastructure. Foremost, among these suggestions is the need to en-
sure proper coordination between the public and private sectors
who represent the Nation’s infrastructure community.

The goal of H.R. 4246, which we are examining today, is to en-
courage cooperation in this vitally important effort. Before I call on
the primary author of this proposal, because a number of our mem-
bers have to be in and out of other markups around the Hill, I now
yield to Mr. Moran, who is a coauthor of the legislation, for his
opening statement on the bill.

[The text of H.R. 4246 follows:]
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Mr. MORAN. Well thank you very much, Chairman Horn, and
thank you for your courtesy. I have got another hearing over in
Cannon, but that is very nice of you to do that and appreciate your
leadership of this committee. Jim Turner is going to be here short-
ly, the ranking member, and Tom Davis, the other original sponsor
of this legislation. Tom, as I think everyone in this room knows,
has been a tremendous leader in the area of information technology
and particularly cyber security. We both represent northern Vir-
ginia’s technology community and this is a terribly important issue.

Every day in America thousands of unauthorized attempts are
made to intrude into the computer systems that control key Gov-
ernment and industry networks, including defense facilities, power
grids, banks, Government agencies, telephone systems, transpor-
tation systems. Some of these attempts fail but too many succeed.
Some gain systems administrator status, download passwords, im-
plant snippers to copy transactions, or insert what are called trap
doors to permit an easy return.

Some attacks are the equivalent of car thief joy-riders commit-
ting a felony as a thrill. They are only mischievous. But others are
committed for industrial espionage, theft, revenge-seeking vandal-
ism, or extortion. Some may be committed for intelligence collec-
tion, reconnaissance, or creation of a future attack capability. The
perpetrators range from juveniles to thieves, from organized crime
groups to terrorists, potentially hostile militaries and intelligence
services.

What has emerged in the last several years is a dramatic in-
crease in the seriousness of this threat. We know of foreign govern-
ments creating offensive attack capabilities against America’s cyber
networks. America is vulnerable to such attacks because it has
quickly become dependent upon computer networks for so many es-
sential services. It has become dependent while paying little atten-
tion to protecting those networks. Water, electricity, gas, commu-
nications, rail, aviation, and almost all our critical functions are di-
rected by computer controls over vast information systems net-
works.

In 1995, Presidential Decision Directive 39, what we call PDD
39, directed the Attorney General to lead a Government-wide re-ex-
amination of the adequacy of the Nation’s infrastructure protection.
That review prompted the President to establish in 1996 the Presi-
dent’s Commission on Critical Infrastructure Protection, a joint
Government and private sector effort to study threats to the Na-
tion’s critical infrastructure industries, including cyber security
threats.

In October 1997 this organization issued a report that identified
the need for a strategy of industry cooperation and sharing of infor-
mation relating to cyber security, including threats, vulnerabilities,
and interdependencies, as the quickest and most effective way to
achieve much higher levels of infrastructure protection. The Direc-
tor of the CIA recently testified before Congress that cyber attacks
from other countries and rogue terrorist groups represent the most
viable option for leveling the playing field, disarming us in an
armed crisis against the United States.

The President’s National Plan for Information Systems Protec-
tion issued 6 months ago and an earlier Presidential directive have
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called on Congress to pass legislation that would encourage infor-
mation sharing to address these cyber security threats to our Na-
tion’s privately held critical infrastructure. That is what this legis-
lation is all about.

When Congressman Davis and I attended the Partnership for
Critical Infrastructure meeting at the U.S. Chamber of Commerce
the one consistent issue raised by the business community was the
sharing of sensitive but important security information. Their con-
cern stemmed from the lack of clarity in antitrust laws and con-
cerns related to disclosures the Government would have to make
based on Freedom of Information.

This Freedom of Information Act is the real stumbling point. The
challenge posed by the threat of potentially wide spread Y2K fail-
ures offered a similar set of problems. It was a parallel situation.
In response to those problems, a coalition of businesses worked
with the bipartisan coalition in Congress and the administration to
meet the same need. Industry cooperation and sharing of informa-
tion related to Y2K, including threats, vulnerabilities, and inter-
dependencies. Again, it was many of the same people that put that
legislation together, and as I mentioned, Tom was the original
sponsor of that too. A number of us put together a bipartisan ap-
proach and it was effective. And after the passage of that Y2K In-
formation Readiness Disclosure Act, the information began to flow
much more freely. And that free flow of information was one of the
key reasons why Y2K came and went without significant problems.

A similar remedy addressing the cyber security of the Nation’s
highly integrated critical infrastructure is necessary to best protect
Americans from cyber threats and vulnerabilities. This legislation
does just that. It is a balanced approach. There is no issue more
important to the health of our economy than ensuring that our Na-
tion’s critical infrastructure is protected. Government cannot pro-
tect the Nation’s infrastructure from cyber attacks without the help
of the private sector. As a result businesses must take the lead and
work together with the Government to share information so that
we can ensure that our Nation’s critical infrastructure is protected
from cyber attacks and vulnerabilities.

So I am most happy to be cosponsoring the legislation along with
my colleague and good friend from Virginia, Tom Davis. Coming
out of this subcommittee with its record of achievement with Chair-
man Horn and Ranking Member Turner, I trust this is going to get
speedy passage as well. I applaud this committee for holding this
hearing and I trust that as a result we are going to be able to pro-
vide the framework that will provide industry with the tools nec-
essary for meeting this challenge. It is important legislation. Thank
you very much for having the hearing, Mr. Chairman. I appreciate
you giving me the opportunity to make that statement. Thank you.

Mr. HORN. Thank you very much to the gentleman from northern
Virginia.

And now I yield to the ranking member, Mr. Turner, the gen-
tleman from Texas.
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Mr. TURNER. Thank you, Mr. Chairman. This clearly is one of the
most challenging issues that we face, the protection of critical in-
frastructure. In the interest of time, Mr. Chairman, I think I will
submit my statement for the record and yield back my time.

Again, I want to thank Mr. Davis and Mr. Moran for their lead-
ership on the issue.

[The prepared statement of Hon. Jim Turner follows:]
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Mr. HORN. I thank the gentleman.
We now call on the author of the bill, Mr. Davis, the gentleman

from northern Virginia.
Mr. DAVIS. Thank you, Mr. Chairman. I would like to thank you

for holding this hearing today. It is my hope that today’s hearing
will facilitate the ongoing dialog in addressing cyber security
vulnerabilities and the threats facing our critical infrastructures.

Since this dialog began in 1997 with the creation of the Presi-
dent’s Commission on Critical Infrastructure Protection, we have
recognized that critical infrastructure security cannot be addressed
without partnering with the private sector, as we did with Y2K.
Over 80 percent of our critical infrastructure is owned and oper-
ated by the private sector. Traditional national defense models do
not work in this environment. Instead, we have to look to market
forces and voluntary participation in partnerships to successfully
protect those infrastructures without burdensome regulations
which could unintentionally hurt the competitiveness of U.S. mar-
kets.

Critical infrastructures are those systems that are essential to
the minimum operations of the economy and the Government. Our
critical infrastructures comprise the financial services, tele-
communications, information technology, transportation, water sys-
tems, emergency services, electrical power, gas and oil sectors in
private industry, as well as our national defense, law enforcement,
and international security sectors within the Government. Tradi-
tionally these sectors operated largely independently of one another
and coordinated with the Government to protect themselves
against threats posed by traditional warfare.

With the many advances in information technology, many of our
critical infrastructure sectors are linked to one another and face in-
creased vulnerability to cyber threats. Technology interconnectivity
increases the risk that problems affecting one system will affect
other connected systems. Computer networks can provide pathways
among systems to gain unauthorized access to data and operations
from outside locations if they are not fully monitored and protected.

Attacks on critical infrastructure can come in many different
forms. They can originate from groups or persons with malicious
intent to destroy or damage our safety and our economy, or from
individuals who just enjoy the challenge of attacking and infiltrat-
ing computer networks. In a cyber security conference held this
past Monday, Richard Clark, the National Security Council staff
coordinator for security infrastructure protection and counter-ter-
rorism, issued a warning that the United States faces an electronic
Pearl Harbor unless Government and industry work together to
strengthen the information security systems protecting our Na-
tion’s critical infrastructure. Infiltration of our financial services,
telecommunications, and electrical power systems would not be any
less devastating than attacks on our military and our nuclear sys-
tems.

On May 4th, we were reminded once again that love can be pain-
ful. As you know, May 4th is the day the ‘‘I love you’’ viruses rock-
eted around the globe causing an estimated $8 billion in damages.
That figure does not account for the countless frustrations experi-
enced by governments and consumers around the world. Addition-
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ally, difference in Government and private-sector response to the
virus highlight the need for greater partnership and trust. If the
Government had more clearly established channels of communica-
tion when this virus hit, it might have avoided significant delays
in notifying its own agencies of the virus. I was greatly concerned
when I read the General Accounting Office’s preliminary results of
the Federal Government’s handling of the ‘‘I love you’’ virus. The
Financial Services Information Sharing and Analysis Center, ISAC,
had notified their member companies by 3 a.m. about the virus.
But the Federal Bureau of Investigation didn’t release its first
warning until 11 a.m. Additionally, the Department of Health and
Human Services reported that on May 4th the ‘‘Love bug’’ rendered
that agency incapable of responding to a biological disaster.

Clearly, this is another area that requires a greater commitment
to partnership and coordination between the public and private sec-
tors. I would like to say this is a perfect example of the success of
private public partnerships that we need to make a greater com-
mitment to facilitating. The Financial Services ISAC is currently
the only one of its kind that is clearly doing its job in getting out
timely information.

Moreover, recent studies have demonstrated that the incidence of
cyber security threats to both the Government and the private sec-
tor are only increasing. According to an October 1999 report issued
by the GAO, the number of reported computer security incidents
handled by Carnegie Mellon’s CERT coordination center has in-
creased from 1,334 in 1993 to 4,398 during the first two quarters
of 1999. According to information currently posted on CERT’s Web
site, that number totaled 10,000, doubling the 1998 total for com-
puter security incidents. At this time, Mr. Chairman, I would like
to request that the information from CERT’s Web site be inserted
into the hearing record. Additionally, the Computer Security Insti-
tute reported an increase in attacks for the 3rd year in row on re-
sponses to their annual survey on computer security.

Because the private sector controls the vast majority of our criti-
cal infrastructure, I am concerned that employing a private public
partnership to monitor the computer networks, analyze data, issue
real time alerts, and employ defenses must be the primary compo-
nent for protecting Americans. But when we asked the private sec-
tor to volunteer some information that otherwise would never be
known to external entities, information is often proprietary, which
could impose many different liabilities and risks were it to become
publicly disseminated. Not surprisingly, we find a great reluctance
on these companies to cooperate with the Government.

Mr. Moran and I introduced this bill.
Mr. HORN. May I say the material you and the Chair and the

ranking member want to put in at this point, without objection,
that is approved.

Mr. DAVIS. Thank you, and I will ask unanimous consent to put
the total statement in there.

We introduced this bill to give critical infrastructure industries
the assurances they needed in order to confidently share informa-
tion with the Federal Government. And as we learned with the
Y2K model, the Government and industry can work in partnership
to produce the best outcome for the American people.
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I have a fairly lengthy statement that I would like to ask unani-
mous consent to have it all in the record. But I would just like to
add, Mr. Chairman, I want to thank you for holding this hearing
today and look forward to working with you. I appreciate our pan-
elists taking time out from their schedules to share their thoughts
on this before we mark this bill up in the subcommittee and then
move to full committee. We read your comments and will take
them into account and hope for a continuing dialog in this. The
challenges that face the Government and the private sector on crit-
ical infrastructure security remain very important to us. I hope this
legislation will go a long way toward resolving these conflicts.
Thank you.

[The prepared statement of Hon. Thomas M. Davis follows:]
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Mr. HORN. Well I’m sure it will.
I am particularly grateful to the members of the panel that we

are about to swear in. You nobly came here despite the very short
notice and we are most grateful to you for having your perspective
in this area. So let me just explain how this place works. Mr.
Willemssen can tell it better than I can. It’s good to see you, Joel.
We start down the line based on the agenda. We’ve got your state-
ments, it is automatically in the record when I introduce you. And
second, we would like you, if you can, to not read it because we just
do not have that kind of time. And so if you want to take 5 min-
utes, maybe 8 minutes, that is fine, but just summarize it. The
staff and everybody else has gone through the written material,
even though that was a last minute affair and we thank each of
you for that.

We also swear in all witnesses in this committee. So if you would
stand and raise your right hands, and if you have anybody that
backs you up, also have them do it.

[Witnesses sworn.]
Mr. HORN. The clerk will note that the six witnesses and the two

supporters have taken the oath.
We will start with Mr. Willemssen, the Director of Accounting

and Information Management Division of the U.S. General Ac-
counting Office, part of the legislative branch of Government. Mr.
Willemssen has great experience with this. He has followed us all
over the world on the Y2K situation. I am glad to see you in one
place, we don’t have to run around the country or the world any-
more.

So Mr. Willemssen, we look forward to your overview.

STATEMENT OF JOEL C. WILLEMSSEN, DIRECTOR, ACCOUNT-
ING AND INFORMATION MANAGEMENT DIVISION, U.S. GEN-
ERAL ACCOUNTING OFFICE

Mr. WILLEMSSEN. Thank you, Mr. Chairman, Ranking Member
Turner, Congressman Davis. Thank you for inviting us to testify.
It is an honor to appear again before you today. As requested, I
will briefly summarize our statement.

Overall, the level of concern over cyber security continues to
grow. Understanding cyber security risks and how to best address
them are major challenges that the Federal Government has re-
cently begun to address. Earlier this year, the White House re-
leased version one of its National Plan for Information Systems
Protection. The plan encourages the creation of information sharing
and analysis centers to facilitate public and private sector informa-
tion exchange about actual threats and vulnerabilities. Although
such partnerships are central to addressing critical infrastructure
protection, some in the private sector have expressed concerns
about voluntarily sharing information.

H.R. 4246, the proposed Cyber Security Information Act of 2000,
was developed to address these concerns and encourage the disclo-
sure and exchange of information about cyber security problems
and solutions. In many respects, the bill is modeled after the year
2000 Information and Readiness Disclosure Act, which provided
limited exemptions and protections for the private sector to facili-
tate the sharing of information on Y2K readiness. In short, the bill
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creates an additional protected channel for potentially valuable in-
formation that the Federal Government would not otherwise have.

Such information sharing proved invaluable in addressing Y2K.
The Y2K Readiness Disclosure Act helped pave the way for disclo-
sures on readiness and available fixes and helped the work of the
year 2000 Conversion Council’s sector-based working groups. H.R.
4246 could have a similar positive affect. However, there are chal-
lenges remaining that need to be addressed to make the legislation
a success.

First, the Federal Government needs to be sure it collects the
right type of information, that it can effectively analyze this infor-
mation, and that it can appropriately share the results of its analy-
sis. This is a complex and challenging task, especially given how
rapidly threats and vulnerabilities can change.

Second, to effectively engage with the private sector, the Federal
Government needs to be a model for computer security. Currently
it is not. Audits conducted by us and the Inspectors General show
that 22 of the largest Federal agencies have significant computer
security weaknesses, ranging from poor controls over access to sen-
sitive systems and data to poor controls over software development
and changes.

While a number of factors have contributed to weak information
security, the fundamental underlying problem is poor security pro-
gram management. To attain effective security, several key ele-
ments are needed, including: (1) a framework of effective access
controls and management oversight; (2) periodic independent au-
dits of agency security programs; (3) more prescriptive guidance on
the level of protection required; (4) strengthened incident detection
and response capabilities; and (5) adequate technical expertise. Es-
pecially important is the need for strong centralized leadership.
Such leadership has proven essential to addressing other Govern-
ment-wide management challenges such as Y2K. And we believe it
will be similarly critical in tackling the growing security risks to
computer systems and critical infrastructures.

That concludes a summary of my statement. Thank you again for
the opportunity to testify, and I will be pleased to address any
questions.

[The prepared statement of Mr. Willemssen follows:]
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Mr. HORN. Thank you very much, Mr. Willemssen. That was very
helpful.

At this point, I also want to put into the record the President’s
White Paper, the Clinton administration’s Policy on Critical Infra-
structure Protection, Presidential Decision Directive 63. Without
objection, it will be at this point in the record.

[The information referred to follows:]
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Mr. DAVIS. Mr. Chairman, I would also like to ask that an article
on E-FOIA be inserted in the record from the August 1997 issue
of Government Executive Virtual Records. If that could be put in
the record as well.

Mr. HORN. Without objection, so ordered.
Our next witness is John Tritak, the Director of the Critical In-

frastructure Assurance Office of the U.S. Department of Commerce.
We are glad you are here.

STATEMENT OF JOHN TRITAK, DIRECTOR, CRITICAL INFRA-
STRUCTURE ASSURANCE OFFICE, U.S. DEPARTMENT OF
COMMERCE

Mr. TRITAK. Thank you, sir. I want to thank you and the sub-
committee for giving me the opportunity to appear here before you
today. I, too, will try to be brief and summarize my remarks that
are being submitted for the record.

I would like to set the context a little bit, in order to underscore
the importance of the discussion that is taking place today. It has
been a little over 2 years since President Clinton issued PDD 63,
establishing defense of the Nation’s critical infrastructure as a na-
tional security priority. And in doing so however, he presented a
rather unique challenge in which we recognized, perhaps for the
first time, that we have a national security challenge that the Fed-
eral Government’s national security establishment cannot solve
alone. With over 90 percent of the Nation’s infrastructures being
privately owned and operated, the need for industry to take a lead-
ership role in securing the Nation’s critical infrastructures is essen-
tial.

The goal here is, as much as possible, to find market solutions
to deal with the problems of computer security and infrastructure
assurance, and then, where market forces fail, the Government
would step in, in cooperation with Congress, to address any poten-
tial gaps in the interests of national security and defense.

Part of what is essential to industry’s leadership is the need for
strong collaborative partnering arrangements. One of the things
that I find striking is that what we are really talking about here
are two different kinds of partnerships. One partnership, and per-
haps the more important, is the partnership of industry in which
each of the sectors organize themselves to address this problem.
Then, of course, there is the partnership between industry and
Government to identify areas where collaborative effort makes
sense. What is essential to both forms of partnership, however, is
the need for information sharing, both to raise awareness, improve
understanding, share common experiences, and, as appropriate, to
serve as a catalyst for action.

Within industry itself, a lot of progress has been made in estab-
lishing effective information sharing arrangements. In the tele-
communications area, the National Communications Center under
the leadership of the NSTAC, which Dr. Oslund will talk about
later, was really one of the first effective information sharing ar-
rangements to deal with national security concerns. More recently,
the banking and finance industry established an information shar-
ing and analysis center to share important and sensitive informa-
tion about threats and vulnerabilities in that industry. The North

VerDate 11-MAY-2000 08:51 Jun 21, 2001 Jkt 000000 PO 00000 Frm 00061 Fmt 6633 Sfmt 6633 C:\DOCS\72361.TXT HGOVREF1 PsN: HGOVREF1



58

American Electric Reliability Council recently established a pilot
program with the National Infrastructure Protection Center housed
at the FBI, to share certain types of information on threats to the
electric power industry as a whole. Both the NERC and the Na-
tional Petroleum Council are working with the Department of En-
ergy to develop a coherent sector plan for addressing threats and
vulnerabilities and to share arrangements. Shortly, the information
technology industry, under the leadership of Harris Miller of the
Information Technology Association of America, is going to estab-
lish an information technology ISAC in response to the computer
summit that President Clinton held last February as a result of the
denial of service attacks that we saw.

When we talk about industry taking a leadership role, we are
starting to see that played out in a lot of different ways. We are
also seeing increasingly good working relationships between indus-
try sectors and their Federal lead agency counterparts in the Fed-
eral Government. For example, the Commerce Department’s Na-
tional Telecommunications and Information Administration is re-
sponsible for working closely with the information technology and
telecommunications industry, and of course the National Security
Telecommunications Advisory Council [NSTAC] has actually played
a very important role in helping to guide that dialog and to provide
very useful and affective suggestions on how to go forward.

One of the things that becomes clearer as you go further into this
issue is that, because industry is increasingly becoming part of the
same digital nervous system, you cannot address critical infrastruc-
ture security in a stovepipe fashion. The digital age does not recog-
nize the distinctions between the transportation sector, the electric
power industry, and telecommunications. And so there is a growing
need within industry to discuss and meet with representatives of
the respective sectors to determine where the common issues of
concern are and how they might be addressed.

There is also a need, if you are going to maximize the market
as a means of raising the bar of security across the country, to
bring in other stakeholders which includes the risk management
community, the investment community, State and local govern-
ments, as well as main line businesses who are actually ultimate
consumers of the infrastructure of services that generate the
wealth of the Nation. And it was with that in mind, that was the
impetus for the creation of the Partnership for Critical Infrastruc-
ture Security. It serves as a forum for fostering cross-sector dialog
to address areas of common concern and experiences with a view
toward taking action as appropriate. It also brings in the other pro-
fessional communities, including the legal community, privacy com-
munity, risk-management and the like so that what you have is
really a distillation of the markets that is going to have to be in-
volved in this effort if we are going to actually see the security of
the Nation’s infrastructures improved.

To date there are over 150 companies participating. Congress-
man Davis and Congress Moran addressed the first working group
meeting, and as Congressman Moran indicated in his remarks, it
was a very fruitful discussion. Our next meeting will be held in
July in San Francisco in which many of the issues that were identi-
fied, including issues regarding FOIA, will be further discussed, as
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well as industry will begin to engage the Federal Government on
how to participate in the next version of the National Plan, which
I think is essential to having a national agenda for a new adminis-
tration to deal with.

I indicated very early on in my remarks that the core of all this
is voluntary information sharing, information that does not have to
be provided under existing laws and regulations. Some of that in-
formation is sensitive. Concerns that the existing statutory envi-
ronment in any way chills that sort of information sharing there-
fore must be taken seriously. It was in addressing these concerns
that we had a very successful Y2K period, where you saw an un-
usual and unprecedented amount of the information sharing be-
tween Government and between industry. And since I was located
very near the ICC, I was able to witness firsthand the success of
that.

The President’s Commission on Critical Infrastructure Protection
acknowledged the importance of dealing with this issue, ‘‘We envi-
sion the creation of a trusted environment that would allow the
Government and private sector to share sensitive information open-
ly and voluntarily. Success will depend on the ability to protect as
well as disseminate needed information. We propose altering sev-
eral legal provisions that appear to inhibit protection and thus dis-
courage participation.’’ The PCCIP went on to include the Freedom
of Information Act, antitrust provisions, and protection from liabil-
ity among the areas that needed to be analyzed. In addition, as I
indicated a moment ago, the organizational meeting of the Partner-
ship for Critical Infrastructure Security included in its action items
the removal of disincentives to information sharing.

Therefore, I wholeheartedly applaud the intent as well as the ob-
jectives of the Cyber Security Information Act that was proposed
by Congressmen Davis and Moran. Based on my own experience
with these issues over the past years, I believe sharing information
regarding common vulnerabilities, threats, and interdependencies
is important to effective security controls across the interconnected
and shared risk environment within which both Government and
industry operate.

The act would create a new exemption from FOIA to protect in-
dustry’s submitted critical information vulnerability information.
As a general matter, we support maximum Government openness
while recognizing that certain information such as that relating to
cyber vulnerability should be protected from wide dissemination.
As with any exemption from Government openness, we need to
study this proposal very carefully and need to strike a balance be-
tween the goal of information sharing and Government openness.
Similarly, we should be confident that the proposed provisions
dealing with antitrust and liability protection are measured to
achieve their intended goals and not create unintended results.

As the bill points out, prompt, thorough and secure information
sharing is clearly a matter of national importance. I think the abil-
ity to develop and share designated cyber security information

VerDate 11-MAY-2000 08:51 Jun 21, 2001 Jkt 000000 PO 00000 Frm 00063 Fmt 6633 Sfmt 6633 C:\DOCS\72361.TXT HGOVREF1 PsN: HGOVREF1



60

would be a useful step toward this important goal. We are looking
forward to a full and vigorous national discussion on this important
legislation. I wish to thank you for the opportunity to testify here
today, Mr. Chairman.

[The prepared statement of Mr. Tritak follows:]
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Mr. HORN. Thank you very much, Mr. Tritak. That is very help-
ful.

We now turn to Ambassador Craig Johnstone, senior vice presi-
dent for International Economic and National Security Affairs of
the U.S. Chamber of Commerce.

Mr. Ambassador, please proceed.

STATEMENT OF AMBASSADOR L. CRAIG JOHNSTONE, SENIOR
VICE PRESIDENT, INTERNATIONAL ECONOMIC AND NA-
TIONAL SECURITY AFFAIRS, U.S. CHAMBER OF COMMERCE

Ambassador JOHNSTONE. Well thank you very much, Mr. Chair-
man, and a particular vote of thanks to Mr. Moran and Mr. Davis
for having sponsored this very important legislation. I represent
the U.S. Chamber of Commerce, the world’s largest business orga-
nization with 3 million businesses, associations, and chambers rep-
resented around the world, and we strongly endorsed this legisla-
tion.

Mr. Chairman, we are all witness to the process of globalization
and all of the revolutionary changes that we are seeing as a result
of new technologies—information management, biotechnology. It
has changed the very nature of economic life in our country and it
is full of opportunities, but it also brings with it a great number
of risks.

There are a new set of security risks unlike those we have ever
witnessed previously in our history. These new security risks do
not come in the form of foreign armies marching across borders.
They’re more sophisticated, they’re more insidious, and more perva-
sive. Their providence is more difficult to determine and the de-
fenses are very difficult to mount. These are the threats to our Na-
tion’s critical infrastructure, to our computer systems, to our finan-
cial infrastructure, to our power grids, to our water supplies. These
threats exploit the tools of modern science to attack weak points
in our increasingly complex and increasingly vulnerable economic
system.

These are very real threats. If you just look in the narrow sector
of the threats to the computer infrastructure, you take the CERT
Coordination Center’s recent report alluded to by Mr. Davis and
just take a look at what has happened recently. Over a 2-day pe-
riod starting February 7th, some of the leading Internet sites of the
country came under denial of service attacks from hackers. The
sites included Yahoo, eBay, CNN.com, Amazon.com and e-Trade.
Less than a month later 350,000 credit card numbers were stolen
from the music retailer CD-universe and posted online in an at-
tempt to extort $100,000 from the company. On May 5th the inter-
national ‘‘Love bug’’ virus that we are all familiar with struck at
enormous cost to American business. And these attempts were per-
petrated by amateurs. Imagine the threat were there to be a con-
certed effort not just of amateurs, but of people working under Gov-
ernment auspices of some kind, somewhere, from some corner of
the Earth. The range of weapons that can be brought to bear on
a single company today, they can be brought to bear on a single
company or they can be brought to bear to affect the lives of mil-
lions of people.
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Our country must come up with the strategies that address this
problem. It does no good for Government to develop a strategy on
its own when 90 plus percent of the critical infrastructure of this
country is in hands of the private sector. The kind of strategies we
need must be developed between industry and Government within
individual industries. We can address our critical infrastructure
vulnerabilities but only through cooperation and the free flow of in-
formation and ideas.

This legislation moves us a step in that direction by establishing
trust between industry and Government. You can expect the
amount of valuable information exchange on critical infrastructure
threats and vulnerabilities to be directly proportional to the
amount of safety provided by H.R. 4246. We faced a very similar
problem on the Y2K issue and the 1998 Y2K Information and
Readiness Disclosure Act paved the way for much smoother rela-
tions between the public and private sectors.

Providing a FOIA exemption and an antitrust waiver is critical
for the level of success of industry-wide information sharing and
analysis centers [ISACs]. These ISACS share information on the
nature of vulnerabilities, attempted attacks or unauthorized intru-
sions, coordinate R&D issues, examine vulnerabilities and depend-
encies and develop education and awareness programs. This legis-
lation is critical to those efforts, it is also critical to the success of
the Partnership for Critical Infrastructure Security, which per-
forms many of the same functions but this time not within indus-
tries but between industries, and between industry and govern-
ment.

I am pleased to say that the U.S. Chamber of Commerce has ac-
tively participated in the formation and development of the Part-
nership for Critical Infrastructure Security and we are pleased to
provide ongoing support in collaboration with the Critical Infra-
structure Assurance Office and we commend the office for the lead-
ership that it has given on this issue. It’s clear from our experience
with Y2K, from the requirements of the National Plan, and from
the feedback we have received from our own companies, our mem-
ber companies that this legislation is important, even critical to-
ward accomplishing the cooperation we must have to advance our
security goals.

Again, I would like to commend Mr. Davis and Mr. Moran for
their leadership in taking on this issue, and I would like to encour-
age this committee and House to support the Cyber Security Infor-
mation Act of 2000. Thank you.

[The prepared statement of Ambassador Johnstone follows:]
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Mr. HORN. Thank you, Mr. Ambassador.
We now move to Mr. Jack Oslund, the chairman of the Legisla-

tive Regulatory Working Group of the National Security Tele-
communications Advisory Committee. Mr. Oslund.

STATEMENT OF JACK OSLUND, CHAIRMAN, LEGISLATIVE AND
REGULATORY WORKING GROUP OF THE NATIONAL SECU-
RITY TELECOMMUNICATIONS ADVISORY COMMITTEE

Mr. OSLUND. Thank you, Mr. Chairman. I would like to open up
with an apology. I have laryngitis and I will do the best I can. It
may govern the speed with which I work against your clock. Thank
you for the opportunity to testify here today regarding the Presi-
dent’s NSTAC. As you said, I chair the Legislative and Regulatory
Working Group of the Industry Executive Subcommittee. My re-
marks are based on the work of the NSTAC. They do not nec-
essarily represent the views of my company, nor will they address
issues on which the NSTAC principals have not taken a formal po-
sition.

NSTAC and its representatives have been involved in industry-
Government information sharing for 18 years. We have learned
many lessons in our various activities that we are always willing
to share as other infrastructures begin their own public private
partnership arrangements. If the Chair will allow, I would like to
provide supporting materials for the committee’s use.

Mr. HORN. We will review them and try to get them into the
hearing record as best we can, without objection.

Mr. OSLUND. Thank you, sir. What makes information sharing
successful? Participants in NSTAC, the NCC, and the NSIEs have
built relationships based on trust that fosters the sharing of infor-
mation. These relationships are largely dependent on individual re-
lationships and the recognition that through cooperation the secu-
rity of the Nation’s critical telecommunications networks can be
strengthened.

The NSTAC has examined information sharing initiatives and
observed the following: it is already occurring in a number of fo-
rums, it may be affected and in some cases it is being affected by
legal barriers, it is mostly voluntary, it is dependent on receiving
a benefit when voluntarily shared, it is based on trusted relation-
ships, and it may depend upon the company and the individual
participant.

The NSTAC also has focused on the potential regulatory and
legal barriers which are being discussed today—FOIA, liability,
and antitrust. I will limit my oral testimony to FOIA.

FOIA provides the public with access to records maintained by
Government departments and agencies. It also sets forth a number
of exemptions that allow withholding specific information from dis-
closure, including proprietary company information. None of these
exemptions specifically addresses critical infrastructure protection
information that is shared within the ISAC. Yet PDD 63 calls for
long-term voluntary information sharing between industry and
Government to achieve protection for the Nation’s critical infra-
structures.

As evidenced by the voluntary information sharing that took
place during the Y2K rollover, companies were prepared to share
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information with each other and the Government that otherwise
would not have been available without the FOIA exemption grant-
ed by the Y2K Act.

With respect to information sharing related to critical infrastruc-
ture protection, the threat is not as clear as it was for Y2K. The
problem is unbounded. There is no fixed deadline for action and,
as stated earlier, there currently is no protection from disclosure of
critical infrastructure, protection information voluntarily shared
with the Government. We are in a continuing dialog with Mr.
Tritak and his staff at CIAO on this matter.

The NCC expanded its function to include serving as a tele-
communications ISAC this past March. Most industry participants
in the NCC feel that the expansion of its activities to include ISAC
functions increases the need for protection of information volun-
tarily shared with Government. To date, FOIA has not been a sig-
nificant concern in the NCC, primarily because the NCC does not
maintain a data base. However, the NCC ISAC is developing an
automated information sharing and analysis system that will store
data from events and situations reported by participating organiza-
tions. As awareness of the NCC and its activities, particularly as
an ISAC increases, FOIA requests for the data base may cause par-
ticipants to be reluctant to share information. It is critical that sen-
sitive company information shared with the Government be pro-
tected from disclosure.

Significantly, in May 2000 the NSTAC recommended that the
President support legislation to protect critical infrastructure pro-
tection information voluntarily shared with the Government from
disclosure under FOIA. NSTAC has not yet discussed the pending
legislation. It was introduced too late during the last NSTAC work
cycle. It will be reviewed during the work cycle that is just begin-
ning.

In conclusion, the lessons learned from the NSTAC’s experiences
in information sharing are applicable to all critical infrastructures
as they begin their own protection efforts. The road to complete
trust between and among industry and Government is a long and
bumpy one. Legislation is necessary but not sufficient for informa-
tion sharing. There are other areas that must evolve in order to
achieve the level of information sharing sufficient to accomplish the
goal of protecting the Nation’s critical infrastructures. Technical,
logistical, cultural, and human factors issues need to be addressed.
While legislation will not solve all the challenges in information
sharing, it goes a long way in providing the protection industry
needs as well as demonstrating the Government’s commitment to
being an active member of the information sharing process.

Thank you for inviting me to speak today. I look forward to any
questions that you may have.

[The prepared statement of Mr. Oslund follows:]
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Mr. HORN. Well thank you, and we wish you well with your lar-
yngitis. There are more allergies on Capitol Hill than anyplace in
the world because there is a tree I am told for every tree in the
world.

Mr. OSLUND. Mr. Chairman, the doctor did assure me that I do
not have a virus bug.

Mr. HORN. Thank you. Let me explain that when you see Mem-
bers walking in and out now it is because we have a vote on the
floor on the rule and we have 15 minutes to respond. Mr. Davis has
gone over there. When he comes back, he will preside and I will
go over there. We do not like to miss votes.

We will start with Mr. Sobel now, the general counsel of the
Electronic Privacy Information Center. Mr. Sobel.

STATEMENT OF DAVID L. SOBEL, GENERAL COUNSEL,
ELECTRONIC PRIVACY INFORMATION CENTER

Mr. SOBEL. Thank you, Mr. Chairman. I appreciate the oppor-
tunity to appear today to discuss the Cyber Security Information
Act. The Electronic Privacy Information Center, or EPIC, is a fre-
quent user of the Freedom of Information Act. We obtain Govern-
ment documents on a wide variety of policy areas and we firmly be-
lieve that public disclosure of this information improves Govern-
ment oversight and accountability and really assists the public in
becoming fully informed about the activities of the Government.

I have personally been involved with FOIA issues for almost 20
years representing a wide variety of FOIA requesters. In the early
1980’s, I assisted in the publication of a book entitled, ‘‘Former Se-
crets,’’ which documented 500 instances in which material released
under FOIA served the public interest. I am sure that if there were
to be a revision of that book done today in the year 2000, we could
easily come up with thousands of such examples of beneficial uses
of the Freedom of Information Act.

EPIC, as a member of the FOIA requester community, has, along
with other members of that community, for many years expressed
concerns about a number of proposals to enact new broad exemp-
tions to the FOIA’s disclosure requirements. Most recently, we have
joined with scientific, journalist, library, and civil liberties organi-
zations in questioning the need for a new exemption to cover infor-
mation dealing with the protection of critical infrastructure protec-
tions, such as the exemption that would be created in the bill be-
fore the subcommittee. We collectively believe that such an ap-
proach is fundamentally inconsistent with the basic objectives of
FOIA, which is, as the Supreme Court has noted, ‘‘to ensure an in-
formed citizenry.’’

It is clear that as we enter the new century and become increas-
ingly involved in electronic networking that the Government is
going to be more and more involved in the protection of critical in-
frastructure. It is equally apparent that the Government’s activity
in this area is going to become a matter of increased public interest
and debate.

My organization EPIC has monitored developments in this area
since the creation of the President’s Commission on Critical Infra-
structure Protection. After the commission’s report came out, we
issued a report entitled, ‘‘Critical Infrastructure Protection and the
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Endangerment of Civil Liberties,’’ in which we raised some ques-
tions about possible impacts of some of the proposals. Now while
reasonable observers can disagree over the advantages or disadvan-
tages of the commission’s proposal, or the more recent initiatives
contained in the administration’s National Plan, I think we can all
agree that critical infrastructure protection raises some significant
public policy issues that deserve full and informed public debate.

In fact, public disclosure of information in this area has already
helped to shape the administration’s policy in the area. As an ex-
ample, I would cite to the subcommittee the so-called FIDNET pro-
posal, the Federal Intrusion Detection Network, which, as origi-
nally proposed, would have subjected private sector computer net-
works to a potentially invasive monitoring system administered by
the FBI. Following news media accounts of that proposal and the
negative public reaction, that proposal was significantly scaled
back. We at EPIC have received material under the FOIA dealing
with these issues, we have made it public, and we think that is an
important part of the process, of public debate on these issues.

I would like to focus specifically on the need for the exemption
that is contained in this legislation.

Mr. HORN. Let me just interrupt you at this point.
I am going to recess the hearing to go vote. The time remaining

is almost expired. Apparently Mr. Davis could not get back in time.
But he will pick it up and then have you pick it up.

So we are going to recess for 5 minutes or until Mr. Davis re-
turns.

[Recess.]
Mr. DAVIS. The subcommittee hearing will reconvene.
Mr. Sobel, do you want to continue your remarks.
Mr. SOBEL. Thank you, Congressman Davis. I was pointing out

the valuable information that has already been disclosed under the
Freedom of Information Act concerning critical infrastructure pro-
tection, and citing the example of the initial FIDNET proposal and
the revisions that the administration made to that proposal after
publication of the details and incorporating the public concern that
that engendered. So I think that is a very good example of the im-
portance of public disclosure and the Freedom of Information Act
in this particular area.

What I would really like to discuss and focus on in my remaining
time is my belief that the Freedom of Information Act, as currently
written and construed by the courts, does in fact provide adequate
protection for the information that we are discussing and I would
maintain really negates the need for a new exemption to be added
to the FOIA regime.

I think in looking at this issue, we do need to keep in mind that
critical infrastructure protection is an issue of concern not just for
the Government and industry, but also for the public, particularly
the local communities in which these facilities that we are discuss-
ing are located.

The FOIA exemptions that currently exist, in particular I would
like to focus on exemption 4, have been the subject of 25 years of
litigation. We have extensive caselaw that we can look to. And I
believe that caselaw establishes that existing exemption 4 is ade-
quate. For information to come within scope of exemption 4, it
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must be shown that the information is either a trade secret or,
most significantly here, information which is commercial or finan-
cial, obtained from a person, and privileged or confidential. The lat-
ter category of information, that is, commercial information that is
privileged or confidential, is directly relevant to the issue that is
before the subcommittee.

Commercial information is deemed to be confidential ‘‘if disclo-
sure of the information is likely to have either of the following ef-
fects,’’ and significantly the one we are concerned with here, ‘‘To
impair the government’s ability to obtain the necessary information
in the future.’’ My understanding is that H.R. 4246 seeks to ensure
that the Government is able to obtain critical infrastructure protec-
tion information from the private sector on a voluntary basis. So
that concern clearly comes within exemption 4’s so-called ‘‘impair-
ment’’ prong.

In fact, the courts have liberally construed impairment, finding
that where information is voluntarily submitted to a Government
agency, it is exempt from disclosure if the submitter can show that
it does not customarily release the information to the public. This
is the critical mass case that the D.C. Circuit decided back in 1992.
In essence, the courts defer to the wishes of the private sector sub-
mitter and protect the confidentiality of information that the sub-
mitter itself does not routinely make public.

In addition to the protections for private sector submitters that
are contained in exemption 4 and the relevant caselaw, agency reg-
ulations also seek to ensure that protected data is not improperly
disclosed. Under the provisions of Executive Order 12600, which
President Reagan issued in 1987, agencies are required to give sub-
mitters of information an opportunity to submit objections to pro-
posed disclosures and those objections have to be considered by the
agency before a disclosure determination is made. The protections
don’t end there. If the submitter is still unhappy with an agency
determination to disclose the submitted information, the submitter
can go to the courts, file what is known as a ‘‘reverse FOIA’’ law-
suit and litigate the confidentiality issue. So there are many proce-
dural safeguards already built into the FOIA regime.

I think to a large extent the concern that we hear from industry
is really a misperception of existing law. I think this is something
that can become a self-fulfilling prophecy. If the agencies respon-
sible for collecting this information are saying to submitters we
cannot protect your information, then obviously the flow of infor-
mation is going to dry up. So I think it is important to direct the
efforts toward education and reassuring the private sector submit-
ters that existing law does in fact adequately protect their con-
fidentiality.

I think the FOIA over the last 25 years has worked very well in
making these kinds of balances between the need to know, on the
one hand, and protecting against harmful disclosures. I would en-
courage the subcommittee not to upset that delicate balance that
we have already developed over the 25 years of litigation. I thank
the committee for considering these issues and will be happy to
take any questions.

[The prepared statement of Mr. Sobel follows:]
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Mr. HORN. Thank you very much for being here. I will have some
questions for you later.

Mr. Woolley.

STATEMENT OF DANIEL WOOLLEY, PRESIDENT AND CHIEF
OPERATING OFFICER, GLOBAL INTEGRITY CORP.

Mr. WOOLLEY. Good morning, Congressman Davis, Chairman
Horn, members of the subcommittee. I would like to thank you for
requesting my perspective on the important issue of information
sharing and the quest for cyber security. My name is Dan Woolley
and I am the president and chief operating officer for Global Integ-
rity, a company based in Reston, VA.

Global Integrity is a wholly owned subsidiary of Science Applica-
tions International Corp., an information security consulting com-
pany, and a resource for many Fortune 100 and Global 100 cor-
porations, including online businesses, banks, brokerage houses, in-
surance companies, telecommunications, and entertainment compa-
nies, and other dot-com industries. In this capacity, we test the
overall computer security of our client sites, help them develop se-
cure information architectures, and help them to respond to attacks
and incidents. We monitor and report to our clients about the most
recent threats and vulnerabilities in cyber space, and help them to
cooperate with regulations and law enforcement agencies where re-
quired or where appropriate.

Global Integrity is also a recognized leader in information shar-
ing to promote cyber security. We established the very first infor-
mation sharing and analysis center called for by the Presidential
Decision Directive, or PDD 63, and since then have established sev-
eral additional ISACs that have been demanded by the market.
Therefore, I am particularly pleased to offer our views today on
H.R. 4246, on the state of cyber security, on information sharing
and the public-private partnership, including some of the appro-
priate roles of Government.

Presidential Decision Directive 63 recognized that the critical in-
frastructure of the United States is not owned by the Government
but rather is in the hands of the private sector. While both the
Government and the private sector have significant incentive to
protect this infrastructure, the ultimate financial responsibility for
protecting it lies squarely at the foot of private sector. Moreover,
the Government’s interest is in protecting the infrastructure
against cyber warfare and the deniable service attacks. The private
sector’s interest is in protecting its infrastructure not only from
these attacks but also from attacks by competitors, preventing in-
sider abuse, enforcing corporate policies, protecting investor inter-
est, as well as providing customers with safe, secure, and private
means of conducting electronic commerce. While the goals of the
private sector and the Government converge, they are not always
identical.

We recognize the precariousness of the concept between public
and private partnerships on something so sensitive as cyber secu-
rity, yet we think it a concept worth pursing, albeit it with caution.
Certainly the last thing a private company wants is to have its own
cyber vulnerabilities publicly exposed to regulators, customers, in-
vestors, or competitors. On the other hand, the Government has a
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legitimate right to be concerned about the security of the Nation’s
critical infrastructure and even the security of the businesses that
underpin the Nation’s economy.

Yet because the private sector owns the infrastructure, we be-
lieve they have a primary responsibility for securing it does and
should rest with the private sector—those in the financial services,
energy, transportation, agriculture, and communications sectors, as
well as those in the thousands of IT-dependent businesses. These
are the people who own the infrastructure, are familiar with it, and
are responsible for making decisions not only about the security,
but also about the things like functionality, interoperability, strate-
gic fit, and, of course, cost.

Yet the Government correctly notes that our critical infrastruc-
tures are subject to the intrusion and disruption in cyber security
if not taken extremely seriously at the very highest levels both
within Government and within the private sector. While the pri-
vate sector should lead, we believe the Government does have a le-
gitimate role in promoting cyber security. The Government must
continue in its efforts to recruit and train cyber security profes-
sionals and perhaps make laboratory or forensic facilities available
to the private sector.

The Government can lead by example, by securing its own infra-
structure and by sharing techniques and lessons learned. Global
Integrity supports legislative efforts to encourage and even require
Government agencies to batten down their own cyber hatches and
serve as a model for the private sector. The Government also can
help set security standards and best practices to promote education
on subjects like computer security, computer forensics, computer
law, computer ethics. Finally, the Government can promote private
sector cooperation both within the private sector and with the Gov-
ernment by removing any actual or perceived barriers to such co-
operation, and by actively and aggressively advocating for such co-
operation. The Government should also consider what rewards may
be offered to the private sector to encourage safe and secure prac-
tices.

According to the Department of Justice statistics, cyber crime
cases have increased 43 percent from 1977 to 1999. Threats to the
infrastructure are both real and perceived. A survey of 1,000 Amer-
icans conducted on June 8–11 this year by the polling firm of
Fabrizio McLaughlin Associates found that 67 percent of respond-
ents feel threatened by, or are concerned about cyber crime, and 62
percent believe not enough is being done to protect the Internet
consumers against such crime. Sixty-one percent say they are less
likely to do business on the Internet as a result of cyber crime, and
65 percent believe online criminals have less of a chance of being
caught than criminals in the real world.

We have identified the following trends in cyber attacks: No. 1,
distributed attacks are increasing, and abusers take advantage of
jurisdictional and sovereignty distinctions to avoid detection and
prosecution. No. 2, attackers are using the known and publicized
security holes to compromise systems. This is particularly true
with respect to the worm type attacks that continue to take advan-
tage of user’s willingness to execute unknown and unverified com-
puter programs. No. 3, most incidents and penetrations seem to be
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attacks of opportunity, although sophisticated hackers may target
specific companies or information with a combination of electronic
attacks and deception through social engineering. No. 4, the release
of point and click tools has made the ability to take on systems
easy and accessible. For example, a well-known tool called B02K,
freely available on the Internet, allows an unsophisticated hacker
to take over a victim’s computer completely, read all files and even
turn on attached cameras and microphones to conduct surreptitious
surveillance in the room in which the computer is located. No. 5,
the increase of the use and potential use of high-speed, always on
DSL and cable connections at home increase the risk to both home
and corporate attacks. A home user may suffer as many as 40–100
attempted attacks per month on a home DSL connection, ranging
from somewhat benign probes to very sophisticated attacks. The at-
tacks come from diverse locations, including Eastern Europe,
China, Korea, and other nations in the Far East. The increased of
wireless technologies to transmit business critical or personally
sensitive information increases the risk of compromise. New secu-
rity strategies and implementations must be developed for these
technologies.

One of the best ways that Government can promote cyber secu-
rity in the private sector is by encouraging information sharing,
and this of course is one of the central objectives of PDD 63. The
Directive’s charge to create ISACs, Information Sharing Analysis
Centers, where information on threats, incidents, vulnerabilities,
with associated recommendations and solutions need to be shared
and analyzed. This is a critical step in defending against cyber at-
tacks.

When these attacks do occur, companies are often left in the
dark, they cannot tell whether the attack is local, regional, or na-
tional. They cannot easily determine whether the attack is directed
at them alone, their entire industry, or represents part of a series
of random or concerted attacks. To defend against potential future
attacks, companies must also know about vulnerabilities in the op-
erating systems, applications, browsers, and thousands of the
myriads of pieces of software that make up the overall infrastruc-
ture. Finally, they must have access to the raw intelligence about
the threats to the infrastructure, increased attacks or activity, and
new fraud schemes in order to be prepared.

At Global Integrity, we have spent over $3 million in the last 10
months developing the first ISAC for the financial services indus-
try. Thousands of man-hours were dedicated not only by Global,
but by dozens of companies led throughout the world by initiatives
for the financial services sector toward perfecting this model. The
initial goal was to create a broad based model for the financial
services industry—banks, insurance companies, brokerages, and
other organizations. This model is now being replicated for many
companies and sectors around the world.

The FS/ISAC was formally launched in October 1999 and it was
based upon the fears of publicity, fears of inviting additional at-
tacks, fears of confidentiality, and fears of antitrust liability.

In the past, the limitations and the willingness of industry mem-
bers to share information was critical. Today, nobody wants to be
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reported on the front page of the Washington Post that their insti-
tution has been a victim of an attack or attempted attack.

The FS/ISAC today provides a means for sharing information
and for distributing threat data obtained from Government sources
without the fear of attribution or publicity. Nothing contained in
the FS/ISAC rules or regulations alters the obligations of banks or
financial institutions to report these criminal activities. In other
words, the decision whether or not to report an incident lies with
the victim of the attack, and not with the repository of the collected
information. To protect the confidentiality of the information, each
paid member issues a series of anonymous certificates which au-
thenticates them but does not specifically identify the member.

We have also recently established the equivalent of news bureaus
to collect, analyze, and disseminate information of both regional
and national interest. We are establishing bureaus in Asia, Middle
East, Central Europe, and the United Kingdom, as well as South
America. These regional bureaus are providing incident threat, vul-
nerability, resolution data regarding events occurring in their re-
gions back to the Reston analysis center for redistribution to all
ISAC members on a worldwide basis. The FS/ISAC as well as other
ISACs represent a form of public and private cooperation.

As a result of the operation of the FS/ISAC and its advanced
warning stations in Asia and Europe, members of the financial
services industries that have chosen to participate received early
warning about recent threats. For example, the FS/ISAC notified
members not only of the methodologies behind the distributed de-
nial of service attacks which were launched last February, but also
about specific information indicating that hackers activity was in-
creasing. Indeed, Global took such threats seriously enough to
issue generalized news releases on the possibility of such attacks
hours before those attacks actually occurred. As Congressman
Davis noted, the FS/ISAC advised members about the Love Bug
worm several hours before the Government agencies sent out gen-
eralized alerts, and provided detailed technical analysis of how
these worms worked in the early notification.

There are certain roles and functions that are the province of
Government. One, to set minimum standards for security and
interoperability, conducting and supporting fundamental research
on new security technologies, promoting awareness of issues relat-
ing to information protection, ensuring greater international co-
operation between law enforcement, Government agencies, and
bringing down the barriers which inhibit cooperation.

Finally, a word about the role of Congress in specific. I believe
that Congress should take a cautious approach to passing new leg-
islation. We do think that legislation requiring the Government to
get its own cyber house in order would be productive. We also
think that limited legislation such as H.R. 4246, which removes
barriers to information sharing, is a good idea. Whether these bar-
riers are real or perceived is a question on which lawyers cannot
agree. However, we know that in many cases perception is a
stronger force than reality, and so removing perceived barriers can
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be every bit as important to the broader goal, which is to encourage
information sharing of incidents, threats, and vulnerabilities.

I thank you, Mr. Chairman, for the opportunity to present our
views, and welcome any questions the committee may have.

[The prepared statement of Mr. Woolley follows:]
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Mr. HORN. Thank you.
I now recognize Mr. Davis for questioning for 8 minutes.
Mr. DAVIS. I thank you very much, Mr. Chairman.
Let me start with Mr. Sobel, who is probably the most skeptical

about the bill. I guess it is your position that we do not need to
change FOIA.

Mr. SOBEL. That is correct.
Mr. DAVIS. The problem is that the companies that we want to

release the information and share information do not share that
view and do not want to have to go through the litigious process
of trying to establish that every time they want to release some-
thing. That is the difficulty we have.

We have tried to craft a narrow exemption so that it does not do
more than we intend it to do. Is there any limiting language that
you would find acceptable under this, or is it your strict position
that the FOIA law is the FOIA law and we live with it and it will
handle all of our needs?

Mr. SOBEL. Let me back up a minute and talk about your open-
ing premise, which is that there is the perception amongst the pri-
vate sector submitters that there is not currently adequate protec-
tion.

Mr. DAVIS. I am going to argue about the law in a minute, but
there is certainly the perception.

Mr. SOBEL. Well, I think that the only way to address that per-
ception is to bring people up to speed on what the law is. It is my
considered opinion, as well as the opinion of the FOIA requester
community that has been involved in the cases that I am citing and
frankly has lost a lot of the cases, that the courts give great def-
erence to private sector information that is held by Government
agencies. And we can see no scenario under which information that
is submitted to the Government voluntarily and that the private
sector submitter wishes to maintain the confidentiality of would be
disclosed.

So I would prefer to see the resources of the agencies go into re-
assuring the submitters and get the Justice Department to come
forward and say, yes, it is our view that existing law is adequate,
and have the Congressional Research Service look at the issue. I
am confident that a legal review of that kind will create the kind
of reassurance that I think has been lacking thus far.

Mr. DAVIS. So it is not your view that anytime Government is
present that there is a public right to know under FOIA, regardless
of how that information is obtained.

Mr. SOBEL. The courts have certainly construed all of the exemp-
tions, from my perspective, very broadly. I think the perception out
there amongst the requester community is that we have lost most
of the big cases, that there has been great deference to both the
agencies that seek to withhold information and the private sector
submitters of information that do not want the information dis-
closed. So I think it is pretty clear if you look at the caselaw and
the history of the development of exemption 4 that the courts have
really bent over backward to make sure that private companies do
in fact feel comfortable in voluntarily sharing information with the
Government.

VerDate 11-MAY-2000 08:51 Jun 21, 2001 Jkt 000000 PO 00000 Frm 00106 Fmt 6633 Sfmt 6633 C:\DOCS\72361.TXT HGOVREF1 PsN: HGOVREF1



103

I also want to repeat the point that I made in my testimony,
which is that it is not only the caselaw that we need to look at,
but there was a lot of concern about this issue in the 1980’s during
the Reagan administration. President Reagan issued Executive
Order 12600 which created procedures within all of the agencies to
give submitters rights to object.

Mr. DAVIS. But we have had enough of companies that keep com-
ing back that in 1997 the Defense Authorization Act had to pro-
hibit agencies from releasing most contract proposals because there
was a lot of proprietary information in the proposals that was leak-
ing out and being FOIAed. This is a constant problem. If you are
a private company, and I come out of the private sector, once you
give that information out, I think you want ironclad assurance that
that information is not going anywhere else either intentionally or
sometimes unintentionally, because then you get your trial law-
yers, you have antitrust, you have a whole lot of issues that get
raised through that.

I guess my question is, what is wrong with clarifying it here? Do
you think this is drawn too broadly? We have tried to draw this
as narrowly as we can. If we could narrow it in some other way
to give everybody the rightful protections, we would be happy to do
that.

Mr. SOBEL. I think I would start from the proposition in this
area that if it is not broken, why try to fix it, because in the proc-
ess you might just be creating some new unintended problems. I
point out in my written testimony that I think, given the history
of FOIA over the last 25 years, that any new exemption or any new
language that is inserted into that regime results in protracted liti-
gation.

I think we have devoted considerable judicial resources over the
last 25 years to ironing out the meaning of exemption 4. As I say,
I think the outcome of that process has been one that is very pro-
tective for the private sector. And one of the concerns would be that
we are just going to be tied up in litigation for several years as the
meaning of this new exemption gets sorted out. Whereas, we have
a body of caselaw that we can look at right now that I believe re-
solves the issue. I think any time you introduce new language into
this regime you invite problems.

Mr. DAVIS. Clearly, if you introduce new language, you have new
language that has never been litigated before.

Mr. SOBEL. Correct.
Mr. DAVIS. But I think at this point you draw your line way over

where what you have said would be assumed and is clarified even
further.

Let me just ask Mr. Tritak and others if they would like to com-
ment. Do you feel you have adequate protections at this point
under current law?

Mr. TRITAK. Sir, I actually would like to go back to the initial
point that you made or this premise of what has been discussed.
The fact is there is a debate and it is a debate that is not between
lawyers, on one hand, and non-lawyers, on the other. It is a debate
among some in the legal community that there is not sufficient
clarity about the protections for information sharing.
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Now putting aside for a moment the understandable concern that
you do not want to change the law, particularly something like
FOIA, lightly, we still have the problem and the debate. I think the
only way you resolve that is by having that debate and discussing
it not only within the legal community, but also you get your own-
ers and operators of infrastructures, the people who are actually
expressing these concerns, and their legal counsel to express what
it is they are worried about, what is the kind of information that
they are concerned may not be protected and under what cir-
cumstance.

But I think the fact that there is a debate is the problem that
needs to be resolved. The Government and many people believe
that the current protections are sufficient. That’s fine. But if you
are talking about voluntary information and people are concerned
that it is not sufficiently clear and they do not provide the informa-
tion, then arguably you have a public policy goal that you may not
be able to achieve.

Mr. DAVIS. It seems pretty clear to me. This is information the
Government would have no right to under ordinary circumstance
and therefore the public would have no right to under ordinary cir-
cumstances. But because we are trying to work together to stop the
cyber security threats to our Nation’s security, companies are will-
ing to come forward and share information, but only if they can be
absolutely sure that their information that they give is going to be
protected. The Government would not have it otherwise.

That is all this legislation says. It clarifies it. Without that, as
you say, there is debate in the legal community, there are court de-
cisions all over the lot, and you could get something that does not
fit within that exemption that you have discussed, Mr. Sobel. I can-
not right here say under what circumstances that could be, but
somebody could volunteer some information that may not be pro-
prietary but it could be very dangerous if that information were to
get out, it could hurt shares of stocks, it could show some expo-
sures, for example, in your own security of your company in terms
of somebody coming in potentially and if that information were to
get out it could damage among investors and the like. And you
would not want that information out, but for the good of national
security you are willing to come forward with that. I am not sure
under those circumstances that meets the protections of the trade
secret protections.

That is our concern, is that we want to make sure when compa-
nies come forward, are working in a cooperative venture to attack
this enemy called cyber terrorism that we can work together and
that nobody is going to be damaged as a result of that.

Does anyone else on the panel want to address that?
Yes, Ambassador Johnstone.
Ambassador JOHNSTONE. Yes, I would. First of all, I would like

to start off by saying that I commend Mr. Sobel for his defense of
the Freedom of Information Act. The U.S. Chamber of Commerce
also strongly believes in the Freedom of Information Act. We have
used it on behalf of American business frequently, and we are a
strong supporter of the act. However, beyond that, I think we cer-
tainly are in disagreement with respect to exclusion 4. For exam-
ple, he says that exclusion 4 provides adequate protections and
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that if business simply understood, through a public education ef-
fort of some sort, they would understand that fact. But the fact of
the matter is that as soon as we start getting into exchange of in-
formation, there will be attorneys who will stand up and say that
exemption 4 does not apply to those situations and there will be
a debate.

Mr. Sobel points out that that is subject to a review panel proc-
ess. So now suddenly we have moved from having the protection
of the law into something that will be debated within a review
panel. Or, alternatively, that there is litigation always possible. So
now we have moved it out of the review panel into potential litiga-
tion. So that for a company what you do is you face then a very
uncertain prospect that may drag you into litigation, or have the
assurance of the law and the clarification that is written into the
law.

The point that you made, Mr. Davis, I think is the salient point
here. That is to say there is nothing written here that is different
than what it is Mr. Sobel says is already in the law but which is
disputed. So it is a question of clarification and that clarification
is critically important for American business. When a businessman
has to sit down and decide whether he or she is going to participate
in this process, the fact that that clarification has been written into
the law is vitally important and I think is the difference that is
going to make the difference between cooperation or non-coopera-
tion on this issue.

Mr. SOBEL. If I could just respond briefly. I do not think that the
language that the subcommittee is considering is going to preclude
litigation in any way. If the agencies’ position upon receiving a re-
quest is that it is not covered because of this language, that is
going to be litigated. So I think we are talking about litigation one
way or another if information is submitted and requested and there
is a dispute.

My point is that at least under existing exemption 4 we have a
body of caselaw that has been developed over the last 25 years and
we are not going to have to wait for a lot of clarification on the
meaning of new language. I do not think it is a question of litiga-
tion or no litigation. I think it is a question of how protracted is
that litigation likely to be.

Mr. WOOLLEY. One key point that I would like to make, if you
will, from the voice of experience. Companies involved with the fi-
nancial services ISAC needed to know for certain that that infor-
mation they were providing to the FS/ISAC was in fact locked
down and would never get out or they would not share it. It was
mandatory that was involved.

As a result, we spent a tremendous amount of time developing
a significant anonymity system with checks and balances and re-
wrappers that could prove that the information that came in was
completely anonymous. That was the only way that the financial
services industry would participate. And now we have gotten very,
very high participation from that industry and it is that anonymity
that has now spawned the international ISAC and the worldwide
ISAC that are now providing tremendous inputs.

So I think that the issue needs to be there. If you do not have
the anonymity, if you do not have the lock down, American corpora-
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tions will not participate. They are too spooked about being
dragged into any sort of litigation or disclosure that would be very
detrimental to their organizations.

Mr. HORN. Yes, and this will be the last response to it. Go ahead,
Mr. Oslund.

Mr. OSLUND. Thank you, Mr. Chairman. In the NCC information
sharing process, there is no anonymity when the participants share
the information. It is a process that has been going on for a num-
ber of years and that is why we stress the trust relationships. Rela-
tionships have been developed so companies can share information
directly. When we are talking about real time operations, and that
is what information sharing for CIP is, you cannot share informa-
tion under uncertainty. There has to be certainty that you can
move this information forward and it will not be challenged.

NSTAC felt FOIA legislation was needed for Y2K. And the con-
clusions are the same for CIP. The background materials we have
provided to the committee, demonstrate these conclusions were
reached after a lot of deliberation. Thank you.

Mr. HORN. Thank you.
I now yield 10 minutes to the ranking minority member, Mr.

Turner, the gentleman from Texas.
Mr. TURNER. Mr. Sobel, you shared your concern a minute ago

that the language in the proposed legislation would not preclude
litigation. In fact, your opinion was that it might foment additional
litigation. Going beyond that concern, could you please articulate
any other concerns that you have about this exemption from liabil-
ity. Is it your concern that it could be misused, that it could be
used as a shield by corporation that might be willing to disclose
and therefore they would then be able to hide behind the shield of
liability? I assume there is further concern other than the fact that
you just think it will result in additional litigation.

Mr. SOBEL. Well, I think from the perspective of the FOIA re-
quester community there is always a concern about Congress step-
ping into the process of amending a statute that has worked very
well for a long time. And there is a general apprehension about cre-
ating these piecemeal exemptions. The FOIA, as Congress amended
it in 1974, contains nine very specific exemptions that have been
construed by the courts and in our opinion really cover all of the
harms that we are talking about here.

I should note also it is not just exemption 4. There are situations
where exemption 1 for classified information would come into play
if we are dealing with defense contractors, for instance. Exemption
7’s law enforcement protections would come into play, for instance,
if a company is acting in the role as a confidential source. In the
context of a hacking investigation, for instance, exemption 7’s law
enforcement protections would come into play. So the point is that
we have a very well-developed FOIA scheme right now and there
is a general apprehension to adding on piecemeal exemptions.

Now with particular regard to this area, critical infrastructure
protection, I think the concern is that we would be muddying the
waters. That you introduce a degree of uncertainty into the FOIA
requesting process and the result is likely to be that a new barrier
is going to be erected to the disclosure of information that should
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properly be disclosed that the subcommittee is not seeking to pro-
tect the disclosure of.

So I think it is really a question of just muddying what is today
some very settled water in this area and creating yet another ex-
cuse for not making information public.

Mr. TURNER. Maybe I need you to pose a hypothetical for me to
help me understand your concern. Because the first impression I
have when you talk about trying to view this from the point of view
of the requester community is that, as I understand it, we are talk-
ing about information that the Government does not have and
Freedom of Information is always, as I understand it, directed to-
ward information the Government has.

So we are talking about information that were it not voluntarily
shared by a corporate entity, the Government would not have it
anyway. So from a point of view of the requester community that
is interested in preserving access to Government information, it
seems to be fairly easy in my mind to say that the requester’s con-
cern really should not reach information that the Government real-
ly would never have anyway were it not for the voluntary relin-
quishment of it by private entity.

Mr. SOBEL. I think you have to start from the proposition that
once the Government receives information, whether it is under
mandatory requirements or provided voluntarily, that information
starts to form the basis of what a Government agency is doing and
it can in certain instances become an important indication of the
operations of that agency. Certainly, for instance, the Food and
Drug Administration obtains a lot of information from private com-
panies and in order for the public to really assess what the FDA
is doing, you necessarily are going to need some access to that pri-
vate sector information that has been provided to the agency.

Now on the question of whether or not what we are talking about
today is something new, the idea of voluntary submission of infor-
mation to Government agencies, that is not new. In fact, that is the
reason why the cases that I have cited in my testimony have aris-
en. The courts have specifically dealt with the question under ex-
emption 4 of what should the standards be, what should the rules
be when a company voluntarily submits information to an agency.

So I think it is important to recognize that we are not writing
on a clean slate here. There have been many instances in the past
where agencies have received information voluntarily from private
sector submitters, that information has been sought under FOIA,
and those are the cases that have developed the caselaw that I am
talking about which deals directly with the issue of voluntarily sub-
mitted information.

In terms of the importance of this information, to sort of remove
this from the theoretical realm, for instance, a local community in
which a power plant or a nuclear plant or a water facility is located
I think legitimately has some interest in knowing if there are
vulnerabilities and safety problems in that facility that might form
the basis of a so-called cyber security statement. I think we are
going to need some mechanism for sorting that out. There are some
very legitimate public interest reasons for making some of this in-
formation available.
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But again I come back to the way the courts have dealt with
these issues. And they have been very protective of the private sec-
tor submitters. I believe that the courts have gone too far in this
area. I want my position to be clear. I think a lot of the information
we are talking about probably should be and could be made public
without harm to the private submitter. But the courts have dis-
agreed. But I think there is a lot of important health and safety
information that can get caught up in this process.

Mr. TURNER. Thank you.
Mr. HORN. I thank the gentleman. You have 2 minutes remain-

ing. If Mr. Moran would like to get in the 2-minutes here, and then
we will yield to Mrs. Biggert for 10.

Mr. MORAN. Thank you, Mr. Horn. I have got to go back to an-
other hearing, so I will leave after my 2 minutes. I appreciate the
courtesy. Thank you.

As I mentioned in my opening statement, the reason why Mr.
Davis and I returned from the Chamber of Commerce meeting and
came up with this legislation is because there was such a wide-
spread view that companies simply could not cooperate to the ex-
tent that was necessary and that was requested by the Federal
Government and that I think they knew was in their long-term
best interest because of their concern about FOIA.

And so we have a situation here where regardless of what your
point of view might be, Mr. Sobel, perception is reality. If the gen-
eral counsels of these firms feel that FOIA is a very serious threat
to the privacy of this information and to the viability of their cor-
poration, they are simply not going to cooperate in the way that
they know is in the national security interest.

I do not see why it is a problem even if we restate what is exist-
ing law. You are suggesting that it may complicate things. And I
am only picking on you because you are the only one that has come
up with what seems to be such an unreasonable point of view, Mr.
Sobel. [Laughter.]

I mean I would not do it if you did not deserve it. I am kidding
there. We need somebody to be the devil’s advocate here on the
panel, and I appreciate you playing that role.

Mr. SOBEL. Glad to do that.
Mr. HORN. And I might add unanimous consent for the participa-

tion of our eloquent Irishman today. And hearing no objection, you
are free to participate. [Laughter.]

Mr. MORAN. Thank you very much, Mr. Chairman, I appreciate
that very much.

Clearly, we do not have the level of participation, the initiative
being taken by corporations who have very valuable information to
share. And this is the reason why they do not feel that they can.
It is not that they do not want to cooperate.

And so even if we are restating legislation clarifying that legisla-
tion, as Mr. Davis has suggested, it would seem to be meeting a
very important need. And it took what, three decades or something
to clarify the meaning of FOIA, three decades of litigation to make
it clear what FOIA meant. We cannot afford to go through such an
extended process of litigation to clarify the extent of sharing with
regard to cyber attacks and cyber vulnerabilities. So it would seem
that even if a lawyer might be able to make an argument that you
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could share that information, they nevertheless would be subjecting
themselves to litigation, and that is what we do not want.

So we want to facilitate the process. We have got very important
national security interests at stake here. Every day the sophistica-
tion of mischievous and malicious hackers is increased our
vulnerabilities increase. As we have stated and as I know you are
very much aware of, our entire economic and security infrastruc-
ture is at stake. We heard one story about some intelligence offi-
cials being given enough money to buy personal computers, two or
three dozen of them, and they were told to pretend they were from
North Korea and see if they could invade our security infrastruc-
ture. And sure enough, within a relatively short period of time they
had access to enough computer systems that they could have shut
down our power grid and invaded the most classified information.
We cannot let that happen. It is more effective, much easier, much
less expensive to invade our information systems than it is to drop
bombs on our large cities and power systems.

I have been encouraged by the level of cooperation that the busi-
ness community wants to express, wants to participate in. But if
they have that concern, then we need to respond and to make it
clear, to underscore, to clarify that they can exchange that informa-
tion without fear of protracted litigation and exposing even greater
vulnerabilities.

So, it is a good piece of legislation. I am glad the vast majority
of witnesses on the panel agree. I certainly appreciate your having
the hearing, Mr. Chairman. I trust that we are going to be able to
get the bill on the floor in an expedited fashion. Thank you, Mr.
Horn.

Mr. HORN. We thank you. Since I am not a lawyer, and having
listened to this discussion, I suggest we put a simplification in one
of the findings that this is the Lawyer’s Relief Act of the year 2000.
[Laughter.]

I now yield to Mrs. Biggert for 10 minutes for questioning.
Mrs. BIGGERT. Thank you, Mr. Chairman.
Mr. Tritak, in your outreach efforts to coordinate with the pri-

vate sector and initiate public-private partnerships, what hurdles
have you run into? For example, does the fear of the Federal law
enforcement community hinder your ability to work with the pri-
vate sector in addressing cyber security problems before they
occur?

Mr. TRITAK. No, I would not say that law enforcement interferes
with that activity. The fact is that the relationships between the
Federal Government and private industry vary from sector to sec-
tor and company to company. There are many companies who feel
very comfortable in an information exchange arrangement with
Federal law enforcement, and a number of companies that partici-
pate in the National Infrastructure Protection Center exchange
that kind of sensitive information.

There are others who are concerned that sharing information
with the Government could precipitate investigations which can
have an impeding effect on their ability to conduct business. And
that is a hurdle that they view exists. Again, I think it is one of
these things where when those kinds of concerns are expressed
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they need to be taken seriously to get to the core of what the prob-
lem may be.

What I find very interesting, of course, is that when someone
talks about whether industry is interested in dealing with Govern-
ment, I think you cannot make it a broad statement because, for
example, sometimes you may find companies feel more comfortable
dealing with, let’s say in the information technology area, dealing
with the Commerce Department or dealing with the Defense De-
partment, and others by tradition, for example the electric power
industry, they have had very good, strong working relationships
with Federal law enforcement well before the Information Age. So
I think it depends—it depends on the culture of the industry, it de-
pends on the nature of the type of information you are dealing
with.

Clearly, the roles and responsibilities at different agencies need
to be defined over time. We are introducing a new, changing tech-
nology that is going to transform the way we all live, the way we
do government, and the way we do business. I am sure that over
time the respective roles of different governments and agencies are
going to have to reflect that. And I think that as those adjustments
are made, you will deal with some of the issues that you have just
raised, about industry’s reluctance in certain cases and proactivism
in others to deal with government will be redressed.

Mrs. BIGGERT. Is there any fear that if there is more coordination
then between the agencies of the Federal Government that this
might affect how companies would deal with it? Because informa-
tion that they might feel comfortable about, for example, with the
Commerce Department would be available to another agency.

Mr. TRITAK. I think some have that concern, not all though. But
some, yes.

Mrs. BIGGERT. Then version 1.0 of the President’s National Plan
for Information Systems Protection discusses the possibility that
companies wishing to discuss possible systems vulnerability with
the Federal Government may ‘‘be deterred from doing so because
of the possibility that information disclosed to the Government
could become subject to a request for public disclosure under’’ what
we have been discussing, ‘‘the Freedom of Information Act.’’

Mr. TRITAK. That has been a concern expressed by some compa-
nies, yes.

Mrs. BIGGERT. Can you provide an estimate of how much private
sector information is being withheld as a result of this?

Mr. TRITAK. I cannot say. I think to the extent that it has an in-
hibiting factor, it is the perception in certain cases that if the infor-
mation may be used for reasons other than to help raise the level
of security of the Nation’s infrastructure is because it would be-
come available to help address problems, that it can have a chilling
effect. And depending on the companies and depending on their
concerns, you never get to the point of deciding whether or not to
give the information because your natural position is simply not to
pass it on. And so it is hard to quantify. But I will say that it has
been expressed and it has been expressed sufficiently so that I
think it is not an isolated instance.

Mrs. BIGGERT. Thank you.
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Ambassador Johnstone, are private sector participants concerned
about the threat of law enforcement investigations hindering their
ability to deliver critical services?

Ambassador JOHNSTONE. Actually, I do not disagree with Mr.
Tritak. That is to say it is something that I have heard expressed.
But in the many, many companies that I have talked to about this
whole issue, that has not been high on people’s agenda, the concern
over law enforcement per se.

I think the fear of the loss of proprietary information, the fear
of public disclosure of information that would not otherwise become
public, the concern, and perhaps this touches on law enforcement,
that people might not be exempt from sort of monopoly building
kind of activities cause some level of concern.

The antitrust side of the equation. An American company, and
I will speak from my own experiences having run an American
company for a number of years, whenever you sit down with com-
petitors you are surrounded by a galaxy of lawyers who are con-
stantly looking at the antitrust implications of what you might do,
even what you might do related to safety procedures and things of
that type. And so there is a great deal of concern in terms of the
antitrust implications. It would be a great relief to companies to
have some relief from those concerns. I think public disclosure is
certainly another area.

In terms of law enforcement and people’s fear of being the sub-
ject of persecution, for example, that I have not actually encoun-
tered in terms of any individual contacts that I have had with busi-
nesses.

Mrs. BIGGERT. So there might be the concern about the law en-
forcement but you cannot really assess how much there is.

Ambassador JOHNSTONE. I think that concern is less than the
concerns in the other areas.

Mrs. BIGGERT. Then does the partnership work with private sec-
tor on networks to disseminate information in a timely manner on
potential vulnerabilities from sector to sector?

Ambassador JOHNSTONE. Well let me just say that the partner-
ship got kicked off this last December in the first meeting in New
York. We then hosted at the U.S. Chamber of Commerce a meeting
of the partnership in the month of February and the next meeting
is in July. So it is fairly embryonic and is just in its startup mode.

That being said, it certainly is the intent of the partnership, and
certainly of the ISACS, to provide a maximum flow of information
that will touch very much on the whole issue of network securities.

Mrs. BIGGERT. So this really is a goal of the partnership?
Ambassador JOHNSTONE. Certainly.
Mrs. BIGGERT. OK. Then would you be willing to share informa-

tion with the Federal Government when uniform legal principles
are established to structure the boundaries of a public-private part-
nership?

Ambassador JOHNSTONE. We would be willing to participate with
the Federal Government on all aspects of working together to ad-
vance and to help protect the critical infrastructure, both when it
comes to legislation as well as to working within the administrative
framework.

Mr. TRITAK. If I may, Congresswoman.
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Mrs. BIGGERT. Certainly.
Mr. TRITAK. Just a point of clarification. What the partnership,

as I indicated in my testimony, aims to do is to encourage cross-
sectoral dialog and activity to bring the owners and operators to-
gether, bring together other stakeholders involved. If the industry
participants in that activity decide that it makes sense to create in-
formation-sharing arrangements amongst themselves, the partner-
ship is one form in which that would be discussed, debated, and
created. I think it is important though that the partnership itself
is a forum to bring these issues to the fore for discussion. It is not
in itself a super ISAC. It is not an organization that actually would
do that as much as it would facilitate that development.

Mrs. BIGGERT. Thank you.
And I cannot not ask Mr. Willemssen a question since he has

been at so many of our hearings. So, Mr. Willemssen, could you tell
us to what extent the regulations that exist within the Federal law
enforcement community and with the Federal Government for re-
porting on the cyber attacks or threats or vulnerabilities, how do
they overlap?

Mr. WILLEMSSEN. There are some overlaps from an organiza-
tional standpoint. I would concur with Mr. Tritak’s comments that
there is a need for further definition and specificity on roles and
responsibilities of Federal organizations so that the sectors and the
private firms within those sectors know exactly who they are to
deal with, what kind of information is going to be requested of
them, what is going to be done with that information from an anal-
ysis perspective, and how the results of that analysis are going to
be disseminated to others. Right now, that specificity does not
exist. I know that Mr. Tritak and others are working on that and
we would encourage them to continue doing that. That is definitely
needed.

Mrs. BIGGERT. So right now this overlap is really hindering the
ability to deliver or exchange information?

Mr. WILLEMSSEN. Yes. I think to the extent that further clarifica-
tion can be provided, possibly in the next version of the National
Plan which is due out this fall, that would be most beneficial to pri-
vate sector.

Mrs. BIGGERT. Thank you. Thank you, Mr. Chairman.
Mr. HORN. I thank the gentlewoman from Illinois.
I just have two questions here and then I will turn it over to all

of you again.
This is directed at Mr. Willemssen. The General Accounting Of-

fice has commented extensively over the past 5 years on the num-
ber of problems confronting the Federal Government on addressing
information security issues governmentwide and from agency to
agency. In your view, Mr. Willemssen, does the lack of coordination
and planning within the executive branch of the Government
hinder its ability to be an effective cyber security partner in mon-
itoring potential threats?

Mr. WILLEMSSEN. I think the lack of coordination has been a hin-
dering factor. But I think there is a much bigger factor at play as
it pertains to Federal agencies, and that is basic management of
computer security issues. The Federal Government currently does
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not have its house in order on computer security and protection of
its systems and data.

So coordination is definitely an issue. But what we would like to
see are individual agencies taking computer security much more
seriously than they have in the past and making sure that they
have done the risk assessments, they have adequate protection in
place, they have made their staff very aware of the criticality of
this issue, and there is an overall central guiding management to
make sure that it is a priority within the agency.

Mr. HORN. Has the General Accounting Office ever had a request
from the Article III Judiciary on this area? I would think there is
some mischief that could be made in that area.

Mr. WILLEMSSEN. We do currently have a request looking at crit-
ical infrastructure from a Senate Judiciary Subcommittee. That
work is ongoing.

Mr. HORN. In relation to the Article III Judiciary?
Mr. WILLEMSSEN. I do not believe it specifically covers that. But

if I may, Mr. Chairman, get back to you and answer that for the
record.

Mr. HORN. You might want to talk with the Administrative Of-
fice of the U.S. Courts and see what is happening.

Mr. WILLEMSSEN. Yes, sir.
[The information referred to follows:]
Our ongoing work on critical infrastructure protection does not address article III-

related entities.

Mr. HORN. The General Accounting Office has offered its view in
support of the creation of a Federal Chief Information Officer, a
CIO that would centrally manage information technology, including
information security, in its comments on Senate bill S. 1993. In
your view, would a central coordinating office within the Federal
Government on critical infrastructure protection that would work
with both the public and private sectors overcome some of the simi-
lar obstacles to management and overlapping regulation that you
have mentioned?

Mr. WILLEMSSEN. We are supportive of a strong central CIO posi-
tion. In addition, we think, and it is instructive to look at Y2K as
a lesson here, top management attention to a critical national issue
is absolutely invaluable in making sure that the issue is ade-
quately addressed in working with the public and private sector.

So to the extent that an overall national coordinator can help fill
that role, we think that would be beneficial. But to the extent that
it is a separate position, we need to make sure that it works with
the institutions in place that have an overall focus on CIO issues.
I do not think you can take a critical infrastructure and computer
security and put it off on the side necessarily. You still have to
work in tandem with overall management of information tech-
nology.

Mr. HORN. Well, it is an interesting view and we might be dis-
cussing this in the next few weeks because we have a few thoughts
on the institutional aspects of the Presidency and how you relate
to the departments. So I thank you for that view, and there might
be a few other views.

Let me ask my colleagues here, the gentleman from Texas, do
you have some more questions you would like to ask?
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Mr. TURNER. I have no further questions.
Mr. HORN. The gentleman from Virginia?
Mr. DAVIS. No questions.
Mr. HORN. The gentlewoman from Illinois? No?
There might be a few questions we will send you and we would

appreciate it if you could just bat us out a simple answer to com-
plete and round out the record.

We again thank you for doing the last minute in a hurry. I sus-
pect you were like the students in their senior year, they want to
graduate and they stay up all night. So thank you for your energy
and thank you for your wisdom on this. We appreciate it very
much.

I now want to thank the staff for both the majority and the mi-
nority. On my immediate left, your right, is J. Russell George, the
staff director and chief counsel of the Subcommittee on Govern-
ment Management, Information, and Technology; Bonnie Heald,
the director of communications, is in the back; Bryan Sisk, our
clerk; Will Ackerly, intern; Chris Dollar, a new intern; and Meg
Kinnard, a new intern. With Mr. Turner’s staff, Trey Henderson is
the counsel; Jean Gosa is the minority clerk. And our official re-
porter of debates, whom we thank, is Elisabeth Lloyd. And we have
Mr. Davis’ staff has done some excellent work, and I know that
from working with them over the last few months, and that is Me-
lissa Wojack and Amy Herrick. We thank you for all the work you
have done on this legislation.

If there are no further questions, we thank you all.
Mr. DAVIS. Mr. Chairman, let me just add that if anyone on the

committee would like to serve as a cosponsor as this bill moves up,
we would happy to put your name on it.

Mr. HORN. OK. Thank you.
We will now adjourn this hearing.
[Whereupon, at 11:53 a.m., the committee proceeded to other

business.]
[Additional information submitted for the hearing record follows:]
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