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HIGH PERFORMANCE COMPUTER EXPORT
CONTROLS

THURSDAY, MARCH 15, 2001

U.S. SENATE,
COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 9:35 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Fred Thompson,
Chairman of the Committee, presiding.

Present: Senators Thompson, Collins and Bennett.

OPENING STATEMENT OF SENATOR THOMPSON

Chairman THOMPSON. Good morning. The Committee will come
to order, please. I would welcome everyone to the hearing this
morning, of the Committee on Governmental Affairs, to assess re-
cent changes to our export control policy with regard to high-per-
formance computers. I will have a statement that I will make a
part of the record, and Senator Bennett, you or any others, if you
have any statements, we will make those a part of the record.

I think, rather than read my statement, I will just briefly state
the reason why we are here this morning and a little bit of the
background. It seems to me like there are two or three very impor-
tant things that are converging here. One is our increased concern
about proliferation. We can hardly pick up the paper nowadays
without reading about a new agreement between Russia and Iran,
something Iraq is doing, or something North Korea has done, and
wondering whether or not they will stop.

Most serious commentators on the subject say that the prolifera-
tion of weapons of mass destruction is the biggest threat that this
country faces. More and more, it has become obvious that a couple
of the main sources for these items, some of which are dual-use
items, some of which are missile parts, some of which have to do
with nuclear technology, some of which have to do with nuclear
power plants, all of that, bits and pieces and parts, some of which
we know, a lot of which we probably do not know, are coming from
China and Russia. We get our biannual intelligence reports that re-
mind us time and time again, year after year, that proliferation is
a very big problem; that the world’s greatest suppliers of the rogue
nations are China and Russia.

Another phenomenon that has taken place is our appreciation for
the fact that high-performance computers are dual-use items, and
can play a part in this problem. The Cox Report pointed out that
it was possible, first of all, that high-performance computers have
many military applications, that it is possible that these computers
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have been diverted for unauthorized uses by other countries, which
could include the following, and they list several things here: Up-
grading and maintaining nuclear and chemical weapons; equipping
mobile forces with high-technology weapons; building a modern
fleet of combat aircraft and submarines; conducting anti-submarine
warfare; developing a reliable, accurate ballistic cruise missile
force; improving command and control communications; and that
there have been instances where the People’s Republic of China
has used high-performance computers for nuclear weapons applica-
tions, nuclear weapons design, using them to improve and main-
tain their nuclear weapons, and on and on and on.

Recognizing the proliferation problem, and recognizing the sensi-
tivity of high-performance computers as one of the things that
could be used in the proliferation activity, and recognizing that one
of our major new trading partners, China, was doing things with
them for the inherent activity of improving their nuclear stockpile
and so forth. This was troublesome to us, and that their side activ-
ity of handing off technology and other things to rogue nations. As
a result, Congress, in 1998, as a part of the Defense Authorization
Act, said that when we as a Nation—the Department of Commerce
particularly—that when you look at these high-performance com-
puter export situations, that Congress needs to be involved in the
process.

We use MTOPS levels in this country, and without getting into
too much detail, it has to do with the computing power of these ma-
chines. And we have had a regime in this country for some time
now that related our export policies with regard to these high-per-
formance computers to that MTOPS capability. That has come
under question now and we will be talking about that today, but
that has been our policy; the idea being that the greater the
MTOPS level, the greater the power of the machine and the more
likely it would be for China, for example, to utilize this capability—
for example, their nuclear weapons production enhancement.

Without testing, it is very important to nuclear weapons coun-
tries, for example, to be able to simulate tests, improve their stock-
pile, maintain their stockpile. We do that. They do that. High-per-
formance computers assist you in doing that; many applications
that the Cox Report and others have pointed this out. So, an addi-
tional phenomenon to add to this story is that we have greatly lib-
eralized our export policy with regard to high-performance com-
puters over the last few years.

Again, we will get into a discussion of whether or not that is wise
or not, but there is no question that that has happened. Within 1
year, the MTOPS level went from 2,000 to 85,000 under President
Clinton’s directives. So, backing up a bit, in 1998, Congress, look-
ing at all this, says that when you raise those MTOPS levels, you
need to make an assessment as to what this is doing to national
security, if anything. You need to make an assessment as to the
foreign availability of these things. You need to make an assess-
ment and report to Congress as to the military applications of high
performance computers at the increased level.

In other words, I might have an opinion on whether MTOPS is
a smart way to go. You might have a different opinion. But let’s
really do an assessment as to the significance of what it is that we
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are about to do. Well, we now have kicked in at the 85,000 level.
Under President Clinton’s directives, we no longer have the notifi-
cation requirement that we had before. We have abrogated a notice
requirement that used to kick in at below the MTOPS level.

Even though you might not need a license to export a high-per-
formance computer, at least we want to know; we want to be able
to have an audit trail at a lower level, and that was the way we
operated up until just recently. The MTOPS levels kicked in. The
notice requirement will kick in shortly. So now we are at the
85,000 level with no notice requirement for any computer exports
less than the 85,000 MTOPS level. So we are saying at that level,
Mr. Exporter, we not only do not need you to have a license, we
do not need to know what you are doing for our audit purposes or
whatever.

And this is at a time, incidentally, and the Cox Report points
this out, that our post-shipment verification situation is virtually
nil. T think for a long period of time we had one post-shipment
verification of a Chinese supercomputer. Then, there have been
some more since then, but they would not even let us in there to
check for a long period of time. That is the background of what we
are doing here. With that, the President makes his report. The
2001 law required that the GAO take a look at the President’s re-
port and to give Congress an opportunity to look—a very brief op-
portunity, I might add—quickly look and see what the GAO says
about the President’s report in order for Congress to have a chance
to act if it wanted to.

That is what we are about here today. The President has made
his report. It is obvious that the President’s report does not make
an assessment as to all of the military applications that we know
are out there, and it is clear that the President’s report has not
made an adequate determination or assessment in terms of the na-
tional security implications of what has just been done. That is
what this is about, within the context of a much broader debate
that we have had going on for some time now and will continue,
I'm sure. It is the assessment of the President’s report in compli-
ance or lack of compliance with the 1998 Defense Authorization
Act, which required the President—you have got the right, Mr.
President—to raise these MTOPS levels. You have got the right to
cut off the notice below the 85,000 level, if you want to, but tell
glongress what the significance of that is, so we are not flying

ind.

My conclusion is that we are still flying blind, and that we do
not have anyone in this Nation who has made an independent, un-
biased assessment of the significance of our greatly liberalized ex-
port policy with regard to dual-use items and, in particular, high-
performance computers. My colleague, Senator Bennett, here, will
eloquently point out that the genie is out of the bottle and every-
body has got everything, etc. He may be right, but we have 100
folks around here with 100 different opinions about that. What I
am interested in is having professionals, having folks who know
this stuff to take a look at it and make a determination and rec-
ommendation to us as to whether or not MTOPS are outmoded. If
so, what does that mean, that we abandon everything? I think
clearly not.
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There is a lot of potential other things that we can do. Nobody
has taken a look at them. So, we continue, because nothing is ex-
ploding at the moment, we continue to go down the same path
blindly, each of us, with our various opinions as the extent of which
we ought to control or decontrol, or regulate or deregulate, with in-
dustry pounding on our doors every day, trying to liberalize export
controls further, arguing that there is no need to try to control any-
thing, ever, anymore, anywhere. We are talking about Tier 3 coun-
tries here. If really you cannot control anything anymore, why con-
trol Tier 4 countries? Why not go ahead and send computers to
Syria and Libya, if, in fact, there is nothing we can do at any
stage? So those are the issues that we have here today.

[The prepared statement of Chairman Thompson follows:]

PREPARED STATEMENT OF SENATOR THOMPSON

Good Morning. Today, the Governmental Affairs Committee is holding a hearing
on the recent changes to our export control policy with regard to high performance
computers. These changes were made by former President Clinton in January 2001,
before he left office.

High-Performance Computers (or HPCs) represent a special challenge for our ex-
port control regime, because in many ways they are the King of “dual-use” tech-
nologies—that is, technologies that are subject to national security export controls
because they are easily usable for important civilian purposes as well as dangerous
military ones. High performance computers are particularly sensitive because they
are enabling technologies that have important applications to national security.
HPCs can be used to design more powerful nuclear weapons, more capable ballistic
missiles, quieter submarines, and high performance jet aircraft. Computers are crit-
ical to our intelligence agencies. They are used in cryptology, reconnaissance sat-
ellites, and electronic eavesdropping. High performance computers are also key to
modern warfare. They are used in precision-guided munitions, theater missile de-
fense, battle management, and information superiority. In short, computers are the
technical keystone of our national security apparatus; they are also important to our
potential adversaries.

Given the military importance of high performance computers, and reports at the
time that foreign entities had illegally acquired U.S.-made HPCs for military pur-
poses, the Congress inserted language into the FY 1998 National Defense Author-
ization Act that was designed to strengthen HPC export controls. Among other
things, this legislation required the administration to provide a report to the Con-
gress on three factors when proposing a modification of the export control notifica-
tion thresholds for high performance computers. First, the report is to address the
availability of high performance computers from other countries. Second, it is to ad-
dress all potential uses of military significance at the new control thresholds. And
third, the report is to assess the impact of such uses on U.S. national security inter-
ests. It is important to note that the purpose of the law was not to fetter inter-
national trade or hurt the computer industry, but to ensure that the government
conducted a thorough assessment of the risks and reasons underlying any change
to our HPC export control policies.

Two years later, the Cox Committee stated in its July 1999 report that the Peo-
ples’ Republic of China was diverting U.S.-built HPCs for unlawful military applica-
tions. Specifically, it was using American-made computers to design, model, test,
and maintain advanced nuclear weapons. The committee clearly stated that “The il-
legal diversion of HPCs for the benefit of the PRC military is facilitated by the lack
of effective post-sale verifications of the locations and purposes for which the com-
puters are being used. HPC diversion for PRC military use is also facilitated by the
steady relaxation of U.S. export controls over sales of HPCs.” The committee added
that U.S.-origin HPCs had been obtained by PRC organizations involved in the re-
search and development of missiles, satellites, spacecraft, submarines, and military
aircraft, to name a few.

Despite this report and others, the Clinton Administration further relaxed export
controls on high performance computers. In January 2000, the licensing threshold
for HPCs was set at 2,000 MTOPS. Over the course of a year additional changes
were made—including removing distinctions between civilian and military end-
users—culminating in the January 2001 decision to raise the licensing level to
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85,000 MTOPS—over a 40-fold increase in a 12-month period! These changes, and
others, were made to our HPC export control policies without conducting a thorough
national security risk assessment. I might add that a risk assessment not only
would have been the responsible and prudent thing to do, it was required by law.

It also appears that the Clinton Administration couldn’t justify these changes on
economic and commercial grounds. HPCs of similar capability are not “foreign avail-
able” despite industry claims that they are “widely available.” Additionally, while
the administration and industry cited computer “clustering” and other techniques
as making computer controls ineffective, we will hear otherwise today from the Gen-
eral Accounting Office. Even the Cox Committee reported 2 years ago that “while
the PRC might attempt to perform some HPC functions by other means, these com-
puter work-arounds remain difficult and imperfect.”

Surprisingly, however, little money appears to be at stake in the decisions over
HPC export controls to China and other Tier 3 countries. Let me be clear. HPCs
can be sold license-free to most countries in the world. With regard to Tier 3 coun-
tries—China, India, the former Soviet Union, all of the Middle East, Vietnam, and
most of Eastern Europe—computers under 85,000 MTOPS can be sold license-free.
Computers over 85,000 MTOPS require a license, but even then, over 90% are ap-
proved for sale. HPCs cannot be exported to any of the rogue states. In short, given
that sales to tier 3 countries represent less than 10% of all HPC sales abroad, and
HPC sales don’t appear critical to the economic health of most U.S. computer com-
panies, it is hard to justify the national security risks simply to sell a few hundred
more of them to China and other “high risk” destinations. It is even more difficult
to believe the computer industry’s argument that the U.S. military will be harmed
if U.S. firms can’t reinvest these marginal profits gained from Tier 3 sales back into
R&D programs that might produce military-ready “off the shelf” technology. Accord-
ing to this line of reasoning, the United States must jeopardize its national security
in order to improve its national security. This makes little sense.

The bottom line is that the computer industry is not concerned about current
sales because these sales are not as significant as we were led to believe; however,
the industry is concerned about future sales. Any government efforts to regulate the
sale of HPCs on national security grounds is summarily and automatically rejected.
The problem with this approach is that our country faces serious threats today. De-
spite the fact that the Cox Committee identified several alternative methods to safe-
guard U.S.-made HPCs, the bipartisan Deutch Commission made several rec-
ommendations to strengthen our export control regime, and the GAO recently listed
nearly a dozen alternatives to the current MTOPS metric, we can’t seem to find any
consensus within the government or private sector that export controls on computer
hardware are either needed or effective. I strongly disagree.

Given sufficient political will, ingenuity, and leadership, I am confident that we
can find a system that accommodates commerce while protecting our national secu-
rity. The first step in that process, however, is finding an honest broker that can
conduct the research, present the facts, outline the costs and benefits, and analyze
the risks to our national security and economic prosperity of each policy option. I
a}rln ((;}(Klgdent we will hear from such an honest broker today when we hear from
the .

The Committee has been closely involved with nonproliferation policy and export
control issues for many years. In legislation passed by the Congress last year at my
urging, the General Accounting Office was tasked to assess the President’s compli-
ance with the reporting requirements outlined in the FY 98 NDAA, and to evaluate
the adequacy of the stated justification for any proposed changes to HPC export con-
trols. This hearing, therefore, will ask the GAO to report on its findings pursuant
to these taskings.

I look forward to hearing today, therefore, from our witnesses, who can shed some
much-needed light on the complex, yet critical, issue of high performance computer
export controls.

Senator THOMPSON. Senator Bennett.

OPENING STATEMENT OF SENATOR BENNETT

Senator BENNETT. Thank you, Mr. Chairman.

Chairman THOMPSON. Would you like to state your own case?

Senator BENNETT. Well, my case is not that much different from
yours. The only other item that I would put on the record before
we hear from the witnesses is that other countries have been in-
volved in the manufacture of these same devices. Particularly,



6

when you get into the issue of MTOPS, which are a function of the
speed and excellence of individual chips—there are individual chips
being manufactured in France, Japan, Germany, and, interestingly,
China itself, that have the same computing power of some of the
chips that we previously sought to control.

Part of the problem facing American manufacturers is that if we
restrict them from exporting into the world, on the basis that some
of their products can be used by these rogue countries, we also cut
them out of competing in the world in benign areas, with other
countries who have the ability to manufacture the same level of ca-
pability that we have. The Chinese will use their own chips, in-
stead of ours, to do some of the things that we might not want
them to do. Then, with that same manufacturing capability, come
into our markets, take our markets away from us, and we have,
therefore, accomplished little or nothing in terms of our concern.

Aside from putting that statement into the record, Mr. Chair-
man, I agree with you completely that the proliferation of weapons
of mass destruction is the most serious challenge we face in the
world today, in terms of our national security, and I welcome your
initiative in getting the GAO involved in doing an analysis and
study of this. As I said, we may not be quite as far apart as you
might think or as we may have appeared to be in the past.

Chairman THOMPSON. Thank you very much.

Senator Collins, do you have an opening comment.

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you very much, Mr. Chairman. I first
want to thank you for holding this hearing on this very important
issue on which you have been a real leader in the Senate.

It is often observed that we live today in the information econ-
omy, one in which our individual and collective economic success
depends increasingly upon the ability of computer systems to store
and retrieve data, to control sophisticated manufacturing processes,
to perform complex mathematical calculations, and to connect us
together, seamlessly, without regard to the bounds of geography.
Ever faster computer processing power is, in many respects, the
backbone of this information economy. As a result, the health of
our computer industry, which currently leads the world, should be
of very great concern to all of us. At the same time, however, we
cannot forget that the very processing speed that makes computers
so useful in the private sector also makes them crucial enabling
technologies for advanced military developments.

The atomic bomb was designed by scientists using slide rules,
and it only took a comparatively primitive computer to design the
first Stealth bomber. The sophisticated weapons systems of tomor-
row and the complex command and control schemes into which
they will all be fitted, however, require state-of-the-art technology.
For countries seriously attempting to take advantage of what many
military theorists have described as the information-driven revolu-
tion in military affairs now underway, acquiring more and better
high-performance computers is an absolute necessity. We encour-
age such developments in potential adversary countries only at our
great peril. High-performance computers are, thus, the classic dual-
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use technology. They are, indeed, useful for numerous legitimate
purposes, but they can be very dangerous in the wrong hands.

The same computing power that can model complex atmospheric
weather patterns on a continental scale, for example, might be just
as useful in modeling critical aspects of a nuclear explosion, per-
haps thus helping a country improve its nuclear stockpile or de-
velop sophisticated nuclear weapons without telltale test explo-
sions.

This is the source of the real tension in national security export
control law. To be sure, export control restrictions can do real harm
to high-tech, highly competitive sectors of our economy, by making
overseas sales slower, more difficult and less certain, ceding ground
to our foreign competitors. At the same time, however, it is impera-
tive that our understandable eagerness to promote commercial
sales not lead us to permit American companies to help arm actual
or potential foreign adversaries.

That is why today’s topic is so interesting. We saw the actions
taken by the previous administration, which I am describing in
some detail in my statement, and which I would ask be put within
the record in the interest of time. This is clearly a significant issue
and it is one that Chairman Thompson has been closely involved
with for some time. As a Member of this Committee myself and as
a new Member of the Committee on Armed Services, I feel strongly
that we can strike an appropriate balance.

So, with that, Mr. Chairman, I would ask that the remainder of
my statement be included in the record and I look forward to the
hearing today.

[The prepared statement of Senator Collins follows:]

PREPARED STATEMENT OF SENATOR COLLINS

It is often observed that we live today in an “Information Economy,” one in which
our individual and collective economic success depends increasingly upon the ability
of computer systems to store and retrieve data, to control sophisticated manufac-
turing processes, to perform complex mathematical calculations, and to connect us
seamlessly together without regard to the bounds of geography. Ever-faster com-
puter processing power is in many respects the backbone of this information econ-
omy. As a result, the health of our computer industry—which currently leads the
world—should thus be of very great concern to all of us.

At the same time, however, we cannot forget that the very processing speed that
makes computers so useful in the private sector also makes them crucial “enabling
technologies” for advanced military developments. The atom bomb was designed by
scientists using slide rules, and it took only comparatively primitive computers to
design the first Stealth bomber. The sophisticated weapons systems of tomorrow
and the complex command-and-control schemes into which they will be fitted, how-
ever, require the state of the art. For countries seriously attempting to take advan-
tage of what many military theorists describe as the information-driven “Revolution
in Military Affairs” now getting underway, acquiring more and better high-perform-
ance computers is an absolute necessity. We encourage such developments in poten-
tial adversary countries only at our great peril.

High-performance computers are thus the classic “dual-use” technology: They are
useful for innumerable legitimate purposes, but they can be very dangerous in the
wrong hands. The same computing power that can model complex atmospheric
weather patterns on a continental scale, for example, might be just as useful in
modeling crucial aspects of a nuclear explosion—perhaps thus helping a country im-
prove its nuclear stockpile or develop sophisticated thermonuclear weapons without
tell-tale test explosions.

This is the source of the real tension behind national security export control law.
To be sure, export control restrictions can do real harm to high-tech, highly-competi-
tive sectors of our economy by making overseas sales slower, more difficult, and less
certain—ceding ground to our foreign competitors. At the same time, however, it is
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imperative that our eagerness to promote commercial sales not lead us to permit
American companies to help arm actual or potential foreign adversaries.

This is why today’s topic is so interesting. On several occasions, the previous ad-
ministration saw fit to dramatically loosen the export control restrictions that gov-
ern sales of high-performance computers to so-called “Tier 3” countries such as Rus-
sia and the People’s Republic of China. Last year, in fact, the Clinton Administra-
tion eliminated the distinction between “civilian” and “military” end-users for Tier
3 computer sales—with the effect that military research laboratories and intel-
ligence agencies in these countries can now freely buy American computers at the
same high performance level at which we permit license-free sales for less dan-
gerous end-user such as banks or hospitals. Moreover, the performance level of com-
puters available without any export license at all has steadily been raised in lock-
step not with the actual availability of such equipment from foreign competitors but
rather with the American computer industry’s anticipated marketing strategy for
ever more powerful processors.

Less than 2 years ago an export license was required in order to sell computers
to military end-users in a country such as Russia or China at performance levels
of more than 2,000 Million Theoretical Operations Per Second (MTOPS). This, I
should emphasize, did not mean that sales above that level were barred—merely
that in order to sell such a computer to such an end-user, one had to obtain permis-
sion from the U.S. Government, which reserved the right to object on national secu-
rity grounds. As of January this year, however, the export license threshold level
stood at 28,000 MTOPS. With President Clinton’s last minute decision on January
18, 2001 to implement yet another loosening of export controls, this level is rising
to 85,000 MTOPS. That amounts to more than a 40-fold increase in less than 2
years! Some of these changes, moreover, have been made over the objection of our
allies and in violation of our government’s commitment to observe export licensing
{(]evels agreed upon by the multilateral Wassenaar Arrangement headquartered in

ienna.

These have been remarkable changes. But have the previous administration’s dra-
matic relaxation of computer export controls managed to strike an appropriate bal-
ance between commerce and security? Disturbingly, it is remarkably hard to tell.
The unanimously-adopted Cox Report of 2 years ago discussed some of these issues
in one of its chapters, warning of the many military uses to which the PRC is put-
ting high-performance computers purchased from the United States. Press accounts
have also reported the appearance of U.S. machines in Russian nuclear weapons de-
sign laboratories—an occurrence about which the head of Russia’s weapons program
actually boasted publicly. Remarkably, however, a thorough assessment of the na-
tional security implications of specific decisions to loosen computer export controls
has never been done.

This is very troubling. Despite repeated GAO studies and Congressional hearings
highlighting this fact and urging corrective action, not one of the previous adminis-
tration’s repeated relaxations of computer export control thresholds was accom-
panied by a serious analysis of the national security implications of the change. For-
tunately, Congress saw fit last year to require such a national security assessment
by GAO. Our witnesses today will present us with the GAO’s findings pursuant to
this Congressional requirement.

According to conference report language adopted late last year, Congress expects
that GAO will provide an assessment of the adequacy of the stated justifications for
a change in computer export license threshold levels, as well as an evaluation of
this change’s likely impact upon our national security and foreign policy interests,
the security of our friends and allies, upon multilateral regimes such as Wassenaar,
and upon our nonproliferation policy. That is quite a tall order, but I have great
faith in our experts who join us from GAO today. This is apparently the first time
such factors have ever formally been assessed in connection with a change to com-
puter licensing rules, so I am pleased that this Committee is providing this oppor-
tunity for them to testify.

This is clearly a significant issue, and one with which Chairman Thompson has
been closely involved for some time. As a Member of this Committee for some time,
and as a new Member of the Armed Services Committee, I feel that it is possible
to strike an appropriate balance between commerce and security. Today’s hearing
will contribute to these debates in important ways, and should help ensure that
these national security issues receive the attention they deserve. I look forward to
hearing the testimony of our witnesses.

Thank you, Mr. Chairman.

Chairman THOMPSON. Without objection, it will be made a part
of the record. Thank you very much, Senator.
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At this time I would like to recognize our panel. We are pleased
to have three witnesses with us today from the General Accounting
Office, Dr. Susan Westin, Managing Director of International Af-
fairs and Trade Division. She will present the GAO’s findings with
regard to former President Clinton’s January 2001 changes to the
United States high-performance computer export control policy.

Dr. Westin will be joined by Steve Lord, Assistant Director of the
International Affairs and Trade Division, and Jeff Phillips, a senior
analyst also in the International Affairs and Trade Division. I
would like to read the resumes of all you folks. It would be ex-
tremely impressive, I assure you, if you have not already read
them, but unless you insist, we will just skip those and just say
that you are, obviously, highly qualified in these very technical,
complex areas. We thank you for being with us today.

Dr. Westin, would you please proceed with your testimony?

TESTIMONY OF SUSAN S. WESTIN,! Ph.D., MANAGING DIREC-
TOR, ACCOMPANIED BY STEPHEN M. LORD, ASSISTANT DI-
RECTOR, AND JEFFREY D. PHILLIPS, INTERNATIONAL SECU-
RITY ANALYST, INTERNATIONAL AFFAIRS AND TRADE DIVI-
SION, U.S. GENERAL ACCOUNTING OFFICE

Ms. WESTIN. Yes, thank you, Senator. Mr. Chairman, I ask that
my entire written statement be put into the hearing record, but I
will just summarize my remarks.

Chairman THOMPSON. Without objection.

Ms. WESTIN. I am pleased to be here today to discuss export con-
trol issues for high-performance computers. As you know, export
controls continue to be a contentious part of our national security
debate. Over the past several years, there has been continuing con-
gressional concern over the rationale for revising these controls,
and their effect on our national security.

U.S. policy with respect to the export of high-performance com-
puters seeks to balance the national interest in promoting economic
growth in trade against the essential national security requirement
to prevent the proliferation of technologies related to weapons of
mass destruction, missiles, and advanced conventional weapons.
The United States has long controlled the export of high-perform-
ance computers to sensitive destinations, such as Russia and
China. Recent technological advancements in computing power
have been rapid. The regulations for high-performance computer
control thresholds are currently based on a computer’s composite
theoretical performance, as measured in millions of theoretical op-
erations per second, or MTOPS.

We recently reported that the growing ability of other countries
to cluster lower performance computers has made the current com-
puter export control system ineffective in limiting countries of con-
cern from obtaining high-performance computing capabilities for
military applications. In that report, we also reported that MTOPS
is an outdated and invalid means for determining whether indi-
vidual high-performance computers should be licensed for export.

On January 10, 2001, President Clinton announced a significant
relaxation in export control licensing and notification thresholds for

1The prepared statement of Ms. Westin appears in the Appendix on page 23.
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high-performance computers, and a proposal to eliminate almost all
controls on exports of computer hardware. Today, I will first dis-
cuss our evaluation of the President’s justification for changing the
computer control thresholds. I will then turn to our evaluation of
the support of the President’s policy proposal to shift the emphasis
of controls from hardware to software controls. Finally, I will dis-
cuss some of the implications of these changes.

The main message of my testimony this morning is that the in-
adequate justification for the relaxation of export controls for high-
performance computers demonstrates the need for a comprehensive
study of export controls. As we have previously recommended, a
panel of experts is needed to conduct a comprehensive assessment
of available options to address weaknesses of computer export con-
trols, as well as to determine what U.S. countermeasures might be
necessary to respond to computer-related enhancements of military
or proliferation capabilities in sensitive countries.

Turning to the first point, the President’s January 2001 changes
in the export control thresholds for high-performance computer ex-
ports are not adequately justified. While the President’s report rec-
ognizes that high-performance computing capabilities will become
increasingly available to other countries through computer clus-
tering, the report fails to address all militarily significant uses for
computers at the new thresholds, and assess the national security
impact of such uses as required by law. The inadequacies of the
President’s report are further compounded by continued use of a
flawed measure, MTOPS, for assessing computer performance.

Second, the President’s policy proposal for relaxed U.S. computer
controls also is not adequately supported. Although the new policy
was based on a conclusion that computer hardware exports can no
longer be controlled, the Executive Branch has failed to adequately
assess alternative control options. In addition, the new policy
would focus more attention on using new software controls to pro-
tect U.S. national security interests, even though such controls
have yet to be identified and developed.

Finally, we identified several implications of the changes to the
control thresholds and the proposed change in U.S. computer ex-
port control policy related to increased risk for U.S. national secu-
rity. I would like to emphasize three of these implications. The first
implication is that the inadequacies of the President’s justifications
again demonstrate the need for a comprehensive study of the
issues involved. In our December 2000 report on high-performance
computers, we recommended that Executive Branch agencies com-
prehensively assess ways of addressing the shortcomings of com-
puter export controls, including the development of new perform-
ance measures and of countering the negative effects on U.S. na-
tional security of increased availability of high-performance com-
puting. Although the Departments of Defense and Commerce did
not agree with this recommendation, we believe this recommended
course of action is still valid. Without such a comprehensive study,
the United States will not be prepared to fully assess and mitigate
the risks that it may face by revising U.S. high-performance export
controls.

The second implication is that the new rules effectively eliminate
prior U.S. Government review of any computer exports below the
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licensing threshold to sensitive countries. The National Defense
Authorization Act of 1998 requires computer exporters to notify the
Commerce Department in advance of any proposed high-perform-
ance computer exports to sensitive countries, such as China, Russia
and India that pose a concern for military or proliferation reasons.

Since the threshold for notifications was set lower than the
threshold for licensing, it served as a tripwire for triggering ad-
vanced U.S. Government review of exports to potentially sensitive
end-users. Under this procedure, exporters must apply for a license
if any Executive Branch agency in the licensing process objects to
a proposed computer export. Next week, the threshold for notifica-
tion takes effect at 85,000 MTOPS. This will be the first time that
the notification threshold is the same as the licensing threshold for
computer exports to sensitive countries.

In the past, the notification threshold lower than the licensing
threshold allowed the U.S. Government to deny or defer some ex-
ports, or make other exports conditional on additional safeguards.
There were over 3,700 notifications of intent to export computers
between February 1998 and September 2000. Of the 204 notifica-
tions that required subsequent license applications, 165 were not
approved, while the remaining 39 were approved with conditions.
Reasons for non-approval included concerns over end-users.

Admittedly, only a small percentage of the notifications were not
approved for licenses to export. Commerce and Defense officials
point to this small percentage as evidence that the notification
process has not been useful. However, we are not able to assess the
significance of the non-approved licenses, in part because of lack of
the national security analysis of the impact of these exports to sen-
sitive countries.

The third implication is the U.S. Government will have to rely
more heavily on computer vendors to know your customers, and as-
sess their intentions to use computers for proliferation purposes.
Past evidence has shown this reliance may be misplaced. In sum-
mary, we recognize the need for U.S. policy on the export of sen-
sitive technology to balance economic and trade interests against
national security interest. However, the justification for relaxing
the export controls did not address all computer uses of military
significance, to which high-performance computers could be applied
at the new thresholds, and did not assess the national security im-
pact of such uses. The lack of justification makes it difficult to de-
termine if the appropriate balance between economic interest and
national security interests has been achieved.

Mr. Chairman, Members of this Committee, this concludes my
prepared remarks. My colleagues and I will be pleased to respond
to any questions you may have.

Chairman THOMPSON. Thank you, Dr. Westin. I appreciate that
very much and I especially appreciate GAO’s attention to this in
a short period of time. The legislative framework that we set up
for your getting involved and doing this was short, and our review
period is short. In fact, I think we have to act by tomorrow as a
Congress, and I think the whole process is very deficient in my
mind, but it is what it is, and you are doing your part and we are
trying to do ours.
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Let me see if I can basically summarize your testimony and see
if I am accurate. First, is that with regard to three basic require-
ments under the 1998 Defense Authorization Act, that two of those
requirements were not fulfilled, or were deficient in the President’s
report; that is, the requirement to assess the military applications
and the other requirement to assess the national security implica-
tions. Is that basically correct?

Ms. WESTIN. That is right, the justifications that were to be in-
cluded, according to the NDAA, were not there.

Chairman THOMPSON. All right. Also, next week will be the first
time that the notification level is the same as the license level at
85,000 MTOPS. Is that correct?

Ms. WESTIN. That is right.

Chairman THOMPSON. And you point out the significance of that,
in that in times past notification has been lower, and we have been
able, as a country, to catch some, presumably, that should not be
approved that, otherwise, would have been approved had it not
been for a lower notification level. You mentioned 165, I believe, li-
censes were denied that otherwise, presumably, would have been
approved.

Ms. WESTIN. Yes, Senator, 165 were not approved. I think it is
12 that were outright denied and the others were returned without
action.

Chairman THOMPSON. Sometimes I think that is done for na-
tional security purposes and people do not want to talk about, in
too much detail, why they are doing what they are doing. They just
do not get their license. You also say that you believe that the
MTOPS metric is no longer very useful in making these determina-
tions, primarily, as I take it, because of the clustering capability
that countries have now. Is that basically correct? I know I am
paraphrasing.

Ms. WESTIN. That is basically right, that it is an outdated meas-
ure.

Chairman THOMPSON. It is an outdated measure. I am also cor-
rect, though, in concluding that you are not suggesting that, there-
fore, we should have no measure, or that we should have no con-
trol; are you?

Ms. WESTIN. No, definitely, that is not part of our conclusion,
nor, Senator, are we concluding that 85,000 MTOPS is an appro-
priate level or not an appropriate level. Our analysis was to look
at the justifications that were behind changing these export control
levels.

Chairman THOMPSON. dJustification in these two important cat-
egories simply are not there. We are continuing to liberalize our ex-
port policy without the knowledge of the national security impact
it might have, or without an assessment as to all of the military
applications that such a raising of MTOPS-level licensing might
have.

Ms. WESTIN. That is right.

Chairman THOMPSON. I think it is important to remind our-
selves, too, that when we are talking about 85,000 MTOPS, that
does not mean anybody is cut off at 85,000. That just means that
when you get below 85,000, you do not even have to have a license,
but when you get to the 85,000 and above, 90-something percent
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of the license applications—I think that is correct—are approved.
The Cox Report suggested several alternative ways of measuring
these computers, in terms of their significance. The Deutch report
had several possible suggestions. Your report in December of last
year had almost a dozen possible suggestions as to different ways
that we could possibly control or have a control regime, which
would really keep the stuff we wanted out of the bad guys’ hands,
or potential bad guys, in terms of end-users—I am not talking
about countries necessarily—that there were options out there, but
that nobody has really sat down and gone through and made a de-
termination as to which one of these might be viable and which
ones might not be; is that correct?

Ms. WESTIN. That is right, and we include ourselves in that, Sen-
ator. GAO did not do that.

Chairman THOMPSON. Nobody has done that. We are flying blind,
essentially, with regard to that. Some of those suggested possibili-
ties are hardware-type solutions, counting of processors instead of
MTOPS, things of that nature; but suffice it to say, there are a va-
riety of suggestions out there from Cox to Deutch to GAO, things
that are on the table, that knowledgeable people have said, “We
might ought to take a look at this. This might work.”

All kinds of ideas are out there. None of us are wed forever to
the MTOPS criteria or anything else. We just know that whatever
the criteria is, it is becoming more and more liberal. It went from
2,000 MTOPS to 85,000 MTOPS in 1 year. The notice requirement
has been liberalized, shall we say, or there is less and less notice,
less time for Congress—Congress used to have 6 months to review
this. Now we have 60 days.

Ms. WESTIN. 60 days.

Chairman THOMPSON. Everything is being pushed toward more
high-performance computers out the door to Russia and China. As
I said, we might conclude, someday, that we might as well do that
and we might as well go ahead to give them to Iran and Iraq, while
we are at it, but we were not there yet, because nobody, including
the President, even though the law required it, has made a na-
tional security assessment or an assessment of all the military ap-
plications that might have significance in terms of the MTOPS
level being raised. Is that essentially correct, a summary?

Ms. WESTIN. Yes, that is a good summary, Senator.

Chairman THOMPSON. I noticed here in your September 1998 re-
port on export controls, national security issues and foreign avail-
ability for high-performance computer exports, GAO has done a lot
of good work in this area. It is unfortunately under the radar
screen. Nobody pays a whole lot of attention to it now, except the
people in the business, but it is very important and one of the
things that you have looked at is how we stand in comparison to
other countries.

I noticed here on page four, it said, “Based on EAA’s description
of foreign availability, we found that subsidiaries of U.S. companies
dominate overseas sales of high-performance computers.” According
to U.S. high-performance computer exporters, there were no in-
stances where U.S. companies had lost sales to foreign high-per-
formance computer vendors in Tier 3 countries. We also obtained
information on the capability of certain Tier 3 countries to build
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their own high-performance computers, and found it to be limited.
Tier 3 countries are not as capable of producing machines of com-
parable quantity and of comparable quality and power as major
high-performance computer supply countries.

I think that one of the issues we are going to have to deal with
as a Congress is that even acknowledging the world is a smaller
place, and many of the technological genies are certainly out of the
bottle, is there anything to be derived from still trying to keep cer-
tain things out of the hands of certain people for certain lengths
of time, with a full concession that maybe eventually everybody
will have everything? If not, why not send it to Saddam Hussein
right now and make the profit off of it and put it back into our sys-
tem, so that we can strengthen our own system over here? Obvi-
ously, nobody would advocate that. Where I think we come to is
that there is something to be said for certain reasonable restric-
tions that comport with reality, but that, if nothing else, slows
down this process that, among other things, has caused us to con-
clude we need a national missile defense system. That is the debate
we are having here and I think you have made an important con-
tribution to it. Thank you.

Senator Bennett.

Senator BENNETT. Thank you, Mr. Chairman.

Thank you, Dr. Westin. I agree, absolutely, there must be careful
study of this, further study of it. The primary challenge in this
world is how rapidly it is changing. A report that comes out is ob-
solete almost as fast as the product that it examines. Let me share
with you and the Committee a press release that came out on the
1st of February, so it is 45 days old now, a company I had never
heard of until this was called to my attention, called Juno Online
S}frv;ces. Are you familiar with that? Are any of you familiar with
that?

Ms. WESTIN. Yes, I have my chief scientist here and he is famil-
iar with that.

Senator BENNETT. Here is what it says, and is pretty staggering
in its implications: “Preliminary studies recently completed by the
company suggest that if the computers of all of Juno’s active free
subscriber base were simultaneously working on a single computa-
tional problem, they would together represent the world’s fastest
supercomputer and might approach or break the petahertz barrier.”
I have never heard of the petahertz barrier, but things keep coming
at us in this world all the time—that is a hypothetical effective
processor speed in the order of a billion megahertz.

Then you go on in the press release, and this is fascinating to
contemplate, it says, “Applications will run as screen savers on the
computers of participating subscribers when their machines would
otherwise be idle, performing calculations when the computer is on,
but not in use.” Now, I have a screen saver on my computer that
shows the beautiful scenery of the State of Utah and changes every
few seconds from one magnificent vista to the next, but that is ob-
viously not taxing the computer very much to put those pictures up
there. So, apparently, if I am connected with Juno, while my screen
saver is on, they will get in and use the computing power to work
on this problem. It says Juno’s free, basic service may ultimately
be required to make their unused computing power available to the
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project as a condition for using that service. In other words, if you
subscribe to Juno, you have to say while we have our screen saver
up, you have access to the computing power in our computer, and
Juno has enough subscribers that altogether, they would represent
computing power greater than the world’s existing supercomputer,
the biggest supercomputer. This is an idea that is 45 days old as
far as the public is concerned.

I bring this up to illustrate how rapidly everything is changing.
This is a circumstance that was not in the debate when the Con-
gress met in the year 2000. We did not have any concept—at least
I did not have any concept—I do not know about my colleagues, but
I did not have any kind of concept that this kind of connection
could even be conceived of, let alone discussed in early 2001 as a
legitimate situation. Whether or not Saddam Hussein would some-
how plug into this and take advantage of it, without anything
being exported at all, no physical box ever shows up in Iraq, he just
makes an electronic connection with a subscriber somewhere, and
then makes use of it, is a further demonstration of how badly we
need the study that you are talking about, and it needs to be an
ongoing study; that the conclusions arrived at by July of this year
will be obsolete by October of this year.

Maybe that is an issue, Mr. Chairman, we should raise with
Condoleeza Rice as an ongoing thing in the National Security
Council. I have talked to her about the whole issue of critical infra-
structure protection, because I think that the next war will not be
fought with kinetic weapons. It will be fought with computers. If
I were somebody who wished this country ill, I would not try to
take on the U.S. military, because I would lose. Instead, I would
hire the best hackers I could find, and say let’s find a way to get
into the telephone system and shut down the Fed wire, so that the
American economy comes to its knees overnight, because no checks
can clear, no money can pass and so on.

I think that is where the next war is being fought, and I was de-
lighted that Condoleeza Rice not only understood that, but she had
thought very deeply about it and was ahead of me. That is all a
little humbling, for a Senator, to have somebody come to your of-
fice, and you are going to raise an issue, and have that individual
know more about the issue than you do.

I think your recommendation here is a very sound one and we
clearly need to pay attention to it, and the only amendment I
would add is the one I have suggested, that it not just be a single
date and the report issued and then you go onto other things; that
we find some way that this is an ongoing assessment, because the
Juno announcement demonstrates how rapidly moving and chang-
ing everything is all of the time. Now, if you have any comment
or reaction to that, I would be happy to hear it.

Ms. WESTIN. Senator, I was going to say that I think you really
have given an excellent example that does back our recommenda-
tion, because our recommendation for this expert panel is really
twofold; to address any weaknesses in export control measures—
but I think what your example was pointing to—to make a deter-
mination of what U.S. countermeasures are necessary to deal with
these weaknesses.
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It may very well be that advances in technology are occurring so
quickly that there is not going to be a good measure for controlling
the export of computers, which is why I think the second part of
the recommendation, as I have said, is equally important, to deter-
mine what countermeasures are we going to take. It all does hinge
on having an analysis of the military uses of high-performance
computers, and what impact these uses have on our national secu-
rity interest.

Senator BENNETT. The only other comment I would make, Mr.
Chairman, that I would like the panel’s reaction to, when Dr.
Hamre testified in a hearing on the Export Controls Act, he was
no longer the Deputy Secretary of Defense, but testified in his posi-
tion as the President of CSIS, but he talked about his own transi-
tion on this issue, how, as an official of the Department of Defense,
he was firmly opposed to export of any of these items. And then
he said he woke up one night and realized that what is happening
around the world, in terms of other countries developing these ca-
pabilities, could mean a situation where the United States might
be dependent on a foreign manufacturer, because the foreign manu-
facturer would have access to markets that the American manufac-
turer would not.

He said I began to change my position pretty clearly because I
did not want to run the risk of American manufacturers falling be-
hind foreign manufacturers, so that we might eventually, at DOD,
have to turn to a foreign source. Would you comment on that or
give us your reactions to that?

Mr. PuiLLIPS. That is a legitimate concern. There is another
trend, a market trend, that in some ways contradicts that. In the
computer area the trend has been toward DOD acquiring more
mass-market commercially available components and systems, and
relying less and less on specially designed, specially built com-
puters. As a result, it may be that at some point DOD will be rely-
ing on foreign suppliers, at any rate, because those commercially
available mass-market systems that they are getting will become
more and more available from everybody.

The idea that by keeping the U.S. computer industry competitive
overseas is going to allow money to come back and be reinvested
in R&D, may well be true. But the kind of high-end, state-of-the-
art systems that DOD used to be getting from the more traditional
computer companies, like Cray and Silicon Graphics, it is moving
away from, into the more commercially available lower-end systems
and linking those together.

Senator BENNETT. Yes, because where the competition is coming
is in the lower-end, where you are seeing French machines and
Japanese machines competing with the Americans, and it is not a
question of the money coming back to fund R&D. It is a question
of the company drying up because they cannot get market share.

Mr. PHILLIPS. Well, at this point, based on the last work that we
cslid, the market share situation still fairly well favors the United

tates.

Senator BENNETT. That is true, and Dr. Hamre wants to keep it
that way.

Chairman THOMPSON. I might add, do you have any figures on
the high-performance computer sales to Tier 3 countries?
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b Mr. PHILLIPS. We do not have any updated numbers on those,
ut

Senator BENNETT. From any source, if I might add, Mr. Chair-
man, not just American sales, but any sales.

Mr. PHIiLLIPS. I will start with U.S. sales. You can think of them
as a sort of inverted pyramid. The vast majority of U.S. sales has
been to the European countries—and of course, in the United
States—to the Tier 1 countries, then to the Tier 2 countries, Tier
3 sales as a relative proportion of overall sales, has been very, very
small. I think we talked about five or six percent as of a few years
ago. Tier 3 has been a growing market, but I think those ratios are
still fairly constant.

As far as overseas suppliers, the Japanese are usually considered
our next biggest competitors, and we have an arrangement with
them where they are supposed to report to us any sales of their
high-performance computers to Tier 3 countries. We have been told
by the State Department that they have received no reports in the
past several years, perhaps as many as 5 years, of sales to Tier 3
countries.

Senator BENNETT. Thank you, Mr. Chairman. My time has ex-
pired.

Chairman THOMPSON. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

Dr. Westin, like the Chairman, I am very troubled by the fact
that the GAO found that the Clinton Administration failed to con-
duct a serious national security analysis before making the decision
to loosen national security export controls upon high-performance
computers. Does the GAO know why the administration failed to
conduct the kind of in-depth review that many in Congress urged
be conducted?

Ms. WESTIN. Senator, if the officials from the Defense Depart-
ment and Commerce Department were here, I am sure they would
tell you they disagree with us. They would say that the justification
was adequate in the President’s report. We look at what was writ-
ten in the law, and the law says for the second and third require-
ments, the President’s report should include a list of all the mili-
tarily significant uses of high-performance computers, and conduct
an analysis of the impact on national security of all of these uses.
That was clearly not there.

In the written statement, we have given a few examples of things
we would have expected to be included in having a national secu-
rity impact of those examples.

Senator COLLINS. Just for the record, GAO’s finding is that the
Clinton Administration failed to comply with the legal requirement
to conduct a thorough review of the national security implications;
is that correct?

Ms. WESTIN. Yes.

Senator COLLINS. Could you give us some idea of what kinds of
military uses computers at the 85,000 MTOPS level could be put
to, for those of us who are not as expert in this area as the Senator
from Utah? For example, could they be used in nuclear weapons
design? Are they powerful enough to process radar or other sensor
information from multiple sources, in order to help a country build
up its air defense system against stealth aircraft? Could you give
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us some idea of what the potential military uses of computers at
that level could be, Mr. Phillips?

Mr. PHILLIPS. There are several—again, we can base this in part
on the studies that DOD and Commerce commissioned in 1995 and
1998, which did have a list of about 194 known militarily signifi-
cant applications at that time. At about 85,000 MTOPS or so, they
talk about global ocean modeling and weather forecasting. They
talk about on-board data processing for UAVs (Unmanned Aerial
Vehicles).

There are physics simulations, three-dimensional modeling,
three-dimensional simulations of submarines, submarine modeling.
There are a number of things on that list which we understand,
has grown since then in militarily useful applications. So there are
a lot more than what are on that list at different levels.

Senator COLLINS. With regard to the examples that I gave of
probably helping to develop nuclear weapons design, probably the
answer to that is yes; is that fair?

Mr. PHILLIPS. Nuclear weapons design, typically, can be done at
fairly low levels. We reported in 1998, based on Department of En-
ergy information, that a country like China could use computers as
low as, I believe, 6,000 or 7,000 MTOPS, to help design new nu-
clear warhead designs.

Senator COLLINS. So, at 85,000 MTOPS, we are talking about
very powerful computers, then.

Mr. PHILLIPS. Right, and the kinds of uses that would lend itself
to are stockpile stewardship uses, that the United States is trying
to be able to simulate without nuclear weapons testing.

Senator COLLINS. Does the GAO know how the Clinton Adminis-
tration arrived at the 85,000 MTOPS level, Mr. Lord?

Mr. LorD. Sure. The Department of Defense officials we met
with indicated they extrapolated—or they projected through the
end of this year what they thought the foreign availability was
going to be. So, basically by December of this year, according to
their calculations, Tier 3 countries would be able to achieve that
capability. They had some modeling. We have not looked at their
assumptions in great detail, but that was their analysis at the De-
partment of Defense—with clustering, they could achieve that ca-
pability. So, they have a unit over there who performed those cal-
culations.

Senator COLLINS. As I recall, there was previous GAO testimony
before this Committee that suggested that the levels were set, not
by ascertaining what was actually available from foreign computer
makers, but rather according to what new processors U.S. manu-
facturers might hope to be able to market, but did not currently
market at the time the decision was announced. Mr. Phillips, is
that accurate?

Mr. PHILLIPS. That is correct. The process, until this last go-
around, was that the administration would contact the vendors and
identify, within about a 6-month period, what their production
schedules would be for the next state-of-the-art processors. Then
they would base their projections on the MTOPS levels of those
processors and different configurations.

Senator COLLINS. So, in some ways, this is a prospective——
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Mr. PHILLIPS. Right, they have intended it to be that way. Their
reasoning has been they wanted the export control system to not
lag behind the technical capabilities that the companies could
achieve.

Senator COLLINS. Dr. Westin, the United States helped to build,
and concurrently participates in, a multilateral export control re-
gime that is called Wassenaar. As I understand it, under that mul-
tilateral system, there is a requirement for export license controls
on high-performance computers; is that correct?

Ms. WESTIN. To the Tier 3 countries, right.

Senator COLLINS. To the Tier 3 countries.

Ms. WESTIN. I will let Jeff clarify that.

Mr. PHILLIPS. They do not normally have tiers of countries in
Wassenaar. It is not a system where there is a requirement, per
se. Wassenaar attempts to have common standards, common guide-
lines, common control lists among its members, but it is left to the
national discretion of the countries to put into their own laws and
regulations the standards that Wassenaar agrees to.

Senator COLLINS. Given those common controls and that coopera-
tive regime, I am curious whether the United States consulted with
the members of Wassenaar, for example, with our NATO allies or
with the Japanese, before announcing that decontrol measure in
January 2001. Do you know whether there was consultation?

Mr. PHILLIPS. We have talked to the State Department about
that. I am not quite sure of the sequence, whether they were con-
sulted ahead of time or were told that this is the decision we are
about to make. They did notify in December 2000 at a regular ses-
sion of Wassenaar, at which the United States was convincing
Wassenaar to go along with the more recent U.S. changes. Levels
were changed in August to 28,000 MTOPS. Either late December
or January, the State Department made it known to Wassenaar
that the U.S. was going to raise the levels up to 85,000 MTOPS.

Senator COLLINS. So it went from 28,000 MTOPS to 85,000
MTOPS in a period of 6 months or so.

Mr. PHILLIPS. Less than 6 months.

Senator COLLINS. Less than 6 months. Are you aware of reports
that there was friction with our allies, who adhered to the regime
because of the United States moving unilaterally in this area?

Mr. PHILLIPS. Yes, we have heard things—and this is sort of sec-
ondhand information—but the State Department officials have told
us that there was some concern among the members of Wassenaar.
I cannot say it was because they did not want, necessarily, the lev-
els to change, but at least they were concerned because the levels
had recently changed and, now, in such a short time, were being
changed again to a rather high level.

Senator COLLINS. Thank you very much. I very much appreciate
GAO’s excellent work in this area. Thank you, Mr. Chairman.

Chairman THOMPSON. Thank you very much, Senator Collins.
Let me add to that report, Senator Collins, if I may. Some of us
went over and talked to our Wassenaar allies last year, about this
very thing, and I can add to your assessment. You are getting your
information from the State Department. It sounds like they have
been pretty candid with you, and I just want to back that up. Folks
that we talked to over there were pretty consistent in being con-
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cerned that the United States, after having so many of us complain
about our efforts to get us out of COCOM, and how that Wassenaar
was not tight enough, and there were no under-cutting rules or
anything like that. It was much too loose.

Here we are, in their eyes, always pushing the envelope in terms
of high-performance computers, and I think we are doing it strictly
to get a competitive advantage. I can verify that the ones we talked
to were not pleased with it at all and they think we are quite hypo-
critical in complaining to want to have control of sensitive items
and have a multilateral approach to it on the one hand and con-
tinue to push the envelope past where they are willing or capable,
I guess, of going on the other hand.

Let me get back to another point, and maybe we can take advan-
tage of your expertise while we have you here, in more of a tech-
nical area. It seems to me from what I have read, from the work
that the GAO has done and others, that the computing power of
these high-performance computers obviously is very important. If
you string that power together, you get more power. But there are
two things that seems to me like we need to say about that.

First, is that clustering at the 70,000 MTOPS level does not give
you the same situation or the capability as having a high-perform-
ance computer at the 70,000 MTOPS level, because clustering is
more difficult to operate. It is more difficult to maintain. The power
is not exactly the same. The application is different. Is that a cor-
rect assessment?

Ms. WESTIN. Yes, as I understand it, Senator, not all applications
will run the same on a high-performance computer that is 70,000
MTOPS, as opposed to a system where the computers have been
clustered to achieve the 70,000 MTOPS level.

Chairman THOMPSON. As a matter-of-fact, is it not true that, as
far as we can determine, the clustering ceiling, as best we can de-
termine, is at about the 70,000 MTOPS level capability?

Mr. PHILLIPS. Yes, that is with the caveat that is using mass-
market commercially available components. That is how we have
tried to address the question. There are higher levels, sometimes
considerably higher levels of performance you can achieve through
clusters, that have been achieved. But that higher level sometimes
is reached using items that would be controlled by export controls
or would be proprietarily controlled.

Chairman THOMPSON. All right. So, if they are able to get—a
clustering country is able to get a higher MTOPS level computer,
they can cluster more?

Mr. PHILLIPS. That is possible.

Chairman THOMPSON. We are at the 70,000 MTOPS cluster level
with the caveat, and we are about to decontrol altogether at the
85,000 MTOPS level. We are decontrolling at a level higher than
what we believe they can cluster at right now.

Mr. PHILLIPS. That is correct. The projections we have seen from
the Defense Department are based on projections of availability in
the last quarter of 2001, not now.

Chairman THOMPSON. The second thing it seems to me we can
say about this is that while the power—and this is used in lay-
man’s terms, but hopefully, one of the things we can do is help the
general public understand this better, and I am a heck of a lot clos-
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er to the general public than I am an expert on this stuff. While
the computing power is very important and stringing it together is
very important, and is evidently unlimited, it seems to me like
there is a big difference between that and a military application,
for example—that how you use that state of facts that has just
been described, in terms of application, in terms of your ability to
maintain it, in terms of your ability to repair it—the software that
you use—it seems to me, from all I can tell, that there is an awful
lot of stuff that goes into an ultimate ability to have, say, a battle-
field application other than just the raw power of the computer; is
that not correct? Could you elaborate on that somewhat?

Mr. PHILLIPS. Again, depending on the application, sometimes
you want enhanced graphics capability, sometimes you want en-
hanced communications capability. If you are dealing with real-
time or near real-time command and control communications capa-
bilities, clearly, you need to have real-time or near real-time com-
puting. You have to have that processing done when you need it,
as opposed to research and development projects, which is what
most high-performance computers have traditionally been used for.
There is flexibility in R&D in waiting longer for your results with
a clustered system than you might otherwise have needed with a
vendor-supplied system.

Chairman THOMPSON. In terms of all of that, the applications
and so forth, can anyone in Tier 3 or Tier 4 countries touch the
United States in terms of that ability right now?

Mr. PHILLIPS. We have not done any recent work on that, but
traditionally their computing capabilities have been lower, some-
times considerably lower, than the U.S. capabilities.

Chairman THOMPSON. You are talking about not just the power
of the MTOPS power, but all of the applications and all of that we
have been talking about. You made another distinction, and that
is in terms of the usefulness of, say, using clusters and things of
that nature; that if you are in an R&D application, that timing is
not that important. You can wait longer for more results and so
forth. But if you are in a battlefield application, you have got to
have results pretty quickly. So when—it is not just if you get the
capability; it is when you get the capability might be very impor-
tant. Is that a correct assessment?

Mr. PaIiLLIPS. That is right.

Chairman THOMPSON. Senator Bennett, do you have anything?

Senator BENNETT. Mr. Chairman, I have nothing further, but I
appreciate the panel and your expertise, and I think, Mr. Chair-
man, you were on the right track again on this last series of ques-
tions, because it is not just the box. You can have the box and it
can have all of this capability, and if you do not have the intellec-
tual capability to program it properly or use it properly, you are
going to be in real trouble.

The only other comment that I would make—that comes to me
as I sit here and listen to this. I remember my interview with Gen-
eral Horner, who was the head of the Air Force war in the Gulf
War, and then became the Commanding General of the Space Com-
mand, he told me something that I think applies here, that I found
fascinating. He said the Gulf War was the first war fought from
space. All of the command and control was done from space. They
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used satellites to direct tanks. He said we so filled up all of the
military satellites that we had to go out and lease space on com-
mercial satellites, because we did not have enough space. Then
with a grin he said one of the commercial satellites we leased was
leasing the other half of its capability to Saddam Hussein. I think
that is kind of a precursor of what we are going to be seeing here.

Again, back to Juno. They may end up—somebody comes in and
says they want to buy “X” amount of time and they turn out to be
buying it for and on behalf of somebody else, but the main protec-
tion we have in America is not just the ability to produce a better
box, but all of the other things, Mr. Chairman, that you were going
through that have an impact on how the box is used. Again, I am
grateful to the panel and for the expertise.

Chairman THOMPSON. Thank you, Senator, for your expertise. I
think you are right, implicitly, in what you have always said, and
that is that among the important things, probably the most impor-
tant thing has to do with our ability to run faster as a Nation, that
the world does not stand still, and we have to continue to run fast-
er and outstrip the other guys. The question here is whether or not
we want to assist them to run faster, too, even though they are
going to be behind us or whether or not we can do some things that
might slow them down a bit.

I hope this has not been a session to beat up on the prior admin-
istration. I am hopeful that we can look forward from here, and
that the current administration, can, over a period of time, when
they are able to get all the people in that they need to get—I can
only imagine what they are going through over there in trying to
get their people confirmed and so forth—will take these issues into
consideration and conduct a thorough national security risk assess-
ment. Get some people together, take a little time, start from
scratch. If MTOPS needs to go, let it go, but look and see what else
is available. Instead of concentrating on the hardware, maybe con-
centrate on the software. Maybe there are other things that we can
do, or if we are just to throw up our hands and decontrol every-
thing to everybody, let us do it on top of the table and quit claiming
that we have an expert control system, when really we do not have
any system at all, because whatever we can manufacture, we are
going to exceed that MTOPS level under the assumption everybody
is going to get it.

At least we can do it honestly and after having made an assess-
ment, and I believe that they will do that and that is basically, I
think, all we can ask.

Thank you very much for being with us. The Committee is ad-
journed.

[Whereupon, at 10:52 a.m., the Committee was adjourned.]
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Mr. Chairman and Members of the Committee:

I am pleased to be here today to discuss export control issues for high performance computers.
My testimony is based on work we have conducted over the past few years, particularly our

December 2000 report,' and work we are currently completing for the Congress.

As you know, export controls continue to be a contentious part of our national security debate.
Over the past several years, there has been continning congressional concern over the rationale
for revising these controls and their effect on our national security. U.S. policy with respect to
the export of sensitive technology, including computers, seeks to balance the national interest in
promoting economic growth and trade against the essential national security requirement to
prevent the proliferation of technologies related to weapons of mass destruction, missiles, and

advanced conventional weapons.

The United States has long controlled the export of high performance computers2 to sensitive
destinations, such as Russia and China. These computers have both civilian and military (dual-
use) applications, and the recent technological advancements in computing power have been
rapid. The Department of Commerce has primary responsibility for licensing these dual-use
items and other agencies--State, Defense, and sometimes Energy--help to weigh promotion of
commercial interests in exporting items against protection of national security interests. The
regulations for high performance computer control thresholds are currently based on a
computer’s composite theoretical performance as measured in millions of theoretical operations
per second (MTOPS). '

We recently reported that the growing ability of other countries to cluster lower performance
computers has made the current computer export control system ineffective in limiting countries
of concern from obtaining high performance computing capabilities for military applications.® In

that report, we also reported that MTOPS is an outdated and invalid means for determining

' Export Controls: System for Controlling Exports of High Performance Computing Is Ineffective (GAO-01-
10, Dec. 18, 2000).

*The Commerce Department considers a high performance computer to be one that exceeds a defined
performance threshold, thus requiring an export license.

"See Export Controls: System for Controlling Exports of High Performance Computing is Ineffective
(GAO-01-10, Dec. 2000).
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whether individual high performance computers should be licensed for export. We
recommended that executive branch agencies convene a panel of experts to (1) conduct a
comprehensive assessment of available options to address weaknesses of computer expoxt
controls and (2) make a determination on what U.S. countermeasures, if any, are'necessary to
respond to any computing-related enhancements of military or proliferation capabilities in
sensitive countries. The Departments of Commerce and Defense disagreed with the need to
implement these recommendations because they said they were already engaged in interagency
reviews of similar issues. However, when asked for documentation on how the agencies were
pursuing the points covered in our recommendation, the agencies provided none. As aresult, we
believe our recommendations are still valid and we raised this matter to the attention of

Congress in the December report.

On January 10, 2001, President Clinton announced a significant relaxation in export control
licensing and notification thresholds for high performance computers and a proposal to eliminate
almost all controls on exports of computer-hardware. Today, I will discuss our observations
about these changes, specifically, (1) our evaluation of the President’s justification for changing
the computer control thresholds, (2) our evaluation of the support for the President’s policy
proposal to shift the emphasis of controls from hardware to software controls, and (3)

implications of these changes.

To assess the President’s justification for changing the computer control thresholds and to
evaluate the support for the President’s policy proposal, we reviewed the President’s January
2001 report to the Congress and announcement of computer control changes. We also reviewed
Defense documents showing the results of calculations in support of the new control threshold.
We interviewed officials from the Departments of Defense, Commerce, and State; and the
national laboratories, Lawrence Livermore and Oak Ridge. We interviewed officials from major
computer manufacturers, IBM, and SUN Microsystems, as well as the computer scientist
responsible for the Top 500 List of the most advanced high performance computers in the world.
We also reviewed a Defense Department technical report and interviewed its authors. In
addition, we interviewed officials of the Commerce Department’s Information Systems
Technology Advisory Committee. To identify implications of the computer control threshold and
policy changes, we reviewed the President’s report to the Congress and White House fact sheet
on computer control and policy changes. We also reviewed interagency inspector general

reports on export cbntrols. In addition, we interviewed officials of the Departments of

Page 2 GAO-01-634T
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Commerce, Defense, and State. We also obtained and analyzed Commerce Department statistics

on the disposition of notifications and license applications.
SUMMARY

The President’s January 2001 changes in the export control thresholds for high performance
computer exports are not adequately justified. While the President’s report recognizes that high
performance computing capabilities will become increasingly available to other countries
through computer clustering, the report fails to address all militarily significant uses for
computers at the new thresholds and assess the national security impact of such uses, as
required by law. The inadequacies of the President’s report are further compounded by

continued use of a flawed measure for assessing computer performance.

The support for the President’s policy proposal for relaxed U.S. computer controls also is not
adequate. Although the new policy was based on a conclusion that computer hardware exports
can no longer be controlled, the executive branch did not adequately assess alternative control
options. Our prior report identified several other options.! In addition, the new policy would
focus more attention on using new software controls to protect U.S. national security interests,

even though such controls have yet to be identified and developed.

We identified several implications of the changes to the control thresholds and the proposed
change in U.S. computer export control policy related to increased risks for U.S. national

security.

e The inadequacies of the President’s justifications again demonstrate the need for a

comprehensive study of the issues involved.

e The new rules effectively eliminate routine prior U.S. government review of computer
exports below the licensing threshold to sensitive countries. In the past, we found that
establishing a notification threshold lower than the licensing threshold was useful in that it
allowed the U.S. government to deny or defer some exports, or make other exports

conditional upon additional safeguards.

! Export Controls: System for Controlling Exports of High Performance Computing is Ineffective (GAO-01-
10, Dec. 18, 2000).
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¢ Raising licensing control thresholds in January 2001 increases the risk that more powerful
computers might be exported without a license to sensitive customers nearly a year before
Defense projects that these customers could attain the same computing power by clustering

less powerful computers.

e Defense and Commerce officials said that the U.S. government will have to rely more heavily
on computer vendors to “know your customers” and assess their intentions to use computers

for proliferation purposes. Past evidence has shown this reliance may be misplaced.

o The policy proposal would reduce information that might be useful in detecting patterns of
exports to customers engaged in proliferation activities because it would eliminate an annual

reporting requirement that provides information on end users.
BACKGROUND

High performance computers and related components (for example, processors) are controlled
under the Export Administration Act and the implementing Export Administration Regulations.5
The act authorizes the Commerce Department to require firms to obtain licenses for the export
of sensitive items that may pose a national security or foreign policy concern. The Departments
of State, Energy, and Defense assist Commerce, which administers the act, by reviewing export
applications and supporting Commerce in its reviews of export control policy. Since 1993, the
President has revised U.S. export control requirements for high performance computers six
times, including the revisions announced in January 2001. Since 1996, the executive branch has
organized countries into four computer “tiers,” with each tier after tier 1 represénting a

successively higher level of concern related to U.S. national security interests.

e Tier 1. U.S. export control policy placed no license requirements on tier 1 countries, primarily
those in Western Europe and Japan.
e Tier 2. Exports of computers above a specific performance level to tier 2 countries in Asia,

Africa, Latin America, and Central and Eastern Europe required licenses.

50 U.S. C. App. sections 2401 and following and 16 C.F.R. sections 730 and following.
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e Tier 3. Exports to countries such as Russia, China, India, Pakistan, and Israel required a
license above a specified performance threshold and also required advance notification of a
vendors' intent to export computers above a certain threshold. '

e Tier 4. Exports of high performance computers to tier 4 countries, such as Ira{n, Iraq, and

North Korea, were essentially prohibited.
As of January 2001, tiers 1 and 2 were combined.

To help inform congressional decision-makers about changes in U.S. export controls on
computers, the National Defense Authorization Act of 1998° requires the President to report to
the Congress the justification for changing the notification thresholds for exports of high
performance computers to certain sensitive countries.” The report must, at a minimum, (1)
address the extent to which high performance computers with capabilities between the
established level and the new proposed level of performance are available from other countries,
(2) address all potential uses of military significance to which high performance computers at the
new levels could be applied, and (3) assess the impact of such uses on U.S. national security

interests.

The Act also requires computer exporters to notify the Commerce Department in advance of any
proposed high performance computer exports to sensitive “tier 3” countries® that pose a concern
for military or proliferation reasons. Since the threshold for notifications was set lower than the
threshold for licensing, it served as a “tripwire” for triggering advanced U.S. government review
of exports to potentially sensitive end users. Under this procedure, exporters must apply for a
license if any executive branch agency in the licensing process objects to a proposed computer
export. In addition, the Act requires an annual report to the Congress, which includes a list of all
computer exports to tier 3 countries, including information on the end use and end user of

computers.

On January 10, 2001, the President announced that the control threshold above which computers

exported to countries like Russia and China would need a license would be raised from 28,000

° Public Law 105-85.

" The President’s Report is prepared by the Departments of Defense, Commerce, State, and Energy, under
the coordination of the National Security Council.

® Currently, there are 52 countries in tier 3, including China, Russia, India, and Israel.
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MTOPS’ to 85,000 MTOPS, effective immediately.” He further announced that the performance
threshold requiring notifications of computer exports also would be raised from 28,000 MTOPS
to 85,000 MTOPS. The new notification threshold will take effect on Tuesday, March 20.

INADEQUACIES IN THE ANALYSIS USED TO SUPPORT
CHANGES IN COMPUTER CONTROL THRESHOLDS

The President’s January 2001 decision to raise the licensing and notification thresholds from
28,000 MTOPS to 85,000 MTOPS for high performance computer exports were not adequately
justified in that they did not meet all three criteria of the law. The President’s report addresses
the first criterion—the worldwide availability of high performance computers--by recognizing
that other countries could be expected to achieve computing capabilities through computer
clustering. The President also set a licensing control threshold of 85,000 MTOPS based on the
availability of clustering technologies projected to be available by the end of 2001. In our
December 2000 report, we noted that high performance computing up to about 70,000 MTOPS is

attainable by clustering.

However, the President’s report fails to meet the last two criteria in that it did not address all
computer uses of military significance to which high performance computers could be applied at
the new thresholds and did not assess the national security impact of such uses at the new
control threshold, as required by law. The report’s section on the computer uses of military
significance is based largely on Defense- and Commerce- sponsored studies issued in 1995 and
1998 and addresses only selected examples of military significance; it does not address or even
identify all known military uses to which high performance computers up to the new control
threshold could be applied. The President’s report did not address all such computer uses, even
though this information was available from the 1998 Department of Defense- and Commerce-
sponsored study that was used as the basis for these sections of the report. For example, the
report does not note that applications for 3-dimensional modeling of armor and anti-armor and 3-
dimensional modeling of submarines can be run on computers at about 70,000 MTOPS. The
President’s report does not state that computers rated up to 85,000 MTOPS could operate all but

four of the 194 militarily significant applications identified in the 1998 Defense- and Commerce-

° By comparison, a personal computer with a Pentium IIl processor with speed of 1.13 Gigallertz would be
calculated to have a performance level of 2,637 MTOPS. A personal computer with a new Pentium 4
processor with a speed of 1.5 GigaHertz would have a performance level of about 4000 MTOPS.
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sponsored study. Moreover, new information that we obtained from Defense since the January
President’s report was issued suggests that there may be between 300 to 500--not 194--militarily

significant computer applications used by the Defense Department today.

Furthermore, the President’s report makes no reference to how specific identified uses at the
new threshold would affect U.S. national security; hence, it does not clearly identify the national
security risks to be addressed as countries of concern acquire high performance computing
capabilities. For example, the report did not discuss the national security impacts on the United
States of Russia, China, or other countries obtaining high performance computing up to the new
control thresholds, even for those applications identified. Without a clear analysis and
explanation of the national security interest in controlling the export of high performance
computers, it is difficult to determine what militarily critical computer applications need to be

protected.

The inadequacies of the President’s report are further compounded by continued use of a flawed
measure--MTOPS--that is no longer valid for measuring individual computer performance found
in today’s computers. The executive branch continues to use MTOPS because current law calls
for use of this measure for notification purposes. In our December 2000 report, we stated that
the MTOPS measure does not account for new designs of individual processors or for clustering

computers to achieve high performance computing levels.

SUPPORT FOR PROPOSED
POLICY SHIFT NOT ADEQUATE

On January 10, 2001, the President also proposed a new high performance computing control
policy that shifts the emphasis of the controls from hardware-based controls to stronger software
controls. If implemented, the policy would (1) remove controls on computer exports to all but
seven countries,” (2) eliminate notification and reporting requirements of the National Defense
Authorization Act, and (3) increase awareness within industry and government of, and develop

stronger controls over, critical national security software applications.

" Advance notification to Commerce of an exporter’s intent to export high performance computers rose
from a threshold of 12,500 MTOPS to 28,000 MTOPS, effective on February 26, 2001.
"' The seven countries are Cuba, Iran, Iraq, Libya, Sudan, North Korea, and Syria.
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The President's January 2001 proposal for a new high performance computing control policy is
based on a conclusion that exports of computer hardware can no longer be controlled. However,
the executive branch did not conclusively demonstrate that there are no viable options for
replacing the discredited MTOPS measure as the basis for continued hardware céntrols. Defense
Department officials we interviewed could not document or support conclusions in a key
Defense technical report” that was identified as the analytical basis for the broad policy change.
For example, DOD officials, when asked could not provide evidence to support their conclusions
that there is necessary technical expertise in tier 3 countries to cluster to any performance level.
According to computer experts we interviewed, performance levels of clustered computer
systems depend on which applications are to be used; the report did not address this fact. In
addition, this report rejected some options for new measures because they would be too costly
and complex to implement yet the report’s authors developed no cost data or estimates to
support this conclusion. Even though the new policy would focus more attention on using new
software controls to protect U.S. national security interests, these software controls have yet to
be identified and developed. Also, awareness of current software controls would need to be
strengthened within industry and government to make these software controls more effective,

according to Defense Department officials.

IMPLICATIONS OF ANNOUNCED
THRESHOLD AND POLICY CHANGES

We identified several implications of the announced changes to computer licensing and
notification thresholds and proposed policy change to eliminate hardware controls over

computers and develop stronger controls over sensitive military applications software.

e The inadequacies of the President’s justifications for raising the performance thresholds to
85,000 MTOPS at this time and for eventually abandoning computer hardware export controls
demonstrates the need for further study of the issues involved before the United States
commits to the President’s proposals. This is especially critical given that new software
controls are untested. In our December 2000 report on high performance computers, we
recommended that executive branch agencies comprehensively assess ways of addressing

the shortcomings of computer export controls (including the development of new

” Defense Science and Technology Report, Export Control of High Performance Computing: Analysis and
Alternatives Strategies, February 2, 2001, Office of the Deputy Under Secretary of Defense (Science and
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performance measures) and of countering the negative effects on U.S. national security of
increased availability of high performance computing. Although Commerce and Defense did
not agree with this recommendation, we believe this recommended course of action is still
valid. Unless the executive branch implements these recommendations and the reporting
requirements of the National Defense Authorization Act, the United States will not be
prepared to fully assess and mitigate the risks it may face by adopting the President’s

proposals for revising U.S. high performance computer export controls.

Technology).
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e Since the announced changes set a licensing and advance notification threshold at the same
level for the first time, the new rules effectively eliminate routine prior U.S. government
review of any computer exports below the licensing threshold--now 85,000 MTOPS--to

sensitive tier 3 countries. (See figure 1.)

Figure 1: Computer Tier 3 Export Control Thresholds for Licensing and Notifications (August
2000 to March 2001
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In the past, the presence of a notification threshold lower that the licensing threshold has
given the United States the opportunity to block some exports and to condition others on
the inclusion of specific conditions. ¥ Por example, between February 3, 1998 (when
procedures implementing the law went into effect) and September 30, 2000, the U.S.
government received 3,764 completed notifications of intent to export computers. As
shown in figure 2, the Department of Commerce responded to 204 of these notifications
by asking the vendors to submit license applications before proceeding with the exports.
We found that 165 of those applications did not result in approved export licenses. Of
these 165, the Department of Commerce denied 12 of the applications and returned the
other 153 applications to the vendor without approving the license. According to
Commerce officials, these applications were returned for various reasons, including
concerns over end-users and incomplete information. The Department conditioned its
approval of the 39 remaining applications on the inclusion of certain conditions. Without
a comprehensive assessment of the potential national security impacts of the
proliferation of high performance computing, it is impossible to assess the significance of

these 165 unapproved license applications.

Figure 2: Disposition of Notifications of Proposed Computer Exports (February 1998 to
September 2000)

03,560 - License was not required

E39 - License was approved with
conditions
W12 - License was denied

@153 - License application was
returned without action

¥ Common conditions include limitations on computer uses without Commerce approval, requirements for
security measures to protect the computer facility, and restrictions on access to the computer by foreign
nationals of designated countries.

*The Department also received another 93 notifications that it classified as “incomplete” and returned to
the exporter.
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e Because the President has raised the licensing threshold to 85,000 MTOPS almost one year
before the date that DOD estimates that other countries would be able to achieve such
performance levels, tier 3 countries would be able to freely obtain American high
performance computers almost a year before they would be able to assemble comparable
cluster systems. According to the Defense Department, high performance computers are
important enabling technology for military and proliferation purposes, which can reduce the

time and resources needed to develop such capabilities.

e Aspart of the proposed policy change to eliminate hardware controls on computer exports to
tier 3 countries, the U.S. government would eliminate licensing controls on computer exports
to most countries. This change would require the U.S. government to rely more on computer
vendors’ ability and willingness to “know your customers” and assess their intentions to use
computers for proliferation. In the past, computer vendors’ inability or unwillingness to do
so has resulted in shipments or diversions of computers to Russia and China in violation of
the law.” For example, on July 31, 1998, the Department of Justice announced that IBM East
Europe/Asia Ltd. entered a gui}ty plea and received the maximum allowable fine of $8.5

million for violating 17 counts of U.S. export laws in shipping computers to Russia.

e As part of the proposed policy change, the executive branch would seek to repeal the
statutory requirement for an annual report on all computer exports to potentially sensitive
destinations, thus reducing information that might be useful in detecting patterns of exports
to customers engaged in proliferation activities. The inspector generals of Commerce,
Defense, Energy, and State said in 1999 that the U.S. government lacks an dverall mechanism

for assessing the cumulative effect of patterns of exports or technology transfers.®

Mr. Chairman, this concludes my prepared testimony. I would be happy to respond to any

questions you or other members may have.

¥ See Export Controls: Information on the Decision to Revise High Performance Computer Controls
(September 16, 1998, GAO-NSIAD-98-196).

¥ Interagency Review of the Export Licensing Processes for Dual-use Commodities and Munitions, Volume
7 (June 18, 1999).
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QUESTIONS FOR THE RECORD SUBMITTED BY SENATOR THOMPSON
WITH RESPONSES FROM MS. WESTIN

Hearing on
“High Performance Computer Export Controls”
Additional Questions for Witnesses
March 15, 2001

1. Based on your testimony, you seem to be telling me that the United States has continued to
relax its national security export controls on high performance computers over the last couple
years without ever really conducting a national security risk assessment. Is that so?

That is correct. As you know, the National Defense Authorization Act (NDAA) of
1998 requires the President’s report to provide an assessment of the impact on U.S.
national security interests of all potential computer uses at the new control levels.
That was to have been addressed elsewhere in the report. However, none of the five
reports that we reviewed has done so.

2. Based on your testimony, is it accurateto say that while the GAO has determined that
MTOPS is no longer an effective metric to measure computing power, you are not
recommending abandoning hardware controls altogether?

‘We do not have sufficient basis to recommend abandoning hardware controls on
computers. We believe that a serious and comprehensive assessment of alternatives
to export controls must be completed before concluding that hardware controls have
no utility at all. Policymakers would benefit from having such information when
deciding on the utility of continuing or eliminating computer hardware controls.

--Would you recommend doing away with the MTOPS standard, because it is imperfect,
before replacing it with a better standard to control hardware?

‘We would not recommend this course of action. If the MTOPS measure were
eliminated before a suitable replacement could be identified and implemented,
then there would be no controls on computer hardware at all. Furthermore,
reimposing controls on computers that had already become available would
likely prove to be impractical and unpopular.

3. Inits January report on HPC export controls, the Clinton Administration proposed replacing
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hardware controls, such as MTOPS licensing, with controls only on computer software. Did
the Administration propose a system for controlling software, and is it true that even then,
these controls would only apply to government-owned or controlled software?

The executive branch proposed controlling software by raising user awareness of
existing regulatory controls on software. The executive branch also proposed to
begin research into ways to enhance the physical protection of software. The second
proposal would involve only government-owned or -controlled software. Such
research is in its earliest stages.

—Tt seems reasonable that the best approach to safeguarding U.S. national security is by
employing a combination of hardware and software controls. In fact, in your December
2000 report on export controls, the GAO discussed nearly a dozen alternatives to the
current MTOPs metric. Can you discuss some of these ideas?

We identified 12 ideas for addressing shortcomings to the current export control
system. These ideas have not been comprehensively evaluated by the U.S.
government. The government/computer industry Information Systems Technical
Advisory Committee (ISTAC), under Commerce Department auspices, considered
three ideas we describe in our December report. We also presented nine additional
ideas identified through our research and discussions with experts. These ideas
have not been assessed for their feasibility to replace the current export control
mechanism; moreover, most of them would not address the challenge created by
advances in clustering technology.

e Counting Processors Instead of Using MTOPS: Using this approach, computers

would be controlled by counting the number of processors in each computing
system. For example, a license might be required if a computer to be exported to
tier 3 countries contained eight or more processors, while computers with fewer
processors could be exported without a license. Presumably, the precise number
of processors for each tier would be determined as the details of such a proposal
were finalized.

e Indexing Control Thresholds to a Common Benchmark: Computer export

control levels could be set by using a common performance benchmark. The
May 2000 ISTAC paper on alternative control measures also identified one
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benchmark, Linpack, that it called an accepted industry standard for
performance measurements. The paper suggested continued study of the
benchmark, which might have more relevance to higher performance computers
(at 100,000 MTOPS) in the future.

In addition to ideas to replace MTOPS discussed above, ideas were identified from
studies and discussions with government and industry experts as other ways to
protect U.S. national security interests relative to high performance computer
exports. These included

e Tagging and Remote Monitoring: Tagging and remote monitoring is an idea that

has been discussed in export control literature for several years. It is achieved
by attaching a monitoring system to the item that is to be exported. The active
system would both monitor the object tagged and communicate that information
to the United States.

o Controlling Computer Systems Based on Bandwidth: A concept discussed in the

Department of Defense would develop a methodology to control computer
systems by some measure of processor-to-main-memory bandwidth (the amount
of data that can be transmitted in a fixed amount of time.) and potentially the
number of processors in each system. The methodology would need to
distinguish between commodity systems and the traditional class of
supercomputers characterized by specialized processors. Such computer
systems typically have a single processor and require a high level of bandwidth,
such as those manufactured by Cray, NEC, and Fujitsu.

o Implementing Countermeasures to Military Advantages Gained by
Countries of Concern From Acquiring More Advanced Computer Exports:

Using this option, DOD would design countermeasures to deal with the
implications of wider computer availability. One purpose of export controls is to
maintain the U.S. technological lead in military capabilities by denying transfers
of advanced technology to countries of concern. As technological advances in
high performance computing make this purpose more difficult for export
controls to achieve, it may become necessary to explore other options to maintain
the U.S. technology lead.

4. Inyour written testimony, you state that the Clinton Administration, and more specifically

3
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the Departments of Defense and Commerce, made national security determinations with
regard to further relaxing export controls, assessed the military significance of these changes,
and recommended completely new approaches to export controls without providing one
shred of evidence that they conducted any type of rigorous, empirical analysis?

—Does their lack of supporting evidence lead you to believe that their assessment
consisted of an “in house” discussion of the issues with heavy input from the computer
industry?

The principal Defense Department authors of the study that was cited as the
basis for the President’s policy proposal said their effort was not accorded a high
priority and was completed in addition to their regular duties and with no
additional resources. They described discussions that they had had within their
own office and with computer industry officials but could not document the list
of experts with whom they spoke.

On page four of your written testimony, you seem to suggest that, because the president’s
policy proposals recommended relying more on vendors to know their customers and would
eliminate an annual reporting requirement that provides information on end users, these
changes would cause harm to our nonproliferation efforts. Is that an accurate statement?

Elimination of these requirements would reduce the amount of useful information
available to the U.S. government regarding end users of concern and would place a
greater burden on computer vendors to assess customer intentions. However,
without a risk assessment of the impact of greater availability of high performance
computing to tier 3 countries on U.S. national security interests, it is impossible to
determine whether or how much U.S. nonproliferation efforts would be harmed by
eliminating these reporting requirements.

—In your written testimony you discuss some past examples wherein relying on
computer vendors has resulted in serious diversions of U.S. HPCs. Can you elaborate
more on this part of your testimony?

On July 31, 1998, the Department of Justice announced that IBM East
Europe/Asia Ltd. entered a guilty plea and received the maximum allowable
fine of $8.5 million for violating 17 counts of U.S. export laws.

4
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More recent examples include the following:

On March 27, 2000, a Miami-based computer exporting company was
convicted on federal charges relating to the illegal export of U.S. origin goods
to embargoed destinations in tier 4 countries and ordered to pay a criminal
fine of $250,000.

On March 20, 2000, a freight forwarder in San Francisco settled allegations
that it had arranged for a shipment of computers to the People’s Republic of
China in violation of a condition on the Commerce export license and agreed
to pay a civil penalty of $20,000.

On August 3, 2000, a Massachusetts computer company was ordered to pay a
civil penalty of $13,000 for exporting computer equipment to Israel in 1995
without the required authorization.

In addition, an ongoing investigation of Silicon Graphics is examining
whether a violation of law occurred in a sale of high performance computers
to a Russian nuclear weapons laboratory in the mid-1990s.

Of course, now, for the first time, that the notification level has been raised to the same level
as the licensing threshold, the government clearly no longer has any visibility, let alone any
ability to act, on any computer exports to questionable to end users or end uses. This is
certainly a big blow to our nonproliferation efforts. Would you agree?

The merging of the licensing and notification levels has implications for U.S.
nonproliferation efforts based on the “catch-all” controls that allow the U.S.
government to restrict exports of any items to end users engaged in proliferation
activities. By eliminating advance notifications to the Commerce Department on
computer exports to tier 3 countries, potentially useful end user information will be
eliminated.

—In your written testimony, you cite over 200 cases between February 1998 and
September 2000, where, because the notification level was set lower than the licensing
threshold, the government was either able to place conditions on a license, return them
without action, or deny them outright for either national security or other reasons. Are
we to assume, therefore, that because of this recent policy change, HPCs will probably be
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shipped legally to bad end users in the future?

Whether or not HPCs will be shipped to bad end users depends on the ability
and willingness of computer vendors to “know your customer” and assess
their intentions. However, the record clearly shows that vendors are not
always able or willing to make those assessments. If the U.S. government can
prove that a computer exporter knows or has reason to know that an end.
user would utilize a computer for proliferation purposes, then the export sale
would be deemed illegal if exported without a license.

7. One of the former president’s justifications for raising licensing thresholds for HPCs was
based on the argument that clustering of widely-available, less-capable computers gives you
equivalent power. However, the GAO’s December 2000 report on HPC export controls
states that although readily-available computers can be clustered to achieve a computing
power of 70,000 MTOPs, these systems have several limitations. Can you please elaborate
on the limitations of clustered computers?

There are several limitations on using clustered computers for a wide array of
applications.

The time needed to operate an application might be longer on a clustered
system because of delays in communicating between processors and in
moving information into and out of memory storages.

Adapting and rewriting applications software to run on a clustered system—
if not already adapted for parallel computing systems—could require
considerable resources and time, sometimes up to 3 to 5 yeai‘s, according to
computer experts.

Adequately supporting computer functions requires an éfﬁcient schedule for
running hundreds of separate problems and operations among a computer,
its local disks, networks, and archival storage. Without vendor-supplied
software to automate these functions, everything must be done manually,
making production computing a labor-intensive operation. U.S. practice is to
pay computer vendors to supply this support. Foreign countries, such as
India and China, where skilled labor is plentiful and low cost, may find
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providing this support less of a problem.

On the other hand, clustered computing systems are significantly less expensive than
more traditional vendor-supplied computers (measured in tens of thousands vs.
millions of dollars), and the performance gap between these types of systems has
been closing in recent years.

—How significant are these differences when you look at systems such as real-time data
links and battlefield management?

These differences might be significant when considering running such
applications on clustered computer systems. For research and development
applications, where long-term results might be measured in months or even
years, an operator might be able to afford the lengthier time sometimes
required to complete an application on a clustered computer system. On the
other hand, it is more difficult to use clustered computer systems in certain
operational applications, such as battlefield management activities, that
require real-time or near real-time functions.

—1In your written testimony, you state that because of the President’s January changes,
“tier 3 countries would be able to freely obtain American high performance computers
almost a year before they would be able to assemble comparable cluster systems.” Based
on this assessment, we are literally giving potential adversaries our leading-edge
technologies and aren’t even trying to “slow them down.” Would you agree?

The January threshold of 85,000 MTOPS was derived from an estimate of a
computing system based on Pentium 4 processors and other components that
are expected to be commercially available and mass marketed by the end of
2001. As such, these do not represent American leading-edge technologies,
such as would be available with more advanced commercially available
processors (such as the newer “Itanium” microprocessor). However, given
that control thresholds are being designed to rise in advance of the
technology’s availability, there appears to be no attempt to slow down tier 3
countries’ access to such computing.

—Furthermore, even if tier 3 countries were able to “cluster” comparable systems,
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another important advantage to legally buying a single HPC from a U.S. manufacturer is
that you get the parts, servicing, and expert assistance that comes along with this sale. If
we want to “slow down” our potential adversaries, doesn’t it seem to make sense to deny
them with these types of services?

This would be a policy decision that would depend on a quantifiable assessment
of the amount of time that a given tier 3 country might reasonably be expected to
devote to maintaining and operating a clustered system while operating specific
militarily significant applications. The Congress directed the Defense
Department to report on such information in section 1406 of the fiscal year 2000
National Defense Authorization Act. We understand that this report is awaiting
signature for release to the Congress.

8. If you accept the argument that HPCs are so widely available that we shouldn’t control
exports to tier 3 countries, then why should we even try to control computer exports to the
tier 4 rogue states?

The recent changes notwithstanding, there may be reasons to maintain the controls
on exports to tier 4 countries. For example, export controls on computers serve U.S.
foreign policy interests by denying technology to proliferators and states sponsors of
terrorism. In order to determine the value of maintaining or abandoning these
controls, a thorough review of U.S. security interests would be needed to determine
the best means of achieving our goals in the current environment. We believe that
this is an analysis that should have been included in the national security assessment
that we recommended in our 1998 report.

In addition, abandoning computer controls to tier 3 countries entirely promises to
make enforcement of controls against tier 4 rogue states more difficult. The
current and proposed changes will significantly increase the number of countries
that have access to supercomputing capabilities, and, therefore, could act as
transshipment points into tier 4 countries.

9. In your December report, the GAO stated that the president’s report was inadequate because
it only addressed 22 of the 172 known military uses of HPCs at the new threshold, even
though this information was available. Now you seem to be telling us that this latest
threshold change (to 85,000 MTOPS) will allow potential adversaries all but 4 of the 194
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militarily significant applications identified in a 1998 DoD report, and that even more recent
information the GAQ obtained suggests that there may be between 300 to 500—mnot 194—
militarily significant applications computer applications out there. Can you comment on the
significance of these findings?

The executive branch has continued to base export control and national security
decisions on information that is increasingly incomplete and outdated. The new
administration lacks the information, data, and analyses it needs to make
adjustments to U.S. strategy, even as a number of factors are rendering the
traditional export control regime less effective, as implemented. Consequently, the
U.S. government is hindered in its ability to formulate a strategy for the continued
use of export controls or the use of any alternative means that may be necessary to
protect relevant U.S. national security interests.

In your written testimony, when discussing the implications of the announced changes, you
state that "the inadequacies of the president’s justifications for raising the performance
thresholds to 85,000 MTOPS at this time and for eventually abandoning computer hardware
export controls demonstrates the need for further study of the issues involved before the
United States commits to the President’s proposals. This is especially critical given that new
software controls are untested?" This is pretty strong language. What you seem to be saying
is that we need to put a freeze on any further changes to HPC export control policies, and
possibly even roll some of them back, until we can conduct a thorough national security risk
assessment. Is this accurate?

The changes announced in January 2001 were intended to remain in place until the
end of the year, effectively “freezing” controls at the January level. Nonetheless, the
need for a thorough national security risk assessment is indeed critical for a number
of reasons raised by the committee during the hearing. For example, there has not
been a comprehensive evaluation of the national security implications of the
increased use of dual-use items in military procurement in recent years.
Consequently, the lengthy deliberations and controversy surrounding changes to
export controls on high performance computers may be duplicated annually, as
more and more previously controlled items are drawn from mass-market sources.
Also, the U.S. government needs an assessment of these issues now to formulate and
implement a new strategy as quickly as possible, and integrate it within the broader
multilateral nonproliferation arrangements to which the United States is a party.

. In your written testimony, you state that repeal of the statutory requirements for annual

reports on all computer exports to potentially sensitive destinations, and suggest that other
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measures required by the National Defense Authorization Act of 1998 might be detrimental

to our nonproliferation efforts. Is that an accurate summary of your testimony, and if so, are
you recommending that the FY ‘98 NDAA provisions related to HPC export controls not be
repealed?

Policymakers should carefully consider the implications of reducing the amount of
information on computer exports that is currently available to the U.S. government.
The loss of information from these reports would make the current export control
system less effective, insofar as the government relies on information both before
and after computer shipments to implement effective regulations and enforce them.
As envisioned, the revised system will be based almost totally on vendor assessments,
rather than prior government reviews, of end users. Shifting the governmental
responsibility of end user review to industry in light of past difficulties in
implementing this responsibility is not without risk to U.S. nonproliferation
interests.

For decades, foreign availability has been defined under U.S. law as "available without
restriction to controlled destinations from sources outside the United States in sufficient
quantity and comparable quality to those produced in the United States so as to render the
controls ineffective in achieving their purposes.” While this standard has worked to protect
U.S. national security without ceding overseas markets to foreign producers, the computer
industry and others are now using the term "widely available" as a possible substitute to
"foreign available." In fact, the Commerce Department has described this as an outdated
Cold War concept. Can you explain the significance of the differences between these two
terms, particularly as it applies to export controls and U.S. national security?

The most significant difference between the two concepts of availability is that the
“foreign availability” standard sets a more stringent test for determining
availability than does “widely available.” In addition, “foreign availability” is
supposed to consider (1) items produced by foreign suppliers and (2) the export
controls of the country to which they are subject. Determinations based on the
“widely available” concept are not required to consider either.

Specifically, the Export Administration Act states, “In accordance with the
provisions of this Act, the President shall not impose export controls for foreign
policy or national security purposes on the export from the United States of goods or
technology which he determines are available without restriction from sources
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outside the United States in sufficient quantities and comparable in quality to those
produced in the United States so as to render the controls ineffective in achieving
their purposes, unless the President determines that adequate evidence has been
presented to him demonstrating that the absence of such controls would prove
detrimental to the foreign policy or national security of the United States.” [50
U.S.C. App. Section 2403(c)] Furthermore, regulations provide criteria to be used
and procedures to be followed in making a determination of foreign availability.

In contrast, the term “widely available” is not defined in either law or regulation.
The executive branch applied this term to use as a criterion for relaxing high
performance computer export controls beginning in 1996. Generally, the executive
branch has referred to computers as “widely available” when they were to be
available from any source, including the United States. Consequently, according to
Commerce, “controllability” of computers would depend on the volume of
production, types of microprocessors used in HPC configurations, and extent to
which such multi-processor configurations and components could be easily
assembled into finished computers and maintained by foreign end users. To
determine how “widely available” high performance computers are, the executive
branch gathered information from U.S. computer and microprocessor
manufacturers on microprocessor production and marketing schedules and the
availability of other core components (many of which are produced outside of the
United States), according to the Commerce Department Under Secretary for Export
Administration.

—While it may be true that the U.S. needs to "run faster" by investing more into research
and development of advanced computer and IT systems, would you agree that some
controls on hardware can be effective in "slowing down" potential adversaries with no
material impact on U.S. businesses?

Yes. Requiring export controls on high performance computing hardware could
force entities in countries of concern to build and operate clusters to achieve
military or proliferation purposes or to seek to acquire vendor-supplied machines
from other sources with less stringent controls than the United States. To the degree
that clusters or non-American high performance computers required additional
time and resources to achieve results, then the country of concern would be “slowed
down” to some undetermined level. If policymakers had sound information on the
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amount of additional time it would take to run particular applications on clustered
systems, then policymakers might have an informed basis on which to detexmine the
relevant costs of “slowing down” potential adversaries. Similarly, industry should
be expected to demonstrate with verifiable data where export controls have had a
material impact on businesses so that policymakers might alse factor such data into
their decisions.

—In fact, last May the computer industry argued for decontrol because it claimed its new
Itanium microprocessor would be on the market by the Fall of 2000. Yet nearly a year
later, I am told that the Ttanium chip won’t be on the market now until the end of 2001.
Can you commient on this?

The latest information we have seen indicates a late 2001 introduction for the
Ttanium microprocessor.

13. In addition to facilitating the control of items leaving the United States, export licenses
provide the government with other important uses, such as audit trails and the ability to
conduct cumulative effects analyses. Can you elaborate on the importance of export licenses
to these and other law enforcement and nonproliferation activities? :

In general, having more information is better than less, especially when trying to
determine whether end users and end uses for an item will be appropriate. Licenses
are one source of such information, as are advance notifications pursuant to the
National Defense Authorization Act of 1998. Other information used for export
enforcement purposes, including investigations of potential violations of law are
derived from various reports, including NDAA reports, Shippers® Export
Declarations (which we have found to be incomplete and unreliable in the past), and
post-shipment verification visits. As to the full potential value of export control
data on sensitive items, that determination would be better made within the context ‘
of a thorough national security risk assessment that would flesh out the ends and
means of national security interests in this area.
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