United States Department of State
Diplomatic Security Service
Personnel Security/Suitability Division
June 1996

The Personnel_Security/Suitability Division_(PSS)

Performance M easurement_Pilot_Project

Participants:

Caron A. McConnon, Chief,



Personnel Security/Suitability Division (DSY/ICI/PSS)
Diplomatic Security Service

Fletcher Davis, Branch Chief,
Personnel Security/Suitability Division (DS/PSS/CRS)
Diplomatic Security Service

Larry McCullen, Branch Chief,
Personnel Security/Suitability Division (DS/PSS/AB)
Diplomatic Security Service

Katherine E. Hannon, Senior Adjudicator,
Personnel Security/Suitability Division (DS/PSS/CRS)
Diplomatic Security Service



EXECUTIVE SUMMARY

In 1994, the Personnel Security/Suitability Division (PSS), within the Diplomatic Security
Service at the Department of State, volunteered to serve as a pilot project for performance
measurement under P.L. 103-62, the Government Performance and Results Act of 1993
(GPRA). Within PSS, no effort prior to this pilot project had been attempted to develop
information on productivity and performance based outcome measurements.

Lessons L earned:

Neophytes in performance measurement need active mentors who thoroughly understand the
exercise and can provide active guidance on adapting goals, objectives and indicators
appropriate to the program.

While stretch objectives are appropriate once the project is stabilized, initial goals and
objectives must be realistic rather than ideal. Unrealistic expectations position the
program for defeat and demoralize efforts.

Commitment by management at all levels, but the senior level in particular, is vital both for
validation of goals and objectives as well as commitment of resources required to meet
them.

Professional assistance, such as outside consultants, are critical to utilizing reliable statistical
tools and performing valid statistical analysis.

Technical expertise is vital to purchasing state-of-the- art hardare and software package
combinations which will deliver the means to gather required program data and to obtain
results appropriate to measurement indicators.

The ultimate success of this exercise is dependent on the motivation and willingness of
employees. The very real budget reductions and potential RIFs must be counterbalanced
by equally intense efforts to assure employees that they are valued and full performance
istheir best assurance of job retention.



Agencies/Programs _that may find_case study relevant:

The Personndl Security/Suitability Division Case Study is an example of a small-scale pilot
project.

Context:

Over the course of 1994, 27 departments and agencies volunteered to serve as pilot projects
for performance measurement under the Government Performance and Results Act of 1993,
P.L. 103-62, (GPRA). Within the Department of State, the Diplomatic Security Service
selected the Personnel Security/Suitability Division (PSS)to be one of two pilot projects at
the Department of State. The Personnel Security/Suitability Division is an office that
employs approximately 65 individuals and operates on an annual budget of approximately
$171,000. The other pilot project was to be conducted within the Bureau of East Asian and
Pacific Affairs. Pursuant to designation as a pilot project, each area chosen was instructed to
prepare performance plans and goals for FY'94, FY'95, and FY'96. A full performance report
reflecting the overall progress made during the entire three year period was submitted to

OMB in March 1996. No waiver requests were submitted on behalf of PSS at any time
during the project.

Within PSS, no effort prior to this pilot project had been attempted to develop information on
productivity and performance based outcome measurements. The impetus for our effort
originated from our status as a Pilot Project, but was also fueled by the strategic management
initiatives undertaken throughout the Department of State since 1994. Within such an
atmosphere, PSS set about the task of establishing performance based outcome measurement
by first developing an interna strategic planning process, defining the program mission, and
identifying program objectives to be accomplished. Quantifiable goals or measures, such as
those preferred by OMB, were especially difficult to develop due to our unfamiliarity with
such an exercise and insufficient instructional support.

Basic, smple questions had to be asked: Who are we? What do we do? For whom do we do
it? Why do we do it? Many of the answers came from anayzing our program from the
customer's point of view, but some answers a'so came from examination of our stakeholders
and thelr priorities. After the initial strategic planning stage, creating indicators and
developing a data measurement system were the next steps. Formulating a customer survey
and utilizing the feedback eventually provided insight to our customer's needs and
expectations. Accomplishing these steps took approximately the first two years of this pilot.
The quality and scope of theinitia plans submitted to OMB by

PSS were probably lacking in many regards, but served PSS by creating stretch objectives
and by helping us focus on improvement.



Development_of_Indicators:

Theinitial effort in undertaking development of a performance plan in PSS was confusing and
frustrating due to difficulty in setting realistic goals and indicators. But as the process of developing
performance measurement indicators was initiated, PSS Program elements were examined and
"stakeholders' identified. These were the first elementary steps taken, followed by identifying
stakeholder requirements and PSS products and services. Key stakeholders were identified as the
U.S. Government and the Department of State wherein the integrity of our personnel
security/suitability program is paramount. The next part of the exercise involved identifying our
specific customers and their requirements. In referring to PSS "customers," Bureau personnel
representatives were identified as PSS primary customers due to the fact they actually originate the
request for a security clearance for applicants to the Department of State. The applicants actually
receiving the clearances were designated as a second tier of customers, but secondary to the
employing bureau.

All PSS performance indicators were developed in consultation with customers, stakeholders, and
staff. While we relied on our customers to provide us with the input necessary for goal setting, our
stakeholders provided incentives and limitations, while PSS staff gave much needed 'reality checks
along the way in terms of what was realistic given our resources and known limitations. We now
continually reassess and improve PSS processes and products with a focus on determining and
meeting customer/stakeholder needs without_compromising_investigative_or_adjudicative
standards. Some of the performance indicators were also developed in conjunction with the DS
operational planning system that requires program managers to report on their activity progress and
funding projections on a quarterly basis.

One performance indicator PSS established in FY '96, was to improve productivity by 10%, adding
on to a 10% productivity increase goal established in our FY'95 plan. In FY'93, our average number
of daysto complete SECRET cases was 107 days, with a 10% improvement target of 97 days.
Unfortunately, in FY'96 the average processing time for SECRET clearances was 135 days,
reflecting a reduction in time service of 26%. However, it should be noted here that the total number
of SECRET clearances processed has increased since FY'93, and that the Department of State has a
more comprehensive investigative standard for a SECRET clearance than most agencies. With
respect to TOP SECRET clearances, our average processing time in FY'93 was 140 days. In FY'96,
the average time to complete these cases was 139 days, an improvement of 1 day. We have not yet
begun to approach the goals originally per case set forth as 55 days for a TOP SECRET clearance,
and 45 days for a SECRET clearance by September 1997.

PSS made a decision early on in the pilot program to survey our primary customers and ask them to
rate PSS on its present performance. Timely service was identified as the critical issue for al Bureau
representatives, followed by complaints that some processes were too cumbersome in terms of



paperwork. Once the results of the survey were compiled, a customer service plan was created to
set forth our mission to our customers, and the service standards PSS intended to pursue. These
standards, listed below, represent meaningful results in having attained the PSS performance goal of
increasing customer satisfaction by 10%:

Work with Bureau customers to clear their prospective employees or identify clearance
problems within 65 days from the date of their request.

- Continue to streamline security clearance procedures, including work on common clearance
standards across government agency lines.

- Provide information on personnel security programs regularly to all State employees.
- Establish Foreign Affairs Reserve Corps security clearance
process
- Establish American Family Member Association security
clearance process
- Extending length of contract clearances from 2-5 yrs.

- Provide clearance information on-line to Bureau customers

Performance Indicators:

A measurement system which uses accurate efficiency and outcome indicators applicable to al
branches of PSS -- and that will be useful to managers, agency heads and other stakeholdersin
assessing accomplishments -- is just becoming aredlity in PSS. But to give a genera idea of the
workload within PSS over the course of FY'93, and FY'94, we have come up with the following
tables:

EY-93
1,874 Employee Updates
193 Presidential Appointees
481 Contractors
2,418 Applicants
1,980 Liaison cases
460 Nonsensitive cases
_3.386 Miscellaneous cases.
10,792 cases closed during FY-93

FY-94



1,382 Employee Updates
118 Presidential A ppointees
2,211 Contractors
2,487 Applicants
1,733 Liaison cases
153 Nonsensitive cases
_6.072 Miscellaneous cases
14,156 cases closed during FY-94

To increase our productivity by an additional 10%as set forth in
our performance plan for FY 95, PSS needed to reflect a tine
savings of at |east 5 working days on SECRET and TCP SECRET
clearances. This affected largely the categories of Applicants and
Presi dential Enployees in the tables noted above. Qur data shows
that in FY' 93 for exanple, it took an average of 160 days to
process TCP SECRET and SECRET cl earances. |In FY' 96, our results

pl ace our average current rate at 117 days to process TCP SECRET
and SECRET cl earances, thus reflecting an overall outcone

i nprovenent of 27%

In view of the overall increase in the PSS workl oad, one
consideration affecting our results is the fact that many of our
neasures are interrelated and cannot be viewed in isolation.
Tineliness, quality, and cost are always in conpetition with each
ot her, and the inpact of inproving any one or two nust be wei ghed
inrelation to the expense of the third, as in "risk managenent."
In this regard, PSS was determned not to | et adjudicative
standards suffer in favor of a "rubber stanp" review, and one of
our nore significant outcones has been the continued application of
stringent security standards, while inproving our time-service.

Anot her significant outcone for PSS has been the reduction in cost
per unit of investigation. Eficiency and econony have becone
paranount in acconplishing policy and m ssion objectives and PSS
has worked to reduce the costs where it has control of the

i nvestigative process. For exanple, an outcone in this regard was
for PSS to begin to conduct investigative record checks it
previously paid anot her agency to conduct. At first, the

responsi bility for conducting the checks was given to all the field
offices. Then procedures were changed so that only the Wshi ngton
Field office conducted them subsequently forwarding their results
to PSS. On the one hand, cost and tinme savings were quickly
real i zed when PSS began conducting these checks directly.



Neverthel ess, the additional responsibility for PSS staff nust be
nmeasured in terns of its inpact on |abor hours. However, in this
specific instance, the overall gains in tine service outweigh the
addi tional effort spent on conducting the checks.

Performance indicators in PSS are overall productivity, Branch and
i ndi vi dual performance, and enpl oyee sati sfaction. Process
variables, with which PSS is equally concerned, involve the nature
of human rel ationshi ps and interactions w thin an organi zation such
as the Dplomatic Security Service, and the State Departnent. This
effort has not just sinply been about maki ng PSS nore productive
and efficient, but naking the work place satisfying and pl easant --
a significant performance indicator. But backl ogs of enpl oyee
update investigations are an indicator that PSS has nuch work to do
in achieving nore efficiency in |abor hours.

Use_and_I npact _of Performance_Infornation:

Sonme exanpl es of the uses that PSS has nmade of perfornmance
information are:

The use of performance information had led to a
reprioritization of PSS resource allocation. Froma budget,
human resource, and performance i nprovenent standpoint, PSS is
in the mdst of significant change. Wth respect to budget,
PSS has sought to save noney by reduci ng our handling of
costly credit checks, and reprogramm ng funds towards nore
effective conputer hardware and software. Funds traditionally
spent on supplies have been stringently tightened to allow for
expendi tures on continued training opportunities for staff.

In terns of human resources and perfornmance i nprovenent,
outcone information has di sclosed our need to redistribute and
reorgani ze the workflow of the entire division. A though
still in a conceptual stage, we anticipate significant

organi zational alteration by the end of FY 96.

An inportant aspect of the PSS pilot project experience has been
the input of |ine managers in developing all aspects of our
perf or mance neasurenent, and their subsequent use of perfornance
i ndicators. Each manager suggested processes in their own areas
requiring inprovenment. Senior managenent did not identify or

di ctate where i nprovenents shoul d be nmade, although all parties

i nvol ved were aware of custoner interest in inproved tinme service
for obtaining security clearances. As performance indicators



becane avail abl e, managers began to use the information in setting
production quotas and work priorities to neet specific goals in
consul tation with our custoners.

Sone performance indicators, such as the need for work

redi stribution and a reorgani zation of PSS, will be formally
comuni cated within the State Departnment as soon as it is effected.
G her performance indicators, such as the reduction in our tinme
service of 26% for SECRET cl earances, is already recogni zed by the
various bureaus within State as a result of our actual service to
them CQutside the agency, PSS has communi cated sone of our
performance indicators on an infornmal basis through out
participation at interagency neetings.

Cost s:

As one of two pilot projects originally designated at the
Departnent of State, there was considerable pressure to begin to
show sone degree of perfornance neasurenent. From a nmanagenent
standpoi nt, the costs of volunteering PSS as a pilot project placed
the Diplomatic Security Service's overall handling of background

i nvestigations under extrenely close scrutiny. Additiona
resources had to be redirected and reprioritized for PSS to
acconpl ish Quality Wrkplace activities and training, and
operational requirenents, in addition to technol ogi cal

acqui sitions. DS nmanagenent elected to be particularly supportive
of PSS goals and priorities, thus facilitating our pilot project
goal s, but perhaps at the expense of resources that nmay have been
utilized in other areas within the Bureau

The training costs associated with our efforts were significant.
For instance, the | abor hours consunmed under the auspi ces of
educati on that took people anway fromtheir regular duties for
frequent and extended peri ods was consi derable. W estimate that
approxi mately 3.4 staff years were expended on Division training
relative to the QVeffort within the actual 18-nonth cal endar
peri od QVhas been in place within the Personnel
Security/Suitability Division. This is an investnent that was
costly to short-termproductivity, but absolutely critical in
obtai ning the high |l evel of norale and enthusiasmrequired to

| aunch a successful QN program

Lessons_Learned:

Per haps the nost significant | esson we have learned is not to get



di scouraged when stretch objectives are not fully achieved. Wile
increases in productivity of 25%or nore woul d be wonderful

current hardware and processes in PSS and the Departnent sinply
haven't permtted this kind of inprovenent within a three year
period. Ildentifying candi d expectati ons has becone as inportant to
the PSS GPRA effort as recogni zi ng those areas where rea

i nprovenents can be nade.

Anot her particularly inportant |esson | earned was the
identification of appropriate perfornmance based indicators. Mich
confusion was initially experienced in defining what was an
acceptable indicator. QOWB provided PSSwith limted witten

gui dance and PSS was largely left to ascertain for itself what was

appropriate in context fromthis guidance. |ndeed, whether or not
PSS performance indicators are entirely valid still remains to be
seen.

A sustained, continuous effort to inprove in all areas requires a
comm tnent frommanagers. After the initial fanfare of the
introduction of the pilot, early frustrations occurred in
identifying accurate perfornmance indicators and baseline
statistics. These frustrations di m ni shed nomentumwhich in turn
anplified other |apses in achieving goals and deadl i nes.
Additionally, PSS nmanagers had to contend with the reality that
organi zational and budget priorities limt outcones. PSS as an
operational D vision can be neasured on its perfornance, but it
cannot sustain full performance w th di mni shed resources.

Anot her real chal |l enge appeared when establishing realistic goals
necessitated the generation of reliable baseline information. The
| esson | earned here, of course, is that had the baseline
information been in place, the process woul d have been nuch easier
inthe initial stages. Existing conputer systens w th dated
hardware and software can hi nder mneani ngful performance neasurenent
unl ess statistical nmeasurenments of the workflow are readily
extractable fromthat system It is extrenely inportant for
managers to assess their technol ogi cal requirenments with

nmeasur enent capability in mnd.

Significantly, much of our success with respect to GPRAis owed to
begi nning TM QVand the willingness of the PSS staff to take on
these extra challenges. The specific lesson learned in this regard
is that norale does play a significant role to build wllingness
anong the staff, just as the continuous support and fundi ng of
managenent, is critical to actual inprovenent in tines of



uncertainty and downsi zi ng.

Next _St eps:

Systens | nprovenent:

The tool s and nethods sel ected by a given organi zati on nust be
closely related to the functions it serves and the goals it seeks
to attain. The selection of the correct set of nethods and
processes nmake it nore likely that an organi zation using themw ||
al so adopt a particular type of internal structure favorable to
achieving a positive outcone. Accordingly, we have | earned that

t echnol ogi cal enhancenents such as autonated scoping and tickler
systens, automnated receipt of case papers and transm ssion of Bl
assi gnnents, and nost inportantly, statistical reporting, are
sorely needed in PSS to neasure future advances in time savings and
paperwor k reducti on.

Qual ity Workpl ace:

| npl enenting and nmaintaining a Quality Wrkplace requires an
effective and continuous nmarketing effort. PSS finds that

i ncreased enpl oyee participation brings a sense of ownership and
coomtnent. QWNcultivates a belief that enpl oyees are enpowered
and that PSS is advanci ng toward shared goals. This perception
needs to be marketed continually through shared definition of both
mediumand long termgoals. This represents our next step
Sustaining an effort and periodically renew ng our original
excitenent will remain our chall enge.

PSS Organi zational Design -- Planning for effectiveness:

PSS has a staff of highly specialized enpl oyees and from an
efficiency standpoint, this approach has been historically useful
in terns of performance neasurenent. As this case outline report
is being witten, the workflowis being studied with plans to

adj ust the organi zational structure accordingly. No one has any

i dea of what PSS may | ook |ike organizationally a year from now.
Qur experience has shown that PSS organi zational structure affects
productivity indirectly rather than directly, but plays an
extrenely inportant role in determning PSS effectiveness.

Cont i nuous | nprovenent:



PSS is already in a continuous inprovenent node by virtue of its
status as a pilot project, but we are not an "agile" organi zation
yet. Qur processes are not yet fully efficient or automated, and
managenent has not yet del ayered all of our workflow PSS is
determned to reach its full potential which we define as a, ninble
rapi d-response stewardship of national security clearance and

enpl oynent t hrough continuous assessnent of our

st akehol der/ cust orrer perceptions and detailed anal ysis of interna
oper ati ons.

Per f or mance neasurenent by ot her federal organizations can al so
suggest process refinenents for our programoutput. PSS is eager
to appropriately apply other agency successes where we can. An
exanpl e of this would include a review of DOD s practice of issuing
SECRET cl earances without conducting a personal interview which we
do for Departnental suitability reasons. Wth organizations as

| arge as DCD operating successfully on | ess stringent standards by
assum ng a risk nmanagenent posture, PSS will |ikely soon weigh the
very real cost-saving benefits of such a paradi gmshift.

V¢ have many chal | enges ahead whi ch we can neither plan for nor
predict. But with the current strong commtnent in both Congress
and the Executive Branch to fundanentally rethink the business of
governnent, the PSS experience as a Pilot Project has forced us to
nmeet chal l enges the rest of government will tackle in the next few
years. Fromthis revitalized platform PSS can take on radi cal
redesi gn, and neet the objectives set by the year 2000.

Attachnents (not included in this version)

FY '96 Perfornmance Pl an
CQust oner Survey



