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(1)

INTERNET DOMAIN NAME FRAUD—THE U.S. 
GOVERNMENT’S ROLE IN ENSURING PUB-
LIC ACCESS TO ACCURATE WHOIS DATA 

THURSDAY, SEPTEMBER 4, 2003

HOUSE OF REPRESENTATIVES, 
SUBCOMMITTEE ON COURTS, THE INTERNET,

AND INTELLECTUAL PROPERTY, 
COMMITTEE ON THE JUDICIARY, 

Washington, DC.
The Subcommittee met, pursuant to notice, at 2:02 p.m., in Room 

2141, Rayburn House Office Building, Hon. Lamar Smith (Chair of 
the Subcommittee) presiding. 

Mr. SMITH. The Subcommittee on Courts, the Internet, and Intel-
lectual Property will come to order. Today’s hearing is on ‘‘Internet 
Domain Name Fraud—The U.S. Government’s Role in Ensuring 
Access to Accurate Whois Data.’’ I am going to recognize myself for 
an opening statement, then the Ranking Member, and then we will 
proceed to hear from our witnesses. 

The August infection of more than 7,000 computers with a vari-
ant of the blaster worm serves as a graphic reminder of the dan-
gers that persist for Internet users. As devastating as this attack 
was, the damage it caused pales in comparison to the nearly 63,000 
viruses that have been released on the Internet, which have caused 
$65 billion worth of damages. Yet only one person in the U.S. has 
received a prison sentence in connection with these crimes. The 
FBI’s blaster investigation was assisted by the suspect’s provision 
of truthful information to the Whois database upon registering his 
website, but this result is the exception rather than the rule. 

Consumers, business owners, intellectual property holders, par-
ents, and law enforcement officials understand that these attacks 
impose real and substantial costs on each of them and they have 
called out for tougher enforcement. 

Copyright owners use Whois to identify pirated sites—excuse me, 
pirate sites that operate on the Internet. Trademark owners use 
Whois to resolve cyber squatting disputes, learn the contact details 
for owners of websites offering counterfeit products or otherwise in-
fringing on intellectual property. And law enforcement officers use 
Whois as the first step in most web-based child pornography and 
exploitation cases. 

The enforcement of contracts that already exist between the De-
partment of Commerce and the Internet Corporation for Assigned 
Names and Numbers, ICANN, and its registrars in the top-level 
domains, such as .com, .net, and .org, and the registrants who oper-
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ate websites could do much to clean up the World Web. The task 
of concealing one’s identity is made considerably easier when reg-
istrars refuse to take reasonable steps, as their contracts require, 
to ensure that website registrants accurately report their identity 
and contact information to the Whois database. 

Since 1999, all accredited registrars have been required to pro-
vide access to the full database of registered domain names. De-
spite the demonstrated need and obligation of the Department of 
Commerce, ICANN, and the registrars to provide access to Whois 
data, there is an astonishing lack of enforcement of these contrac-
tual terms. In ICANN’s history, not one registrar has had their ac-
creditation revoked for failure to honor their Whois commitments. 
This is inexcusable. 

Since the issuance of a Presidential directive in 1997, the respon-
sibility for overseeing the Domain Name System (DNS) and man-
aging the transition to private sector control of the technical func-
tions of the Internet has resided with the National Telecommuni-
cations and Information Administration, an agency within the 
United States Department of Commerce. Pursuant to the directive, 
NTIA entered into a contract with the newly-formed Internet Cor-
poration for Assigned Names and Numbers (ICANN) in 1998. Since 
creation, ICANN’s legitimacy and its activities have been the sub-
ject of constant controversy. 

The Commerce Department’s relationship with ICANN is gov-
erned by three major agreements: One, a Memorandum of Under-
standing (MOU) for a joint domain name system; two, a cooperative 
research and development agreement; and three, a sole-source con-
tract to perform certain technical functions relating to the coordi-
nation of the DNS. In spite of a nearly 5-year-long relationship 
with ICANN, there is a growing awareness that Commerce has 
failed to exert its authority to ensure that the public domain name 
registrant databases known as Whois contain accurate information. 
Agreements that are not enforced undermine the very authority, 
stability, and sustainability that Commerce purports to want to en-
sure for ICANN. 

With the current MOU due to expire September 30, Mr. Berman 
and I wrote Secretary Evans on August 8 requesting that, among 
other things, any succeeding MOU be limited to 1 year, preserve 
public access to online systems like Whois, and take steps to im-
prove the integrity of registrant contact information. Without objec-
tion, that letter will be made a part of the record. 

[The letter to Secretary Evans follows:]
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[The response from Theodore W. Kassinger, on behalf of Sec-
retary Evans, follows:]
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Mr. SMITH. In response, we will hear testimony that Commerce, 
one, intends to extend the MOU with ICANN for more than 1 year; 
two, recognizes the value of public access to online systems like 
Whois; and three, intends to include no affirmative steps in the 
MOU in an effort to improve ICANN’s underwhelming enforcement 
record. 

While Commerce intends to add a laundry list of seven mile-
stones to assess ICANN’s—excuse me, to assess ICANN’s future 
performance, not one of these deals principally with Whois, con-
tract enforcement, or intellectual property protections. This, too, at 
least in my judgment, is inexcusable. 

If, as they say, the Commerce Department truly believes in a ro-
bust Whois, there is still time in the next MOU to address the well-
established concerns of parents, consumers, intellectual property 
holders, and others who advocate for better Whois information. 
Rest assured, the Committee’s attention to these issues will be 
judged by results, not by rhetoric. 

That concludes my opening statement and the gentleman from 
California, Mr. Berman, will be recognized for his. 

Mr. BERMAN. Thank you, Mr. Chairman, and thank you for 
scheduling this hearing today. 

For the past three or more Congresses, this Subcommittee has 
examined the widespread problem of inaccurate and incomplete in-
formation in the Whois database. We have documented how inac-
curate Whois data hampers law enforcement investigations, facili-
tates consumer fraud, impairs copyright and trademark protection, 
imperils computer security, enables identity theft, and weakens 
privacy protection efforts. 

Recent events only serve to highlight the critical importance of 
accurate and complete Whois data. For several weeks last month, 
as the Chairman has mentioned, variants of the blazer computer 
worm disrupted or disabled approximately one million computers 
worldwide. Late last week, the U.S. Attorney in Seattle charged 
Jeff Parson, a Minnesota teenager, with writing and distributing 
lovesanB, a variant of the blaster worm that infected at least 7,000 
computers. Accurate Whois data played a key role in identifying 
Jeff Parson as the culprit. 

This investigation of Mr. Parson and the subsequent arrest made 
possible by the information on the Whois database represent just 
the latest example of the importance of an accurate Whois data. As 
did witnesses at many past hearings, witnesses today will provide 
further examples of the need for accurate Whois data while detail-
ing its current unreliability. The importance of accurate and com-
plete Whois data is, thus, well-documented. Well-documented, also, 
is the general unreliability and inaccuracy of the Whois data. 

These facts beg the question. What should Congress do to remedy 
this serious problem? The time for cajoling relevant industry actors 
to act responsibility and self-regulate has expired. Former Chair-
man Coble and I contacted scores of registrars to gather informa-
tion on their efforts to ensure accurate, complete Whois informa-
tion. The handful of responses revealed little desire on behalf of 
registrars to take this issue seriously. We have tried through let-
ters, hearings, and meetings to convince ICANN to deal with this 
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problem, but nothing of significance has happened. In fact, lately, 
there are indications of back-sliding. 

Many times, we have encouraged the Commerce Department to 
vigorously advocate the demonstrated U.S. interest on this issue. 
Most recently, Chairman Smith and I, as he mentioned, asked the 
Commerce Department to address Whois issues in the process of 
renegotiating its Memorandum of Understanding with ICANN. 
These efforts also have proved wholly unsatisfactory. Unless Mr. 
Kassinger has a surprise announcement in store for us today, it ap-
pears the draft MOU fails to require that ICANN take steps to im-
prove the accuracy or completeness of Whois data. 

Rather than outlining any new Whois initiatives including—in-
cluded in the Memoranda of Understanding, Mr. Kassinger’s ad-
vance testimony only references several ongoing measures that 
have already proved woefully inadequate. Mr. Kassinger’s testi-
mony notes the existence of contractual obligations between 
ICANN and registrars and registrars and registrants providing for 
the accuracy and completeness of Whois data. However, a lack of 
enforcement has rendered these obligations meaningless. Reg-
istrars and registrants responsible for thousands of publicly-identi-
fied inaccurate or incomplete Whois entries ignore their obligations 
and fail to correct inaccuracies or incomplete Whois information. In 
the face of this, ICANN has only threatened one registrar with loss 
of accreditation. 

While the Whois data problems report referenced by Mr. 
Kassinger is commendable, systems for self-reporting by victims 
should not relieve registrars of the obligation to proactively verify 
the accuracy of their Whois data. Prevention of crimes is more use-
ful than setting up a mechanism for victims to identify themselves 
after the fact. 

In conclusion, I am disappointed with the failure of both the 
marketplace and regulators to deal with this growing problem. A 
legislative solution seems necessary. Through section 303 of H.R. 
2752, Ranking Member Conyers and I took one stab at crafting 
such a solution. I am open to other legislative approaches. And Mr. 
Chairman, if you are so inclined, I would welcome the opportunity 
to work with you in crafting an appropriate solution. 

With that, I yield back. Thank you. 
Mr. SMITH. Thank you, Mr. Berman. Our opening statements 

were not coordinated, but obviously, we have similar sentiments. 
Let me just thank the gentleman from Texas, Mr. Carter, for 

being here today, as well as the gentleman from Wisconsin, for 
their interest in the subject at hand. 

I will introduce our witnesses, and our first witnesses is Steven 
J. Metalitz, a partner in the firm of Smith and Metalitz, who spe-
cializes in intellectual property, privacy, E-commerce, and informa-
tion law. Mr. Metalitz serves as Senior Vice President of the Inter-
national Intellectual Property Alliance and is counsel to the Copy-
right Coalition on Domain Names. Formerly, Mr. Metalitz served 
as President of the Intellectual Property Constituency of ICANN as 
well as Vice President and General Counsel of the Information In-
dustry Association. Mr. Metalitz is a Phi Beta Kappa graduate of 
the University of Chicago and a graduate of the Georgetown Law 
Center. 
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Our next witness is Benjamin Edelman, a fellow at the Berkman 
Center for Internet and Society at Harvard Law School. Mr. 
Edelman analyzes ICANN activities, operates the Berkman Center 
webcast, and develops software tools for real-time use in meetings, 
classes, and special events. He has authored articles regarding do-
main name issues, including the matter of expired domain names 
that are subsequently registered with false Whois data and used to 
sell pornography. Mr. Edelman graduated from Harvard College 
and is currently pursuing a law degree and doctorate in economics 
from Harvard. 

Our third witness is James E. Farnan, the Deputy Assistant Di-
rector of the FBI’s Cyber Division. Mr. Farnan was a Captain in 
the U.S. Air Force prior to joining the FBI in 1984. During his as-
signments in Houston, New Orleans, Las Vegas, and Washington, 
he has served as a civil litigator, general counsel, and drug and 
computer crimes investigator. Mr. Farnan received a bachelor’s de-
gree from Wheeling Jesuit University, a master’s degree from Pitts-
burgh, and a J.D. from Temple School of Law. 

Our final witness is Ted Kassinger, the General Counsel for the 
U.S. Department of Commerce. Prior to his current position, Mr. 
Kassinger was a member of the law firm of Vinson and Elkins. Mr. 
Kassinger received his undergraduate and law degrees from the 
University of Georgia. 

Let me thank you all for participating, but before I get to that, 
let me say in Mr. Kassinger’s defense, because he is going to get 
some tough questioning, that the Assistant Secretary who would 
have testified left 2 weeks ago, so we are catching him not exactly 
unawares, but he is not the original witness, so we may have to 
somewhat, Mr. Berman, mitigate our charges, but we will see on 
that. 

In any case, we welcome you all, and just a reminder that we are 
limiting your testimony to 5 minutes and there will be ample time 
for us to ask you questions afterwards. 

Mr. Metalitz, we will begin with you. 

STATEMENT OF STEVEN J. METALITZ, PARTNER, SMITH AND 
METALITZ, LLP, AND COUNSEL, COPYRIGHT COALITION ON 
DOMAIN NAMES 

Mr. METALITZ. Thank you very much, Mr. Chairman and Mr. 
Berman, Members of the Subcommittee. Thanks for the oppor-
tunity to testify on behalf of the Copyright Coalition on Domain 
Names representing a wide range of copyright owners. 

CCDN’s goal is to maintain public access to Whois data and to 
improve its accuracy and reliability because it is a key enforcement 
tool against online infringement. But as your opening statements 
clearly show, we are not the only ones who rely on Whois data. It’s 
essential for protecting consumers online, as the FTC told you in 
last year’s hearing before this Subcommittee. It’s important for 
safeguarding network security and for law enforcement investiga-
tions. In fact, all Internet users, we believe, have a stake in keep-
ing Whois data accessible and making it more accurate. 

When this Subcommittee last looked at this issue 16 months ago, 
the accuracy and reliability of Whois data was deplorably bad. The 
first question is, has that changed? The short answer is, no. The 
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Whois database remains riddled with obviously inaccurate data, in 
some cases, the very same data that we cited to this Subcommittee 
last May. You have an expert witness here today in Mr. Edelman 
and I am sure he’ll provide more detail about this problem. 

Aside from the question of accuracy, Whois data has also become 
less accessible over the last year. For example, bulk access to 
Whois data, which all domain name registers are required to pro-
vide, has essentially been eliminated. The statement submitted by 
the International Trademark Association has some more details on 
this. 

And finally, within the fastest growing part of the domain name 
space, the two-letter codes, the country code top-level domains, 
public accessibility of registrant contact data remains wildly incon-
sistent. 

Now, what is ICANN doing about this problem? On paper, 
ICANN has established a good framework with three main features 
that are found in the registrar accreditation agreement that every 
domain name registrar must sign in order to go into the business 
of registering domain names in .com, .net, or .org. 

First, domain name registrants consent in that agreement to col-
lection of their contact data and its dissemination through Whois. 

Second, the registrars are required to make that data available 
to the public via the web and through other means, such as bulk 
access. 

And finally, registrants are required to provide complete and ac-
curate data and to keep it current and they can lose their domain 
names if they don’t do that. 

Now, in practice, this system simply is not working. The basic 
problem remains that ICANN has never effectively enforced the 
contractual commitments that the registrars have made. Whois is 
a glaring example of this, although it’s not the only one. 

We see this as a fundamental flaw in ICANN’s performance. The 
whole concept behind ICANN, to privatize management of the do-
main name system, depends on enforcing contracts that define 
what behavior is and isn’t allowed. Much of ICANN’s unfinished 
business that the Commerce Department has identified involves 
entering into additional agreements, making new contracts. So in 
this context, the question of whether ICANN is enforcing the agree-
ments that it’s already entered into isn’t just a relevant question, 
it seems to us it’s the central question in evaluating ICANN’s per-
formance. 

ICANN now has a new structure. It has new leadership which 
is in a position to make a difference here. But the new leadership 
has inherited a gathering crisis of confidence about ICANN’s will-
ingness or ability to hold its contract partners accountable. How 
the ICANN leadership responds may determine ICANN’s future 
prospects for success. 

And I should add, I say this as a representative of a sector that 
supports ICANN. It participates actively in ICANN’s processes. It 
believes ICANN has done many things right and it very much 
wants to see ICANN succeed. 

But instead of prioritizing contract compliance and enforcement, 
ICANN has spent a lot of time and effort tinkering around the 
edges, and your opening statements refer to the complaint mecha-
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nism that has been established. That has had only marginal impact 
on data accuracy. The fact that it has processed only 10,000 com-
plaints over the last year is evidence of how peripheral it is, be-
cause this problem is much, much bigger than 10,000 domain 
names. 

Then there was an ICANN task force on which I served that 
worked for 2 years looking at Whois issues, to try to get the reg-
istrars to step up and take some small steps to improve the quality 
of the data. But the final recommendations that emerged from this 
process were very modest and unlikely to be effective in tackling 
the real problem, and that problem is registrants who supply false 
contact data because they don’t want to be accountable for their 
use of domain names or for what happens on their sites. 

So how do we improve the situation? A year ago in our testi-
mony, we said the buck stops with ICANN, and I think Sub-
committee has correctly realized that that statement is incomplete. 
The buck really stops with the Department of Commerce and the 
impending expiration of the MOU is a critical juncture. We believe 
that now is the time for Commerce to obtain an ICANN commit-
ment to contract enforcement and to write that commitment into 
the MOU with appropriate reporting requirements. This would be 
a big step forward for accountability on the Internet and for the 
healthy growth of E-commerce. We have a few other suggestions in 
our testimony that I would be glad to go into later. 

Beyond oversight, Congress does need to consider legislative op-
tions, particularly if an ICANN contractual enforcement campaign 
never materializes or is ineffective, and the CCDN and others in 
the intellectual property community stand ready to work with the 
Subcommittee on the necessary changes. 

Thank you again for your continued commitment to this impor-
tant issue. 

Mr. SMITH. Thank you, Mr. Metalitz. 
[The prepared statement of Mr. Metalitz follows:]

PREPARED STATEMENT OF STEVEN J. METALITZ 

Chairman Smith, Representative Berman, and Members of the Subcommittee: 
Thank you for this opportunity to appear again to present the views of organiza-

tions of copyright owners on an issue that is vital to the enforcement of intellectual 
property rights in the online environment: ready access to accurate Whois data. 

Before beginning my testimony, I would like to commend the subcommittee for its 
diligent and consistent focus on this critical issue over the past several years. The 
convening of this timely hearing, as well as the letter which Chairman Smith and 
Representative Berman sent to Secretary Evans last month on this issue, should be 
applauded by all who care about the healthy development of the Internet and e-com-
merce. 

I am here today as counsel to the Copyright Coalition on Domain Names (CCDN), 
which has worked since 1999 on this issue. CCDN participants include leading in-
dustry trade associations such as the Business Software Alliance (BSA), the Motion 
Picture Association of America (MPAA), the Recording Industry Association of 
America (RIAA), and the Software and Information Industry Association (SIIA); the 
two largest organizations administering the performance right in musical composi-
tions, ASCAP and BMI; and major copyright-owning companies such as AOL Time 
Warner and the Walt Disney Company. 

The interests of copyright owners in preserving and improving access to reliable 
Whois data overlap considerably with those of trademark owners. Of course, many 
of the companies participating in CCDN, either directly or through their trade asso-
ciations, own some of the world’s most valuable trademarks and service marks. 
These companies invest heavily in defending these marks against infringements of 
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their intellectual property rights that take place online. Many of my remarks today 
apply at least as much to trademark concerns as they do to copyright matters. 

This testimony will address four main questions:
• Why is real-time public access to complete and accurate Whois data essential?
• What is the current situation, and how has it changed since the Subcommit-

tee’s last hearing on the topic in May 2002?
• What is ICANN doing about the problem?
• What steps can be taken by the Department of Commerce—or by Congress—

to improve the situation? 

I. WHOIS: ACCURACY AND ACCESSIBILITY ARE CRITICAL TO E-COMMERCE
AND ACCOUNTABILITY ONLINE 

In its hearings over the past few years, this Subcommittee has compiled a com-
prehensive record, establishing why it is essential for the public to continue to have 
real-time access to contact data on domain name registrants—referred to as ‘‘Whois 
data’’—and why the accuracy and currentness of this data is of the utmost concern. 
CCDN’s primary focus is on the availability of Whois data for use in enforcing intel-
lectual property rights online, but we know that is only part of a wider picture of 
the importance of accurate and accessible Whois. 

As you know, copyright owners are currently battling an epidemic of online pi-
racy. Whois is a key tool for investigating these cases and identifying the parties 
responsible. Every pirate site has an address on the Internet; and through Whois 
and similar databases, virtually every Internet address can be linked to contact in-
formation about the party that registered the domain name corresponding to the 
site; about the party that hosts the site; or about the party that provides 
connectivity to it. No online piracy case can be resolved through the use of Whois 
alone; but nearly every online piracy investigation involves the use of Whois data 
at some point. 

Trademark owners use Whois in a similar way to combat cybersquatting, the pro-
motion of counterfeit products online, and a wide range of other online infringement 
problems. They also depend on accurate and accessible Whois for a number of other 
critical business purposes, such as trademark portfolio management, conducting due 
diligence on corporate acquisitions, and identifying company assets in insolvencies/
bankruptcies. 

Enforcing intellectual property rights is only one of the beneficial uses of Whois 
data. Others include:

• Consumer protection: In your hearings last year, the Federal Trade Commis-
sion explained how they rely upon accessible and accurate Whois data to 
track down online scam artists, particularly in the cross-border fraud cases 
to which consumer protection agencies around the world are devoting increas-
ing attention.

• Law enforcement: You will hear from a representative of the FBI today about 
the role Whois data plays in law enforcement activities generally. Public ac-
cess to this data is critical to facilitate the gathering of evidence in cases of 
crimes carried out online, particularly in complex cybercrimes.

• Network security: The applications of Whois data in this arena deserve more 
attention than they have received. When a virus is detected, a denial of serv-
ice attack unfolds, or another threat to the security of networked computing 
resources is identified, the response often requires instantaneous access to 
Whois data. ICANN’s expert Security and Stability Advisory Committee re-
cently concluded that ‘‘Whois data is important for the security and stability 
of the Internet’’ and that ‘‘the accuracy of Whois data used to provide contact 
information for the party responsible for an Internet resource must be im-
proved.’’

In practice, several of these well-established and vital uses of Whois data often 
overlap. Consider the troubling upsurge in cases of ‘‘phishing’’ or ‘‘corporate identity 
fraud.’’

In recent weeks, hackers have set up ‘‘cloned sites’’ on the Internet that skillfully 
imitate the look and feel of the sites of major financial institutions, online service 
providers, or E-commerce companies, and that use domain names that are confus-
ingly similar to the marks of these legitimate companies. These fraud artists then 
send mass e-mails to depositors, subscribers, or other customers of the legitimate 
companies, directing them to the cloned site where they are asked to provide social 
security numbers, PIN numbers, credit card numbers or other sensitive personal in-
formation, purportedly to ‘‘verify,’’ ‘‘update,’’ or ‘‘renew’’ their accounts. As the chair-
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man of the FTC recently observed, ‘‘Phishing is a two time scam. Phishers first steal 
a company’s identity and then use it to victimize consumers by stealing their credit 
identities.’’

Phishing is thus not only of concern to law enforcement agencies, consumer pro-
tection groups, intellectual property owners, and network security specialists: it also 
threatens the personal privacy of every consumer who is active online. Ready access 
to accurate Whois data can play a critical role in determining who is engaged in 
this scam and in bringing them to justice. Indeed, if the quality of Whois data were 
considerably more accurate than it is today, then it would be that much more dif-
ficult for this type of destructive fraud to be carried out. 

Whois data has other important uses. It helps parents know who stands behind 
sites their children visit online; it helps consumers determine who they are dealing 
with when they shop online; and it plays a role in ferreting out the source of e-mail 
spam. In short, all Internet users need Whois to provide essential transparency and 
accountability on the Internet. We all have a stake in preserving and enhancing 
real-time access to this database, and in improving its quality and reliability. 

II. WHOIS DATA QUALITY REMAINS POOR, AND ITS ACCESSIBILITY
HAS DECREASED SINCE THE LAST HEARING 

Of course, Whois cannot perform the critical functions I have just mentioned if 
the data it contains is false, incomplete, inaccurate or out of date. As the record of 
your May 2002 hearing amply demonstrated, at that time the quality of Whois data 
was deplorably bad. So has the situation changed since then? In a word, no. 

The Whois database remains riddled with inaccurate data. This problem has been 
so well documented, particularly in the work of Ben Edelman of the Berkman Cen-
ter, that there is little I need to add to his statistical studies and anecdotal exam-
ples. Suffice it to say that the specific example of obviously false Whois data that 
I cited to the subcommittee in my testimony almost sixteen months ago remains in 
the database today. Indeed, the Whois data for this domain name was even updated 
in December 2002—but apparently only to change the registrant’s ‘‘name’’ from 
‘‘DVD Copy HQ’’ to ‘‘Rico Suave.’’ The address—1000 Lavaland Lane, Flabberville, 
CA—remains unchanged, and is obviously phony. 

Accuracy of Whois data was the focus of last year’s hearing. But the accessibility 
of Whois data is also a critical issue, and on that front it is clear that conditions 
have worsened since last May. For example, one of the key mechanisms for pro-
viding public access to Whois—‘‘bulk access’’—is in a shambles. 

Under their contractual agreements with ICANN, domain name registrars are re-
quired to make Whois data on their registrants available under license in bulk. This 
‘‘bulk Whois data’’ is used by licensees to create value-added services, such as those 
marketed in connection with trademark searches. The ‘‘bulk Whois’’ obligation has 
never been popular with registrars, partly because the ICANN contract caps the li-
cense fees they can charge. But over the past year, registrars have taken matters 
into their own hands. They have evaded or defied their contractual obligations to 
ICANN, and have essentially eliminated bulk access to Whois data. 

Some registrars have imposed onerous ancillary restrictions in their bulk access 
contracts; others have deleted most of the registrations from their database before 
making it available via bulk access; other registrars have just stopped offering these 
licenses, even though they promised ICANN they would do so. ICANN has done 
nothing to stop this. As a result, since so little of the total universe of Whois data 
can be obtained under bulk licenses, many of the value-added services have been 
withdrawn from the market. 

The agreements with ICANN also require that registrars make Whois information 
available in response to queries from the public, including via the Web. To date, 
most registrars continue to make some Whois data publicly available on a retail 
basis. But too often the data available is incomplete, provided in non-standard for-
mats, or simply not fully accessible. At the same time, many registrars advocate 
changes to ICANN policies that would allow them to significantly reduce public ac-
cess to Whois data. If, in the near future, registrars decide unilaterally to restrict 
query-based public access, just as they have done with bulk access, we have very 
little confidence that ICANN would move to stop them. 

I should add here that the observations above apply only to contact data on reg-
istrants in .com, .net or .org—the so-called ‘‘legacy generic Top Level Domains,’’ 
(gTLDs) for which Whois data is decentralized and held by each registrar, not by 
the centralized registry. While this still represents most of the domain name uni-
verse, the fastest growing part of that universe is found in the 243 ‘‘country code 
Top Level Domains’’ (ccTLDs), the two-letter domains like .us, .uk and .de (the Ger-
man ccTLD, which is the world’s largest). The accessibility of registrant contact data 
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for the ccTLDs remains a patchwork quilt; while some ccTLD registries make this 
data readily available, others (including some of the largest ccTLDs) provide access 
to only very limited categories of data, or impose other restrictions on access that 
make it much more difficult to employ Whois. 

III. WHAT IS ICANN DOING ABOUT THE PROBLEM? 

Since the last hearing, and no doubt stimulated in great part by this Subcommit-
tee’s clear interest in the topic, ICANN has taken some steps to address the prob-
lems with Whois. However, they fall far short of an effective response to the reality 
of continued low data quality and reduced access. 

The main step taken by ICANN management was to establish a centralized mech-
anism for receiving complaints of false contact data in Whois and passing these com-
plaints along to registrars for action. ICANN even went so far as to threaten one 
registrar with the loss of its ICANN accreditation if it failed to respond to a handful 
of specific complaints. But it is very difficult to tell if the creation of this complaint 
mechanism has had any real impact on the problem of false Whois data. ICANN 
has released very few statistics on the operation of the complaint system, and we 
understand that some registrars take the position that they are not even obligated 
to report back to ICANN on what action, if any, they have taken in response to a 
complaint. 

ICANN’s Generic Name Supporting Organization (GNSO) has also undertaken a 
protracted process of examining Whois policy issues in an attempt to achieve con-
sensus on what changes are needed. During its life span of over two years, the 
Whois Task Force conducted a massive online survey about how Whois was being 
used and what users expected from the system. It also issued a number of interim, 
draft and final reports. But in the end, the thousands of man-hours devoted to this 
effort produced remarkably little progress in addressing the problems plaguing 
Whois. 

With respect to improving the accuracy of Whois data, in particular, the Task 
Force considered a number of proposed recommendations to require registrars to do 
more, in at least some circumstances, to increase the chances that the registrant 
contact data they are collecting is bona fide. Virtually all these proposals were re-
jected, deferred, or watered down to almost nothing. Inexpensive programs are 
available to registrars that will at least help screen out some false contact data; but 
registrars have shown little willingness to take even minimal reasonable steps to 
improve the quality of Whois data. 

The final decision adopted by the Task Force and ultimately ratified by the GNSO 
and the ICANN Board boils down to this: registrars will be required to provide a 
reminder and an opportunity at least annually for registrants to update or correct 
their contact data in Whois. This extremely modest reform is likely to have little 
or no effect on the real problem: registrants who intentionally provide false contact 
data because they are making uses of domain names for which they do not want 
to be found. 

Finally, with regard to the chaotic state of Whois accessibility in the ccTLDs, 
ICANN essentially seems to have thrown in the towel. The recent establishment of 
a country code name Supporting Organization (ccNSO) within the ICANN frame-
work is certainly a positive step; but the scope of the ccNSO’s jurisdiction is ex-
tremely circumscribed and appears to rule out any policy role for ICANN on Whois 
issues. 

In short, the current stance of ICANN on Whois reflects an all too familiar theme. 
Within the gTLD environment, the contractual framework for a viable Whois policy 
is already in place. In order to be accredited by ICANN to register domain names, 
registrars are required to notify registrants about the need to provide accurate, com-
plete and current contact data; to obtain their consent for making this data avail-
able to the public through Whois; to take steps to ensure that the data is in fact 
bona fide; to respond to reports of false contact data (including by canceling registra-
tions that are based on false data); and to make specified Whois data available to 
the public, both in real time on an individual query basis, and through bulk access, 
under specified terms and conditions. The problem is—and the problem has long 
been—that these obligations have never been effectively enforced by the one entity 
with clear authority to enforce them: ICANN. 

Copyright and trademark owners, and the organizations that represent them, sup-
port ICANN. We support the underlying concepts of this great experiment in private 
sector self-management of a critical Internet resource. Through the Intellectual 
Property Constituency, we have participated actively in the many and manifold 
ICANN policy development processes, including those related to Whois, and will 
continue to do so. Much can be accomplished through dialogue in the ICANN frame-
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work, and we remain deeply engaged in that dialogue. But it is essential that 
ICANN understand that its failure to effectively tackle the problems plaguing 
Whois—which translates, to a great extent, to its failure to effectively enforce the 
contracts it has entered into with registrars and registries—is severely testing this 
continued support and engagement. 

Under new leadership and with a reformed structure and charter, ‘‘ICANN 2.0’’ 
is laying great plans to take more comprehensive steps to ensure stability and secu-
rity in the Domain Name System. But all those plans depend upon the development 
and implementation of voluntary agreements with key players. Unless and until 
ICANN can instill greater confidence in its approach by effectively enforcing the 
agreements it has already entered into, its future plans, and indeed perhaps its fu-
ture viability, will remain shrouded in uncertainty. 

The success of the ICANN model for private sector, consensus-based management 
of the DNS depends upon scrupulous observance of the contractual undertakings 
which embody the policies developed by ICANN. The widespread failure of reg-
istrars to abide by those undertakings with respect to Whois, and the even more 
disturbing failure of ICANN to enforce those undertakings vigorously, does not bode 
well for the success of the ICANN model. Accreditation by ICANN as a domain 
name registrar is not an entitlement, but a privilege regulated by contract; and 
ICANN has not effectively used the power to revoke accreditation in order to 
achieve higher levels of compliance with contractual commitments. 

IV. WHAT DOC SHOULD BE DOING TO IMPROVE THE SITUATION 

Mr. Chairman, in our testimony at last year’s hearing, we said that, with respect 
to the problems of accuracy and integrity of the Whois database, ‘‘the buck stops 
with ICANN.’’ I believe that you and Mr. Berman have correctly recognized that this 
statement is incomplete. In many respects, the buck stops with the Department of 
Commerce, which oversees and manages the relationship with ICANN as part of the 
overall task of managing the Domain Name System. That relationship is at a crit-
ical juncture with the impending expiration of the Memorandum of Understanding 
between the Department and ICANN. We believe that your letter of August 8 to 
Secretary Evans correctly framed many of the key questions that need to be an-
swered in fashioning the terms and conditions under which that MOU will be ex-
tended past September 30. 

The staff of the Department of Commerce, and the other US government rep-
resentatives who have participated in ICANN, have certainly played a constructive 
role in encouraging ICANN to step up to the issues of Whois availability and accu-
racy. We believe that they can and should do more. Here are some specific proposals 
which we urge DOC to consider.

• (1) Obtain an ICANN commitment to contract enforcement, embodied in the 
MOU. As I have already noted, the ineffectiveness of ICANN’s enforcement 
of its agreements with registrars and registries has repercussions far beyond 
the issue of Whois. It is long past time for ICANN to commit to devoting ade-
quate resources to the contract compliance, monitoring and enforcement func-
tions, and to providing greater transparency in its enforcement efforts. In the 
MOU, ICANN should make this commitment, and also agree to much more 
detailed reporting on its efforts to ensure that registrars and registries meet 
their responsibilities with regard to Whois data quality and accessibility, 
among other issues. If ICANN demonstrates its readiness to prioritize con-
tract enforcement activities, DOC should in turn be supportive of proposals 
for a moderate increase in the per-registration ICANN assessment fee col-
lected by gTLD registrars, if this is needed to achieve adequate funding.

• (2) Keep a close eye on the Whois policy development process. Following a suc-
cessful and informative set of workshops on Whois at its recent Montreal 
meeting, ICANN is embarking on a new phase of policy development activi-
ties with respect to Whois and privacy issues. While a number of issues could 
legitimately enter into this debate, these activities will be most constructive 
if they focus on incremental steps, particularly in improvement of the quality 
and accuracy of Whois data, rather than on more sweeping changes that could 
reduce or restrict access to Whois data and thus undermine the transparency 
and accountability that Whois can provide. ICANN’s CEO has already 
stressed the important role of governments in the reorganized ICANN frame-
work for developing policy. The U.S. government should step up to this role 
in the case of Whois.

• (3) Build an international constituency for Whois within the ICANN Govern-
mental Advisory Committee (GAC). Ordinary Internet users all around the 
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world will benefit from the increased transparency and accountability that 
Whois can provide if the quality of its data is improved and if ready access 
to the data is maintained and enhanced. The governments that participate in 
the GAC will also benefit, since public access to accurate Whois data facili-
tates key government functions such as law enforcement, consumer protec-
tion, and protection of children from inappropriate online activities. However, 
these broader public safety and governmental concerns are not always voiced 
within the GAC, whose participants can be influenced by other bureaucratic 
and ideological goals. The US government participants in the GAC should 
make it a priority to build international support for the role of Whois, and 
to promote awareness of the social costs of restricting access to Whois or fail-
ing to address the accuracy issue.

• (4) Push for best practices on ccTLDs. Although ICANN may not be in a posi-
tion at present to develop binding Whois policies for ccTLDs, there is much 
that DOC can do, including within the GAC, to encourage other governments 
to move their local ccTLD registries toward improved policies. The ‘‘GAC 
Principles for the Delegation and Administration of Country Code Top Level 
Domains,’’ adopted in 2000 as a result of U.S. leadership, provide a good 
starting point for this discussion, and their underlying approach should be 
maintained. DOC should also consider how our own ccTLD registry—.us—
could be promoted as a model for others to emulate. The same agency within 
DOC both leads the US delegation to the GAC and administers the registry 
contract for .us; coordination between these two roles should be enhanced.

• (5) Advocate within intergovernmental organizations for accessible and accu-
rate Whois. The World Intellectual Property Organization (WIPO) is a key 
forum in this regard. Its ‘‘ccTLD Best Practices for the Prevention and Reso-
lution of Intellectual Property Disputes,’’ adopted in 2001, offer an excellent 
resource for ccTLDs seeking to adopt sound Whois policies. Because of the im-
portance of Whois as an intellectual property enforcement tool, WIPO’s in-
creased focus on enforcement best practices provides a good opportunity to re-
inforce the value of accurate and accessible Whois. In addition to WIPO, the 
International Telecommunications Union (ITU) is becoming increasingly ac-
tive on issues relating to the domain name system (DNS). While it would cer-
tainly be counterproductive for ITU to usurp or supplant ICANN’s role, to the 
extent the ITU is involved, the USG should be engaged and should advocate 
for sound policies that promote the transparency and accountability of the 
DNS.

• (6) Be alert for other international fora. Promotion of sound Whois policies 
should be integrated into DOC’s trade policy, e-commerce, and other inter-
national activities. With regard to ccTLDs, future trade agreements should 
build on and improve the provisions of the Singapore and Chile Free Trade 
Agreements that call on signatories to promote Whois access and accuracy, 
as well as alternative resolution systems for domain name disputes within 
their national registries. DOC and other Executive Branch agencies should 
also consider how best to use fora such as the World Trade Organization to 
reduce impediments to public access to accurate Whois data, bearing in mind 
the obligation of all WTO member states to provide effective mechanisms 
against infringements of intellectual property rights, including those taking 
place online. 

V. LEGISLATIVE OPTIONS 

Finally, although we recognize that this is an oversight hearing, we urge the sub-
committee to also consider legislative changes that could advance the cause of acces-
sible and accurate Whois data. Some relatively simple steps could help. For exam-
ple, online criminals often submit false Whois data to evade detection when they 
set up an Internet site for use in carrying out piracy, fraud, or other offenses. It 
would make sense to adopt a provision increasing the potential sentence of a person 
convicted of carrying out a federal crime online, when it is proven that false contact 
data was intentionally submitted in furtherance of the criminal scheme. 

The more complex challenge is to enhance existing incentives for registrars and 
registries to handle Whois data more responsibly. It is obvious that existing incen-
tives are insufficient. Too many registrars and registries do far too little to screen 
out false contact data at the time of submission; to verify or spot-check contact data 
that is submitted; or, at a minimum, to respond promptly and effectively to com-
plaints of false contact data, including by canceling the domain name registrations 
which the false data supports. We hope that more aggressive and effective enforce-
ment by ICANN will make a difference. But if it does not, or if the needed ICANN 
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enforcement campaign is not forthcoming, Congress must seriously consider step-
ping in to provide the incentives by statute. Should this occur, CCDN would be 
pleased to work with this Subcommittee on appropriate legislative options. 

Thank you once again for the opportunity to testify today. I would be pleased to 
answer any questions.

Mr. SMITH. Mr. Edelman? 

STATEMENT OF BENJAMIN EDELMAN, FELLOW, BERKMAN 
CENTER FOR INTERNET AND SOCIETY, HARVARD LAW 
SCHOOL 
Mr. EDELMAN. Chairman Smith, Ranking Member Berman, 

Members of the Subcommittee, in the interests of full disclosure, 
let me pause to add one sentence to my biography. I previously 
worked for ICANN as a consultant, primarily making their meet-
ings available for viewing and participation over the Internet, but 
to be sure, also on some substantive issues, including even Whois. 
Suffice it to say that we have parted ways and I am here for myself 
and for the Berkman Center at Harvard, not for ICANN. But let 
no one think I have anything to hide. 

Like Members of the Subcommittee, I’ve followed Whois accuracy 
problems for, at this point, more than a decade. My recent research 
has attempted to bring the issue into a new focus by finding some 
of the bad apples, and to the extent I am able, calling attention to 
them. 

Indeed, I have published lists of many thousands of domains 
with invalid Whois data, as well as what information I can find 
about their likely registrants and about the registrars who continue 
to serve them. I want to note that this reporting is a poor sub-
stitute for real efforts at enforcement of the sort I’ll propose in a 
moment and of the sort that took place yesterday in Florida, when 
notorious false Whois registrant John Zuccarini was arrested. Ulti-
mately, even if I write an article about a registrant, the registrant 
keeps the domain and the problem remains. 

With that, let me review the key findings of my research and the 
suggested solutions in my testimony. 

As to what’s going wrong, I see two sets of problems. First, reg-
istrants face no meaningful incentives to provide accurate Whois 
data. Registrants can submit blatantly invalid data without fear of 
monetary or other sanction, and so they do. 

Second, registrars face no meaningful incentives to demand accu-
rate Whois data from registrants, to be sure, their customers. What 
few incentives registrars might face are toothless, infrequently and 
arbitrarily invoked, and, therefore, ignored. 

The result is that in terms of accuracy, when compared with 
other compilations of public data, like drivers’ licenses and trade-
mark registrations, the Whois database is substantially fiction. 

With these diagnoses in mind, let me suggest five policy re-
sponses. 

First, a reduction in the leniency of opportunity to cure inten-
tionally invalid data. At present, when a registrant is caught with 
invalid Whois data, the registrant can fix it without penalty. 
Sounds great, but so long as this is the policy, why would a reg-
istrant ever provide correct data in the first place? Some form of 
sanction, be it forfeiture of the domain or payment of a fine, is nec-
essary to discourage intentionally invalid entries. 
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Second, for registrants with multiple domains with intentionally 
invalid data, forfeiture of all domains when any are to be canceled. 
For a registrant with, say, 5,000 domains, it’s laughable to seize 
just one. The registrant will never notice and certainly will never 
much care. 

Third, statistically valid surveys of registrars’ Whois accuracy 
with public reporting of each registrar’s performance. Registrars 
with poor record can expect a sort of public humiliation, at the very 
least, invitations to explain themselves before Committees like this 
one. 

Fourth, improvements in transparency of ICANN’s Whois com-
plaint system. At present, the status of Whois complaints is largely 
unknown. There is no systematic way to track which registrars act 
on complaints and which ignore them. Publishing the complaints 
and their dispositions would be beneficial to all, would allow re-
searchers, the press, and this Subcommittee to know which reg-
istrars are doing best, and to be sure, which worst at Whois accu-
racy. 

Finally, if reporting and suggestions three and four didn’t suc-
ceed in inspiring registrars to demand accurate data from their 
customers, ICANN or the Department of Commerce could impose 
financial and other penalties on registrars with the worst Whois ac-
curacy records. It may sound far-flung, but it’s actually hardly un-
precedented. ICANN’s contracts with registries already impose fi-
nancial sanctions for poor performance. 

I appreciate the opportunity to offer these suggestions and I look 
forward to working with the Subcommittee in the future. 

Mr. SMITH. Thank you, Mr. Edelman. 
[The prepared statement of Mr. Edelman follows:]
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PREPARED STATEMENT OF BENJAMIN EDELMAN
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Mr. SMITH. Mr. Farnan? 

STATEMENT OF JAMES E. FARNAN, DEPUTY ASSISTANT DI-
RECTOR, CYBER DIVISION, FEDERAL BUREAU OF INVES-
TIGATION 

Mr. FARNAN. Good afternoon. I would like to thank Chairman 
Smith, Ranking Member Berman, and Members of the Sub-
committee for the opportunity to testify today. We welcome your 
Subcommittee’s leadership in dealing with the serious issues asso-
ciated with use of the Whois database. 

Cyber Division investigators use the Whois database every day. 
Querying of domain name registries is the first step in most cyber 
crime investigations. While this process identifies the entity re-
sponsible for operating an Internet site, it does not provide identi-
fying information about users of that site. 

For instance, we may receive a complaint that a website is being 
used to solicit personal, credit card, or financial information. Our 
first task is to identify the operator of that site using the Whois 
database. We will query the domain name registry where the tar-
get domain is registered. If the information in the registry is accu-
rate, it will show the name, location, and contact information for 
the operator of that site. With this information in hand, we know 
where to direct the appropriate legal process to obtain additional 
information. 

Unfortunately, there is no system for authenticating information 
provided to domain name registries other than to ensure that the 
payment mechanism, usually a credit card, is authorized at the 
time the domain name was purchased. In other words, a stolen 
credit card may be used to purchase a domain name and provide 
fictitious information which is never checked or verified. 

In addition to law enforcement’s use of domain registry informa-
tion, system administrators use this information to identify sites 
that may be causing technical problems over the Internet or which 
are the source of certain abuses, such as viruses or other malicious 
code, and then use this information to contact the site owner to ad-
vise them of the problem. 

I have two examples of cases in which Cyber Division investiga-
tors and analysts use the Whois database. In a significant intellec-
tual property rights investigation, a site that was used to host pi-
rated computer software had a domain name that was registered 
with fraudulent information. Investigators took logical steps to 
identify the subject who owned and operated that site, but the 
fraudulent information in the domain name registry substantially 
hampered the investigation at its critical early stages. 

To obtain valid identifying information regarding the subject’s lo-
cation, investigators were required to implement more complex and 
time-consuming legal processes through a series of Internet service 
providers associated with Internet traffic to and from the subject 
website. The subject was ultimately identified and prosecuted, al-
though the process was substantially lengthened and complicated 
due to the inaccuracy of information provided to the domain reg-
istry. A delay of this type in identifying subjects and locations of 
relevant computers could result in the loss of critical evidence or 
the complete failure to locate subjects. 
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In a second case, we received information that a particular 
website contained images of child pornography. Our analysts used 
Whois to identify the Internet Service Provider, or ISP, hosting the 
website. Soon, a subpoena to the ISP generated a response which 
provided significant leads, including web logs that generated activ-
ity in foreign countries, as well as a name for the owner/operator 
of the original website. There was no other identifying information 
on the owner/operator. Analysts searched other databases and 
eventually linked the subject to a previously unknown website. 
Using the name of the new website matched with the subject’s 
name, and again using the Whois database, analysts were able to 
completely identify the subject and a geographic location. 

In this example, Whois was used twice, first to generate a single 
subpoena to the proper ISP, and secondly, to positively identify the 
subject. Without the assistance of the Whois database, analysts 
would have had to rely on more conventional search methods which 
would have led to dozens of subpoenas being issued with no cer-
tainty the true subject would have ever been identified. 

The use of these more conventional investigative methods is ex-
tremely time consuming and resource intensive. The Whois data-
base greatly enhances the accuracy of the FBI’s investigations as 
it allows analysts and agents with the ability to create—to accu-
rately issue subpoenas, some of which may otherwise not be issued 
to the correct ISP. 

Our interest in Whois can be summarized in one sentence. Any-
thing that limits or restricts the availability of Whois data to law 
enforcement agencies will decrease its usefulness in FBI investiga-
tions, while anything that increases the accuracy and completeness 
of Whois data will improve timeliness and efficiency in our cases. 
There are other means for obtaining this information, but these can 
degrade efficiency and timeliness. 

I thank you for your invitation to speak with you today, and on 
behalf of the FBI, look forward to working with you on this very 
important topic. 

Mr. SMITH. Thank you, Mr. Farnan. 
[The prepared statement of Mr. Farnan follows:]

PREPARED STATEMENT OF JAMES E. FARNAN 

Good Afternoon. I would like to thank Chairman Smith, Ranking Member Ber-
man, and members of the Subcommittee for the opportunity to testify today. We 
welcome your Subcommittee’s leadership in dealing with the issues associated with 
use of the ‘‘Whois’’ database. 

Cyber Division investigators use the Whois database almost every day. Querying 
of domain name registries is the first step in many cybercrime investigations. This 
task may help identify the entity responsible for operating an Internet web site. For 
instance, law enforcement may receive a complaint that a web site is being used 
to solicit personal credit card financial information from victims. The first task for 
law enforcement is to identify the operator of that site. This may be accomplished 
by querying the domain name registry where the target domain is registered. If the 
information in the registry is accurate, then it will show the name, location, and 
contact information for the operator of that site. With this information in hand, law 
enforcement knows where to direct the appropriate legal process (a subpoena, court 
order, or other process) if additional information is required. 

Sometimes the publicly available identifying information in the Whois database 
is inaccurate but the non-public payment information used to purchase the domain 
name is valid and legitimate. In those instances, serving a subpoena on the reg-
istrar can yield the real identity of the domain owner. Unfortunately, not every do-
main name registrar authenticates credit card or other payment information at the 
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time the domain name is registered. Therefore, a suspect using a stolen credit card 
may be able to purchase a domain name with fictitious identifying information 
which is never checked or verified. Obviously we would prefer that registrars take 
steps to increase the reliability of the Whois database, but as I will describe in a 
moment, there are other tools available to law enforcement to supplement the infor-
mation found in the Whois records. 

Allow me to set forth the facts of a typical case in which Cyber Division investiga-
tors and analysts have used the Whois database, along with other tools, to quickly 
identify the targets of an investigation. 

Recently, the National Center for Missing and Exploited Children (NCMEC) and 
the FBI received information that a particular web site contained images of child 
pornography. Analysts with the FBI checked the Whois database to ascertain the 
identity of the Internet Service Provider (ISP) hosting the web site. (Note that this 
information is readily available from other public sources as well.) A subpoena for 
information pertaining to the web site’s owner/operator was soon obtained. Two 
weeks later, the subpoena generated a response which provided significant leads, in-
cluding web logs which indicated activity in foreign countries, as well as a name 
for the owner/operator of the original web site. There was no other identifying infor-
mation on the owner/operator. 

Analysts continued to search other databases to locate any other possible busi-
nesses or locations affiliated with the subject. Eventually, a link was made between 
the subject and a previously unknown web site. Matching the name of the new web 
site against the subject’s name, and again using the Whois database, analysts were 
able to completely identify the subject, including a geographic location. 

Additionally investigators use the Whois database in investigations ranging from 
online fraud, threat, to computer intrusion cases. The information obtained from the 
Whois database is often used to generate investigative leads and is the starting 
point for utilizing other investigative techniques. 

As the above example shows, the publicly accessible Whois database of domain 
name registrations can be a useful tool in law enforcement investigations. That is 
not to say that Whois is indispensable, however. As I’ve indicated, sometimes the 
Whois data is inaccurate, incomplete, outdated, or deliberately falsified. If the Whois 
data leads to a dead-end, the FBI has other tools at its disposal to obtain informa-
tion concerning the identity of domain owners. Some of those tools include publicly 
available sources of information similar to the Whois records. For example, in addi-
tion to the Whois database covering domain name registrations, there is an entirely 
different set of records covering the assignment of Internet Protocol (IP) addresses. 
The IP address assignment records tend to be more accurate than the Whois domain 
name records, and in most cases they will lead us either to the domain owner’s ISP 
or to the Web hosting company. The publicly available sources also include technical 
tools such as traceroute, which ‘‘traces’’ the electronic path to a Website, and domain 
name service (‘‘DNS’’) lookups, which again usually reveal the ISP or the Web 
hosting company. Once we know the ISP or the Web hosting company, law enforce-
ment can serve subpoenas or court orders to obtain personally identifying informa-
tion for the domain name owner, or to gain leads on other useful information. 

Obviously it is quicker to use Whois to obtain instant electronic access to data 
that could identify the perpetrator of a crime, as opposed to serving a subpoena or 
court order and waiting on a third party to deliver the same information. In addi-
tion, although international cooperation is improving for computer crime and ter-
rorism investigations, there is always the possibility of delay in getting responses 
to formal legal process whenever our investigations cross international boundaries. 
Whois can be useful in those cases, assuming the Whois data is accurate and com-
plete, which it often is not. 

The Justice Department is aware of efforts currently underway to enable the 
Internet Corporation for Assigned Names and Numbers (ICANN) to address some 
of the public policy issues associated with the Whois database. We are aware of 
these discussions and have tried to ensure that law enforcement interests are clear-
ly understood by the participants in the ICANN process. The Justice Department 
has stated that it does not endorse any particular solution among those now being 
considered by ICANN. Anything that limits or restricts the availability of Whois 
data to law enforcement agencies will decrease its usefulness in FBI investigations, 
while anything that increases the accuracy and completeness of Whois data will im-
prove timeliness and efficiency in our cases. 

I thank you for your invitation to speak to you today and, on behalf of the FBI, 
I look forward to working with you on this topic.

Mr. SMITH. Mr. Kassinger? 
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STATEMENT OF THEODORE W. KASSINGER, GENERAL 
COUNSEL, U.S. DEPARTMENT OF COMMERCE 

Mr. KASSINGER. Mr. Chairman, Mr. Berman, Members of the 
Subcommittee, thank you for your warm words of welcome in your 
opening statements. [Laughter.] 

It’s true that Assistant Secretary Victory resigned a month ago 
and that proved to be an opportune time, but I welcome the oppor-
tunity to be here today. This is an important subject and I’m happy 
to represent the Department and discuss these issues with you. 

In my prepared statement, I spent a fair amount of time dis-
cussing our thoughts about the MOU. I hope we’ll spend more time 
on that in the question and answer session. That is a key task fac-
ing us. 

But I wanted to take this—these brief moments here to address 
seriatim the six questions you posed in your letter to Secretary 
Evans on August 8. I thought we ought to get that on the record 
in simple terms, so let me briefly walk through those. 

Your first question was whether—was you asked for the Depart-
ment’s assessment of ICANN’s efforts to enforce the——

Mr. SMITH. Mr. Kassinger, of course, there was an easier way to 
get that letter on the record, and that would have been to respond 
to us before today, but we’ll let that go. 

Mr. KASSINGER. I take your point. You asked for an assessment 
of ICANN’s efforts to enforce the Whois related provisions of the 
registrar accreditation agreements. In our judgment, ICANN’s 
management, led by the new CEO, Mr. Twomey, understands the 
need for accurate and publicly available Whois data and is com-
mitted to improving the Whois system. Clearly, more work needs 
to be done in this area. 

The two developments that you alluded to, and Mr. Berman and 
others—the new Whois data problem report system and the data 
date reminder policy—are steps in the right direction. They are not 
enough. I would suggest, however, that there’s a lot more going on 
than would be suggested by some of the discussion here today. Mr. 
Twomey has appointed a Presidential advisory body to specifically 
work on these issues, and as we’ll discuss—and I’ll discuss in an-
swer to your other questions, there’s an awful lot of activity going 
on. So a lot of work needs to be done, but we think things are head-
ed in the right direction. 

Second, you asked for the steps the Department has taken to en-
courage ICANN registrars and registries to honor their contractual 
obligations. We’ve done a number of things in that area. First, the 
Department has monitored developments in the Whois arena close-
ly since ICANN’s inception and will continue to do so. The Depart-
ment is particularly interested in the impact of the new complaint 
reporting process and the Whois update requirement on improved 
accuracy, but there are other things we’re working on. 

Second, the Department has focused its efforts in the inter-
national arena primarily through the Government Advisory Com-
mittee, the GAC, WIPO, and the International Telecommunication 
Union. We’re active in all those fora. Most recently, the Depart-
ment took a leadership role in the June 2003 education workshop 
hosted by ICANN that focused on Whois issues. 
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Third, the Department through WIPO and the GAC has actively 
encouraged the development and enforcement of best practices for 
accurate and publicly available Whois data. 

Fourth, the Department has advocated the adoption of Whois 
type registrant contact data and dispute resolution policies for 
ccTLD operators in bilateral trade agreements, such as the recent 
trade agreements with Singapore and Chile. 

And finally, we took the lead in forming a Government inter-
agency working group to increase the effectiveness of our analyses 
and advocacy on these issues. This group includes representatives 
from the Department, including the PTO, the Justice Department, 
and the Federal Trade Commission. We’re in the process of formu-
lating a set of recommendations to be presented to the GAC at the 
ICANN meeting in October. So we’re doing a lot. 

The third question you raised was the manner in which the De-
partment intends to address intellectual property concerns in any 
MOU extension. This is a conversation I’m sure we ought to have 
in an extended way in the Q&A session, but let me just say that 
we have not finalized our proposal to ICANN. This question is still 
on the table. How to address it is a difficult one. 

Our primary focus, as indicated in the written testimony, is on 
matters that go to the core sustainability of ICANN. The question 
of how Whois data is handled would be academic if ICANN cannot 
survive, and we have perceived serious issues for the long term 
that ICANN must address in the next phase under the MOU. 
There is, for example, at this point, to my knowledge, no strategic 
plan at ICANN of where it wants to go and how it’s going to get 
there. There is a serious question of financial resources that are es-
sential for, among other things, to address Whois issues. 

So we have identified the seven areas that were listed in my 
written statement. We’re considering what other items should be in 
the MOU. We welcome your thoughts in that regard. 

Fourth, you asked for the Department’s opinion on whether the 
ccNSO structure and charter adopted by the ICANN board satisfy 
the MOU obligation with regard to ccTLDs. The short answer is no. 
We think it’s a good thing. We support it. We support the effort to 
bring the ccTLDs into the ICANN world through that organization 
and the policies it may recommend, but our MOU requires actual 
agreements, and that is what we will look for. 

Fifth—I’m sorry, Mr. Chairman, I’ve run out of time. If you can 
stand the suspense, I’ll address your last two questions later. 

Mr. SMITH. Okay. Thank you, Mr. Kassinger. 
[The prepared statement of Mr. Kassinger follows:]

PREPARED STATEMENT OF THEODORE W. KASSINGER 

Mr. Chairman, 
Thank you and the members of the Subcommittee on Courts, the Internet, and 

Intellectual Property for this opportunity to testify on developments that affect the 
operation of the Internet domain name system and the enforcement of intellectual 
property rights in the digital environment. The Department of Commerce believes 
that the public domain name registrant database known as the ‘‘WHOIS’’ is a par-
ticularly valuable tool in enforcing intellectual property rights. 

EXTENDING THE ICANN MOU 

The Department continues to serve as the steward of critical elements of the do-
main name and number system (DNS), while pursuing the policy goal of privatizing 
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technical management of the DNS. The vehicle for achieving this goal is the Memo-
randum of Understanding (MOU) between the Department and the Internet Cor-
poration for Assigned Names and Numbers (ICANN). ICANN is the private sector 
entity responsible for day-to-day management of Internet names and numbers. 

The Department continues to believe that the stability and security of the DNS 
can best be achieved through privatization of and global participation in technical 
management of the system. The Department supports the ongoing work of ICANN 
and its efforts to engage stakeholders in its decision-making processes. The Depart-
ment especially desires to see ICANN evolve into an independent, stable, and sus-
tainable organization that is well-equipped to weather a future crisis. We are en-
couraged that ICANN has been making progress toward this end. 

Last year, the Department and ICANN agreed to renew the MOU for a period 
of one year with a focus on improving stability and sustainability. These improve-
ments required ICANN to clarify its mission and responsibilities; to ensure trans-
parency and accountability in its processes and decision making; to increase its re-
sponsiveness to Internet stakeholders; to develop an effective advisory role for gov-
ernments; and to ensure adequate and stable financial and personnel resources to 
carry out its mission and responsibilities. 

ICANN made strides during the past year towards developing into a more stable, 
transparent, and responsive organization. It completed a reform effort that resulted 
in structural adjustments and refinements to its decision-making processes designed 
to allow for greater transparency and responsiveness to all critical Internet stake-
holders. In addition, the corporation hired a new Chief Executive Officer with both 
management expertise and experience in dealing with this unique organization. 
ICANN collaborated with governments to improve communication on public policy 
issues by establishing liaisons between its Governmental Advisory Committee and 
each of the ICANN supporting organizations. 

While ICANN made progress, both the Department and ICANN recognize that 
there remains much to be accomplished in order for ICANN to evolve into the stable 
and sustainable management organization that it must be. The Department believes 
that the MOU, therefore, should be extended and amended to include milestones to 
ensure ICANN’s steady progress towards that end. 

These milestones would encompass the following areas of ICANN’s development: 
(1) a strategic plan with goals for securing long-term sustainability of its critical do-
main name and numbering system management responsibilities; (2) a contingency 
plan to ensure continuity of essential domain name system operations in the event 
of the corporation’s bankruptcy, dissolution, or any other catastrophic failure or nat-
ural disaster; (3) ICANN’s relationship with the root server system operators to en-
hance the security of the root server system; (4) agreements with and more involve-
ment from Regional Internet Registries, which are responsible for allocating num-
bering resources within their respective geographic regions; (5) accountability mech-
anisms such as arbitration procedures and selection of an ombudsman; (6) agree-
ments with and more involvement from country code top level domain operators; 
and (7) an appropriate long-term strategy for selecting new top level domains. 

If the MOU is amended in this manner, then ICANN should be afforded sufficient 
time to complete the agreed tasks. Thus, the Department intends to negotiate an 
extension of the MOU that is likely to exceed one year, while ensuring timely and 
steady progress is achieved. An extension of more than one year would allow for the 
completion and realization of structural and organizational changes that ICANN 
has initiated in the past year. It would also give ICANN sufficient time to seek and 
to provide opportunities for enhanced cooperation by all participants necessary to 
complete the tasks remaining under the MOU. The Department further is sympa-
thetic to the view that a longer term for the MOU would permit ICANN to attract 
and to retain staff with the expertise critical to the success of this continued effort. 

PROTECTION OF INTELLECTUAL PROPERTY RIGHTS 

The Department has long been concerned about the protection of intellectual prop-
erty rights on the Internet. In order for the Internet to be a secure and stable net-
work for electronic commerce, businesses must have confidence that their intellec-
tual property can be protected in the online environment. The Department has 
worked for many years, domestically and internationally, to provide appropriate en-
forcement tools for U.S. intellectual property rights holders and to urge our trading 
partners to do the same. 

In 1998, when the Department first set forth its statement of principles for pri-
vate sector management of the Internet name and numbering system, it highlighted 
the importance of intellectual property issues. In particular, the Department’s State-
ment of Policy on the Privatization of the Internet Domain Name System on the 
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Management of Internet Names and Addresses called for a dispute resolution policy 
to address cybersquatting as well as a ‘‘searchable database of registered domain 
names that provide information necessary to contact a domain name registrant 
when a conflict arises between a trademark holder and a domain name holder.’’

The World Intellectual Property Organization (WIPO) responded to this call re-
garding cybersquatting by developing a Uniform Dispute Resolution Policy (UDRP) 
and recommending this policy to ICANN for consideration. The UDRP requires do-
main name registrants in all generic top level domains (such as .com, .org., .biz) to 
agree to an arbitration mechanism in the event that the domain name infringes a 
trademark holders rights. In 1999, ICANN adopted and implemented the UDRP as 
its first consensus policy. It is widely recognized as one of ICANN’s significant 
achievements. 

The Department’s 1998 Statement of Policy also called for introduction of competi-
tion in the domain name registration market. In response, ICANN established a 
process in 1999 to accredit domain name retailers or registrars. This accreditation 
process for registrars was accepted by the Department and the U.S. intellectual 
property community as one avenue for addressing concerns regarding transparency 
and accountability in the domain name system. This process requires registrars to 
agree to collect and make available to the public contact information for domain 
name registrants. 
WHOIS 

This public domain name registrant database, known as the ‘‘WHOIS’’ database, 
serves many important public policy needs. For example, it allows intellectual prop-
erty owners to determine the identity of those conducting piracy or trademark coun-
terfeiting operations; Internet Service Providers, hosting companies, and network 
operators to maintain network security and investigate technical problems; law en-
forcement officials to investigate illegal activities online; and consumers to identify 
the commercial entity with whom they are dealing online. With regard to intellec-
tual property owners, the WHOIS database provides a quick and effective way to 
reach a domain name registrant that might be engaged in intellectual property in-
fringement. 

Concern has been raised by privacy advocates and other national governments, 
however, about the administration of the WHOIS database, including the protection 
of the privacy of citizens who use the Internet; compliance with national laws that 
restrict the collection and availability of personal data; prevention of the use of 
WHOIS data for purposes of unsolicited commercial marketing; and prevention of 
personal contact information contained in the database from being used for purposes 
such as harassment or identity theft. 

The Department of Commerce is working, along with the ICANN community, to 
explore the issues implicated by WHOIS and to find an appropriate balance among 
competing public policy interests to achieve a more accurate and available WHOIS 
database. A number of U.S. government agencies participate in a U.S. interagency 
working group that is examining what changes, if any, would improve the accuracy 
and availability of the WHOIS database. The Department’s National Telecommuni-
cations and Information Administration (NTIA) chairs that group, which also in-
cludes the U.S. Patent and Trademark Office (USPTO), the Federal Trade Commis-
sion, and the Department of Justice. 

ICANN has provided a valuable international forum to seek consensus on WHOIS 
issues on a global scale. The Department participates in the ICANN discussions 
through its representation within the Governmental Advisory Committee. An NTIA 
representative sits on the Governmental Advisory Committee and works closely 
with the USPTO to ensure that the United States’ intellectual property interests are 
recognized and taken into account in ICANN’s policies. 
Top Level Domain Registry Agreements 

All ICANN agreements with generic top level domain registries include WHOIS 
database requirements. The newer registry agreements (e.g., .biz, .name, .pro) pro-
vide for more robust WHOIS data collection at the registry level. ICANN’s registrar 
accreditation agreements require registrars to collect, to maintain and to make pub-
licly available, up-to-date WHOIS data for registrants in the generic top level do-
mains. These agreements require registrars to have written agreements with each 
registrant to provide accurate registrant contact information, to update such data 
promptly, and to respond in a timely manner to a registrar’s request regarding the 
accuracy of such data. A registrant’s failure to meet these requirements constitutes 
a breach of this agreement that can result in the cancellation of that registrant’s 
domain name. In addition, ICANN adopted a new policy in June 2003, the WHOIS 
Data Reminder Policy (WDRP), which now requires all accredited registrars to con-
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tact each registrant, at least annually, to confirm the accuracy of their contact infor-
mation or to make necessary corrections. Failure to do so can result in domain name 
cancellation. This new policy goes into effect as of October 31, 2003 for existing ac-
credited registrars. All new accredited registrars must comply with this policy as of 
the date of their agreement with ICANN. 

In addition, ICANN has established a central mechanism for receiving complaints 
about false WHOIS data. The ‘‘WHOIS Data Problem Reports’’ system has been 
operational for almost 12 months. During that time, ICANN has received 15,458 
problem reports, concerning 10,271 unique domain names (some names were the 
subject of multiple reports). ICANN forwards complaints received to the relevant 
registrar for investigation and resolution under the terms of the registrar accredita-
tion agreement. While most of the reports concerned inaccurate WHOIS data, some 
of the reports were general queries or misdirected attempts by registrants to update 
their contact information with their registrar. At present, the total number of all 
registrations in generic top level domains is a little over 30 million names (registra-
tions in .com represent a little less than 25 million of that number). Thus, if all of 
the more than 10,000 reports received by ICANN over the course of the past year 
represent inaccurate data, these complaints would total only 0.03% of all registra-
tions. ICANN is currently working to improve the functionality of this system, in-
cluding making it easier for registrars to process and report on the status of indi-
vidual investigations and making the operations more transparent for persons sub-
mitting problem reports. 

These contractual obligations and reporting mechanisms are important tools for 
ensuring continued access to accurate WHOIS data. Concern has recently been 
raised by users of this WHOIS data that some ICANN accredited registrars may not 
be abiding by the terms of their agreements with ICANN. We share these concerns, 
and are thus gratified that ICANN’s new President and CEO, Dr. Paul Twomey, has 
demonstrated an understanding and commitment to resolving WHOIS issues, in-
cluding enforcement of its registrar agreements. Enforcement should also improve 
as new staff is hired. Moreover, the new WHOIS complaint reporting system and 
newly adopted WDRP are important developments in improved WHOIS accuracy. 

Lastly ICANN conducted an educational workshop at its June 2003 meeting to en-
courage dialogue within the ICANN community on WHOIS and to promote the de-
velopment of consensus policies to address concerns. As a favorable response to this 
workshop, several stakeholder groups, including the intellectual property commu-
nity, have begun additional work on the technical and policy aspects of collection 
and dissemination of WHOIS data. 
Country Code Top Level Domains 

Appropriate tools for intellectual property enforcement are equally vital in the 
context of country code top level domains. Sales of these country code top level do-
main names, such as those within .uk, are growing at a faster rate than sales of 
generic names, such as .com. Because it has very few agreements with operators of 
country code top level domains, ICANN can only attempt to influence best practices 
in these domains, including the development of accurate and available WHOIS data-
bases. Moreover, registrar accreditation agreements currently apply only to registra-
tions in generic top level domains. Through informational sessions and discussions 
on the many uses of the WHOIS database, such as the June 2003 workshop, the 
Department expects many country code top level domain operators to acquire a bet-
ter appreciation for the expectations of other ICANN constituencies regarding the 
accuracy and availability of WHOIS data in those name spaces, and to adopt prac-
tices consistent with those expectations. 

Achieving stable agreements with country code top level domain operators should 
be one of ICANN’s top priorities. While ICANN continues to make progress towards 
establishing such agreements, forward movement has been slow. ICANN must de-
velop a framework agreement that not only appeals to the majority of country code 
top level domain operators, but also recognizes differences in national law and other 
national sovereignty concerns. In this regard, the Department is pleased that the 
ICANN Board recently adopted bylaws creating a new supporting organization rep-
resenting country code top level domain name operators. This supporting organiza-
tion will be an important forum for ICANN to address policies on cross-cutting 
issues such as WHOIS and in working towards a country code framework agree-
ment. 

In the ICANN forum, the Department has actively encouraged the adoption of a 
dispute resolution policy to address cybersquatting as well as the collection and pub-
lic availability of registrant contact information in country code top level domains. 
The Department uses its own agreement with the operator of the United States 
country code top level domain, ‘‘.us,’’ as a model of the way that such a domain can 
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be administered consistent with intellectual property protection. Provisions in the 
.us contract with NeuStar, Inc., include a sunrise period for pre-registration of 
trademarks when the expanded name space came online, a dispute resolution proce-
dure to address cybersquatting, and a robust WHOIS database of domain name reg-
istrant contact information. Moreover, the .us WHOIS database is centralized at the 
registry level to permit any interested party to search all registered names in .us 
without having to conduct multiple searches of the data collected by individual .us 
registrars. 
Other International Efforts 

The Department’s efforts to protect intellectual property rights in the domain 
name system have not been limited to its relationship with ICANN. The Depart-
ment, through the USPTO, participates in WIPO, an important global forum for the 
debate of intellectual property issues including those pertaining to the digital envi-
ronment. At the request of the United States and other WIPO members, discussions 
on appropriate WHOIS policies for both generic and country code domain names 
have long been underway. In 2000, WIPO launched a program to assist country code 
top level domain managers in the design of appropriate domain name registration 
practices, including WHOIS database and dispute resolution procedures. In 2001, 
WIPO published Best Practice Guidelines for country code top level domain man-
agers that set forth minimum standards for the protection of intellectual property 
in the country code top level domains. The WIPO guidelines will be an important 
resource for ICANN’s new country code supporting organization. 

The Department is also addressing these issues in bilateral free trade agreements 
by advocating that these agreements include commitments by governments that 
their country code top level domain operators will provide WHOIS-type registrant 
information and a cybersquatting dispute resolution procedure. As a result of this 
advocacy, such provisions were included in the free trade agreements between the 
United States and Singapore and the United States and Chile. 

CONCLUSION 

The Department remains committed to enforcement of intellectual property rights 
in the digital environment. We recognize that accurate and available WHOIS data 
is also a useful tool for law enforcement officials, network operators, and consumers, 
among others. For these reasons, the Department will continue to advocate in 
ICANN for a and other appropriate venues for a more accurate and available 
WHOIS database and will work to ensure that U.S. intellectual property rights 
holders are provided appropriate enforcement tools in generic and country code top 
level domains.

Mr. SMITH. Let me address my first question to Mr. Metalitz and 
Mr. Edelman. Mr. Metalitz, you mentioned that you thought the 
Whois database was and is deplorably bad. Mr. Edelman, you 
called the Whois database substantially fiction. Do you think that 
any of the seven milestones mentioned by the Department of Com-
merce—we just heard about five and there are two others you may 
be familiar with—are any of those milestones or anything that 
you’ve heard or seen from the Department of Commerce to date 
convinced you that we’re on the verge of having accurate, reliable 
database—Whois database that is going to be helpful in the future? 
Mr. Metalitz? 

Mr. METALITZ. Mr. Chairman, the—none of the seven milestones 
that are listed in the Commerce Department’s written testimony 
address this directly or even indirectly. 

Two of them do talk about entering into new agreements, in one 
case with the country code top-level domains and in another case 
with the regional Internet registries, and this is why we think the 
question of contract enforcement is so important in evaluating 
ICANN at this point. But certainly in the list of seven milestones 
that were in the written testimony, there is nothing that directly 
relates to Whois or that will have much impact in this area. 

Mr. SMITH. Mr. Edelman? 
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Mr. EDELMAN. I stand by Mr. Metalitz’s comments. 
Mr. SMITH. Okay. Fair enough. Let me address my next question 

both to Mr. Edelman and Mr. Farnan, and this goes to the Depart-
ment of Commerce assertion that ICANN provided inaccurate 
data—complaint record amounts to only about three one-hun-
dredths of 1 percent. That is contradictory to the testimony that 
you have given, Mr. Edelman—as far as that goes, testimony of Mr. 
Metalitz. But Mr. Farnan said in his testimony that the Whois 
database was—the ICANN provided Whois database was often in-
accurate and incomplete in cases that you needed it to be complete 
and accurate. 

Mr. Edelman and Mr. Farnan, what do you think of that sugges-
tion that the inaccurate data is just a small percentage of the over-
all? Mr. Edelman? 

Mr. EDELMAN. First, I don’t want to mischaracterize Mr. 
Kassinger’s testimony. As I read it here on page four, he points out 
that if one takes the quotient of the number of complaints received 
to the number of domains in existence—that is about 10,000 di-
vided by about 30 million—the result is three one-hundredths of a 
percent. 

Mr. SMITH. Right. 
Mr. EDELMAN. To be sure, no one is saying that every domain 

with invalid Whois data has been the subject of a complaint. Quite 
the contrary. 

Mr. SMITH. That’s the point. 
Mr. EDELMAN. So that would not be a statistic that would really 

provide any information whatsoever as to the number of domains 
with invalid Whois data. It’s a difficult subject to estimate. I’ve at-
tempted to do it on some occasions. Certainly, I had no trouble in 
a project conducted while a full-time college student in identifying 
12,000 domains in the space of perhaps just a few hours of work 
designing the algorithm to do the research and then some addi-
tional work preparing the lists and publishing them. 

I suspect the true answer is on the order of several percent. I 
wouldn’t be surprised if it was as high as 10 percent. These are on 
the order of two to even three orders of magnitude larger than the 
written testimony would suggest. 

Mr. SMITH. Okay. Thank you, Mr. Edelman. 
Mr. Farnan? 
Mr. FARNAN. Sir, based on what we do for a living at the FBI, 

we don’t accumulate the kind of statistics that would be directly re-
sponsive to what Mr. Kassinger testified to. But what I can tell you 
is this. When we go to Whois, we access Whois, we would not take 
the information directly from Whois and put it instantly into an af-
fidavit, for example, or other kind of court document. We would 
verify that what we’re getting from Whois is accurate, and we do 
that on a regular basis. So we would not rely on Whois explicitly. 
That’s probably the best I can do to answer that one. 

Mr. SMITH. Okay. Thank you, Mr. Farnan. 
Mr. Kassinger, let’s pursue that question of how accurate the 

Whois database is. Would you agree that your three one-hun-
dredths of 1 percent is not representative of an accurate database? 

Mr. KASSINGER. The data were not put in that testimony to sug-
gest that it was, and I think the previous witness identified that 
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correctly. That may just be the tip of the iceberg. However, I’m 
very interested——

Mr. SMITH. If it’s just the tip of the iceberg, why did you use it, 
or why did you not admit to a larger inaccuracy? 

Mr. KASSINGER. The point wasn’t to assert the value of inaccu-
racy one way or the other. The point was to show that the system 
is up and running, and I understand that it is ramping up and 
they’re getting more and more names. It is not the answer to inac-
curate data. 

But Mr. Chairman, if I might say, we heard a characterization 
of the problem as—of the Whois database as substantially fiction, 
and yet the high-end number we’ve just gotten here was 10 per-
cent. Now, one of the real issues here is we don’t know how wide-
spread it is. Clearly, it’s a large problem. I think one of the sugges-
tions made in testimony earlier was to invest in resources and 
identifying the number of registrars that are bad actors and devel-
oping better data. We would support that. 

Mr. SMITH. Yes. I think you made a fair point about the 10 per-
cent figure used by Mr. Edelman, and maybe he can refer to it a 
little bit later on, and I thought of substantial fiction and thought 
it might be more than 10 percent. On the other hand, I think it’s 
also a fair point to make that your mentioning that three one-hun-
dredths of 1 percent was a little misleading when, in fact, those 
were just sort of self-initiated complaints and really not a real re-
flection on the inaccuracy found at the Whois database. 

My time is up, but I’ll return with some more questions in a 
minute. The gentleman from California, Mr. Berman, is recognized 
for his questions. 

Mr. BERMAN. Thank you, Mr. Chairman. 
At least in this round, I’d like to start with Mr. Edelman. Just 

first of all, thank you very much for coming in, for your—the can-
did nature of your testimony. I think it dispels a lot of the rational-
izations for failing to improve Whois and gets to the real reason 
why we have seen so little progress on this issue. I’d like to ask 
you a few questions just—in some cases they repeat points you 
make, but I think sometimes it’s worth hearing them several times. 

Just on your first point, Mr. Smith, the Chairman, brought this 
out. For those of us who are really stupid in math, two or three 
times the order of magnitude is different than two or three times. 
I take it you’re distinguishing between three-hundredths of 1 per-
cent of complaints received and what you think might very well be 
two or 3 percent, and perhaps up to 10 percent, of the 30 million 
domain names have misleading information. 

Mr. EDELMAN. That’s quite——
Mr. BERMAN. It’s not a multiple, it’s an exponential kind of——
Mr. EDELMAN. It’s an exponential, and order of magnitude refers 

to a power of ten, so two orders of magnitude would be a factor of 
100 and three a factor of 1,000. 

Mr. BERMAN. That’s what I wanted. Thank you. Okay. I knew 
there was something there—— [Laughter.] 

—but I couldn’t say it. Do you believe that accurate and complete 
Whois databases can exist with adequate privacy protections, and 
if so, could you elaborate? 
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Mr. EDELMAN. Absolutely. There are a number of ways that accu-
rate Whois data could take place at the same time as individual 
privacy is protected. The easiest way to think about this is a post 
office box operated by the U.S. Postal Service. It’s quite easy to reg-
ister a box at the post office and then have the post office receive 
your mail, perhaps even without distributing your name to those 
organizations or companies sending you mail. 

Similarly, one can register a domain name with a registrar that 
provides a sort of escrow service whereby the registrar puts its own 
name in place of the registrant’s name and accepts the legal re-
sponsibility for passing communications on to the actual registrar 
as received. This takes place——

Mr. BERMAN. Actual registrar or actual registrant? 
Mr. EDELMAN. Actual registrant. Please excuse my mistake. And 

this takes place already for a very small supplemental fee. Reg-
istrar ‘‘GoDaddy,’’ one of the largest five registrars currently oper-
ating, has this service. Others use their lawyers. You can imagine 
any of a number of other services that could provide this escrow 
facility. 

Mr. BERMAN. Thank you. Do reasonably effective and inexpensive 
mechanisms exist with which registrars could substantially im-
prove the accuracy and completeness of Whois data? 

Mr. EDELMAN. Yes. The irony is that many registrars are already 
using such systems to make sure that they get paid. When they re-
ceive a credit card number, they want to verify that that credit 
card is actually a valid credit card, one for which they will receive 
payment from Visa or Master Card, so they cross-check the name 
on the credit card with the address initially offered. At that point, 
there is good reason to believe that someone, at least, has this 
credit card with that name. Perhaps it’s stolen, but that may be a 
de minimis problem. 

On the other hand, they subsequently allow changes. You could 
change your registrant name, certainly your address and your 
phone number, at which point your Whois data could be full of in-
tentional errors. 

Mr. BERMAN. In your opinion, is cost and potential lost revenue 
one of the major reasons registrars fail to verify the accuracy and 
completeness of Whois data? In other words, is it at the present 
time, given the nature of enforcement, is it in their registrars’ fi-
nancial interest not to verify the accuracy and completeness of 
Whois data beyond their billing and collection purposes for reg-
istration? 

Mr. EDELMAN. I think the cost of conducting verification is one 
of the factors at issue here, but I’m not sure it’s the largest factor. 
I think the largest factor is probably that any registrar conducting 
these sorts of verifications would tend to drive customers away. 
The very lucrative customers registering 10,000 domains, perhaps 
putting pornography on all of them and attempting to encourage 
children to access them, these are good customers to a registrar be-
cause they pay their fees every year and they have a large number 
of domains. One wouldn’t want to send away that sort of customer 
unless it was absolutely necessary, say, due to active enforcement 
efforts by ICANN. And so we see registrars continuing to serve 
that sort of customer because, at least so far, they can. 

VerDate Mar 21 2002 12:47 Nov 24, 2003 Jkt 000000 PO 00000 Frm 00062 Fmt 6633 Sfmt 6601 C:\WORK\COURTS\090403\89199.000 DOUG PsN: 89199



59

Mr. BERMAN. So that I take from those comments that this might 
be the classic case where effective minimum standards and enforce-
ment of those standards removes the competitive advantage of—of 
no—of inadequate efforts to get accurate information. 

Mr. EDELMAN. Precisely. Without that sort of regulation, there 
would tend to be a race to the bottom, which I believe is what 
we’ve seen so far. 

Mr. SMITH. Thank you, Mr. Berman. 
The gentleman from Texas, Mr. Carter, is recognized for his 

questions. The gentlewoman from Wisconsin, Ms. Baldwin, is rec-
ognized. 

Ms. BALDWIN. Thank you, Mr. Chairman. 
Mr. Kassinger, I wanted to use the opportunity presented by this 

hearing to call your personal attention to a related matter, a mat-
ter that Senator Cantwell raised in a recent Senate Subcommittee 
hearing and which has been addressed in legislation introduced in 
this House by Representatives Baird, Pickering, Inslee, McDermott, 
and Case, embodied in H.R. 2521. 

ICANN has indicated that it will soon grant an exclusive con-
tract to one company to process requests by consumers for back-
order domain names. In an August 15 letter, a written response to 
Senator Cantwell’s question, Assistant Commerce Secretary Nancy 
Victory assured that Senate Subcommittee that the Department 
was authorized to evaluate in advance of granting approval how 
such activities undertaken by ICANN could affect the public inter-
est. 

I’m concerned about whether this exclusive contract is necessary 
since the current system has resulted in competition among a mul-
titude of small business registrars, domain registrars, and competi-
tion has also led to lower prices for domain names on this sec-
ondary or back-order market. 

Therefore, I am asking that you evaluate the impact of the 
ICANN proposal, the impact that it will have on consumers and 
the nearly 100 small and medium-sized businesses that are cur-
rently competing in this business market and report back to us on 
the matter before the exclusive contract is approved. Obviously, I’m 
not asking for you to provide that analysis immediately. I under-
stand that you cannot do so today. But I would note that signifi-
cant time sensitivity does exist and I would welcome your coopera-
tion in that matter. 

Mr. KASSINGER. Congresswoman Baldwin, we certainly will get 
back to you on that. If I understand the subject of your question 
correctly, it has to do with the proposed Verisign WLS contract——

Ms. BALDWIN. Yes. 
Mr. KASSINGER. That, first of all, I should clarify, is not an 

ICANN proposal. It’s a Verisign proposal that they must submit 
and work through the ICANN process for approval. I’m not sure it’s 
exclusive. I just think it’s a proposed service that they would have 
to get approved. 

By virtue of our legacy agreements, we do, in that particular sit-
uation, have a right and responsibility to review the ultimate 
agreement and we will do so. We have not been presented with 
such an agreement yet so there’s nothing yet to analyze. But when 
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it is presented, if and when it’s presented, we certainly will analyze 
it and get back to you about that. 

Ms. BALDWIN. I think part of my concern is the appearance that 
it’s gearing up and ready to be unfolded on a very short timeline, 
maybe on a 1-year trial basis. But we’re certainly eager to see the 
results of a thorough analysis, especially its impact on consumers 
in terms of price as well as on the multitude of small and medium-
sized businesses that are potentially going to be displaced by this 
activity. 

Mr. SMITH. Thank you, Ms. Baldwin. 
Mr. Kassinger, let me return to a couple of the points that I was 

making before, but let me quote from your written testimony, 
where you say registrants that fail to provide such information, 
meaning accurate database information, to their registrar run the 
risk of losing their domain name. Failure to do so can result in do-
main name cancellation. 

Why is it that ICANN seems not to enforce the contract with the 
registrars? Why has there not been a single cancellation? Why has 
not a single accreditation been revoked? It seems to me that that 
would indicate pretty strongly that there’s not a real seriousness 
of intent by ICANN or by the Department of Commerce to have an 
accurate and reliable Whois database. 

Mr. KASSINGER. Mr. Chairman, I don’t know fully the answer to 
your question of why ICANN has approached the problems evi-
dently raised by the Administration of the registrar agreements, in 
the way they have, but I think there are pretty clearly a couple of 
forces at work. 

One is resources. There are roughly 170 registrar agreements. A 
substantial number of those are overseas. The threat of cancella-
tion of an RAA on the basis of breach is a pretty serious one and 
ICANN understandably has to approach that carefully. It could 
find itself pretty quickly in a lot of litigation, which it’s not, in my 
judgment, equipped to handle, financially or otherwise. 

So I think the approach of ICANN has been to work through the 
various constituencies to identify reasons why, as mentioned ear-
lier, there seems to be a number of disincentives to adhere to these 
agreements. I think Congressman Berman used the phrase preven-
tive—prevention earlier, and I completely agree. In general, it’s 
much better to use preventive medicine than it is to try to cure a 
problem later, and I think that generally has been the approach 
ICANN has been trying to follow. 

Mr. SMITH. Mr. Kassinger, if you’ve been using prevention, it 
hasn’t worked, and if you don’t enforce, the message you send is 
that you don’t care or it’s not important. And regardless of the in-
accuracy rate, whether it’s 10 percent plus or minus, that’s still 
way too high. My guess is it could be more from anecdotal informa-
tion. And 10 percent, as I say, is a huge number when you look at 
how much, or how much that data is relied upon by so many indi-
viduals and so many organizations. 

But let me address my question maybe to Mr. Metalitz, Mr. 
Edelman, and perhaps Mr. Farnan, as well. What is your opinion? 
If there is no enforcement, if there is no revocation of accreditation, 
if there is no sort of effort to have registrars comply with the con-
tracts that they have with ICANN, do you think that that’s part 
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of what accounts for the substantial inaccuracies in the Whois 
database? Mr. Metalitz? 

Mr. METALITZ. I think it’s definitely a causative factor. I think 
this really gets back to the questioning that Mr. Berman posed to 
Mr. Edelman. One of the reasons why registrars accept so much 
bad data is that there’s no penalty for doing so. Not only do they 
not have to expend even the minimal cost of verifying data, but 
they—there’s no penalty if they just let anybody come in and put 
any data they want in the Whois database. So if that provision 
were enforced, if action were taken or case files were opened to en-
force those provisions against some registrars, I think it would 
have a salutary effect. 

Mr. SMITH. Okay. Mr. Edelman? 
Mr. EDELMAN. I agree, of course, with Mr. Metalitz. The core 

problem here is a lack of oversight by ICANN, encouraging the reg-
istrars to accept anyone who comes with money or credit card in 
hand wanting to register a domain, be it with truthful or with in-
tentionally invalid Whois data. A registrar has the choice between 
making some money or turning away a would-be customer to one 
of its competitors. In that context, it’s not hard to understand why 
the registrars always choose the former. 

Mr. SMITH. Okay. Thank you, Mr. Edelman. 
Mr. Farnan? 
Mr. FARNAN. Sir, from a law enforcement perspective, anything 

that can be done that would increase the accuracy of the informa-
tion in Whois would be helpful. Anything contrary to that is not 
helpful, and I walk a very fine line between suggesting how that 
can be fixed, which I don’t believe is our place from the law en-
forcement community, but our point is that to the extent that the 
information is inaccurate causes us to expend more resources and 
more time to find the accurate data. 

Mr. SMITH. Okay. Thank you, Mr. Farnan. 
Mr. Kassinger, let me conclude with a question to you, but in 

passing, let me follow up on the word ‘‘resources’’ that you used 
and Mr. Farnan just used. It seems to me that no matter how thin 
the resources, there just isn’t really any good explanation for not 
a single instance of going after a bad actor here, not a single in-
stance of revocation or loss of accreditation or whatever, and re-
gardless of—you can offer excuses, but I’m not sure it’s a real ex-
planation. 

As far as the inaccurate data goes, and I’ve forgotten which wit-
ness suggested it in their testimony, but would you be willing to 
have an outside audit conduct a study of just—as to the extent of 
the inaccurate database of—Whois database? 

Mr. KASSINGER. I think the development of better data on the ex-
tent of this problem is essential, and if that’s one way of getting 
at it, that would be welcome. I don’t know who pays for that. We’d 
have to figure that out. 

Mr. SMITH. But in theory, you’re not opposed to it? 
Mr. KASSINGER. In theory, I’m not opposed to it. 
Mr. SMITH. Okay. Thank you, Mr. Kassinger. I know Mr. Berman 

has a couple questions, as well. 
Mr. BERMAN. Thank you, Mr. Chairman. 
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You talked about resources. Mr. Edelman mentioned a specific 
act that registrars frequently do, which is to verify the name and 
address of the credit card holder submitting the credit card pay-
ment. Would it cost a lot and take a lot of effort for a registrar to 
at least determine the information they have received in trying to 
verify the validity of the credit card, they cross-check it with the 
Whois database to make sure that’s the same name and address 
used on the Whois database? 

Mr. KASSINGER. Technically, that sounds quite feasible to me. I’m 
honestly not an expert in the financing of setting up those cross-
checking systems. I know the registrars argue that there are thin 
margins in this business and they have invested a lot of money. I 
don’t know the accuracy of their claims. 

Mr. BERMAN. This seems like a pretty thin effort they would 
have to undertake to simply do that, but that’s more a comment. 

What’s the status of the draft MOU? Are we sort of whistling in 
the wind here, nothing we say, no new insights? Obviously, you’ve 
gotten some insights from your written testimony to your testimony 
today, because the written testimony sort of gave a, there are no 
problems, things are okay, air to it, and your testimony today is 
very, I think, useful and helpful in acknowledging the problem 
could be far greater than perhaps we concluded from reading your 
testimony and that there are many problems still remaining. Is 
there a chance through this draft MOU for Commerce, if it wanted 
to, to propose some additional provisions not now in the draft 
MOU? 

Mr. KASSINGER. Uh——
Mr. BERMAN. In other words, is this the final MOU? [Laughter.] 
Mr. KASSINGER. There is no MOU. 
Mr. BERMAN. There isn’t? 
Mr. KASSINGER. Certainly, this Subcommittee is never whistling 

in the wind, Mr. Berman. We listen carefully and we value your 
input. Here’s the situation. 

We have spent a lot of time over the last 3 months internally and 
working with ICANN management to identify the issues that 
would go into an MOU. We have been drafting an MOU. We have 
not presented a draft MOU to ICANN yet. We anticipate doing that 
in the near future. So yes, this is an issue on the table and——

Mr. BERMAN. Well, let me make a suggestion, not that this 
should be the only one. I think a lot of things have been said here 
that Commerce might want to consider. But I’m told that several 
services, such as Fraudit, operated by Alice’s Registry, exist to im-
prove the accuracy and completeness of Whois data. Mr. Edelman 
notes that no registrar has thus far opted to use those services. 

Why shouldn’t the Commerce ICANN MOU require registrars to 
use such services or take other proactive measures, like cross-
checking the credit card information with the Whois database in-
formation or any of a number of things, or not make it a choice be-
tween doing nothing and having ICANN have to cancel, but impos-
ing a series of fines and other kinds of sanctions on registrars for 
failing to do things that don’t—you know, that are short of the reg-
istrar death penalty but still can provide some meaningful deter-
rence for—that would incentivize registrars to do what they should 
be doing? Why couldn’t the MOU have these kinds of provisions? 
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Mr. KASSINGER. It misconceives the nature of the MOU is fun-
damentally the reason, Mr. Berman. We actually are attracted to 
a number of the ideas that Mr. Edelman mentioned and others 
have in our interagency committee. Those are the kinds of things 
we’re looking at proposing within ICANN to impose. The MOU 
does not—we are not a regulator. The MOU is not a regulatory in-
strument. It is a contract where we define certain goals and expec-
tations. Now, that’s how we might get at some of this, defining 
what we expect, but not going to the level of detail of you shall im-
pose a fine for, you know, in X circumstances. 

Mr. BERMAN. What do you mean? I mean, Department of Defense 
is a contractor, not a regulator, but it certainly imposes on its con-
tractors certain kinds of penalties for not meeting its contract 
terms. Why couldn’t this be—why can’t you sort of expand the hori-
zons of this MOU to include some of these things, including obli-
gating uses of those services? 

Mr. KASSINGER. Well, you know, we’re not in contractual rela-
tionship or privity with the registrars, so we’re not——

Mr. BERMAN. No, I’m talking about with ICANN. 
Mr. KASSINGER. I raise, you know, query, what’s the point of pe-

nalizing financially ICANN? This is an organization——
Mr. BERMAN. No. You’re requiring ICANN, and ICANN is agree-

ing through this Memorandum of Understanding, to undertake pro-
visions in its contracts with its registrars to impose penalties short 
of cancellation for failure to do certain relatively simple, relatively 
low-cost kinds of things to improve the accuracy of the Whois data-
base. 

Mr. KASSINGER. Using the MOU as an instrument to secure bet-
ter compliance with Whois data is in the realm of possibility and 
should be considered. I do not think the MOU is an appropriate in-
strument to specify to ICANN precisely how it carries out the roles 
that we envision for it. 

ICANN is—you know, we’re trying to privatize this. We’re trying 
to get them to stand up on their own and figure out for themselves 
how to walk and run. They have a lot of constituencies with whom 
they deal. It’s—in the next 30 days to figure out what the appro-
priate penalty structure should be and then impose that through 
the MOU, I don’t think would be a wise course of action. 

Mr. BERMAN. Well, I’m disappointed by your answer. Mr. 
Metalitz? 

Mr. METALITZ. Mr. Berman, if I could just add something on 
that, I can understand the reluctance of the Commerce Department 
to get into a lot of detail in the MOU, but as Mr. Kassinger said, 
the model should be that ICANN would work this out itself and 
come to some solution like this. But in that regard, it’s very dis-
couraging to have to report that many of the solutions that are 
being talked about this afternoon have been proposed within 
ICANN and they’ve never gotten anywhere. 

We’ve proposed intermediate sanctions, the idea that for viola-
tion of the registrar accreditation agreement, there should be some 
penalty short of disaccreditation. We’ve proposed that, and I don’t 
think an idea that’s been placed on the table in ICANN has ever 
been shot down so fast as that one. Registrars and registries didn’t 
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want to hear of it, and since there was no consensus, we couldn’t 
proceed any farther. 

Some of the suggestions that Mr. Edelman made in his testi-
mony, which I think are very good ones, we put forward. The intel-
lectual property constituency put forward the idea that if you catch 
John Zuccarini in one false Whois registration, why not cancel all 
8,000 of them that are registered exactly the same way? That got 
shot down, as well. 

So I think there has been a lot of opportunity for ICANN to put 
its house in order and put some of these rules into effect and it 
may be that the MOU does need to be somewhat more detailed in 
some of these areas in order to perhaps nudge ICANN in the right 
direction. 

Mr. BERMAN. In closing, since my red light has probably gone 
off——

Mr. SMITH. Long ago. 
Mr. BERMAN.—an entity which at this point is doing very little 

to meet its lip service to commitment to improving the Whois data-
base, the Department of Commerce is trying to privatize without 
any serious demonstration by that entity that it will do something 
to give meaning to what it pays lip service to. That’s just an off 
the top of my head conclusion, not a question. Thank you, Mr. 
Chairman. 

Mr. SMITH. Thank you, Mr. Berman. 
Mr. Kassinger, you just—I’m going to interject. You mentioned 

that you wanted ICANN to walk before they run, or walk and then 
run. When it comes to enforcement, they’re still crawling, and I 
think your MOU is going to have to include an enforcement compo-
nent or we will not be convinced that you are really heeding a lot 
of serious concerns, not only by us, but by every other organization 
that has any connection to the Whois database. I think you’re going 
to need to reassure us with some more attention given to enforce-
ment. 

The gentleman from Texas, Mr. Carter. 
Mr. CARTER. I think this is the only way I can talk to you, if this 

thing over here doesn’t set off that noise again. I happen to believe 
in enforcement, and what I can’t understand as I hear this is that 
at least someone could be starting to pressure for enforcement. 
They’re not crawling. They’re not even out of the gate. 

It seems to me that the thing—a suggestion, and maybe it’s a 
bad suggestion, you tell me, Mr. Edelman’s done some research 
where he’s identified several thousand of these false sites. So 
you’ve got somebody who’s already done some research for you. 
Why not send notice and put them on notice that it’s the Depart-
ment of Commerce’s position that they should enforce against those 
identified sites, and you provide them to them, with the idea to—
and by noticing them to correct their data, give them 30 days, and 
if not, to strike their domain. 

And then put that—publish that. That certainly is going to get 
the information out to the entire world, and those people who inno-
cently gave bad data are going to say, wow, I’m going to get in here 
and correct my data because I’m innocent on this. I just didn’t—
really didn’t really intend it that way, and there may be millions 
of those, I don’t know. But those who are intentionally trying to de-
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ceive will then be put on notice if deception will come with a death 
penalty, and I happen to believe in the death penalty. 

Mr. KASSINGER. Mr. Carter, just to clarify again, the Commerce 
Department doesn’t have a direct relationship with the registrars. 
I think we do from time to time get complaints about specific mis-
leading or false registrations and we do pass those to ICANN or 
the registrar or registry operator that’s relevant. But it is up to 
those organizations to take action, and I think the broader question 
here is what should we, as an agency, be doing to move those 
groups along in the direction of stiffer enforcement. 

Mr. CARTER. Well, if the Commerce of the United States requires 
that we have accurate data, if the chief law enforcement or law en-
forcer—yes, I guess you’re law enforcers—are concerned about the 
lack of data as they try to operate within the realm that they oper-
ate, then what is the role of Commerce in telling this private enti-
ty, you’re not doing your job. This is what you’re here for. You’re 
not doing your job. We’re concerned about it. Do you want the Gov-
ernment to get in the middle of your business or are you going to 
clean up your act? And that’s kind of where we are right now, it 
looks like to me. And to me, someone’s got to speak up somewhere 
and say, this is not working, and you seem to have, at least by your 
relationship with them, some influence over them and should be 
able to make suggestions to that effect. 

Mr. KASSINGER. And we do make those suggestions. We are ac-
tively involved in a number of ICANN groups that are working on 
this very issue and we do press those views vigorously. But we 
are—again, we’re not the regulator of ICANN, so—but it——

Mr. CARTER. Well, somebody else certainly could get to be the 
regulator of ICANN in a heartbeat if it doesn’t get doing its job. 

Mr. KASSINGER. Well, I think ICANN dissolves in that case and 
we try a different experiment, so hopefully, that—we can solve this 
issue without getting to that point. 

Mr. CARTER. And that’s a worldwide death penalty. 
Mr. KASSINGER. That’s right. 
Mr. CARTER. It’s okay with me. 
Mr. SMITH. Thank you, Mr. Carter, for those good points. 
We thank you all. It was excellent testimony. And let me reas-

sure the witnesses and also the audience that we are not going to 
drop this subject. Mr. Kassinger, we will be watching closely, of 
course, what the Department of Commerce does, also what ICANN 
does or does not do, and if we have to take appropriate action, we’ll 
do so. 

As Mr. Carter suggested, you know, ignoring the inaccuracies in 
the Whois database is not an option and I hope that—and one way 
I know for you all to show that you’re not ignoring the problem is, 
in fact, to have better enforcement. I think a little enforcement will 
go a long ways, by the way, as far as getting more accurate infor-
mation and having it more reliable and more accessible. 

Before adjourning, I would like to include in the record a state-
ment submitted by Margie Milam, General Counsel for 
eMarkmonitor, Inc. 

[The letter from Ms. Milam follows:]
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Mr. SMITH. I would also like to include a statement from the 
International Trademark Association. 

[The prepared statement of the International Trademark Asso-
ciation follows:]
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PREPARED STATEMENT OF THE INTERNATIONAL TRADEMARK ASSOCIATION
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Mr. SMITH. Thank you all again. We look forward to being in 
touch with you. 

[Whereupon, at 3:14 p.m., the Subcommittee was adjourned.] 
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PREPARED STATEMENT OF THE HONORABLE ROBERT WEXLER, A REPRESENTATIVE IN 
CONGRESS FROM THE STATE OF FLORIDA 

Mr. Chairman: 
I want to thank you for holding this important hearing today; however, I am deep-

ly concerned with an issue related to today’s hearing. 
At a recent Senate hearing in the Commerce, Science & Transportation Com-

mittee, Senator Cantwell got assurance from the Commerce Department, specifically 
from the departing head of the NTIA, that the Commerce Department believes it 
is authorized to review and make a decision on approving ICANN’s proposal to 
grant VeriSign a contract that will provide exclusive control over the backordering 
of domain names. This proposal would effectively end the competition that exists 
today among some 100 firms engaged in this industry, including some in my state 
of Florida. 

As the Department of Commerce moves forward in its dealings with ICANN, I feel 
that the Judiciary will require an assurance that the Department will review the 
impact of ICANN’s proposed exclusive contract concerning the backordering of do-
main names on competition, particularly as it affects small businesses and con-
sumers. Additional scrutiny of this matter by the Judiciary is warranted, particu-
larly given that despite the official assurance the Department of Commerce gave to 
Senator Cantwell in July and despite any official approval on such a measure from 
the Department of Commerce or any evaluation by the Department on the meas-
ure’s impact on the consumer or the dozens of small businesses now providing this 
service, this proposed exclusive backordering service is already being advertised on 
the Internet, saying that it will take effect in October. Mr. Chairman, I hope you 
will join me in ensuring that these questions be adequately resolved before the De-
partment of Commerce finalizes its Memorandum of Understanding with ICANN.
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