
U.S. GOVERNMENT PRINTING OFFICE

WASHINGTON : 

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512–1800; DC area (202) 512–1800

Fax: (202) 512–2250 Mail: Stop SSOP, Washington, DC 20402–0001

90–356 PDF 2003

S. HRG. 107–1016

OVERSIGHT OF THE DEPARTMENT 
OF JUSTICE

HEARING
BEFORE THE

COMMITTEE ON THE JUDICIARY 

UNITED STATES SENATE

ONE HUNDRED SEVENTH CONGRESS

SECOND SESSION

JULY 25, 2002

Serial No. J–107–96

Printed for the use of the Committee on the Judiciary

( 

VerDate 0ct 09 2002 16:06 Dec 03, 2003 Jkt 090356 PO 00000 Frm 00001 Fmt 5011 Sfmt 5011 S:\GPO\HEARINGS\90356.TXT SJUD4 PsN: CMORC



(II)

COMMITTEE ON THE JUDICIARY 

PATRICK J. LEAHY, Vermont, Chairman 
EDWARD M. KENNEDY, Massachusetts 
JOSEPH R. BIDEN, JR., Delaware 
HERBERT KOHL, Wisconsin 
DIANNE FEINSTEIN, California 
RUSSELL D. FEINGOLD, Wisconsin 
CHARLES E. SCHUMER, New York 
RICHARD J. DURBIN, Illinois 
MARIA CANTWELL, Washington 
JOHN EDWARDS, North Carolina 

ORRIN G. HATCH, Utah 
STROM THURMOND, South Carolina 
CHARLES E. GRASSLEY, Iowa 
ARLEN SPECTER, Pennsylvania 
JON KYL, Arizona 
MIKE DEWINE, Ohio 
JEFF SESSIONS, Alabama 
SAM BROWNBACK, Kansas 
MITCH MCCONNELL, Kentucky 

BRUCE A. COHEN, Majority Chief Counsel and Staff Director 
SHARON PROST, Minority Chief Counsel 

MAKAN DELRAHIM, Minority Staff Director 

VerDate 0ct 09 2002 16:06 Dec 03, 2003 Jkt 090356 PO 00000 Frm 00002 Fmt 5904 Sfmt 5904 S:\GPO\HEARINGS\90356.TXT SJUD4 PsN: CMORC



(III)

C O N T E N T S 

STATEMENTS OF COMMITTEE MEMBERS 

Cantwell, Hon. Maria, a U.S. Senator from the State of Washington ................ 46
Feingold, Hon. Russell D., a U.S. Senator from the State of Wisconsin ............. 32
Grassley, Hon. Charles E., a U.S. Senator from the State of Iowa ..................... 22

prepared statement .......................................................................................... 276
Hatch, Hon. Orrin G., a U.S. Senator from the State of Utah ............................ 4

prepared statement .......................................................................................... 279
Kennedy, Hon. Edward M., a U.S. Senator from the State of Massachusetts ... 18
Kohl, Hon. Herbert, a U.S. Senator from the State of Wisconsin ....................... 25
Kyl, Hon. Jon, a U.S. Senator from the State of Arizona .................................... 28
Leahy, Hon. Patrick J., a U.S. Senator from the State of Vermont .................... 1
Schumer, Hon. Charles E., a U.S. Senator from the State of New York ............ 39
Sessions, Hon. Jeff, a U.S. Senator from the State of Alabama .......................... 43
Specter, Hon. Arlen, a U.S. Senator from the State of Pennsylvania ................. 35
Thurmond, Hon. Strom, a U.S. Senator from the State of South Carolina ........ 284

WITNESS 

Ashcroft, Hon. John D., Attorney General, Department of Justice, Wash-
ington, D.C. ........................................................................................................... 7

QUESTIONS AND ANSWERS 

Responses of Department of Justice to questions submitted by Senator Leahy, 
December 23, 2002 ............................................................................................... 55

Responses of Department of Justice to questions submitted by Senators 
Leahy, Durbin, Feingold, Biden and Grassley, July 17, 2003 .......................... 62

Responses of Department of Justice to questions submitted by Senators 
Leahy, Biden, Grassley and Durbin, November 3, 2003 ................................... 149

SUBMISSIONS FOR THE RECORD 

Ashcroft, Hon. John D., Attorney General, Department of Justice, Wash-
ington, D.C., prepared statement ....................................................................... 263

Bryant, Daniel J., Assistant Attorney General, Department of Justice, Wash-
ington, D.C., letter ............................................................................................... 271

VerDate 0ct 09 2002 16:06 Dec 03, 2003 Jkt 090356 PO 00000 Frm 00003 Fmt 5904 Sfmt 5904 S:\GPO\HEARINGS\90356.TXT SJUD4 PsN: CMORC



VerDate 0ct 09 2002 16:06 Dec 03, 2003 Jkt 090356 PO 00000 Frm 00004 Fmt 5904 Sfmt 5904 S:\GPO\HEARINGS\90356.TXT SJUD4 PsN: CMORC



(1)

OVERSIGHT OF THE DEPARTMENT OF 
JUSTICE 

THURSDAY, JULY 25, 2002

U.S. SENATE, 
COMMITTEE ON THE JUDICIARY, 

Washington, D.C. 
The Committee met, Pursuant to notice, at 10:03 a.m., in room 

SD–226, Dirksen Senate Office Building, Hon. Patrick J. Leahy, 
Chairman of the Committee, presiding. 

Present: Senators Leahy, Kennedy, Kohl, Feingold, Schumer, 
Durbin, Cantwell, Edwards, Hatch, Grassley, Specter, Kyl, Ses-
sions, and Brownback. 

OPENING STATEMENT OF HON. PATRICK J. LEAHY, A U.S. 
SENATOR FROM THE STATE OF VERMONT 

Chairman LEAHY. Senator Hatch is on his way, and I know we 
have votes scheduled on the floor. I will begin. Senator Hatch and 
I will give opening statements and we will keep those brief and we 
will then go to a brief statement from the Attorney General. Then 
we will have rounds of questions at 10 minutes each, using the 
early bird rule, after Senator Hatch and myself. Of course, the first 
two members here were Senator Grassley and Senator Durbin. 

Attorney General, we welcome you to the committee. It is the 
first time this year; actually, the first time in more than 8 months. 
I would hope that we might go to a more frequent schedule because 
oversight hearings give us and the American people the oppor-
tunity to hear directly from you about the performance of the De-
partment of Justice. Oversight is what makes things work better. 

Today, oversight is even more important than ever, not only as 
a check, but to check whether the actions being taken by the Fed-
eral law enforcement agencies under your direction are necessary, 
are warranted, and are going to deal most effectively with the do-
mestic front of the ongoing war on terrorism. 

Last fall when we worked together to enact the counter-terrorism 
bill, I said that with all its new authorizations for Government 
power, oversight of how the law is being used will be crucially im-
portant. This committee has worked hard to follow through on that 
belief and that pledge. 

As you recall, the Republican Leader in the House of Representa-
tives wanted to make sure that on some major parts of the legisla-
tion we had sunset provisions. I agree with him, but that requires 
us to do constant oversight to determine whether those sunset pro-
visions will automatically take place or whether the laws will be 
extended. 
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I know that when you were a member of this committee, you too 
appreciated the crucial role of congressional oversight. I recall you 
saying at a hearing in 1999, and I think I am quoting you correctly, 
‘‘I do think that oversight is one of the most important functions 
that we have as a Congress in our constitutional system, and I am 
glad to serve on a committee that takes the responsibility seri-
ously.’’ You were right. I want Attorney General Ashcroft and Sen-
ator Ashcroft to feel the same way about this. The committee does 
take its responsibility seriously. We need your cooperation in your 
current role to perform it. 

We worked together in this effort to defend the public safety and 
national security most significantly in the crafting of the USA PA-
TRIOT Act last year, after the horrendous and tragic September 11 
terrorist attacks. The Congress is continuing to work closely with 
the White House in crafting a new Homeland Security Department. 
The product for the American people is a better one when the 
branches of our Government work constructively together for the 
good of the Nation. 

The hard-working men and women who have spent careers at 
the Department of Justice working for the public good have done 
some excellent work. They have endured many long and stressful 
hours, and they have achieved some great successes. I know you 
are as proud of them as we are on this committee, but in evalu-
ating the Justice Department’s performance as an organization, we 
have some concrete facts that cannot be ignored and they can’t be 
rhetorically minimized. 

The fact is that in 2001, the first year of your tenure, the Na-
tion’s crime rate for murder, rape, robbery, aggravated assault, 
burglary, and theft reversed a downward trend and it rose by 2 
percent over the 2000 rate. The murder rate climbed more, up by 
3.1 percent. Our new crime rate reverses 9 years of declining crime 
rates, and that should concern us all because crime is not a par-
tisan issue. All of us are against crime. 

This reversal in the crime rate might suggest that it could come 
about because the Justice Department is focusing primarily on pre-
venting terrorist attacks in the post-9/11 era. But the second fact, 
demonstrated when Department records were obtained under the 
Freedom of Information Act, shows that counter-terrorism efforts 
are not a valid excuse for rising crime. 

FBI referrals for prosecutions of bank fraud, bank robbery, and 
narcotics cases remained virtually unchanged after 9/11. Even after 
9/11, prosecutors in your Department declined 61 percent of inter-
national and domestic terrorism cases referred to them by the FBI 
in the 6 months from October 2001 to March 2002. They declined 
61 percent of them. 

The third fact is that before September 11, the Department’s 
counter-terrorism efforts were facing problems, and our bipartisan 
oversight efforts demonstrate that. Part of them were a manage-
ment issue. When FBI supervisors are banned from appearing be-
fore the special FISA court tasked with issuing the most sensitive 
national security-related order, banned even though the law al-
lowed them to be there, when the Justice Department and the FBI 
scramble to come up with new procedures to ensure accuracy in 
presentations to that court, when information technology is so out-
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dated that critical information such as the Phoenix memorandum 
and other intelligence information is not put together to bolster the 
application for a court order in the Moussaoui case, then we have 
serious management problems. What I am concerned about is those 
management problems in the Department of Justice are still there. 

These counter-terrorism problems were also in part a resource 
issue. Between 1992 and 2000, the number of FBI intelligence offi-
cers steadily increased by 357 percent, but in 2001 the number 
started declining, with a 5-percent decrease in that year alone. 

The fourth fact that we have looked at in our committee is that 
FBI requests for certain increases in its counter-terrorism budget 
for fiscal year 2003 were rejected. They weren’t rejected by this 
committee or by the Congress. They weren’t rejected by the White 
House Office of Management and Budget. They were rejected by 
your Department of Justice. 

Press accounts earlier this summer reported that you had turned 
down a $58 million FBI request for counter-terrorism resources in 
the current year’s budget. Actually, the Attorney General’s 31-page 
request to OMB on September 10, 2001, regarding the Depart-
ment’s fiscal year 2003 budget made virtually no reference to 
counter-terrorism, except in one area, and that was eliminating $65 
million for counter-terrorism equipment grants. 

The request did not recommend the budget enhancements re-
quested by the FBI for foreign language services, counter-terrorism 
field investigations, and intelligence production, (field and head-
quarters research specialists), which totaled $57 million. A day 
later, after 9/11, the Congress and the White House worked to-
gether to supplement the counter-terrorism budget for fiscal year 
2002 with an additional $745 million, but I think opportunities 
were clearly missed. 

The last time you appeared here, you brought an Al Qaeda oper-
ations manual to make the point that the war on terrorism is seri-
ous and that you take it seriously. I want to make it clear that ev-
erybody—the Attorney General, this chairman, the Ranking Mem-
ber, and every member of this committee—is very much against 
terrorism. There is no more serious business that we deal with day 
in and day out. 

You have taken an oath to support the Constitution, as have I; 
we all have. Al-Qaeda may have an operations manual that serves 
them in the short term. This country has an operations manual; we 
have an operations manual called the United States Constitution. 
It has served us for 225 years. It has served us in good times and 
bad times. It has served us during civil wars and world wars, and 
the only times we have been less than defended is when we have 
ignored the protections of that Constitution. 

We can fight terrorists. We will fight terrorists. All of us will join 
together. All of us were hurt badly last year. But we will do it and 
we will also protect, as we are all sworn to, our Constitution. 

We have a lot to do on behalf of the American people, and it is 
a great privilege to serve and represent the American people. You, 
Mr. Attorney General, are privileged to serve in one of the most im-
portant posts in Government. I know you personally and I know 
that you appreciate that privilege and I know you feel honored by 
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it, as you should. And we are all privileged on this side to serve 
as Senators. 

But someday we will all be gone and you will be gone. There will 
be a different Attorney General, a different administration, a dif-
ferent chairman, and different members of this committee. But we 
want to make sure that what we do here leaves a stronger and a 
better country, a country not only protected by our institutions, 
yours and ours, but by our Constitution. 

Senator Hatch? 

STATEMENT OF HON. ORRIN G. HATCH, A U.S. SENATOR FROM 
THE STATE OF UTAH 

Senator HATCH. Well, thank you, Mr. Chairman. I am honored 
to serve on this committee with every member of the committee. It 
is a wonderful committee and there is a lot that gets done here. 

I am pleased to welcome our good friend and former colleague, 
Attorney General Ashcroft, back to the committee. It need not be 
said that these are challenging times for our country. Now more 
than ever, we can fully appreciate the tireless and often heroic ef-
forts of our Federal law enforcement officials, I would say generally 
and, of course, your efforts, General Ashcroft, specifically. 

General Ashcroft, you can be sure that the American public ap-
preciates your leadership at the Department of Justice during 
these trying and anxious times. I want to personally commend you, 
the Department of Justice, and the entire administration for your 
dedication and commitment to ensuring the safety of our citizens. 

We have to look no further than the daily press reports to appre-
ciate the degree to which your efforts are protecting us from ter-
rorist threats. Hardly a day goes by that we do not hear of yet an-
other deadly terrorist attack in the Middle East. We appreciate 
that you are taking every lawful measure in your power to protect 
our citizens from such attacks, and that is important. 

While we applaud you and take great solace in the fact that 
there have been no new attacks in the 10-months since September 
11, we all recognize that we can and must do more to prevent fu-
ture attacks in our country. The administration and Congress wel-
comed this challenge immediately following the September 11 at-
tacks. Once the shock, outrage, and numbness were over and wore 
off, we realized that we were living in an entirely new world where 
many aspects of our everyday lives have been changed forever. 

The administration showed leadership by sending proposed anti-
terrorism legislation to Congress. Congress responded by putting 
aside partisan differences in passing the PATRIOT Act with a near 
unanimous vote in the Senate. This Act provided the Justice De-
partment with much-needed tools to combat terrorism. It was a 
measured response that balanced the need to protect Americans 
with the need to protect Americans’ civil liberties. And despite the 
dire predictions of some extremist groups, the PATRIOT Act has 
created no erosion of the civil liberties that we all hold dear as 
Americans. 

Today, I believe many of us would like to hear about the coordi-
nation of the Department of Justice with the recently proposed De-
partment of Homeland Security. After carefully considering the 
input of Congress, academics, and other experts, as you know, the 
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President proposed comprehensive legislation to create the new de-
partment. 

There is little question that this proposal, which will merge com-
ponents of dozens of Government agencies and departments, is an 
ambitious one, but one that makes sense and will realize effi-
ciencies that should benefit the American people, and people all 
over the world as a matter of fact. 

Government entities that are charged with protecting our coun-
try’s borders and infrastructure, assessing threats, and responding 
to national emergencies, all must work collaboratively, effectively, 
and efficiently to prevail in this war on terrorism. 

General Ashcroft, the committee is well aware of how essential 
it is to foster the effective sharing of information both within and 
among Government agencies. Indeed, many of us believe the ability 
to enhance information-sharing within Government is the most 
critical challenge we face, and was the focus of some of the most 
important changes we made when we passed the PATRIOT Act. 
We welcome your comments on this subject. 

I will say, as I have said previously, it is a pleasure to see for 
the first time in a decade a close and cooperative working arrange-
ment and relationship between the Attorney General and the Di-
rector of the FBI. It stands as a testament to your leadership at 
the Department of Justice. Without full cooperation and effective 
communication, our country’s ability to respond to the challenges 
posed by terrorist threats would be very severely hindered. 

Since September 11, we have been made aware of a number of 
reforms you have instituted within the Justice Department. More 
recently, you announced amended guidelines that will assist the 
FBI in conducting investigations capable of preventing terrorist at-
tacks. In my view, these guideline changes support, and in fact are 
critical to, the FBI’s reorganization plan. 

While there appears to be bipartisan support for the revised 
guidelines, concerns have been voiced about their scope. It seems 
clear to me, however, that if we are serious about ensuring that the 
FBI can operate proactively and investigate future rather than 
merely past crimes, the FBI must have the ability to do things our 
Constitution permits, like search the Internet, use commercial 
data-mining services, and visit public places. 

Just last week, you invoked authorities granted by the PATRIOT 
Act to secure our borders by requesting the Secretary of State to 
designate nine additional groups as terrorist organizations. In De-
cember of last year, the Secretary designated, at your request, 39 
such groups. Groups like Al Qaeda, Hamas, Hezbollah, which enter 
our country to network and raise funds to finance terrorist attacks 
against innocent civilians here and abroad must be kept out of the 
United States. 

You have, in short, been a very busy man, and let me tell you 
right now how much I appreciate your dedication and hard work 
to the nearly endless task that awaits you. Just last week, the Jus-
tice Department scored a major triumph in the John Walker Lindh 
case. This week, we learned that the Justice Department has suc-
ceeded in obtaining an indictment against five leaders of the Abu 
Sayyaf terrorist group that committed deadly hostage-taking acts 
against Americans and others in the Philippines. Zacarias 
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Moussaoui, the alleged 20th hijacker in the September 11 attacks, 
has been indicted on death penalty charges and awaits trial in the 
Eastern District of Virginia. 

With each of these cases, this administration, acting through its 
Department of Justice and with the assistance of its allies over-
seas, sends a strong message to all who commit acts of terrorism 
against Americans. You will be found, you will be prosecuted, and 
you will be brought to justice, is what our message is. 

I also want to applaud you for your aggressive response to the 
crimes of corporate fraud. As each corporate scandal has come to 
light, you and the Securities and Exchange Commission has re-
sponded swiftly and effectively. As soon as evidence of corporate 
wrongdoing surfaced at Enron, the Department of Justice estab-
lished a special task force to investigate those matters. 

Within weeks, Federal prosecutors sought and obtained a grand 
jury indictment charging Arthur Andersen with obstruction of jus-
tice. Just last month, a jury convicted Andersen. Without a doubt, 
the Department, under your leadership, has delivered a clear mes-
sage to the corporate world, just as you have to the terrorist world. 
Abuses will not be tolerated and this Department is not a paper 
tiger. 

Those who question the Justice Department’s and the SEC’s re-
solve should consider whether some of today’s scandals could have 
been avoided through vigorous enforcement by previous adminis-
trations. At a time when too many Americans are questioning 
whether laws or ethics remain present in our board rooms, it is re-
assuring to know that this Justice Department will not allow cor-
porations that have defrauded investors and employees to walk 
away with a mere slip on the wrist. 

In closing, I would like to extend special thanks to you, General 
Ashcroft, for the degree to which you and Director Mueller have 
been responsive to the inquiries of this committee and to the Joint 
Intelligence Committees. I might have to leave the hearing today 
because of my being on the Joint Intelligence Committees and the 
investigation we are doing there. 

This is your third appearance before this committee since Sep-
tember 11. Director Mueller has appeared here twice and has 
briefed members of this committee in separate sessions as re-
quested. Both of you have made senior Justice Department and 
FBI employees available to address various issues of concern. So 
we sincerely appreciate the responsiveness that you both have 
demonstrated, particularly in this time of war. 

I want to thank members of the committee for the work that 
they have done so far, and I want to thank you for the work that 
you and those at the Justice Department have done. 

Thank you, Mr. Chairman. 
[The prepared statement of Senator Hatch appears as a submis-

sion for the record.] 
Chairman LEAHY. There is certainly no need to ask the Attorney 

General to take an oath and nobody is going to request that. 
Go ahead, sir. 
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STATEMENT OF HON. JOHN D. ASHCROFT, ATTORNEY 
GENERAL, DEPARTMENT OF JUSTICE, WASHINGTON, D.C. 

Attorney General ASHCROFT. Well, good morning, Chairman 
Leahy and Senator Hatch and members of the Judiciary Com-
mittee. It is pleasing to have this opportunity to see you again and 
to be with you. 

Let me assure the chairman that I do agree with him about the 
value of congressional oversight and my position in that respect is 
unchanged. I seldom quote myself, but I think the quote you chose 
accurately reflects my feelings today, as it did, I guess it was in 
1999. Thank you very much. 

Ten months ago, our Nation came under attack. It was a cal-
culated, deliberate effort in which terrorists slammed planes into 
the World Trade Center, the Pentagon, and a field in Pennsylvania, 
killing thousands. These attacks were acts of war against our Na-
tion and an assault on the values for which we stand, the values 
of equality, justice, and freedom. This unprecedented assault 
brought us face to face with a new enemy and demanded that we 
think anew and that we act anew in order to protect our citizens 
and our values. 

Immediately following the attacks, I ordered a top-to-bottom re-
view and reorganization of the Department of Justice. Our objec-
tive was to mobilize the resources of our law enforcement and jus-
tice system to meet a single overarching goal: to prevent future ter-
rorist attacks on the United States and its citizens. 

The review found that America’s ability to detect and prevent 
terrorism has been undermined significantly by restrictions that 
limit the intelligence and law enforcement communities’ access to 
and sharing of our most valuable resource in this new war on ter-
rorism. That resource is information. 

Many of these restrictions on information were imposed decades 
ago in order to address the real and perceived abuses of law en-
forcement and intelligence in the 1960’s and the early 1970’s. In 
the second half of the 1970’s, the pendulum of reform swung be-
yond correcting abuses into imposing what we now recognize as ex-
cessive constraints on our intelligence-gathering and intelligence-
sharing capabilities. 

In the late 1970’s, reforms were made that reflected a cultural 
myth. It was one that suggested that we could draw an artificial 
line at the border to differentiate between the threats that we 
faced. In accordance with this myth, officials charged with detect-
ing and deterring those seeking to harm Americans were divided 
into separate and isolated camps. Barriers between agencies broke 
down cooperation. Compartmentalization hampered coordination. 

Surveillance technology was allowed to atrophy, eroding our abil-
ity to adapt to new threats. Information, once the best friend of law 
enforcement, became an enemy. Intelligence-gathering was artifi-
cially segregated from law enforcement, effectively barring intel-
ligence and law enforcement communities from integrating their re-
sources. 

Under the Foreign Intelligence Surveillance Act, known as FISA, 
a criminal investigator examining a terrorist attack could not co-
ordinate with an intelligence officer investigating the same sus-
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pected terrorists. As compartmentalization grew, coordination be-
tween law enforcement and intelligence suffered. 

Reforms erected impenetrable walls between different Govern-
ment agencies, prohibiting them from cooperating in the Nation’s 
defense. The FBI and the CIA were restricted from sharing valu-
able information. As limitations on information-sharing tightened, 
cooperation decayed. FBI were forced to blind themselves to infor-
mation readily available to the general public, including informa-
tion available to those who seek to harm us. Agents were barred 
from researching public information or visiting public places, un-
less they were investigating a specific crime. As access to informa-
tion was denied, accountability deteriorated. 

As information restrictions increased, intelligence capabilities at-
rophied. Intelligence-gathering techniques, created in an era of ro-
tary telephones, failed to keep pace with terrorists utilizing mul-
tiple cell phones and the Internet. As technology outpaced law en-
forcement, adaptability was lost. 

The cultural of rigid information compartmentalization that took 
root in the 1970’s continued, irrespective of changes in administra-
tions, throughout the 1980’s and 1990’s. As late as 1995, we found 
that the guidelines governing FISA procedures were tightened to a 
degree that effectively prohibited coordination between intelligence 
officers and prosecutors within the Department of Justice. 

Based on this review, we concluded that our law enforcement 
and justice institutions, and the culture that supported them, had 
to improve if we are to protect innocent Americans and to prevail 
in the war against terrorism. In the wake of September 11, Amer-
ica’s defense requires a new culture focused on the prevention of 
terrorist attacks. We must create a new system capable of adapta-
tion, secured by accountability, nurtured by cooperation, built on 
coordination, and rooted in our constitutional liberties. 

Congress has already taken the first step, crucial steps to adapt 
our response to changing security requirements. The passage of the 
USA PATRIOT Act made significant strides toward fostering infor-
mation-sharing and updating our badly outmoded information-
gathering tools. The PATRIOT Act gave law enforcement agencies 
greater freedom to share information and to coordinate our cam-
paign against terrorism. 

Prosecutors can now share with intelligence agents information 
about terrorists gathered through grand jury proceedings and 
criminal wiretaps. The intelligence community now has greater 
flexibility to coordinate their anti-terrorism efforts with our law en-
forcement agencies. 

The PATRIOT Act also modernized our surveillance tools to keep 
pace with technological change. We now have authority under FISA 
to track terrorists who routinely change locations and make use of 
multiple cell phones. Thanks to the new law, it is now clear that 
surveillance tools that were created for hard-line telephones—tools 
like pen registers, for example—these new tools apply to cell 
phones and the Internet as well. 

The recently announced reorganization of the Federal Bureau of 
Investigation is a second way we have risen to meet the new chal-
lenges we face. Our reorganization comes in the midst of the larg-
est criminal investigation in United States history and the expan-
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sion of the FBI Joint Terrorism Task Forces to reach each of the 
56 FBI field offices. 

Our reorganization refocuses the FBI on a terrorism prevention 
mission that is different from the past. Instead of being reactive, 
agents will now be proactive. Instead of being bound by rigid orga-
nization charts, our work force will become flexible enough to 
launch new terrorism investigations to counter threats as they 
emerge. 

Management and operational cultures will be changed to en-
hance this adaptability. Over 500 field agents will be shifted per-
manently to counter-terrorism. Subject matter experts and histor-
ical case knowledge will be centralized so they are accessible to 
field offices, the intelligence community, and our State and local 
law enforcement partners. 

The Counter-Terrorism Division at FBI headquarters will be re-
structured and expanded significantly to support field offices and 
other intelligence and law enforcement organizations. Finally, we 
will enhance the FBI’s analytical capacity and integrate our activi-
ties more closely with the CIA. 

A third way in which we have acted to enhance our homeland 
security is by giving updated guidance to our FBI agents in the 
field. After a meticulous review of the previous Attorney General 
guidelines, which unnecessarily inhibited agents from taking ad-
vantage of new information technologies and public information 
sources, revised guidelines were announced in May. These new di-
rections to FBI agents are crafted carefully to correct the defi-
ciencies of the old guidelines, while protecting both the privacy and 
the civil liberties of all Americans. 

Throughout this reform process, the Department of Justice has 
been guided by four values, the four principles that shape and in-
form our new anti-terrorism mission: adaptability, accountability, 
cooperation, coordination. By following these lodestars, we have 
worked with Congress and we have worked with our partners in 
law enforcement to correct the excesses of the past and to achieve 
a more stable, secure equilibrium in our justice policy. 

The creation of the Department of Homeland Security will prove 
critical to this process of restoring balance to our security policy. 
President Bush has mandated that the new Department of Home-
land Security be an agile organization capable of meeting, and I 
quote, ‘‘a new and constantly evolving threat.’’ We have sought to 
achieve greater accountability for our obligation to protect the 
rights of all Americans. 

The proposed Department of Homeland Security would ensure 
that homeland security activities and responsibilities are focused in 
a single department. For the first time, America will have under 
one roof the capability to identify and assess threats to our home-
land, to match these threats to vulnerabilities, and to act to ensure 
the safety and security of the American people. All Americans will 
know where the buck stops and with whom. 

We have sought to foster greater cooperation among all aspects 
of intelligence and law enforcement, be they Federal, State, or 
local. The proposed Department of Homeland Security would exem-
plify a new ethic of information-sharing in Government. FBI Direc-
tor Mueller put it best, and I am quoting, ‘‘The FBI will provide 
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Homeland Security the access, the participation, and the intel-
ligence necessary for this proposed department to achieve its mis-
sion of protecting the American people.’’

President Bush has called on the Congress and the American 
people to reexamine past practices to reorganize our Government 
in order to confront the challenge that history has placed before us. 
His call echoes that of another President over 100 years ago who 
appealed to Congress and the Nation to rise to the daunting task 
that lay before it. 

‘‘The dogmas of the quiet past are inadequate to the stormy 
present,’’ President Abraham Lincoln told Congress in 1862, just 
before issuing the Emancipation Proclamation. I am quoting: ‘‘The 
occasion is piled high with difficulty,’’ he said, ‘‘and we must rise 
with the occasion. As our case is new, so we must think anew and 
act anew.’’ Securing our homeland is the responsibility with which 
history has charged us. It is the mission which calls us to think 
anew and to act anew in defense of this Nation. 

I thank you for the opportunity to testify today. I look forward 
to working closely with you as we rise to meet this challenge and 
accept this responsibility. 

Thank you. 
Chairman LEAHY. Well, thank you, Attorney General. I would 

note just in passing that such things as—whether we change the 
law or not, you still have to change the way you do things at the 
Department of Justice. Under the old laws, which we may be some-
what critical of, there are a lot of things we can do with today’s 
technology that wasn’t being done. A simple Google search on peo-
ple’s names, simple address searches, the ability to actually know 
what is in one agent’s computer to another—those are things that 
come in more not as legal changes but management changes. 

The House Select Committee on Homeland Security, which is 
chaired by House Majority Leader Dick Armey, has proposed ban-
ning the so-called Operation TIPS program that your Department 
plans to deploy next month. For those who are not aware of it, it 
is a program that enlists thousands, even millions of civilians as 
TIPS informants to report their suspicions to the Justice Depart-
ment. 

I just want to make sure I know how this is going to work. Ap-
parently, your Department was so overwhelmed that when the 
Phoenix memo came in from trained investigators specifically 
pointing out Middle Eastern people with ties to terrorist organiza-
tions who were trying to take pilot lessons here in the United 
States, that couldn’t break through. But now we are going to talk 
about millions of Americans, totally untrained, calling in to this 
TIPS hotline. 

Let me ask you about this. Say a telephone repair person comes 
into your house and sees some pictures around of the World Trade 
Center, sees some books on Islamic terrorism. Let’s say they pick 
up the phone and they report that suspicious information about the 
customer. What does the Department do? Do they send out an FBI 
agent to investigate, do they store the information in their data 
base, do they bring the customer in for questioning, or do they do 
all three? 
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Attorney General ASHCROFT. I am happy to have you make an 
inquiry about the TIPS program. 

Chairman LEAHY. But given that specific thing, Attorney Gen-
eral, because it is not an unrealistic thing and it is something that 
might happen—somebody is in there and they see a picture of the 
World Trade Towers or they see books on Islamic terrorism—if 
they call that in, what happens? 

Attorney General ASHCROFT. Well, first of all, the TIPS program 
is something requested by industry to allow them to talk about 
anomalies that they encounter, but it does not refer to a program 
related to private places like homes. So the particular hypothetical 
that you have posed is not appropriate to the TIPS program. 

Chairman LEAHY. So a telephone repairman couldn’t call that in? 
Attorney General ASHCROFT. Telephone repairmen have the op-

portunity, just like you have an opportunity, to call the FBI at any 
time. Any citizen has the opportunity to call the FBI. 

If we are talking about the TIPS program, the TIPS program is 
a program that mirrors a number of other programs that are al-
ready existing, similar to Harbor Watch or——

Chairman LEAHY. What you are saying is that that kind of a call 
would not go to the TIPS program? 

Attorney General ASHCROFT. That is correct. 
Chairman LEAHY. OK. Well, then let’s say he is in his office re-

pairing a telephone and he saw the same thing. 
Attorney General ASHCROFT. The TIPS program—and I would be 

pleased to outline it for you—is one of five Citizens Corps program 
that are part of the President’s USA Freedom Corps Initiative. He 
announced that in his State of the Union Address. It builds on ex-
isting programs that industry groups have, and because they are 
regularly in the public in routines, they can spot anomalies, things 
that are different, truck drivers seeing things happen that don’t 
usually happen, and the like. This is focused on public places. 

Chairman LEAHY. Well, then, Attorney General Ashcroft, let’s see 
if I can follow this further. Let’s say the truck driver delivers a 
bunch of books to the house on Islamic terrorism and calls it in. 
What happens to the information? I am trying to give a prac-
tical——

Attorney General ASHCROFT. Surely. Information provided on the 
TIPS hotline, which is like any of the other hotlines, would be di-
rected to appropriate agencies that might have an interest in the 
information. Now, I would indicate that I looked into this matter 
and there had been some talk of a data base being maintained by 
TIPS. I made a recommendation that TIPS not maintain a data 
base. That recommendation, I believe, will be respected and TIPS 
will be a referral agency that sends information that is phoned in 
to appropriate Federal, State, and local law enforcement agencies 
so that it becomes a clearinghouse for people who see something 
which they think merits attention are able to call in. 

Chairman LEAHY. But would that put that into their data base? 
Attorney General ASHCROFT. The TIPS program——
Chairman LEAHY. No, no, I don’t mean the TIPS program. Again, 

I am trying to do this because you talk about truck drivers, bus 
drivers, train conductors, mail carriers, utility readers, and so on. 

VerDate 0ct 09 2002 16:06 Dec 03, 2003 Jkt 090356 PO 00000 Frm 00015 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\90356.TXT SJUD4 PsN: CMORC



12

Again, using that one example—and this is not a trick question 
or anything; I am just trying to make sure I understand what is 
going on because we are all getting asked questions about this. 

Now, you are saying there will not be a data bank for TIPS, is 
that correct? It is your assurance to this committee there will not 
be a data bank? 

Attorney General ASHCROFT. I have recommended that there 
would be none and I have been given assurance that the TIPS pro-
gram would not maintain a data base. 

Chairman LEAHY. And who have you gotten those assurances 
from? 

Attorney General ASHCROFT. The individuals who have been 
shaping the program. 

Chairman LEAHY. You don’t want to tell us who that is? 
Attorney General ASHCROFT. I am not sure exactly that I could 

name them, but I just know that I have indicated that there should 
be no data base and the word has come back to me that that is 
a point of agreement. 

Chairman LEAHY. OK. They call this in under this program and 
somebody passes it on to the FBI. Do they put it in a data bank? 

Attorney General ASHCROFT. Well, what the FBI does with data, 
what various agencies do with data, depends on the nature of the 
data. 

Chairman LEAHY. But will this person ever know that this infor-
mation was called in about them? Keep in mind this person may 
turn out to be the head of Islamic studies at Harvard or something 
like that, or it may be a kid doing his—if you want to confer with 
what is his name here, go ahead, but it may be a kid doing his 
term paper at the University of Missouri. 

And you can understand the concerns. In my State, we love our 
privacy, no matter what party you belong to or anything else. The 
concern I get is will their name go in there somewhere and be in 
a data bank for something that, while it may have looked sus-
picious, might have a totally innocent example. 

I mean, we did this back in the early part of the last century, 
and under the guise of being vigilant we ended up being vigilantes 
and it was a very, very sorry time in our history. And that was be-
fore we had data banks and computers. I just want to make sure 
that if these things are called in, something is not going to happen 
and somebody is not going to suddenly later on get out of college 
and they are applying for a job and they find that they have been 
disqualified because of something that was thrown in there. 

Can you give us assurances on that? 
Attorney General ASHCROFT. I believe I can. The maintenance of 

any records by any party—and, of course, no record is to be main-
tained by the TIPS organization. So other organizations would 
maintain records in accordance with their current guidelines, law, 
and practice, as they have maintained them over the years. So it 
doesn’t represent any new recordkeeping protocols. 

Chairman LEAHY. But I am concerned about what happens. I 
mean, Americans by and large are going to do the right thing. The 
flight school in Minneapolis contacted the FBI field office because 
they had suspicions. They did the right thing. Unfortunately, not 
much came of it, but they did the right thing. 
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In the Reid case, you had people who smelled a match or some-
thing. Fortunately today, because flights are non-smoking, if you 
light a match, you smell up the whole airplane. I am convinced 
they protected everybody on that airplane and stopped a terrible 
tragedy from happening. 

The Government website that is recruiting these volunteers for 
Operation TIPS says the Government is interested in American 
truckers, bus drivers, letter carriers, train conductors, ship cap-
tains, utility readers, and others. What others? 

Attorney General ASHCROFT. Well, what we are talking about is 
individuals who have a regular presence in the culture and would 
be able to witness anomalies, differences. Someone who is regularly 
in the neighborhood notices the presence of a truck parked in the 
neighborhood either doing surveillance or otherwise and wants to 
say, you know, that is strange, maybe we can get this referred to 
someone who might be able to make a difference in helping curtail 
some threat. So you have the ability of people who have a regular 
perception who understand what is out of order here, what is dif-
ferent here, and maybe something needs to be looked into. 

It is with that in mind that this program would, I believe, pro-
vide a basis for getting information to people who could make a dif-
ference with it. I would indicate to you that one of the things we 
are doing at the Federal Bureau of Investigation, for instance, is 
improving our ability to handle information that comes to us and 
to make judgments in regard to it. The entire new section on anal-
ysis of intelligence that comes into the Bureau is designed to help 
us take advantage of information in ways that we didn’t take ad-
vantage of it. 

Chairman LEAHY. Well, let me speak to that because your De-
partment says it plans to recruit a million volunteers in the ten cit-
ies where this pilot program is going to take place. But your De-
partment also says that the FBI will take up to 3 years to get their 
computer system into the 21st century, and 3 years in computer 
time is a long, long time. 

We know what happened before 9/11, where critical information 
that was sent to your Department never went anywhere. So if it 
is going to take you 3 years to get up to date where you can handle 
the information from your trained investigators, are you going to 
be able to collect and analyze tips submitted by one million inform-
ants, plus whoever else this comes to? 

The reason I worry, and I think the reason that Congressman 
Armey and others—and this sort of goes across the political spec-
trum—worry is we saw in the 1960’s where the FBI had a ghetto 
informant program to recruit people to watch their neighbors be-
cause they may be involved in political protest activity. 

In 1917, the Department of Justice formed the American Protec-
tive League, which had volunteers to report on people who might 
criticize their Government. Sometimes, they turned into vigilante 
groups that raided newspaper offices, and they actually tarred and 
feathered some people. 

That is why I say we can be vigilant, but we don’t want to be 
vigilantes. I just want to make sure that this is protected. And you 
say they are not going into people’s homes, but the parcel post 
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deliverers do go into the homes, or at least step in the door, and 
they are being asked to be recruited. 

The cable people and all these others are being asked to be re-
cruited. They sometimes have far more access to your home than 
any law enforcement can get with a search warrant. What I am 
very, very concerned about with this is we don’t end up with a data 
bank of innocent activity at a time of justifiable concern, and it is 
justifiable. I mean, I don’t doubt for a second your concern about 
terrorists and your dedication to stopping terrorism. I don’t doubt 
that for a second. 

But in doing that, let us not have a situation where someday 
when somebody is going in for a VA loan or they are going in for 
a job or whatever else, somewhere in this data bank a suspicious 
activity was reported because somebody didn’t like their dog bark-
ing in the middle of the night, didn’t like the political shirt they 
were wearing, didn’t like the music they listened to, or whatever. 

I think you share my concerns. I hope you share my concerns. 
Attorney General ASHCROFT. May I assure you that I do. 
Chairman LEAHY. Thank you. 
Attorney General ASHCROFT. Your concern about the data bank 

was one which, when I looked at the program, I thought to myself 
the other organizations that operate, the law enforcement organiza-
tions, all have policies that are well understood, that have stood 
the test of time. 

I simply recommended that there not be a data bank maintained 
in the TIPS program, that we have in these other areas which have 
these refined protocols that clearly understand the need to defend 
civil liberties—that any responsibility of TIPS simply be to refer to 
those agencies. In that respect, I think that puts us back into the 
conventional law enforcement context where we have safeguards. 

The administration in this particular circumstance is responding 
to an industry request that we have uniform reporting opportunity 
for people in various settings. Some of the things have gone beyond 
what the administration proposed. The administration never pro-
posed cable installers, and that is part of just the apocrypha or the 
extra information that gets developed here. But I agree with you 
that we don’t want a new data base. I have recommended that 
there not be one and I have been assured that we won’t have a new 
data base here. 

Chairman LEAHY. Well, actually, from the Citizen Corps, the 
website, I took that. It talked about truck drivers, bus drivers, 
train conductors, mail carriers, utility readers, and others. That is 
where I get that. 

Attorney General ASHCROFT. Yes. I made a remark about the 
cable operators because I have recently had cable folks in my 
house. You said cable operators and I said for sure I don’t want 
them, and I looked on the list myself and found they weren’t ever 
a part of the proposal. 

Chairman LEAHY. I hope you get better cable service than I do. 
Go ahead, Senator Hatch. 
Attorney General ASHCROFT. I have told them that if I didn’t get 

better service, I was going to call you and complain. You mean it 
won’t help? 

Chairman LEAHY. It hasn’t helped me. I will call Senator Hatch. 
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Senator HATCH. General, I share some of the concerns about the 
TIPS program. But just so we understand what you are trying to 
do, in the aftermath of the Oklahoma City bombing, the FBI, as 
I understand it, received thousands of phone calls, especially with 
regard to the identity of John Doe 1 and John Doe 2, that they 
took, and those were the sketches that they had of John Doe 1 and 
John Doe 2. 

Now, is that the type of law enforcement that you are talking 
about here, taking those calls, following up on them, seeing what 
you can do, trying to get to the bottom of terrorist activities hope-
fully even before they start? 

Attorney General ASHCROFT. Yes. The effort obviously following 
the explosion of the Murrah Building in Oklahoma City was an ef-
fort to find the perpetrators and to reassemble the evidence nec-
essary to provide a basis for a conviction that would lead to justice. 

Really, what we are looking for now is to take a step in preven-
tion. So anybody who sees things that are out of line that can help 
us prevent an attack by identifying something that might be wor-
thy of our advance preventive activity and inspection in advance, 
we are asking for that kind of information as well. 

Industry groups such as those kinds of groups like Highway 
Watch and Coast Watch that have involved industry groups be-
fore—they have suggested that a uniform reporting opportunity 
would be appropriate and that is what this TIPS program is de-
signed to provide. 

Senator HATCH. As I understand it, John Walsh, of ‘‘America’s 
Most Wanted,’’ has endorsed the TIPS program. How would this be 
any different from what he is trying to get, and that is people call-
ing in to help find children who have been abducted under the 
Missing Children’s Act that we have all worked so hard on in this 
committee and in the House as well? 

Attorney General ASHCROFT. Together with Walsh, the American 
people may be the best law enforcement organization we have be-
cause they solve some very important crimes. It just so happens 
that today, in the USA Today newspaper, he endorses this program 
and concept in an editorial, which I think suggests that this is 
something every citizen can do to make America safer. 

I think we have long understood that people have a real role to 
play in a democracy in a variety of settings, including in crime con-
trol and terrorism prevention. You don’t have to move to live in a 
safer neighborhood. There are things you can do, and the people 
who are regularly present in our culture in various settings, if they 
see significant anomalies, we want them to be able to have an easy 
way to report those so that we can take steps to secure people. 

Senator HATCH. Thank you. Your comments about not having a 
data bank, names, has been very reassuring to me because we are 
all concerned. We don’t want to see a 1984 Orwellian-type situation 
here where neighbors are reporting on neighbors. We want to make 
sure that what this involves is legitimate reporting of real concerns 
that might involve some terrorist activity. 

Now, General Ashcroft, some of the same left-wing Washington 
groups and their allies who have been smearing the judicial nomi-
nations have you in their cross-hairs as well; at least that has been 
my impression. No matter how successful you are in protecting the 
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American people from harm, while respecting civil liberties, you 
will be criticized for the effort. 

There is no way that the Fourth Amendment is going to be set 
aside, or other constitutional provisions, is there? 

Attorney General ASHCROFT. Well, no. Not only do I not have the 
authority to amend the Constitution, I don’t want to amend the 
Constitution. I think it has served us well. 

I have told the members of the Department of Justice to think 
outside the box, to think of new ways to help, but never think out-
side the Constitution. That has been the direction. You have got to 
think in new ways in order to avoid old things from happening 
again. Whatever your system is that allowed something to happen 
before, if you don’t change your system it might happen again. 

So we are trying to think of new ways and providing the basis 
for the right kind of information exchange between the CIA and 
the FBI, law enforcement, and intelligence. Leadership in that re-
spect was taken by the Congress very early. Those kinds of ideas 
are the kinds of things that we are doing to improve our security. 

Senator HATCH. I have been watching some of the criticisms of 
you in the press and elsewhere. No matter what you do, you are 
criticized, and I guess that is part of this thankless job that you 
have. But I want to speak for the American people in expressing 
the profound gratitude that we feel for the job you are doing. 

I just want to explore a few areas of traditional crime and law 
enforcement that I find critically important. First, in the area of 
civil rights enforcement, I want to congratulate you. Many are con-
cerned about recent reports of police brutality, so I want to com-
mend you for sending Ralph Boyd out there to California over the 
recent problem out there where this young African American boy 
was slammed into the car and punched. 

Attorney General ASHCROFT. The Inglewood situation. 
Senator HATCH. I think that is important to do that, but what 

other steps have you taken to address the issue of police brutality? 
Attorney General ASHCROFT. Well, we have been aggressive in 

this respect. For instance, in the Inglewood situation the Commu-
nity Relations Service and the FBI were there very early. I person-
ally called Mayor Dorn and I asked him if he would be pleased to 
receive the Civil Rights Division Chief of the Justice Department 
there. 

We sent them there, with a view toward finding a way to solving 
the problems and changing any situation, if it exists, that is sys-
temic or institutionalized so as to make sure we respect every 
American and that police operate within the appropriate limits of 
their responsibility and authority. We have done that in a number 
of instances and with some success, for which we are grateful. 

You will remember a little over a year ago, the city of Cincinnati 
was racked with violence related to a police situation there, and by 
going and working hard with all parties to find a solution, within 
a year’s time we had all the parties jointly come together, an-
nounced the changes that would be made, provided a structure for 
monitoring the success, so that we have a new plan, a new para-
digm, a new way of working together in Cincinnati. 

We hope that that model of being very quick to respond and 
working with all the parties together can get us to the place we 
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want to be, where people are treated with respect and human dig-
nity, and the police have the opportunity, right, and responsibility 
to operate effectively, but there aren’t abuses which might curtail 
the liberties of individuals. 

Senator HATCH. Up until now, the FBI has been the law enforce-
ment agency most responsible for identifying and preventing ter-
rorist attacks in this country. As you know, Congress is moving 
quickly to establish a new Department of Homeland Security in re-
sponse to the President’s request. 

Do you see the FBI’s role in terrorism investigations changing 
with the creation of this new law, and if so, in what way would 
that process work? 

Attorney General ASHCROFT. Well, certainly the FBI’s role in in-
vestigating terrorism is a changing role. The restructuring of the 
FBI itself is substantial: the reallocation of 500 agents to the 
counter-terrorism portfolio, the construction or development of a 
special analysis section to do a better job of taking the information 
we get and making sure we connect the dots. The chairman made 
reference to the need to be able to connect and integrate informa-
tion we get. It is a very important need. Director Mueller has 
reconfigured the agency with that in mind. 

We are redoing the computer system, something the chairman 
also mentioned, and we want the computer system to be not only 
a modernized system, but we want it to be able to communicate 
with some of the other agencies in counter-terrorism which pre-
viously we haven’t either had the authority to communicate with 
or haven’t communicated with well. 

Even the reports that are developed at the FBI have been in a 
different format, for example, than reports developed at the CIA 
and other intelligence agencies. I think it is important for us, if we 
are going to be sending reports and information into the new De-
partment of Homeland Security for use by that department, that 
we have a format which is consistent with information provided 
and the format in which information is provided in other agencies. 

So there is this massive undertaking of developing the right com-
munications capacity, the right analysis capacity at the FBI. Yes, 
it will continue to be the chief domestic intelligence agency, but it 
is a retooled agency with a capacity to communicate more effec-
tively with other agencies. It is a retooled agency with a vastly en-
hanced analytical capacity. 

Then one other thing I would mention is the new guidelines pro-
vide a substantially enhanced capacity to gather information. You 
have to have improved gathering, you have to have improved anal-
ysis, you have to have improved communication, and those are the 
three cornerstones of the retooled FBI. 

All of those things are things that are underway and we believe 
the FBI will serve America much more effectively as a result of 
these important reforms that Director Mueller has instituted. 

Senator HATCH. Thanks to the chairman. He has allowed me to 
ask just one more question. I would like to ask this one because 
my time is up. 

You have played a central role in revamping the FBI’s anti-
quated investigative guidelines. That has been important to me. I 
understand that these guidelines routinely prevented the FBI from 
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taking the initiative to detect and prevent future crimes, as op-
posed to investigating crimes that had already occurred. 

Our country, of course, expects much from the FBI. We are not 
content for your agency to solve an act of domestic terrorism after 
it has occurred. Are you satisfied that the new guidelines provide 
your agents with enough leeway to proactively investigate crimes 
that might occur, and are there any tools that Congress can pro-
vide to help increase your prospects of preventing terrorist attacks? 

Attorney General ASHCROFT. Well, the new guidelines substan-
tially improve a couple of things. We have learned, for example, 
from the circumstances that have been cited, some that the chair-
man cited. 

For instance, the new guidelines allow cases both to be opened 
and extended by people at the local level, where they know best 
what is happening. The new guidelines allow agents to be able to 
get information on the Net, to the extent that information is avail-
able to the public on the Internet. Use of the Internet is something 
the chairman also mentioned. The new guidelines allow agents to 
go to public places. 

I believe that those are substantial enhancements, and frankly 
I would look forward to working with the committee to develop ad-
ditional ideas or responses. I don’t believe we are ever going to be 
able to sit back and say, well, that is that, we are perfect now and 
we need not make adjustments. I want always to be in the idea 
business, to see if there are ways that we can improve our response 
to the threats. 

Senator HATCH. Thank you. Thank you, Mr. Chairman. 
Chairman LEAHY. The Senator from Utah speaks of the left-wing 

smear groups that seem to be attacking you. 
Senator HATCH. My, but you are sensitive. 
Chairman LEAHY. I assume he meant Grover Norquist in the 

New York Times yesterday. 
All the more reason, Mr. Attorney General, that we want you to 

actually come to some of these oversights because I think you are 
the best spokesman for you and you should be able to be here. 

Senator Kennedy? 

STATEMENT OF HON. EDWARD M. KENNEDY, A U.S. SENATOR 
FROM THE STATE OF MASSACHUSETTS 

Senator KENNEDY. General, welcome. Just quickly in regards to 
the TIPS program, my committee is the committee that has the re-
sponsibility for drafting the President’s voluntary program. To my 
knowledge there is no language proposed by the administration 
that would authorize the TIPS program. 

I think anyone that has information with regard to terrorist ac-
tivity should report it to law enforcement. We all ought to encour-
age that, but the idea of encouraging this country to have neigh-
bors spying on neighbors is not the spirt of volunteerism to be ad-
vocated. It seems to me that there are better ways to use funds in 
the law enforcement area. 

You speak of TIPS being authorized under the President’s vol-
untary program. It hasn’t been submitted. It is not there either in 
our committee nor in the appropriations. So I don’t know where 
you believe it to come from, but I invite your legislative people to 
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work with us to try and find it because we don’t have any record 
of it. Further, I think it is inconsistent with the concept of what 
the President has outlined in terms of volunteerism, regarding peo-
ple giving something back and making a difference in their commu-
nity in contrast to what this program seemes to be about. 

But let me go on into some questions with regard to a favorite 
topic of yours, and that is guns. The last time you appeared before 
the committee, which was in December 2001, I asked you about the 
Justice Department’s refusal to let the FBI examine the back-
ground checks of the 1,200 people detained following September 11 
to determine whether any of them had recently bought guns. 

You responded that the law which provided for the development 
of the National Instant Check System indicates that the only per-
missible use of the National Instant Check System is to audit the 
maintenance of that system, and the Department of Justice is com-
mitted to following the law. 

However, a report issued Tuesday by the General Accounting Of-
fice includes a legal opinion by your own Office of Legal Counsel, 
dated October 2001, that contradicted your later assertion about 
the law. The legal opinion stated, ‘‘We see nothing in the NICS reg-
ulation that prohibits the FBI from deriving additional benefits 
from checking audit log records, such as assisting in the investiga-
tion of the September 11th attacks, as long as one of the genuine 
purposes for the checking is carried out as permitted—the purpose 
of auditing the use of the system.’’ The Office of Legal Counsel fur-
ther observed that the FBI had been using this method of checking 
the system all along. 

In light of the legal opinion written by your own staff, I simply 
can’t understand why the Department decided to reject the FBI’s 
request to investigate the gun purchases by suspected September 
11th terrorists. 

Attorney General ASHCROFT. The OLC opinion that was cited in 
the GAO report, stating that information derived from genuine 
NICS audits can be used to further other law enforcement pur-
poses, is consistent with my testimony to the Senate Judiciary 
Committee last December 6 that the only recognized use now of ap-
proved purchase records is limited to an auditing function. 

The purpose of any use of the records is auditing. If there are 
incidental law enforcement items that flow from the auditing, 
under the Brady law, then those can take place, but you cannot 
enter the records for other purposes. 

Senator KENNEDY. You are saying that they cannot be used to in-
vestigate whether the terrorists violated the gun laws? Is that 
what you are telling us? Is that what you are saying? 

Attorney General ASHCROFT. I am saying that information that 
comes available incident to an audit can be used for other law en-
forcement purposes. 

Senator KENNEDY. Let’s talk in practical terms. Are you saying 
that the FBI couldn’t look through that information to find out 
whether or not those terrorists bought guns? 

Attorney General ASHCROFT. I am saying that the FBI——
Senator KENNEDY. You didn’t have the authority. Is that what 

you are saying? 
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Attorney General ASHCROFT. The FBI does not have the author-
ity under the Brady law to use those records for criminal investiga-
tive purposes. The GAO report citing the OLC opinion indicates 
what is also true that if, in the auditing process, items of a crimi-
nal nature become available, then those can be pursued. But the 
law provides that the purpose for the maintenance of the records 
and the use of the records is for auditing purposes. 

Senator KENNEDY. Well, General, if you are representing here to 
the committee that it is your legal judgment that the Federal Bu-
reau of Investigation could not use those records to go back and 
find out whether these terrorists bought guns—do I understand 
that that is your legal opinion, in light of what your own legal staff 
has recommended? Is that what you are telling this committee 
today? 

Attorney General ASHCROFT. My opinion is——
Senator KENNEDY. Yes or no? 
Attorney General ASHCROFT. My opinion is that the authority to 

use those records is for audit purposes, and incidental things dis-
covered in the audit for law enforcement may be pursued, but you 
cannot use those records for purposes other than auditing. 

Senator KENNEDY. They cannot be used in investigating whether 
the terrorists had guns? Is that what you are trying to tell us? 

Let me go on. In the GAO report that studied what the effect on 
law enforcement would be if the Justice Department implemented 
your proposal to reduce the current requirement for retention of 
background check records from 90 days to 1 day, it found that a 
next-day destruction would prevent law enforcement from inves-
tigating transfer of guns to prohibited persons, such as convicted 
felons or persons guilty of domestic violence. 

It also found that the policy would eviscerate the FBI’s ability to 
retrieve guns that were sold illegally. It observed that between 
July 2001 and January 2002, the FBI used retained records to 
identify 235 illegal gun sales. Only 7 of those 235 sales would have 
been caught under your next-day destruction policy. 

Doesn’t this report show beyond dispute that your proposed pol-
icy would be removing an important tool of law enforcement, un-
dermining the public safety? Shouldn’t that idea be scrapped and 
the 90-day retention be observed? 

Attorney General ASHCROFT. Senator, I am very pleased to ad-
dress this issue. The GAO report acknowledges that by modifying 
our audit procedures so that they are conducted on a real-time 
basis, we will not lose any of the basic audit capabilities. In fact, 
the changes will improve NICS audits by catching errors more 
quickly. 

There is a way for us to use the records which are maintained. 
It is the records of personal identification that are not maintained, 
and the records that are maintained can be used to detect illegal 
purchases and to go back through the records that are maintained 
by the gun dealer to allow ATF and enforcement agencies to correct 
those situations where guns were illegally purchased or inappropri-
ately purchased. 

So I believe that the system that we have proposed honors com-
pletely the requirements of the Brady law, and by using the non-
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personal information that can be maintained we can go back and 
handle those 230-some cases that the GAO has referenced. 

Senator KENNEDY. According to the GAO: ‘‘Also, a next-day de-
struction policy could lengthen the time needed to complete the 
background checks and place additional burdens on law enforce-
ment agencies, including State and local courts.’’

Let me ask about another issue. As you know, the Government 
of the District of Columbia is supervised by the Congress and local 
crimes are prosecuted by the Justice Department. D.C. law effec-
tively prohibits anyone other than law enforcement officials from 
owning a handgun. In addition, rifles and shotguns are carefully li-
censed. 

As a result of your views on the Second Amendment, as set forth 
in your May 2001 letter to the National Rifle Association and sub-
sequently adopted as official administration policy, scores of de-
fendants in D.C. courts have filed briefs challenging the constitu-
tional D.C. gun laws. 

To this point, the administration has refused to say whether it 
thinks these laws are facially unconstitutional or not. One Federal 
defender has described the administration’s court filings as ‘‘basic 
and anemic to the point of unconsciousness.’’

Can you give us a straight answer today on this issue? Will the 
administration protect the safety of the District of Columbia’s resi-
dents by zealously defending the constitutionality of its gun laws, 
or will these laws fall victim to the administration’s Second 
Amendment ideology? 

Attorney General ASHCROFT. The administration will defend all 
Federal guns laws, the laws which it has the responsibility to de-
fend, and will seek to defend them effectively with full vigor and 
energy in court. 

Senator KENNEDY. I would now like to move on to another issue, 
that of immigration. In April, the Justice Department announced 
that it supported a legal opinion stating that State and local police 
officers have the inherent legal authority to arrest people on civil 
and criminal immigration law. Since then, you have made various 
statements indicating that the Justice Department has accepted 
this opinion and is moving forward to implement it. Yet, the Jus-
tice Department has refused to make public the text of the opinion. 

This is obviously of enormous concern to local law enforcement 
officials, who already are feeling overburdened by the pressures 
that are being put on them to deal with the challenges to law en-
forcement. It seriously undermines the ability of these departments 
to establish working relationships with immigrant communities 
and deters immigrants from reporting acts of domestic violence and 
other crimes. 

In light of these concerns, do you still intend to issue this legal 
opinion, and if so, why has the Justice Department refused to pro-
vide Congress and the public with a copy of the opinion? 

Attorney General ASHCROFT. No opinion has been issued and it 
would be inappropriate for me to comment on an opinion that has 
not been issued and on whether or not an opinion exists, whether 
that is alleged to exist but has not been issued. 

I would say this, that on June 6, as part of an announcement re-
garding the national security entry/exit registration system, I stat-
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ed that the Immigration and Naturalization Service would enter 
into the NCIC—that is the National Crime Information Center—
information on specific aliens who pose a national security risk or 
have broken registration rules. 

We believe it would be appropriate for local law enforcement, 
when they encounter someone who is listed in the National Crime 
Information Center’s list as being individuals that are to be appre-
hended, for them to apprehend those individuals in conjunction 
with the Immigration and Naturalization Service. And to that ex-
tent, we would like to have the cooperation of State and local au-
thorities. 

Senator KENNEDY. My time is up, General. I just want to indi-
cate in regards to the Civil Rights Division, that we had a hearing 
about the enforcement of civil rights and we wrote to the Depart-
ment. We had Assistant Attorney General Boyd and we submitted 
a series of questions which have not been answered. If you would 
be good enough to take a look at it. 

Attorney General ASHCROFT. That is the June 19 letter. I believe 
I am aware of it and we are working on a response, unless I have 
another letter in my mind. 

Senator KENNEDY. It was a May hearing, but the 19th is the date 
of the letter, yes. We would appreciate it very much if we could re-
ceive the answers in a timely manner. 

Attorney General ASHCROFT. Thank you. 
Senator KENNEDY. Thank you. 
Chairman LEAHY. General, I rather flippantly referred to Dan 

Bryant, who very appropriately was trying to hand you something. 
Both Mr. Bryant and Pat O’Brien have worked extraordinarily 
hard and we do appreciate it. 

Attorney General ASHCROFT. I think your remarks about them 
were the nicest things I have ever heard said about them. 

Chairman LEAHY. Well, I don’t know what you say to them on 
the way back, but they work very hard and I didn’t want in any 
way to be indicating that we don’t appreciate how hard they do 
work for you and the Department. 

Attorney General ASHCROFT. Thank you, and for America. 
Chairman LEAHY. Thank you. 
Senator Grassley? 

STATEMENT OF HON. CHARLES E. GRASSLEY, A U.S. SENATOR 
FROM THE STATE OF IOWA 

Senator GRASSLEY. Before I turn to my questioning, I want to 
make an observation from just the exchanges we have had. I see 
a certain inconsistency and a certain irony in the questioning from 
the committee’s majority on TIPS and on records of people that 
own guns. It seems like we have heard some serious privacy con-
cerns about the FBI receiving voluntary tips from private citizens 
about what suspicious things these citizens might see in public 
places. 

But these people on the other side of the aisle seem to think that 
the FBI should look freely through gun records that are kept pri-
vate under our law. This is an inconsistency that seems to be more 
about restricting the right of Americans to bear arms than pro-
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tecting our country. I would just observe that. And I think it is 
very clear, so maybe I don’t have to point out the observation. 

Mr. Attorney General, I am going to refer to a letter that you 
have answered, a letter with some questions that weren’t an-
swered, so you know where I am coming from. But I want to give 
some background so that I can show I am not picking on General 
Ashcroft, as opposed to Clinton or previous Bush or previous 
Reagan Attorneys General. I have been fairly consistent in observ-
ing bureaucratic dialog on the False Claims Act and fraud. 

In the early years of the 1980’s, I observed the Department of 
Defense trying to influence the Justice Department not to pros-
ecute certain Defense contractors. I even saw recommendations 
when there was a small settlement with, I think, Sperry Rand, 
which company I don’t think exists today, that something be set-
tled in a very small way with a global settlement that everything 
that was pending against that company at that time would be ab-
solved, and it was by the Justice Department. All of this brought 
us to the passage of the False Claims Act of 1986. 

Now, we probably still have problems with the Defense Depart-
ment, but I have been concentrating more on fraud within Medi-
care and the use of the False Claims Act in that area. So that is 
the background of where I am coming from over a long period of 
time. 

I appreciate your agency’s initial response to my letter of June 
25. I was pleased to hear that it has been and will continue to be 
the position of the Department of Justice that under appropriate 
circumstances there may be liability under the False Claims Act for 
alleged kickback violations. I was especially pleased to hear that 
you continue to fight health care fraud and abuse diligently by in-
vestigating and prosecuting kickback violations under the False 
Claims Act. 

This Act is the Government’s most potent weapon in the war on 
fraud and abuse, and I would appreciate your assurances here 
today—hence my first question—that you would intend to continue 
using the False Claims Act to punish wrongdoing to the fullest ex-
tent of the law. I think your letter said that, but I still would like 
to ask you. 

Attorney General ASHCROFT. Yes, sir, the letter reflects the com-
mitment of the Department. 

Senator GRASSLEY. OK. Now, as pleased as I am with the De-
partment’s position, I am disappointed that other more detailed re-
quests for documentation on June 25 to Mr. McCollum were en-
tirely unanswered. I asked for a variety of documents, employee 
lists, case files, and received none. It seemed to me that Mr. McCol-
lum’s letter kind of read like ‘‘look at my seven questions.’’ He an-
swered one and then said kind of take my word that we are going 
to be making sure that this law is fully enforced. 

Now, I followup by saying that I want to follow President Rea-
gan’s advice, ‘‘trust but verify.’’ I am submitting a copy of my letter 
for today’s record, and ask that you do just that, verify your assist-
ant’s response by providing the documentation requested, and do it 
in a timely fashion. 
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I would like to make reference to what I am asking about so that 
my colleagues know. And if any of my colleagues do not think this 
is legitimate, they can challenge me on it. 

I asked, for instance, within the last 2 years, has any HHS em-
ployee, with the exception of career staff at the OIG, discussed a 
change to or modification of the False Claims Act enforcement pol-
icy with respect to kickback allegations either in general or in a 
specific case. There was not a response, and that surely is not a 
confidential situation. 

I asked for a list of all Department of Justice and HHS employ-
ees who have been involved in litigating the case against HCA, in-
cluding those employees who have been involved at the line attor-
ney, supervisory, and policy levels, and to note individuals that are 
involved in analyzing or prosecuting kickback allegations. 

In addition, has any political appointee contacted you regarding 
the False Claims Act application to alleged anti-kickback viola-
tions, in general, or the case against HCA in particular? If so, pro-
vide details. We got no response and no lists, and I don’t think any 
of that would be confidential. 

I asked for a list of all Department of Justice and HHS employ-
ees in attendance at the meeting that was scheduled to take place 
on the afternoon of March 7 with Mr. Scully that he noted in his 
March 7 testimony to me before another committee of the Con-
gress, and to provide a list of topics discussed at that meeting, as 
well as any notes. I am aware that some of that might be confiden-
tial, but surely not all of that would be confidential. 

Then I asked for a list of all HCA cases involving alleged viola-
tion of Federal anti-kickback laws that the Department of Justice 
has either joined or declined to join within the last 4 years. I won’t 
go on to read the rest of that part of the letter. 

I am aware of the fact that some pleadings in False Claims Act 
cases are under seal to protect whistleblowers, but I think the bot-
tom line is we are trying to get a snapshot of the Department of 
Justice’s thinking here. We would like to see the arguments made 
in court to the fullest extent possible that the False Claims Act al-
lows. 

So that is the information I haven’t gotten and I would hope that 
you would be cooperative with me in getting that information be-
cause it is very important in my making sure that there is no com-
promise of prosecution in these areas any more than there was 
back during the Reagan administration with Defense contractors. 

Attorney General ASHCROFT. Certainly, Senator, I am pleased to 
receive this information. I will check and make an inquiry and will 
get back to you. I would like to work with you. Your record in the 
false claims area has not only been notable, it has been very bene-
ficial to the American Government and the American people, and 
we will work with you to resolve these difficulties. 

Senator GRASSLEY. I don’t have time to read a lot of background 
for this question, but let me ask very directly in another area, in 
the area of cyber security. 

In the case of the FBI, will all current full-time employees dedi-
cated to the NIPC be moved to the new Department of Homeland 
Security, in addition to numerous details, and what provisions have 
been made to guarantee that critical transfer of the NIPC institu-
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tional knowledge, in addition to employees, hardware, and open 
cases, have been made? 

Attorney General ASHCROFT. It is my understanding that the 
proposed Department of Homeland Security would receive from 
NIPC individuals who assess vulnerabilities and develop a strategy 
to inform the business community and governmental community 
about how to harden or otherwise design our infrastructure, par-
ticularly computers, et cetera, so that they are resistant to attack. 

It is my understanding that those who investigate computer 
crimes would remain in the FBI and that that function of law en-
forcement and investigation would remain. I am very sensitive to 
the idea that in that kind of a transition period we try and make 
sure that as much information travels with individuals who are 
moving as is important, and that we frankly establish, when the 
transfer is made, at that instant, the line of communication be-
tween these organizations will reside in different settings, because 
it is important that those in the investigative area be able to in-
form those in the prevention area of what new things they find in 
their investigations and the like that reflect things that might re-
late to the nature of the threat. 

Sometimes, in the investigation you come across things that will 
inform an understanding of what kind of threat there is, and there-
fore should be part of whatever kind of hardening of the assets we 
have. 

Senator GRASSLEY. You could help me if you would quantify the 
percentage of employees that might be going over. 

Attorney General ASHCROFT. I will be happy to try and get that 
done for you, sir. That is something I simply don’t have in this 
computer at this time. 

Senator GRASSLEY. Mr. Chairman, I thank you. 
[The prepared statement of Senator Grassley appears as a sub-

mission for the record.] 
Chairman LEAHY. Thank you. 
I would note, partly in line with what Senator Grassley was say-

ing, we really do want answers to the requests that we send. We 
have 23 outstanding requests to various parts of the Department 
of Justice dating back a year, July of last year. This kind of gives 
you an idea of what they are right here. 

I am going to resubmit those as part of the written questions at 
the end, as well as the questions that Chairman Sensenbrenner 
and Ranking Member Conyers asked you about implementing the 
PATRIOT Act, partly because if we see there answers, it saves us 
having to ask them. I understand you haven’t answered them ei-
ther. I know it has been a little bit busy, but these are legitimate 
questions that Senator Grassley and I and Senator Specter and 
others have asked and we would like to have responses. 

Senator Kohl? 

STATEMENT OF HON. HERBERT KOHL, A U.S. SENATOR FROM 
THE STATE OF WISCONSIN 

Senator KOHL. Thank you. 
Mr. Attorney General, when FBI Director Mueller testified before 

this committee early last month, I asked him about the complete 
absence of pre-boarding screening for passengers on chartered air-
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craft, those private flights of which there are thousands each and 
every day across our country. 

Today, anyone with a high enough credit limit can charter a 747, 
bring whomever they want on board and whatever they want on 
board, including, as you know, weapons, and potentially repeat the 
horrific events of September 11. 

After much prodding, the TSA did issue a regulation requiring 
those passengers who charter the very largest aircraft, those over 
95,000 pounds takeoff weight, or about the size of a DC–9, to un-
dergo pre-boarding screening, just as a passenger on a commercial 
airline would. We are glad that they took this step, but it is not 
enough to simply cover about 2 percent of the private aircraft 
flights that exist. 

Soon after that hearing, we received an encouraging letter from 
the FBI informing us that the Bureau shared our concern about 
private charter aircraft. Further, the FBI told us that Director 
Mueller has directed personnel from the FBI Counter-Terrorism 
Division to participate in an intelligence community working group 
on this issue. The FBI told us to expect their report by July 1 of 
this year. We have not yet seen the report or even an executive 
summary of it. 

While I am pleased that the FBI seems to be taking this threat 
seriously, I am disheartened that they have not made it a sufficient 
priority to complete the report by their self-appointed deadline. It 
continues to surprise us that no matter how many administration 
officials we speak to—and we spoke to many, many officials at the 
very highest levels—we cannot seem to get this rather simple issue 
resolved. 

So I would like to ask you here today where we are on this issue 
of security on private-chartered aircraft in this country, whether or 
not you consider it to be serious enough to require your attention 
and what we can expect to see resolved in the immediate future. 

Attorney General ASHCROFT. Senator, I thank you for your lead-
ership on this issue. We learned with a tragic sense of the con-
sequences that an airplane and its fuel can become a weapon of 
very serious destruction. 

The Transportation Safety Administration has the responsibility 
in this area, including charter flights, but we don’t ignore that be-
cause they have the authority there. I will look into this matter 
and I will get back to you very quickly. I think this is a matter of 
priority. 

We have on various occasions alerted the general aviation sector 
to the fact that those airplanes also can constitute a threat and 
that we need to be careful in regard to those. I will make this a 
matter of priority to report to you on the nature of these pro-
ceedings and find out why July 1 was not the delivery date for the 
report. 

Senator KOHL. Well, I do appreciate that, and you and I have 
had a long and friendly relationship at the highest level of trust 
and so I believe you are going to. But I need to tell you I have 
heard exactly that from some of your Cabinet colleagues, exactly 
that answer, a very, very important issue. We understand that we 
don’t want to have private aircraft flights traveling across this 
country in great numbers without any security. I will look into it 
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immediately and you can expect an answer of consequence at the 
very earliest date. I have heard that. 

And I am not berating you in any way. I just want to make the 
comment, Mr. Attorney General, that we have heard that from 
some of your direct colleagues, and yet nothing happens and I am 
trying to figure it out. You know, I don’t want to think, nor would 
you want me to think or the American public to think, that those 
who are well-connected and don’t want to go through security 
checks on private charter flights, which are, of course, the privilege 
of the well-connected, can manage to have their way in this admin-
istration. You don’t want me to think that, you don’t want anybody 
to think that, because you don’t want that to be true. 

Attorney General ASHCROFT. I simply don’t want unsafe things 
surrounding the people of the United States. 

Senator KOHL. And there are these thousands of private aircraft 
flying around everyday and there is no security on these aircraft, 
not even something as simple that would satisfy me, at least ini-
tially, as these wand checks that take place at airports. People are 
stopped and they are given these wand checks. 

These devices cost about $200 and the pilots of these chartered 
aircraft could be required to wand hand-check the passengers. We 
don’t even have that, and I am asking myself, well, why wouldn’t 
we do that? Why wouldn’t people as interested in security as you 
all are, and above all do not want any kind of a repetition of Sep-
tember 11—why wouldn’t we do that? I am trying to figure out who 
is trying to prevent it. Well, I will just leave it at that. 

One other question. Many people are worried about the Justice 
Department’s commitment to strong antitrust enforcement, espe-
cially in light of the Department’s settlement of the Microsoft anti-
trust litigation earlier this year. Some people think that this settle-
ment is not only a weak remedy, but also a reversal from the ag-
gressive posture of the previous administration. 

We continue to believe that the maintenance of vigorous competi-
tion in the economy is essential to getting consumers the best prod-
ucts at the best prices, and that active enforcement of our Nation’s 
antitrust laws is vital to ensuring competition. Right now, Justice 
has a number of important antitrust matters pending, including 
the proposed merger between satellite television companies 
EchoStar and DirecTV, a merger about which we have serious res-
ervations. 

What would you say to people who are concerned about the pri-
ority that you are placing on antitrust enforcement, and can we 
hope to see vigorous enforcement of antitrust? 

Attorney General ASHCROFT. Well, thank you very much for that 
question, Senator. I believe you will continue to see vigorous anti-
trust enforcement. We have moved forcefully against hard-core 
antitrust violators, such as price-fixing and bid-rigging. 

During this past year, the Antitrust Division has secured almost 
$109 million in criminal fines, convicted 19 corporations and 20 in-
dividuals, sentenced 23 people to prison terms averaging over 18 
months, and continued a trend toward likelier and longer prison 
terms for antitrust offenders. We mean business here. We have 
also secured a record criminal antitrust restitution order of $22.5 
million in a criminal antitrust order. 
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I think maybe the best-known criminal action that we took was 
our case attacking price-fixing of sellers’ commissions at fine art 
auctions by the world’s two dominant auction houses, Sotheby’s 
and Christie’s. You are aware of the conviction there that resulted 
in a sentence in prison, plus I think a fine of over $7 million. 

We take the integrity of the competitive environment very seri-
ously, and we will be guided by the responsibility to maintain that 
integrity in our antitrust enforcement efforts and we will be ag-
gressive in doing so. 

Senator KOHL. I am glad to hear you say that and I am certain 
of your conviction in the matter. I think particularly nowadays, the 
American people need to know that we are interested in having a 
vigorous economy, a competitive economy, as well as an economy 
of integrity. The fact that you feel the same way is encouraging to 
me. 

Thank you. 
Attorney General ASHCROFT. Thank you. 
Senator KOHL. Thank you, Mr. Chairman. 
Chairman LEAHY. Thank you. 
Next, we will go to Senator Kyl, and I should just note for sched-

uling there may be a vote starting at quarter of. Of course, we will 
finish the time of Senator Kyl and then take about a 5-minute 
break and come back, and the next to be recognized will be Senator 
Feingold. That will also give the Attorney General a chance to 
stretch his legs, if he wants. 

Senator Kyl? 

STATEMENT OF HON. JON KYL, A U.S. SENATOR FROM THE 
STATE OF ARIZONA 

Senator KYL. Thank you, Mr. Chairman. Is there a way to turn 
this on? 

Chairman LEAHY. Yes, there is a little switch right on the top, 
on the one on the right. Mine is on the left and yours is on the 
right. I don’t know if this was a political statement or not. 

I would advise all Senators these mikes are very, very sensitive. 
That is why we have got the on/off switch. A couple of very funny 
jokes were heard over the Internet last week and we don’t want to 
do that again. 

Senator KYL. Well, clearly they weren’t jokes I told, Mr. Chair-
man. 

Mr. Attorney General, thank you for being here. I appreciate 
your testimony, especially your written testimony, which I think 
captures very nicely the challenge that you faced when you came 
into the Department of Justice just before the events of September 
11 and what has been necessary to change since then, and I am 
sure the change will take a while to work out. 

One thing that I wanted to note is that, of course, tip lines have 
been in use by law enforcement at the State and Federal level for 
as long as there has been law enforcement, I suppose. I specifically 
wanted to note the fact that two of the most important investiga-
tions that were commenced right after September 11 were the re-
sult of tips given by private citizens in Tucson, Arizona, Mr. Chair-
man, where alert citizens, just regular folks, noticed something 
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very strange. And as a result of reporting it to law enforcement, 
two very important investigations were commenced. 

One had to do with a lady who saw people of a certain descrip-
tion hurriedly copying passports, xeroxing passports at one of these 
public copying facilities, in an area of town that raised issues as 
well. Another involved a landlady who, after a couple of people 
moved out, noticed a lot of things about their apartment in the 
trash and so on. 

You might have read about one or more of these cases, but these 
alert citizens reporting this information caused important inves-
tigations post-9/11 to be commenced. So I think it is important 
every now and then to illustrate the practicality of this kind of in-
formation being passed on to appropriate law enforcement authori-
ties, and I urge our fellow Americans, without being snoops, never-
theless to be alert and to do that. 

Mr. Attorney General, one of the things you commented on was 
bringing some of the laws, including FISA laws, up to date to re-
flect technology and the techniques of terrorists and criminals. Two 
of the items mentioned had to do with nationwide wiretap author-
ity and trap and trace authority, to extend beyond the regular old 
telephone that used to exist to the use of cell phones and to obtain 
information about the points of origin and the places called not 
only on telephones, but also computers. 

An additional element of change that has been suggested—and 
the FBI Director as well as the agent from Minneapolis who was 
in the news a couple of months ago strongly endorsed this and it 
is legislation that Senator Schumer and I have pending now—
would remove the requirement in a FISA warrant case of having 
to prove initially a connection to a foreign terrorist organization or 
foreign country. 

In your view, would that change be warranted? The probable 
cause requirement still exists. Would that kind of change be war-
ranted and would it be useful? 

Attorney General ASHCROFT. Well, I very much appreciate the 
concern expressed by you and Senator Schumer in this respect. 
Really, what it would provide would be a better tool in the event 
that we were dealing with a lone terrorist, unassociated or unaffili-
ated with terrorist groups. The proposal in that respect would seri-
ously strengthen our capacity, and I think that is an undeniable 
sort of asset of such a proposal. 

The Department’s Office of Legal Counsel has come to the con-
clusion that it is a constitutional proposal, that it doesn’t infringe 
the Constitution. Last year, the administration endorsed an iden-
tical proposal. While there is no formal endorsement at this time, 
I think this concept is a strengthening concept which would provide 
an ability to curtail the activities of a freelance terrorist not having 
connection to a terrorist group. 

One person can plant a bomb on an airplane. One person could 
send anthrax through the mail. A person acting alone could assas-
sinate political leaders, or a person can attack and kill intelligence 
personnel as part of terrorism, one person alone. So I very much 
appreciate the fact that you and Senator Schumer are sensitive to 
this, and we would look forward to working together to address 
these concerns with you. 
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Senator KYL. Thank you. Mr. Attorney General, it could also be 
a situation in which, at the time the individual first came to the 
attention of law enforcement authorities, there wasn’t any specific 
indication of the connection, but there is sufficient reason to believe 
that a crime may be in the planning stages. So you could get the 
FISA warrant, only then to find out or be able to prove the direc-
tion connection to the terrorist organization. I am assuming that 
that could well be the case as well. 

Attorney General ASHCROFT. That could very well be the case. It 
is not always apparent that people—especially in the days of com-
plex communication where we now exist, they don’t have to meet 
together to be acting together. So they may appear to be acting 
alone, when in fact, after closer inspection, we would find that they 
were acting in concert. 

Senator KYL. And, of course, the purpose of the FISA warrant is 
to be able to further investigate, and that may be then when you 
find that information out. 

Mr. Chairman, by I think a clerical mistake the legislation that 
I am referring to was not specifically assigned to this committee. 
I think there will be a hearing in the Intelligence Committee, to 
which it was assigned, but it properly belongs within—or at least 
we should take cognizance of it even if it is not assigned here, and 
it may end up being assigned here. 

In any event, I hope that we can work with you. Senator Schu-
mer and I both have an interest in moving this quickly and I hope 
that we can work to get action on this piece of legislation quickly. 

Chairman LEAHY. If it is assigned here, we will take a look at 
it, and I appreciate what you said about the two citizens in Arizona 
who got the word out. Earlier when you were out, I was pointing 
out, though, that I just don’t want the Department of Justice so in-
undated with this TIPS program that we repeat the same mistake 
that happened actually out in Arizona where they overlooked the 
Phoenix memo, which was an extraordinarily important memo. The 
balkanization, something that both the Attorney General and Di-
rector Mueller are working on, stopped that memo from getting up 
to the proper authorities prior to September 11. 

Senator KYL. Sure, and of course to make the point that any law 
enforcement, be it the sheriff’s office, the local police department, 
or the FBI, would be appropriate places for these tips to be called 
into. 

The other thing, Mr. Attorney General, I would like to draw your 
attention to is a related piece of legislation that Senator DeWine 
has introduced that is basically the flip side of the bill that I was 
just talking about that Senator Schumer has introduced. 

It essentially says that where you can demonstrate a connection 
to a foreign terrorist organization or foreign country, but you may 
not have the probable cause that would ordinarily attend to the 
granting of a FISA warrant, in that case you could still proceed 
upon reasonable suspicion, I believe is the phrase. 

I appreciate your staff looking into the question of whether there 
is a possibility of marrying those two concepts, where you could 
have either/or. In other words, if you could make the definite con-
nection to foreign terrorist organization or foreign country, the 
standard of cause might be less to get the warrant. If you can’t 
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make that connection, then the standard of cause would be the typ-
ical probable cause. 

It may be that we can formulate a really helpful change here in 
the law. And, again, not just taking a look at it, but trying to get 
this done quickly would be our goal. 

Attorney General ASHCROFT. Well, I am eager to work with you, 
Senator Schumer, and Senator DeWine in this respect to examine 
the interrelationship that exists there and to discuss the potential 
of these varying standards which have legal ramifications and the 
like. I think working together would be a very good way to get it 
done, and done well. 

Senator KYL. Now, finally, you closed your testimony, or I think 
you answered one of the previous questioners with the notion that 
you don’t necessarily assume that at this point in time we have ev-
erything exactly right, that we have to look at things as they 
evolve. You are open to new ideas, and so on. 

It is a two-way street. I think we invite the Department of Jus-
tice as situations change, as technology changes, or as you identify 
areas that need addressing to bring those to our attention, and if 
they require legislative change that we be able to act in a quick 
fashion, that we not let these things drag out too long, because 
very month of delay in making a needed change is an increased op-
portunity for a terrorist or a criminal to do their evil deeds. That 
is not something obviously that we should be supporting. 

Is there anything else at this point, beyond the items that you 
mention in your testimony, that you think we might profitably look 
at in the way of making potential changes that you would alert us 
to or any other needs that you are aware of at this time that we 
should be addressing? 

Attorney General ASHCROFT. Well, very frankly, the priority need 
for legislative change is the coordination into the Department of 
Homeland Security of the vast array of programs that have front-
line responsibilities in defending this country. Digesting that and 
getting that done effectively has been a laudable objective. 

I know that Minority Leader Gephardt, of the House, has indi-
cated that—I think he is the first fellow that said we ought to get 
this done by September 11. That was an important commitment. 
I believe the Senate leadership has responded, as well as House 
leadership generally, to that challenge. I think that is the top pri-
ority we have now legislatively in defending the American people. 

Senator KYL. I thank you very much. I especially enjoyed the 
Lincoln quotation at the end of your speech. It is quite apropos, I 
think. 

Thank you, Mr. Chairman. 
Chairman LEAHY. Speaking of FISA, we have asked, Senator 

Specter has and I have, some significant questions about problems 
the Department has had in FISA under either the new or old laws. 
We haven’t gotten those answers and I think before we go too 
much farther we ought to find out how we are doing here. 

We will take a break. Senator Feingold is voting. When he comes 
back, if I am not already back, he can start this up and we will 
go on and continue the usual rotation. Thank you, Attorney Gen-
eral. 

[The committee stood in recess from 11:50 a.m. to 11:59 a.m.] 
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STATEMENT OF HON. RUSSELL D. FEINGOLD, A U.S. SENATOR 
FROM THE STATE OF WISCONSIN 

Senator FEINGOLD [PRESIDING.] We will continue the hearing. 
I welcome you. Before I begin my questions, I would like to take 

a moment to just make a couple of comments. You talked in your 
opening statement about the need to, quote, ‘‘think anew and act 
anew.’’ While it may be true that a review of the Department and 
Federal law enforcement resources and information-sharing capa-
bility is needed, and I agree with that, I certainly don’t think you 
or the administration should be rewriting the Constitution and its 
careful checks and balances on all three branches of Government 
and its protection of the fundamental civil rights of all Americans. 

The second thing I would like to say is to bring your attention 
to a letter I sent you yesterday asking for a report on the imple-
mentation of the PATRIOT Act. That letter requests a copy of your 
response to a similar letter sent by the House Judiciary Com-
mittee, which I think Chairman Leahy just referred to, as well as 
responses to some additional questions about issues like the use of 
the business records provision to obtain library records. I look for-
ward to the earliest possible response to my letter, and I would ask 
unanimous consent that this letter be placed in the record. 

General, on the issue of the round-up and detention of 1,200 indi-
viduals since September 11, one aspect of this issue that I find es-
pecially troubling is the Department’s refusal to identify how many 
people are being detained as material witnesses and not for any 
criminal conduct. 

Rule 46(g) of the Federal Rules of Criminal Procedure requires 
the prosecutor to submit a biweekly report to the court with the 
reasons why a witness who is being held for more than 10 days 
pending indictment or trial should not be released or have his or 
her testimony taken by video deposition, and the reasons why the 
witness should still be held in custody. 

I would like to ask you if the Department has complied with this 
requirement, and if so, I ask you to provide copies of these reports 
to the committee. 

Attorney General ASHCROFT. Senator, the material witness pro-
gram is one that is court-supervised and it is the responsibility of 
the Department to comply with the rules as requested by the court. 
I know of no circumstance in which we have failed to comply with 
the orders of the court or the rules of the court in respect to mate-
rial witnesses. 

Senator FEINGOLD. Well, we would like some confirmation of 
that, because we have heard that the biweekly reports have not 
been filed. So, obviously, if you could provide copies of the reports 
to the committee, that would be a great help. Thank you, General. 

I have also heard troubling reports that individuals being held 
as material witnesses have been threatened with retaliatory action 
if they challenge their detention and go public with their cases. 
Specifically, I have heard that the Justice Department has threat-
ened to recategorize these individuals from material witness status 
to enemy combatant status. 

I would like to know if this is true. Has a prosecutor or Depart-
ment official threatened any person held as a material witness or 
their lawyer with retaliatory action if they go public? 
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Attorney General ASHCROFT. I have no knowledge of any such ac-
tivity on the part of the Department. 

Senator FEINGOLD. I would ask that some kind of determination 
be made to make sure that is not the case, and that you let the 
committee know the results. I am glad to hear that. This kind of 
conduct, of course, would undermine the integrity of our justice sys-
tem, and I look forward to any further comments you may have on 
that in the future. 

Attorney General ASHCROFT. Thank you. 
Senator FEINGOLD. I would like to now turn to the issue of the 

detention of U.S. citizens. I have always believed that one of the 
most important principles of our legal system has been that Ameri-
cans cannot be arrested and held indefinitely without charge or ac-
cess to counsel or judicial review simply on the arbitrary decision 
of a government official, even the President. 

Section 4001(a) of Title 18 of the U.S. Code, enacted in 1971, pro-
vides, ‘‘No citizen shall be imprisoned or otherwise detained by the 
United States, except pursuant to an act of Congress.’’

So I would ask you, General, what is the legal authority for the 
President’s decision to transfer Jose Padilla from civilian custody 
to military custody and to hold him there indefinitely? I am espe-
cially interested to know whether you advised the President that 
Section 4001(a) prohibits indefinite detention without charges of 
U.S. citizens, and if not, why not. 

Attorney General ASHCROFT. Let me address 4001 of Title 18, 
U.S. Code, which is the title dealing with the criminal law and 
with the criminal justice system. 

The President’s authority to detain enemy combatants, including 
U.S. citizens, is based on his commander-in-chief responsibilities 
under the Constitution, not provisions of the criminal code, and it 
is bolstered by the Congress’ September 18, 2001, authorization to 
use force, which plainly includes the force necessary to detain 
enemy combatants. 

Section 4001(a) does not, and constitutionally I don’t believe it 
could interfere with the President’s constitutional power as Com-
mander-in-Chief. 4001(a) reads, ‘‘No citizen shall be imprisoned or 
otherwise detained by the United States, except pursuant to an act 
of Congress.’’ As you mentioned, that was enacted in 1971. 

While the language appears broad, the section as a whole plainly 
addresses the Attorney General’s authority with respect to Federal 
civilian prison system detainees and not the President’s constitu-
tional power as the Commander-in-Chief to detain enemy combat-
ants. 

Senator FEINGOLD. Well, General, is there an act of Congress or 
even a court decision issued since 1971, since the date of that stat-
ute, that you believe grants the President the authority to transfer 
and hold Padilla in military custody indefinitely? If so, what act of 
Congress or court decision grants this authority to the President? 

Attorney General ASHCROFT. Well, in 1984 Congress enacted 10 
U.S.C. 956, which explicitly authorizes payment for the detention 
of enemy combatants, so that there are items that clearly make it 
understood and recognize what I believe is the constitutional au-
thority——
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Senator FEINGOLD. Does that statute refer to U.S. citizens being 
held as enemy combatants? 

Attorney General ASHCROFT. It does not differentiate between 
enemy combatants. In that respect, it is very similar to the case 
law that does not differentiate between enemy combatants and oth-
ers when it comes to detaining individuals who have been a part 
of an enemy action against the United States. 

I might point out that even when 4001(a) was being enacted, 
Congressman Abner Mikva and others in the debate over it stated 
that the provisions did not interfere with the President’s com-
mander-in-chief powers, so that there is legislative history to indi-
cate that it was understood when 4001(a) was passed that the law 
did not purport to in any way derogate that which was constitu-
tionally established regarding the President’s power as the Com-
mander-in-Chief. No court has ever construed 4001(a) to apply out-
side the context of civilian detention, but these cases admittedly 
don’t come up very often. 

Senator FEINGOLD. Well, General, the law in 1971 was enacted 
following a long and troubling history in our Nation during which 
the United States detained 100,000 Japanese Americans, German 
Americans, and Italian Americans, not because they committed 
crimes, but out of a fear of what they might do. And I think there 
is serious dispute here with regard to your interpretation of what 
this——

Attorney General ASHCROFT. May I comment on that, Senator? 
The detention of citizens of the United States who are not enemy 
combatants but merely of an ethnic group, which I think you refer 
to in the detention of citizens of Japanese origin during the Second 
World War, is obviously a very different item than the detention 
of enemy combatants. 

I think the Supreme Court case law recognizes the difference be-
tween enemy combatants and others in this respect, and it is some-
thing that we are very conscious of and sensitive to. 

Senator FEINGOLD. General, let me ask you this, given the impor-
tance of this practice apparently to the administration. Other than 
Padilla and Hamdi, are there other U.S. citizens currently being 
held as enemy combatants, and if so, who are they? Why are they 
being held as enemy combatants, where are they being held, and 
how long have they been held? 

Attorney General ASHCROFT. I am told there are none. I know of 
none and I am told there are none. 

Senator FEINGOLD. It is just the two of them, then? 
Attorney General ASHCROFT. That is my understanding. 
Senator FEINGOLD. Is that correct? That is your understanding? 
Attorney General ASHCROFT. That is the best information I have. 

Now, I don’t know whether someone might emerge and confess 
himself to be an American citizen, having been serving in an 
enemy force. 

Senator FEINGOLD. But you are not aware of any such person? 
Attorney General ASHCROFT. I am aware of none other. 
Senator FEINGOLD. Let me turn to one other question, the issue 

of racial profiling that you and I have discussed many times. Dur-
ing your confirmation hearing, you said that you believe racial 
profiling is wrong and should end, and you pledged to work to ad-
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dress the issue, once confirmed. In his first address to a joint ses-
sion of Congress in February of last year, President Bush also said 
that he believed racial profiling is wrong and should end in Amer-
ica. 

Do you remain committed to working with me and Representa-
tive Conyers to get a bill to the President’s desk this year that will 
accomplish that goal—to make it absolutely clear that racial 
profiling is wrong and should be understood as illegal in America? 

Attorney General ASHCROFT. Yes. 
Senator FEINGOLD. Thank you. My time is up and Senator Spec-

ter is here and I am going to turn to Senator Specter. 

STATEMENT OF HON. ARLEN SPECTER, A U.S. SENATOR FROM 
THE STATE OF PENNSYLVANIA 

Senator SPECTER. Thank you very much, Mr. Chairman. 
Attorney General Ashcroft, when you sat next to me on this dias 

a couple of years ago, I think it is accurate to say that you shared 
my frustration about getting responses from the Attorney General. 
I had raised some questions with you in your testimony last De-
cember, and before getting to the substance of the matter I want 
to ask you about how busy you are. 

Now, maybe you are too busy to respond to Senators’ letters, and 
if you are, frankly, I can understand that. But if that is so, then 
I know I can always track you down or find you at the White 
House. But when I wrote to you back on December 20 relating to 
your testimony at a Judiciary Committee hearing on December 6, 
I asked you to provide in writing a standard for your action in con-
tinuing to detain aliens after they were ordered released by both 
an immigration judge and by the Board of Immigration Appeals. 

Then I suggested in a letter a standard which would be lesser 
than probable cause, the standard of ‘‘stop and frisk,’’ which was 
an articulable, reasonable suspicion that an alien is involved in ter-
rorist activity or is a threat to national security. 

When I didn’t receive a response, I wrote you on March 7, asking 
you about it and sending a letter. Then we had a brief conversation 
in the White House one day, and I received a letter from Assistant 
Attorney General Daniel Bryant which did not answer the question 
at all, but in critical part said only, quote, ‘‘While the INS has not 
adopted a particular legal standard as to when the automatic stay 
procedure should be invoked, the INS has implemented a multi-lay-
ered review process that includes the requirement for approval at 
the headquarters level to ensure that the automatic stay mecha-
nism is invoked only where appropriate.’’

Now, I know you would not be surprised that I found that re-
sponse inadequate, because we need standards as to when you are 
going to detain somebody and it is not sufficient to have a multi-
layered review process. Before the matter got to the multi-layered 
review process, as I noted in the first letter, there had already been 
a determination by the immigration judge to release, and that was 
stayed by the Board of Immigration Appeals. Then when they or-
dered the immigrant released, that was stayed automatically by 
your authority as Attorney General. 
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So it is simply not sufficient to have multi-layered review proc-
esses within the Department of Justice unless you at least articu-
late a standard for somebody being a security risk. 

Now, as you know by this time, being totally familiar with the 
process from your years of experience, there are two parts to my 
question. No. 1 is how do we communicate with you and are you 
really too busy to respond? As I already said, I will accept that as 
an answer if you are getting lots of letters. I don’t think you are 
getting too many from the guy who sat next to you in the com-
mittee. 

So I wrote to you again on May 23 and referenced Bryant’s re-
sponse and noted that I don’t write to you very often. In fact, this 
was the first letter that I have written to you since you were sworn 
in. I had a good chance to talk to you and perhaps even help you 
a little in the confirmation hearings. 

So the two questions are, Mr. Attorney General, how do we com-
municate with you—let’s take that one up first and then I will ask 
the second one. 

Attorney General ASHCROFT. Well, first of all, I commend the 
communication in which you are now engaging. It has my attention 
completely and I want to respond to you. I think I detect that you 
have a slight tongue in cheek. I am not too busy to communicate 
and I will do a better job. I will instruct my staff to make sure I 
do a better job. 

If you want to ask a second part to your question——
Senator SPECTER. Well, the second part, Attorney General 

Ashcroft, is we need a standard because detention is a very impor-
tant matter and there are many who are raising questions about 
whether the Attorney General ought to have the authority to de-
tain after the immigration judge has said release them and after 
the Board of Immigration Appeals has said release them. 

We are living in very, very difficult times and I am aware of the 
tremendous responsibility which the President and you have on the 
issue of terrorism. But there has to be a standard on what goes 
through the minds of your subordinates on this multi-layered ap-
peal as to why a person is being detained. It is not enough to say 
there is unfettered discretion in the office of Attorney General. 

Attorney General ASHCROFT. Let me just address this automatic 
stay situation and explain it to the extent that I can with my 
knowledge that I have now, and I may need to get back to you fur-
ther on this. 

The regulation preserves the status quo pending appeal in in-
stances where the INS seeks to detain an alien but the immigra-
tion judge orders him released. That is what the controversy is 
about. The INS on a few occasions has used this authority, but 
never has one of these cases come up to me during my time as At-
torney General yet. So we haven’t had that situation arise. 

A case would reach the Attorney General under the system only 
if the Board of Immigration Appeals ordered that the alien be re-
leased and then the INS said, no, we are not going to release him, 
we are going to appeal this to the Attorney General. That has not 
yet happened. 

Now, you made a suggestion——
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Senator SPECTER. That has never happened, Attorney General 
Ashcroft. 

Attorney General ASHCROFT. Not since this regulation has been 
passed. 

Senator SPECTER. And when was the regulation passed? 
Attorney General ASHCROFT. In September or October of last 

year. 
Senator SPECTER. Well, I find that very surprising, in light of the 

reports about the detention of so many immigrants and so many 
reports about detention generally that this kind of a situation 
would never have occurred. 

Attorney General ASHCROFT. We have complied with the orders 
or the appeal has not reached me in every instance and we have 
not had a case in which I have been asked—a case certified to me 
for my decision to restrain a person that has been ordered released 
by the Board of Immigration Appeals. 

Senator SPECTER. And when you say to you, you mean to your 
office? 

Attorney General ASHCROFT. To the Attorney General, because 
that authority resides in the Attorney General. 

Senator SPECTER. Is that a non-delegable responsibility? 
Attorney General ASHCROFT. I believe it is non-delegable. 
Now, in terms of a standard, as we have been wrestling with 

these issues that you have raised, but you have raised in the ab-
sence of a case that has actually come to me, but it is important 
to have a standard in advance, one of the problems is that if the 
only standard is national security, I think that is an inadequate 
standard. 

I think you might want to include, for instance, the potential of 
violent crime also being a standard that would be included there, 
and expressing a standard might have—there may be reasons 
when you are talking about an alien who is being detained during 
this process of final adjudication. 

Senator SPECTER. Beyond, though, the issue of national security 
or criminal conduct, there needs to be some articulable reason why 
that person is a threat to national security. Or if you are going to 
categorize it as criminal conduct, I think that is a tougher line, 
candidly, to sustain. 

National security gives greater leeway, especially in this era. But 
even with national security, I believe you have to have, if not prob-
able cause—a reasonably articulable suspicion is a standard lower 
than probable cause, but at least a standard. Maybe that is not the 
only standard, but, Mr. Attorney General, I think we need a stand-
ard. Do you agree? You are nodding yes. I just hope you agree. You 
are nodding. Maybe it is not ‘‘yes.’’

Attorney General ASHCROFT. I certainly wouldn’t make the deci-
sion absent some reference to what I believe to be important stand-
ards regarding national security and the security of the American 
people. 

One of the standards that is used in cases, though, in which you 
maintain custody of an individual pending the outcome of an adju-
dication is the flight risk. That is also a standard that is used. You 
know, we have 300,000-plus people that were released by immigra-
tion authorities pending the adjudication of their cases and they 
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have just dissolved into the American community. Risk of flight is 
also an important thing. 

I think these matters can be complex. They can relate not just 
to national security, but whether the ultimate adjudicated decision 
will be honored or not. So it is not just a national security issue 
or a violent crime issue. It has to do with the circumstances of the 
individual who is the subject of the adjudication. 

Senator SPECTER. Well, I would agree with you. 
My time is up and I will be very brief, Mr. Chairman. 
I would agree with you that risk of flight is a reason for deten-

tion, but there are standards. That is essentially no bail, ties to the 
community, a job, responsibility generally, factors which have been 
delineated very, very carefully over a long period of time. 

But when you talk about national security, it is different. There, 
we are in an era where we are very much at risk, but I wish you 
would take a look at it and respond to me at least before the next 
oversight hearing. 

Attorney General ASHCROFT. Thank you. 
Senator SPECTER. One other brief comment. The committee is 

considering the standards for issuance of warrants under the For-
eign Intelligence Surveillance Act, and I have taken that up in de-
tail with FBI Director Mueller and am awaiting a response. 

But from the testimony of Agent Rowley and from what we have 
heard in our inquiry, this is something which I think you ought to 
look at, Attorney General Ashcroft, because I believe that the FBI, 
and in turn the Department of Justice, are not imposing the appro-
priate standard. They have got too high a standard. The standard 
that Chief Justice Rehnquist articulated in Gates, going back to an 
1813 decision by Chief Justice Marshall, turns on suspicion. 

I know the frustration you had with me on the Wen Ho Lee mat-
ter, on the FISA. We are going to be continuing our inquiry there, 
but I think that is something, as soon as you give me a standard 
on the issues I raised today, that you might want to take a look 
at. 

Chairman LEAHY. And note the fact that both Senator Specter 
and I have signed letters on this and we have not gotten answers. 
I share the Senator from Pennsylvania’s concern that unnecessary 
hurdles are being put up by the Department of Justice in seeking 
FISA warrants. I think a better job could be done. 

The Senator from Pennsylvania has spent more time on this than 
any other member on this committee and I hope those questions 
will be answered. 

We will go to Senator Schumer. 
Senator SCHUMER. Thank you, Mr. Chairman. 
Attorney General ASHCROFT. Mr. Chairman, may I? 
Chairman LEAHY. Yes. 
Attorney General ASHCROFT. We would like to work with you on 

this. The Constitution provides that no warrant shall issue absent 
probable cause, I believe is the language, and I know the concern 
this committee has for observing the Constitution. There is where 
the difficulty comes in reducing the standard for the issuance of 
warrants. 

Now, maybe there is a way to categorize things as not a warrant, 
and I don’t know all this case law thoroughly, but that has been 
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our sticking point. We will be happy to work with you because we 
want to make sure we are doing what we can to make available 
every investigational tool to curtail terrorism. 

Chairman LEAHY. General, the first thing you might do, though, 
is look very carefully at the questions that Senator Specter and I 
have sent you that we have not gotten answers to. 

Attorney General ASHCROFT. We will look at it carefully. 
Senator SPECTER. Just one final comment. I agree with you on 

the necessity for constitutional precision, but the Supreme Court 
has spoken on it. In Cranch, in 1813, Chief Justice Marshall, and 
then repeated in Illinois v. Gates, picked up on the opinion of then-
Justice Rehnquist, that probable cause does not require a prepon-
derance of the evidence more likely than not. 

The opinions talk about suspicion and that would pass constitu-
tional muster, and when you deal with a warrant under the For-
eign Intelligence Surveillance Act, as we know without getting into 
the specific cases, we are just talking about the most deadly perils. 

Chairman LEAHY. Eventually, we are going to have to have a 
hearing specifically part of it. It will have to be in a classified ses-
sion, but we will have it. Again, that is the reason why we want 
you to answer the questions we have sent you. 

Senator Schumer? 

STATEMENT OF HON. CHARLES E. SCHUMER, A U.S. SENATOR 
FROM THE STATE OF NEW YORK 

Senator SCHUMER. Thank you, Mr. Chairman. Thank you, Mr. 
Attorney General. It is sort of interesting. There seems to be a 
theme that runs throughout today’s hearing in different ramifica-
tions, and that is the boundaries on privacy, particularly in a post-
9/11 world, whether we are dealing with the TIPS program or guns 
or Padilla—well, Padilla is a little different—or the things Senator 
Specter asked about. 

I think the change is sort of an interesting one. Since, post-9/11, 
we are all sort of on the front line, since we feel there might be 
domestic harm coming to us—we are not just fighting an overseas 
war but a harm here at home—I think it is natural that we reex-
amine these boundaries, and it is nothing new in our Constitution. 
I suppose one of the great debates that the Founding Fathers had 
was the age-old discussion about how much security versus how 
much freedom, privacy being a form of freedom. 

I guess the comment I would make before I get to my questions 
is I think where the Justice Department goes awry, when they do—
and they have done it, in my judgment, at least frequently—is not 
in the values they come up with. We can argue those, but there is 
virtually no discussion when the boundaries of privacy change. 

A program, a new foray is issued, with very few guidelines, with 
very little elaboration, and then everybody sort of gets their hack-
les up, whether it was military tribunals or Guantanamo or with 
Padilla, when somebody is a foreign combatant, particularly when 
they are a citizen. And there are no guidelines, absolutely none, 
and everyone scratches their head and says ‘‘how far are they going 
to go?’’

I think if there were ever a place where the Constitution wanted 
discussion between the executive branch, which tends to favor secu-
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rity, and the legislative branch, which tends to favor freedom or 
privacy, it would be in this area. 

My humble suggestion to you is that we have more discussion on 
this, that you present the problem to us and we have a back-and-
forth. The few times that has happened when you require legisla-
tion, such as in the USA PATRIOT Act, I think you will find that 
the committee has not been unreasonable and we have come up, as 
you said in your testimony, with a very good product. 

I was proud to vote for the PATRIOT Act. I thought it was bal-
anced, but I thought it dealt with the new realities. I realize that 
there are some in the civil liberties community who say don’t 
change anything. That is unrealistic, in my judgment, but it is not 
unrealistic to say let’s vet it, let’s have discussion, let’s air it, and 
we will probably come up with a pretty good view. 

I have to say—I wasn’t intending to do this—I find a lack of that 
in just about every area we discuss, and it leads to problems for 
the Attorney General and for the Justice Department. So I am 
going to ask my first question to give you a chance on this maybe 
to do it. 

To me, the TIPS program is not the big issue. You know, if some-
one sees a howitzer in someone’s backyard, they should report it, 
they should let somebody know. 

Maybe you and the Attorney General would disagree with me on 
that. 

Attorney General ASHCROFT. I won’t disagree with you, but 
maybe the Senator from Vermont would. 

Chairman LEAHY. I don’t have one in my backyard. 
Senator SCHUMER. We don’t want somebody who is looking at the 

electric meter to look at the books on a shelf in someone’s basement 
and report it in. I think you could easily come to rational distinc-
tions on that. Again, we have no guidelines. 

But to me there is a more troubling privacy issue, and that is 
the posting of cameras in public places to monitor activity. This is 
something we are not accustomed to in the United States. The 
Statute of Liberty, the national Mall, or the intersection at First 
and Elm Street in a small town—people are worried about being 
watched. 

The problem here is that there are no standards, once again. Can 
you zoom in and read lips? How long are the tapes kept? Are we 
using biometric evidence? I know there are some in your Depart-
ment such as Viet Dinh—he is the head of the Office of Legal Pol-
icy, an important office, and he has said there is no right to privacy 
in these public places. 

I happen to believe that while you lose some rights when you are 
in a public place—obviously, it is not the same as when you are in 
your home—there probably should be some limits and Americans, 
regardless of ideology, would feel comfortable. These are com-
plicated issues. I don’t think we can just sort of do them on the 
back of an envelope, but I am putting in a bill that would set up 
a little commission to recommend guidelines for these types of cam-
eras. 

Whether you agree with me or not about some right to privacy 
in public places, or agree with Dinh’s view that there is not, what 
do you think of the idea of such a commission to start studying this 
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and having a little dialog on it, again mindful of the post-9/11 
changes and the different world in which we live, but we still treas-
ure our privacy and our freedom? 

Attorney General ASHCROFT. Well, first of all, I think all of us 
have an insecurity about the fact that we might be on film all the 
time. I think you have touched something that all of us feel be-
cause virtually everything that happens somebody seems to have 
recorded on videotape. Very frequently, it is beneficial. We just de-
ployed people to Inglewood, California, because someone was 
videotaping. The institutionalized videotape there at the service 
station may not have been as good as the privately undertaken one. 

This is the kind of issue which I think a number of us feel might 
be worth discussing, and so I would be happy to do that with you. 
I think whether or not there is, in fact, such a right—maybe it 
shouldn’t dispose of the issue. Maybe there needs to be a protection 
if there isn’t one, and that is obviously what the policy opportunity 
that you enjoy as a Senator is. And if one is created, then it would 
be my job to defend it. 

Senator SCHUMER. I would love to have a discussion. I would ask 
you to entertain seriously supporting the kind of legislation that I 
have mentioned, and I will show it to you before we introduce it. 

A second question: As you know, Miguel Estrada is a nominee to 
the D.C. Circuit Court of Appeals, and several weeks ago the com-
mittee asked you to produce memos Mr. Estrada wrote when he 
was a lawyer in the Solicitor General’s office at DOJ. You have re-
fused to produce those memos, claiming privilege. 

I understand that former Solicitors General, including some 
Democrats, backed your position. But as you know, that has not al-
ways been the policy. I have here in my hand a whole pile of 
memos of people in similar positions. During the consideration of 
Justice Rehnquist to become Chief Justice, the committee was 
given internal memos that he wrote when he was a clerk to Justice 
Jackson. During the consideration of Robert Bork’s nomination to 
the Supreme Court, the committee was given internal memoranda, 
non-public-related material related to Bork’s work in the Solicitor 
General’s office. 

I, for one, don’t want to vote on Mr. Estrada unless I really know 
his positions. You know what happens when they come before us. 
We get a lot of bobbing and weaving—‘‘I will follow the law, I will 
follow the law, I will follow the law’’—and we really don’t know 
what someone thinks. And you know my views are quite strong on 
believing that before I vote for a judge, I want to know their judi-
cial philosophy or ideology. 

So my question to you is the following. Given there has been 
precedent, what is the harm in us getting these memos? We can 
have a much fuller idea of how Mr. Estrada thinks in a legal way. 
He is not a judge, so we don’t have a record, and we should know 
quite a bit about someone being appointed to the second most im-
portant court. 

A former supervisor of Estrada said he advocated extreme posi-
tions aligned with his own interests rather than the Government’s. 
That is a pretty strong argument not to support Estrada, unless we 
could see that the memos disprove that. 
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What is the harm in giving us those memos and increasing our 
knowledge of what this gentleman, who is obviously a very intel-
ligent man, but that doesn’t answer the whole question of whether 
he should be on the D.C. Circuit—what is the harm in giving those 
memos to us? 

Attorney General ASHCROFT. I think this relates to the principle 
of deliberative work product, where individuals should be writing 
for their best service to the individuals for whom they are writing 
to give them the best information. They shouldn’t be writing in an-
ticipation of what will be someday subpoenaed and looked at, and 
what will be held against me if I articulate things that are going 
to be important to the person making judgment in this setting. 

If I were to say to this individual, these are the important con-
siderations that you have got to understand here, are these some-
how going to be used against me later, so should I tone down my 
response? Should I adjust what I am saying because someday a 
Senate committee or someone else is going to want to look at it, 
and should I do things that are more consistent with my aspiration 
to be a judge someday instead of my responsibility to serve on a 
particular case? I think that is really what we are talking about. 

Senator SCHUMER. With all due respect, sir, he was not just a 
lawyer serving a client. He was an employee of the Government 
serving the Constitution, and it is our job to figure out how he in-
terprets the Constitution. Without these memos, it is much harder 
to do. We have done it before. It hasn’t crippled the Government. 
I mean, there is ample precedent. I didn’t go through all of them. 
This is filled with different people’s internal memos that habitually 
used to be given. 

Attorney General ASHCROFT. I could give you an example. For ex-
ample, I have said to people I want your best judgment about this 
argument and how it can be most effectively made. They write me 
a memo about that because I want to be able to guard against that 
particular line of argument. I want to be able to anticipate it, use 
it, and I think that is not necessarily their position. 

I think that is the reason former Solicitors General, as you noted, 
have said this would impair the ability of such individuals to serve 
in those responsibilities. And to chill the excellence which is re-
quired is to deny the national purpose that you make reference to. 
You want them to give their best judgment. 

I can’t tell you how many times I have made that kind of an as-
signment: Give me the best argument from this perspective. It was 
my anticipation of a perspective, not someone else’s anticipation of 
what job they wanted. So many former Justice officials—and they 
are both Republican and Democrat—both support his nomination 
and I think would also have reservations about this kind of work 
product being compelled by the committee. 

Senator SCHUMER. Thank you. My time is expired, Mr. Chair-
man. I have a question I would like to submit in writing. We are 
having real trouble on the Canadian border in the sense that the 
searches of people as they go through and the scrutiny has greatly 
increased. It probably should, but the backup is enormous, causing 
real trouble in Buffalo and other areas in terms of commerce. I 
have some questions in writing about getting more people to that 
border, figuring out what the process is for you and for Customs, 
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and I would just ask that I get an answer back quickly because we 
have real problems. It is not an ideological question, but it is a se-
rious problem we face. I am not going to ask you to answer that 
now because my time is up. 

Chairman LEAHY. And as one who is married to somebody of 
French Canadian dissent, and I hasten to add was born in the 
United States, first generation—she still has a lot of family up 
there—I have mixed emotions about how easy we should make it 
for someone to come through. 

[Laughter.] 
Chairman LEAHY. But as the Senator from New York has stated, 

it is a major issue. I think the Senators from Michigan would tell 
you the same, and so on. 

I would invite you to come up and see the border sometime. We 
all share the same interest. Most countries would give anything to 
have a border that long with such a friendly ally, and we should 
work more and more to do what we have to do to facilitate going 
through. And I would invite you up to the border any time you 
would like to come and join me. 

Attorney General ASHCROFT. Well, I was in Canada working with 
Canadian authorities this last week, or earlier this week I should 
say. They have raised this issue with me. It is an important issue. 
The security of our borders is very important. That is one of the 
things that I hope can be most successfully addressed in the new 
Department of Homeland Security. Pending action by the Congress, 
it could well be that by virtually this time next month there would 
be an integrated capacity to have Customs and INS working out of 
the same portfolio, so to speak. 

We desperately need to have the kind of security that protects 
the border, but the kind of facility that provides support for the 
joint enterprise that Canada and the United States very frequently 
have. It is very important. I agree with you wholeheartedly. 

Chairman LEAHY. The Senator from Alabama has been waiting 
patiently. Please go ahead, and then we will go to the Senator from 
Washington State. 

STATEMENT OF HON. JEFF SESSIONS, A U.S. SENATOR FROM 
THE STATE OF ALABAMA 

Senator SESSIONS. Thank you, Mr. Chairman. It has been a very 
interesting hearing and it is a pleasure to have the Attorney Gen-
eral back before this committee, the one he served so ably on. 

It is not an easy task keeping everybody in this Senate and in 
the country perfectly happy, Mr. Attorney General. They complain 
on both sides that we didn’t have enough computer systems, we 
didn’t have enough data to identify terrorists. And then when you 
create a system that can put more in it, we get complaints that 
civil liberties are at risk. I think that comes from both left and 
right. We have some paranoid people on the right, also. 

I would just say that I know the basic law. It is applied in courts 
probably 10,000 times a week in America, everyday, and if you are 
at a place where you have a right to be, whether you have been 
invited into somebody’s house or out on the street, and you observe 
a criminal act, you should report it. That is basic. 
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Now, there is a danger. If you deputize people and they are, in 
fact, quasi-law officers and then they go in under certain cir-
cumstances, you could be subject to a motion to suppress and it 
would be improper. But the Constitution protects us from unrea-
sonable searches and seizures and requires probable cause. I don’t 
think that is an absolutely in-concrete standard and one person can 
perfectly interpret that under all circumstances. 

I do believe Senator Specter is correct. I have heard him and 
been through the matters that he has discussed in the past, and 
I do believe, in the Department of Justice, you have people too 
timid in some of these areas with regard to searches and seizures. 

You know, as we look at this historical perspective for these 
kinds of investigations and monitoring of people who may be a 
threat to our country, I think we know there is a constant tension 
there. Chief Justice Rehnquist, in his book a number of years be-
fore the attack of September 11—All the Laws But One is the title 
of it—notes that the balance in war time tends to shift toward 
order. And sometimes in the past, as he documents, we have gone 
beyond what the Constitution would sustain. We have violated 
State statutory laws, also. 

He recounts that at different times during the Civil War, World 
War I or II, the Federal Government suspended the writ of habeas 
corpus, tried civilians in military commissions without a jury, in-
terned people based on race without individualized determinations 
that they were threats to national security, and suppressed anti-
war speech and press articles. I would add during the Korean War 
the Federal Government seized privately owned, lawful, legitimate 
steel mills that were not connected to criminal activity. 

Placed in context, it is clear that the constitutional implications 
of the Bush administration’s anti-terrorism efforts are modest. 
They are modest in their impact on our legal system and any con-
stitutional rights that we have. The administration has not sus-
pended the writ of habeas corpus. It has not required persons to 
be tried to this date in a commission without a jury, a citizen. It 
has not authorized the internment of citizens based on race or 
without individualized determinations that they are a threat to na-
tional security. 

The administration has not attempted to suppress anti-war 
speech or press articles, and the administration has not seized pri-
vately owned, lawful businesses. Indeed, none of these great con-
stitutional issues of American history concerning civil liberties are 
raised by your policy, and I think that is important. 

In fact, I would say I am not aware of any member of this Senate 
or any court that has held that any of the policies contained in the 
PATRIOT Act we passed or the actions you have taken are in viola-
tion of the Constitution or statutory law. What we have done and 
what I hope you have done, and I believe you have, is attempted 
to focus on gaps and holes in that law and tighten it up and make 
it more realistic in the face of this threat. 

Would you agree that that is your view, Mr. Attorney General? 
Attorney General ASHCROFT. We certainly have tried to focus on 

the gaps. We had a gap in communication between the intelligence 
community and the law enforcement community. The USA PA-
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TRIOT Act removed some of the barriers that sort of made those 
gaps possible and we have attempted to eliminate those. 

We had a gap in investigative authority when we told FBI agents 
that they weren’t eligible to look on the Internet, in public places 
on the Internet, for websites that would have bomb-making or an-
thrax development procedures and lessons on them. We had gaps 
because we required too much to be done in Washington and didn’t 
give enough authority to our agents in the field, so we have tried 
to adjust those things. 

Yes, we are trying to change and the debate is good. We get peo-
ple on both sides of the debate providing that tension which you 
mention, and in the tension of that debate we can arrive at a bal-
ance that is good for America and I believe we have done that. 

Senator SESSIONS. I hope so. I don’t believe it is necessary that 
we violate any of our statutory or constitutional laws, and I would 
oppose that. I think that is just important for us to note. 

Mr. Attorney General, I know you know Michael Spann, a native 
of Alabama, Winfield, Alabama, one of the great towns in the 
State, one of the best high schools—beats other high schools aca-
demically consistently in test scores—he went to Auburn Univer-
sity, the Marines—was killed in an uprising at Mazar-i-Sharif, the 
first victim in this war on terrorism of our military. 

Let me ask you this. His father is unhappy with the plea bar-
gain, the 20-year sentence. He questions other things about the 
plea and desires to appear in court and express his views on this 
subject to the judge. Under the Victim Witness Act that has been 
in effect for some time, I believe he would be covered under that. 

And let me just ask you, will you support his right to appear in 
court and express his views on the appropriateness of the sentence 
that would be imposed? 

Attorney General ASHCROFT. Senator, I will look into that. My 
heart goes out to the Spann family. The service of their son was 
valuable to the United States of America and it ended tragically. 
The court case, I believe, that you are talking about is the John 
Walker Lindh case. 

Senator SESSIONS. That is correct. 
Attorney General ASHCROFT. I believe that the plea there was a 

substantial plea. Twenty years is about the equivalent of the 
amount of time that Lindh has been alive. It is a substantial sen-
tence, and as part of the plea agreement Lindh is required to co-
operate with the Government, including testifying and providing 
intelligence information in future proceedings, if appropriate. The 
resolution of the case also, of course, frees up resources to be de-
voted to other cases. 

My heart goes out to the Spann family. I will confer with Justice 
Department attorneys about the best course to undertake in the 
court proceedings. 

Senator SESSIONS. Well, let me just say this. I believe it is within 
the spirit of the Victim Witness Act that he should be allowed 
there, and his widow, also, if she chose to appear. I see no reason 
why he should be denied the right to appear in court and express 
his views. 

In fact, the whole Victim Witness Act was designed to ensure 
that prosecutors don’t enter into secret plea agreements and vic-
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tims not have a chance to have their say. I would like for you to 
make sure that he has that opportunity if he asks for it, even if 
he disagrees with your view of the appropriateness of the settle-
ment. 

Attorney General ASHCROFT. Thank you, Senator. As I have indi-
cated, I will confer with our trial team about that. 

Senator SESSIONS. And as I have looked at the matter, I think 
the case on Lindh was strong. I understand that good people can 
differ on the sentence, but I think the facts on the question of trea-
son—and I suspect I will submit, since my time is up, as to why 
he was not charged with treason. It seems to me that you should 
charge the most serious offense provable, and the evidence, I would 
think, comes pretty strong to support that. But I would like to hear 
your view of it and would submit some questions in writing on 
that. 

Thank you, Mr. Chairman. 
Chairman LEAHY. Thank you. 
Mr. Attorney General, without going into the question of the sen-

tence, I agree with the Senator from Alabama that under the vic-
tims legislation the widow does have a right to be heard, and ap-
propriate family members. I understand the plea bargain is the 
plea bargain, and that is something that you have to make a deci-
sion on. 

Apparently, according to press accounts, President Bush person-
ally agreed to the plea bargain. I am not here to debate whether 
that was right or wrong, but I am saying I feel that the law does 
allow—I believe the Senator from Alabama is correct and, if you 
would, when you get back to him, if somebody could get back to me, 
too, if you agree with that interpretation. 

The Senator from Washington State has been waiting here pa-
tiently all day, an extremely valuable member of this committee, 
and I would yield to her. 

STATEMENT OF HON. MARIA CANTWELL, A U.S. SENATOR 
FROM THE STATE OF WASHINGTON 

Senator CANTWELL. Thank you, Mr. Chairman, and thank you, 
Attorney General Ashcroft, for being here today and giving the 
committee your time. 

Obviously, Seattle and the Northwest have been in the news a 
lot lately on the issue of terrorism. We have had previous incidents 
of the Ressam case, laptops being found in caves in Afghanistan 
with photographs of Seattle on them, and a variety of things. 

Do you think, from the information you have, that Seattle is 
home to a sleeper cell of terrorist activity? 

Attorney General ASHCROFT. I would decline to comment on spe-
cific cities as being involved in any specific way. Let me just say 
this, that I believe there are substantial numbers of individuals in 
this country who endorse the Al Qaeda agenda—some individuals 
have specifically sworn participation in the agenda—and that the 
threat is one that should be taken seriously across the entire 
United States of America. So I would exempt no city. 

As I observed the events of September 11 and as we recon-
structed, we found that there was a presence across America of in-
dividuals, whether it be from San Diego or Phoenix or Oklahoma 
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City or Minneapolis or any number of locations, that might not ap-
pear to those of us who would say, now, where would you find a 
terrorist? 

But the truth of the matter is that I think we have to have an 
alertness, and I would not devalue any of the items that you have 
mentioned in terms of an indication of whether people should be 
alert in one part of the country or another. 

Senator CANTWELL. Do you have any specific information that 
has not been made public? I understand there may be reasons why 
it hasn’t, but do you have any information that would suggest that 
Seattle is a target for terrorist activities? 

Attorney General ASHCROFT. Well, I think the entire United 
States of America is a target for terrorist activities. Let me say, 
Senator, that in the event that you would like to speak with great-
er specificity than I can speak in this setting, I would be glad to 
share with you in a secure setting—I don’t want to intimate in any 
respect by this offer that I have specific information regarding any 
city either in your jurisdiction or others, but overall I would be 
happy to find a way to be more forthcoming in a setting that would 
be more appropriate and more consistent with the national inter-
est. 

Senator CANTWELL. Well, as I have read the newspapers and 
watched the television, Seattle has once again come up as a target. 
I have looked at the various information about the U.S. citizen and 
for new Seattle resident James Ujaama, who is now being held. In 
looking at some of the numbers it became strikingly clear that we 
have about 60 agents in the Washington State area. For the sur-
rounding States, we have about twice as many as that. 

So I am going to be asking that you and the FBI look specifically 
at increasing the number of Federal agents and Federal prosecu-
tors in that area. I’m also going to ask that you look at ways that 
the COPS program might be able to enhance the local law enforce-
ment capability in my area. If, in fact, Seattle is going to process 
terrorism information quickly and process it through the system, 
we are going to need more help. 

I don’t know if you have any comments on that. I don’t know if 
that has been made clear to you the deficit in FBI resources in the 
State that probably has developed over a number of years. 

Attorney General ASHCROFT. The allocation of our law enforce-
ment resources should always be the subject of review and our law 
enforcement resources need to be threat-related in terms of they 
ought to be deployed in accordance with threats. 

In terms of those cities that are located in certain ways on the 
borders, we know from your remark that the interception of 
Ressam was in that area. Those cities that are ports of entry have 
exposure in other ways, so that when we balance the deployment 
of our law enforcement authorities we have to measure the risks 
and make those assessments. And we would be very happy to con-
fer with you in that respect about the deployment of resources 
made by the Department. 

Senator CANTWELL. Thank you. I appreciate that very much. 
In the James Ujaama case, which I think represents the third 

U.S. citizen of interest, he is currentyly being held on a Federal 
witness warrant. The Department is interested in Ujaama’s rela-
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tionship to London Mosque leader Hamza al-Masri, and in his pos-
sible activities in the Northwest in setting up a terrorist training 
camp in Bly, Oregon. 

Do you know how long you intend to hold Mr. Ujaama under that 
material witness warrant? 

Attorney General ASHCROFT. Well, the material witness warrant 
process is one supervised by the courts and it is a program, a crimi-
nal justice procedure that provides variable time for holding and 
various other things that relate to court-supervised determinations. 
For me to comment on a specific case is simply inappropriate. We 
will pursue the national interest in respect to cases related to ma-
terial witness warrants as well as others. 

Senator CANTWELL. So would he be prosecuted in the Federal 
court system or not, or you haven’t made that determination? 

Attorney General ASHCROFT. Well, the material witness warrant 
is part of the grand jury system. It does not necessarily result in 
the prosecution of individuals. It is a program whereby individuals 
are held because they have information that could be important to 
the criminal justice proceedings. 

So the fact that a person is being held as a material witness does 
not indicate that they are the target of, or that that person is the 
target of a specific criminal charge or might ever be. It is the fact 
that we believe information that the person has could be valuable 
to criminal justice proceedings, and the courts make a determina-
tion that that person should be subject to detention in order to 
make sure that that information is available when the court or the 
judicial process makes a decision. 

Senator CANTWELL. So does that leave two paths available, then? 
I mean, he could be prosecuted under the Federal court system or 
as an armed combatent? 

Attorney General ASHCROFT. He could only be prosecuted if he 
were to be in some way indicted or charged. And to be detained on 
a material witness warrant is not an indictment or a charge. It is 
merely the determination by the court that a person may be in pos-
session of certain kinds of information that would be valuable in 
criminal justice proceedings against other individuals. 

It does not mean that a person could never be charged, or could 
not in some way be charged either by other authorities such as 
State or local authorities that found other violations as a part of 
his or her behavior. But in and of itself, being detained as a mate-
rial witness does not slate someone to be tried on any kind of crimi-
nal charge. 

Senator CANTWELL. Are the British cooperating with us on the 
Hamza al-Masri case in getting enough evidence to—

Attorney General ASHCROFT. I believe that is fair to say——
Senator CANTWELL. That is why Mr. Ujaama is being held, is 

that right, his relationship to Hamza Al-Masri? 
Attorney General ASHCROFT. I am not in a position to comment 

on specific cases. It would be inappropriate. I think it is fair to say 
that the British have been very cooperative with us. The inter-
national community has been cooperative, I think it is fair to say, 
beyond previous levels of cooperation in this entire event. 

I have spent quite a bit of time with my international counter-
parts from around the world and the level of cooperation is increas-
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ing and has been gratifying. Obviously, we have to respect the sov-
ereignty and the laws of other nations when we ask them to co-
operate. They can’t violate their laws in so doing, but they have 
gone as far as they can in most cases to be very helpful to us. 

Senator CANTWELL. I am going to add for the record some ques-
tions or comments about the northern border. Some of my col-
leagues have already talked about that, but obviously that is one 
of the reasons why I do think the Northwest may need or require 
more Federal agents and prosecutors. 

Also, you have answered a lot of questions today about privacy. 
I asked FBI Director Mueller when he was before the committee 
some time ago whether he thought that we should consider a pri-
vacy officer within the FBI, something that may end up saving you 
and he a lot of time before this committee if we had such a post 
in looking at some of our policies internally. 

I know that my time is expired. One thing that I did want to 
point out is the Osman case in Seattle. I know you can’t talk about 
specifics of the case, but I was surprised to find out that Mr. 
Osman also suspected of terrorist activity—and I am just curious 
whether you would be surprised by this as well—Mr. Osman had 
been a Navy reservist. I think he is a Lebanese citizen who maybe 
falsified some immigration information, but I was surprised to hear 
that he had succeeded in becoming a Navy reservist in the North-
west. 

Does that sound surprising or do you think that is something we 
should look into? 

Attorney General ASHCROFT. Well, I think a variety of people 
have found themselves in a variety of settings nationally and there 
have been times when we were far less concerned about those 
kinds of things than we are today. That is why in my remarks I 
think we are thinking anew and acting anew, and some of those 
things will require us to change the way in which we do things. 

Senator CANTWELL. Thank you, Mr. Attorney General. Thank 
you, Mr. Chairman. 

Chairman LEAHY. Thank you very much, Senator Cantwell. 
Senator Edwards? 
Senator EDWARDS. Thank you. 
Mr. Attorney General, I am going to read a quote from one of the 

recent legal briefs that you all filed. You said, ‘‘With respect to the 
military judgment to detain an individual as an enemy combatant 
in a time of war, a court’s inquiry should come to an end once the 
military has shown in the return that it has determined that the 
detainee is an enemy combatant.’’

Is it your position that once the military decides to detain a U.S. 
citizen as an enemy combatant that that citizen has no right to 
make a case, to offer evidence, that he or she is an innocent, loyal 
citizen, and to make that case before an independent judge? 

Attorney General ASHCROFT. My position is that the person has 
a right to a habeas corpus proceeding, but that the courts should 
give very high levels of deference to the President’s determination 
that an individual detained as an enemy combatant is, in fact, de-
tained as an enemy combatant. 

My position is that the detention, not being a matter of the 
criminal justice system, that courts are ill-advised and ill-con-
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structed to try and make judgments about prisoners of war as to 
whether prisoners of war are indeed—at what level or another, to 
second-guess, to try and ascertain is this prisoner of war a real 
prisoner of war, or that one, and to try and develop some basis. 

In the Fourth Circuit, which is a matter which is already on ap-
peal, we have argued a variety of points. And I could cite our brief 
there, but I believe that the determination of the President should 
be given the highest level of deference under the War Powers Act, 
and those who act in his behalf should be accorded that kind of def-
erence. 

Senator EDWARDS. Does that reasoning, Mr. Attorney General, 
apply—and I would point out that, of course, a habeas proceeding 
which you made reference to is about jurisdiction, not about evi-
dence of innocence. Does that reasoning apply to U.S. citizens cap-
tured not only in a theater of combat in another country, but also 
folks who are captured here on U.S. soil? 

Attorney General ASHCROFT. We believe that the law relating to 
the detention of enemy combatants is not changed based on the na-
tionality of the person detained as an enemy combatant. We rely, 
of course, on the cases of the Supreme Court, particularly the 
Quirin case, which indicates that the President has the right to de-
tain enemy combatants who are citizens of the United States in the 
same way that he would have the right to detain enemy combat-
ants who are non-citizens. 

Senator EDWARDS. I know that some concern has been expressed 
by you and others in the past about the danger to, for example, na-
tional security in having any kind of any open court proceeding. 
You know, of course, that there are procedures like the Classified 
Information Procedures Act, military courts, and other ways to deal 
with that. 

Under the reasoning that you have just talked about, would it be 
possible for the Government to pick up me or you or anybody else 
in this room, label them an enemy combatant, put them in jail, 
keep them there, and in that case for none of us to ever get an op-
portunity to make the case that we are innocent and that we are 
not, in fact, an enemy combatant before some independent body, 
some judge? 

Attorney General ASHCROFT. I think one of the most instructive 
cases in that respect would be Ex Parte Milligan, which was a case 
finalized in 1866. The Supreme Court held that non-belligerent citi-
zens with no links to enemy forces may not be detained by the mili-
tary, and I think that that is probably the best answer I can give 
you in that respect. 

Senator EDWARDS. Mr. Attorney General, let me ask you—I don’t 
mean to interrupt you. Were you finished? I am sorry. 

Attorney General ASHCROFT. I am close enough to being finished. 
I hope I am finished soon. 

[Laughter.] 
Senator EDWARDS. I think I am the last one. 
I am asking you whether you believe it is right, as the Attorney 

General of the United States, that anybody in this room could be 
picked up by——
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Attorney General ASHCROFT. Absolutely not, no. I just don’t 
think that people arbitrarily can be picked up and labeled. The de-
termination has to be made. 

Senator EDWARDS. OK, and do you believe that that person, who-
ever is picked up, should have an opportunity in some forum—you 
know, confidential, nobody else there, someplace—I mean, there 
are multiple choices of forums. I am not concerned about that, and 
I am certainly not concerned about it being done in an open court. 

But should any one of us who is picked up and labeled as an 
enemy combatant at least get a chance to make a case to somebody 
other than the people who picked us up that we are, in fact, inno-
cent and we are not an enemy combatant? That is what I am ask-
ing you, not about cases. I am asking what you think. 

Attorney General ASHCROFT. Well, I can’t divorce myself com-
pletely from cases. It is my responsibility to represent the United 
States of America in this setting. We are doing so in a matter 
which is currently being litigated in the Fourth Circuit. 

While we concede that a habeas proceeding can be appropriate, 
we believe that very substantial deference needs to be given to the 
President of the United States in his exercise of the war powers 
and his Commander-in-Chief responsibility, and that that is an ap-
propriate thing for the President to do when the Nation is at risk. 

Senator EDWARDS. Well, you mentioned cases and I think you 
specifically mentioned the Fourth Circuit. I believe that the Fourth 
Circuit recently declined to dismiss a case because they weren’t 
ready to accept, if I understand the case correctly, your view, and 
I am quoting now from the case, ‘‘with no meaningful judicial re-
view any American citizen alleged to be an enemy combatant may 
be detained indefinitely without charges or counsel on the Govern-
ment’s say-so.’’ So I think there is actually some law to the con-
trary about this. 

But since I don’t have much time, let me move on quickly to one 
last subject, the right to counsel. You have taken the position that 
there is no right under the laws and customs of war for an enemy 
combatant to meet with counsel concerning his detention. 

Is one of the concerns of allowing such a person—and I have 
asked you about whether they ought to be able to make their case 
that they are, in fact, innocent. Now, I am asking you whether they 
ought to at least be able to talk to a lawyer. 

Is one of the concerns about them being able to at least have a 
conversation with a lawyer that that might be a way for them to 
pass information to the outside world if, in fact, they are hostile to 
the United States? 

Attorney General ASHCROFT. There is no question about the fact 
that people who are enemies of the United States sometimes seek 
to use unconventional means to communicate regarding plots and 
other things. We have other cases that are directly on point to that 
that relate to people held in the criminal justice system. 

Now, what you are making reference to, I believe, are prisoners 
of war, not people in the criminal justice system. 

Senator EDWARDS. I am talking about enemy combatants specifi-
cally. 

Attorney General ASHCROFT. Frankly, even under the Third Ge-
neva Convention, which does not afford protections to unlawful 
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enemy combatants, no prisoners of war have the right of access to 
counsel to challenge their detention. The only time even the Gene-
va Conventions provide a right to counsel is for POWs that are 
charged with crimes, and people just held as enemy combatants are 
not in that category. 

Senator EDWARDS. Of course, besides international law, there is 
the issue of what we require and what we believe in here in this 
country. 

Let me ask you this. There are, of course, I think you would rec-
ognize, men and women in the military who are capable, competent 
lawyers, whose service to their country is beyond dispute. There 
are lawyers within the Government who have the highest level of 
clearance to keep, receive, and maintain classified secrets of the 
United States. 

Would you be willing to let those lawyers, about whom there is 
absolutely no question about both their loyalty to the United States 
and that they would protect any information, because they have a 
long, clearly established record of having done it—would you be 
willing to let those lawyers talk to people who have been detained, 
imprisoned, as enemy combatants? 

Attorney General ASHCROFT. I don’t believe it is in the national 
interest of the United States to provide military lawyers from our 
army to confer with enemy combatants who have been detained as 
prisoners. 

Senator EDWARDS. And would you say the same thing about 
other lawyers who have been cleared, have had high-level, classi-
fied clearing, so that there is no question about their own integrity 
and their own willingness and history of maintaining classified in-
formation? 

Attorney General ASHCROFT. I do not view this as a matter of 
challenging the integrity of the lawyers. That is not our concern 
here. The establishment of a right for prisoners of war to be given 
access to counsel is fraught with a number of difficulties and I am 
not prepared to endorse that proposal at this time. 

Senator EDWARDS. Well, let me just say this because I know we 
need to finish this hearing. I don’t think any of us have any doubt 
that some of the people that are involved in this category of being 
classified as an enemy combatant are despicable, and based on 
what I know they belong in prison. But the fact that somebody is 
despicable, the fact that we believe—you, me, anybody in this room 
believes they belong in prison is not enough, under the tradition 
and history of this country, to imprison them forever without them 
ever having a hearing, without them ever being able to talk to a 
lawyer. 

So I think those kinds of issues go to the very values that we be-
lieve in as a Nation. And I don’t think it just protects them, and 
I can see why some people would believe they don’t deserve protec-
tion, but I think it protects all of us to make sure innocent people 
don’t go to jail. 

It also makes sure, by the way, that other countries take our 
legal system seriously and don’t believe that they can imprison 
U.S. citizens in their countries and then say, well, look, they are 
doing the same thing to their own citizens in the United States. 
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So those are my concerns. I believe that based on everything I 
read that the people I am aware of being detained belong where 
they are. My concern is over the long term I think it is important 
for us as a Nation to send the right signals both to our own people 
on what our values and beliefs are and to other nations on what 
we stand for as a country. 

I appreciate your answering my questions. 
Attorney General ASHCROFT. Thank you. 
Chairman LEAHY. On that point, Mr. Attorney General, I know 

we have an American citizen by the name of Hamdi who is being 
held. Your Department has said in a legal brief that he has neither 
a right to counsel nor a right to habeas corpus, or even to see an 
attorney. 

I would ask when you are having some of this information if you 
could have somebody brief me on just what that is and the involve-
ment, because I agree with what Senator Edwards has said. I am 
always concerned in our attempt to protect ourselves that we don’t 
protect ourselves if we trample too much on individual rights. All 
of us fear the idea that if we get arrested for something and we 
are totally innocent, we want at least a chance to get that word 
out. 

But, second, of course, we have to deal with a whole lot of other 
countries, and we have always been able to hold ourselves up to a 
very high level of the rule of law and we don’t want to give them 
an excuse, if they are holding American citizens, to say we are 
doing nothing different than you. 

We are about to pass the most important corporate reform legis-
lation in decades this week. They had the committee of conference 
last night and the Sarbanes-Oxley accounting part and the Leahy-
McCain criminal law part passed. 

I had written both the White House and the Department of Jus-
tice to see if they had any position one way or the other on the leg-
islation, and they did not. I wanted to see if they had formally ex-
pressed support for the Sarbanes or the Leahy bill. They did not, 
so we went forward without administration involvement, although 
the President is now looking forward to signing the legislation as 
soon as we pass it. So that is going to pass without the input from 
the administration. 

But we do have one reform bill here, and Director Mueller has 
been working hard to reorganize the FBI and we have had hear-
ings in this committee. Based on these hearings, this committee, 
Republicans and Democrats together, unanimously passed the 
Leahy-Grassley FBI Reform Act, strengthening FBI oversight, se-
curity, and management. It is on the floor of the Senate now. There 
is a Republican hold on this reform bill. 

I would ask again if the Department of Justice could let us know 
if you have a position on this bill that has passed unanimously 
from here and will you work with us to give Director Mueller the 
tools he needs? 

Attorney General ASHCROFT. We will be happy to consider the 
measure and to confer with you about it. 

Chairman LEAHY. Please do that because we have been trying to 
get input. I realize it is too late to get input from the administra-
tion and the Department of Justice on the legislation that Senator 
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Sarbanes, Congressman Oxley, and I and others have passed, but 
I would like it on this. 

For example, should the FBI’s new analysts that they are getting 
be transferred over to the Homeland Security Department? Do you 
have any feeling on that? 

Attorney General ASHCROFT. I believe the FBI needs to have an 
analysis section in the FBI. It is very important that they have the 
ability to——

Chairman LEAHY. Well, we all agree with that, but should they 
be put over into Homeland Security? 

Attorney General ASHCROFT. I don’t think so. I believe that it is 
important to have the investigative and analytic responsibilities of 
the FBI in the Justice Department, where we also have a group of 
individuals, very talented and energetic, that are charged with re-
specting the rights of individuals. 

So I think it is healthy to have the defense of the civil rights of 
individuals in the same department as the investigative and intel-
ligence arm, because I believe it provides a counter-weight and bal-
ance, much of which we have talked about today, that is healthy. 

When we talk about security and we say that there is a tradeoff 
between security and liberty, sometimes I think we misstate the 
issue. I believe what we are securing is liberty, and if what we are 
securing is liberty, there has to be that serious attention to the 
freedoms involved and I want to give that in every respect. 

Chairman LEAHY. I think Benjamin Franklin was the one who 
had it right when he said, in effect, if people give up their liberty 
for security, they deserve neither. I want us to have both. 

Senator Durbin was coming back, but he is managing a bill on 
the floor. So, without objection, his and the other Senators’ ques-
tions can be submitted for the record. 

Attorney General Ashcroft, it is always good to have you here. 
Thank you for coming by. 

[The prepared statement of Attorney General Ashcroft appears 
as a submission for the record.] 

Chairman LEAHY. We stand adjourned. 
[Whereupon, at 1:19 p.m., the committee was adjourned.] 
[Questions and answers and submissions for the record follow.]
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