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MR. THOVAS H. KEAN: I"d like to call the hearing to order.
First | would Iike to enter into the record a statenent on
aviation security by Carol Ashley. M. Ashley is a nenber of the
Famly Steering Conmttee and if there's no objection, so
or der ed.

Yesterday we heard testinony about how the 9/11 terrorists
were able to circunmvent the border controls the United States had
in place at the tine. Today, we will |ook at what confronted
themin the final stage of their m ssion of mass nurder: the
American civil aviation security systemas it existed in early
Sept enber 2001.

Bot h yesterday and today we | ooked at the systenis
vul nerabilities. W will start by exam ning two of the nost
i nportant conponents of that system the Federal Aviation
Adm nistration that regulated it and the airlines which had the
responsibility of inplenenting sone of its key elenents. Qur
w tnesses will be expected to shed sone |light not only on the
systematic i ssues but on specifics of the 9/11 hijackings
t hensel ves.

After these panels, we'll hear about one of the real heroes
of Flight 11, Flight 11 attendant Betty Ong, fromwho's work on
that day reflects well on her professionalism-- from another,
rather, who's work on that day reflects well on her
prof essi onali smand her humanity, Ms. Nydia Gonzales. W wl|
conclude with testinmony from Adm ral Janmes Loy, deputy secretary
of the Departnment of Homeland Security and fornmerly head of the
Transportation Security Adm nistration as well as commandant of
the Coast Guard. We will focus on one key question with Admral
Loy, how do we, or should we, determ ne our priorities for
honmel and security, especially in the transportation sector.

In order to provide conm ssioners and the |istening public
with context for the testinony we are about to receive, we wll
once again begin by hearing fromthe 9/11 Conmm ssion staff and
what it has learned to date relevant to today's proceedings. |
woul d caution our listeners to bear in mnd that this statenent
is still a work in progress. It addresses the various civil
avi ation defense |ayers and how the hijackers beat themin
gaining entry to the aircraft.

The Commi ssion staff will present a second staff statenent
i mredi ately preceding Ms. Gonzal es’ testinony. That statenent
will take up the story of the four hijacked flights. It toois a
prelimnary report, making public what our staff has |earned to
the present tine. | want to caution our audience, especially the
famlies and friends of the victins of 9/11, that today we wl|



be presenting a nunber of the harrowi ng facts, sights, and sounds
of that particul ar day.

On anot her note, today's session will not focus on the
situational awareness of air traffic control systemand the
Depart ment of Defense including NORAD. The Conmi ssion will deal
with that inportant topic in another public hearing, this spring.
| would like to call on M. Zelikow, executive director of the
Conmi ssion, M. John Raidt and M. WIIliam Johnstone, who w I
present the statenent of the Comm ssion staff.

MR. PHI LI P D. ZELI KON Thank you, M. Chairnman.

Menbers of the Comm ssion, working with you, your staff has
devel oped initial findings on how the individuals who carried out
the 9/ 11 attacks defeated the civil aviation security system of
the United States. W continue our investigation into the status
of civil aviation security today and for the future. These
findi ngs and judgnents may hel p your conduct of today's public
hearing and will informthe devel opnent of your recommendati ons.

The findings and judgnents we report today are the results
of the work so far. W remain ready to revise our understanding
of these topics as our work continues. This staff statenent
represents the collective effort of the staff teamon aviation
and transportation security. Qur staff was able to build upon
i nvestigative work that has been conducted by various agenci es,

i ncluding the Federal Bureau of Investigation.

The Departnent of Honel and Security's Transportation
Security Adm nistration is fully cooperating with our
investigators, as are the relevant airlines and the Federal
Avi ation Adm ni stration.

|'d nowlike to turn to John Raidt to continue.
MR. JOHN RAIDT: Thank you, Philip.

M. Chai rman and nenbers of the Conm ssion, before Septenber
11t h, 2001 the aviation security system had been enjoying a
period of relative peace. No U S. flagged aircraft had been
bonbed or hijacked in over a decade. Donestic hijacking in
particul ar seened |ike a thing of the past, something that could
only happen to foreign airlines that were | ess well protected.
The public's own threat assessnent before Septenber 11th was
sangui ne about commercial aviation safety and security.

In a Fox News opinion dynam c survey conducted at the end of
the 1990s, 78 percent cited poor maintenance as a greater threat



to airline safety than terrorism The demand for airline service
was strong and was beginning to exceed the capacity of the
system Heeding constituents calls for inproved air service and
i ncreased capacity, Congress focused its |legislative and
oversight attention on neasures to address these probl ens

i ncluding a passenger bill of rights to ensure a nore efficient
and conveni ent passenger experience.

The | eadership of the Federal Aviation Adm nistration, FAA
al so focused on safety, custonmer service, capacity and econonic
i ssues. The agency's security agenda was focused on efforts to
i npl ement a three-year-old congressional mandate to depl oy
expl osi ve detection equipnent at all major airports and conpl ete
a nearly five-year-old rule-making effort to inprove checkpoi nt
screening. This staff statenent will not address certain
security performance issues leading up to 9/11 at the airports
fromwhich the hijackers' planes departed. Such work is still
ongoi ng.

It should be noted that the airports thensel ves did not have
operational or enforcenment jurisdiction over checkpoint screening
operati ons, passenger pre-screening and checkpoi nt screening,
based on regul ations fromthe FAA these were the responsibility
of the air carriers. Nevertheless, airport authorities do play a
key role in the overall civil aviation security system

Bef ore Septenber 11th, federal law required the FAA to set
and enforce aviation security policies and regul ations that would
quote, "Protect passengers and property on an aircraft operating
an air transportation or intrastate air transportati on against an
act of crimnal violence or aircraft piracy.” This |ayered
system one that recognized that no single security nmeasure was
flaw ess or inpenetrable, was designed to provide a greater
nunber of opportunities to foil those intending to do such
vi ol ence.

The civil aviation security systemin place on Septenber
11t h was conposed of seven |ayers of defense including:
Intelligence, passenger pre-screening, airport access control,
passenger checkpoi nt screeni ng, passenger check baggage
screeni ng, cargo screening and onboard security. The civil
avi ation security systemin place on Septenber 11th no | onger
exists. W wll document serious shortcomngs in that systenis
design and i nplenmentation that made the 9/11 hijacki ngs possible.

We want to make clear that our findings of specific
vul nerabilities and shortcom ngs do not necessarily apply to the
current system Two of the l|layers of defense, checked baggage
screening and cargo screening are not relevant to the 9/11 plot,



they are not addressed in this statenment. A third |ayer, airport
access control is still under investigation and also will not be
addressed in detail here.

Conmpel 1'i ng evi dence, including video tape of hijackers
entering through checkpoi nt screening stations, suggest that the
hi j ackers gained access to the aircraft on Septenber 11th through
passenger checkpoints. Wat we do know is that the hijackers
successfully evaded or defeated the remai ning four |ayers of the
security system W approached the question of how the aviation
security systemfailed on Septenber 11th by starting fromthe
perspective of the eneny, asking: Wat did al Qaeda have to do to
conplete its m ssion?

Sonetinme during the late 1990s the al Qaeda | eadershi p nmade
the decision to hijack arge commercial multi-engine aircraft and
use them as a devastating weapon, as opposed to hijacking a

commercial aircraft for use as a bargaining tool. To carry out
t hat decision required unique skill sets. Anobng them terrorists
trained as pilots with specialized skill and confidence to

successfully fly a large multi-engine aircraft already airborne
into selected targets; tactics, techniques and procedures to
successful ly conduct in-flight hijacking; and three, operatives
willing to die.

To our know edge, 9/11 was the first tinme in history that
terrorists actually piloted a commercial jetliner in a terrorist
operation. This was new. This could not happen overni ght and
woul d require long term pl anni ng and sequenced operationa
training. The terrorists had to determ ne the tactics and
t echni ques needed to succeed and hijack an aircraft within the
United States. The vulnerabilities of the U S. donestic
commercial aviation security systemwere well advertised through
numer ous uncl assified reports from agenci es such as the Ceneral
Accounting Ofice and the Departnment of Transportation's
i nspector general. The news nedia had publicized those findings.

The al Qaeda | eadership recogni zed the need for nore
specific information though. Its agents observed the system
first hand and conducted surveillance flights both
internationally and within the United States. Over tinme, this
information allowed themto revise and refine their operationa
plan. By the spring of 2001, the Septenber 11 operation had
conmbined intent with capabilities to present a real and present
threat to the civil aviation system As |long as operational
security was maintained the plan had a high probability of
success in conducting nultiple near sinmultaneous attacks on New
York City and Washi ngton, DC



Let us turn nowto a nmore specific look at the security
systemin place on Septenber 11lth, related to anti-hijacking.
We'll begin with intelligence. The first |layer of defense in
aviation security was intelligence. Wil e the FAA was not a
menber of the U.S. Intelligence Commttee per se, the agency
mai ntained a civil aviation intelligence division that operated
24 hours per day. The intelligence watch was the collection
point for a flow of threat related information from federal
agencies, particularly the FBI, CIA and State Departnent.

FAA intelligence personnel were assigned as liaisons to work
within these three agencies to facilitate the flow of aviation
related information to the FAA and to pronote inter-departnental
cooperation. The FAA did not assign liaisons to either the
National Security Agency or the Defense Intelligence Agency but
mai ntai ned intelligence requirenents with those agenci es.

Intelligence data received by the FAA went into preparing
intelligence case files. These files tracked and assessed the
significance of aviation security incidents, threats and energing
i ssues. The FAA' s analysis of this data infornmed its security
policies, including the issuance of FAA information circul ars,
security directives and enmergency anendnents to the industry.
Such security directives and energency anendnents are how the FAA
ordered air carriers and/or airports to undertake certain
extraordinary security measures that were needed i medi ately
above the established base |ine.

While the staff has not conpleted its review and anal ysis as
to what the FAA knew about the threat posed by al Qaeda to civil
avi ation, including the potential use of aircraft as weapons, we
can say the following. First, no docunentary evidence revi ewed
by the Commi ssion or testinony we have received to this point has
reveal ed that any |evel of the FAA possessed any credi ble and
specific intelligence indicating that Usama bin Laden, al Qaeda,
al Qaeda affiliates or any other group were actually plotting to
hijack commercial planes in the United States and use them as
weapons of mass destruction.

Second, the threat posed by Usama bin Laden, al Qaeda and al
Qaeda affiliates, including their interest in civil aviation, was
wel | known to key civil aviation security officials. The
potential threat of Mddle Eastern terrorist groups to civil
avi ation security was acknow edged in many different official FAA
docunents. The FAA possessed information claimng that
associates with Usama bin Laden in the 1990s were interested in
hi jackings and the use of an aircraft as a weapon.



Third, the potential for terrorist suicide hijacking in the
United States was officially considered by the FAA's Ofice of
Cvil Aviation Security, dating back to at |east March 1998.
However, in a presentation the agency made to air carriers and
airports in 2000 and early 2001, the FAA discounted that threat
because, quote, "Fortunately we have no indication that any group
is currently thinking in that direction.” It wasn't until well
after the 9/11 attacks that the FAA | earned of the Phoenix EC
This was an internal FBI nmeno witten in July of 2001 by an FB
agent in the Phoenix field office suggesting steps that should be
taken by the Bureau to | ook nore closely at civil aviation
educati on schools around the country and the use of such prograns
by individuals who may be affiliated with terrori st
or gani zati ons.

Fourth, the FAA was aware prior to Septenber 11th, 2001 of
the arrest of Zacarias Mussaoui in Mnnesota, a man arrested by
the INS in August of 2001, follow ng reports of suspicious
behavior in flight school and the determ nation that he had
overstayed his visa waiver period. Several key issues remain
regardi ng what the FAA knew about Moussaoui, when they knew it,
and how they responded to the information supplied by the FBI
whi ch we are continuing to pursue.

Fifth, the FAA did react to the heightened security threat
identified by the intelligence community during the sumrer of
2001, including issuing alerts to air carriers about the
potential for terrorist acts against civil aviation. In July
2001, the FAA alerted the aviation community to reports of
possi ble near-termterrorist operations, particular in the
Arabi an Peninsula and/or Israel. The FAA informed the airports
and air carriers that it had no credi bl e evidence of specific
plans to attack U.S. civil aviation.

The agency said that sone of the currently active groups
were known to plan and train for hijackings, and had the
capability to construct sophisticated inprovised expl osive
devi ces conceal ed i nside | uggage and consuner products. The FAA
encouraged all U S. carriers to exercise prudence and denonstrate
a high degree of alertness. Although civil aviation security
officials testified that the FAA felt blind when it cane to
assessing the donestic threat, because of the |ack of
intelligence on what was going on in the Anerican honel and as
opposed to overseas, FAA security analysts did perceive an
increasing terrorist threat to the U.S. civil aviation system at
hone.

FAA docunents includi ng agency accounts published in the
Federal Register on July 17th, 2001 expressed the FAA' s



understanding that terrorist groups were active in the United
States and nmai ntained an historic interest in targeting aviation,
i ncludi ng hijacking. Wile the agency was engaged in an effort
to pass inportant new regul ations to i nprove checkpoi nt screener
per formance, inplenent anti-sabotage neasures and conduct ongoi ng
assessnents of the system no mmjor increases in anti-hijacking
security measures were inplenented in response to the hei ghtened
threat levels in the spring and sumrer of 2001, other than
general warnings to the industry to be nore vigilant and

cauti ous.

Sixth, the civil aviation security systemin the United
States during the summer of 2001 stood as it had for quite sone
time, at an internedi ate aviation security alert |evel,
tantanount to a permanent code yellow. This level and its
correspondi ng security neasures was required when “information
indicates that a terrorist group or other hostile entity with a
known capability of attacking civil aviation is likely to carry
out attacks against U S. targets, or civil disturbances with a
direct inpact on civil aviation have begun or are inmnent.”

Wt hout actionable intelligence information to uncover and
interdict a terrorist plot in the planning stages or prior to the
perpetrator gaining access to the aircraft in the lead-up to
Septenber 11, 2001, it was up to the other |ayers of aviation
security to counter the threat.

We conclude this section with a final observation. The |ast
maj or terrorist attack on a U S. flagged airliner had been with
smuggl ed expl osives in 1988 in the case of Pan Am 103. The
famous Bojinka plot, broken up in Manila in 1995, had principally
been a plot to smuggle explosives on airliners. The Conm ssion
on Aviation Safety and Security, created by President dinton in
1996, nanmed the Gore Comm ssion for its chairman, the Vice
President, had focused overwhel m ngly on the danger of expl osives
on aircraft. Historically, explosives on aircraft had taken a
heavy death toll, hijackings had not. So despite continued
foreign hijackings leading up to 9/11, the U S aviation security
system worri ed nost about expl osives.

After intelligence the next level is pre-screening. |If
intelligence fails to interdict the terrorist threat, passenger
pre-screening is the next |ayer of defense. Passenger pre-
screeni ng enconpasses neasures applied prior to the passenger's
arrival at the security checkpoint. Pre-screening starts with
the ticketing process and generally concluded wth passenger
check-in at the airport ticket counter. The hijackers purchased
their tickets for the 9/11 flights in a short period of tine at
the end of August 2001, using credit cards, debit cards or cash.



The ticket record provided the FAA and the air carrier with
passenger information for the pre-screeni ng process.

The first major pre-screening element in place on 9/11 was
the FAA listing of individuals known to pose a threat to
comerci al aviation. Based on information provided by the
intelligence community, the FAA required air carriers to
prohibited |listed individuals fromboarding aircraft, or in
desi gnat ed cases, to assure that the passenger received enhanced
screeni ng before boarding. None of the nanes of the 9/11
hi jackers were identified by the FAAto the airlines in order to
bar themfromflying or subject themto extra security neasures.
In fact, the nunber of individuals subject to such security
i nstructions issued by the FAA was | ess than 20 people, conpared
to the tens of thousands of nanes identified in the State
Department's Tl POFF wat chlist, which the Commi ssion di scussed
yest er day.

The second conponent of pre-screening was a programto
identify those passengers on each flight who may pose a threat to
aviation. 1n 1998, the FAArequired air carriers to inplenent an
FAA- approved conputer assi sted passenger pre-screening program
known as CAPPS, designed to identify the pool of passengers nost
likely in need of additional security scrutiny. The program
enpl oyed custom zed FAA approved criteria derived froma limted
set of information about each ticketed passengers in order to
identify sel ectees.

FAA rules require that the air carrier only screen each
sel ectee's checked baggage for expl osives using various approved
nmet hods. However, under the systemin place on 9/11, selectees,
t hose who were regarded as a risk to the aircraft, were not
requi red to undergo any additional screening of their person or
carry-on baggage at the checkpoint. The consequences of
selection reflected FAA's view that non-suicide bonbing was the
nost substantial risk to domestic aircraft.

Since the systemin place on 9/11 confined the consequences
of selection to the screening of checked bags for explosives, the
application of CAPPS did not provide any defense against the
weapons and tactics enployed by the 9/11 hijackers. On Anerican
Airlines Flight 11, CAPPS chose three of the five hijackers as
sel ectees. Since Wal eed al Shehri checked no bags, his selection
had no consequences. Wil eed al Shehri and Satam al Sugam had
their checked bags scanned for expl osives before they were | oaded
onto the plane. None of the Flight 175 hijackers were sel ected
by CAPPS.



Al'l five of the American Airlines Flight 77 hijackers were
selected for security scrutiny. Hani Hanjour, Khalid al M hdhar
and Maj ed Mbged were chosen via the CAPPS criteria, while Nawaf
al Hazm and Salem al Hazm were nade sel ectees because they
provi ded i nadequate identification information. Their bags were
held until it was confirmed that they had boarded the aircraft.
Thus for hijacker selectees Hani Hanjour, Nawaf al Hazm and
Khalid al M hdhar, who checked no bags on Septenber 11th, there
were no consequences for their selection by the CAPPS system

For Salemal Hazm , who checked two bags, and Maj ed Moqged
who checked one bag, the sole consequence was that their baggage
was held until after their boarding on Flight 77 was confi rned.
Ahmad al Haznawi was the sole CAPPS sel ectee anong the Flight 93
hi jackers. He checked his bag, was screened for explosives, and
t hen | oaded the pl ane.

|'"d now like to turn it over to ny coll eague, Bil
Johnst one.

MR. BILL JOHNSTONE: Next we cone to checkpoi nt screening.
Wth respect to checkpoint screening, federal rules required the
air carriers to conduct screening to prevent or deter the
carriage aboard airplanes of any expl osive, incendiary, or a
deadl y or dangerous weapon on or about each individual's person
or accessible property, and the carriage of any expl osive or
i ncendi ary in checked baggage.

Passenger checkpoint screening is the nost obvious el enent
of aviation security. At the checkpoint, netal detectors were
calibrated to detect guns and | arge knives. Governnent-certified
X-ray nachi nes capabl e of imaging the shapes of itens, possessing
a particular level of acuity were used to screen carry-on itens.

I n nost instances, these screening operations were conducted by
security conpani es under contract with the responsible air
carrier.

As of 2001, any confidence that checkpoint screening was
operating effectively was belied by nunerous publicized studies
by the General Accounting Ofice, the Departnent of
Transportation, the Ofice of the Inspector General. Over the
previ ous 20 years, they had docunented repeatedly serious chronic
weaknesses in the systens deployed to screen passengers and
baggage for weapons and bonbs. Shortcom ngs with the screening
process had al so been identified internally by the FAA's own
assessment process.

Despite these docunented shortcom ngs of the screening
system the fact that neither a hijacking nor a bonbing had
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occurred donestically in over a decade was perceived by many
within the systemas confirmation that it was working. This
explains in part the view of one Transportation Security official
who testified to the Comm ssion that the agency thought that it
had won the battle against hijacking. In fact, the Conmm ssion
received testinony that one of the primary reasons that the CAPPS
consequences were restricted was because officials thought that
checkpoi nt screening was wor ki ng.

The evol ution of checkpoint screening illustrates many of
the system c problens that faced the civil aviation security
systemin place on 9/11. The executive and | egislative branches
of government and the civil aviation industry were highly
reactive on aviation security matters. Mst of the aviation
security systens features had devel oped in response to specific
incidents rather than anticipation. GCvil aviation security was
primarily acconplished through a sl ow and cunbersone rul e- maki ng
process, a reflection of the agency's conflicting m ssions of
both regul ati ng and pronoting the industry.

A nunber of FAA witnesses told the Comm ssion that this
rul e- maki ng process was the bane of civil aviation security. For
exanple, the FAA had attenpted to set up a requirenent that it
woul d certify screening contractors. The FAA re-authorization of
1996, in fact, had directed the FAA to take such action. The
1997 CGore Conmm ssion endorsed it but the process of inplenenting
screener certification had still not been conpleted by Septenber
11'", 2001.

Those are system c observations, but to analyze the 9/11
attack, we had to focus on which itens were prohibited and which
were allowed to be carried into the cabin of an aircraft as of
that date. FAA guidelines were used to determ ne what objects
shoul d not be allowed into the cabin of an aircraft. And
stress again that this is the systemthat was in place on 9/11
not the systemthat is in place today. Included in the listing
of itens not allowed into the cabin of an aircraft were knives
wi th bl ades four inches long or |onger and/or knives considered
illegal by local law as well as tear gas, mace and sinilar
chem cal s.

These gui del i nes, devel oped by FAA, were to be used by
screeners to nake a reasonabl e determ nation of what itens in the
possessi on of a person should be considered a deadly or dangerous
weapon. The FAA in inplenenting it told the air carriers that
common sense should prevail. Hence the standards that
constituted a deadly or dangerous weapon were sonewhat vague.

O her than for guns, |arge knives, explosives and incendiaries,
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determ ni ng what was al |l owable was up to the conmon sense of the
carriers and their screening contractors.

To wite out what commobn sense neant to them the air
carriers devel oped, through their trade associations, a
checkpoi nt operations guide. This docunent was approved by the
FAA. The edition of the guide in place on Septenber 11th, 2001,
for exanple, classified box cutters as restricted itens which
were those that were not to be permtted in the passenger cabin
of an aircraft. |In those cases, the checkpoint supervisor was
required to be notified if a box cutter as an itemin that
category was encountered by a screener.

Passengers woul d be given the option of having the box
cutter or simlar itens transported as checked baggage. Mace,
pepper spray and tear gas were categorized in the operations
gui de as hazardous naterials and passengers were not allowed to
take itens in this category onto an airplane wthout the express
perm ssion of the airline. On the other hand, pocket utility
kni ves which were defined as those with |l ess than a 4-inch bl ade
were expressly allowed onto the aircraft.

The checkpoi nt operations guide provided no further guidance
on how to distinguish between box cutters and pocket utility
knives. One of the checkpoint supervisors working at Logan
I nternational Airport on Septenber 11th, 2001 recalled that it
was her understanding as of that day that while box cutters were
not permtted to pass through the checkpoint w thout the renoval
of the blade, any knife with a blade of |ess than four inches was
permtted to pass through security.

In practice, we believe the FAA s approach of adnoni shing
air carriers to use conmon sense about what itens should not be
all owed on an aircraft or also approving the air carriers
checkpoi nt operation guidelines that define the industry's comon
sense, in practice, created an environnent where both parties
coul d deny responsibility for making choices that were in the
tenor of the tines likely to be hard and nost |ikely unpopul ar.

What happened at the checkpoints on 9/11 under these
guidelines? O the checkpoints used to screen the passengers on
Flights 11, 77, 93 and 175 on Septenber 11th, only Washi ngton
Dull es International Airport had videotaping equi pment in place.
Therefore, the nost specific informati on that exists about the
processing of the 9/11 hijackers is infornmation about Anerican
Airlines Flight 77, which crashed into the Pentagon. The staff
has revi ewed those videotapes as well as testing results for al
of the checkpoints in question and have revi ewed scores of
interviews with checkpoint screeners and supervi sors who m ght
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have processed the 9/11 hijackers on that day and revi ewed FAA
and FBI evaluations of all available information about the 9/11
screening. From what we have seen to date, there is no reason to
believe that the screening on 9/11 was fundanentally different at
any of the relevant airports.

We turn again to the perspective of the eneny. The plan
required all of the hijackers to successfully board the besi eged
aircraft -- I'msorry, the assigned aircraft. |If several of
their nunber failed to board, their operational plan would fall
apart or their operational security mght be breached. To have
this kind of confidence that had they devel oped a plan they felt
woul d wor k anywhere they were screened regardless of the quality
of the individual screener. W believe they devel oped such a pl an
and practiced in the nonths before the attacks, including in test
flights to be sure their tactics would work. In other words, we
bel i eve the hijackers did not count on a sloppy screener. Al 19
hi jackers were able to pass successfully through checkpoi nt
screening to board their flights. They were 19 for 19, 100
percent. They counted on beating a weak system

Turning to the specifics of Flight 77 checkpoint screening,
at 7:18 a.m Eastern Daylight Tinme on the norning of Septenber
11t h, 2001, Majed Moged and Khalid al M hdhar entered one of the
security screening checkpoints at Dulles International Airport.
They placed their carry-on bags on the X-ray machine belt and
proceeded through the first magnetoneter. Both set off the alarm
and were subsequently directed to a second nmagnet onet er at
Dulles. Wiile al Mhdhar did not alarmthe second rmagnet onet er
and was permtted through the checkpoint, Mdqged failed once nore
and was then subjected to a personal screening with a netal
detecti on hand wand. He passed this inspection and then was
permtted to pass through the checkpoint.

At 7:35 a.m that norning, Hani Hanjour, believed to be the
pil ot of the 727, placed two carry-on bags on the Xray belt at
t he checkpoi nt and proceeded w thout al arm through the
magnet oneter. He picked up his carry-on bags and passed through
the checkpoint. One mnute |ater, Nawaf and Sal em al Hazm
entered the same checkpoint. Salemal Hazm successfully cleared
t he magnetoneter and was permtted through the checkpoint. Nawaf
al Hazm set off the alarnms for both the first and second
magnet oneters and he then al so was hand- wanded before being
passed. In addition, his shoulder strap carry-on bag was sw ped
by an expl osive trace detector and then passed and he too was
admtted through the checkpoint.

Qur best working hypothesis is that a nunber of the
hi jackers were carrying -- permssible under the regulations in
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pl ace at the time -- permssible utility knives or pocket knives.
One exanple of such a utility knife is displayed by M. Brinkl ey
here, this so-called Leatherman item W know that at |east two
knives |like this were actually purchased by the hijackers and
have not been found in the belongings the hijackers |eft behind.
We are passing this around now. Please be careful, the blade is
open. It locks into position. It is very sharp.

According to the guidelines as we understand themt hat
existed on 9/11, if such a knife were discovered in the
possessi on of an individual who alarned either the wal k through
netal detector or the hand wand, the item would be returned to
the owner and permitted to be carried on the aircraft. Once the
hi jackers were able to get through the checkpoints and board the
pl ane, the last layer of defense was on board security. That
| ayer was conprised of two main elenents on 9/11, the presence of
| aw enforcenment on the flights and the so called Conmon Strategy
for responding to in-flight security energencies, including
hi j acki ng, which had been devised by the FAA in consultation with
i ndustry and | aw enforcenent officials.

However, on the day of Septenber 11th, 2001, after the
hi j ackers boarded, they faced no remaining significant security
obstacl es. The Federal Air Marshal program was al nost
exclusively directed as of that date to international flights.
Cockpit doors were not hardened and gai ning access to the cockpit
was not a particularly difficult challenge. Flight crews were
trained not to attenpt to thwart or fight the hijackers. The
object was to get the plane to land safely. Crews were trained
in fact to dissuade passengers fromtaking precipitous or heroic

actions against hijackers. W'Il|l have nore to say about the
Common Strategy in the staff statenent that will cone |ater
t oday.

Philip.

MR ZELIKON I n conclusion, fromall of the evidence the
staff has reviewed to date, we have cone to the conclusion that,
on Septenber 11, 2001, woul d-be hijackers of donmestic flights of
U.S. civil aviation faced these chall enges: avoiding prior notice
by the U S. intelligence and | aw enforcenent comunities;
carrying itenms that could be used as weapons that were either
perm ssible or not detectable by the screening systens in place;
and under st andi ng and taki ng advantage of the in-flight hijacking
protocol of the Comon Strategy.

A review of publicly available literature and/or the use of

test runs would Iikely have i nproved the odds of achieving those
tasks. The no fly list offered an opportunity to stop the
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hi j ackers, but the FAA had not been provided any of their nanes,
even though two of themwere already watchlisted in TIPOFF. The
pre-screeni ng process was effectively irrelevant to them The
on-board security efforts |like the Federal Air Marshal program
had eroded to the vani shing point.

So the hijackers really had to beat just one |ayer of
security, the security checkpoint process. Plotters who were
determ ned, highly notivated individuals, who escaped notice on
no-fly lists, who studied publicly available vulnerabilities of
the aviation security system who used itens wwth a netal content
| ess than a handgun and nost |ikely perm ssible, and who knew how
to exploit training received by aircraft personnel to be non-
confrontational were |ikely to be successful in hijacking a
domestic U. S aircraft.

MR. KEAN. Thank you very rmnuch

|"d now |i ke our first panel please to take their seats.
For our first panel, our first witness will be Ms. Jane Garvey.
Ms. Garvey was admi nistrator of the Federal Aviation
Adm ni stration on Septenber 11th, 2001. She first assuned t hat
post in 1997. M. Garvey previously testified before this
commi ssion |last May and we certainly appreciate the fact she has
come back to join us again.

Following Ms. Garvey will be Rear Admral Cathal "Irish"
Flynn. Admiral Flynn served as head of the FAA Security Division
from 1993 through the end of 2000. Hi s successor in that
position, Lieutenant M ke Canavan also testified at our May 2003
hearings. Welcome to Admiral Flynn.

Finally, we'll hear fromthe fornmer head of FAA's
Intelligence Division, Caudio Manno. M. Manno was in that
capacity on 9/11 and he currently has a simlar role at the
Transportation Security Admi nistration where he is deputy to the
associ ate adm nistrator for Intelligence. Thank you, M. Manno,
for taking tinme away fromyour inportant current duties to be
wi th us today.

Wul d you pl ease stand and rai se your right hand? Do you
swear or affirmto tell the truth, the whole truth and nothing
but the truth? Thank you very much.

(Wtnesses sworn.)

Ms. Garvey.
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M5. JANE F. GARVEY: Thank you, M. Chairman and nenbers of
t he Commi ssi on.

Good norning. | have submitted to the Comm ssion for
inclusion in the record a witten testinony suppl ementing ny
previ ous testinony on May 22nd, 2003. | hope ny participation

here will contribute to the recomendati on which, in the
Chairman's words, will assist the Conm ssion in doing everything
it can to nake the Anerican people safer. Before | begin,

woul d I'i ke to acknow edge the many families and the friends of

t hose who were killed or injured on Septenber 11th. Their
suffering is uni magi nabl e and perhaps nore than any other single
group of Anericans, they have a vested interest in the Conmm ssion
acconplishing its mandate.

Let nme address one area that has been the subject of both
prior questioning and testinony by several w tnesses,
specifically the pre-Septenber 11th rel ationship anong the
airlines, the airports and the Federal Aviation Adm nistration.
In 2001, it was these three entities that, by statute, shared
responsibility for civil aviation security in the United States.
Air carriers had primary responsibility for screeni ng passengers
and baggage and for applying security neasures to everything that
went into their planes. Airports were responsible for
mai ntai ni ng a secure ground environnent and providing |ocal |aw
enforcenment support. Governnent's role, the FAA's role, was
regul atory.

Wthin the regulatory framework established by Congress, the
FAA set security standards for 424 airports, for United States
airlines worldwi de, and for foreign air carriers flying to the
United States from approximately 250 foreign airports. This
division of responsibility anong the airports, the airlines and
the FAA was, in large neasure, a reflection of the fact that the
airports owned the I and and were best able to provide |ocal |aw
enforcenent. The airlines operated the aircraft and were in the
best position to nanage passenger and cargo, and governnent had
the regulatory authority.

The priorities of the FAA were safety, security and the
capacity of the air traffic control system Specific targets,
specific objectives were established in each area and progress
towards those objectives was nonitored continually. G ven the
dynam c nature of the aviation system those objectives were al so
subj ect to ongoing eval uation and nodification.

In the nonths precedi ng Septenber 11th, while greater public

attention was focused on avi ati on del ays and the passenger bil
of rights, internally the agency was very nmuch focused on safety
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and security. On Septenber 10th, 2001, aviation security in this
country was on a peacetine footing. The FAA had worked hard to
make changes in the aviation security baseline, changes supported
by specific credible threat information and analysis. The Ofice
of GCivil Aviation Security, based on information received from
the intelligence communities, had the primary responsibility of
assessing the threat to civil aviation.

As this work was underway, daily evaluation of the system
and assessnent of incoming intelligence information |ed the FAA
to issue security directives and information circulars to address
devel opnents and threats. Prior to Septenber 11th, 2001, we had
a security system based on certain assunptions. These included
the fact that politically notivated hijackers would rel ease
passengers after landing at a safe haven, and that together wth
such hijacki ngs, explosives presented the greatest threat to the
system The events of Septenber 11th certainly chall enged those
assunptions. A system which had proven effective for the
precedi ng 10 years could no | onger be relied upon.

In the sumer of 2001, while there was a grow ng concern
regarding a donestic threat, the FAA did not have any credi ble or
any specific information which indicated the type of attack we
saw on Septenber 11th was pl anned or even possible within the
United States. The greater concern regarding a threat was
i nternationally.

Adm ral Loy, deputy secretary of Honeland Security, in his
testinmony will describe a broad range of activities in which the
Transportation Security Adm nistration is engaged. It's building
on many of the conponents of the aviation security system
established by the FAA: CAPPS, the |ayered approach to security,
intelligence assessnents, testing, research and devel opnent, but
per haps nost inportantly, redirecting themto a changed threat.

The world has changed in its entirety since Septenber 11th.
W are a nation at war, a war which has crossed our borders and
entered our cities. Anericans have | ong known that eterna
vigilance is the price of liberty. Now we know that in the age
of uncertainty, it is the price of nobility.

Thank you, and |I'd be happy to answer any of your questions,
M . Chai r man.

MR. KEAN: Thank you very nuch.

M. Flynn.
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MR. CATHAL L. "IRISH" FLYNN. M. Chairman, nenbers of the
Comm ssion, | -- and the staff -- have had a long interview, and
| have submtted a witten statenent. | don't have a verba
statenent to nmake now, but if you don't mnd, there are three or
four items in the statenent that | just heard fromthe staff that
| think mght be worthwhile for ne to coment on.

The paragraph that said before, Septenber 11th, 2001, the
avi ati on system had been enjoying a period of relative peace.
That isn't quite so. W'd had a very serious threat against
aviation in the Pacific. W had nunerous indications of -- and
actual hard intelligence to which we reacted and i nposed
addi ti onal neasures at stations overseas -- with regard to
several vectors of attack. And, of course, even though TWA 800
turned out not to be a bonb, it was a -- there was a consi derabl e
period where that was a maj or concern.

So to the extent that that paragraph m ght indicate that we
had been lulled into any sense of conplacency, that is certainly
not the case for FAA and FAA security. Then the paragraph at the
end said that -- at the end of the first page tal ks about our
efforts to conplete a five-year process to bring in arule for --
it was actually the rule to certify screening conpanies. And it
does give the inpression that that rul e-nmaking was the only thing
that we were doing, and that's far fromthe case. Rul e-making
was inportant but it's far fromthe only thing that we were
doi ng.

Wth regard to rings and layers, | think it's a mstake to
| ook upon the set of rings that begin at the airport as being the
only rings that apply to protecting the aircraft and all who fly
on them and indeed to protecting people in the airport. It is
i nportant that there be interaction between those rings and the
further outer rings or layers of our national security system
And one of the itens of that froma strategic sense is to nmake
t he defense of any of our installations, and in the case of civil
aviation to nmake the aircraft and the people -- to have defenses
there that will require the attackers to do extraordinary things
that would then conme to the attention of the intelligence and | aw
enforcenent authority in the outer |ayers.

Then there's a further statenent that we were reactive.

Well, we haven't had a bonb in cargo and we haven't had an attack
by surface-to-air mssiles, and we have neasures with regard to
cargo and a programwith regard to cargo and we're working -- and
indeed in the case of a specific threat overseas, work with the
airlines and the nations concerned and with the National Security
Council staff in order to put in and devel op a range of things
that we would do in certain circunstances. | hasten to say that
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a lot of those circunstances would have -- circunstance woul d
have required cancellation of the flights. But it isn't that we
had to wait for sonething to happen -- and indeed there are nore
difficult things to deal wth to which we are paying attention,
for exanple, the introduction of nerve agent gas onto an
aircraft.

Wth regard to CAPPS, | hope that there will be questions
about it because its role -- | think I would Iike to say sone
t hi ngs about its function.

Thank you.
MR. KEAN: M. Manno.

MR. CLAUDI O MANNG:  Chai rman Kean, Vice Chairman Ham | ton
and comm ssion nenbers, | appreciate the opportunity to
participate in your inquiry into the facts and circunstances
surroundi ng the Septenber 11th, 2001 terrorist attacks against
the United States. M witten statenment addresses the questions
posed in your letter of invitation and | would respectfully
request that it be entered into the record. This nmorning | wll
summari ze sone of the key points about how the FAA Ofice of
Intelligence received, assessed and disseninated intelligence
prior to the fall of 2001 and al so highlight sone of the process
I nprovenents.

Bef or e begi nning, however, | would |like to express ny
deepest synpathies to the famlies, friends and co-workers of
t hose who perished on Septenber 11th, 2001. As a tribute to
them a weath hangs on the door of our intelligence watch as a
silent rem nder of the inportance of our mssion in keeping the
nation's transportation infrastructure and its travelers secure.

On Septenber 11th, 2001, | was a director of the Ofice of
Intelligence, which was part of the G vil Aviation Security
Organi zation of the FAA. The office was tasked with
identification, analysis and dissem nation of intelligence
i nformation focusing on terrorismand other threats to U S. civil
avi ation. Although the nmagnitude of the events of Septenber
11t h, 2001 had not previously been seen, FAA s 24-hour
intelligence watch had managed nultiple crises prior to the
tragi c suicide hijackings. The expertise of our analysts and a
wel | -established set of standard operating procedures enabl ed the
office to quickly realign and provi de extended round the clock
coverage of the incident and its aftermath. This cadre of
anal ysts, although small, worked feverishly to provide senior FAA
and DOT decision makers wth an i medi ate assessnent of the
events and possible additional near-termthreats.
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As a consuner of intelligence, FAAidentified its
information needs in detailed statenents of intelligence interest
to those agencies responsi ble for producing nost of the
intelligence on terrorism nanely CIA the Departnent of State,
FBI, NSA and the Defense Intelligence Agency. The newy created
Terrorist Threat Integration Center now plays a role in that
effort. FAA received a daily streamof threat reporting and
finished intelligence fromthese agencies and identified on
average 100 to 200 classified reports each day that nerited
cl oser review

To enhance access to relevant intelligence reporting, FAA
assigned liaison officers to CIA FBlI and State Departnent.
Their primary duties were to identify and pursue information
regardi ng actual or potential threats to civil aviation.
Cccasionally, they would review information that provided insight
about a terrorist threat or incident, but may not have been
di ssem nated to the FAA. In these cases, the |iaison officers
requested rel ease of the informati on and woul d educate the
agencies as to why such informati on was of inportance to the FAA
In sone cases, they were successful in getting release for FAA
In other situations, due to the sensitivity of sources and
nmet hods, the information was not approved for rel ease.

When anal ysts working in the 24-hour intelligence watch
identified current or future threats to aviation, a prelimnary
evaluation of its validity was made in coordination with the
originator and other relevant agencies. FAA intelligence
anal ysts examned the plausibility of the information based on
t heir expertise regarding the known intent and capability of the
al l eged hijackers, the nethod of attack, as well as a
characterization of the reliability of the source nade by the
agency supplying the information. The characterization of the
source is a significant factor as decision-makers depend on
t hreat assessnments based on credible information fromreliable
sour ces.

Once a report was identified as an actual or potenti al
threat, FAA anal ysts opened an intelligence case file, an ICF, to
isolate and follow up on the threat to its | ogical conclusion,
addi ng any new information to either validate or discount the
threat. And there were several hundred of these |ICFs that were
opened at any one tinme and that we were working on. FAA anal ysts
prepared threat assessnents based on anal yses of these reports
and coordi nated these assessnments with FBI and CIA to ensure
factual accuracy and anal ytic | ogic.
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Intelligence is only useful, however, if it reaches the
operators and policynmakers in an actionable format and tinely
manner. Prior to Septenber 11lth, 2001, FAA intelligence anal ysts
wor ked closely with specialists in the offices of civil aviation
security operations and aviation policy who view the intelligence
i nformati on against the vulnerability of the target in an attenpt
to establish the level of risk of a successful attack. These
of fices pronul gated security counterneasures to reduce the |eve
of risk as appropriate. This threat and risk assessnent process
was applied to both current and strategic threats and was used to
determ ne the |long-term baseline aviation security posture for a
region or a country.

Potential aviation threat information was comunicated to
t hose that needed it at the operational level primarily through
the preparation and i ssuance of information circulars which
alerted recipients to possible threats and security directives
which required air carriers and airports to inplenment specific
security measures to counter a threat. Regulated entities, such
as the air carriers and airports, received the notices directly
fromFAA while airport |aw enforcenent el ements had access to
them through the Airport Law Enforcenment Agencies Network. Wen
decl assification of information was not possible, the 24-hour
intelligence watch verbally alerted cleared aviation security
representatives to threats or events that were of a potential
i nterest through secure tel ephone calls.

Now t hat | have expl ai ned how t he FAA recei ved and processed
threat information prior to the events of 2001, | would like to
hi ghlight intelligence support that the FAA O fice of
Intelligence provided to the transportation industry stakehol ders
and ot her governnment agencies as it transitioned to TSA. Prior
to Septenber 11th, the FAA had published security directives that
required air carriers not to transport certain individuals that
were known or suspected threats to aviation security.
| medi ately follow ng Septenber 11th, the FAA began to adm nister
a watchlist for the FBI as part of the investigation of the
hi jackings. By the end of 2001, the FAA had assuned
responsibility for this watchlist which now includes individuals
known to pose, or suspected of posing, a threat to aviation or
national security. This mechani sm enables the notification of
| aw enforcenment and the application of defensive neasures.

W al so stood up a new division with anal ysts whose primary
duty was to provide support to the Federal Air Marshal Service.
Al so, the Aviation and Transportation Security Act of Novenber
2001 tasked TSA to receive, assess and distribute intelligence
information related to transportation security. Thus, the new
Transportation Security Intelligence Service becane responsible
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for assessing threats to all nodes of transportation: aviation,
maritime and | and, and now provi des threat warning products to
st akehol ders in all nodes of transportation.

As a result of the steps taken to inprove operations in the
aftermath of Septenber 11th, 2001 attacks, the TSIS, the
successor to the FAA's Ofice of Intelligence now enjoys
i ncreased access to intelligence and | aw enforcenent information
whi ch has undoubtedly had a positive inpact on the security of
U.S. transportation assets both in the honel and and abroad. More
information is being shared anong nore agencies than ever before
thus inproving situational awareness of potential threats to U S
transportation assets in the U S. and abroad.

| would Iike to provide briefly some additional granularity
on sone of the beneficial developnments and a word or two
regarding the areas that we are continuing to seek inprovenent.
Regarding intelligence fromthe FBI, prior to Septenber 11lth,
2001, FAA did not receive a daily flow of raw reports and
finished intelligence fromthe FBI. The Bureau did not consider
itself an intelligence production agency, perhaps because of the
statutory restrictions on the dissemnation of information it
collected in its investigative role.

Recently, however, the flow of reporting fromFBI has
significantly increased. The USA PATRI OT Act of 2001 anmended
previous | aws that had prevented the FBI from sharing grand jury
and Foreign Intelligence Surveillance Act information, FISA
information. The creation of the National Joint Terrorism Task
Force, the NJTTF, has al so expanded the flow of information from
the FBI. TSIS has assigned a full-time |iaison officer to the
NJTTF in recognition of the value of tapping into the information
reported up fromlocal JTFs throughout the country. TSIS s
NJTTF s representati ves al so provi de operational information that
supports FBI operations and investigations.

Regardi ng informati on sharing and coordi nati on anong
agencies, TSI S receives a copy of the daily matrix that
hi ghlights current critical threats to U S. interests. Agencies
al so nore frequently coordinate finished intelligence products
and CIA TTIC and FBI nore routinely solicit input and conment
from TSA on threat assessnents. To build on a new spirit of
sharing and coordination, TSIS has assigned |iaison officers to
TTIC and to NSA.

The consolidation of TSA, Custonms and Inmmgration within the
Depart ment of Homel and Security has also | ed to enhanced
i nformation sharing and coordination of not only intelligence but
operations as well. TSI'S has al so contributed to the stand-up
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of the TSC, which as you know, was created to provide information
on known or suspected terrorists fromvarious U S. government

dat abases to federal screening operations, border patrol and
state and local |aw enforcenent. Two TSIS intelligence anal ysts
provi de direct support to the TSC | eadership on matters regarding
the TSA Watchlist program

The intelligence and | aw enforcenent communities have al ways
provided TSA with reporting regarding specific threats and since
| ate 2001, there has been a sizeable increase in the volune of
intelligence reporting being dissemnated to TSA. Neverthel ess,
nore information about terrorist infrastructures both in the
United States and abroad would assist TSIS intelligence analysts
in forecasting potential threats in areas where U. S
transportation assets are |ocated or provide service. Such
information would allow TSIS to provide better situational
awar eness to TSA executives, field operators and i ndustry
st akehol ders.

Despite sonme remai ning obstacles, the intelligence and | aw
enforcenment communities have made great strides in information
sharing and coordination since the tragic events of Septenber

11t h, 2001. TSIS wll continue to review our analytic skill
sets and di ssem nation nechani sns, inproving them where possible
and will remain focused on providing TSA and DHS executi ves,

operators and industry stakeholders with an accurate assessnent
of current and future threats to the U S. infrastructure.

Chai rman Kean, Vice Chairman Ham |ton and nenbers of the
Comm ssion, | recognize the inportance of your task on behal f of
the American people and appreciate the opportunity to participate
in these proceedings. | would be happy to address any questions
that you may have for ne.

Thank you.
MR. KEAN:. Thank you very nuch, sir.

As we start the questioning, |I mght rem nd peopl e that
yesterday and today we are | ooking at the systenis
vul nerabilities as they existed on 9/11. W are not talking
about present vulnerabilities. W' ve got to conmunicate our
vi ews about those vulnerabilities perhaps in our public report or
certainly through the appropriate channels.

The questioning will be |lead by Senator Gorton.

MR. SLADE GORTON: First, for Ms. Garvey and for M. Manno,
know ng that you're fully aware of your oath, our first question
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is, to your know edge, did the FAA possess any information
regarding a terrorist plot to hijack aircraft and to use them as
weapons and targets in the United States, or any other plot that
resenbl ed such an operation prior to 9/11?

M5. GARVEY: Conmi ssioner, in nmy know edge, from ny
perspective, we had no know edge of that.

MR, GORTON: M. Manno?

MR. MANNO No specific knowl edge. Certainly not in the way
that the events were carried out on 9/11.

MR, GORTON. Ms. Garvey, as you know, we had a |ong
rel ationship between 1997 and the year 2000 when |I was chairman
of the Senate Subconmittee on Aviation and you headed the FAA
There were a significant nunber of hearings during that period of
time. Whuld you characterize those hearings as primarily related
to conpetitive issues to airport capacity, you know, slots and
l anding slots and rights and the like to aircraft safety fromthe
poi nt of view of the rules that you adopted with respect to
aircraft safety, and to the extent that they dealt with security
exclusively or al nost exclusively on the subject of explosives on
aircraft?

M5. GARVEY: Commissioner, | think that's a fair
characterization. | would add one caveat, and that is the
econom c issues really was the donmain of the Departnent of
Transportation. But certainly capacity, explosives, safety
i ssues, those were FAA and certainly had a nunmber of hearings.

MR. GORTON: Demands for a passengers' bill of rights, for
exanpl e.

MS. GARVEY: That's correct. That, of course, would have
been nore DOT as wel |.

MR. GORTON: And those subjects were also the primary
subj ects of the Gore Comm ssion, whose recomendati ons set many
of the boundaries for concerns during the years at |east that |
was there, up until the year 2000. 1Is that not correct?

M5. GARVEY: | would agree with that assessnent,
Commi ssi oner, yes.

MR, GORTON: Is it fair to say with respect to security

issues as well as to -- security issues. Is it fair to say that
there were nore pressures on the Federal Aviation Adm nistration
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to relax security nmeasures during that period than there were to
st rengt hen t henf

M5. GARVEY: |I'mnot sure | would fully characterize it that
way. |If you're asking ne, was | aware that industry or others,
for exanple, had concerns about some of the security neasures,
absolutely. W certainly --

MR. GORTON. That's exactly nmy question.

M5. GARVEY: W certainly heard it through the rul e-mking
process. W certainly heard it in public neetings that were
hel d. You know, | do want to go back, though, to a point | nade
in ny opening statenent, and that is while the public and
certainly Congress as well was very focused on the capacity
i ssues, which were very real at the tine in 2000 and 2001, we
still had a security office with very experienced, very well -
trai ned professionals who were focused on those issues as well.

MR. GORTON: But outside pressures on you and your office
were primarily focused on those other subjects, were they not?

MS. GARVEY: That is correct, Comm ssioner.

MR. GORTON: One exanple of these security matters, you saw
the knife that was circul ated during the course of your
testi mony, which now at |least we all can draw a breath at how
lethal it was. Can you say why it was that a knife of that size
and potency was universally considered to be sonething which
could regularly be carried onto aircraft? Ws there a great dea
of pressure, for exanple, that anyone should be able to take a
Swiss Arny knife with himor with her on an aircraft? Wre any
of the rules -- were any of the suggestions in this five-year
rul e- maki ng that had not been conpleted directed at weapons of
t hat nature?

M5. GARVEY: | don't renenber that discussion when | was the
adm nistrator. | can give you a little bit of perspective, at
| east frommny perspective. As you indicated, that policy was in
place on 9/11. It was a policy that had been in place, that is
prohi biting knives larger than 4 inches. It is a policy that
it's ny understandi ng had been in ny place since the 1970s.

But, again, if you go back to 9/11 and you think about the

at nosphere in an airport, there were -- knives were very
commonpl ace. Knives were used as part of the neal service in the
airlines. |If you were to stop at a security -- or a souvenir

shop, even beyond the secure area, it is possible that you coul d
purchase, say, a pocketknife and so forth. And fromthe security
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intelligence experts, fromthe | aw enforcenent people, the
greater threats -- as has been indicated even by the staff
report, the greater threats were fromlarger, nore | ethal weapons
and from expl osi ves.

Clearly with the benefit of hindsight, as you pointed out,
we have a different view. | do think it is inportant to rem nd
ourselves, as the staff statenment rem nded us, that we are and
were dealing with an incredibly intelligent, well-trained,
disciplined terrorists who may have used any ot her nunber of
comon household itens as a | ethal weapon as well.

MR, GORTON: And who just flat out beat us.
M5. GARVEY: That's right, Conm ssioner.

MR. GORTON: At our May hearing, you testified, and |I quote,
that, "Perhaps the greatest | esson of Septenber 11th is that the
terrorist threat is just as real here at honme as it is for our
enbassies in East Africa, a Naval destroyer in Yenen or the
Marine barracks in Beirut," end quote. At least in retrospect,
shoul d not that have been the | esson of the 1993 Wrld Trade
Center bonbi ng?

M5. GARVEY: You know, | think with the clarity of hindsight
you can | ook at a nunber of those facts and cone to those
conclusions. And again, | do want to go back to a point that has
been nade earlier. There was a growi ng donestic concern and |
think that was reflected in sone of the intelligence circulars,
some of the SDs that the FAA issued. So there was a grow ng
concern. But | think the greatest thrust, the greater concern
was still international. Should we have | earned nore fromthe
Wrld Trade Center? Boy, again, | think with the clarity of
hi ndsi ght there, there are certainly questions there.

MR. GORTON: Wth respect to intelligence, and M. Manno can

coment on this question as well, explain to us howit was that
you had a no-fly directive that applied to only 20 or so people,
while there was a terrorist -- a TIPOFF |ist that included

hundreds or thousands of people? Wre you, Ms. Garvey, aware
that there was such a TIPOFF |ist?

M. Manno, did your section have that list available to it?
Did it even know that it existed? And if you did know that it
existed and had it available, why weren't those nanmes on a no-fly
[ist?

MR MANNO | think I can answer that by explaining the way
that the process worked. As | indicated earlier, the way that we
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received intelligence or information fromthe intelligence
comunity was by identifying our statenent of intelligence needs.
Based on that, the intelligence community provided us information
that was relevant to aviation security. So based on the
informati on we received, our analysts reviewed it and in the case
where there was specific and credible information that people
were actually targeting, making plans to target civil aviation,

if we had identifying data, they were put on a security directive
which directed the air carriers not to transport these people.

MR, GORTON: Al right, but neither of you have answered ny
question. You know, let's break it down and ask it again. Wre
either of you aware of the existence of the TIPOFF roster?

MR. MANNG  Yes.
MR GORTON: Were you, Ms. @Grvey?

M5. GARVEY: | may have been aware. | can't tell you with
certainty that | was aware pre-9/11 that the list --

MR, GORTON: VWll, were the nanes on that list then
avai l able to you and not requested? O available to you and
di scarded as not inportant?

MS. GARVEY: Comm ssioner, if | could -- I'Il give you ny
perspective and then turn it over to M. Manno. But from ny
perspective, the nanes that | saw, and we'd see themin the
security directive, they would be included in the security
directive. Fromny perspective, those nanes were the nanes that
the intelligence community believed had sonme inplication with
aviation. So, for exanple, while other intelligence agencies nay
have had ot her nanmes, those nanes pre-9/11 if they did not have a
specific aviation --

MR, GORTON: | -- you know, | fully understand that, but ny
question still is were those nanes not supplied to you, and |
guess this is for M. Manno, or were they supplied to you and
di scarded as not having a relationship with aircraft?

MR, MANNO TI POFF at that tine included about 61, 000
nanmes. W had access to TIPOFF, but the way that it worked is if
you had a nanme, you had to have a nane, you could then go agai nst
TI POFF and do a search and it would provide you information. But
the way that the systemworked at the tine, unless we received
the intelligence reporting that identified to us nanes of
interest and then to go into TIPOFF and search against that, it
was not -- it was sinply not used that way. So TIPOFF was there,
Tl POFF was avail abl e, TIPOFF was 61, 000 nanes that included
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information not only of, you know, terrorists involved in al
sorts of things and others --

VMR, LEHVAN: It was perfectly all right to have themfly
because they were terrorists in other things, there was no reason
to put themon your watchlist, right? | mean, | don't understand

the logic of this.

MR, MANNO Wll, the way that the process worked with the
security directive is nanes were identified to an airline who
t hen bunped those up against their reservation list to determ ne
i f sonebody was actually going to fly.

MR, GORTON: Yeah, that's right, but you only had 20 nanes
that fell into that category and there were thousands of nanmes on
a TIPOFF list, all of whom were suspected terrorists. And so
gat her the decision at some place or another was that a suspected
terrorist who had not specifically been linked to aircraft was
okay to fly?

MR.  MANNC The nanes -- including the 20 nanes were nanes
that were specifically identified to us in intelligence
reporting. The process was for the intelligence reporting to

indicate to us those that we ought to be concerned about.

MR GORTON: And you made no further inquiry beyond that?
You didn't ask for a list of suspected terrorists?

MR, MANNO You nean through TI POFF?
MR, GORTON: Yes.

MR, MANNO: No, we did not go to the State Departnent and
ask themto give us all 61,000 nanes so that they could be put on
the watchlist. For one thing, the airlines would not have been
able to handle such a list.

VR, GORTON: Well, they weren't given the opportunity, were
t hey?

MR, MANNO Well, we know that today, sir, because today we
are managing a simlar list which is of about 3,500 names which
requires the carriers to check against a reservation system and
they're struggling just even with those.

MR. JOHN F. LEHVAN: But they sure had no trouble handling

their frequent flyer lists -- | mean that's ridicul ous. Your
whol e testinony is -- it tal ks about process. You described to
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us -- it sounded |like an indoctrination course for your new
enpl oyees describing the process. Wat about common sense?

Didn't anybody ever -- did you ever step back and say, now
| ook, nmy job is not to wait until the intelligence comunity
gives ne finished product, but to look at this and say, does it
pass the commonsense test? Does it pass the combnsense test to
| et young Arabs on with four-inch blades? D dn't any of you --
| eadership is about not taking the process which you hide behind,
but about saying this is not sufficient. O course they can
handl e t housands of questionable people. O course a young Arab
shoul d not be allowed on airplanes with four-inch bl ades, yet
none of you applied conmon sense.

MR, GORTON: Secretary Lehman just said that's right, you
know. Every tine | fly, every time | make a reservation | get a
frequent flyer credit. The airline has no difficulty in doing
that for me, to check nmy nane against its list every tine. |
can't see howit has a problemwth 3,000 or 60,000 suspected
terrorists. But let's |eave -- you know, you answered ny first
guestion | think accurately, that as of 9/11 you did not
antici pate or expect, you did not imagine the kind of hijacking
that actually took place with suicide and the killing of many
people in mnd. Let's accept that.

But certainly with respect to all of the hijackings that
have ever taken place before, you were anticipating and were
wor ki ng agai nst the kind of hijacking that went to Havana or that
asked for the release of prisoners and, you know, or the I|ike.
And yet you never, either of you and | guess this would apply to
Admiral Flynn as well, decided to have an expanded no-fly |ist of
suspected terrorists, is that correct?

MR, MANNO The list at that time was based on specific and
credi ble information that we had.

MR, GORTON: O her two? Any answer beyond that?

MR, FLYNN: | regret to say that I was unaware of the
TIPOFF list and was unaware of it until yesterday.

MR, GORTON: Now, one other thing. Are you saying you, who
are current today, that there are only 3,500 people on a no-fly
list today?

MVR.  MANNO. There's actually two lists. A selectee and a
no-fly list, and actually the nunber is greater than that.
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MR, GORTON: What is the relationship between the FAA at
the present tinme and the TIPOFF progranf

VR.  MANNO. The -- well, as you know Tl POFF has now been
rolled into the TSC process --

MR. GORTON: Ckay, and?

MR.  MANNO. So the way that the systemworks is that we
obtain information fromthat |ist and people are put on the no-
fly list based again on indications that they pose a threat to
avi ati on.

MR, GORTON: But nerely being a suspected terrorist doesn't
get you on that list?

MR. MANNC Par don, sir?

VR, GORTON: Merely being a suspected terrorist doesn't get
you on that no-fly list?

VR, MANNO It can, it depends what group you're associ ated
with and what other information there is.

MR. GORTON: Ww, | find that to be an incredi bl e answer.

MR.  MANNO As an exanple, there is a lot of information
that came out of the war on Afghani stan when the canps were
di scovered there, lists and things like that and t hose nanes,
because of their ties to al Qaeda, are put on our no-fly list.

MR, GORTON: Well, | must say | would strongly suggest that
when the intelligence agencies of the United States have a nane
that they expect or suspect to be a terrorist, that that nane
ought to be on the no-fly list. And I think, in nmy view at
| east, that's a no-brainer.

Back to you, Ms. Garvey. Does the FAA or did the FAA have
any kind of supervision over flight training schools? Qoviously
to license a pilot requires a certain degree of education, but is
there any nonitoring of the schools at which young nen and wonen
receive that flight training?

M5. GARVEY: Commi ssioner, for the flight schools there are
standards and requirenents that a flight school would have to
attain in order to get an FAA certificate, and depending on the
| evel of training they are providing, those certificates would
vary.
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MR, GORTON: But that certificate just goes to the school?
That just says you do a conpetent job.

M5. GARVEY: That's exactly right, Comm ssioner, that's
exactly right.

MR, GORTON: But there's no connection -- the school
doesn't have to report the nanes of the people who are taking the
training or the degree of training that they've received to you
to check agai nst any kind of |icense application?

M5. GARVEY: Pre-9/11 there was no vetting of the
i ndi vi dual students who signed up in the schools.

MR GORTON: Is there now?

V5. GARVEY: Yes there is, Conm ssioner. Post-9/11 there -
- and as part of a legislation even before that as an energency
action, there is vetting of the student and an actual
verification that the school nust receive and submt to the FAA
fromthe country, fromthe student's country.

MR, GORTON: Ms. CGarvey, as the adm nistrator, how nuch of
your tinme did you spend on security matters? How often were you
briefed, for exanple, by people Iike the Admiral or M. Manno?
How di d you get performance ratings of civil aviation security
policies through the airlines and the airports and the |ike?

What share of your tinme did it take and what was your function in
connection with it?

M5. GARVEY: Let me divide it, if | could, Conm ssioner
into two parts. One is howdid | receive the sort of security
i nformati on, and nunber two is how did we nonitor sort of the day
to day progress being made by security and I'Il start with the
second part. Security, like safety and efficiency, was
responsi bl e for establishing goals and objectives, and in this
case it centered very nmuch as has been indicated around sone of
t he rul e- maki ng, sone of the expl osive detection nmachi nes and so
forth. That nonitoring and oversight of that really occurred as
part of managenent board neetings that were held on Monday and
Fri day.

As to the security information, howdid | receive it and so
forth? As M. Manno indicated, there were on any given day there
could be as high as 200 intelligence faxes received by the

Intelligence Ofice. | would certainly not receive every one of
t hose but anything that the Intelligence Ofice deenmed inportant
woul d conme up to ny office. |If there was a particul ar urgency

around an issue or sonething that the associate adm ni strator was

31



particularly concerned about that | would receive that briefing
in person, or if I was not in the office at the time |I would
receive it perhaps later in the day by the -- from perhaps the
deputy secretary. So | would receive security briefings either
through a witten docunent that would conme directly to ny office
or through an oral direct briefing fromthe associate

adm ni strator.

MR, GORTON: The staff reported on the checkpoi nt
operations gui de that was devel oped by the air carriers and
approved by you as the head of the FAA. To your know edge was
there any airline that ever was restless or objected that that
operations guide was too | ax and wanted or inposed itself a nore
stringent regulations on inconmng -- on passengers?

M5. GARVEY: "' mnot aware of that, Comm ssioner

MR, GORTON: Finally, | think it's sonmeone else's turn
here, but the 9/11 famlies submtted what | consider to be a
very inportant question to us to which I'd |like your answer. How
is it that when you went through your various proceedi ngs dealing
with violations of federal |law on the part of airlines and
i nposed fines that in fact, on average, the fines were reduced to
10 cents on the dollar? Wy is it that when you go through an
entire systemand say a fine ought to be so many thousands of
dollars that that just isn't the end of it?

M5. GARVEY: Vell, if | could, Conmm ssioner, |I'Il answer
and certainly if other panel nmenbers want to contribute to this.
First of all, 1'd Iike to check the nunber. 1'd heard that
before and |I've not had an opportunity -- |I'mnot sure that
nunber is correct. But 1'd like to check it and | can certainly
tell you that fromthe FAA s perspective, from ny perspective,
the civil penalties that we inposed were not as effective as we
wanted themto be. W went back repeatedly to get those fines
rai sed and they were raised increnentally.

| think we were far nore effective when it was |evied
agai nst individuals then when it was | evied agai nst a conpany.
Frankly, | think sonmetinmes we found the best way to -- or sort of
the best -- the nore effective way was to publicize that and we
did that. But there's also the due process. The inspector or
t he special agent who first brings the action forward submts
that and there is also, of course, the due process where the
| awers from-- for either the individual or the |awers for the
airline goes through the process with the FAA and a determ nation
is made. | don't knowif its 10 cents on the dollar. It was
never as high as we |iked.
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MR, GORTON: Well, that's a |lot of due process to go to 10
cents on a dollar, and I guess we would appreciate it if you have
the ability to do so, since you question whether or not that
figure is accurate, to the extent of your ability to answer that
guestion nore precisely in witing later, we would very mnuch
appreciate it. | think | do have sone nore questions, but the
red |light has been on for sone tine and it's Congressnman Roener's
turn in this connection.

MR. KEAN: kay, we'll cone back to you
Congr essman Roener ?
MR, TI MOTHY J. ROEMER: Thank you, M. Chairnan

| want to thank the panel and thank Senator Gorton for
starting a very thorough round, a very fair round of questions.
| want to start with just the larger policy question and the
security systemthat we had in place on Septenber 11, 2001. It
just seens to me froma comopn sense point of view that in
nmedi ci ne, when a doctor | ooks at a patient, they just don't | ook
at one disease. |If there's a |ow probability but high
consequence possibility for that patient, we're going to | ook at
a host of different scenari os.

The mlitary does the sane thing. There may be a | ow
probability but a high consequence attack. W get ready for it.
Sports, the Superbowl com ng up, there may be a | ow probability
that the first play's going to be the bonb down the field, but
there's a defense set up for it. |In our aviation security
system |eading up to and on Septenber 11, 2001, it seens to ne
there's only one systemin place, even though the clues and the
threats are flowng in through this entire decade. Let ne
briefly bring up some of the overall policy clues and objectives.

In January '95 a Philippine National Police raid turns up
materials in Manila where there is a proposed plot, anong other
things, to possibly crash an airplane into Cl A headquarters. 1In
1998, August, the intelligence community obtains information that
a group of unidentified Arabs plans to fly an expl osive | aden
pl ane into a foreign country -- froma foreign country into the
Wrld Trade Center. Septenber 1998 the intelligence community
obtains information that Usana bin Laden's next operation could
involve flying aircraft | oaded with explosives into a U S
airport.

Novenber '98 the intelligence community obtains infornmation

that a Turkish Islamc extrem st group has planned a suicide
attack, in part involving a plane and crashing that wth
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expl osives into Ataturk's tonmb. The list, March 1999, August
2001, goes on. Wth respect to what we're doing here at hone to
protect our passengers and our planes, here's the information
that we have at the FAA. Here's the internal docunent, devel oped
in the summer of 2000, delivered in 2001 prior to 9/11 and here's
a quote fromthis docunent that's warning about terrorist

hi j acki ngs.

"A donestic hijacking would likely result in a greater
nunber of American hostages but woul d be operationally nore
difficult to acconplish. W don't rule it out.” And it
continues, "If, however, the intent of the hijackers is not to
exchange hostages for prisoners but to comrit suicide in a
spect acul ar expl osion, a donestic hijacking woul d probably be
preferable,” unquote. Directly to the point of 9/11.

And then finally published in July 17, 2001, the Federal
Regi ster, quote, "Terrorismcan occur anytinme, anywhere in the
United States. Menbers of foreign terrorist groups,
representatives fromstate sponsors of terrorismand radica
fundanmental i st el enents fromnmany nations are present in the
United States. Thus an increasing threat to civil aviation from
both foreign sources and potential donmestic ones exist and needs
to be prevented and countered.” Needs to be prevented and
countered. So ny question is, with all this evidence comng in -
- it's not a specific date, granted, but the dots are connected
and they're large and they're loomng and they're big. Wy
doesn't this result in a change in terrorismpolicy at our
airports to try to expand the list of things that we're going to
try to go after beyond the possibility of explosive devices on
ai rpl anes?

M. Flynn, can you take the first crack at that?

MR. FLYNN: Yeah, if | had to do it again, | would get up
over the fierce amount of activity that was going on with regard
to conm ssions, with regard to acquisition, certification of
equi pnment, R&D prograns, human factors, inspections,
nodi fications of rules, additions to rules, working with the
intelligence community, working with the NSC, to ask oursel ves,

i ndeed to ask nyself: How w Il they attack us again? | nean,

t hose things were there and it isn't that we disregarded them
It isn't that | disregarded them | didn't see -- there were
contra-indications on a nunber of them

For exanple, the Manila one was perpetrated by people who
went to very considerable extent not to be suicidal in the way
that they conducted their attack. The French one, you didn't
mention it, but | spoke to the French inspector of police from



t he headquarters of the French police who cane over to brief
peopl e in Washi ngton, including nme, about it. And | said, well,
what about this business of going after the Eiffel Tower. And
again, there were disconnects. How were they going to do that?
How were they going to coerce pilots to do that? And she said,
furthernore, rather than themwanting to kill everybody on board,
there's a strong indication that Stockhol m syndrone was goi ng on
at Marseille where the aircraft was.

Then with regard to the other things of how do you bring
about taking an airliner and turning it into a mssile? How
woul d you coerce the pilot to fly into a building that's got
people into it rather than in extrems, put it into a field or a
woods or into the -- in the case of the CIA into the Potomac?
How woul d you do that? And the notion of a fully-fledged nenber
of al Qaeda being a pilot, at the sanme time with the intention of
pul l'i ng people out of the cockpit and taking over, did not occur
to nme. Now, ny point, when | go back to it, why didn't |I spend
nore tinme? Wiy didn't | get nore people around the table and
say, how would they do this? And cone up with a plan, that's ny
regret.

MR. ROEMER: M. Flynn, you nentioned that we didn't
devel op policy and the big picture connecting the dots to change
policy to proactively go after what terrorists mght do given the
threats that were out there --

MR, FLYNN: I didn'"t nention that, | nmay not have said it -

MR. ROEMER: You said you regret that we did not --

MR, FLYNN: W didn't deal with that particul ar scenari o.
That isn't to say that we didn't |ook at a host of other things.

MR. ROEMER: Vell, let's talk about -- did you push with
Ms. Garvey, other people, the admnistrator, did you push for a
policy change? Did you try to get neetings with other policy
makers to address this growi ng concern that's nentioned in the
FAA, Federal Register, that's nentioned in your slide
presentation that you're presenting to people as you're traveling
across the country in 2000 and 20017?

MR, FLYNN: Vell, I think that -- it's nore than a footnote
that that particular presentation, 2001, | was no |onger in FAA
But the --

MR, RCEMER Leading up to that point.
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MR, FLYNN: Yeah, that's ny -- it's a funny thing. In that
same tine, the head of anti-terrorismfor the FBI and | canme to
this building, into the secure place of the Conmmttee on

Intelligence and in it these staff -- there may be sone people
fromthat staff who happen to be coincidentally nmenbers of your
staff -- the staff asked what are the indications or what are the
threats to aviation? And John O Neill said there are none. Now,
that seenmed to nme to -- because there was particul ar indication
of something going on in an airport, I wote hima note. John,
how about the -- and he | ooked at the note, still didn't say

anyt hing, didn't change what he had said. And we cane out of the
nmeeting and | said, what about the -- that specific thing, and he

said there's nothing to it.

We're also being told that those groups that are there were
-- they're essentially connected with Hezbol |l ah or fundraisers
rather than actual terrorist people plotting terrorism and we're
-- was told because pushed on it frequently, "Don't worry about
it, we're not going to give you raw intelligence, we're not going

to give you processed intelligence. |If there is a threat to
aviation, we wll tell you."

MR. ROEMER: And this is who?

MR FLYNN: Robert Blitzer.

MR. RCEMER: Wth respect to --

MR, FLYNN: No.

MR. ROEMER: Acting on --

MR, FLYNN: No, no.

MR, RCEMER: Ckay.

MR, FLYNN: At the sane tinme, there was an el ement of

common sense in this. You have 1993, the Wrld Trade Center, you
have these groups that nay or nmay not be associated with al Qaeda
because nobody knew what al Qaeda was. Nobody knew, and to this

day |I'm not sure how nuch peopl e understand the full notivations,
capabilities, connections, et cetera of the al Qaeda

or gani zat i on.

MR. RCEMER: M. Flynn, | just read an exanple as far back
as Septenber 1998 that the intelligence community obtained an
i nformation specific to Usama bin Laden that his next operation
could involve flying aircraft | oaded with explosives into a U S
airport.
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MR. FLYNN: | don't recall that. | mean, that's such a
startling thing --

MR. ROEMER: Vell, we can tal k about your l|iaisons to the
FBI and to the CIA and to the National Security Council, the
point is -- go ahead, sir.

MR, FLYNN: Let nme get back on ny train of thought, is that
despite saying there are no indications of it happening, the
commonsense of it is that it could happen, that where there are
terrorists one of their likely targets will be aviation.

MR. ROEMER: Let's tal k about that being a likely target.
There is a TIPOFF list at the State Departnent that you don't
know about until yesterday, that you don't know about that exists
prior to Septenber 11. M. Manno, this |list has approxi mately
61, 000 nanes of people around the world that are prevented from
flying, that are picked out by the State Departnent at that point
and they' ' re picked out because they're dangerous and they
shoul dn't be on airplanes, 61,000 namnes.

Your list, according to what you just said, or what our
staff has told ne, is 12 people. So there's a difference of
60, 988 nanes, a difference of 60,988 names between what's been
accunmul ated at the State Departnent as dangerous peopl e,
shouldn't be flying, and what you have with your 12 people. Now,
| can't understand why there are not nore efforts in |iaison
activities to reach out to State Departnent and start to bring
sone of those nanmes over and prevent those people fromflying.

MR,  MANNO Well, again the process at the tinme was to
include in the security directive nanes of people where there was
specific and credible information that they posed a threat. Part
of that process required, because a lot of tinmes the information
was classified, that it be declassified because the information
circulars in the security directives were not classified
docunents that went out to the industry. And it was sinply very
difficult to get clearance fromthe community in cases where
there wasn't a direct connection to civil aviation for themto
get the release information. W had to justify that in each
case. Now, did we do it? D dwe goin and say we want all
61, 000 of these nanes? No, that was not -- we didn't do that.

We focused on the information, again, that was specific to
aviation at the tine.

MR. ROEMER: Let's tal k about the pre-screening program

affirmthat. The CAPPS program M. Flynn, the pre-screening
program the conputer assisted passenger pre-screening program
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pi cked out nine of the 19 hijackers, terrorists, on Septenber the
11th. It didn't do anything to -- what did it do to try to
prevent and use common sense and provi de a hi gher standard of
keepi ng these people off the plane? The CAPPS system was
designed with -- you know, factoring algorithnms and wei ghts and
ot her things to say these people are a significant or a

hei ghtened threat to U S. aircraft. Yet all nine that were

pi cked out made it through the system Wy is that?

MR. FLYNN: The CAPPS system and you -- | commend to you
for reading the report of the White House Comm ssion on Aviation
Safety and Security, was intended to ration or to allocate the
nmeasures for checked baggage on flights within the United States.
That commr ssion, who took their responsibilities |'msure just as
seriously as all of you do, and included in it the DCI and the
director of the FBI, | ooked at CAPPS and said what we ought to do
Wi th regards checked baggage in the United States, is to use
CAPPS as the process for determ ning the checked baggage process.
Wth regard to the checkpoint you don't need it because it is a
100 percent application.

| remnd you with regard to expl osive detection systens,
they cost $1 nillion a piece. Their installation costs vary from
on up -- the installation can result in the total cost of --
multiply three times the cost of the equiprment for installation.
The recommendati on of that conmm ssion was have a capital budget
of $100 million a year. A very low estimate of the nunber of
checked baggage EDS that you would need in the United States is
1,000. O that $100 million a considerable anbunt was to be used
for other things, checkpoint equipnent for exanple. So one would
have a budget on average of $50 million a year for EDS. So we're
| ooki ng at a 20-year programin order to install that equi pnent
at best, so you needed to have sone way of narrowing its
application and that's what CAPPS was for.

MR. ROEMER: How did it narrow the application for anybody
-- outside of intending to use explosive devices? Howdid it go
at sonebody that mght hijack a plane? Especially given that
t hese hijackers on Septenber 11th may have had four-inch knives
on them wal ked through security, been detected with the knives
and probably handed the kni ves back? Wy did CAPPS pick these
peopl e out, allow themthrough and probably even all ow t hem
t hrough wi th knives?

MR, FLYNN: It would have required the security neasures
for their checked baggage.

MR, RCEMER Not hing el se? Oher than -- see, they could
have had a knife on them nmade the CAPPS wei ght and rhythm
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standard, been picked out as sonebody with a substantially higher
security risk, and still be handed back a four-inch knife to get
on a pl ane?

MR, FLYNN: The checkpoi nt woul d not have even been aware
of it. It was a process --

MR. ROEMER: Wiy would we not try to anticipate that given
all the information comng in --

MR. FLYNN: There was no information in it --

MR. ROEMER: There's no information that | just went
t hrough, M. Flynn, about people that nmight be interested in
hi j acki ng pl anes or using planes as weapons?

MR, FLYNN: Oh, sure, in CAPPS the information is drawn
fromthe passenger nane record, has to do with behavior that is
i ndi cative of and then contra-indications of the behavior that
i ndi cates that you're not involved in any acts of crinme towards
the aircraft. Again --

MR. ROEMER: Excuse ne? Can you repeat that?

MR, FLYNN: VWell, there are two things init. There are
positives and negatives in CAPPS.

MR. ROEMER: Well, we don't need to get into the giving
potential terrorist information as to why they' re picked out.

MR, FLYNN: But doesn't lead to any identification of
people as terrorists.

MR. ROEMER: Let me ask you about your relationship with
sone of the other security intelligence agencies that you're
supposedly working with | eading up to Septenber 11th.

MR, FLYNN: Yeah, I'd like to but et nme deal with your
previ ous point --

MR ROEMER: I"ve only got a couple of mnutes left, M.
Flynn, and | want to get M. Manno in here as well, too. Your
relationship with the FBI

MR, FLYNN: Yes.

MR. RCEMER: You and M. Manno have both indicated that --
| think one of M. Manno's quotes is, quote, "You guys can tel
us, the FBI, you can tell us what's happening on a street in
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Kabul but you can't tell us what's going on in Atlanta.” | think
your comrent is you know nore about what is happening in Beirut
than what may be happening in Detroit. Wy isn't the FBI able to
pass on nore acti onable information, nore hel pful information?
Wy aren't you querying them nore when all this nore general
information is comng in about terrorismand a U S. presence of
these terrorists and the threat to donmestic airlines? Wy aren't
we seeing a better relationship and nore informati on exchanged
here? Wy is there this so-called blind spot?

MR, FLYNN: The FBI has to do with protection of
information in investigations and protection of grand jury
information and various other things. But the point is that
while | admire the people of the FBI and personally have
excellent relations with them we're friends and everyt hi ng.
That it was -- and | did insist and | got to the point where |
decided that | was running the risk of nmaking themangry and
t hought 1'd better back off and ask M. Manno's predecessor, M.
McDonal d, to keep on the pressure because | was clearly
irritating them by saying we need to know nore, there's got to be
nor e.

MR. ROEMER: So you kept querying the FBI to get nore, to
get nore, to do nore and they did not?

MR. FLYNN: Well, they probably did but they just weren't -
- you know - -

MR. ROEMER: Did they pass it on to you?
MR, FLYNN: Didn't pass it on to ne.

MR, RCEMER: You were not getting the adequate cooperation
fromthe FBI for actionable intelligence about threats in the
United States, is that correct?

MR, FLYNN: Yeah, and then when it turned out to it and
ot her people asked them it turned out that there wasn't an awf ul
| ot other than the United States being used as an R&R base for
terrorists.

MR. ROEMER M. Manno, how woul d you characterize your
relationship with the FBI?

MR, FLYNN: Well, we clearly got a lot nore information
fromel enents of the governnment that collected it overseas.
Donestically we had a lot |less informati on and we recogni zed
that. That was one of the reasons why we started di scussions
with FBI and in 1996 actually assigned sonebody to be our Iiaison
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over there and to try to place themin the right place in the FBI
where we woul d get the nobst benefit.

As you know, it's a very big bureaucracy, very
conpartnmented, and so our person over there basically had to nmake
the rounds to try to get, you know, to get information. But I
al ways had to do -- | nean the approach of the FBI at that tine,
it was an investigative agency. Everything was approached as an
investigation and | think their viewwas if there was credible
and specific information of interest to you we will provide it to
you, and | think that they did.

They al so cooperated with us. For exanple, earlier you had
nmenti oned these two threats about crashing an airplane into the
Wrld Trade Center and anot her one about crashing a plane into an
airport in the United States which we had factored those two
things in sone of the assessnents that we had witten about that
potential threat. WlIl, the FBI actually ran those two threats
to ground and discredited them

MR ROEMER Did they share the files, the paperwork, the
information with you?

MR. MANNO They told us that it was not credible.

MR RCEMER. Did they share the information, the paperwork
and t he background docunents with you?

MR MANNO. No. | don't think so beyond that, beyond
telling us that there was nothing to --

MR. RCEMER: They verbally told you, "Here was what we found
and we dismssed it?" They didn't exchange any kind of paperwork
with you?

MR. MANNO No because again they had assessed it as not
credi bl e.

MR. ROEMER So you're saying the FBI, there was a blind
spot there that you did not get as much information on the
donmestic situation in Atlanta as you m ght have been getting on
Kabul . The TIPOFF program you were not getting the nanes from
the TIPOFF programin the State Departnent. There was a gap of
about, you know, 60,988 nanmes. Were were you getting your
actual intelligence?

MR MANNO We did get sone fromthe FBI. W got a |ot of

it fromCA W also had a liaison officer assigned to the
Counterterrorism Center at Cl A and another one at the State
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Departnent in the threat analysis shop. So there was a | ot of
State Departnent reporting, a lot of ClA reporting, sonme FB
information, but not a daily fromthe FBI, not a daily flowas to
what was going on in the United States in regards to their
investigations. |If they cane across sonething specific,

somet hing that they assessed to be specific and credible in their
i nvestigations and we were fairly confident that they would
provide that to us either directly or through our |iaison
officer. But we don't know what we don't know.

MR, RCEMER Wiy didn't you have a liaison to NSA or to DI A?

MR, MANNO At that time, we were a very small staff. In
fact, our total shop was about 24 analysts and it was a natter of
resources. Subsequent to that, of course, we now have a |iaison
of ficer at NSA, at TTIC and ot her places, sonme of which didn't
even exist back then. But in trying to decide where we woul d
assign people, again limted resources, it's where we thought we
woul d get the nost information, where it was nost valuable. W
di d have a custonmer service representative from NSA that visited
our office and couriered information to us. So there was a
relationship with NSA. W just did not have soneone there at
that tine.

MR. RCEMER. M. Chairnman, thank you

MR. KEAN: Senator Kerrey.

MR. BOB KERREY: Conmm ssioner Garvey, |'d like to ask you a
coupl e of questions. You had your first five-year term |
bel i eve --

M5. GARVEY: That's correct, Comm ssioner.

MR. KERREY: So you were appointed in '97 and you served al
the way to 2002.

M5. GARVEY: That is correct.

MR. KERREY: During that five-year period, did you ever get
any conpl aints about the airlines?

M5. GARVEY: Conplaints about the airlines or conplaints
fromthe airlines, |I'msorry?

MR. KERREY: | presune you got conplaints fromthe airlines

but did you ever get any conplaints from passengers about the
airlines?

42



M5. GARVEY: The passenger conplaints would go into the
Departnment of Transportation into the chief counsel's office. W
didn't specifically get conplaints in that way.

MR. KERREY: Are you alert to any conpl aints about excessive
applications of Title 49 of the U S. Code, the section 44902 that
gives the airlines the authority -- and their |anguage is to
refuse to transport a passenger or property which carriage is or
m ght be inimcal to safety?

M5. GARVEY: We m ght have gotten sone conplaints. |In fact,
|"msure we did in the Safety Ofice regarding -- from passengers
about perhaps being mistreated or not treated correctly, at |east
in their view

MR. KERREY: That's not the same thing as --
M5. GARVEY: No, no. I'mnot recalling any and |I'm sorry.

MR. KERREY: [|'d just like to know because one of the things
that | keep hearing is, gee, we don't want to put anybody on the
i st because we'd be harassing people and |'ve --

M5. GARVEY: Well, | see what you' re saying.

MR. KERREY: |'ve stood in |lots of security |lines and heard
| ots of conplaints but |I've never heard that sonebody has been
renoved fromthe airlines that was unsafe. |[|'ve heard a |lot nore
conpl ai nts about people who have been prevented fromgetting on
airlines than just because of the -- what | consider at the
nmoment to be largely reactive as security nmeasure but that's
anot her point.

The no-fly list has been referenced a couple of tinmes. Are
you famliar with the no-fly list?

MS. GARVEY: Yes, absolutely, Comm ssioner and you know,
again fromny perspective and I know there has been a nunber of
guestions on this, but fromthe adm nistrator's perspective, the
no-fly list, as M. Manno indicated, was created based on
information we received fromothers wwth a specific aviation --

MR. KERREY: You got Security Directive 95 of 02H, updated
April 24th, 2000. Six people who are associ ates of Ranei Yousef,
i ncl udi ng Khalid Shai kh Mohanmed that are on the list. That's
six. | presune the airlines have no difficulty handling six.

M. Manno, you wouldn't defend the airlines if they
conpl ai ned about trying to keep six people off? It may be
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difficult for all | know. | don't know. Is it harder than it
| ooks?

MR MANNO. No, not with a list that small.

MR. KERREY: Wat was the judgnent that was made in Apri
2000 to put these six on the list? On what basis was Khalid
Shai kh Mohamed, Ibrahim all these guys -- there was six people
on the list and then there's six nore that come on the |ist on
August 28, '01. They're also added on the list and, by the way,
they all -- every single one are associated wth some Islamc
extrem st group.

And | really think part of the problemthat we're having
today is we continue to tread lightly on this fact. And we keep
calling themall terrorists, you know, as if there's a worl dw de
network of terrorists of all different stripes, of all different

genders, all different kinds. | nean, the only one that nakes
the list -- there's actually a couple of people | ower down the
list that appear on there that may not be associated with this
| slam c extrem st effort -- are people who are associated with
sone |slam st extrem st network. Is that your understandi ng of
it? Is that how they made the list? | nean, they're making the

| i st because --

MR. MANNO The way that those individuals made the list is
that it cane out of the investigation being conducted by the FBI
and by the Philippine authority.

MR. KERREY: So did the FBI recommend they be put on the
[ist?

MR. MANNO. W received information that actually had
originated in a cooperative effort between FBI and CIA. So we
receive intelligence reporting that these individuals were tied
to --

MR. KERREY: You receive intelligence reporting from Cl A and
FBI ?

MR, MANNG Yes, sSir.

MR. KERREY: Saying that these six should be on the list?
Did you --

MR MANNO No, sir. That they were associated with Ranzi
Yousef who, as you well know, had been involved in the Bojinka
plot and that they were in sone way tied to that plot. So we had



a concern, a specific concern about these individuals, not
know ng what el se they m ght have been up to and therefore --

MR. KERREY: Did you consider putting other people on the
list at the tinme that m ght have sone association wth Rangi
Yousef ?

MR. MANNO These were the names that canme to us in the
intelligence reporting. Again it was tied back to the specific
pl ot .

MR. KERREY: You're confusing nme, M. Manno. At one point
you're saying you're nmaking the decision. Now it's sonebody el se
that's maki ng the decision. You' re making the decision who to
put on the |list and |I'm asking you, did you consider putting
ot her people on the |ist beside these six?

MR MANNO As far as | know, at that time, those were the
only names that we had tied to that plot.

MR. KERREY: Did you put out an inquiry as to whether or not
there m ght be sonme additional nanmes that should be put on the
[ist?

MR. MANNO Absolutely. 1It's part of our standard --

MR. KERREY: Wio did you put the inquiry to?

MR. MANNO Wth C A

MR. KERREY: Do you renenber the response?

MR. MANNO. No, sir.

MR. KERREY: You now renenber you presune that they didn't
respond?

MR. MANNO. Part of the process for us, whenever we open one
of the intelligence case files that | nentioned earlier, is to
follow up on that and to continue to ask questions for additional
information. So it's just part of the process. It's not
sonmet hi ng that was done only in this case. It's done in al
cases where --

MR. KERREY: | just score the point that a nunber of other
commi ssi oners have nade. G ven the specificity of U S. Code 49,
what it requires the airlines to do, it seens to nme, particularly
with what was going on at the tine, that sone effort woul d have
been nmade to nmake -- to produce a larger list than that. And
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again, | score the point, to call themterrorists as opposed to
saying this is a part of a worldw de network of Islamc

extrem sts, | think, nakes it exceptionally difficult to do what
you need to do, which is to identify those who are extrem sts and
keep themon the no-fly list and keep them watchlisted as opposed
to having a sort of a broad bl anket screen that m ght produce
harassment of people who just |ook |Iike they m ght be Miuslim
extremsts. | think there is a paradox here. Not saying what it
actually is, you end up harassi ng people who nay not actually be
terrorists. But that's a | onger point.

Let me ask you, M. Manno. You were the deputy -- was it
Pat McDonal d who was your predecessor?

MR. MANNG  Yes.

MR. KERREY: Were you present when he did the CD ROM
briefing on April 20007

MR. MANNO. When it was produced, yes.

MR. KERREY: Were you present in April 2000 when he
presented it?

Admi ni strator Garvey, were you present when this --
GARVEY: No, | was not.

KERREY: Have you seen the details of it?

GARVEY: | have not. It has only been reported to ne.
KERREY: When was it reported to you?

GARVEY: Post-9/11.

2 95 3 D 3 B

KERREY: Have you seen it, M. Mnno?

MR. MANNO. The CD ROM was actual ly produced in about 700
copi es and dissem nated to the aviation industry, airports, FAA
field offices. So it was actually quite w despread.

MR. KERREY: | have here the rebuttal that you all have sent
up for Eleanor Hill's statenents that she nade to the Joint
Inquiry. She was, | think, the staff director for the Joint

Inquiry. Things that she said about the FAA, didn't do this,
didn't do this, didn't do this, and your rebuttals are basically,
we didn't know, we didn't get the intel, nobody told us, right
down the list. The CIAdidn't tell us, FBI didn't tell us.
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And |'ve got to say just honestly, if it had been two or
three of them | would have been on your side, but when it
accunul ates like 15 or 20 of them at sonme point you say, geez,
why didn't you push back and ask? | nean, | just tell you, ny
reaction to your rebuttals does not bring glory to the agency.
It's quite the opposite. It causes ne to say, | don't understand
how there could be so many situations where you sinply say, they
didn't tell us.

This, by the way, is not they didn't tell us. You go
t hrough the 29 slides I think we've got here, 29 slides. M.
MANNO: Yes, sir, I'mfamliar with it.

KERREY: -- you've gone through thenf

MR
MR
MR. MANNO  Pardon?
MR. KERREY: You've gone through the slides?
MR

MANNO  Yes, sir.

2

. KERREY: Well, this is your own agency making an
assessnent of Islamc extrem st and the dangers and the threat
that they pose to the United States of Anerica. |It's not
terrorists again. | hope |I don't offend too nuch sone of ny
Muslimfriends who think that |'mbeing nasty in this regard.

But there's nobody on this list except UBL and people that are
associated with UBL or other Islam c extrem st groups. | nean,
that's basically what this is a presentation of. | nean,

Hezbol lah's identified as a threat, but you're tal king about UBL
all the way through this thing. You' re talking about Usama bin
Laden and al Qaeda and the threat that they present to the United
States of America.

MR. MANNO Well, historically the groups that have targeted
avi ati on have been Islamc extrem sts, yes.

MR. KERREY: Historically?
MR. MANNO. Hezbol | ah. Pardon, sir?
MR. KERREY: Historically?

MR. MANNO Historically. Going back to Hezbollah, for
exanpl e, is one of the other groups.
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MR. KERREY: Gve nme historically. Wat are you talking
about historically? Last 10 years?

MR. MANNG: Since 1985, with the hijacking of TWA 847 by
Hezbol | ah.

MR. KERREY: Did any change occur in 1998?
MR. MANNO  No.

MR. KERREY: So you're saying that basically you ve got a --
| nmean, are you saying that there's no increase and concern about
the danger to the United States fromlslamc extremsts in 19987

VMR, MANNO No. There was. And we wote severa
assessnents, sent out information circulars and --

MR. KERREY: But if you -- let nme just pull up one of these
slides. | think it was the one that Comm ssioner Roener quoted
from |'ve got to get the exact -- no, |1've got it right here
unfortunately. |It's slide 24. Wen the conclusion is -- and |
guess, Irish, I'masking you on this one, which is when the
conclusion is reached in slide 24, that fortunately we have no
i ndi cation any group is currently thinking in that direction.
That's the statenent that's nade. And there's a lot in that
statenent. W have no indication that any group is currently
thinking in that direction.

| nmean, the first question | would ask is, so, do | need an
i ndi cation that sonebody is thinking in that direction? | nean,
take the Ressamplot. W' ve got the details of the Ressam pl ot
not ahead of time. W didn't have the Ressamplot prior to
arresting Ressamin Seattle, did we? | nean, even the threat to
LAX. We didn't knock that threat down as a consequence of
security at LAX. We didn't discover the details of the plot. So
when you say, Adm nistrator Garvey, we had -- your |anguage is we
had no credi ble and specific intelligence indicator that UBL and
all the rest of themwere actually plotting to hijack comercia
pl anes, |I'd say do you have to have a specific plot? Do you need
a meno fromthemsaying, this is what we're going to do? And the
answer's no.

And so when you say, we have no indication any group is
currently thinking in that direction, I wondered, did you -- was
there a conversation? |Is that challenged internally? | don't
know what the process is. Do you have a conversation with
anybody fromthe National Security Council? How do you get that
doubl e- checked, because as it turns out, it wasn't true?
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MR. MANNO That was an anal ytical judgnent. There was no
specific and credible informati on that al Qaeda or anybody el se -

MR. KERREY: No, no. Believe ne, | knowit's an anal ytical
judgnment. | recognize it as an anal ytical judgnent. The
guestion is, was Jimor Mary or Dick sitting there saying their
anal ytical judgnent was conpletely different. And, in fact,
| ooking at some of the previous slides, sonme of the previous
slides state just the opposite, seemto indicate just the
opposite. | nmean, the possibility of a suicide bonbing attack
was nentioned in one of the previous slides. | nean, | do this -
- | nmean, it's not like I don't have internal contradictions that
| don't need ny wife or sonebody el se to point out, but did
anybody el se disagree at that presentation? Did anybody internal
to FAA security disagree with that concl usion?

MR. MANNO No. But, again, the hijacking threat was not
di scounted. But in the grand scheme of things, |ooking at the
variety of threats that we were | ooking at, it was consi dered
less of a threat at the tine than --

MR. KERREY: (Ckay. So it's less of a threat. You say it's
a low probability. That's not very conforting to passengers to
hear that if it's a |low probability, don't do anything with it.
| nmean, God, how high probability is it I'mgoing to do any
damage with ny fingernail clippers on an airplane, but you take
those every damm tine | get on the plane. So you've got a | ow
probability for hijacking and therefore we're not going to put
much energy into it. |Is that what you're saying?

MR. FLYNN. May | --

MR. KERREY: Yes, sir.

MR. FLYNN. W were working hard on the anti-hijacking. And
t he i nprovenent of the pre-board screening was an inportant
aspect of it. | did not see, and as | said earlier, should have
worked at it harder to see howis it that they'd bring it about.

MR, KERREY: wll, let me -- can | --

MR, FLYNN: Sur e.

MR. KERREY: |'Ill just nmake the declaratory, because | want
to --

MR. FLYNN:. And with regard to the thing you were reading,
t hat happens to be after | left FAA. But the --
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MR. KERREY: |In May of 2000?

MR. FLYNN: Was that in May of 20007

MR KERREY: May of 2000.

MR. FLYNN. No, no. That was before. That was when | was
t here.

MR, KERREY: | nean, | just tell you, | asked staff to give
this to nme and | just read it this norning and you can't bl ane
the CIA and the FBI on that one. | mean, you've got enough
information already internal to FAA that said you be -- it's not
-- again, it's Usama bin Laden and Muslimextrem sts. | nean,

there was one incident of a hijacking with the possibility of a
sui ci de where they were actually saying they wanted Ranzi Yousef
released. | nean, the whole story |ine as presented just by that
single narrative fromthat presentation in My says we better be
careful about hijacking. W better nove the possibility even of
a suicide hijacking up on our Ilist.

And, by the way, the declaratory that | wanted to nake to
all of youis that | knowit's a very sensitive docunent, but
anong the concerns that | had pre-9/11 and |1've really got it
still today, are the details of what's called the -- what do you
call it, the Air Carrier Standard Security Program Are you all
famliar with the air carrier? Adm nistrator Garvey, are you --

MS. GARVEY: Yes. Yes, sir.

MR. KERREY: | nean, that's basically -- you know, what do
people do on the plane if they're facing a hijacker. And | think
t hose procedures were wong. On the norning of the 11th of
Septenber, | think those procedures nmade it al nost inpossible for
t hese guys not to fail. They would need these -- the Leathernan
kni ves that were being passed around. | think the procedures
were flawed then and ny concern is they may still be flawed. |
mean, are they revi ewed?

| nmean, Irish, as a special ops guy, do you |ook at these
t hi ngs and say, okay, now you've got four guys on an airplane, a
relatively confined piece of real estate. And you' ve foll owed
what Congress has done. M God, the pilots have guns now. You
know, and ny experience is people have becone pil ots because they
don't know how to use guns, now they got guns. And, by the way,
they're going to be shooting in the wong direction as far as |I'm
concer ned.
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So, | nean, have we reviewed this? Was it on the list of
things in May of 2000 as you're evaluating what you're going to
do to carry out U S. Code 49? W0 are you going to deny on
there? Who's going to be dangerous on there? |Is that part of
t he evaluation that was going on? |If so, why was it not changed?
Yes, sir.

MR. FLYNN. Wth regard to keeping -- preventing of
hi jacking, the programfor it was indeed to keep determ ned
hi jackers off. And the hijacking scenario that one had in mnd
was taking the aircraft, taking it on the ground, taking it on
the air, but bringing it to ground and asking for the rel ease of
peopl e, for exanple.

MR. KERREY: How many flights a day in the United States of
Ameri ca?

MR, FLYNN. Forty thousand.

MR. KERREY: Conmercial flights.

M5. GARVEY: | was going to say 35,000 to 40, 000.

MR. KERREY: One of -- | nean, | understand that | -- [|'ve
got obvi ously sone sharp questions of all of you what was going
on pre-9/11. |I'malso very nmuch aware what | was being told by

Sandy Berger, George Tenet and ot hers about bin Laden and | know
that it was in a presidential directive witten after 1998 and |

said it before and I'Il say it again. After the attack on Dar es
Salaamin Nairobi -- and | say it with great respect,
Adm ni strator Garvey -- you said that after 9/11, there was a

war, before 9/11, there was a war. There was a war before 9/11.
It didn't start with 9/11. That was one of the mlitary actions
agai nst us.

There was a war going on before that and |I'm not blam ng you
for this because it seens to ne at sone point the President's
national security advisor, whether it was President Cinton or
Presi dent Bush or Burger or Rice, they got to drive this thing
all the way down to the FAA or it's not going to work. You're
the only -- with all kinds of other problens, whether it's ClA or
the FBI sinply saying, "W're not going to tell you what's going
on." But at the tine, in 1998, there was no question that bin
Laden was public eneny nunber one and that he had declared on us
and that, by the way, he was enornously sophisticated.

It was not |ike Wrld Trade Center | where sonebody was

trying to get a refund on a Ryder truck. They were very
sophi sticated to be able to hit Dar es Sal aam and Nairobi in the
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way that they did and it should have, | think, then driven al
the way down to the FAA so that you nodified and changed the
procedures on that airplane -- on those airplanes. |

passi onately believe that's the case.

MR. ROEMER: If | could just junp in --
MR. KERREY: You can take over.

MR ROEMER -- it wasn't just a one-trick pony. W did not
have ot her nmechanisns to go after things other than expl osives.
In testinmony to Senator McCain's conmttee, Adm nistrator Garvey,
you said and | quote, "All of our security directives, all of our
security recommendations in the past have been geared toward
expl osives. This was a whole new world for us.”

M5. GARVEY: That is correct, sir. | nmean, the assunptions
were -- as you all have indicated, as the staff indicated in
their report -- the assunptions were turned on its head and

that's correct.
MR. RCEMER  Thank you, M. Chairnman.
MR. KEAN:  Conmi ssi oner Corelick.
M5. JAME S. GORELICK: Thank you, M. Chairman.

These are questions for Admral Flynn and Director Manno. You
were both present, in your respective positions, in the run-up to
the mllennium M first question for you is this, did you have
procedures in place for enhancing the security nmeasures at

ai rports or otherwi se when there would be a security alert? Did
you have the ability to ratchet up the policies and procedures
for security before people boarded aircraft?

MR, FLYNN: Yes.

M5. GORELICK: In the period just before the m | ennium
when the entire governnent was on alert about the possibility of
a terrorist act inthe United States, did you take any steps to
i ncrease security neasures or enhance security measure in our
airports or pre-boardi ng?

MR. FLYNN: We had and the entire baseline effort was
directed towards that.

M5. GORELICK: | don't understand the answer. 1In the period
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MR FLYNN. [I'msorry. Fromthe period of '96 through 2000,
we were working all the tinme to inprove the effectiveness of pre-
board screeni ngs?

M5. GORELICK: But you just said you had the capacity to
ratchet up security neasures --

MR, FLYNN:  Yes.

M5. GORELICK: -- and I'masking, in the period prior to the
m ||l enni um when the entire governnment was on alert, did you put
in place those enhanced neasures?

MR. FLYNN. They were in place. W did not, that | recall,
ot her than when Ressam was caught -- then we did sone additional
specific information. But | don't recall SDs that we did in that
peri od because we were strengthening the basic programto deal
with that.

M5. GORELICK: So, just so | understand it, after Ressam was
caught and we knew that there was an attenpt to infiltrate this
country, that specifically airports were being targeted, did you
or did you not take additional neasures beyond the neasures that
had been in place before he was caught to strengthen security in
avi ati on?

MR. FLYNN: | don't recall putting on SDs at that tine. |
recall very definitely that what we did with regards to Ressamis
make everyone aware of what a bonb nade with the materials that
he had woul d | ook Iike and we did that even before | was aware
that LAX was on his m nd.

M5. GORELICK: So, in other words, your response was to
di ssem nate specific information but not to do things |ike |ook
at carry-ons, inspect carry-ons, which you weren't routinely
doing or look for additional nanes to put on a no-fly list or
anything else that mght relate to aviation security.

MR. FLYNN. We were routinely and with increased enphasis
| ooki ng at carry-ons.

MS5. GORELICK: You were inspecting the insides of carry-ons
Or you were screening carry-ons?

MR. FLYNN:  Bot h.

M5. GORELICK: On a routine basis, you were | ooking on the
i nside of carry-ons prior --
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MR. FLYNN. We had a continuous opening and search routine.
In effect, it was at random and then additionally, when there was
any indication in an X-ray requiring that there was sonethi ng
dangerous that required opening, all electronic itens and on a
random basis additionally, there was trace expl osive detection
t hat had been done at that point.

M5. GORELI CK:  When soneone set off a magnetoneter, was
their bag routinely opened? Their carry-on bag?

MR. FLYNN: No.

M5. GORELICK: When they set off a nagnetoneter tw ce, was
t heir bag opened?

MR. FLYNN: Not unless there was sone indication in the bag
or if sonething dangerous was determ ned -- was taken off the
person, then there had to be additional scrutiny of the bag. |If
there was cause to suspect this person.

M5. GORELI CK: You answered ny question a m nute ago.
asked you whet her there were enhanced procedures that you could
utilize when there was a specific security alert, you said yes.
What were those procedures? Wat would you do when there was a
security alert, when you were essentially going to orange from
yel l ow, al though we didn't have color coding at the tine?

MR. FLYNN. One could require, for exanple, searches of
vehicles at the front of the terminal. One could require the
stopping of parking within a certain range of the termnal. W
could require additional searches of people on the basis of sone
i ndi cation that would cone to you that they would be naval
avi ators from Phil adel phi a or whatever.

M5. GORELI CK: In the spring and sumrer of 2001 -- | guess
this would be a question for M. Manno -- you were aware, were
you not, of the heightened security warnings that were goi ng out
t hrough t he governnent ?

MR. MANNO We put out warnings during that tinefrane as
wel | for our custoners.

M5. GORELI CK: Did you consider, at that tinme, increasing
the security neasures in the way that Admiral Flynn has just
described to neet this enhanced security threat?

MR MANNO It was not the role of the Ofice of
Intelligence to direct security neasures. Qur role was to try,
to the extent that we could, to identify the threats and then



provide that information to the aviation policy and operations
folks to determ ne whether or not neasures shoul d be increased.
There were efforts that were made. Going back to the Ressam
exanple, there was a nmad effort to try to figure out what he was
actually up to.

In fact, one of the things that was done was that our bonb
expl osives -- our explosives unit | ooked at what was actually
seized and tried to figure out, okay, with these types of
expl osi ves, these types of tiners, what sort of device could be
constructed to target civil aviation. And then, based on that
information, the possibility that having those conponents, what
could be done. W sent out an information circular to sensitize
screeners and the airlines to that potential threat.

M5. GORELI CK: But you had in the — turning back to the
sumer, spring and sunmer of 2001, we have heard testinony and we
have anpl e evidence that across the intelligence community,
literally hair was on fire through June through the sumer and
even going back a little bit before June but through the spring
and the sunmer, a high, high state of alert --

MR. FLYNN: Let ne try again. It started with the Wrld
Trade Center. It continued with Yousef's efforts out in the
Pacific and it continued with the information that we've been
tal king about, the various interests of the UBL in attacking us.
And in "96-'97 we hanmmered out an el evated baseline. W had been
goi ng back and forth with security directives with occasiona
spi kes in security and then bringing themdown. W said, no, we
get it up to this |evel

And our effort in those times of undeterm ned but probably
hi gher threat, what's happening with the mllenniun? Well, we
don't really know what's going to happen at the m | ennium but
sonething is going to happen. Wat you do in those -- what they
did in those circunstances was to increase surveillance on al
the inspection activities and to increase awareness in the form
of putting out I1Cs and neetings with the security directors and
nmeetings with the airlines and neetings with the airports to say,
we need to be on our toes.

M5. GORELICK: So the additional neasures -- you could and

did take additional measures when there was a high | evel of
security alert. Is that correct?

MR. FLYNN. No. The baseline was neant to deal with an
el evated | evel of security.
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M5. GORELICK: So you did not have additional -- | am
terribly confused here. Now - -

MR FLYNN. ['msorry.

M5. GORELICK: -- please excuse nme. | asked you the
guestion whet her you had additional neasures that you could take
that you had. | understand you were -- you feel that you were
operating froma high baseline.

MR FLYNN: Right.

M5. GORELICK: | asked you did you have additional neasures
that you could take? And the neasures could be anything from
sending out directives, to engaging with airport security
personnel, to engaging directly with the airlines, to changing
the nodalities |ike searching and getting additional names for
the no-fly list. There's a panoply of things that you could do
above the baseline. |'masking a pretty straight forward
guestion. Did you have neasures that you could use when there
was a hei ghtened period of alert, yes or no?

MR, FLYNN:  Yes.

M5. GORELICK: In the period prior to the mllennium after
Ressam was apprehended and it was clear in what is already public
and certainly in what we know fromcl assified briefings that the
entire governnent was on alert, that there was tracking of people
who neant to do harmin this country and that sonme of that harm
was focused on our airlines and our aircraft, did you take
additional neasures at that tinme to secure the airlines?

MR, FLYNN. | did not inpose, that | recall, additional
speci fic neasures.

M5. GORELICK: You did not?
MR. FLYNN. Not that | recall. | my be wong about that.

M5. GORELICK: In the spring and sumer of 2001 when, as our
briefings and testinony to us have indicated, the hair of the
intelligence comunity was on fire given the nature of the
war ni ngs that we were getting, not specific as to what woul d
happen, but that sonething was about to happen, (a) were you
aware of those warnings? And | guess you were gone by then, is
that right, Admral Flynn? So I'I|l put that question to Director
Manno.

Were you aware of that state of affairs?
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MR MANNO VYes. And, as | said, we also issued information
circulars regarding those to --

M5. GORELICK: Did you advise or advocate any further steps
than i ssuing the directives or security circulars that you
i ssued?

MR. MANNO Again, the role of intelligence is to provide
the intelligence and not to direct or nake specific security
reconmendat i ons.

M5. GORELICK: I'mlimted here because | don't have in
front of nme Admral Flynn's successor, so |I'll turn to Ms.
Gar vey.

Did you consider taking any additional security steps in the
spring and summer of 2001 in response to the hei ghtened security
war ni ngs?

M5. GARVEY: | know we put out additional security
directives, and |1'd have to go back and | ook and see specifically
if there were additional neasures that were included, and we can
do that and provide that for the record. But you' re absolutely
right. We were aware of increased activity, had been briefed
directly by Admral Flynn's successor on the concern and that is
reflected both in the security directives and in the information
circul ars.

If I also could, just to go back to Y2K for a nonent or to
the mllennium while -- and again I'll provide for the record or
ask the FAA and TSA to provide for the record specifically if any
directives went out or intelligence circulars went out at that
time. | can tell you that there were any nunmber of neetings
across the Admi nistration, across DOT that involved the FAA and
t he i ndustry about concerns related both to safety and security.
The Departnent of Transportation had a couple of tabletop
exercises that | participated in, and the principal focus
obviously was to nake sure that we had the neasures in place that
we had, that we were doi ng everything we possibly could.

M5. GORELICK: And this occurred in the run-up to the
mllennium |s that correct?

M5. GARVEY: This occurred in the run up to the m |l ennium

M5. GORELICK: And was there anal ogous -- were there
anal ogous neetings across the governnent at a very high | evel
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with industry tabl etops, as you were describing, in the spring
and sumer of 20017

M5. GARVEY: | can't say for certainty that there were. MW
understanding is that there were. | know that at the Departnent
of Transportation we certainly were engaged in that, as well as
the very direct conmmunication on -- | don't want to say a daily
basis, but certainly a weekly basis with nmenbers of the industry.

M5. GORELICK: But you were the administrator at both tines.
Correct?

MS. GARVEY: Yes, that's correct, Comm ssioner.

M5. GORELICK: Okay. And you renenber doing what you j ust
described in the run up to the millennium 1Is that correct?

M5. GARVEY: That's correct.

M5. GORELICK: Do you have a simlar specific recollection
of your involvenent in the spring and sunmer of 20017

M5. GARVEY: No, | do not, Conm ssioner. No, no tabletop
exerci ses. 2000 and 2001 what | renenber nore specifically would
be the intelligence briefings | would get frommy own internal
intelligence people.

M5. GORELICK: Can you conpare the intensity of your
agency's response to the intelligence that you were getting in
the end of 1999 with the intensity of your agency's response in
the spring and sunmer of 20017

M5. GARVEY: Well, certainly Y2K there was an intensity
because it was a deadline that we knew was loomng. It was a
deadl ine that was there and it had enornous inplications even
froma safety perspective, or at |east we were concerned that it
mght. | think the intensity that you descri be was probably in
t he sunmer of 2000 and 2001, particularly 2001. Certainly |I had
a concern based on what | was hearing.

| think the great frustration -- and | understand the
Conmi ssioners’ frustration with the statenment credible and
reliable, and I always -- | don't want to -- | understand the
frustration with that phrase. But on the other hand, | think --
and | think to sone degree the security people are feeling the
sane thing today. You want to do the right thing, but you want
to have enough information so that you're acting appropriately.
You're not either putting nmeasures in place that are
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i nappropriate, beyond or may not be dealing with the real threat
at hand.

M5. GORELICK: Rather than rely then on your inpressionistic
recol l ections of what you did, I would request for the record
that we receive fromyou and fromyour forner coll eagues at the
FAA a detail ed description of the actions that were taken at the
end of 1999 and a detail ed description of the actions that were
taken in the spring and sumrer of 2001. Thank you.

MR, KEAN: Comm ssi oner Ben- Veni st e.

MR. RICHRD BEN- VENI STE: Well, | think I'Il start by sinply
observing fromny own personal view that this war on terrorism
may or may not be the right way to describe our efforts to conbat
a vicious, nurderous gang which did and continues to nean us
harm | don't know whether elevating it to a war, in nmy own
vi ew, gives undue deference to these bloodthirsty individuals and
t heir nethods and notivations. But |let nme ask this question with
respect to the inportant information that has been devel oped this
nor ni ng by ny col | eagues.

We're |l ooking at a situation, at |east as of July of 2001,
where the FAA itself has gone to the trouble of conmunicating a
statenment which is put in the Federal Register. So that neans
that there was prior planning and discussion until you get to the
poi nt of actually putting it in the Federal Register, and that
says on July 17, 2001, "Terrorism can occur anytine and anywhere
inthe United States. Menbers of foreign terrorist groups,
representatives fromstate sponsors of terrorism and radica
fundanental i st el enents frommany nations are present in the
United States."

You recogni ze that. "The activities of sone of these
i ndi vidual s and groups now i nclude recruiting other persons for
terrorist activities and training themto use weapons and nake
bombs.” And then you conclude, "Thus, an increasing threat to
civil aviation fromboth foreign sources and potential donestic
ones exists and needs to be prevented and/or countered.”

So that's the set as we nove toward the 9/11 catastrophe.
At the sane tinme, as we have pointed out and as Comnm ssi oner
Gorelick has just very eloquently pointed out, the point people
in our intelligence community have received and are reacting very
strongly to a great deal of intelligence information which is
suggesting that some mgj or event is about to happen. Wile the
primary focus was on the possibility of striking U S. interests
overseas, they could not and did not rule out the potential for
activity in the United States of a terrorist nature.
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So, you send out directives, but the question is who
receives the directives? Wat happens to the people on the line
maki ng the day-to-day decisions that will inplenment these
security measures? That's what | find so hard to understand
because nine of the hijackers are pulled out for secondary
screeni ng.

Now, Admral Flynn, you said that additional attention would
be paid to themif in fact they were found to be in possession of
sonet hi ng dangerous. Now, we've seen this norning this
Leat herman tool which contains bl ades of four inches and which
has the ability to lock into place. And the heft of this device
is extrenely heavy and provi des sonething other than a penknife
and a |ightweight handle for soneone to grasp. It's extrenely
sharp, it's just under four inches and the fact that it | ocks
into place is significant in ternms of its utility as a weapon, |
think you'll concede that.

So when we are on such high alert, when there are
advi sories, when there is a recognition that the potential for a
donestic hijacking exists and may be carried out by
fundanmental i st el ements who have been tracked and described and
whose notivations have been categorized for years and years, and
then an individual in the screening process, seeing a young Arab
mal e carrying such a device, is not interviewed: Wat are you
doing with this? Were are you going? Wuo are you? How |ong
have you been here? The sort of commobn sense that we heard
yesterday froman INS officer, Jose Ml endez.

But that was not done not once, not twice, nine tinmes as
peopl e set of f magnetoneters, which of course was the case we
know with respect to at | east sone of the hijackers. | don't
under stand how you coul d have all of these directives and taking
addi ti onal security neasures when the individuals who are
conducting the security neasures are not thenselves told to be
alert and specifically for the type of people who you know, on
the basis of what you are sayi ng yoursel ves, m ght be the ones to
carry out such terrorist acts. Admral Flynn?

MR. FLYNN. Wth regard to people, we were under very strict
gui delines not to select people on the basis of ethnicity or
nati onal origin.

MR. BEN-VEN STE: But sonebody of ethnicity who fits the
description of what you yourself regard as the principal threat
donestically to airline security, carrying a knife like this,
does that not -- did that not at that tine at |east warrant the
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i ndi vi dual conducting that security neasure to ask sone
guesti ons?

MR FLYNN:  No.

MR. BEN-VEN STE: Well, when you say that an i ndividual
carrying somet hi ng dangerous would in fact trigger a response,
you would think, for the collection of at |east nore information,
what nore could you nmean? That if he was carrying a hand grenade
or an autonatic weapon certainly such a person would be pl aced
i mredi ately under arrest. But isn't this a dangerous weapon?

MR. FLYNN. Yes, and there are other things that are
dangerous. But the nenace that's conveyed by themis |ess than
t he i nnocent reasons for having themin people' s possession.

MR. BEN-VEN STE: But let nme stop you there. Wen you say
that the possession of a dangerous article would warrant further
scrutiny, if it is a dangerous article that is prohibited, that's
end of case. You're under arrest, good-bye, good |luck, off the
pl ane. So --

MR. FLYNN. Well, not necessarily. By the way, not
necessarily.

MR BEN-VEN STE: A gun?

MR. FLYNN. Well, a gun, yes. By the way --

MR. BEN-VEN STE: An expl osi ve device?

MR. FLYNN: Well, to be accurate, guns did not necessarily
end in arrest. Two thousand of them per year were taken away;
t he nunber of arrests was in the hundreds.

MR BEN-VENI STE: So that if --

MR FLYNN. If | --

MR. BEN-VENI STE: If a young Arab male on 9/11 was found to
be in the possession of a handgun, you m ght suspect that that
gun woul d be confiscated but the individual allowed to proceed on

hi s way?

MR. FLYNN: Unlikely. | nean, there would be a police
interview. The police would respond, and unlikely. But, for
exanpl e, when congressnmen carry pistols through screening
checkpoints, it may or may not lead to their arrest.
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MR. BEN-VEN STE: To the best of ny know edge none of these
i ndi vi dual s were nenbers of Congress.

MR FLYNN: No. But, Comm ssioner --

MR. BEN-VENI STE: [I'mtrying to understand what seens to ne
to be a disconnect between your statenent that an individual who
is found in possession of sonething dangerous and referred to
secondary woul d be subjected to greater scrutiny. W have no
information as to whether these individuals were in fact
interviewed and the information seens to point to the fact that
t hey were not.

MR. FLYNN: No, the secondary screening is the secondary
search of themand their bags for objects. And in certain
instances the -- in certain positive indications of explosives,
for exanple, is there an indication that accounts for that?
Interviews to that extent.

MR BEN-VENI STE: Wuld you not agree that the human factor
could well have played a role at these points of security,
begi nning to question sonebody about just the basics of where
you' re goi ng, what are you doing, what do you need this for, how
| ong have you been here, and watch for indications of erratic
behavi or or anonalies in the answers?

Conmi ssi oner Garvey?

M5. GARVEY: Commissioner, as | listen to you and consi der
the situation as you have outlined it, it is discouraging and
certainly heartbreaking to think that the security directives
went out, the information circulars and perhaps, as you' ve
i ndi cated, the human el enent cane into play. Certainly the
testinony that you heard, that this conm ssion heard yesterday,
of the border guard and the real, | think, thoughtful ness and
careful ness with which he approached his job, you would certainly
hope that we coul d have had that sanme outcone on the aviation
side. So |l think you' re right in saying that and I woul d agree.

MR. BEN-VEN STE: Thank you. Wth respect to, M. Manno,
your statenent that, in a sense, the classification of
information, the security sensitive information, was a bar to the
di ssenm nation of the information to you and your coll eagues is,
again, very troubling to us. The idea that we spend all the tine
and effort and treasure to acquire information that nay be
useful, and yet that information is not provided to the
i ndividuals -- or was not then provided to the individuals and
agencies who would be in a position to utilize that information
is extrenely distressing.
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And I'I'l finish with naking an observati on about a point
that, Admral Flynn, you nentioned, and that is the restrictions
on the FBI dissem nation of material because it may be grand jury
material. Now, this has always bugged ne because | have quite a
bit of personal experience with grand jury material and with the
rule 6E of the Federal Rules that requires that such information
be held confidential. The purpose for that rule is to assure the
confidentiality of witness testinony and that individuals who are
call ed before a grand jury can feel confident that their
testinony will not, other than through the appropriate |egal
means, make its way into the public arena.

However, it seens to ne the exception, in ny experience --

and | feel pretty strongly about this -- that information is
generated only by the grand jury when there is a grand jury
investigation. In the normal course of events, the FBlI has that

information through interviews and is in possession of that
information entirely apart fromthe grand jury process. And the
utilization of such information which is acquired perhaps through
dual means, once through investigation and secondarily through
testinmony in a grand jury, does not sonehow then take that
information out of the public realmsinply because it has been
repeated in a grand jury. That is, if the FBI has val uable
information which it has uncovered in the course of an

i nvestigation, rule 6E does not sonehow provide an anulet for the
refusal to dissem nate that information to those who are entitled
to get it. Do you have any corment on that, Admral ?

MR. FLYNN: Yes. Not being a lawer, | am-- | probably put
far too nuch enphasis on the protection of grand jury information
as the reason for not giving us nore detailed information.

MR. BEN-VEN STE: Well, we have heard that explanation from
time-to-time and | felt that your reference to it perhaps
entitled us to coment with respect to it.

M. Chairman, thank you.
MR. KEAN. Thank you, comm ssioner.

Conmi ssi oner Fielding and then our |ast questioner will be
Senat or Gorton.

MR. FRED F. FIELDING | guess | wll address this to the
entire panel. W obviously have to draw our conclusions as to
t he adequacy of the baseline security, the adequacy of
intelligence and the adequacy of intelligence that's been shared
and how it was shared, and basically the adequacy of the FAA s
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actions, your performance. But when we're doing our total
evaluation of all this, | want you to help us to be sure that we
have reviewed all the elenments that are extant. And in that
regard, and |"'msure certainly dealing with pre-9/11 at this
point, if you ever felt you needed to add to your baseline of
security, did you have to deal with or was there reaction from
either the airline industry or Congress or both? And |I'd
appreci ate any comments you have.

M5. GARVEY: Commissioner, |'ll begin and obvi ously other
panel nmenbers will contribute as well. In the five years that |
was there as comm ssioner from'97 to 2001, if the question is
was there sort of direct |obbying either by the airlines or by
Congress on any specific -- either safety or security, the answer
woul d be no. But was | aware of great differences that, for
exanple, the airlines my have had to an approach to an issue?
Absol utely, and |I knew that fromthe rul e-maki ng process and the
public docket and the nunmber of comments that we woul d get on
rul es.

| knew that fromindividual conversations with people wthin
the industry. And certainly before ny tine | know that there had
been attenpts, for exanple on crimnal background checks and
| egi sl ati on had been restrictive in that area to the FAA. So
very much aware of the differences and consci ous of them but
still I hope having the ability to listen to those respectfully
but to make what we thought was the right decision.

| would Iike to go back, if | could, to the July 17 citing
because it has been nentioned a couple of tines on the rule-
maki ng for 107 and 108. And | nention this because this really
is a good exanple; 107 and 108 really provided the framework for
both the airports and the airlines to develop a security program
and it reflected what we believed were new threats and so forth.
It was a very inportant rule fromthe FAA's perspective. It had
taken far too long, and part of that is | think probably somewhat
| egiti mate because you have a public process, and we had nany,
many comments, all of which we felt we had to respond to.

And the comment that has been -- or the language -- and it's
absolutely accurate and | renmenber it well because | was there.
The | anguage that refers to the donmestic threat was put in, in
part, because (a) we did recognize it. Doesn't nean we had
specific -- any specific information, but we recognized it. And
we were so eager to get that rule out we felt we needed to put
the best case forward. But certainly if you | ook at the history
of 107 or 108, it is illustrative | think of the concerns that
sonetines industry would raise and sone may be legitimate, but it
certainly sl ows down the process.



MR FIELDING M. Flynn?

MR. FLYNN: Specific interventions by the Congress, don't do
this, or sonething -- a rider in an appropriation saying, we wll
not fund you if you do this, did not happen in ny time. Wth
regard to the air carriers and the airports requiring additional
measures, | do not recall a specific one where we put forward a
rule and they flat refused to do it. Rule-making was the process
under which those things had to be brought into consideration and
they -- and we were not the only arbiters of that. O her
agencies, particularly the OVB, took into consideration the --
that which the agency wanted to do and that which took other
matters into consideration.

MR FIELDING M. Manno?

MR MANNO | really can't comment on -- in terns of
possi bl e pressure fromthe Congress. But as far as the airlines,
froman intelligence perspective, sonetinmes there was sone
skeptici sm about whether or not there really was a threat and was
it really the way that we were telling it to them But all in
all, when we brought themin -- and as an exanple of that, in the
md '90s we invited in all the corporate security directors,
airport directors and they got a classified briefing by Cl A and
FBI on the threat in the United States and went away believers
that after 1994 things had changed, that terrorismhad actually
come to this country, it wasn't just sonething overseas. And
think that after that tine there was a little bit nore acceptance
by the airlines that, you know, what we were telling them was
right and it was the best assessnment that we could provide them

MR, FIELDING Ckay. But | gather fromthat then that your

collective answer is that if we find fault in any way -- and |
say "if" -- with the FAA there is no other person that's going
to take the blame for it? You re not going to say, | was forced

to do it for this or for that or for some other reason? Thank
you.

Thank you, M. Chairnan.

MR. KEAN. Senator CGorton. And we're running a little close
on time.

MR, GORTON: Not very | ong.
Ms. Garvey, one of the first and nost dramatic physical

security changes that you nmade after 9/11 was to -- not only to
| ock the doors to where the pilots are, but to see to it that
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they were secure and couldn't be broken down. WAis that neasure
ever seriously considered before 9/11?

M5. GARVEY: The issue of the hardened doors, conm ssioner,
is a good exanple where the agency and safety and intelligence
experts manage risks. In the case of the hardened doors, the
greater concern had al ways been historically that there was an
i ssue of deconpression. So in fact the agency had | ooked at the
i ssue of hardened doors and it pre-dated ne and | won't give the
exact -- we can certainly provide it, the exact tinmeline but it
had | ooked at it. But the overriding concern was deconpression,
whi ch was the safety issue, and it was not at that time a door
that dealt both with deconpression and with security. At the
same tinme, though, there was trenmendous di scussion and work going
on between the FAA and the manufacturers to try to figure out
could we do a door.

MR, GORTON: Well, to be perfectly candid with you, | find
that a dubi ous explanation. Wasn't the reason that the overal
policy with respect to hijacking was that you woul d cooperate and
even --

M5. GARVEY: That was the --

MR GORTON: -- if you had had a secure door, if they'd
taken a flight attendant up to that door with a knife to her
throat, you woul d have opened the door anyway? So isn't that
really the reason?

M5. GARVEY: Well, that's a very good point and that was
certainly part of it, that the whole -- and I think this was
nmenti oned earlier, the strategy was negotiation so it wasn't --

MR, GORTON: So that it wouldn't have stopped the
traditional formof hijacking. Al right. Now, the rule on
har dened doors took place while you were still admnistrator, did
it not?

MS. GARVEY: Yes, it did.

MR. GORTON: What is today the rule with respect to such a
hi jacking? Let's assune that soneone gets onboard with a knife,
you know, they nmanage to get through security, they take a flight
attendant, get up to the door and put a knife to her neck and
say, open the door or I'mgoing to slit her throat. Wat is the
present requirenent of the pilots and the crew in the cockpit?

M5. GARVEY: Commissioner, I'ma little hesitant to answer
that because it may be sone security issue.

66



MR. KEAN. Yes, | think that's the area we'd planned not to
get into, Senator

MR GORTON: Al right. Okay, | will w thdraw that
guesti on.

M5. GARVEY: Thank you

MR. KEAN:. Last quick question, Conm ssioner Lehman, and
then we'll --

MR. LEHVAN: Thank you. | can only shake nmy head in
di sbelief at the naiveté of nmany of the statenents that have been
made here this norning.

And, Ms. Garvey, when you say you're unaware of any | obbying
that the industry has done agai nst these neasures, | find that
astoundi ng because our record is very different. Qur information
is that there was very active airline |obbying agai nst not only -
- not only against specific rule-nmaking but OVB, against the
i npl enment ation and funding of certain safety neasures they
di sagreed with, that they played a very significant part in the
di sappearance of the marshal programthat was instituted during
t he Reagan adm nistration, that they played a very significant
role in the eroding of the | ocked cockpit doors and the single
key, that they played a very significant role in the disbanding
or at least dimnution of the Red Teans whi ch repeatedly showed
that their security, their inplenmentation of screening was a
farce. Every Red Team got through nearly 100 percent of the
nmeasures and these reports were very enbarrassing, led to fines.

The efforts that they nmade to see that there were no teeth
allowed in FAA enforcenent, that the fines were enforced at an
average 10 percent. How can you sit there and say that the
airlines were not |obbying? What are they paying these high
priced | obbyists for, if not to do exactly that? |'mjust
amazed.

But 1'd like to hear Admral Flynn, who has a very
significant reputation for not being a yes man and not being a
pushover. He's a Navy Seal and he's acconplished a great deal
i nsi de of bureaucracy. What happened to the Red Teans? The
records that we have show that a | ot of these problens were
identified 10 years ago by Red Teans and reports were sent. Now,
earlier, Ms. Garvey, you said you never saw a direct Red Team
report while you were in the job. Wat happened to thenf

67



Adm ral Flynn, could you respond both to the | obbying issue
and the Red Team i ssue?

MR. FLYNN: Yeah. Doubtless, there was a | ot of | obbying
going on. I'mhere to tell you the truth as | see it and | took
the tenor of the question to be, do you know of an instance where
you wanted to do sonething where the airlines fixed it so you
couldn't? And | don't know. And, simlarly, do you know one
where the Congress fixed it so you couldn't? And | don't know of
that either. That deals with the first.

Wth regard to the Red Team the Red Teamis an enornously
val uabl e asset to the FAA and to aviation security in totality
and they did a whole |ot of great work and were an inval uabl e
part of ny organi zation. What happened to then? They were stil
in existence when | left and were still doing good work when |
left, and the nenbers of the Red Team were appreci ated, pronoted,
rewarded, and | think that had it not been for them a |lot of the
t hings that we inplenmented would not have been because we
woul dn"t have known with the specificity necessary to approach
rul e-making or really to understand the problem

M5. GARVEY: Comm ssioner, if | could, just to be very
clear, was | aware that |obbying was going on? O course, and
your statenent in that regard is correct. | think the question
was: WAs | directly |lobbied to do sonething that | didn't fee
was appropriate? And | want to be clear that that was not the
case. And in ternms of the Red Team Commi ssioner, Admral Flynn
is absolutely right. The Red Team made i nval uabl e contri buti ons,
as did the I.G, as did the GAO to changes in protocols, to
changes in training. The purpose of the Red Teamwas to take us
to the next level. And while | nay not have received or read in
detail a Red Teamreport, | was certainly briefed on it.

| think the 1Gs criticismof the FAA and one which we
agreed with, was that we as an agency and perhaps as a managemnent
team had not been giving the Red Team enough feedback as to the
specific results of the work that they had done: Wat protocols
had been changed, what training requirenents had been changed.
And to his credit, General Canavan and the deputy in the sunmer
of 2001 held what |I'm sure would have, but for 9/11, been the
first in a series of debriefs, if you will, to the Red Team
That was a legitinmate issue raised by the I G and one we took
seriously. Thank you, sir.

MR. KEAN. (Ckay. Thank you all very nmuch. W appreciate

very much your attendance here and your hel pful ness to our panel
and the country. Thank you all very, very nuch.
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|"d |ike menbers of the Conmission -- we're going to have a
very inmportant nmeeting now and we'll convene again here at 1:00.

(Lunch recess.)

MR. KEAN. At this point we're going to reconvene the
hearing. The events of 9/11 were a great tragedy for the nation,
taking the lives of nearly 3,000 innocent civilians and forever
changing the lives, of course, of those who they left behind.
The events of that day were also a catastrophe for the airlines.
The pl anes were used in the attack and many of their enpl oyees
peri shed, along with the passengers that they served. Air trave
remai ns an absolutely vital part of Anerican life and of our
econony. The airline industry is a tough business with many
operational challenges. It functions in a high-profile public
environnment in a dangerous world and has many responsibilities.

The first and forenmost of these responsibilities is the
safety and security of the passengers and the aircraft. Secure
air travel is a matter of law. Air carriers are legally
responsi bl e for inplenmenting specific security functions
according to standards and procedures established and enforced by
the federal governnment. Means by which the airlines are required
to carry out their duties are detailed in an FAA approved Air
Carrier Standard Security Program The airlines were responsible
for the safety of their passengers, and for inplenenting key
aspects of the civil aviation security system On Septenber
11t h, that systemfailed, and we are charged by statute to find
out why.

Qur next panel represents key executives representing United
and Anerican Airlines. FromUnited Airlines we have M. Andy
Studdert. |Is that right?

MR. ANDREW P. STUDDERT: Studdert.

MR. KEAN. Studdert -- who is chief operating officer, and
M. Ed Soliday, vice president of safety, quality assurance and
security. Wth us fromAnerican Airlines are Gerard Arpey, who
on 9/11 was the airline' s executive vice president of operations,
and M. Tinothy Ahern, who served as the airline's vice president
of safety, security and environnental affairs.

W thank you very much for taking the time to be with us
today and to help us with our inquiry. And, M. Arpey, we'l
begin with you.

MR. GERARD J. ARPEY: (Good afternoon, M. Chairman, M. Vice
Chai rman and nmenbers of the Comm ssion. M nanme is Cerard Arpey
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and | am president and chief executive officer of AVR Corporation
and American Airlines.

MR. KEAN. Wait, wait. I'msorry. Counsel rem nds ne what
| didn't do is ask you to stand and rai se your right hand.

(Wtnesses sworn.)
Thank you very much
M. Arpey, | apol ogi ze.

MR. ARPEY: Yes, sir. | amalso a nenber of AVR s board of
directors. | amjoined here today by Tim Ahern, who is currently
the vice president in charge of our Dallas-Fort Worth hub. On
Septenber 11th, 2001, Timwas the vice president of safety,
security and environnental for American Airlines. 1In that
capacity, he was responsible for Anerican security departnent and
reported directly to Robert Baker, now deceased, who was the Vice
Chai rman of the conpany at that time. Timand | both thank the
Commi ssion for this opportunity to represent AMR and Anerican
Airlines.

Septenber 11th was, wi thout a doubt, the worst day in the
| ong storied history of American Airlines, and one of the worst
in the history of the United States. Wile the horror and shock
of that day may have abated sonewhat during the past two and a
hal f years, the sadness endures. Twenty-three nenbers of the
Anerican Airlines famly died that day, as well as 18 nenbers of
the United Airlines famly. W continue to grieve their |oss and
our hearts continue to go out to their famlies and to the
famlies of the passengers and individuals on the ground who were
killed or inured that day. W also grieve with the famlies of
the fire-fighters, police officers, rescue workers and mlitary
personnel who made the ultinmate sacrifice to keep our country
saf e.

Septenber 11th was a day of horror but it was also a day of
heroes. Later today you will hear fromone of our reservation
speci alists, Nydia Gonzal ez, who will tell you about her
tel ephone call with Betty Ong, an American Airlines flight
attendant on Flight 11. The courage sumoned by Betty, Nydia and
so many others that day has both inspired us and strengthened our
resolve to do whatever it takes to ensure that nothing like 9/11
ever happens again. W commend the work of the Conm ssion and we
have been assisting in your investigation. W have furnished the
Commi ssion with thousands of pages of docunents, provided
briefings to the Comm ssion staff nmenbers about ground security
and in-flight security trai ning and procedures, and nmade numerous
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conpany enpl oyees available for interviews. Anerican Airlines
stands ready to further assist the Conm ssion as it conpletes its
i nvesti gati on.

At Anerican Airlines, the security of our passengers and
crewis first and forenbst in any decision we nmake. It is the
foundati on of our success and a core value of our airline. This
comm ssion has already heard a consi derabl e anount of testinony
about the roles of the government and industry in the aviation
security systemin the pre-9/11 environment. So | wll not
bel abor the point here. Suffice to say that, at that tine, the
FAA set the security standards for U. S. airports, US. airlines
and foreign carriers flying into the United States.

The FAA al so ensured conpli ance wth those standards and
through its Ofice of Cvil Aviation Security conducted aviation
threat and risk analysis in collaboration with U S. intelligence
and | aw enforcenent agencies. W, at Anerican, along with other
US. carriers, were responsible for inplenmenting the systemthat
t he FAA designed and enforced. Today we continue to rely on the
FAA, the TSA and other U.S. governnment agencies for threat
assessnents and the fornulation of industry security strategy as
wel | as the design of counternmeasures to neet those threats.

The civil aviation industry did not foresee the type of
attacks that took place on Septenber 11th. It is clear that the
security systemwas not designed to deal w th coordinated,
suicidal hijack teans with the ability to use comercial aircraft
as weapons of mass destruction.

On Septenber 11th, 2001, | was the executive vice president
of operations for Anerican Airlines. |In that role, | was
responsible for Anerican's worldw de flight operations in
addition to having responsibility for several of our business
units, including our cargo division and Anerican Eagle Airlines,
AMR s whol | y-owned commuter carrier. Accordingly, | was directly
involved in Anerican's energency response efforts and ot her
operational decisions nade at Anerican Airlines as the terrible
events of Septenber 11th unfol ded.

On Septenber 11th, | arrived at ny office at conpany
headquarters in Fort Wrth at about 7:15 a.m Central Tine.
Because of another pressing business natter, at approxinately
7:30 aam Central Time, | called our systems operation contro
center, also known as SOC to advise themthat | would not be able
to participate in our systemw de operations conference call,
which is held at 7:45 a.m each day. Joe Burdepelly, one of our
SOC managers, answered the phone. Joe told ne that he had just
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tried to page ne because we had a possible hijacking on Flight
11, one of our transcontinental flights.

Flight 11 was a Boeing 767 that was scheduled to fly non-
stop from Boston to Los Angel es and which had taken off from
Logan Airport at about 7:00 a.m Central Tine. Joe told ne that
t he SOC manager on duty, Craig Marquis was in contact with Betty
Ong, one of our flight attendants on Flight 11. Betty Ong's
courage and professionalismthat day made her one of the first
real heroes of Septenber 11th and you will hear nore about Betty
|ater today. Betty's famly is represented today by her brother,
Harry Ong, and her sister, Cathy Ong-Herrera. W are proud that
Betty was al so a nmenber of our famly at American Airlines and we
will always renenber her.

Betty was located in the rear of the aircraft and she had
call ed our Raleigh North Carolina Reservations Center. After the
aircraft was hijacked, Nydia Gonzal ez, an operations speciali st,
answered the call. She then called the conpany emergency |ine,
which rings into the SOC in Fort Worth. Nydia was rel aying
i nformati on about Flight 11 fromBetty Ong to our SOC manager on
duty, Craig Marquis. As | said, you will neet Nydia this
afternoon and | earn about the inportant role she played that day.
| understand that you will hear a portion of the tel ephone cal
bet ween Betty and Nydia. | amsure you will be noved by Betty's
remar kabl e poi se and by how cal m and reassuring Nydi a was
t hroughout this nost difficult call

From Betty we | eaned that two of our flight attendants had
been stabbed, one of themw th serious wounds, that two or three
passengers were in the cockpit and that our pilots were not
responding to intercomcalls fromthe flight attendants. After
talking wwth the SOC, | then called Don Carty, the president and
chief executive officer of American Airlines at that tine. He
had not arrived at his office yet and I left a nessage for himto
call me as soon as possible. | briefed ny executive assistant of
what | had just learnt and then | headed to our SOC facility
| ocated about a mle fromour conpany headquarters.

| arrived at the SOC between approximately 7:35 and 7:40
a.m Central Tinme. Qur SOC managers told ne that they were now
treating Flight 11 as a confirmed hijacking. | was told that the
flight deck was still not responding to calls by our flight
attendants. Betty Ong had also told us that one of the
passengers in first class had been stabbed, possibly fatally. W
al so were receiving information fromthe FAA that instead of
headi ng west on its intended flight path, Flight 11 was headed
south. Also our pilots were not responding to air traffic
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control or conpany radio calls and the aircraft transponder had
been turned off.

I n accordance with our emergency response plan, our SCC
managers were activating Arerican's command center which is a
dedi cated crisis response facility |located on the floor above and
overl ooking our SOC floor. Fromthe reports we were receiving,
we believed that Flight 11 might be headed for the New York area,
possibly to |l and at Kennedy or Newark Airport. Craig Marquis and
Nydi a Gonzal ez mai nt ai ned tel ephone contact with Betty Ong and we
al so attenpted to nonitor the progress of the flight via
conmuni cations with the FAA and their traffic control officials.

In the command center, we focused on trying to gather as
much information about Flight 11 as we could. As far as we knew,
the rest of our airline was operating nornmally at this point. At
approximately 7:48 Central Time, we learned that an aircraft had
crashed into one of the towers of the World Trade Center. W
furiously attenpted to learn if that aircraft was Flight 11. As
you may recall, sonme earlier nmedia reports indicated that the
pl ane that had struck the building nay have been a small er
aircraft but we, nonetheless, feared the worst.

By this tinme, we had | ost tel ephone contact with Betty Ong
and the contact had not been reestablished. During this tineg,
Don Carty called ne in the command center and asked if our
aircraft was the one that had hit the Wrld Trade Center. 1| told
hi mwhat information we had and | said | didn't know for sure if
the airplane was ours. Wiile trying to confirm whether the
aircraft that had hit the World Trade Center was Flight 11, we
|l earned fromair traffic control officials that another one of
our flights, Flight 77, was not responding to radio calls and not
emtting a transponder signal, and that air traffic control could
not determne its |ocation.

Flight 77 had taken off fromDulles Airport at approximately
7:20 a.m Central Tine and was a Boeing 757 scheduled to fly to
Los Angeles. Having learned this and while still trying to
determine the fate of Flight 11, at approximately 8:00 a. m
Central Time, we issued an order to ground stop, all American and
Anmerican Eagle flights in the northeast quarter of the United
States that had not yet taken off. A few mnutes |later, at
approximately 8:05 Central Time, we |earned that United Airlines
had | ost conmunication with one of their aircraft.

Upon hearing this, we imediately nmade the decision to
ground stop the entire American Airlines and American Eagle
system There would be no nore Anerican or Anerican Eagle
takeof fs until we could sort out everything that was happeni ng.
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Shortly thereafter, we learned that a second aircraft had hit the
Wrld Trade Center. At that tinme, we believed that the second
aircraft to crash into the center nmay have been Flight 77.
continued to confer with our SOC and ot her operational managers
and we agreed that we ought to get every -- all of our aircraft
on the deck inmediately.

At this point, Don Carty arrived at the command center.
expl ai ned the situation to Don and wi thout hesitation, he agreed
that we should divert all airborne Anerican and Anerican Eagl e
flights to the nearest suitable airports. This occurred at about
8:15 a.m Central Tinme. A short tinme later, we received word
that the FAA had shut down the entire airspace over the United
States to all traffic except mlitary aircraft. W then received
word in the command center that an aircraft had crashed into the
Pentagon. It was not until sone tine |ater that we | earned that
it was our Flight 77.

Aneri can enpl oyees spent the next several hours successfully
| andi ng the remai nder of our flights and trying to | earn as nuch
as we could about Flights 11 and 77. By about 10:50 a.m Central
Tinme, the remainder of Anmerican's donestic aircraft were
accounted for and on the ground. O course, it took |longer to
| and our international and trans-Pacific flights. Many of our
international flights returned to their points of departure while
ot her Anerican aircraft |anded in Canada and various airports
around the worl d.

For the remai nder of the day, our enployees worked to
respond to the nonunental |ogistical challenges that arose from
the decision to shut down the entire U.S. civil aviation system
Qur efforts in the conmand center also focused on providing
assistance to the FBI and other |aw enforcenent officials who
were investigating the attacks. Qur next scheduled flights did
not take place until several days after Septenber 11th, and we
did not have a full flight schedule for several nore days. Qur
command center renai ned open 24 hours a day for the next two
weeks, until Septenber 24th.

It was only weeks later, as we returned to sone nornmal |evel
of activity, that we were able to step back and try to conprehend
the inpact that these horrific events had on our country, our
conpany and on our famlies. W continue to grieve for our brave
enpl oyees, our passengers, and all of the famlies who were
victins of these horrendous attacks.

As we continue to pursue our m ssion of providing safe,

secure air travel to our passengers, the events of Septenber 11th
are a constant rem nder of the need for vigilance and resol ve.
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Al'l of us at Anmerican Airlines applaud this comm ssion and the
work it is doing to exam ne what happened on 9/11, what we can
learn fromit, and how we can apply the |l essons of that day to
make air travel in our country ever safer and nore secure. This
concl udes ny opening remarks. Thank you very nuch and we'll be
happy to answer your questions at the appropriate point.

MR. KEAN: Thank you.
M. Studdert.

MR. ANDY STUDDERT: M. Chairnman, distinguished panel
menbers, | appreciate the opportunity to be here with you today.
|"mvery proud to be joined by Captain Ed Soliday, who is
United' s vice president of safety, security and quality assurance
from 1991 through 2002.

The Septenber 11th, 2001 terrorist attacks against the
United States were first and forenost personal tragedies. MW
heart and the hearts of all of us at United go out to the victins
and their famlies. This was also a profoundly personal |oss for
all of us at United, as | knowit was for our coll eagues at
Anerican. Eighteen of those who died that day were our co-
wor kers, friends and famly nmenbers, and 76 of them were our
i nnocent passengers. All of us who were affected appl aud and
support the work of this comm ssion. | know that United wll do
its part to clarify the events of Septenber 11th and to help
i nprove our nation's security system

| would Iike to cover three main areas today. First, the
rol es of governnent and airlines in our security system and
United's conmtnent to security. Second, a review of the events
of 9/11 as we experienced themat United. And third, sone brief
reconmendati ons that the Comm ssion m ght consider.

Both the United States governnent and the aviation industry
play vital roles in aviation security. As the Conm ssion knows,
the United States governnment has been and nust be the centra
pl ayer in aviation security. The airlines in turn nust work hard
to i npl enent governnent directives as quickly as possible and to
provi de the governnent our feedback on the practicalities and
effectiveness of those neasures. W at United strive to be a
constructive, active and innovative participant in the system

United's commtnent to security is an integral part of the
conpany's culture. The foundation of our work is anchored in the
safety of those who put their trust when they choose to fly
United. The central inportance of safety and security is
reflected in our corporate structure and organi zation. United
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has a high |l evel executive vice president of safety, security and
gual ity assurance, with true i ndependence fromthe operating
units of the conpany. This VP has direct access to the chief
executive officer, the head of operations, and very inportantly,
to United s board of directors.

Since its inception, this position has al ways been filled by
a highly experienced senior captain. W take pride in the fact
that our safety and security staff have been asked to serve on a
broad spectrum of safety advisory boards -- security advisory
boards. Fundanentally, United's approach is to be part of the
security solution. Wth United's commtnents to security as
background, |let ne recount what happened at United, Septenber
11t h, 2001.

Started as a normal day -- by the way, all ny tinmes are in
Eastern tinmes, froma confusion standpoint, so I'll nake it a
point up front. W had nore than 120 donestic planes and 27
international aircraft in the air and nore than 40 flights
waiting to take off. At 8:14, United Flight 175, Boston to Los
Angel es, under the command of Captain Victor Saracini, was
wheel ed up. United Flight 93, Newark to San Franci sco, under the
command of Captain Jason Dahl, was wheel ed up at 8:42.

Shortly before 9:00, | was having nmy usual norning neeting
with JimGoodwin, then United's CEO, when ny secretary burst into
the roomwith a report fromour operations center that a pl ane
had hit the Wrld Trade Center. | imediately left Goodwi n's
office and ran to our operations center in our world
headquarters. Wat follows is a tineline of the events that
happened that day at United.

At around 8:50, a call cane into our San Francisco
mai nt enance center froma flight attendant on Flight 175 saying
that the flight had been hijacked. This information was quickly
rel ayed to our Chicago operations center. At approximtely 9:00,
a United dispatcher reported that he had | ost contact with Flight
175. At 9:03, a second plane hit the World Trade Center.
American reported that they believed it was another one of their
aircraft. W later learned it was United Flight 175, with 60
peopl e on board.

As detailed in our energency response plan, our SOC nanagers
activated our crisis center. This action triggered the
mobi | i zati on of nore than 3,000 United enpl oyees, who serve as or
support our “Go” teans, which assist victins' famlies and the
authorities. W contacted the local FBI. They responded
i mredi ately with a team who had been trained in the use of
United' s conputer systens and had practiced energency response
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with United on several occasions. Throughout the norning, we
were in constant contact via hotlines with the governnent
agenci es and other airlines.

At 9:21, United dispatchers were told to advise their
flights to secure cockpit doors. At 9:24, a United dispatcher
sent a nessage to Flight 93 reading "Beware of cockpit intrusion.
Two aircraft in New York hit Trade Center buildings.” Flight 93
responded to this nmessage at 9: 26, requesting that the di spatcher
confirmthe nessage. Despite nunerous attenpts to reach it, that
was the last tine we heard fromthe cockpit of Flight 93. At
approximately 9:30, after discussions with our operating
managers, the decision was made to ground United's fleet. At
9: 35, San Franci sco nmai ntenance center received another call from
flight attendant on Flight 93 saying that the flight had been
hi jacked. Again, this informati on was passed quickly to our ops
center.

At approximately 9:45, the order to ground the fleet went to
all the aircraft in the air. And even before this, some of our
i ndi vi dual dispatchers had already started grounding flights
under their control. Again at 9:45, we received a report that an
aircraft had crashed into the Pentagon. W |ater learned that it
was Flight 77, Anerican. W tracked Flight 93's flight path on
the | arge operations center -- operations nonitor in our crisis
center. At 10:00 the blip stopped. At around 10: 00 we | ost
contact with United' s Flights 641, 415 and 399. After persistent
attenpts, conmunications to these mssing flights was
reest abl i shed.

At approxi mately 10:06, United Flight 93 crashed in
Pennsylvania, killing all 41 on board. At 10:20, we received
confirmation fromthe airport manager in Johnstown, Pennsylvani a
that Flight 93 had i ndeed crashed. Throughout that norning, we
were dealing with a flood of informati on and i ssues. W were
unable to establish contact with nearly a dozen flights. There
were torrents of bonb reports, reports of two expl osions at
airports, reports of other threats and other hijackings. The
threats fortunately turned out to be m sunderstandi ngs or hoaxes,
and we eventually reached the flights. But nothing could be
di sm ssed or ignored in the high uncertainty of the nonent.

United' s crisis center remained in operations 24 hours a
day, seven days a week for nearly three weeks, until we returned
to nore or less a nornal operation. During those days and
beyond, United's people all around the country devoted their
energies to assisting the victins' famlies and working with the
FBI and ot her governnent agencies to assist in the investigation.
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In the wake of these attacks and all that has transpired,
the question rightly is: What changes should be made to enhance
avi ation security? First we nust recognize that great progress
has been nade since Septenber 11th, 2001, sone of which can be
seen, and nuch I know cannot be seen, and we commend the FAA, the
TSA and ot her bodies for all their efforts. W believe that
nati onal aviation security system can and shoul d evol ve further.
Most fundamentally, there needs to be a vision, a goal, for what
the security systemin this country should ultimtely |ook Iike.

We believe there are several key aspects of that vision sonme
of which we know are already underway. First, custoner
di sruption should be kept to a mnimum The security system
shoul d be as transparent as possible to them Second, the system
should be fully integrated with the overall aviation structure in

the country. It must be dynami c, flexible and unpredictable to
our enem es and must inprove continuously. The system nust not
depend on any single elenent. Its strength nust cone from a

conbi nati on of integrated el ements.

There nust be full participation from and comrunications
anong, all the different entities in aviation security. No one
organi zati on has a nonopoly on good ideas. Lastly, the system
shoul d focus on a risk-based approach, in addition to today's
t hreat based enphasis. Under a risk based approach, root cause
analysis is used to identify the factors underlying nmultiple
ri sks, and then they are cut off even if they don't pose an
i medi ate threat.

M. Chairman, in closing | return to where | began, to the
victinms and their famlies. Let us work together to learn as
much as possi bl e about the events of Septenber 11th. W nust
then apply those | essons to nmake our nation's security system
continually better and stronger so that our enem es do not ever
attack our country and its people though the aviation system
t hank the Conm ssion again for all it's doing to advance this
cause and Captain Soliday and | will welconme any questions you
may have.

Thank you.

MR.  KEAN: Thank you very nuch

Senat or Kerrey?

MR, KERREY: Thank you, M. Chairman, and | apol ogize in
the interest of tine. W started late and there's a very

i nportant issue alluded to a nonent ago that this comm ssion wll
have an opportunity to participate in at 3:30, so |l wll try to
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go as quickly as | can and I'll have sone additional questions,
if you don't mnd, that you could perhaps answer in witing.

First of all, I want to thank you for com ng. You didn't
have to and | suspect, especially in your case, M. Arpey, that
your |awyers nmay have advised you not to, so | appreciate very
much your com ng here and trying to help us to get the full and
conpl ete accounting that we are tasked as a consequence of the
| egislation that created this comm ssion.

It's also inportant to say that you weren't just selected by
us because you can help us. Fromthe standpoint of Anerican and
United as a conpany you suffered in a personal way but you al so
suffered in an econom ¢ way and you can hel p us, because you
perhaps in America no conpanies -- no two conpani es have a
greater sense of urgency to understand both what happened and
what do we need today to nake sure it doesn't happen again.

But you were selected by the conspirators, and one of the
things -- and I"'mgoing to try to make this point slightly
different than |I've made before. The peopl e who perpetrated
these acts on the 11th Septenber, they don't feel renorse, they
don't feel shame. They didn't target the pilot, they weren't
goi ng after somebody and then accidentally killed sone additional

peopl e as a consequence. They were trying to kill as many as
possible. 1It's a religious beginning. | don't believe al
Muslinms by any extent believe this. | don't see all Mislins this
way at all, this is an extrene formof Islam But it does -- it

is areligious belief and it's not new, it didn't spring at us in
2001, although the risk grew considerably in 2001.

Usama bin Laden had began with a relationship actually with
us i n Afghanistan, but he declared in 1998 a fatwa and ny guess
is 19 participants responded to that fatwa and participated as a
consequence. And | think it's very inportant to understand that
because we continue to put this word terrorismover the top of
this for sone reason that's beyond ny reach, and I think it makes
it difficult for us both to understand the why and nore
importantly the what do we need to do.

And I would Iike to begin by asking you, perhaps if you, M.
Arpey, first and you, M. Ahern, because you had some significant
response in this area, what's your understanding of the |aw, of
the 44902 section of U S. Code Title 49. Seens to be very
specific that you have the responsibility as well as the
authority to refuse to transport people that you consider to be
at risk to the passengers on the airline. | mean, do you believe
you have under that |aw a responsibility to prevent or do you
bel i eve your responsibility is nerely to deter?
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MR, ARPEY: Maybe | could start and Timcould junp in.
t hi nk, Senator, the inportant thing to renmenber in both a pre-
9/ 11 and even in a post-9/11 world is that the airlines are
responsi bl e for inplenmenting the security procedures that are
given to us by the federal government who have the ability to
make the threat assessnents, take all of this intelligence data,
take that information, put it through whatever intelligence
sources are necessary and turn it into a security paradi gmon
whi ch we can i npl enent.

And in the pre-9/11 environnent that's what we had done.
And | think we were good stewards in the pre-9/11 environnment in
terns of doing what we were asked to do, but as | said in ny
i ntroductory remarks, nobody anticipated that the type of threat
t hat we encountered on the norning of Septenber 11th.

MR. KERREY: Let nme press that a bit because Nati onal
Security Advisor Rice nade a very fanous statenent in which she
sai d nobody could have predicted this. | disagree with that.
mean | absolutely disagree with that. | nean you're tal king and
| presune that you' ve got safety precautions dealing with a plane
that's fully | oaded of 70,000 pounds of jet fuel that you
consider it to be dangerous, all but itself as a consequence of
having the flammable material on it. | presune that you' ve got
procedures to deal with a pilot or two pilots that m ght w g out
and | presunme you' ve got procedures to screen your own pilots to
make sure that sonething terrible doesn't happen.

And you may not have been able to say, oh ny God, nmaybe
suicide is going to be a part of this thing, but it -- even
there, | nmust say given what was going on again and the Islamc
extrem st groups they were using suicide technol ogy. | mean,
they were using the technol ogy of suicide to acconplish their
objectives increasingly. So, | nean, even there | nust say |
have a difficult time with an argunent, gee, nobody coul d have
predicted this, because | think if we're thinking about you know,
trying to prevent all instances like this, it seens to ne that
t hat woul d have been on the |ist.

MR. ARPEY: Wel | again, Senator, I'll just be candid with
you. |If you go back to the norning of 9/11, the entire security
paradi gmthat was in place given to us by the FAA did not
anticipate this type of threat.

MR. KERREY: You keep saying that it's the FAAthat's
telling you about it. | must tell you that the | aw doesn't
mention the FAA. The | aw says, quote, "An air carrier may refuse
to transport a passenger or property the carrier decides is or
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m ght be inimcal to safety.” End of quote. It doesn't nention
the FAA at all. And it -- 1 mean, let ne -- | presune that
you're famliar wwth the Iist of prohibited passengers --

MR. ARPEY: Yes, sir.

MR. KERREY: And that you have to inplenent that?
MR, ARPEY: Yes.
MR

KERREY: And do you have any -- do you participate in
that? Do you say, gee, the list is too small, the list is too
big -- I nmean, I'm down on tal king about pre-911, there were --
wait a mnute, we've been given a |ist of 15 people at |east by -
- at least on the surface it |ooks Iike 13 of themwere in sone
way connected with Islamc extrem sm

MR. ARPEY: Wll, | think -- and Tim junp in here -- but
that list |I think came out of the FAA's own threat assessnent of
what the industry should be trying to protect itself against, and
they came up with that [ist and on the basis of that list we put
in procedures to screen.

MR. KERREY: Any of you at the -- | think it was April or
May 2000 briefing that the FAA security people did with airline
officials? | don't --

MR. SOLI DAY: My staff was.

MR. KERREY: Were you there, Ed?

MR.  SCLI DAY: No, | wasn't but ny staff was.

MR. KERREY: And what did they report back to you? Have
you seen that CD ROM presentation?

MR. SOLI DAY: Yes. Yes, | have.
MR. KERREY: Did you see it prior to 9/11?

MR. SCLI DAY: Probably, I'mvery famliar wth it, yes.
Could I build --

MR, KERREY: Sur e.
MR. SOLI DAY: -- Senator Kerrey, on your question? The |aw
that you tal k about, quite frankly when you read it as you do, it

woul d presune that the burden is upon the carrier. But if |
coul d share sone history with you, how that |aw has been applied
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to us is that when we have tried to deny boarding -- nost
recently after 9/11, 38 of our captains denied boarding to people
they thought were a threat. Those people filed conplaints with
the DOT, we were sued, and we were asked not to do it again.

So the burden upon us was to only take those people off of
the flight who we knew posed a threat and the only way we can
know t hat they pose a threat is through those who identify them
Quite frankly, at United and | know at Anerican, in the md-'90s
there were custonmers who assaul ted our passengers. W created
our own list of those people who commtted violent acts on our
airplanes to keep themoff the airplane. W were rem nded quite
frequently that unless they posed an imedi ate threat we were
di sobeyi ng the conmon carrier rules.

MR. KERREY: If you just take the first and -- in April of
2000, April 24, 2000, Security Directive 95 conmes up. | presune
you're famliar with this, if not I can show you the |ist as
wel |, have you seen this list?

MR SQOLI DAY: Yes, I'mfamliar with the |ist.
MR. KERREY: So you' ve got six guys on here --
MR, SOLI DAY: Ri ght.

MR. KERREY: -- all of whom have sone relationship with
Ranzi Yousef.

MR. SOLIDAY:  Right.

MR. KERREY: So you get the list, what do you do about
t hat ?

MR, SOLI DAY: There are a nunber of things we do with it,
sonme of them!|l think I would prefer to discuss in a private
sessi on because those are part of the procedures today, but those
lists were distributed not only to the field as a |ist, because
SiXx nanes is pretty easy to manage, | mght -- you probably know
al ready, Senator, that that list grewto over 1,800 within a
week. Managi ng that becones nuch nore conpl ex.

Those nanes are fairly easy. Many, nmany peopl e have common
nanmes in, and what becones very, very conplex is if we have
soneone who's nane -- to use a generic nanme is John Smth, and we
have a |ist that says deny boarding to John Smith, and quite
frankly, the Arab nanmes are repeated very, very frequently, then
we may have 500 or 600 people wth that nanme on any given day.
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Now, we have to be able to, in a very short tinefrane,
identify which one is the one on the list. And so as the list
grows, the handling of that -- you can do sone of it with
conmput er services, but nmuch of it has to be done with hand phone
lines and so forth. Now, there are contingencies in place at the
present tinme that have hel ped that --

MR. KERREY: Wiy didn't we nodify the -- what do you cal
the on-flight security procedures, the Common Strategy? Wy
didn't we nodify that common strategy to accommodate the
possibility that suicide could be sonething that the pilot --
that a hijacker would sel ect?

MR, SOLI DAY: Vwell, first of all, Senator Kerrey, the
Common Strategy -- I'mglad you said nodified because if you | ook
at history the Conmon Strategy has saved a lot of lives. To
react in a violent way in the past to many of the hijackers would
have cost many, nmany lives. And so the Conmmpn Strategy as with
regard to how it interfaced with governnment agencies did change
over time. \What we ask the folks on board to do -- again | would
say to you that while the enphasis -- in fact at a noted
governnment hearing, after the Gore Comm ssion, the Rand
Cor poration produced a witness that said these people are not
suicidal. He happened to be an Israeli consultant.

So when we | ooked at the possibility of hijacking -- we at
United practiced hijacking four tines after 1999, various forns
of hijacking to include an anthrax on the airplane. W practiced
with the FBI, with other governnment agencies, to ascertain how we
could react, but the idea that they would be able to train people
to fly conplex airliners and navigate them was sonet hi ng t hat
none of us contenpl at ed.

MR KERREY:  Why?

MR, SOLI DAY: | would assune that the type of training we
give to pilots is very, very sophisticated. These were all gl ass
cockpit airplanes --

MR. KERREY: No, but the why cones fromyou were training
for the possibility of hijacking --

MR SCLI DAY: Yes.

MR. KERREY: And, by the way, the procedures in this
particul ar case would seemto be seriously flawed at the

passenger screening level. W heard earlier, this conm ssion has
heard that if I'"mcarrying a blade that's smaller than four
inches that | can -- and you know, |'ve been screened and it's
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fine and they give it back to me, pre-9/11. | nean it seens to
be even there there's vulnerabilities that were rather
substantial to be able to take a plane over, but given all the --
again, even in this presentation that was done in 2000, but al
the threat assessnents that were being done in '98,'99, 2000,
2001, they had to include sone discussion of suicide. As I
mentioned -- the word | used earlier was suicide has becone a
technol ogy. Suicide attacks have becone a technol ogy that
increasingly is being used by, again, largely people that are
noti vated by religion agai nst us.

MR. SOLI DAY: | think first of all that is a fact that
today we are very, very aware after what's been happening in
| srael that suicide is something that they will do. But the
t hought that they would be able to have the technical skill to
fly an airplane, that | evel of education -- Senator Kerrey, in
honesty with you, you are a trained spec ops person. You know as
well as I, sir, that these people could have gotten on that

airpl ane stark naked and done what they did.
MR. KERREY: Yes, they could have.

VR, SOLI DAY: So all of this discussion, you and | both
know i f we were taking knives away, they woul d have pl anned the
spec op around those knives not being there.

MR. KERREY: This is why we'll send sonme witten questions
to you, because |'ve got serious questions about the current
strategy on the airlines today. A lot of it, it seenms to ne, is
reactive. A lot of, it seens to me, to be politically notivated
nore than it is by notivated by real security concerns, and I'd

very much like -- I'll do it in witing to you because |I'd very
much li ke to get feedback fromyou all because I'd |ike very nuch
for our -- part of our recommendations to be to say, quit being

noti vated by politics here.

Let's figure out what the right solution is and do it,
whet her it's the FAA's responsibility or your responsibility.
These 19 guys who knocked us over just as easy as could be, they
expl oited every visible weakness. And you're exactly right, once
they were on that plane their chances of failure were practically
zero. And | think we've got -- you' ve got to help us, especially
| think on the intel side, though it's -- | think it's unarguabl e
if you | ook at the presentation that was done in May of 2000 by
the FAA. The FAA can't just say as they've done, they've given
us five or six pages of rebuttal to the Joint Conmttee sayi ng we
didn't know, we didn't know, we didn't know, we didn't know, we
didn't know. |It's |Iike you know how many tinmes can you say we
didn't know before sonebody says, Jesus, you shoul d have?



It was your responsibility. You should have asked if you
didn't know. You know, | didn't want to nmake the FBI nad, |
didn't want to nake the CI/A mad. | nean, given all the things
t hat were going on, again the background of '98, '99 and 2000,
2001, | nmean | think you all can help us a lot, not just to
under st and what happened that day, which I'm sure makes you feel
worse than it makes me in many ways. They were your enpl oyees.
You were associated with themin a very active and upfront way.
You've got to help us by being very frank. Not right now because

this comm ssion's got to -- a |lot of the Conm ssioners ask
guestions, but you've got to in witing tell us what aren't we
doing that we should be doing, that we're -- whether -- | don't

know if it's a national identification card, if you think that's
what it ought to be, tell us.

| don't have to worry about the National Rifle Association,

| don't have to worry about civil libertarians, |I only have to
worry about what you tell ne that should be done. And by the
way, |'ma custoner, and when this conm ssion finishes this work
today, I'mtaking the train back to New York and no small|l neasure

because | find the security procedures not only to be a nui sance,
but I think they're largely ineffective.

| nean, you're exactly right, buck naked | sit on that plane

and | say, well, | hope they've got this thing figured out
because -- well, first of all, they'd never let nme on, that would
real ly be obnoxious, |let me on buck naked, but you -- yeah,
you're not anxious to see that. | nmean, | hope that you'll help

us by being as honest as you possibly can and as frank and as
detail ed as you possibly can about what we aren't doing that we
ought to be doing to prevent this in the future.

MR SOLI DAY: Senator Kerrey, | would |look forward to that.
| think | agree with the things you have said and have
participated at the National Acadeny and other places. | think
it's very, very inportant that we focus on the future but we al so
recogni ze that these people were highly skilled mlitary
prof essionals and the only way we stay ahead of themis to have
an iterative process continuously that grows continuously and
that we understand there is no one pill or no anount of bl ane
that will solve the problem W need to have a systemt hat
continuously inproves itself.

MR. KERREY: The last thing I'lIl say is | hope that you --
' m asking you, don't call this terrorism It is terrorism but
it's comng froma relatively small group of Mislinms who
religiously believe in killing infidels. That's the pathway to
heaven and everybody in this roomis an infidel. And it's
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enornmously inportant that we begin with that. OQherwi se, we, in
the first instance, are unable to identify what the risk is but,
in the second instance, there is a tendency to have the wong
policies and procedures that make it very difficult for us to be
very discrimnating and to identify people who are genuinely a
risk to us.

" m t hr ough.

MR. LEE HAM LTON: The chair is in a rather astounding
position here of not having any other comm ssioners who want to
ask questi ons.

Al right.
M. Lehman.

MR. LEHVAN. Thank you and | too applaud your willingness to
come up here and be beat up a little bit and also to really give
us your recommendations for the future. And again | would echo
Senator Kerrey that we would very nmuch |ike your continuing
participation and recommendati ons. The record that has energed
fromour staff's research is one in which the weight of the
i ndustry has been conti nuously agai nst tightening up
restrictions.

Now, you've articulated well the reasons why you didn't
expect the threat that cane, but it's |like so nmany of the
argunments we've heard earlier. [It's not very persuasive that
nobody told us, it's not our job to decide what the threat is.
And, of course, quite apart fromwhat the regul ation that was
cited stipulates, of course it's your job. | nean, | would be
willing to bet, if |I could overhear sone of your conversations in
a bar somewhere, that you're not full of praise and confidence
for the government's brilliance in handling all of your tax
i ssues and your inspection issues and what possible reason woul d
you have to think that you don't have to participate in
intelligence assessnent, threat assessnent?

The FAA was saying that it was perfectly all right for young
Arabs to cone on to your airplanes with 4-inch knives and, you
know, the industry's attitude was, "Hey, it's not our Dbusiness.
The FAA says it's okay, it's got to be okay." What's been
m ssing froma lot of the witnesses that we've had these [ast two
days is an application at the | eadership | evel of the common
sense test to sonme of these things. The record that our staff
has produced is one of the industry continuously erodi ng and
bl ocki ng and defunding initiatives like the first air nmarsha
initiative, the | ocked cockpit door initiative, the single key
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initiative and one of the things that we' ve heard constant

conpl aints about fromthe immgration people is the industry's
successful thwarting of their efforts to fix the "transit w thout
wai ver" | oophol e, which the industry has known has been used by
terrorists, has been used heavily by snugglers and coul d be
relatively easily fixed with the building of secure transit

| ounges and the kind of neasures that nost |arge countries in the
world, if not all of them have.

Yet, as | understand it, even today, the industry is
whi ngi ng and whi ni ng because the President suspended this huge
| oophole. | would |ike to hear how you, wi thout, you don’t
necessarily have to respond to ny indictnent of the pre-9/11 era,
but how do you see your roles going forward as an active
chal | enger of the bureaucratic inertia that's inevitably part of
many of these governnent regulatory initiatives? Wy do we not
have a single instance in our research of the industry saying,
"We've got to tighten up in screening. W're only paying m ninmm
wage and we have a 100 percent turnover of our people. W should
be hiring higher quality people. Wy are you letting 4-inch
bl ades aboard our airpl anes?"

We don't have any record of that and sonehow, you guys have
to change the whol e paradi gm of the way you approach these safety
i ssues. You've got to be proactive and not a drag on the system
whi ch, historically, you have been, unless you can provide us
evi dence that chall enges the overwhel m ng wei ght of evidence that
we have so far

MR. SOLI DAY: Conmi ssioner Lehman, if | could begin the
response and then nmaybe others would like to join nme. |
under stand your frustration and | understand your coments. As
you know, by ny biography, | hold several major trophies for
devel opnent of enhanced ground proximty warnings, FOQA systens,
so forth, all of which happen to be on the aviation side. W are
not mandated by the governnent.

Quite frankly, if you ook at the record, we tested numerous
things |long before they were mandated. Inmediately after TWA
800, we, as a conpany, talked with the FAA and said we are
prepared to nove forward with sonme security measures to ranp up
because we don't know what caused this. The problemis -- and
you can make light of it, if you like -- a citizen does not have
the right to search and seize. There are privacy issues and, for
exanpl e, as a conpany who was prepared to roll CAPPS out and did
roll it out long before any other conpany, a visitor fromthe
Justice Departnent who told nme that if | had nore than three
peopl e of the sane ethnic origin in line for additional
screeni ng, our systemwould be shut down as discrimnatory.
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MR. LEHVAN:. That is an inportant point.
MR. SOLI DAY: Tell nme about conmobn sense.

MR. LEHVAN. | agree with you totally. What |'m suggesting
is that your childlike faith, in your earlier testinony, in the
ability of the government to provide you threat warnings, you
shoul d be equally skeptical about. These are all good points.
think you're right.

MR, SOLI DAY: Again, | hope | did not cone across as naking
excuses. W have a clear role. There are nore people in the
intelligence community in the United States than we have in our
airline, or had in our airline.

MR. LEHVAN. That's the probl em

MR, SOLI DAY: Nunber two is that when we have an inkling,
there is alimt to what we can do without the authority of
government. No natter how cooperative we try to be, there are
limts and quite frankly, a nunber -- we have the first CTX
machi ne ever made on our property long before it was certified.
We went out and | ooked at Quadrupole, quite frankly used it, not
in a certified way, because of the human factors issues that are
in X-ray screening.

A nunber of us were advocating we needed research and
devel opnent in systens that were red-1ight, green-light as
opposed to interpretive. W went out and worked with the FAAto
put those into practice. W couldn't use themas offici al
systens because they were not approved systens. But we used them
in San Diego to denonstrate their effectiveness, but could not
get funding for further research in those types of technol ogies.

So, again, all of us know that | don't think there's anybody
at the table -- | know themall quite well -- that doesn't do a
| ot of self-examination, but | think it is a bit unfair that we
did not go the extra mle

MR. ARPEY: Comm ssioner Lehman, let ne just add a foll owon
to his point. You know, Ed, you're talking really CAPPS | in the
pre-9/11 environnent and | think com ng back to what Senat or
Kerrey was saying earlier, sone of this does defy commbn sense.

In a post-9/11 environnment, we had situations where our crew
menbers were unconfortable with passengers on board the airplane,
they hauled themoff the airplane and | think -- there was 10 or
11 of them-- and today we're being sued by the DOT over each one
of those cases.
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MR. LEHVAN. That's sonething we should definitely follow up

on because if DOT is still pursuing that policy that we will get
i nvol ved.
MR. STUDDERT: | think last nonth United was actually fined.

We should follow up for you on that.

MR. LEHVAN: Is that right? Could you get us data? W'd be
happy to take up your cause.

MR. ARPEY: You know, despite that kind of situation that
does | think |ack sone common sense, we continue -- and | suspect
United is the sane way -- to advocate to our crew nenbers, if
anyone is on the airplane that nakes you unconfortable or in any
way you think conprom ses safety, get themoff the airplane. The
captain is the in-flight security coordinator for every flight
and is the final authority on everything. So despite sone of the
stuff that we deal with, we do nake a | ot of commobnsense
deci sions and give our crew nenbers a | ot of conmonsense advice
and we tell them you don't worry about |awsuits and that kind of
stuff. We'Ill take care of that.

MR. STUDDERT: Yeah, we back themup on their decisions.

MR. LEHVMAN: By the way, to follow up on that, we put a
great deal of faith and have got a great deal of benefit in the
Navy, for instance, out of Red Teans. And we just heard
testinmony this norning that there is a continuing enphasis --
al though this mght be a little controversial -- on using the Red
Teans in FAA again. Do you get direct access to these Red Team
reports? \Wen they conme through, when they send a team of Spec
Ops type people through your security systemand find big holes
init, do you hear about that directly or not?

MR. AHERN. There's a |l ot of data about the Red Teans.
Initially we did not. Under Ceneral Canavan's | eadership we did,
in the summer of 2001 there was a review of the Red Team audits.
| won't -- again, | can't speak of industry but | certainly can
tell you that the audits that were conducted at American actually
showed that we were quite effective, with one error in a
particular city. There were three audits that I'mfamliar with
that we did receive in the sumer of 2001 fromthe Red Team But
CGeneral Canavan invited all the security directors. W
subordi nate went to the session and they reviewed sone of the Red
Team audits and provided us data on airline-specific data.

MR LEHVAN: But not since?
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MR AHERN: | don't know. Again, |I changed jobs in 2002. |
haven't seen any since 2002. | certainly can get the data from
our security folks.

MR. LEHVAN:. Woul d you agree you ought to get themon a
regul ar basi s?

MR. AHERN: Absolutely. Absolutely.

MR. LEHMAN. That's good. W'd appreciate it if you'd give
us the follow up data on that.

MR. SOLI DAY: M. Lehman, just a thought on the Red Teans.
There is a difference between the Red Teans and the regul ators
who audit. The Red Teans are supposed to find vulnerabilities in
the system And while I'mnot disagreeing with M. Ahern, there
are things that they find that really do need to be kept -- we
need to know the solution. But transmtting vulnerabilities to
| arge vol unmes of people does not always serve the best interest.

MR. LEHVAN. How about just l|ike the people at your table
here?

MR SOLIDAY: If we do that, there are 195 carriers in the
United States. That would be two per carrier, that's 400 people.
One of the great problens we've had with security is that al nost
any procedure we inplenent is |leaked and it's vetted in the
media. And quite frankly, in some of the discussion we have had
there are things that we shouldn't know because they conprom se
the ability to gather the information. So | think --

MR. LEHVAN. But | think that's a tiny --

MR. SOLI DAY: -- that bal ance --

MR. LEHVAN: | understand your point, but | think it's
| argely inapplicable because many of the things that the
hijackers found in their -- as they did their intel work and

casing, their own Red Teami ng, before they decided which airports
to hit, so forth, had already been identified in Red Teamreports
and had not been passed on to you. Wuldn't you have rather
known about those vulnerabilities directly, even if other people
| earned about them too, because the terrorists are going to find
out about them anyway |ikely?

VR SOLI DAY: | would want to know about the vulnerabilities

and | would want the ability and the power to deal with them
But, again, there are sone |imts.
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MR. LEHVAN. Could | get each of your airlines' views on how
we solve this "transit w thout visa" issue?

MR. STUDDERT: Both Ed and | have left United in the |ast
year, over a year ago, so it's hard for ne to speak for the
current situation. Ed mght want to give you a general overview
of what was going on in the past.

MR. LEHVAN.  Well, now we'll get a better answer from both
of you.

MR. SCOLIDAY: | think there are -- | think the TSA acted
appropriately. 1 don't work for United anynore so | woul d say
that there are vulnerabilities. W have identified them W did
offer -- as | understand, United offered sone alternatives.
Building termnals takes tinme. Wen there is a threat you want
to deal with it in some way in the short termand then sone of
the solutions | see are -- sound |ike wonderful ideas but they
don't work for seven years. So --

MR. LEHVAN: Yes, but | would point out that the ATA s
argunent 28 years ago when this tenporary "transit w thout visa"
was put in -- M. Ahern?

MR. AHERN: Yeah, |'Ill just add a comment that in nmany of
our |l ocations we already have a situation where we can control
the individual. That doesn't nean that we have in all our

i nternational gateways, and that's certainly an issue that we
woul d have to address. But | think from an operational
standpoint, the key to this process is making sure that as the

i ndi vidual conmes into the country they stay in a separate area
and they | eave the country in a separate area as well, and we

al ready have that in place in many of our larger cities. So |
think that that's the nunber one thing that needs to get done and
then again we'll work with the intelligence community to decide
what el se needs to get done.

MR. ARPEY: | think the key is you just -- you need to
remain in control of the passengers throughout the journey.

MR. LEHVAN. Yeah, | -- and | nean in other countries they
don't officially enter the country because there's a secure
Custons/Inm gration area, transit |ounge, that they stay in.

What has not worked is the airlines saying, trust us, we'll have
sonebody hold the person's hand for 24 hours while they go in and
have dinner in Harlem |t doesn't work.

Thank you.
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MR. KEAN:. Congr essman Roener.
MR. RCEMER  Thank you, M. Chairnman.

|"minterested -- M. Soliday, you re straight shooting with
us. You don't work at United anynore and hopefully you can give
us very candid and honest answers, as you've been doing here.
You have said to our staff that you used to work pretty closely
with Irish Flynn, who was before our comrmission a little bit
earlier, and | think you' ve also said that you frequently tal ked
with the FAA security, sonetines three or four tines a day. |'m
interested in what you conveyed back and forth. Did M. Flynn
tell you about the specific instances? For instance, we have a
host of different occasions when there were FAA individuals
involved in intelligence briefings, that gathered information on
specific threats to U S. carriers, such as the Bojinka plot. W
have FAA intelligence individuals that attended a nunber of
nmeeti ngs throughout '98 and '99 and 2000 where they al so picked
up this information, and in 2001. Wat kinds of information did
M. Flynn pass on to you in these three or four conversations
that you had per day?

MR. SOLIDAY: | certainly did not talk to the associate
adm nistrator three or four tinmes a day. Qur staff talked to the
FAA principal security inspector three or four tines a day.
There were issues of interpretation, there were issues of things
just in applying the system You have seen the manual s, you have

MR. ROEMER: Was any of it informational intelligence
oriented, either general terrorist threat or specific terrorist
threat information? O was this all on --

MR, SCOLI DAY:  No.

MR. ROEMER  -- inplenenting general --
MR. SOLIDAY: This was inplenenting -- if | were to talk to
Associ ate Adm nistrator Flynn, it would be about -- generally it

woul d be about advanced technol ogies. He would ask ne what our
experience was with CTX i npl enentati on because he wanted to hear
it firsthand.

MR. ROEMER. So there was no intelligence exchange ever
bet ween the two of you?

MR. SOLIDAY: | can think that -- any tinme we say
ever/never, that's --
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MR. ROEMER  Rarely.

MR. SOLI DAY: | can think of one instance --

MR. ROCEMER: Hardly ever.

MR. SCLIDAY: -- in particular that | canme into Washi ngton

for a briefing, very simlar to the --

MR ROEMER Did this concern you at all that you were not
getting any kind of intelligence passed on, either in a general
sense about a threat, an evolving threat that you m ght be
readi ng about in the paper but not getting nore specific
information fromthe agency?

MR. SOLIDAY: | think things that |I'mreadi ng about in the
paper, those were being briefed regularly. The issue | would --

MR. ROEMER: By who, though? That's what |I'mtrying to
figure out. Who briefed --

MR, SCLI DAY: By the intel group fromFAA by -- like | say,
on one occasion Irish Flynn didn't do the briefing, but the
associate adm nistrator was in the roomto give enphasis to the
i nportance. Again, what -- if |I'mhearing your question
correctly, and correct nme if I'"'mwong, it is one thing to get a
briefing in which maybe 300 or 400 potential threats are |listed,
and another to have a prioritized briefing that says, these are
the things. There is X amobunt of resource that can be devot ed.
So the discussion of threats out there is a part of every day
conversation: every day between nyself and ny staff; every day
bet ween us and t he FAA

MR. ROEMER: Let nme commend you. | think you also told our
staff that post-9/11 you hired an Israeli firmto perform an
outside audit of United' s airport stations fromthe standpoint of
risk. Can you give us information as to what kinds of things
were recomended to you in ranping up security, and what
obstacl es you mght have run into in order to inplenent those?

MR, SOLI DAY: Yes, we used them after the OSAF threat in the
Pacific. Inmmediately when the threat becanme apparent to us, |
had at that time an Israeli consultant and consulting firm
through the time | left. W asked themto go out into the
Pacific, | ook at our stations, |ook at them specifically. Those

things that we corrected -- | believe we have records of what
they were. |1'mnot certain we're not into sone issues that
should be in private as opposed to -- but that is true. Then in

the 9/11 instance -- post-9/11, as | shared with the staff, |
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brought himin in the first flight that | could get him here,
asked himto share with ne additional things that we coul d do.

MR. RCEMER. Wt hout being specific about what those are --
| agree with you, maybe we can share that in witing or in a
cl osed session -- would you have difficulties with the airline
today inplenenting those or with the FAA?

MR. SOLIDAY: | would have difficulty with the governnment in
general. His -- | can give you his high-level assessnent. His
exact words were, "You Anericans are obsessed wth the neans.

The only way you will stop themis by keeping themoff the
ai rpl anes, and to do that you nust do aggressive profiling.” One
carrier shared their data and you know the results of that.

MR. ROEMER In your view, you also said to our staff, that
today we have nore consistent training of screeners but no
significant inprovenent in technology and no apparent i nprovenent
in performance. Do you stick by that? Do you nodify that?

MR. SOLI DAY: The issue was -- when one tal ks about
performance, the context of that conversation, as | recall it,
was in regard to one particular element. One of the issues that
has been alive since 1981, a nunber of studies, is the human
factors of screeners' interaction with the technology. The
popul ar view was that it was solely economc. That was
reinforced by a nunber of governnent auditing agencies that if
you just change the pay, then screening will get better. But,
quite frankly, if you | ook at the National Acadeny of Science
panel study in 1996, it said specifically there was very little
evi dence that pay woul d change anything. There were significant
human factors issues.

The FAA applied a nunber of tines for grants to do the kind
of human factor studies that we did with pilots, being part of
the crew resource managenent. | know | don't look like I'"mold
enough to have been part of the beginning, but I was. W spent
mllions in the governnment to understand why pilots error. W
have just scratched the surface of understandi ng why screeners
fail to detect.

| believe M. Lehman or one of the previous people who
testified tal ked about probability of detection. So when
shared with themthat not -- | think that it would be wong to
say that the overall security has not inproved. It certainly
has. But in certain areas if you |look at the rate of detection,
it is not significantly better than before. Now, we've added
| ayers on both sides to take -- just |like we do in an airplane.
If we know a systemhas a 10 to the m nus 9th probability of
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failure, then we say that is safe to fly. But if we have a 10 to
the minus 7th, I'mrequired -- or the manufacturer is -- to build
redundancy to get to 10 to the m nus 9th.

One of the things that Senator Kerrey tal ked about was we've
done a nunber of things that are enotional, instead of | ooking at
arisk level that we are confortable with. And if you | ook at
security in a true risk assessnent way, you start |ooking at the
human factors. Wy do people fail? 1It's not because they don't
care. It's because there are failure nodes in the technol ogy and
how the humans interface with that technol ogy t hat we don't
under st and.

MR. ROEMER: | appreciate your very hel pful answers. | know
we're running out of tinme and |I think Senator Kerrey has one
final question.

MR. KEAN: Yes, Senator Kerrey for the final question.

MR. KERREY: Well, I'"'mgoing to try to be as brief as | can.
| would very nmuch like to provide you gentlenmen with a nunber of
docunents. The one is the response of the FAA to a series of
statenments that are actually nade by the Joint Conmttee. This
is the FAA com ng back and defendi ng thensel ves agai nst
statements that were made by the Joint Commttee that did their
earlier evaluation.

And the reason I'd like to have you look at it is these are
very precise intelligence assessnents that are bei ng nade by
various people in national security organizations, nost generally
comng out of the CIA. And it causes ne -- as | read this and as
| ook at the PowerPoint presentation that was done in 2000, |
| ook at this and say, had this information gotten to the people

that were in charge of security, | think they would have
i mredi ately said suicide is a real possibility. So | nean |
don't -- | honestly do not buy this idea that it's uni magi nabl e.

That what happened on 11 Septenber was uni magi nable. W should
have been able to imagine it. We should have been able to
imagine it and defend it.

And | very nuch agree with you, M. Soliday, there's tw big
ways | think you get the job done. One is by preventing them
fromgetting on the plane in the first place, and | think there's
a couple of -- personally, | think there's a couple of relatively
sinple things that could have been done and still could be done
that could elimnate all these long lines and all this harassnent
and all this difficulty getting on the airplane and making it
difficult to fly and causi ng people to wonder what in the heck is
goi ng on.
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There's a couple of relatively sinple things that could be
done prior to people getting on the airplane and | think, for
political reasons, we don't want to do it. And | think the
Ameri can people want you to tell us what are those sinple things.
And if the politicians are afraid -- the elected politicians are
afraid, we need to give them sone room and give them perm ssion
to do it because | nean | see a lot of the stuff being done. |
mean, we heard M. Bonner yesterday in here tal king about what
he's doing to nake his agency work. |'ve got to tell you it'll
be four or five years before the INS and Custons start worKking
together as a famly. And in the neantinme if you're relying on
themto make certain that they screen these people out, you're
relying on the wong agency. You've got to figure it out on your
own. You've got to figure out how to keep people off planes that
are willing to die in the act of killing passengers and killing
ot her people on the ground, because I think -- | personally feel
that unless you provide us with that information, it's not |ikely
to come from anybody el se.

MR. KEAN:. | want to thank you all very, very nuch. W
appreci ate your testinony and appreci ate your help.

Ckay, we're ready to recommence. W now cone to our second
staff statenent and, together with M. Zelikow, | would like to
recogni ze Sam Brinkl ey of our conmm ssion staff.

MR. PH LIP ZELI KON M. Chairman, nenbers of the

Commi ssion, this statement continues our presentation of initial
findings on how the individuals who carried out the 9/11 attacks
defeated the civil aviation security systemof the United States.
We continue our investigation into the status of civil aviation
security today and for the future. These findings and judgnents
may hel p your conduct of today's public hearing and will inform
t he devel opnent of your recomrendati ons.

The findings and judgnents we report today are the results
of our work working with you so far. W remain ready to revise
our understandi ng of these topics as our work continues. Qur
staff was able to build upon investigative work that has been
conducted by various agencies, including the Federal Bureau of
| nvestigation. The Departnent of Honel and Security's
Transportation Security Adm nistration is fully cooperating with
our investigators, as are the relevant airlines and the Federa
Avi ation Adm ni stration.

We spoke earlier today about how the hijackers defeated al

of the pre-boarding defense layers; the U S. civil aviation
security nmounted on Septenber 11, 2001. We will return nowto
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the last line of defense: the Commobn Strategy in response to
hi j acki ngs as i npl enented onboard the aircraft by the flight crew
on the four flights.

Bill Johnstone will begin.
MR, WLLI AM JOHINSTONE: Thank you

As you've heard earlier today, the anti-hijacking training
for civil aviation aircraft crews in place on 9/11 was based on
previ ous experiences with donestic and international hijackings
and ot her hostage situations. It was ained at getting
passengers, crew and hijackers safely |landed, and it offered
little guidance for confronting a suicide hijacking. Air carrier
responsibilities for security and anti-hijacking training for
flight crews were set forth in the Air Carrier Standard Security
Program In addition to specifying the nunber of hours of
required security training, it provided an outline of in-flight
hijacking tactics for both the cockpit and crews. Anong ot her
things, the outline advised air crews to refrain fromtrying to
over power or negotiate with hijackers, to land the aircraft as
soon as possible, to comunicate with authorities, and to try
del ayi ng tactics.

One of the FAA officials that we've spoken to, who was nost
involved with the Conmon Strategy in the period | eading up to
9/ 11, described it as an approach dating back to the early 1980s
whi ch was devel oped in consultation with the industry and the FBI
and based on the historical record of hijackings. The point of
the strategy was to optim ze actions taken by flight crewto
resol ve hijackings peacefully through systematic delay and, if
necessary, accommodation of the hijackers. The record had shown
that the longer a hijacking persisted, the nore likely it was to
have a peaceful resolution. The strategy operated on the
fundanment al assunptions that hijackers issue negotiabl e demands
nost often for asylumor the rel ease of prisoners, and that
suicide -- as we got a quote, “Suicide wasn't in the gane plan of
hi j ackers.”

Thus, on Septenber 11, 2001, Conmon Strategy, which was the
| ast |ine of defense against these hijackers, offered no defense
agai nst the tactics enployed by the hijackers of Flights 11, 77,
93 and 175.

M. Zelikow. [I'msorry, ny mstake. The day of Tuesday,
Sept enmber 11, 2001, began for the U S. civil aviation system as
one marked by exceptionally fine weather across the country and
the absence of any significant overnight problenms in the system
which required the attention of the workday shifts at the FAA and

97



at the airlines as they took over across the country. W w sh at
this point again to advise the famly nmenbers of victins who may
be viewing this statenent or listening to it that the details we
will be recounting may be especially painful for you to hear.

Pl ease consi der whether you wish to continue view ng, at |east at
this tine.

Before we proceed with the details, we first wish to pay
tribute to all of the brave nen and wonmen who were the source for
nost of what we know about what transpired on-board American
Airlines Flight 11, United Airlines Flight 175, American Airlines
Flight 77 and United Airlines Flight 93. In just a few short
m nutes we will be hearing about one of those heroes, flight
attendant Betty Ong who perished on Flight 11, from another
i ndi vidual, American Airlines reservations manager, Nydia
Gonzal es. Ms. Gonzal es spoke with Ms. Ong on that tragic norning
and nmade sure that her voice was heard then and continues to be
heard to this day.

There are many others who we wi sh to recognize, both
passengers and crew, who were able to reach out to let their
conpanies, their friends or their famlies know what had befallen
then, and in so doing they enabled us to tell their story here
today. Among them -- and this is not neant to be an exhaustive
list -- also fromFlight 11, Betty Ong's fellow flight attendant
Madel i ne “Any” Sweeney; from Flight 175, flight attendant Robert
Fangman, passengers Peter Burton Hanson and Brian David Sweeney;
fromFlight 77, flight attendant Renee May and passenger Barbara
A son; fromFlight 93, flight attendants CeeCee Lyl es and Sandy
Bradshaw, passengers Todd Beaner and Jereny Qi ck.

There is every indication that all nmenbers of the flight
crews did their duty on that day with dedication and
prof essi onal i sm

Thank you.

MR. ZELI KON To continue the discussion of hijacker tactics
and beyond, | want to turn the floor over to Sam Bri nkl ey, but
first nention that Sam s background for the Commi ssion includes
the fact that not only was he a battalion conmander in the U S.
Marine Corps, but Sam has al so served as a federal air marshal

MR. BRI NKLEY: Thank you very much, Philip.

The question is what do we know about the tactics used in
t he takeover of the four flights. The hijackers strategically
pl anned the flights they chose: Early norning departures from
East Coast airports of |arge Boeing 757 and 767 aircraft fuel ed
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for a transcontinental flight to maxim ze the destructive power
of the inpact on their selected targets.

One fact that | want to point out. There is no evidence at
this time to suggest that the 9/11 hijackers or their associates
pur chased unused tickets for the hijacked flights. And with the
Chairman's permssion | would like to nove to the charts.

The seat selection on the two type aircraft are indicative
of the planning of the hijackers in being able to conduct their

operation. First of the two charts on the 757. In both
i nstances you will notice that the pilot -- Jarrah on Flight 93
and Hanjour on Flight 77 -- were sitting in the very front row of

these aircraft. This single-aisled airplane gives |ess
maneuverability and access to the cockpit than a doubl e-ai sl ed
airplane. This was carefully chosen. These are not random seat
selections. You will also notice that the remaini ng nenbers of
the hijack teamwere placed in a position to better have them be
able to seal off the front cabin of the aircraft fromthe
passenger cabin crew.

In contrast, the 767 aircraft of Flight 11 and Flight 175
show a significantly different arrangenent of the hijack teans.
In both these cases two nenbers of the hijack teamwere sitting
wel | forward and guarding the front end of the aircraft. In
fact, in both of these the pilot, designated pilot, was sitting
in the center between nenbers of the hijack team two in front
and two behind, which allows the hijack teamto better off seal
and nove forward and to the rear, and to then also control both
ai sl es as the maneuverability capability to seal off the front of
the aircraft. These indicators show that the test flights they
t ook and the process they did in their planning denonstrated in
their seat selections which could not have been at random

The question has been rai sed about whether one or nore of
the hijackers may have used pilot's credentials in order to sit
in the cockpit with the pilots during the flight to facilitate
the takeover. In view of the requisite paperwork and ot her
procedures which nmust be followed to permt a junpseat privilege,
there is no evidence that such a tactic was used by the
hi jackers. They actually had reservations and sat in the seats
t hat they were assigned.

W do know that the seating arrangenment chosen by the
hijackers facilitated the isolation of the front of the aircraft
and the terrorist pilots' entry into the cockpit. The exact
nmet hod of entry into the cockpit is not known. However, the
strength of the cockpit doors in use on 9/11 would not have
precluded forced entry. Cockpit keys were wi dely avail able on
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that day. Also the Conmmpn Strategy did authorize flight crews to
allow entry into the cockpit under certain circunmstances. There
is no way to know whether the terrorist had an access to a key,
but if not, access to the cockpit could readily be gained by
luring the flight deck crew out of the cockpit or forcing the
door open.

From what we have | earned so far, the hijackers successfully
gai ned control of the forward section of the cabin after the
aircraft seatbelt sign was turned off. The flight attendants
began cabin service and the passengers were allowed to begin to
nove around the cabin. This was foll owed by the hijackers
gai ning access to the cockpit. There is scattered and
conflicting evidence about what happened to the cockpit crew
during the takeover, but what we do know is that at sone point
the pilots were displaced and no | onger in conmand of the
aircraft.

The evidence we have exam ned to date indicates that the
terrorists' tactics and techniques initially resenbled the
traditional hijacking scenarios. The hijackers took over the
aircraft by force or threat of force. This was reported on al
four flights. The hijackers gained access to the cockpit and
sealed off the front of the aircraft fromthe passengers and the
remai ni ng cabin crew. This was reported with slight variation on
all four flights.

Sone of these reports included the presence of nace and/or
pepper spray in the cabin and indications that passengers had
difficulty breathing. W believe this indicates that the
terrorists created a sterile area around the cockpit by isolating
t he passengers and attenpting to keep them away from the forward
cabin, in part by using nace or pepper spray. Pepper spray was
found in Atta's checked | uggage that was recovered at Logan
Airport.

The hijackers used the threat of bonbs. This was reported
for all but Flight 77. They al so used announcenents, reported
for Flights 11, 77 and 93, to control the passengers as the
aircraft supposedly flew to an airport destination. These
| ongstanding tactics for terrorist hijackings were consistent
with the paradigmof the Cormon Strategy devel oped for flight
crew response to hijackings. There were no reasons for flight
crew to respond outside the training they had received at the
tinme their respective flight was hijacked.

Even so, as the hijackings progressed, there is evidence of

growi ng awar eness aboard the aircraft that sonething
extraordi nary was unfolding. Callers fromboth Flights 11 and
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175 noted early in the process very erratic flying patterns and
tal ked about the possibility that the hijackers were piloting the
aircraft. Reports fromFlight 175 included one passenger
predicting the hijackers intended to fly the aircraft into the
bui | di ng. Another said the passengers were consi dering storm ng
t he cockpit.

Later on Flight 77 at |east one passenger was explicitly
i nfornmed about what had happened to Flights 11 and 175, And, as
wi dely know in the case of Flight 93, a grow ng awareness anobng
t he passengers of what had al ready occurred with the other
flights spurred a heroic attenpt to take over the plane fromthe
hi jackers. The nation owes an eternal debt of gratitude to those
who took action to ensure that Flight 93 never reached its
target.

Let's turn to pilot training. To successfully conplete the
9/ 11 plot aboard the aircraft, at |east one nenber of the team
had to be able to pilot the plane, navigate it to the desired
| ocation, and direct it to the intended target. These tasks
required extensive training and preparation. FAA records show
that four of the 19 hijackers, one aboard each flight, possessed
FAA certificates as qualified pilots. FAA certification required
that a candidate conplete a requisite anmount of flight training
and pass both a witten exam and a practical skills test. Each
of the four pilots received flight training in the United States,
which is recogni zed as having one of the world' s nost advanced
pil ot training, education and certification in the world, and
trains many pilots from many nations.

Anong the five hijackers on American Flight 11, only Mhaned
Atta held a certificate fromthe FAA as a qualified private and
comercial pilot, including proficiency rating in nulti-engine
aircraft operation. Atta received his comercial pilot
certificate in Decenber of 2000. Records indicate that Atta
recei ved Boeing flight sinulator training sessions. According to
the experts questioned by comm ssion staff, sinulator training
was critical for the hijacker to famliarize hinmself with the
cockpit controls and the proper operation of the Boeing 757 and
767, the type hijacked on 9/11, and to gain the operational
proficiency of feel and confidence necessary to fly the aircraft
into an intended target.

Among the five hijackers aboard United Airlines Flight 175,
only Marwan al - Shehhi is known to have conpleted flight training
and possessed an FAA pilot certificate. Al-Shehhi received his
comercial pilot certificate in Decenber 2000 on the same day and
at the sane facility as Atta received his. He also had Boeing
flight sinmulator training.
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Among the five hijackers aboard Anerican Airlines Flight 77,
Hani Hanj our was the sol e individual who FAA records show
conpleted flight training and received FAA pilot certification.
Hanj our received his commercial nulti-engine pilot certificate
fromthe FAA in March 1999. He received extensive flight
training in the United States including flight simulator training
and was perhaps the nost experienced and highly trained pil ot
anong the 9/11 hijackers.

Anmong the four hijackers aboard United Airlines Flight 93,
Zi ad Jarrah was the | one individual who is recorded as having
received flight training and FAA pilot certification. Jarrah
received his private pilot certificate fromthe FAA in Novenber
2000 and was recorded as having received Boeing flight sinmulator
training. Staff would note that Jarrah had | ogged only 100
flight hours and did not possess a commercial pilot certificate
or nmulti-engine rating.

The staff would note the existence of computer-based
sof tware prograns that provides cockpit sinulation avail able on
the open market to the general public. According to the experts
at FAA, such conmputer based-training packages, including products
that sinulate cockpit controls of the Boeing 757 and 767,
provi ded effective training opportunities. The terrorists were
known to use conputers and there is no reason to believe they did
not have the conputer literacy necessary to take advantage of
conmput er- based training aids.

Al t hough the investigation is still ongoing into what
nmet hods the hijackers enployed to navigate and direct the
aircraft toward their target, the following information is
offered in regard to this analysis. Boeing 757, 767 aircraft are
outfitted with highly capable flight managenent systens and
autopil ot features. Know edge of these systens coul d be gai ned
t hrough simulator training, readily avail abl e operati onal
manual s, and perhaps PC-based sinul ator software.

Information fromthe flight recorder recovered from Flight
77 indicated that the pilot had input autopilot instructions for
a route to Reagan National Airport. It should be noted the
flight managenent conputer could be progranmmed in such a manner
that it would navigate the aircraft automatically to a |l ocation
of the hijacker's choosing, not nmerely a comercial airport, at a
speed and altitude they desired, provided the hijackers possessed
the precise positioning data necessary.

By using the sequence waypoints dialed into the conputer,
the hijackers could al so approach the target fromthe direction
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t hey wanted. Financial records indicate that one of the

hi jackers had purchased a gl obal positioning system perhaps for
the purpose of acquiring precise positioning data on al Qaeda's
9/ 11 targets. They had al so purchased a Boeing flight deck video
and flight simulator software program Flight manuals were al so
found anmong their bel ongi ngs.

The Conmi ssion continues to acquire and anal yze data on
pil ot training, operational requirenments, flight information and
ot her rel evant evidence that will provide the nost inforned
t heory of what neans the hijackers used to fly the aircraft to
their targets. Whether the hijackers flew the aircraft manually,
engaged the flight managenent conputer to take themto a
programred destination, or enployed sone conbi nati on of the two,
experts consulted by the Conm ssion believe it quite credible
that given the certificates held by the hijackers, the training
and educational opportunities available to themthrough the
publicly available flight operations manual and conputer- based
flight training software, the hijackers, particularly Atta,

Hanj our and al Shehri, had the know-how to conplete the m ssion.

Let's turn to weapons. Records of purchases by the
hi j ackers and ot her evidence indicate that the knives w th bl ades
of less than 4 inches long were the prinmary weapons of choice W
denonstrated one sanple of that this norning. Wth regard to
reports fromcrew, passengers, knives were sighted on all four
flights. The threat of a bonb was reported in Flights 11, 175
and 93. Box cutters were specifically indicated in only one
report, fromFlight 77. Staff specifically notes reports from
callers aboard at |east two of the hijacked aircraft, 11 and 177,
suggesting that the terrorists used mace or pepper spray aboard
the flight.

As nentioned previously, the evidence suggests that one of
the tactics enployed by the hijackers on all the flights was to
nove the passengers to the back of the aircraft, away fromthe
cockpit. Mace, pepper spray or a simlar substance woul d have
aided the terrorists in that effort and assisted themin
mai ntaining a controlled area around the flight deck. Both nace
and pepper spray were specifically prohibited items under the Ar
Carrier Standard Security Program The questions of how these
items were carried on board remains an issue under investigation.

One is left to consider the following. Had the consequences
of being a sel ectee under the passenger pre-screening program as
nine of the terrorists were, required a nore intense screening of
t he sel ectee, as had been the case before the pre-screening
system was conputerized in 1998, the system would have stood a
better chance of detecting the prohibited item possibly
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depriving the terrorist of an inportant weapon. Staff notes this
is in order to highlight a major policy question arising fromthe
Comm ssion's investigation. Was it wise to ease the consequences
of being a pre-screening selectee at a tinme when the U S
government perceived a rising terrorist threat, including
donestically and when the limts of detection technol ogy and
shortcom ngs of checkpoint screening efficiency were well -known?

Mor eover, we believe that in practice, the FAA s approach to
adnoni shing air carriers to use conmon sense about what itens
shoul d not be allowed on an aircraft, while also approving the
air carrier's checkpoint guidelines that define the industry's
common sense, created an environment where both parties could
deny responsibility for making hard and nost |ikely unpopul ar
deci si ons.

The question remai ns about a gun. W continue to
investigate the allegations that a gun was used aboard Anerican
Airlines Flight 11. This allegation arose froma notation in an
executive summary produced on Septenber the 11th, 2001 by FAA
staff, indicating that the FAA headquarters had received a report
of a shooting aboard the plane, reportedly froman Anerican
Airlines enployee at the conpany's operation center. The
i ndi vidual alleged to have nade that report to the FAA denies
havi ng done so. Wile staff continues to investigate the origins
and accuracy of the report, we note, regardl ess of what reports
were received in the chaotic environnment of various operation
centers at the FAA the airports and the airlines -- the only
authoritative information about whether a shooting occurred on
Flight 11 had to have conme fromindividuals on the aircraft who
were reporting what was taking place to contacts on the ground.

Two flight attendants aboard Anerican Airlines Flight 11
pl aced calls to ground contacts to report what was happening to
the aircraft, and as indicated above, the Commi ssion will receive
testinmony shortly about Ms. Ong's call. Staff notes that the
flight attendants did their duty with remarkabl e courage. The
evi dence shows that the flight attendants remained in phone
contact with authorities for an extended period of tineg,
provi di ng val uable informati on with extraordinary
prof essionalism Their actions were nothing short of heroic.

Nei ther the tape recordings of the call fromflight
attendant Betty Ong, nor the accounts by at | east seven separate
witnesses to the calls placed by Ms. Ong or Ms. Madel i ne Sweeney
reported the presence of a gun or the occurrence of a shooting.
The wi tnesses' accounts of the phone calls were consistent and
are quite specific about the kind of weapons that were reported
present, knives, mace and a bonb, as well as the nature of the
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assaul ts on board, the stabbing of flight crew nenbers and a
passenger.

In order to accept the accuracy of the initial FAA executive
summary with regard to a shooting, disregarding the evidence by
eyewi tnesses to the contrary, one would have to believe that the
American Airlines systens operation center, the SCC, relayed to
the FAA the account of a shooting that no witness recalls, while
negl ecting to include the account of a stabbing that was w dely
reported, including the personnel in the SOC. This seens highly
i npl ausi bl e.

Finally, staff notes that the alleged victimof the shooting
was seated in 9B. Both the seat and its occupant are descri bed
by several of the w tnesses' accounts fromthe aircraft as the
pl ace where the stabbing occurred. At this point in the
investigation it seens evident that the formof attack on the
busi ness cl ass passenger, the only attack upon a passenger
reported by the eyew tnesses, becane garbled in the account of
the assault as it was relayed between the airline and the FAA
authorities in the fog and confusion of the rapidly unfolding
events of that day.

O her rel evant evidence bears nmentioning. Wile
i nvestigators have uncovered evi dence of numerous knife purchases
by the 19 hijackers leading up to Septenber the 11th, 2001, no
firearm purchases or possession are in evidence. Further, the
tactics of all four hijacking teans involved in the plot were
simlar. No evidence has been uncovered to suggest that the
hi jackers on any of the other flights used firearns, and none
were found in evidence at any of the crash sites, notably the
crash site of United Airlines Flight 93, where itens fromthe
aircraft were collected as evidence.

To the contrary, the common tactic anong the four teans of
enpl oyi ng knives and nace, the wielding of a bonb, either real or
sinmulated, is indicated by all other evidence. It seens unlikely
that one of the teanms woul d depart fromthe tactical discipline
of the plotters' nutual strategy.

Finally, though it appears erroneous at this point in the
investigation, staff continues to develop information on how the
gun story may have cone to be reported. Again, we stress our
i nvestigative work, including on the issues we have di scussed
today, is by no neans conplete. Qur investigation continues.

MR. ZELI KON In conclusion, we started today by asking us

all totry to renenber the world before 9/11 and the factors and
pressures that influenced the civil aviation security system
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prior to that day. W cannot and will not forget the events of
9/11. The lessons of that tragedy continue to informour work,
especially our effort to devel op recommendati ons to nake Anerica
safer and nore secure.

MR. KEAN: Thank you all very nuch. | want to say on behal f
of the Conmm ssion how nuch we appreciate the work of this staff,
how pr of essi onal you are and how we recogni ze the fact that many
of you are working seven days a week at this point.

Thank you all very nuch.

Septenber 11 will also be renenbered for the countless acts
of duty, courage, selflessness and |ove. So many of those who
lived themor witnessed themare no longer with us. W are only
left to imagine and to contenplate. Many we do know about.
Fire-fighters and police officers who ran up the stairs of
burni ng buildings to save others. Energency responders who
rushed to the aid of the injured. Passengers and crew who fought
to assure that the terrorists never nade it to their target.
Count | ess instances, people fromall wal ks of |ife who reached
out to help. The nultiple acts of courage that day are too
numerous to recount, but they live on as part of the story of
Septenber 11. They give testinony to the resilience of the hunman
spirit in the face of unspeakabl e horror.

We are now going to hear one remarkable story of such
courage. Aboard Anerican Airlines Flight 11 flight attendants
Betty Ong and Amy Sweeney were able to contact people on the
ground and in the mdst of dire circunstances were able to relay
critical information about what was happening on the plane to the

outside world. It so happens that a portion of Ms. Ong's call to
an Anerican Airlines custoner service facility was recorded. W
will listen shortly to that recording. M. Ong was able to make

contact with Ms. Nydia Gonzal ez, an enployee at the Anerican
Airlines facility, via air phone after the terrorists had taken
over the aircraft. M. Gonzalez is with us today. Nydia herself
is an exanple of the great courage destroyed on that day --

di spl ayed on that day of 9/11. Wth extraordi nary conposure, she
tal ked with and conforted Ms. Ong. She received and handl ed t he
vital information Ms. Ong provided with remarkabl e

prof essional i smand w th conpassi on.

Al so recorded was a call placed by Ms. Gonzal ez to American
Airlines headquarters in Forth Wrth, Texas. Wthout the
capability of transferring the call fromBetty Ong to Anerican
Systens Operating Center or to patch Operation Center personnel
into the call fromthe flight attendant, M. Gonzal ez handl ed
calls fromboth Ms. Ong and the Anmerican Operations Center at
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once. She took the information she received fromBetty Ong on
one line and inmediately relayed it to Anerican Airlines
operation personnel on the other. W wll hear these recordings
of those calls after her testinony. Mich of what we know about
the events of 9/11 are because of Ms. Ong and Ms. Sweeney and

ot her passengers and crew aboard the four aircraft who were able
to contact people by phone and relay vital information. There is
every indication that all nenbers of the flight crews did their
duty with dedication and with professionalism

l'"d like at this point if | could to acknowl edge Ms. Ong's
sister and brother who are with us today: M. Cathie Ong-Herrera
and M. Harry Ong. Wuld they please stand and on behal f of the
Commission |I'd like to address our deepest synpathies to you upon
your |oss, and the appreciation of a very grateful country for
Betty Ong's heroism Wuld you like to stand and be recogni zed,
pl ease.

(Appl ause.)

Ms. CGonzal ez.

M5. NYDI A GONZALEZ: On Tuesday, Septenber 11 --
MR. KEAN: |'msorry, go ahead.

M5. GONZALEZ: Do you need to swear ne in?

MR. KEAN: Do you want to be sworn? | don't think we really
need to with you.

M5. GONZALEZ: (Okay. On Tuesday, Septenber 11, 2001, a day
that forever will be renenbered as one of pain and angui sh for
our nation, | was the operations specialist on duty at Anerican
Airlines Southeastern Reservations Ofice in Cary, North
Carolina. As an operations specialist, one of ny
responsibilities includes nonitoring energency situations and
forwarding information to Anerican System Qperations Control. |
am here to share and descri be an enmergency call that will be
etched in ny nenory for the rest of ny life.

At approximately 8:20 in the norning on Tuesday, Septenber
11, Betty Ong, an Anmerican Airlines flight attendant, called our
reservations office requesting assistance with a situation on
American Airlines Flight 11. Before |I describe her call, let ne
tell you about this brave and courageous individual. Betty Ong,
af fectionately known by her famly and friends as “Bee,” was a
flight attendant with Anerican Airlines for 14 years. She was a
very caring, warmand |oving person. Her zest for life, her
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passion for her job, her ability to nmake people |augh; and her
concern for mankind is what truly nmade her, along with her fell ow
crew nenbers, our first heroes of Septenber 11th.

In a very calm professional and poi sed deneanor, Betty Ong
relayed to us detailed informati on of the events unfol ding on
Flight 11. Wth the assistance of her fellow crew nenbers she
was able to provide us with vital information that would | ater
prove crucial to the investigation. Betty's selfless act of
courage and determnmi nation may have saved the |ives of many
others. She provided sone inportant information which ultimtely
led to the closing of our nation's air space for the first tinme
inits history. For approximtely 23 mnutes, Betty patiently
told us that she thought they were being hijacked because two or
three nen had gai ned access to the cockpit and the cabin crew
couldn't comunicate with the pilot. She infornmed us that two
flight attendants had been injured and a passenger mn ght have
been fatally stabbed. She indicated that there wasn't a doctor
onboard, but that they were able to adm ni ster oxygen to one
flight attendant and that she was able to breathe.

Al t hough she wasn't able to give us a description of the
attackers, she told us the seat |ocations of these individuals,
whi ch hel ped | aw enforcenent authorities identify the terrori st
attackers. The teamwork di splayed by Betty and her fellow flight
attendants, conbined with their extensive training in safety and
security, enabled themto relocate the passengers to an area of
the cabin out of harm s way.

Several nedia accounts of what occurred on Flight 11 cl ai ned
that Betty was hysterical with fear, shrieking and gasping for

air. | amhere to tell this comm ssion that those accounts are
wong. As | previously stated, Betty was calm professional and
in control throughout the call. | honestly believe after ny

conversation with Betty that the 81 passengers and nine crew
menbers on Flight 11 had no idea of the fate that they were to
encounter that day.

Betty, we're here to conmenorate you. Your acts of courage
on Septenber 11 will never be forgotten. On that day not only
did you have a team of fellow enployees in the air, you al so had
a teampulling together on the ground in reservati ons and
security. Your loving famly, your Anmerican Airlines famly, and
your friends are extrenely proud of your selfless actions, and |
for one will forever be grateful and honored to have had the
opportunity to know such a truly remarkable person. On that day
you asked, “Pray for us.” As | assured you then | will assure
you today, we are. Absolutely.
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MR. KEAN: W will now hear the recordings fromthe two
phone calls. The first phone call was placed fromBetty Ong
aboard the Flight 11 to Ms. Gonzalez. W'Il|l hear the entire four
and a half mnutes that was recorded on that call. The second
phone call was placed by Nydia Gonzalez to the American Airlines
operations center to report the call fromMs. Ong and to rel ay
the Center information Ms. Ong was providing.

You may hear a nonmentary blank on the tape. The Conmmi ssion
edited a very small portion in order to protect one famly nenber
fromunnecessary pain. The second phone call we will hear was
approximately 20 mnutes in duration. Due to tinme constraints
t he Conm ssion has selected four mnutes fromthat particul ar
call.

(Phone calls played.)

BETTY ONG  Nunber 3 in the back. The cockpit’s not
answering. Sonebody’s stabbed in business class and . . . |
think theres mace . . . that we can’t breathe. | don’t know, I
think we’re getting hijacked.

MALE VO CE: Wiich flight are you on?

BETTY ONG Flight 12.

OPERATOR:  And what seat are you in? . . . Ma am are you
t here? .

BETTY ONG  Yes.
MALE VO CE: What seat are you in?
FEMALE VO CE: M’ am what seat are you in?

BETTY ONG W're . . . just left Boston, we're up in the

FEMALE VO CE: | know, what

BETTY ONG W' re supposed to go to LA and the cockpit’s not
answering their phone.

FEMALE VO CE: kay, but what seat are you sitting in?
VWhat's the nunber of your seat?

BETTY ONG kay, I'’min ny junp seat right now.

FEMALE VO CE: Okay.
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BETTY ONG At 3R
FEMALE VO CE: Okay.

MALE VO CE: Ckay, you're the flight attendant? |’ msorry,
did you say you're the flight attendant?

BETTY ONG Hel | 0?
FEMALE VO CE: Yes, hello.
MALE VO CE: Wsat is your nane?

BETTY ONG Hi, you re going to have to speak up, | can’t
hear you.

MALE VO CE: Sure. Wat is your nanme?

BETTY ONG Okay, nmy nane is Betty Ong. |’ m nunber 3 on
FIight 11.

MALE VO CE: Ckay.

BETTY ONG And the cockpit is not answering their phone.
And there’s sonebody stabbed in business class. And there’'s .
we can’t breathe in business class. Sonebody’ s got mace or
sonet hi ng.

MALE VO CE: Can you describe the person that you said --
soneone i s what in business class?

BETTY ONG I"msitting in the back. Sonebody’s com ng
back from business. |If you can hold on for one second, they're
com ng back.

BETTY ONG Ckay. Qur nunmber 1 got stabbed. Qur purser
is stabbed. Nobody knows who is stabbed who, and we can’t even

get up to business class right now cause nobody can breat he.
Qur nunber 1 is stabbed right now. And who else is .

MALE VO CE: Ckay, and do we .
BETTY ONG and our nunber 5 -- our first class passengers

are -- galley flight attendant and our purser has been stabbed.
And we can’t get into the cockpit, the door won't open. Hello?
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MALE VO CE: Yeah, I'mtaking it down. Al the information.
W' re al so, you know, of course, recording this. At this point

FEMALE VO CE: This is Operations. \Wat flight nunber are
we tal ki ng about ?

MALE VO CE: Flight 12.

FEMALE VO CE: Flight 12? Ckay. |I'mgetting .

BETTY ONG No. We're on Flight 11 right now This is
Flight 11.

MALE VO CE: It’'s Flight 11, I'’msorry Nydi a.

BETTY ONG Boston to Los Angel es.

MALE VO CE: Yes.

BETTY ONG Qur nunber 1 has been stabbed and our 5 has
been stabbed. Can anybody get up to the cockpit? Can anybody
get up to the cockpit? Okay. W can’t even get into the
cockpit. We don’'t know who's up there.

MALE VO CE: Well, if they were shrewd they would keep the
door closed and - -

BETTY ONG " msorry?

MALE VO CE: Wuld they not maintain a sterile cockpit?

BETTY ONG | think the guys are up there. They m ght
have gone there -- jamed the way up there, or sonething.
Nobody can call the cockpit. W can’'t even get inside. |Is
anybody still there?

MALE VO CE: Yes, we're still here.

FEMALE VO CE: Ckay.
BETTY ONG |"m staying on the line as well.
MALE VO CE: Ckay.

NYDI A GONZALEZ: Hi, who is calling reservations? |Is this
one of the flight attendants, or who? Who are you, hun?

MALE VO CE: She gave her nane as Betty Ong.
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BETTY ONG  Yeah, |'’mnunber 3. |'mnunber 3 on this
flight — And we’re the first

NYDI A GONZALEZ: You’'re nunber 3 on this flight?
BETTY ONG Yes and | have.

NYDI A GONZALEZ: And this is Flight 11? From where to
wher e?

BETTY ONG Flight 11.
NYDI A GONZALEZ: Have you guys call ed anyone el se?

BETTY ONG No. Sonebody’s calling nedical and we can’t
get a doc --

( Beep)

MALE VO CE: Anerican Airlines enmergency line, please state
your emergency.

NYDI A GONZALEZ: Hey, this is Nydia at American Airlines
calling. | amnonitoring a call in which Flight 11 -- the
flight attendant is advising our reps that the pilot, everyone’s
been st abbed.

MALE VO CE: Flight 117

NYDI A GONZALEZ: Yep. They can’'t get into the cockpit is
what |’ m heari ng.

MALE VO CE: Ckay. Wwo is this I'mtal king to?

NYDI A GONZALEZ: Excuse nme. This is Nydia, Anerican
Airlines at the Ral eigh Reservation Center. |’'mthe operations
speci ali st on duty.

MALE VOCE: And I'’msorry, what was your nane agai n?

NYDI A GONZALEZ: Nydia .

MALE VO CE: Nydia. And what’s your |ast nane?

NYDI A GONZALEZ: Gonzalez -- G o-n-z-a-l-e-z.

MALE VO CE: (lnaudible) -- Raleigh Reservations. kay,
now when you - -
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NYDI A GONZALEZ: |'ve got the flight attendant on the line
with one of our agents.

MALE VO CE: Okay. And she's calling how?

NYDI A GONZALEZ: Through reservations. | can go in on the
line and ask the flight attendant questi ons.

MALE VOCE: Oay . . . |I’massunmng they ve declared an
energency. Let nme get ATC on here. Stand by.

NYDI A GONZALEZ: Have you guys gotten any contact with
anybody? Ckay, |'’mstill on with security, okay, Betty? You're
doing a great job, just stay calm GCkay? W are, absolutely.

MALE VO CE: Ckay, we’'re contacting the flight crew now and
we're . . . we’'re also contacting ATC

NYDI A GONZALEZ: Okay. It seens |like the passengers in
coach m ght not be aware of what’s going right now

MALE VO CE: These two passengers were fromfirst class?

NYDI A GONZALEZ: (Okay, hold on. Hey Betty, do you know any
information as far as the gents . . . the nen that are in the
cockpit with the pilots, were they fromfirst class? They were
sitting in 2A and B.

MALE VA CE: kay.
NYDI A GONZALEZ: They are in the cockpit with the pilots.

MALE VO CE: Wio's helping them is there a doctor on
boar d?

NYDI A GONZALEZ: |Is there a doctor on board, Betty, that’s
assisting you guys? You don’'t have any doctors on board. Ckay.
So you' ve gotten all the first class passengers out of first
cl ass?

MALE VO CE: Have they taken anyone out of first class?

NYDI A GONZALEZ: Yeah, she’s just saying that they have.
They’re in coach. What’'s going on, honey? Okay, the aircraft
is erratic again. Flying very erratically. She did say that
all the first class passengers have been noved back to coach, so
the first class cabin is enpty. Wat’s going on on your end?
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MALE VO CE: W contacted Air Traffic Control, they are
going to handle this as a confirmed hijacking. So they’ re noving
all the traffic out of this aircraft’s way.

NYDI A GONZALEZ: Ckay.

MALE VO CE: He turned his transponder off, so we don’t
have a definitive altitude for him W'’re just going by -- They
seemto think that they have himon a primary radar. They seem
to think that he is descendi ng.

NYDI A GONZALEZ: Ckay.

MALE VO CE: Ckay, Nydia?

NYDI A GONZALEZ: Yes dear, |’ m here.

MALE VO CE: Ckay, | have a dispatcher currently taking the
current fuel on board.

NYDI A GONZALEZ: Uh, huh.

MALE VO CE: And we’'re going to run sone profiles .

NYDI A GONZALEZ: kay.

MALE VO CE: To see exactly what his endurance is.

NYDI A GONZALEZ:  Ckay.

MALE VO CE: D d she .

NYDI A GONZALEZ: She doesn’t have any idea who the other
passenger mght be in first. Apparently they m ght have spread
sonmething so it’s -- they’'re having a hard tine breathing or

getting in that area.

What’s going on, Betty? Betty, talk to ne. Betty, are you
there? Betty? (Inaudible.)

kay, so we'll like . . . we'll stay open. We, | think we m ght
have | ost her.

MALE VO CE: Ckay.

END
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MR. KEAN:. Tal k about it all you want, this brings it to
life. Any of the Comm ssioners have any questions they would
like to ask? |If not, Ms. Gonzal ez thank you, so very, very much
for bringing yourself and this to us today, thank you for your
cal mess, your heroismand thank nenbers of the Ong famly for
their courage in comng here today and for listening to this.
Thank you all very nuch, we have nothing but admration for your
si ster

Thank you.
M5. GONZALEZ: Thank you.

MR. KEAN: If I could ask M. Loy to take the stand pl ease?
s M. Loy here yet?

(OFf mike.)

Qur last witness of the day will be Janes M Loy, deputy
director of the Departnent of Honel and Security.

M. Loy, thank you for com ng today. WII you raise your
ri ght hand?

(Wtness sworn.)
Thank you very much. You can begin your testinmony, M. Loy.
MR. JAMES M LOY: Thank you, M. Chairman. 1'd like to

just submt ny witten testinony for the record if | may, sir,
and just rmake a couple of points orally and then ask or answer

your questions. First of all, | wanted to apol ogi ze for ny
absence in May. It was an opportunity scheduling-w se that | had
ot her engagenents that just sinply had to be dealt with. | trust

that my deputy at the tinme, Steve MHal e was providi ng good
answers to the Conmission but | realize how inportant this work
is. |1've spent several hours on several occasions wth the
private interviews and | ook forward to the testinony today, sir.

Just a couple of things that | think are very inportant for
all of us to keep in perspective as we proceed fromthe enotion
of the panel you just went through and nove on to nethodi cal day
after day inprovenents in the aviation security system of our
country, and our honel and security systemin general. First of
all, sir, I think it is enornously inportant that we find a way
to hold a sense of urgency, to sort of keep the edge.

Conmpl acency is a fascinating thing, it finds its way to the
surface in people and in organizations and in even nations from
time-to-tine, and this business that we're in, when we have an
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opportunity like you just had to |listen to those fol ks, we nust
find a way in our business to hold that urgency.

| have a photo in ny office that | took froma helicopter
that was over the Gound Zero site three days afterwards. And
it's just there for the principal reason of renminding nme as | get
up and | eave the office, as | go back into the office, day after
day after day, that the work that we are about is enornously
i mportant and nobl e work and that we have to find a way to hold
onto that edge. That is not to suggest that | see us |osing that
edge fromtine to tinme, but there are certainly pressures that
woul d suggest this notion of a return to nornmal cy, whatever that
phrase neans to people, but when it neans returning to something
in the 9/10/01 wi ndow, we're just not going there, and the idea
for all of us is to hold on to this sense of urgency as we nove
f orwar d.

Secondly, sir, | think there's an awful |ot of opportunities
for us to cite then and now, circunstances to reflect an enornous
amount of work that has been undertaken by the people in
government, in the private sector, at the state and | ocal |evel
to grapple as successfully as we can with the issues that are in
front of us. Wether in this instance it's about airports and
airlines, whether it's about a difference in terns of an
instinct, in terns of whether or not we will use civil penalties
for the value they may induce in terns of behavior that we'd |ike
to see, whether it's about the construct of security directives
and energency anmendnents that can, in a w ndow of time, direct
and encourage the kind of behavior that nakes a difference
bet ween whet her or not we're going to be grappling with the sane
kind of aftermath as we all experienced in 9/11. | think there
has to be an ethic of continuous inprovenent in everything that
we're doing. The very nature of what we're about suggests that
t he eneny, the bad guys, are out there gam ng everything we're
doing as we're doing it. And our challenge is to never accept
the notion that that project we just finished today or just put
online yesterday is that final puzzle piece that's going to nmake
us "secure", quote, unquote.

| believe this to be a journey -- it's not a desti nation.
And at the other end of the day our challenge is to demand as a
part of the ethos of the Departnent of Honel and Security and
certainly the Transportation Security Adm nistration that
continuous inprovenent is what they wake up and drink and eat day
after day after day, and never gaining contentnment wth whatever
| evel they've achieved, or we have achi eved.

Anot her point that | think is inportant is this idea that
it's an all-hands evolution, to put it in mlitary terns that |'m
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famliar with. The idea that every citizen of this country, every
trade association, every sector of that econony that we often
take for granted as the underpinning of our quality of life, mnust
find their way to contribute to the well -being of this security
paradigm this environment which is dramatically different after
9/11 than it was on 9/10/01.

| spoke this nmorning at a marine | aw conference, a gathering
of elements fromthe maritime industry and encouraged them and
chal |l enged themto recogni ze that the contribution that each of
them has to make is going to be fundanentally different in this
gl obal war on terrorism And | don't use that termlightly, war,
because in the days before 9/11 the idea of anything that rose to
the word war in our country nmeant that the federal governnent
basically picked up the tab for that. And the whol e notion of
arm es | ooking at each other across the falter gap or across the
dem litarized zone, it was the federal government that dealt with
what ever the issue was that in this war nature of our national
chal | enge. The gl obal war on terrorismis sonething very
different than that and we nust all rise to the occasion when it
is our turn.

Anot her notion is that many of the agencies in our federal
gover nnent establishment and even down t hrough state, |ocals and
tribal have had this notion of a prevention, response,
consequence nmanagenent paradi gm as a neans by which they
structured their thinking. And | think there are, in the wake of
9/11, a requirenent to break out the front end of that thing we
call prevention and concentrate on sonething that | have at | east
ternmed awar eness, or dommi n awar eness, or situational awareness,
with the idea in mnd that it deserves the intellectual energy
and investnent that we make in so many of the things at the sane
tinme.

To be truly focused on | earning everything we can | earn
about what's going on in the domain in which we work so as to be
nmore productive when we do get to things about prevention or
response or consequence managenent at the other end of the day.
Qur work must go forward as threat-based risk-mnaged work. In
| earning what the terns are internal to that notion are
enornously inportant for all of us who are in the business to get
at. We nust understand that risk is about, in its sinplest
terms, the |ikelihood of sonething happening in tinmes and
consequences if it occurs and in there are a couple of notions:
Criticality assessnents, vulnerability assessnents, |ikelihood
assessnents and all of that as it plays out requires us to
devel op new tools of the trade so as to truly have a neans by
whi ch we can go forward.
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Technol ogy is absolutely sonething that we nust invest in.
| am absolutely of the mnd that the nmeans by which we can
di spl ace human intensive el enents of our systemtoday deserve the
i nvestment of energy and dollars necessary to nmake that happen.

So, in the Departnent of Homeland Security and in TSA, for
exanple, sir, we are working very hard with concentrating on
those things that can either inprove systens we have in place or

replace themwi th systens conming on line that will be far fewer -
- far less intensive as it relates to people and far nore
intensive as it relates to efficiency and effectiveness. | think

we owe that not only as a good steward of the taxpayers' dollar
but in the interest of getting the job done at the other end of
t he day.

Going forward, sir, | think there are probably a handful of
things that I would ask the Commission to | ook at very, very
carefully. CAPPS 2, the programis one of those opportunities

that, when we put it on line, w'll have a dramatic increase in
both the customer service dinmension and the security dinmension of
what it's intended to do. It will replace a systemthat is
currently conprom sed, broken, if you will, and the sooner we can

sort through the eight descriptive elements that have been
identified by the appropriations this year to answer the

guesti ons adequately for the Congress so that we can press on
with this program Meeting every privacy concern that nust be
articulated along the way, we will be able to nake one of those
i nfrequent step function inprovenents in the security of
passenger avi ati on.

We nust be concentrating on the well-being of this workforce
that we've assenbled. W have put together a workforce at the
federal |evel and the workplace that they deserve to go al ong
with the efforts that they are putting out for us nust be dealt
with as constructively as we can. As you know, sir, in Novenber
of this year, every airport director in the country will have the
opportunity to reconsi der whether or not they would like to re-
privatize the workforce that we have federalized al ong the way.
And we nust have the answers in hand, the information and the
data face up on the table to hel p us nmake good judgnents there.

Cargo is an issue that we nmust spend an awful |lot nore tine
on than we have so far and | | ook forward to doing that. This
Congress has exhibited an interest in aviation cargo and we wi ||
press forward with getting better at how we deal with it. And I
think we should be not only willing but obliged to revisit
deci sions taken as early as six nonths ago, |et alone a year ago,
wth again the idea in mnd that judgnents that were taken then
simply did not have all the cards face up on the table often.
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And if we can nake better judgnents today based on
reconsi deration, we should be about the business of doing that.

And I'Il close, sir, with where | opened. This sense of
urgency, this alnost attitudi nal approach to the work that we are
undertaking, | know it has been very evident in your
del i berations and we, at the federal government |evel, and at
the state and local level, in the private sector, nust recognize
t he urgency of the business that we are working about and nake
the conmitnments necessary to hold the edge with the deci sions
that we are taking, with the investnents that we are nmaking so
that, at the other end of the day, we never find ourselves trying
to review one nore tine the horrible aftermath of a tragedy I|ike
9/ 11.

Thank you very nmuch, sir, and I'll be glad to answer your
guesti ons.

MR. KEAN: Thank you very nuch, sir.
Commi ssi oner Fi el di ng.

MR. FIELDING Thank you very nuch, Admral Loy, and thank

you for comng here today. | also should congratulate you for
successfully being the first adm nistrator of the TSA. | was
anused when | read sone tinme ago that you would -- you had said -

- | think it was to the Aviation Security Sunmt that you

descri bed you' d gone froman organi zati on with over 200 years of
infrastructure to an organi zati on which was a pi ece of paper.
Sometimes, that's not bad in Washi ngton, you understand.

MR LOY: It is a wonderful opportunity as well as a
chal | enge, yes, sir.

MR. FIELDING But, in any event, as you know, we're seeking
to determ ne what took place in this horrible tragedy and what
were the failures and what were the flaws, what are the solutions
and the fixes --

MR LOY: Yes, sir.

MR. FIELDING -- and what has been done and what needs to
be done. W understand that there is a risk and especially in
situations and discussions with you because, although we seek to
find out in a public session to reassure people and educate
peopl e, nonethel ess we do understand that there are certain
things that should be better discussed in closed sessions. So
am m ndful of that. W'II|l understand that if that's part of the
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responses you feel you should give. But we would seek your
cooperation in all regards.

MR LOY: Yes, sir.

MR. FIELDING There are several areas of interest that --
| really |iked your conmment about these hijackers that ganed the
syst em because anyone who clings to any vestige of a thought that

they did gane our systemis wong and that thinking will not be
hel pful and productive to fixing this problem So | appreciate
your conmment in that regard. | guess the nost inportant thing

that is of imediate concern is risk managenent process and the
priorities. You had said in your testinony before the Senate
Approps Comrittee that TSA and the departnent as well were
commtted -- | think you used the sane phrase today -- to the

t hr eat- based ri sk nmanagenent plan. And that concerned ne
originally, quite frankly because there is nmuch nore than threat
anal ysis. There has to be a consequence analysis. There has to
be prioritization over vulnerability and by vulnerability, it's
got to be nore than you find a bad screener, you fire them |
mean -- so | understand fromyour testinony that it is nuch nore
conplete than just the threat based.

MR. LOY: Absolutely.

But | would ask if you could detail for us in alittle nore
t han you gave us, how it is working right now and the status of
the plan as you see it and also I'd be interested to know how
you're currently setting your budgets and your policy priorities,
as you' re devel opi ng the plan.

MR. LOY: Yes, sir. Let nme see if | can explain that. The
notion of threat-based and risk-nanaged, | believe, has to begin
with the secretary, continue with the undersecretaries and those
that are in | eadership positions to nake good deci sions about how
we are making investnents, and end with the on |line workforce
personnel that truly will make a difference in terns of actually
carrying it out. Wile I was at TSA, we had a staff that we
referred to as our strategic assessnment staff. They were in the
busi ness, first of all, of reaching to the private sector. There
was no illusion that sonme group of feds inside the building known
as TSA headquarters had sone kind of a corner on the market of
good i deas about how we woul d nove forward. |, for one, spent
the last six years of ny time in uniform devel oping a public-
private partnership notion that | believe in deeply. | know
there are kids alive on the river systens of this country because
of the partnerships that the Coast Guard entered into with the
Ameri can Waterways Operators. And | tried to bring that notion
to the TSAwth the idea that we would bring the aviation
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industry to the table, whether it was through our advisory
council, or whether it was through individual challenges
associ ated wi th understanding what this threat-based risk
managenent notion was all about.

To take themas two phrases, one at a tinme, on the threat-
based end, sir, it's not like it's about Cold War nati onal
security intelligence community only information that is of value
to us. | amabsolutely certain that information is part of the
keys to the security locks of the future, but it's going to be
data el enents and information pieces used differently than we've
ever used them before. | can see mxing of traditional national
security intelligence data with proprietary private sector data
on mani fests and bills of lading that can really give us as good
a clue as possible as to what is in that container, that one of
17 million containers comng at us this year, or the one of seven
mllion containers comng through our ports this year.

How do we optim ze the notion of not finding the needle in
t he haystack, because that's counterintuitive to what | think we
need to do? |If the notion is one of those containers out of
those 17 mllion, we've got to find the one, that's virtually an
i npossi ble job. But what we can do is take the haystack off the
needl e to the point where we then can concentrate the resources
that we do have on those few remai ning containers that we can't
put in the fast |ane, so to speak, and speed on through the
system

So the notion of understanding |ikelihood, criticality and
vul nerability, | think those three notions really are what risk
managenent is all about. W have spent hours and hours
devel oping what | think are very good self-assessnent tools for
i ndustry elenents to use, assessnent tools that we would use if
we went to those sane places and assessed the industry el enents,
and our challenge is to put the two together as conplete an
i nformation fl ow, analyzed as thoroughly as possible, and
translate it into tactically actionable information products on
one hand, and critical infrastructure notions about risk
managenent that takes into account very hard priorities that we
have to make between -- you know, is the bridge in San Franci sco
nore inportant than the bridge in New York Harbor? The kinds of
judgnments that are very difficult to cone by and need a thorough,
nmet hodi cal approach to nmaking those kind of things happen. That
calls for tools and we're in a business of developing all of
t hose kinds of things, sir.

MR. FIELDING Let nme junp away fromthat, but thank you

And | may cone back on another line here, but I want to talk a
littl e about CAPPS, because we've had sone testinony at our | ast
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hearing, a Professor Marc Rotenberg, who is the president of

El ectronic Privacy Information Center. He voiced his

organi zation's objections to the CAPPS || system His objection
i ncluded that a substantial nunber of passengers had been

m sidentified because of the agency's selectee or no-fly Ilists,
and that the TSA had failed to conduct the privacy i npact
assessnment that was mandated by federal |aw, and that the CAPPS
systemtherefore in his mnd and probably for nore other reasons
violated the Privacy Act.

Now, you've discussed with us, as you said -- you nentioned
one of the things you feel strongly about is the CAPPS project
and how valuable it is in securing our airlines. So would you
give us a sense of where you are in the bal ance of these
interests and how s it working at this point?

MR LOY: Yes, sir. W are -- we find ourselves at a point
in the devel opnment of the system where the Congress, through the
appropriations bill for '04 has stipulated eight areas of concern

that they would want GAO to conme back and hel p t hem understand
before they would license us to go beyond the testing phase of
the system They allowed that the testing phase could continue
but that we could not throw the switch, so to speak, and turn the
systemon until they were satisfied with these ei ght areas.

These are things |ike an adequate due process system so that
an appeal could take place if you, as an individual, were kept
from boarding an aircraft and you had no idea why and you truly
were innocent of anything in the wongdoing side. They want to
make certain that the systemis effective, that it works, that
the fal se positive end of the systemis going to be such that it
is well within the bounds that we would have it be. They wanted
to have denonstrated its efficacy as a system They want to nmake
sure there was an internal oversight board to hold us accountable
for all the privacy elenents that are very inportant.

Sir, | attended and arranged off-sites with Fortune 500 and
smal | conpany privacy officers fromaround the country to truly
get an understandi ng of what their concerns would be and how we
coul d address themthrough the course of the devel opment of our
system W had off-sites with representatives of EPIC and ACLU
and all those organizations that are concentrated on Fourth
Amendnent protections and truly at their heart are trying to nake
absolutely certain that people and citizens of the country are
not wonged by a systemthat we woul d be devel opi ng.

We absorbed all of their commentary and desi gned two privacy

notices, and I think it's another one of those then and now
notions. |If you look at the privacy notice for CAPPS |l that
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went out in January of |ast year and then at the one that went
out inlate July of this year, there are just dramatic

i nprovenents along the lines of what we as a body | earned from
all the outreach that we had conducted with the people
representing privacy interests. W narrowed, for exanple, where
there was an inference that we m ght keep data for as long as 50
years in the January announcenent, in July, it will never be for
nore than a couple of days, and then only on those who had

regi stered as actual terrorists or those who supported
terrorists.

So we | earned along the way in the devel opnent process, and
we have clarified to the public in public notices the seven or
ei ght basic paranmeters of concern that the privacy conmunity
al ways brings to the table. | think we have probably done as
good a job researching and reaching to privacy interests with
respect to CAPPS Il as has been done on any project that |'ve
ever been associated with. So |I'mvery, very proud with that
outreach. The departnent has actually hired the first privacy
officer in the federal establishnment and she has spent virtually
all of her time working with us on CAPPS Il as the initial
chal | enge that she has taken on.

So as | say, sir, we're very confident that we have
devel oped the kind of a programthat respects the privacy
interests of our citizens, and | for one would never turn it on
until that was, in fact, the case. dd Franklin way back when
said, "He who would trade a nonent of liberty for safety,
deserves neither." And | think here we are, you know, a couple
of hundred years |ater discussing the sane basic -- having the
same basic discussion. And the honor that we have is to nmake
certain that we can live up to what was prescribed by the
foundi ng fat hers.

MR. FIELDING Well, we appreciate that because obviously
we're in a position to try to -- and under an obligation to try
to make recommendati ons and so your input into that is valued not
only today but hopefully in the future.

MR. LOY: Yes, sir. |1Is there anything --

MR. FIELDING If | can stay with CAPPS Il for a mnute.

You issued an interimfinal Privacy Act notice. I'mtrying to --
yeah, here it is. It says, "After the CAPPS Il system becane
operational, it is contenplated that information regarding

persons with outstanding state or federal arrest warrants for
crinmes of violence may al so be analyzed in the context of this
system" Now, that's classic mssion creep, and |I'd | ove your
conments on that.
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MR. LOY: Yes, sir. | think -- | nean, mssion creep
usually is not associated with two data points, it nay be
associ ated wwth sonmething that is really a trend |ine going
somewhere. The secretary and those of us who were review ng the
baseline for CAPPS Il had the opportunity on the occasion of
produci ng that privacy notice to nake a judgnent as to just what
it was that we were trying very hard to, (a) keep off airplanes
terrorists, those who associate with terrorists, foreign or
domestic, and felons with significant warrants against themwth
a very prescribed list of offences. That was the judgnent cal
that was taken by the secretary that those are very, very
i mportant things for us to put our -- you know, to plant our flag
around.

| suppose, easily, there could have been a third or fourth
or fifth data point on that trend |line that woul d have suggested
it would have been okay to go all the way to the other end, you
know, and deadbeat dads would also be identified by the process.
And we chose to be very conservative in the alignment that was
taken with respect to where those Iines would be drawn. And, of
course, that notice, sir, invited additional comentary and
before the -- again, before the systemwould be turned on there
is arequirenent for a final privacy notice to acknow edge what
we have | earned and |listened to over the course of the tine
bet ween t he begi nning of August, the end of July, this past year
and whenever we woul d be actually turning it on. In fact, I
suppose there's even conceivably the requirenent for nore than
one: another interimand a final before we get there, in this
ongoi ng di al ogue of |earning what we need to | earn.

MR. FIELDING Right. Well, | just think it's so inportant.
W' ve di scussed this anongst ourselves that, as inportant as
CAPPS is, that it not be and its vitality be obscured by ot her
i Ssues.

MR, LOY: Absolutely. It should be as pristine as we can
make it, focused on exactly what we want to use it for.

MR. FIELDING Just to stay on CAPPS Il for another mnute,
there is the theory that you're going after and identifying the
bad guys and wouldn't it be better if you tried to figure out a
way to identify the good guys?

MR. LOY: And frankly, sir, CAPPS Il in |arge neasure does
that. | nean, the fact that --

MR. FIELDING That's what | wanted to know your conment on
t hank you

124



MR. LOY: You know, my guess is today, one of the weaknesses
of CAPPS |, in addition to bei ng ganeabl e and conprom sed, it
produces about 14.5 percent selectees. So the chall enge of
getting through the airport froma custoner service perspective
is attendant to 14 or 15 percent of the people walking into the
airport going through secondary screening as a result of being

| abel ed a selectee by CAPPS I. | amvery confident that CAPPS I
will get that percentage down to around 3 or 4 percent and an
infinitesimally small nunber -- smaller than that ever finding

thenselves in the so-called red category. Wat that really says
is 97 or 96 percent of the fol ks wal king through that airport
portal will be in the green category and ushered aboard with the
"have a nice flight" sign as CAPPS || works its magic.

MR. FIELDING If | can switch gears for just a second, and
this may be one of these areas that we should di scuss offline,
but can you tell us where TSA or the departnent's efforts stand
in respect to addressing the MANPAD or civilian aircraft threat
fromsurface to air?

MR LOY: | can -- | think | can give you an adequate
answer, sir. And obviously if there is nore that you would care
to have ne provide in a private setting, |'d be happy to do that.
The federal -- or the governnent's approach is sort of a three-

pronged approach: two that we're very famliar with from
nonproliferation days of the past and one that everyone sees on
the front page and is |ooking at very carefully. The first is
what |1'd call the nonproliferation | eg of the stool, whichis to
say great effort being undertaken in multilateral and bil atera
means by which we can do whatever is possible to gain control of
the inventory of the 700,000 plus MANPADs that are out there,
quot e/ unquot e, the vast nunber of which of course are inside
mlitary arsenals and being identified and contai ned as we speak.

But the gray narket/black market reality is that there are
t housands that are unaccounted for in that system and we nust be
about the business of trying to gain as nmuch of a handle on those
as we can. So whether those are buy-back progranms or destruction
progranms nutual ly agreed upon between two nations; that is one of
the el ements of the stool that is very inportant for us to
continue. W're trying to work those down fromthe top, if you
will, through G8 sumrit agenda itens on down into all the rest of
the nations of the world.

The second stool is basically what 1'd call tactical
counterneasures, and that's the identity of doing very good
vul nerability assessnents at all the nmajor airports of our
country, doing the footprint if you will that identifies
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carefully fromwhere could a MANPAD be | aunched in the flight,
approach and departure path of the aircraft that we' re talking
about. And then once that assessnent is done, working with the
state and |l ocal police officers and | aw enforcenent conmunity to
understand that at different alert condition levels we w |
require different kinds of activities associated with being
concerned about the MANPAD threat as one of the many threats to
aviation today. W are al so assessing a considerabl e nunber of
foreign airports for the sane reason.

We cannot, | don't believe, take confort in the fact that
virtually all MANPAD attacks have been in sone area where it was
war torn, where it was tribally disruptive, where there was a --
not a very nice place to |live and work, so to speak

MR. FIELDING | think we've all |earned you can't assune
since it hasn't happened once it woul d never happen.

MR. LOY: Absolutely, sir. And then the third piece is --
the other pieces of tactical are things |like what can the pil ot
do on the approach or on the takeoff to nake a difference?

Should he turn his lights off, should he do this, should he do
that? And there's been a very good interchange with the aviation
comunity, the airlines and the pilots' associations to help us
sort our way through those and offer those back as an educati onal
package to the airlines and to the pilots. And then lastly
techni cal counterneasures, which is what is always on the front

page.

We have just let three contracts to three different el enents
fromthe S&T, the Science and Technol ogy Directorate at the
Depart ment of Honmel and Security, whose purpose it is to identify
what the "it" could be. Total ability to | ook inside sone bl ack
box prograns in the Pentagon and see what the potential for
retrofitting a version of this counter-MANPAD technol ogy m ght be
on the aircraft that we have in the United States. Seven
t housand, by the way, airfranes roughly. And so once we figure
out what the "it" is, then the subsequent judgnent is, okay, al
7,000? Just the craft fleet? Just those that go to bad pl aces?
How do we sort our way through the one to 7,000 issue that is
al so on the table? And, of course, should the per airfranme cost
sort out to be a quarter of a mllion dollars instead of $3
mllion each, that would obviously have a bearing on the judgnent
process as wel .

MR. FIELDING Let nme get down in the weeds a little on you,
sir --
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MR. LOY: More specifically, by the way, on the three
contracts and ot her aspects of that, |I'd be happy to cone back in
a private setting.

MR. FIELDING Well, | think we should cone back in a
private session on that.

MR LOY: Yes, sir.

MR. FIELDING But, as | say, let ne get into the weeds a
little and ask a question that probably everybody in this room
woul d I'i ke the answer to because this norning in the paper we see
that a woman passed through the security screening at LaGuardi a
and she had a stun gun and a knife in her purse and she didn't
di scover it. She got on the plane and she discovered it on the
pl ane and then alerted authorities. And it's not the first tine
anybody has read these kind of things --

MR LOY: Sure.

MR. FIELDING -- and you say, gee, if we're so darned good,
how can that happen? W have all these rings of protection, we
have threat evaluations. How does this happen? And obviously I
don't want you to answer how it happens and tell sonmebody how to
get by it the next tine.

MR LOY: Yes, sir.

MR. FIELDING But in fact are records kept of all these
such incidents?

MR. LOY: Cbviously when we know about them There are
records kept so as to provide the training appropriate to the
team or the individual that perhaps was responsible for that
person going by. But let's back up if I may, sir, just for a
monment and help all of us understand that we | ooked very hard.
When TSA was stood up, Secretary Mneta -- it was interesting,
fromthe time ATSA was passed -- the Aviation Transportation
Security Act was passed, until a year |ater when the nandated
congressi onal requirenent was to have federalized that workforce.

Secretary M neta made | thought an enornously courageous
decision. He said, we're going to take six nonths and figure out
how to do this and then we're going to take six nonths to do it.
He didn't plunge off into some array of things that people m ght
have been calling for to be done. He demanded of us that we try
as thoughtfully as possible to build -- to figure out what to
build and then to build it. So we |ooked for the silver bullet.
You know, we | ooked hard for what the technol ogical protocol or
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people related silver bullet mght be and frankly, sir, we never
found it. So the default position becanme the rings of security
notion that you alluded to. Over the course then of the ensuing
design period, and even up to today when we continued to add
rings to the array, we sinply tried to take advantage of what

m ght be five or six or seven or eight, 60 or 70 percent kind of
tools and array themin such a fashion that we took advant age of
the | aw of aggregate nunbers.

And if in the |law of aggregate numbers one is able to get
closer to the 94, five, six, seven kind of notion that we would
like to see in our systemfor the dollars invested and for the
intellectual energy invested, then that becane our default
position: to array those obstacles in a path that the bad guy
woul d have to take in order to get to the cockpit. So it begins
with better perinmeter security at the airport, it begins with
better curb security at the termnal building, it goes on to the
checkpoi nt and tens of thousands of nuch, nuch better trained
peopl e on the job at both the checkpoints and in the baggage
r oomns.

It includes 100 percent baggage instead of 4 percent baggage
interns of what it was on 9/11. It includes federal air
mar shal s now flying tens of thousands of flights each nonth, when
we started this process we had 33 federal air marshals to this
country's nane. It goes on to hardened cockpit doors, it goes on
to now a training programfor volunteer pilots, popularly known
as guns in the cockpit, that is yet another sort of final notion
of defense actually in the cockpit itself.

And it also includes, | would hope, this sense of urgency
that | nmentioned in ny comments at the beginning. | just -- | am
very concerned as a human being in an organi zation and a country,
we have denonstrated unfortunately often enough in our past when
we can | et that surface and becone an unfortunately dom nant
i nfluence on where we're going. One way or the other |'ve got a
coin in ny pocket that is alittle TSAthing and I'll have in ny
pocket for the rest of ny life.

And | encourage every person that canme to work for TSA to
find something that they hang on the kitchen door on their way
out every norning that rem nds them of why they have to what they
have to do. So it's the array of that concentric set of rings
that is the default position fromthe silver bullet that we

sinmply could not find. And again, | point out this is a journey
not a destination, there will never be a day when | can sit here
and tell you with 100 percent certainty the last thing fell into

pl ace yesterday, M. Conm ssioner, and we are good to go. That
day will never cone.
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MR. FIELDING But you do keep records of these?
MR, LOY: Oh, yes, sir.

MR. FIELDING Wuld those records be available for wus to
get sonme sense of progress of TSA in that sort of thing?

MR. LOY: O course, sSir.

MR. FIELDING And let ne just hit you with one other
simlar issue. | guess it was in Cctober when the box cutters
were found on the Sout hwest Airlines.

MR. LOY: Sur e.

MR. FIELDING At first it appeared as though, gee, this is
great, you know, they got the -- they found them and there was
qui ck coordination between the FBI and TSA. But then there were
enough reports about the incident that indicated that there may
have been sone del ay between the tinme that TSA found out about it
and the tinme the FBI got it. Could you --

MR. LOY: Yes, sir, a dark day for us. Largely the
reporting process on that one was on us, as it turns out of
course, the young man was not a terrorist, was not a security
threat, he was sinply trying to denonstrate that it's possible to
get a box cutter on an airplane. The checkpoints associated with
getting passengers and their carry on baggage on board, that is -
- if that was the silver bullet we wouldn't have needed all those
others, so that too is one of the elenents of a systemthat is
going to have its percentage of success associated with that is
ot her than 100.

But in the specific tinme orientation associated with the
report, our call center, which had been stood up rather recently,
sinply had not had the adequate guidance to it to nmake certain
that a report like that that | ooked out of the ordinary got into
the right operational hands, if you will, so sonething could have
been done about it imediately, and that's exactly what should
have happened and it didn't and we fixed it and it's behind us
and if you call the call center today they will recognize the out
of the ordinary call and get it into the right hands i nmediately.

MR. FI ELDING Thank you, |'m being very greedy with your
time so, M. Chairman, I'Il turn this over to -- thank you, sir.

MR. KEAN: Thank you, M. Fielding.
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Comm ssi oner Gorelick?
MS. GORELI CK:  Thank you, M. Chairnman.

Adm ral Loy, thank you for being here, particularly on this
snowy day when al nost everybody seens to have abandoned
Washi ngt on.

MR. LOY: Everyone el se has gone hone.

M5. GORELICK: | got to know you when you were conmmandant of
the Coast Guard. You did superb work outside of your narrow job
description, in counter-narcotics, in dealing with waves of
Hai ti ans and Cubans com ng our way, and | saw | eadership there
that |'mvery pleased to know is in the Departnent of Honel and
Security today.

MR. LOY: Thank you, nma'am

M5. GORELICK: You rem nd ne of that when you begi n your
testi mony tal king about the need to ensure that we are not
conpl acent. W need | eaders who step up to the plate, who see
the whole field and do not narrowmy define their jobs and that's
the first topic | want to talk to you about. Over the last two
days and in previous hearings as well | have been struck by how
many people in governnent narrowy define their jobs, and in fact
define the hard parts out of their jobs, and that include sone
agenci es that now report to you.

We saw -- well, we saw sone heroic behavior in INS and
Custons and we al so saw peopl e who shrugged when they saw thi ngs
that didn't conport with common sense, which when they saw things
that were not inline with the regulations, and their view was it
was not their job to think about the larger picture. W saw the
same thing, frankly, with FAA they took a very narrow job of
their security role: That is that their job was to act when
soneone told themthat there was a specific person who m ght do
harmto an airplane as opposed to | ooking at the fact that they
were in charge of security for the airline industry. And there
was a wealth of information out there about bad actors who night
like to go on our aircraft, and I find it frankly very shocking
and very disturbing. We saw it in FBI and CIA in headquarters
who saw their job as proving a service to the field but not to
make a whol e strategy and nmake sure that the field was doi ng what
it needed to be doing against that strategy -- the lack of common
sense, the lack of the ability to evaluate the m ssion and say
what can | do?
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So ny first question to you is you have inherited a | ot of
peopl e and you have inherited a | ot of people who -- nmany of whom
have exhi bited these behaviors and you are responsi ble for our
honmel and security. So ny question to you is how are you going to
change behaviors in an institution that big and that inportant?

MR. LOY: It's a-- it is an enornous undertaking. W are
-- not to hunor is a way of coping every once in a while and |
tell the secretary it's |ike walking into the Borders bookstore
and going to the nanagenent section and finding thousands of
books on nergers and picking one, but he's got to pick 22. And
then he's got to go the other section on startups and pick the
very best book on startups and he's got to read all those and at
the other end of the day be in the business of a 22 agency nerger
and a startup of 200,000 people and there's no book in Borders on
that. He is witing it as we go.

| believe you have to start with the vision thing. | truly
believe that in order to take, in this instance, agencies |ike
Custons and Coast Guard with 200 years of service to this
country, and | accept your comrentary with respect to any given
one of themand their cultural approach to things, and there are
ot her brand new organi zations like TSA literally wet behind the
ears in ternms of trying to get sonething established. | am of
the mind that the President's national strategy for honel and
security is a good solid docunment, presidential in nature, for us
to begin wth.

But our responsibility at the departnment is to take that
chal l enge notion that's in that document and interpret it
adequately for our workforce and for the public at |arge, such
that the vision thing is truly available to all of us to
understand. A bit of it is going to be |like the classic
instructor who stands in the front of the room and goes through
the notion of telling themwhat he's got to tell them and then
telling themand then telling them what he told them and then
hopi ng one out of three, they got the nessage.

| think a sinple core nessage that is replete with val ues,
replete with guiding principles that will be crystal clear to
every | eader and every workforce nenber in that departnent is in
order, and the secretary is about the business of challenging us
to produce exactly that. And | believe somewhere around the
occasion of the first anniversary here com ng up, that
enbar kation on a journey that has associated with it the right
kind of values, the right kind of principles and the absol ute
accountability associated with each and every | eader and nenber
of the organi zation being held to task for his or her portion of
that path forward.
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M5. GORELICK: | think that's an excellent segue, if | can
interrupt, into ny next question, because you have descri bed and
we anong us have described the war we're in against al Qaeda as
one that requires a strategy and accountability and
responsibility for carrying it out.

MR, LOY: Yes, ma'am

M5. GORELICK: | have asked and | will continue to ask every
rel evant witness before this comm ssion, who is responsible for
establishing strategy against al Qaeda, |ong term and day-to-day
and directing and managi ng all the assets of our government
against it? To deprive it of the neans that it needs to
undertake to do us harnf

MR. LOY: Well, if you're asking me for a single person, if
you' re asking for the |last advisor to the President, the
president is the guy. The last advisor to the President is the
national security advisor, with respect to the kind of challenge
that you put on the table, and the pieces that conprise that gane
pl an, that offers its nexus through the national security advisor
to the President, are many of us who are responsible for various
corners of it along the way.

If you're asking me where | fit in and where Secretary Ri dge
fits into that, the charter for the Departnent of Honel and
Security is very clear. | believe that the strategy as exhibited
publicly by the President for that department to do its work is
very clear. So getting on with that is sinply the challenge that
we all have day in and day out, but if ultimtely you' re asking
me for one person responsible for this nation's well-being in
that regard, it literally goes to the Oval Ofice.

M5. GORELICK: Well, that is really too broad. 1It's both
too broad and too narrow. Let's drill down a little bit.

MR. LOY: Sur e.

M5. GORELICK: One of the responsibilities of the Departnent
of Honmel and Security is gathering all of the information about al
Qaeda, so that you know who the eneny is, what its nethodol ogy
is, and so that you act against it. That function has been, as |

can see it, outsourced to TTIC. | don't see that function in the
Departnent of Honel and Security. 1Is nmy assessnent correct?
MR. LOY: I think your assessnment is correct in ternms of

the TTIC being established specifically for the responsibility of
-- with the responsibility of gathering all the elenents of that
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threat and making it available to those that need it. That is
absolutely correct. Now, the connectivity between the
informati on anal ysis portion of one of our directorates in the
departnment, we helped to people TTIC, the nunber two person at
TTICis fromDHS, so the notion associated with what TTIC s
responsibility is, is all about what it does with the product
when it has it conpleted. And providing that finished product to
t hose agencies that need it as a basis fromwhich their
operations are to ensue, if | may, just let me continue for just
a second.

During the recent orange period, this is a maturing process
for all of us as we go through this and get better and better at
it as time goes by. But through the recent orange alert period,
| watched day after day as TTIC articulated the smallest variants
in the threat streamthat was going by fromyesterday's anal ysis
and offered that to all of us in the action oriented departnents
and agencies to take on the challenges that woul d be necessary in
our case to secure the honeland and in the case of others to
aggressively follow things overseas.

M5. GORELICK: | was struck though when the deputy director
of TTI C appeared before us yesterday when he said -- and he has
told our staff and it's quite clear he has no operational or
collection responsibility, he is a recipient of stuff gathered by
ot her people. So, again, I'mlooking for who is setting the
strategy. You have described the war against al Qaeda as one in
which it's not a cat and nouse gane, it is a serious enterprise
and on the last round they beat us.

MR LOY: Absol ut el y.

MS. GORELI CK: Because they were nore focused than we were.
And ny concern here actually is in the org chart. You cone out
of a highly disciplined organization in the Coast Guard. | saw
you in action and I saw that institution in action. | don't
think that we are set up right now to be highly disciplined
because we have the enterprise that is supposed to be pulling
t oget her everything, taking again a very narrow, in ny personal
view, view of their job, which is to passively receive and
al beit, you know, aggressively integrate, but receive what is
given to them It then passes that on to a directorate in the
Depart ment of Homel and Security, which has various tools at its
di sposal. Sonme of the tools in the governnent are at the ClA,
sone are at the FBI and |I'm not saying we should amal gamate t hem
in one place, but I want to know who, on a day to day basis, is
saying we got to do this, we've got to do that, we've got to go
here. It can't be the President and it can't be the national
security advisor. | am/looking for who that person is.
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MR. LOY: And it's not TTIC. What is maybe the -- a bit of
the mssing link there is that it is also incunbent on we
operators to define requirenments that will enable us to do our
job well. | can renmenber vividly as -- sonetinmes it helps to take
it to another venue. 1In the drug business, in the counterdrug
busi ness, before Barry MCaffrey sat in his chair the notion was
al ways fromus, fromwe operators, finger pointing in the
direction of the intelligence establishnment that if only they
gave us what we needed, we would be able to do a nuch better job
operationally in terns of productivity and the counterdrug
effort.

M5. GORELICK: It sounds very famliar.

MR, LOY: Yes, ma'am And when Barry held us for |ong hours
over |ong days and hel ped us understand that it was only when we
had articul ated our requirenents well enough to the intelligence
community that they could really adjust thenselves to produce
things that we declared that we needed, could we then see
dramati c success or inprovenents in what we were doing, and
that's exactly what we did. So the requirenents articulation
pi ece associated with not only DHS but anyone el se outside of the
intelligence comunity that is feeding TTIC, nust be about the
busi ness of articulating the requirenments well.

For us it is the requirenent set associated with securing
the honel and. That is about predomi nately a before and after the
event notion where now that we have drafted a national response
pl an and a national incident managenent systemthat is associated
in an all hazards environment, we nust be about the business of
articulating carefully the requirenments that we have to do our
j obs better. To prevent things fromoccurring that we don't want
to occur, to protect critical infrastructure throughout this |and
inall 14 sectors, in all the key assets lists that we are
inheriting and then in the aftermath, God forbid, of an actual
event, to deal wth the response, the recovery and the
consequence managenent end of what we do for a living. Qur
challenge is to integrate that requirenment set and articulate it
clearly to those who can give us the wherewithal to do our jobs
better.

M5. GORELICK: | appreciate that, and I think that that's an
inmportant step. | know |l -- there are fell ow comm ssioners who
would i ke to get in a question here. | would just |eave you

with this thought, that the counternarcotics anal ogue in sone
respects falls apart because the counternarcotics effort
operationally, in terns of integration of information and
operations agai nst narcotics organi zati ons and col |l ecti on agai nst
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narcoti cs operations were consolidated in the Counternarcotics
Center, which nerged | aw enforcenent and intelligence gathering
and operations in one place. And what |I'msaying to you is, so
far, | haven't seen that with regard to our counterterrorism
effort and it is an open question, at least for this
commi ssi oner.

Thank you.

MR. KEAN. Thank you, M' am
Commi ssi oner Roener.

MR. ROEMER  Thank you, M. Chairman.

Admiral Loy, you have a | ot of people that greatly admire
you for your bluntness and candor in where | used to serve in the
House of Representatives and | can see why today we appreciate
that honesty. Let nme ask you a quick question about the Honel and
Security Council. As sonething that many people think is
duplicative and not sure what the purpose is, what do you think?
Shoul d this evol ve away? Should it be replaced by sonething
el se? Wiat's your opinion on the Honel and Security Council ?

MR. LOY: | guess | have two. The first is --
MR. ROEMER As long as it's not pro and con.

MR LOY: No, it's not. Maybe sequenced intinme. It seens
to me that we may unnecessarily bifurcate the council to the
President by having nore than one council associated with that
advi sory process. But, on the occasion of 9/11 and its
aftermath, | believe it nmade very good sense to concentrate on
this notion of honeland security and really sort through it for
what ever length of tinme it mght take to get us to a point that
t he thinking powers that be, inside the Executive Branch, would
find the requirenment to continue with nmultiple council to no
| onger be necessary.

So, at the nonment, they serve a very, very good purpose.
They are sort of a challenging elenent, a filtering elenment, a
soundi ng board for ideas that may be forthcom ng fromany of a
variety of places, fromstate and | ocal levels, fromprivate
sector levels, fromw thin our departnment and to this particular
point in time, | believe they have served us as a nation very
well. But | can also see x nunber of years --

MR. RCEMER  So your recommendation mi ght be that their tinme
has cone. They've served and gone and now it's tinme to --
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MR LOY: No, | didn't say that nowis the tinme. | said
that at the nonent they continue to serve us very well in that
regard but that there may be a tine in the future where a re-
bondi ng or a regeneration into a single conduit of councils to
the President would be in order.

MR. ROEMER  You tal ked in your opening testinony about
trying to develop new tools for the trade, which |I strongly agree
with. How do you feel specifically about new tools such as a
national identification card or state ID cards? ldentity seens
to be such an inportant part, an integral part of how we nove
forward in many of these efforts.

MR LOY: It truly is. Al of CAPPS 2 is associated wth
doing two things for us, validating identity on one hand and then
maki ng a judgnment as to whether that person now that we think we
know that they are who they claimto be should be allowed on the
ai rplane for whatever risk score they mght develop in the
system Many of the things that we're about. W are working
very hard on a transportation worker's identification credenti al
whi ch has practical val ue.

Qur star is a trucker with 33 different things hanging on
his neck or whatever to get himfrompoint Ato point Bto do the
busi ness of his rounds. And so, the notion of a bionetrically
based -- there we go again with identity authentication -- and
access control which are the two fundanental functions that we
are groping with, grappling with day after day after day can be
accomodated with a card that could be provided with all the
means by which he can get to those places he needs to get to with
only one card.

| think there is sort of a national aversion to the genera
notion of a national ID card for all that represents in the m nds
of many. But | amalso very concerned that the things that we
now use as a basis for identity, state drivers' |icenses, for
exanpl e, the nyriad means by which they are dealt out in the 50
different states across the country and the holes, if you will,
that are in there as it relates to identity authentication,
suggest to ne that standards associated with the issuance of
identification docunents may be the right way for the federa
governnment to get involved in that process rather than sort of
trying to think our way through all the pits and valleys of a
national identification card.

MR. ROEMER  That's hel pful. Conm ssioner Gorelick asked

very artfully your opinion about how we try to organize this
massi ve | ash-up of various organi zations called the Departnent of
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Honel and Security. Let nme put it a different way. Don't you
think that Congress went too far and nmade a mi stake in |ashing up
too many different cultures, too many different organi zations,
that it's too big, it's too bureaucratic, it's too political, it
can't get the job done quick enough goi ng agai nst such a dynam c
eneny as al Qaeda and how al Qaeda is going to work agai nst the
United States for the next five years?

And before you answer because |'m sure your answer -- you
have to go to work tonmorrow or tonight -- before you answer, just
put this in the context of sonmebody who still believes that the
Department of Energy which is 26 years old still has rea
probl ems functioning as an organi zati on and a Cabi net-1I evel
agency in this town. How in the world is this Departnent of
Honel and Security going to take on this commensurate threat? You
have this huge bureaucratic organi zation on the one hand and this
dynami c, agile, fluid organization that noves from Af ghanistan to
Paki stan to I ndonesia, cells of four people in Berlin, another
cell of six in the Sudan. Are you going to recommend at sone
point certain refornms to make this organi zati on work nore
efficiently?

MR. LOY: There's no doubt, sir, that | think this is a work
in progress. The organizational structure of the departnent, |
think, is relatively sound. The idea of the four major
directorates with a director associated predom nantly with
operati ng agencies and the work that they are doing, one
associated with the science and technol ogy, associated with an
i nvestment in R&D and technol ogi cal inprovenent, that is a very
sound organi zati onal elenent, | believe. One that is associ ated
principally with the response side of the post-event challenge in
EP&R and one that's associated with predom nantly the infornmation
and prevention or the pre-event side of this notion of when the
event may trigger before and after.

| don't know that |I'msmart enough, as | sit here today, to
have reached fundanental conclusions as to whether or not it
shoul d have been only 16 agencies instead of 22 or 14 or 21 --

MR. ROEMER: You artfully suggested, | think -- you
di plomatically suggested that maybe the Honel and Security Counci
coul d evolve, go away eventually. 1Is there a part of this that
could be merged with a different departnent that has a better
synergy with a different agency, that, in retrospect, sone of us
t hought this could have been smaller and nore agile |ike
Secretary Ridge's first assignnent in the Wite House? How m ght
you help us think this through?
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MR LOY: Well, | think there's probably two things. One
woul d be to understand the difference between one who is
responsi ble and arned only with col |l aborative, coordinative kind
of influence as opposed to one who has direct line authority over
t he engaged agencies that he is trying to get to do sonet hi ng.
The honel and security advisor is just that, one who nmakes an
effort to use the bully pulpit of the White House to influence
things one way or the other. The secretary of the departnent in
whi ch there are these agencies has the direct authority to, as
necessary, direct traffic with respect to what they do. That's
one array of thought that suggests that a Cabinet |evel
departnment has perhaps a better ultinmate way of having things get
acconpl i shed because they have the |line authority to nake it
happen.

The second thing is to -- | believe goes back again to
Comm ssi oner Gorelick's question about culture, and it has to do
wth what are those things that we nust value in this brand new
departnment, things |ike adaptability and agility and those that
you were just describing, and nake absolutely certain that in
this white sheet of paper that we have, you know, in kicking off
this new departnent in this new century, we design into the
devel opnent of | eadership progranms in the departnent, in the day-
to-day life of executing policy and things in the departnent,
that those are the things that are valued. W incentivize the
process such that we reward behavior that goes that direction and
we don't reward -- in fact we punish if appropriate behavior that
goes the wong way.

The enormity of the challenge on one hand to ne is offset by
the enormty of the opportunity on the other. And we are

literally -- those of us who have been given this responsibility
have a chance to take that white sheet of paper and create, if
you will, a nodel agency for cabinet level functionality in the
21st century. And if we do that well, arnmed with the authorities
that were provided by the Congress -- including those, for
exanple, that were provided in TSA -- | can tell you that there

is no way, absolutely no way we could have gotten acconpli shed
what we got acconplished in TSAin tw years if it had not been
for the authorities the Congress offered to us in ATSA. |'m
tal ki ng about sol e-source acquisitions. |'mtalking about an
H. R program where pay banding offered us an opportunity to
attract the very best in the public service because we coul d give
them a couple of nore bucks to do the job we were asking themto
do.

It was nore than a patriotic zeal that brought people to the
departnent. They could have gone lots of different places and
done their service to America after 9/11. |If they cane to TSA it
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was not only because of that zeal, it was because we coul d
attract themwith a couple of nore dollars associated with the
pay banding systemthat was |icensed for us to use. So in those
ki nd of areas of design where we design the culture of this
organi zation for the ensuing future, there is enornous
opportunity for us to do that well and we should be held
accountable if we don't get that job done.

MR. ROEMER: Thank you, Admiral, | appreciate that. Are you
a baseball fan?

MR. LOY: | enjoy all sports, sir.

MR. ROEMER:  You enjoy all sports. |I'ma Cub fan and |I'm
proud of it. |'ve seen ny Cubs humliated --

MR. LOY: You're not the guy that was in the left field
stands --

MR. ROEMER: If | was, | sure wouldn't be up here. They
woul d have chased ne off a long time ago. And in 1969 the Cubs
| ost the pennant to the Mets, one of our many | osses and
hum liations. Fromwhat |'ve heard of that CAPPS program today,
| think you said it's been ganed, it's been conprom sed, it
hasn't worked wel |l --

MR LOY: CAPPS |.

MR ROEMER: CAPPS |. | would not nane anything CAPPS I |
| think I'd --

MR. LOY: (Laughs.) Good point.

MR. ROEMER -- work on a new nane and be |ike exhorting the
children of this country, in a coaching experience, to play |ike
the Cubs of 1969. Let's think of sonething different.

Thank you again, Admral.

MR. LOY: Geat point, sir.

MR. KEAN: Senator Kerrey.

MR. KERREY: Well, take heart, Comm ssioner Roener. Every
team has a bad century. (Laughter.)

| don't have -- actually, there's not enough tinme to go into

a lot of questions so I'mnot going to do any questions. [|I'm
just going to add a declaratory to your own thinking, in addition
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to having a great deal of admration for your career, and | mean

nothing that will follow here is made in a disrespectful fashion,
but I'"'ma skeptic on all this stuff. | really am | nean, put
me in the ranks of -- just as a citizen, not as a comm ssi oner
here at the noment. | nean, ny viewis a lot of this new noney

we' d have been better off converting into $1,000 bills and
throwing it out the w ndow.

Secondly, | nean |I've never been nore frightened in the | ast
18 nonths. | mean, every tine sone new al ert cones out about
sone dammed thing, ny wife tells ne we ought to nove out of New
York City. And, |ook, we nmade sone terrible mstakes, and
actually 1I'm becom ng even nore skeptical about the Departnent of
Honel and Security, although fromthe standpoint of good
gover nnent maybe at sone point with all the new authorities
you' re tal king about, it m ght make sense. | nean, maybe five
years fromnow, just froma good governnent analysis, we'll |ook
at it and we'll say this was a good thing to do.

But, | nean, all the witnesses that |I've heard thus far in
my short time on this comrission, | mean, there's just too many
of themthat are saying, god, if I'd just had the intel fromthe
Cl A, as you were referencing, Barry.

If the FBI had just told nme, or the FBI and the (ECM ?) and

-- you know, | just didn't know what was going on. | had no idea
that maybe terrorists would commt suicide. You know, | had no
i dea that sonething like this could happen. It was uni magi nabl e.

It wasn't uninmaginable. W had an Islamc terrorist
organi zation that was operating right in the United States of
Anmerica and we allowed it to happen. They were training in
Af ghani stan, we let it happen. And once we stopped doi ng al
that stuff and going after people with a vengeance, it seens to
me that the world has gotten an awful |ot safer

| nmean, | tell you, | nean | travel a fair anobunt, and goi ng
to the airport is no fun. You know, you do have to add to your
concentric circles the one that Comm ssioner Fielding was talking
about, which is that |aw abiding passengers |ike us when we get
on the plane, the last circle is we say, oops, here's the stun
gun, M. Attendant. Here's the knife that | got on that I
realize | shouldn't have had on. | nean, all the -- | take ny
shoes of f.

|"ve got a prosthesis fromthe Vietnam War. You know,
they've got to -- now they practically strip search nme to check
me out and do all that. | nean, go fly commercial. |'ve got
friends today that won't fly commercial any nore.
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| nmean, | hope that TSA doesn't do to Antrak what it's done

to the airlines. | nean, that's the way | feel, let ne just tel
you. | just -- fromthe standpoint of a single individual,
don't feel safer and | don't feel like -- in part because |I don't

think we're wal king up to the m crophones and saying, all of us
made a terrible m stake. W m scal cul ated here.

| mean, | heard in earlier panels they said, well, we just
didn't realize these guys were this sophisticated. | nean, get
the hell out of here. They beat the Soviet Union, for god's
sakes, in Afghanistan. That's no small acconplishnent.

| didn't realize they could fly a plane. Get the hell out
of here.

We sell themfighters and train themhow to be a pilot, for
god's sakes. But we don't know -- we didn't realize they could
learn how to fly a plane.

VWhat is that all about, other than denial ?

So when | hear this -- | hear people seemsort of chirpy
that we've got it all figured out and it's all going to be
better, | just say Jesus. | nean, you've got to start by saying

every single one of us nmade a huge m scal culation and it got us
into a hell of a lot of trouble. And we' ve stopped maki ng that
kind of m scal culati on and we' ve stopped blamng it on sonebody
else. 1t's not sonebody else's fault.

We nmade a terrible m stake and we paid a hell of a price for
it. And | just -- | nean, ny whole -- | wish you well. | nmean,
| hope that you and Tom Ri dge are very successful and that you
wi n di stingui shed service nedals for great service in organi zing
this department, but I'mstill a skeptic. I'mstill skeptical
that the whol e thing has added nmuch value to the security of the
Aneri can peopl e.

MR. LOY: Sir, | thank you for your candor. | could not
agree with you nore about the huge mistake. | nean, |'m one who
is of the mnd that this conplacency thing does manifest itself
in organizations and in fact can manifest itself in nations, and
we took a decade off.

We took 12 years off. Fromthe 1989 fall of the Wall and
the i nplosion of the Soviet Enpire, | amof the mnd that we, the
coll ective we, took a big deep breath, found no ot her superpower
across the falter gap to worry about any nore and tended to
rel ax. And strangely enough, we woke up on the norning of 9/11
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not only to get that cold pail of water in the face very
directly, but also to realize that all that stuff that we had
built over the course of the Cold War |l argely was no | onger very
meani ngful in this new war that we had to encounter on -- you
know, in this global war on terrorism

It's not about, you know, the weapon systens, the protocols,
t he di pl omati c engagenents, all the things that were so
dramatically effective for us to outlast the Soviet Union in the
Cold War. A whole new ball ganme. | nean, a whole new ball gane
that we have to understand and build from scratch

That is our challenge. That is our generation's challenge
for this country.

MR. KERREY: Well, thank you for accepting the chall enge and
for your service and -- (off mke.)

MR. LOY: Thank you, sir.
MR. KEAN: Secretary Lehman

MR. LEHMAN: Thank you, Admiral. You may recall there were
hearings a long tinme ago when | was secretary of the Navy where
there was a push to put the Coastguard under the Navy, and the
Departnment of Defense put out a very strong statenent that they
didn't want that ball. And so | was called to testify and asked,
now, we understand, M. Secretary, you really want the Coastguard
and could you give us your frank personal view on whether the
Coastguard shoul d be part of the Navy Departnent. And | said,
well, | do have a strong personal view on that, Senator, but I
don't agree with it.

And with that caveat, 1'd like to ask you -- as you know,
there was quite a strong push up here -- when | say here | nean
the Hill -- to push to have the donestic intelligence function as
part of Honel and Security. 1In fact, the original authors of that

concept had that as the nunber one function to organize the
departnent around. Where do you think donmestic intelligence
shoul d reside?

MR LOY: Sir, | think we are learning at the nonent. M
t hought is that eventually, in a perfect system donestic
intelligence probably ought to be internalized in the departnent.
That may be a while com ng.

MR. KERREY: The Departnent of Honmel and Security?
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MR. LOY: Yes, sir. That may be a while com ng. But, for
exanpl e, one of the things that we have had to do in the stopgap
measure business is both TTIC and TSC, the whole notion of trying
to get our arnms around a single watchlist for all of us who have
to check things agai nst such a watchlist and nake very difficult
decisions, | think it is a proper weigh point on the way to where
it eventually m ght be housed. To single it out, stand it up,
make it right and then, once it has proven itself functionally,
to consider where the ultimate resting place m ght be for
something |like TSC, for exanple.

MR. KERREY: Thank you for that surprising frankness.

MR. LOY: Now, that is not to say that for the nmonent -- and
again | go back to this last nonth of orange alert condition --
and | nust say | was just enornously pleased with what | saw day
after day after day several tines a day where principals were
nmodi fyi ng stands fromthe norning and the afternoon because of
new pi eces of information going by. A new piece of analytical
product that had cone out of TTIC or had conme out of the agency
or had conme out of the Bureau, or had cone out of our shop in the
|. A side of II1AP. \What was enornously gratifying was the
sharing process that took place several tinmes a day to enabl e us
to get on to where we needed to go.

And that was the key, to ne, to |license the operators to
t ake those products and go do sonething about them And we did,
of course, have nore -- as you know, we always | ook for
credibility and specificity in intel streans going by and in
t hose i nstances we had plenty of both. And so the opportunity
for us to reach to international partners, to reach to the
private sector of international partners, airlines, for exanple,
all of that activity was happeni ng of the nonent, of the nonent,
and it was a very gratifying process to be part of.

MR. LEHVAN:  Thank you

|"ve one |last question. | was quite surprised to hear from
an earlier panel of airline officials, former and current, to
| earn that political correctness is still very much being
enforced. And they said that, for instance, after 9/11 when sone
35-38 people were -- pilots declined to fly them because they
suspected they were of a dangerous profile, that Departnent of
Transportation is now suing themover that ethnic profiling.

And further, one witness said that current regul ations for
governing TSA are that if there are three ethnic persons nore of
three ethnic -- the sane ethnic profile, selected out for
exam nation, that the carrier will be fined. And I find after
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t he experience of 9/11 that to continue that kind of political
correctness, that they can't focus their attention on peopl e that
fit the profile when we're in a war agai nst Mislim
fundamentalism that you | ook for Muslimfundanentalists, to be
idiotic. Tell nme it ain't true.

MR LOY: It ain't true, sir. | just don't -- having stood
t he agency up and operated it for two years, | do not renenber
any such gui dance being provided. W are -- you know, this

profiling thing to me is all about capital "P" and little "p" and
the capital "P" profiling that all of us have been against, for
all the right reasons, in our culture is not to be confused with
profiling with a small p" where we are using a tool to do

what ever is necessary to be safe in terns of putting Anerican
citizens on airplanes flying fromPoint Ato Point B

| have no recollection of that guidance. | certainly wll
go back and take a hard | ook because |I have no recoll ection.

MR. LEHVAN: Could you run that to ground? |1'd appreciate
it because they said categorically that they were being both
fined and sued because of such profiling.

MR. LOY: Yes, sir, | will sure check it out.

MR. LEHVAN: Thank you. Thank you very nuch, Admral, for
your --

MR. LOY: Yes, sir, M. Secretary.

MR. KEAN. Admiral, thank you very, very much. You have
lived up to your reputation and it's a good reputation. Thank
you, sir, for being wth us today and this concludes our hearing.
The Chair and the Vice Chair wll be available to any nenbers of
the press who have questions in room902 in this building.

MR. LOY: Thank you, M. Chairnman.

END
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