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(1)

FEDERAL ELECTRONIC RECORDS MANAGE-
MENT: WHAT IS THE PLAN? WHAT IS OUR
PROGRESS?

TUESDAY, JULY 8, 2003

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON TECHNOLOGY, INFORMATION POLICY,

INTERGOVERNMENTAL RELATIONS AND THE CENSUS,
COMMITTEE ON GOVERNMENT REFORM,

Washington, DC.
The subcommittee met, pursuant to notice, at 10 a.m., in room

2154, Rayburn House Office Building, Hon. Adam Putnam (chair-
man of the subcommittee) presiding.

Present: Representatives Putnam, and Miller.
Staff present: Bob Dix, staff director; John Hambel, counsel; Lori

Martin, professional staff member; Ursula Wojciechowski, clerk;
David McMillen, minority professional staff member; and Jean
Gosa, minority assistant clerk.

Mr. PUTNAM. Good morning. A quorum being present, this hear-
ing of the Subcommittee on Technology, Information Policy, Inter-
governmental Relations and the Census will come to order. I want
to welcome everyone to today’s hearing entitled, ‘‘Federal Electronic
Records Management, What is the Plan and What is our Progress?’’

In today’s world of emerging technology, Federal agencies are
conducting more and more of their business through electronic
means. As an example, e-mail has become a primary form of com-
munication, often used now in place of the telephone and as a vehi-
cle for sending memos or other important documents. While this
has increased the efficiency and productivity of the modern day of-
fice, it has also presented a new set of challenges to the issue of
records management and preservation as the Federal Government
moves from being paper based to more and more electronic and
technology based.

The importance of records management and preservation has a
long history. Not only is the legacy of our history at issue, but this
issue has a direct impact on the continuing ability of the Federal
agencies to function properly. Without a comprehensive and cohe-
sive strategy, records can be misplaced or even lost. This not only
has the potential to hinder day-to-day operations, but also has po-
tentially significant ramifications on the national archival process.

The management of all Federal records and now particularly
electronically generated records creates new and additional chal-
lenges. Examples include what types of electronic records need to
be saved, what process or technology should be utilized for their
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preservation, how will the retrieval of these records be guaranteed
and through what process in the future. This whole issue raises an-
other set of questions as well, what happens with all of the existing
records in their various formats? How many, if any, of these exist-
ing records will be converted to an emerging process or technology?
How will all of these records and exhibits continue to be preserved,
and how are these records being cataloged? And what is the mag-
nitude of the process required to retrieve an existing record and
how are classified versus nonclassified records treated?

The Federal Records Act has provided the National Archives and
Records Management Agency with the responsibility for oversight
of records management within the Federal Government. Under the
provisions of FRA, NARA is to provide guidance and oversight to
Federal agencies as they execute the electronic records strategy.
Certainly having a common set of goals and objectives in those
strategies will ensure consistency and continuity in this process.

Presently, NARA is working to develop the necessary tools to
support that guidance. A number of projects including the develop-
ment of their electronic records archive program and NARA’s lead-
ership role as a managing partner of the Electronic Records Man-
agement E-government Initiative will put them in a position to
help define the national standards for electronic records manage-
ment.

At the same time, Federal agencies themselves must begin to
work more diligently in making electronic records management a
higher priority, many agencies have not fulfilled their obligations
to confer with NARA about the progress of their records manage-
ment plans. While NARA has been charged with oversight respon-
sibility regarding these matters, they have been provided little, if
any authority, to enforce compliance.

As it currently stands, it is the responsibility of each individual
agency to develop and implement an electronic records manage-
ment strategy. One of the areas we will explore at this hearing is
whether the authority and accountability that presently exists re-
lated to this issue is sufficient to get the job done.

These are just some of the challenges facing the subject of Fed-
eral electronic records management. Through the research and
preparation for this hearing, the subcommittee has come to recog-
nize the enormity of the task. It is our objective to learn from a
variety of stakeholders, institution, academic, government and pri-
vate sector, and to work with NARA together with Federal agencies
to determine the progress in developing and implementing an effec-
tive management strategy.

Today’s hearing can be viewed live via Webcast by going to re-
form.house.gov and clicking on the link under live committee
broadcast. It is an important hearing, and we have two distin-
guished panels of witnesses, and we are fortunate to have a vice
chairman of this subcommittee who served as the Secretary of
State in Michigan and has worked extensively on this committee
in a number of issues, but particularly in the modernization and
the utilization of technology to improve the efficiencies of govern-
ment operations.

[The prepared statement of Hon. Adam H. Putnam follows:]
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Mr. PUTNAM. So I now yield for her opening comments to the vice
chairwoman of the subcommittee, the gentlelady from Michigan,
Mrs. Miller.

Mrs. MILLER. Thank you, Mr. Chairman. I appreciate you hold-
ing this hearing today. I’m sorry, I was just a few minutes late. I
know you like to start your hearings on time. We should have a
hearing on the elevators in this building I think someday. But I
certainly appreciate your commitment to exploring ways, examin-
ing ways to improve the business of the Federal Government. I
think that the challenge facing the Federal Government in regards
to electronic records management is certainly very complex. It is
extremely daunting. The National Archives and Records Adminis-
tration [NARA], as we commonly call it, possesses the responsibil-
ity to provide guidance and oversight to Federal agencies regarding
the records management strategies. Under current law, Federal
agencies are required to submit record schedules to NARA, which
must be approved and then, in turn, to allow NARA to aid agencies
in their records management strategy implementation.

However, as with so many other statutory requirements concern-
ing the modernization and the improved efficiency of government,
many Federal agencies are not cooperating. NARA has been work-
ing for years on developing an effective electronic records manage-
ment policy, but the responsibility of implementing the strategy
really falls directly on each individual agency, quite frankly.

Today we will be examining the strategy that NARA has devel-
oped and the progress that has been made. I feel it is very impor-
tant to also examine the successes and the failures of Federal agen-
cies in regards to this enormous task. Though each agency is re-
sponsible for its own success, the valuable lessons learned through-
out government at all levels must be utilized as an important re-
source. For this reason, I’m very pleased that we’re going to be
hearing from witnesses at both the Federal and State levels of gov-
ernment, and then representatives from the private sector also.

As the Federal Government progresses into the 21st century and
moves to modernize its operations, a problem has arisen in that the
Federal agencies seem to place different priorities on utilizing tech-
nology. Some agencies have seen the benefits of implementing sub-
stantial technologies, while others seem to be stuck in a time warp,
stuck in the past. Something needs to be done to force these par-
ticular agencies to realize the importance of modernizing their
records management.

The current scenario is simply more than an adjustment to the
current frame of thinking. It also includes agencies not complying
by federally mandated statutes. Currently, there is no real enforce-
ment mechanism that forces agencies to abide by statutes outlined
by the Federal Records Act and to submit schedules required by
NARA. Many Federal agencies have not placed any degree of prior-
ity on electronic records management, and this has resulted, of
course, in a wide variety of problems.

I notice Linda Koontz, in her written testimony, states that
NARA has developed a strategy for raising awareness amongst
agency management of the need to place electronic records manage-
ment at a very high priority, and I’m also—I found that very en-
couraging. I’m also looking forward to Mr. Carlin’s testimony also,
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hoping that he can elaborate on the measures taken by NARA
within the last year to impress upon agency officials the need to
implement an effective management strategy, and I certainly espe-
cially want to thank Caryn Wojcik, who will be testifying in the
second panel taking some time to testify before our subcommittee
today, as the chairman mentioned, during my tenure as Michigan
Secretary of State, the archives were sort of under the umbrella of
the Michigan Secretary of State’s office, and we think because of
the great people that led our agency there, our State’s archiving
and records management projects, Michigan has certainly become
one of the national leaders by incorporating a lot of information
technology into the everyday activities of government, and in addi-
tion, our State managers have been working very hard to ensure
that the State is prepared as its technology evolves well into the
21st century.

So I hope that Ms. Wojcik will be able to inform the subcommit-
tee of some of the different things that have happened. Since I’ve
been gone, I know you’re going like rapid fire there as well. But
Federal agencies certainly must utilize the knowledge acquired by
State governments so we’re not reinventing the wheel. Although
electronic records management at the Federal level is very
daunting, as we say, there are resources available that can enrich
the process, and again I reiterate my point that these Federal
agencies must make a concerted effort to implement a successful
management policy. As records sit untouched or the technology
that has been used to create these records becomes obsolete, it is
certainly imperative that action be taken and agencies prepare for
the future, and certainly it is important that Congress play a very
active role in ensuring that electronic records management be im-
plemented effectively and in a timely manner as well, so I’m look-
ing forward to all of the testimony from the witnesses today and
I certainly want to thank you all for coming and thank the chair-
man for calling this hearing. Thank you.

[The prepared statement of Hon. Candice S. Miller follows:]
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Mr. PUTNAM. Thank you, Mrs. Miller.
We’ll now begin with our first panel of witnesses. Each has kind-

ly prepared written testimony which will be included in the record
of this hearing, and I ask each of you to summarize your thoughts
in a 5-minute presentation to give us ample time for questions and
dialog. You’ll notice that there’s a timer with a light on the table
in front of you. The green light means begin your remarks, the
point that you see the yellow light, we ask you to sum up, and at
the red light, please bring it to a close. In order to be sensitive to
everyone’s time schedule, we ask that witnesses cooperate with us
in adhering to the time system.

As is the custom with the Government Reform Committee, we’ll
swear in our witnesses. I would ask the first panel of witnesses to
stand and raise your right hands, and if you’re accompanied by
anyone who will be called upon to answer the questions or elabo-
rate on a question, if they would stand as well, please.

[Witnesses sworn.]
Mr. PUTNAM. Note for the record that the witnesses responded in

the affirmative.
Our first witness this morning is Mr. John Carlin. As archivist

of the United States, John Carlin is the head of the National Ar-
chives and Records Administration, an independent agency of the
Federal Government with more than 2,900 employees and 33 facili-
ties throughout the Nation. NARA is the Nation’s recordkeeper. Its
mission is to ensure for the citizen and the public servant, for the
President and the Congress and the courts, ready access to essen-
tial evidence.

Mr. Carlin was appointed archivist in 1995 by President Clinton.
In 1998, he launched a major initiative to build the Electronic
Records Archives to preserve and provide access to virtually any
type of electronic record created anywhere in the Federal Govern-
ment.

Prior to being named archivist, Mr. Carlin had a distinguished
career in politics, business and education. A native Kansan, he first
entered public service in 1971 by serving in the legislature of the
State of Kansas. He became Speaker of that State’s House of Rep-
resentatives, and in 1978, won election to the Kansas Governorship
serving two terms through January 1987. His fellow Governors
elected him chairman of the National Governors Association in
1984. Following his political career, he joined the faculty of Wichita
State University teaching graduate courses in public administra-
tion.

In 1987 he received an honorary doctorate of laws degree from
his alma mater, Kansas State. As Governor of Kansas, he strongly
supported the Kansas State Historical Society and the State ar-
chives within it, in which he deposited his own gubernatorial pa-
pers. Before heading NARA, he served on the National Archives
Foundation Board.

Governor Carlin, we welcome you to the subcommittee. You’re
recognized.
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STATEMENTS OF JOHN W. CARLIN, ARCHIVIST OF THE
UNITED STATES, NATIONAL ARCHIVES AND RECORDS AD-
MINISTRATION; L. REYNOLDS CAHOON, CHIEF INFORMA-
TION OFFICER, NARA; HARRIET RIOFRIO, E-RECORDS MAN-
AGEMENT POLICY AND PROGRAM LEAD, U.S. DEPARTMENT
OF DEFENSE; AND LINDA KOONTZ, DIRECTOR, INFORMA-
TION MANAGEMENT ISSUES, U.S. GENERAL ACCOUNTING
OFFICE

Mr. CARLIN. Thank you, Mr. Chairman. I wish to express to you
our real appreciation for you holding this important hearing today
on the subject of——

Mr. PUTNAM. If you could just turn the mic on, please.
Mr. CARLIN. That might help.
Mr. PUTNAM. So that we can have it for the archives.
Mr. CARLIN. That is a little embarrassing. We’re going to talk

about technology today, and I can’t turn the mic on.
We’re still appreciative of your holding this hearing today. Obvi-

ously, your knowledge of technology has been clearly demonstrated,
Mr. Chairman, in your brief tenure as the Chair of this committee,
and I know your Vice Chair, a former Secretary of State, likewise
has great experience, and we appreciate the opportunity to work
with both of you.

As you all know, the rapid evolution of information technology
has produced huge volumes of diverse and complex digital records.
These electronic records pose the biggest challenge ever to keeping
records in the Federal Government. When you combine the rate of
technological obsolescence with the explosive number of electronic
records being created by the government every day, then you can
begin to imagine the challenge that we face.

In the National Archives and Presidential libraries, NARA is re-
sponsible for preserving and providing sustained access to records
of all three branches of the Federal Government, and our challenge
is magnified by the need to preserve and deliver authentic records
for generations of Americans who will not be born for 100 years or
more. The National Archives and Records Administration’s statu-
tory responsibilities relating to electronic records management are
rooted in the Federal Records Act, which is codified under Title 44
of the United States Code.

Under the statute, the archivist shall ‘‘provide guidance and as-
sistance to Federal agencies with respect to ensuring adequate and
proper documentation of the policies and transactions of the Fed-
eral Government and ensuring proper records disposition.’’

The archivist also has the responsibilities to approve the disposal
of any temporary Federal record and to take into the National Ar-
chives of the U.S. Federal records that ‘‘have sufficient historical or
other value to warrant their continued preservation by the U.S.
Government.’’ And these statutory responsibilities apply to elec-
tronic records as well as records in other formats.

All this we have summed up in a simple succinct statement of
mission which you have already stated. The mission of the Na-
tional Archives and Records Administration is to ensure for the cit-
izen and the public servant, for the President and the Congress
and the courts, ready access to essential evidence.
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The scope of NARA’s responsibilities compounds the challenge,
for the historically valuable electronic records that come to the Na-
tional Archives and the Presidential libraries come from applica-
tions deployed across the entire Federal Government. So they can
be virtually in any digital format, from word processing and e-mail,
to Web sites, data bases, geographic information systems, digital
photography and motion video, computer-assisted engineering or
manufacturing applications, laboratory simulations, satellite obser-
vations and many others.

Within the past decade, there has been significant progress in
developing software products which enable agencies to apply
records management discipline to electronic records that are typi-
cally produced on individual desktops. An example, the Depart-
ment of Defense has developed a program for certifying these prod-
ucts as complying with Federal records management requirements.
NARA has worked closely with the Defense Department on this
program, and has endorsed its use by all Federal agencies.

However, implementing such a product is a time and resource-
intensive effort. As a result, agencies are trying to manage many
records and paper filing systems despite the fact that some of the
new electronic formats cannot be rendered well, or, in some cases,
at all in a paper environment.

Through the E-government Electronic Records Management Ini-
tiative, NARA works with its agency partners, in providing guid-
ance on electronic records management that is applicable govern-
mentwide, and will enable agencies to transfer their permanent
records to NARA in a variety of data types and formats.

In a few moments, Mr. Reynolds Cahoon, the assistant archivist
for Human Resources and Information Service, will give you details
on our programs and initiatives designed to effectively manage
electronic records throughout their life cycle.

In closing, I’d like to thank you again for your interest in elec-
tronic records and the challenges they pose for agencies the govern-
ment as a whole and our Nation. The records of our country have
played a vital role in our history, and it is imperative that we find
solutions for electronic records. For I’m sure you will all agree with
me when I say that records matter for our citizens, our government
and the future of our democracy.

Thank you, Mr. Chairman.
Mr. PUTNAM. Thank you very much, Governor.
[The prepared statement of Mr. Carlin follows:]
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Mr. PUTNAM. Our next witness is Reynolds Cahoon. Mr. Cahoon
was appointed Assistant Archivist for Human Resources and Infor-
mation Services and Chief Information Officer at the National Ar-
chives and Records Administration in February 1996. His respon-
sibilities include the Nationwide Information Technology Program,
oversight of NARA’s Electronic Records Archives Program, human
resources staff and organizational development services, NARA’s
Record Management Program.

Mr. Cahoon currently serves as cochair of the component sub-
committee of the Federal CIO Council’s Architecture and Integra-
tion Committee, and as a commissioner for the International Com-
mission for the Accreditation of Professional Genealogists. Prior to
his appointment, Mr. Cahoon served as managing director of the
family history department of the Church of Jesus Christ of Latter
Day Saints.

In that position he had global operating responsibility for one of
the world’s largest genealogical research support institutions. He
previously served as the director of administration and controller
and is the director of projects and planning for the Family History
Department. He also served on the board of the Civil War Trust
and was a member of the International Council and Archives Com-
mittee on archival automation from 1986 to 1997. Welcome to the
subcommittee. You’re recognized.

Mr. CAHOON. Thank you. I join the archivist in thanking you,
Chairman Putnam, for recognizing the importance of electronic
records management and for holding this hearing. NARA’s plans
for electronic records management aim at making it an integral
part of electronic government and at delivering electronic records
to future generations. Both records management support of current
government business and preservation of electronic records for the
long term face the technical problem of making digital information
assets independent of the specific technologies used to process,
store, and communicate them.

Key objectives of the E-government Act of 2002 depend on how
well the government creates, retains, and manages records that
document its decisions and its performance.

Ultimately, for the trustworthiness of the government, these as-
sets must remain authentic and reliable in the short term as they
move between different systems and in the long term when they
are retrieved by our great grandchildren and their descendents. To
respond to the challenge in a sustainable way, we have launched
three major interrelated initiatives:

Our first initiative, redesign of Federal Records Management,
builds a foundation that aims to make records management a nor-
mal and integral part of agency’s asset and risk management proc-
esses and add real value to the conduct of government business.
We have developed and are working on 14 interconnective strate-
gies to improve records management. Several of the strategies in-
cluding flexible scheduling and resource allocation are being
prototyped by partner agencies. Implementation plans for five more
are currently being developed.

In our second initiative, the electronic records management
project in the e-government portfolio, we are working with other
agencies to provide guidance on electronic records, tools for agen-
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cies to manage them, and more format options for agencies to
transfer electronic records to NARA. We have produced capital
planning guidance on electronic records management application
acquisition. We have promulgated and endorsed version 2 of the
Department of Defense 5015.2 standard. We have authorized two
new transfer technologies, digital linear tape and file transfer pro-
tocol and three new data formats for transfer of electronic records
to NARA and, finally, initiated automating the process of transfer-
ring records to NARA using extensible markup language [XML].

In addition, NARA will lead acquisition of records management
components to be included in the Federal enterprise architecture
service component infrastructure. Service component software can
be reused and leveraged in many different systems enabling agen-
cies to integrate management and use of electronic records within
the systems they actually use to transact business.

The electronic records archives must be scalable—excuse me. In
our third initiative, the Electronic Records Archive Program will
authentically preserve and provide access to any kind of electronic
record free from dependency on any specific hardware or software
enabling NARA to carry out its mission into the future. The Elec-
tronic Records Archive must be scalable and evolvable to accommo-
date both growth in volume and new types of electronic records and
take advantage of improvements in technology. We will implement
a flexible approach starting with physical preservation of electronic
records in their original formats and, where appropriate, converting
them to more durable or more accessible formats.

In the long-term, electronic government and electronic business
will drive the emergence of standards, products, and services that
make information assets independent of specific technology. We ex-
pect agencies will increasingly adopt open-standard infrastructure
independent formats, such as XML, which are also suitable for
long-term preservation and access.

In the ERA program, we have spent the last 2 years developing
the management infrastructure to ensure proper stewardship of
this critical program with an eye to its contribution to both elec-
tronic government and to posterity. We are completing require-
ments development and refining our acquisition strategy with the
target of issuing a request for proposals by the end of this calendar
year. In this process we have engaged both our customers and the
IT industry in an extensive dialog.

Facing the challenge of electronic records is a difficult, serious
endeavor, but we have no alternative. To this committee, I respect-
fully testify that we, as the National Archives, face the challenge
squarely and with full purpose and resolve to leave for our de-
scendents a trustworthy record of our turn on this planet. Thank
you, Mr. Chairman. I’d be happy to answer any questions you
might have or your subcommittee might have.

Mr. PUTNAM. Thank you very much.
[The prepared statement of Mr. Cahoon follows:]
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Mr. PUTNAM. Our next witness is Ms. Harriet Riofrio. Ms. Riofrio
serves as electronic records management policy lead and senior
staff officer for knowledge management for the Office of Assistant
Secretary of Defense for Networks and Information Integration.
You must have the longest business card of anybody in govern-
ment. You have to flip it over to read what your address is.

In this capacity her primary role is to assist the deputy CIO and
director IM to enable netcentric process change throughout the De-
partment of Defense. Duties include strategic planning for and ap-
plication of the principles and techniques of ERM and KM. She is
responsible for the management and evolution of the Department
of Defense 5015.2 STD—only the Department of Defense can come
up with this stuff—and the Records Management Application Cer-
tification Program at the Joint Interoperability Test Center. She
represents DOD and the DOD-NARA partnership that maintains
as its objective the development of DOD standard to improve
records management processes and electronic transfer of records
between the two agencies.

She also originated and leads the DOD-KM community of prac-
tice. We did our best to include every conceivable acronym in your
biography. Previously, Ms. Riofrio headed the Executive and Infor-
mation System and Microtechnology Group at HQ Defense Logis-
tics Agency, where she was responsible for designing and imple-
menting innovative technology solutions to include major agency
executive information and decision support systems.

She has numerous speaking engagements, awards and publica-
tions to her credit. She was born here in Washington, DC, and re-
ceived a Masters Degree in 1980. Ms. Riofrio is known as an inno-
vator and thought leader in business process design, new tech-
nology insertion and management disciplines. She joined the OSD
staff in 1997. Welcome to the subcommittee. Hopefully your testi-
mony will be more clear than your biography.

Ms. RIOFRIO. It took coming here to realize how many acronyms
we use. I apologize for that.

Mr. Chairman and members of the subcommittee, I am pleased
to appear before the subcommittee this afternoon to describe the
evolution of the Department of Defense Electronic Records Manage-
ment Program and standard, culminating in its current relevance
to and integration with our plans for advancing the Department to
a netcentric government environment. Netcentricity will provide an
unprecedented accessibility and usability of data to include depart-
mental records in every electronic media. Through the development
of our Global Information Grid Enterprise Services Initiative, we
will be converting our information infrastructure from a platform
based to a netcentric environment.

We will be applying a metatagging standard to DOD data in gen-
eral and facilitating its just-in-time discovery. Official records are
a critical part of our enterprise knowledge base. The intent is to
make them more visible and usable while utilizing sound content
management principles to ensure their proper storage, preservation
and protection.

I will describe how our approach to electronic records manage-
ment has been developed and applied to date and how it represents
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one of several foundational disciplines converging to achieve our vi-
sion of enterprise wide netcentricity.

Looking back, it seems we have been working for the last 10
years to ready our records management processes for netcentricity.
In 1993, records management was analyzed as part of a functional
process improvement initiative. A baseline analysis of records man-
agement in the Department was developed. This work culminated
in the first version of the DOD 5015.2 standard that was signed
in 1997. The focus of the standard has been to prescribe essential
records automation functions consistent with the law and regula-
tions. The intent has been to help DOD components bid, test or buy
compliant records management application software. Its objective
has been to be unambiguous and not to dictate design.

In 1998, we began the process of developing the second revision
to the standard. We added a section on national security classifica-
tion markings, and the declassification schedule as requested by
the Intel community. We also included recommendations from
NARA. We added a requirement for information related to section
508 of the Federal Rehabilitation Act. Version 2 of DOD 5015.2
standard was signed in June 2002.

Currently, the Joint Interoperability Test Command [JITC], of
the Defense Information Systems Agency, manages the compliance
testing process for the DOD standard. This testing is mandatory
for DOD and endorsed by NARA. At this time, JITC has certified
approximately 43 records management applications as compliant to
our standard.

An example of how this standards process has begun to influence
our enterprise-wide environment can be seen in its application to
the Navy Marine Corps Intranet. The Navy and Marine Corps are
looking to merge records and document management for over
350,000 users which they claim will make the Department of the
Navy the world’s largest electronic records management customer.

In 2003, DOD formally partnered with NARA on electronic
records management as part of the President’s E-government ini-
tiatives. We are working to certify direct export from RMA’s from
record management applications to NARA to include coordination
of transfer and specification for transfer file format. This effort, es-
pecially upon its adoption by the Federal community, has the po-
tential for substantial improvements in the timeliness, cost and
quality of permanent records transfers throughout the government.

As we begin to operationalize netcentricity through our Global
Information Grid Enterprise Service Initiative, we are cognizant of
the need to assure electronic records management becomes a part
of the Department’s enterprise services.

In summary, we are finding that the DOD standard could not be
more opportune. It is being sought after and used by some of our
States, by the Federal Government and even the international com-
munity. It is open enough to encompass different functions and in-
frastructures but serves to assure consistently useful electronic
records products. We look forward to planning for integration of
ERM into our new netcentric environment and working closely
with the Federal community to develop solutions for our common
data and records problems.
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We welcome your support as we continue to shape the future of
this critical area together. Thank you.

Mr. PUTNAM. Thank you very much.
[The prepared statement of Ms. Riofrio follows:]
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Mr. PUTNAM. Our final panelist for panel one is Ms. Linda
Koontz. Ms. Koontz is Director of Information Management Issues
at the U.S. General Accounting Office. She is responsible for issues
concerning the collection, use and dissemination of government in-
formation in an era of rapidly changing technology. Recently she
has been heavily involved in directing studies concerning e-govern-
ment, privacy, electronic records management and governmentwide
information dissemination issues. She is a frequent panelist before
the subcommittee, and we always appreciate your insight and sup-
port. You’re recognized for your testimony.

Ms. KOONTZ. Thank you, Mr. Chairman. I appreciate the oppor-
tunity to participate in the subcommittee’s hearing on the chal-
lenges of records management in an electronic era. As you know,
agencies are increasingly moving to an operational environment in
which electronic rather than paper records are used to document
their activities and business processes. This migration is likely to
accelerate in light of the E-government Act of 2002 which encour-
ages the expansion of electronic government. This transformation
is leading to improvements in the way Federal agencies work and
interact with each other and with the public. However, the rapid
evolution of information technology is creating challenges in man-
aging and preserving electronic records. Complex electronic records
are increasingly being created in a decentralized environment and
in volumes that make it difficult to organize them and make them
accessible.

Further storage media themselves are affected by the dual prob-
lems of obsolescence and deterioration. For example, few computers
today have disk drives that can read information on 8 or 51⁄4 disk-
ettes, even if the diskettes themselves remain readable. These
problems are compounded as computer hardware and application
software become obsolete. They may leave behind electronic records
that can no longer be read. Unless these challenges are addressed,
the government will be unable to effectively leverage the informa-
tion it has and valuable government information may be lost for-
ever.

We report last year that while NARA has responded to these
challenges, most electronic records, including data bases of major
Federal information systems, remain unscheduled, and records of
historical value were not being identified and provided to NARA,
and as a result, they were at risk of loss.

Three factors contributed to this condition. First, NARA has ac-
knowledged that its policies and processes on electronic records
have not yet evolved to reflect the modern recordkeeping environ-
ment; second, records management programs were generally af-
forded low priority by Federal agencies. A related issue was that
agency management had not given priority to acquiring the tech-
nology tools required to manage electronic records.

Third, NARA was not performing systematic inspections of agen-
cy record programs. Such inspections are important as a means to
evaluate individual agency records management programs, assess
governmentwide progress in improving records, and manage and
identify areas where guidance needs to be strengthened. We rec-
ommended that NARA develop strategies for raising agency man-
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agement awareness of the importance of records management and
for performing systematic inspections.

In the last year, NARA has taken steps to improve its guidance
and address the lack of technology tools. In response to our rec-
ommendations, it has devised a reasonable strategy for raising
awareness among senior agency management. In addition, it has
developed a comprehensive approach to assessing and improving
agency records management programs that includes identification
of risks and priorities and inspections, but it has not yet described
how this will be made an ongoing program and an implementation
plan for the strategy has not yet been established. Until NARA
fully addressed these issues, the risk is increased that records
management programs will continue to show the weaknesses that
led to the scheduling and disposition problems that we and NARA
described in our earlier work.

NARA also faces significant challenges in acquiring an electronic
record archive, an advanced system that is intended to address the
problems associated with preserving electronic records and making
them accessible. Specifically the plans, policies and practices that
NARA is using to acquire the system do not, in many cases, con-
form to standards or to applicable Federal acquisition guidance.

In addition, NARA is unable to track the cost and schedule of the
product adequately. Unless NARA addresses these issues, the risk
is increased that the system will fail to meet user’s needs, will cost
more than currently estimated and will be delivered later than
planned. In view of these risks, we have recommended that NARA
address weaknesses in its acquisition plans and project schedule.

In conclusion, NARA and the Federal Government face signifi-
cant challenges in managing electronic records. While NARA is re-
sponding to these challenges and is making progress, much work
remains to be done to gain control over the massive numbers of
electronic records that continue to grow and prevent the loss of val-
uable permanent records.

That concludes my statement. I would be happy to answer any
questions.

Mr. PUTNAM. Thank you very much.
[The prepared statement of Ms. Koontz follows:]
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Mr. PUTNAM. I want to thank all of you for your both written and
verbal testimony, and it has certainly set the table for an interest-
ing hearing.

Before we start peeling this onion down to several layers, I want
to start in a very basic way. If you would, answer for me how you
determine what records are worthy of archiving, what records are
worthy of being kept for posterity and how much of that is defined
in the law. What form it should be saved in and what the life cycle
is of those forms? In other words, an old TSR 80 RadioShack com-
puter disk that looks like a cassette tape, what is the life span of
that versus a 41⁄2 inch disk, 31⁄2 inch disk or microfiche, microfilm,
CD ROM? How long do those things live in a manner that we can
retrieve that information?

And what process do we have for converting that? And is the con-
version of the format in and of itself changing history? In other
words, we wouldn’t be content to have run a Xerox copy of the Dec-
laration of Independence and feel like we’d saved the Declaration
of Independence, and that is an extreme example, but certainly you
can address that spectrum of issue.

So that is a lot to throw out there. But Governor, if you could
begin to attempt to address these issues for us to get us going.

Mr. CARLIN. By law, it is our responsibility. In fact, in the end,
my sign-off on the scheduling of records, in practice we historically
have worked with agencies to evaluate records to determine wheth-
er they should be ultimately an accession to the archives which
works out to be 2 or 3 percent of what is originally created, which
one should be disposed of earlier and how long they should be kept
for appropriate business purposes as well as protecting rights and
entitlements for accountability reasons and so forth. That has been
a back-and-forth with agency process, and, on any disposal, com-
munication with stakeholders through a publication in the Federal
Register.

As indicated in testimony that you have here today, we are work-
ing to overhaul that process, because we know, with the massive
size of the Federal Government, with all of the records now that
have been created electronically, with more and more of them
wanting to be the record copy, that we must have a more efficient,
effective way of scheduling records. Things change too fast for it to
be an old system when a schedule stays in place for a long period
of time. We have made a lot of progress. We are literally testing
some of those changes with agencies as we speak, and I’m confident
in the end we will have a system that will allow us to stay current
with the technology here in which we live and schedule records ap-
propriately, but it is our responsibility. We accept that responsibil-
ity, and work with agencies to carry it out as well as with stake-
holders.

On the technology issue, the second part of the question, if I
might, I would yield to my colleague here who probably can better
explain to you that aspect of the question.

Mr. CAHOON. Thank you, Mr. Chairman. The technology chosen
for any particular type of record often depends on the technology
that was used to create it, and from there the technology required
to ensure that those records are available from generation to gen-
eration. Microfiche, for example, can last, if preserved properly, for
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hundreds of years. When that microfiche begins to appear to dete-
riorate, then that microfiche can be recopied using the same tech-
nology because it is human readable.

Electronic records, however, present a more difficult challenge.
Electronic records will come in many different formats when they
are created but ultimately, for us to preserve those records for the
long term, we need to find formats that will enable us to remove
the dependence that we often find that those records have on the
technology that created them. We need to find technology inde-
pendent formats for them.

The media, which is one of the issues that you raised—the media
presents an interesting problem. We find that the best way to deal
with the media at this point is to migrate the media as technology
changes. For example, we might record information on cartridge
tapes, 3480 cartridge tapes. When those become obsolete, we might
convert that information to 3590 cartridge tapes and continue to
progress as the technology evolves. So we’re continually making
copies—faithful copies of those original records.

So to sum up, the technology used to migrate records or to—ex-
cuse me, to preserve records depends on the original format that
they came in and on the strategies we need to engage to migrate
them from one technology to another.

Mr. PUTNAM. That makes sense for ordinary memos and person-
nel records and payroll records, but when you get into the GIS or
maps or digital photography, so much of what we generate in great
volumes in this day and age. Do we save the original photograph
or the original map, or are we content to scan it and leave it on
a cartridge or a disk or microfilm? How was something like that
handled that is, at best, different than just ordinary memorandums
or other documents?

Mr. CAHOON. The technology that creates these electronic
records, a geographic information system record, for example, is
highly dependent on the software that created it and the format
that record is actually stored in. And so, the intent would be to find
a format, ultimately, that would free that record from its depend-
ence on the format that it was created in.

So in your example, where we’re concerned about scanning a
map, that’s different, Mr. Chairman, from the technology used to
capture the record originally and electronically and evolve it over
time. So for scanning a map, for example, we would find a tech-
nology independent format to store that map in and be able to mi-
grate then that map from generation through generation of media
technology.

For a geographic information system where the information for
the data associated with it is proprietary, we would try to find a
technology independent format for that, and then migrate it as
faithfully as we could through generations of media technology.

Does that respond to your question?
Mr. PUTNAM. I’m not sure. Our capabilities today are so dramati-

cally different than when Lewis and Clark were drawing their own
maps or when Cartier was charting the St. Lawrence. I mean, it
seems obvious to us today that is historic and worthy of preserva-
tion as it is, but if we’re shooting tens of thousands of pictures over
Baghdad in a 90-day period of time, do we save all of those as they

VerDate 11-MAY-2000 10:20 May 10, 2004 Jkt 000000 PO 00000 Frm 00079 Fmt 6633 Sfmt 6633 D:\DOCS\93006.TXT HGOVREF1 PsN: HGOVREF1



76

are because they are historic—as they are? Or do we change how
they are saved and therefore lose the actual document that was
used by decisionmakers to make particular policy decisions that are
historic by definition?

But when you calculate that there’s a constant stream of images
being generated of Mars or the moon or a tropical storm in the Gulf
of Mexico or where a gas line is in the city of Alexandria, how do
we decide which of those things are worthy of keeping as they are
because the very nature of that form is in itself historic just as if
it had been drawn on the back of a deer skin?

Mr. CARLIN. I would just say this, Mr. Chairman, that when you
move from historically the important documents whether they are
written on parchment or paper, whether they are still photos or
videotapes, as you get more and more into the technology realm,
it changes in terms of preserving that original. In other words, ulti-
mately 100 years from now to look at something that was created
digitally today, it won’t be essential that you have the equipment
of the 2003 to use it to see it.

What you want to see in modern equipment of 100 years from
now is what was there. So we won’t be preserving that record that
is on that first. The information will be preserved, and it will be
preserved authentically. That is one of the real challenges, to make
sure that you have authentic records over time, but in contrast to
that Lewis and Clark map, which we will keep in its original form
because it has intrinsic value as well as informational value, al-
though even today we will scan, digitize and put up on a Web site
that map to expand access to it, we will keep that original, yes; but
when you move, it seems to me, into technology, we’re not—the
original is important only in the sense that we keep the authentic
document, the information, the numbers, the diagrams, the descrip-
tions and not keep a historical presentation itself or the equipment
it was presented on.

Now, that is my cut at answering——
Mr. PUTNAM. If I heard you correctly, you said that it is less im-

portant to preserve the actual document and more important to
preserve the information on that document using the best available
technology. I believe that is what I heard you say.

Mr. CARLIN. As a layperson, that is what I communicate, yes.
Mr. PUTNAM. But my point is that the format that it is saved in

today, which is the best possible technology today, that actual
physical document, the map or the photograph or the thermal im-
agery of the fires below the rubble in Ground Zero of New York,
in and of itself, will be historical because 100 years from now, peo-
ple will think, well, isn’t that quaint and charming that they could
rely on something so rude, so crude or so rudimentary compared
to what they have 100 years from now? And so the difference be-
tween the pictures of Ground Zero or the Pentagon from September
11th and the pictures of Pearl Harbor are the magnitude in terms
of volume.

I mean, there’s thousands of pictures of New York. There’s prob-
ably dozens of pictures of Pearl Harbor. So how do you decide
which of those things are worthy of keeping as they are because
of what they are, in the format that they are in, because they are
intrinsically historic?
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Mr. CARLIN. Well, Mr. Chairman, to use the Pearl Harbor exam-
ple, of photographs taken at that time, at some point, that record,
that picture will diminish, and we will copy it. So 200 years from
now they will not be looking at that original picture. They will be
looking at a copy of that record, of that picture. That’s been true
in terms of still photos, color photographs, videos. The preservation
over time is transferring, making sure you have a quality preserva-
tion copy, and then as the use of it from researchers diminishes
quality or just time does, you make a new copy in the technology
of the time. So that will not change. In terms of deciding what we
keep that goes back to the scheduling issue and working out with
the agency and stakeholders’ participation whether or not those im-
ages or those records in electronic form should be kept for 50 years,
100 or as we say permanently in the archives, accessioned into the
National Archives.

Mr. PUTNAM. Well, my time is long since run out, and I need to
yield to my very able Vice Chair. I would just say that I hear what
you’re saying, but the fact that we have made copies and preserved
the content of the declaration of independence doesn’t mean that
we quit preserving the actual parchment.

Mr. CARLIN. That is correct.
Mr. PUTNAM. And that same drive to preserve will apply to other

things. As we go through this hearing, my interest is in finding out
the processes used for determining what things are worthy of keep-
ing for posterity.

People may not have thought it was terribly important to keep
a list of the procurement orders that Washington ordered for his
men for the winter at Valley Forge 225 years ago. Today an archae-
ologist looks up what they bought and how many buttons and
where the buttons came from, and they can now find exactly where
the campgrounds were because of what they threw out the back or
what fell off their uniform. It probably didn’t seem terribly impor-
tant to save all that back then, but it has tremendous uses today.
Now in this information age, in this allegedly paperless society,
we’re generating a whole lot more stuff, and it’s in a format that
is more tricky, because of obsolescence, to keep, and so those deci-
sions become more and more important.

I’ll yield to the vice chairwoman, Mrs. Miller.
Mrs. MILLER. Thank you, Mr. Chairman. I find your questions so

interesting, I think it really does go to the whole heart of this, is
what are we trying to archive? What is really necessary? I think
that is what we’re all struggling with, what are we actually—what
is necessary and what is not, I suppose. You know, actually, I think
in this case—well, in many cases, but certainly when we think
about archiving, let me just—a personal example, first of all. We’re
thinking about everything that we should be archiving or shouldn’t
be archiving. I think Members of Congress need to set our own ex-
ample and our own standards of what we are trying to do as well
as we’re questioning everybody else and all of the other agencies
of what they are doing, and the Members themselves sometimes
could be more cognizant, I think, of what is important and what
is not.

We’ve tried to just, within my own office what happens when
you—I’m a freshman. When you become a new freshman Member,
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you inherit everything from your predecessor. The most up-to-date
piece of equipment I had was a 1986 Macintosh, if you can imag-
ine.

So we purchased a new computer system. We have no paper in
our office to speak of. We put our whole data base into the thing.
Any correspondence that we get from any constituent. We have
every registered voter in my district, their name and their address,
if they fax us or call us or what have you. We have a paper trail
on it. We have a workflow that we can generate their name, and
if they were asking us about a Social Security issue or a Veterans’
benefit. That has been a helpful tool.

Here we are as a Federal Government telling you to get away
from paperwork, and then sometimes we have way too much paper-
work. What is important? We are looking for a little assistance
from you about what is important.

I would like to ask a question of Ms. Koontz. I thought your testi-
mony was very interesting. You outlined a number of things in re-
gards to NARA that you thought probably could be done better.
And I am just wondering, should there be a function with GAO
when you are doing your audit process that be part of your audit-
ing process with the various agencies in regards to records manage-
ment? Is it already a part? And, for instance, if there are some
agencies that are doing well, you might want to point that out to
other agencies. DOD is apparently ahead of the curve. If there are
other agencies that are not doing well at all, would this be identi-
fied as a material weakness in their audit? And how can you assist
from your perspective these other agencies?

Ms. KOONTZ. I would not say that a look at records management
would be a routine part of our information technology audits, but
I think that is an interesting idea. And one of the things that we
have looked at lately is how to, perhaps, get more recognition of
records management in some of the institutional processes that we
are trying to get in place across the Federal Government.

I think Mr. Cahoon talked earlier about the Federal Enterprise
Architecture. Another way to go is to try to embed records manage-
ment concerns in the investment process that agencies go through
in order to make investment decisions about new IT systems. As
they decide to acquire and monitor a system over time, that would
certainly be a good way for an agency to be asking over time, how
are you handling the records issues? And putting additional em-
phasis on them. Those are processes that we are trying to get insti-
tutionalized in agencies. But I think your idea about making it a
more routine part of the audit is interesting.

The other thing I would mention, too, is that this last year we
contracted with Grant Thornton to start doing some work that was
best practices-oriented on records management across the Federal
Government, and the principal investigator on that was Tim
Sprehe, and he will be talking on the second panel. So he has de-
veloped some, shall we say, preliminary models for records man-
agement and identified a number of best practices that I think
could be transferred to other agencies.

Mrs. MILLER. I think that is very commendable that you would
be doing that with best practices with the private sector. The rea-
son I asked you that question, you also mentioned that there is a
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possibility of very important information being lost in those kinds
of things. Have you found that? How can you make that kind of
a statement? Are you finding these kinds of things very important
information that has been lost by the various agencies? Are you
finding that during your course of your audits? And if you do find
that out, who do you tell about it?

Ms. KOONTZ. From an audit perspective, once it has been lost it
is hard to find. And from that perspective, I don’t think we have
independently documented the loss of the information. What I
think we are talking about there is that the risk that information
is lost is dramatically increased. Although, I think maybe the
NARA representatives might be able to talk about something like
this in more detail that I can at this point.

Mrs. MILLER. I am wondering if part of the hesitancy that many
of the agencies, and maybe this is a question for Mrs. Riofrio with
the Department of Defense, but perhaps much of the hesitancy on
behalf of all of the agencies about archiving and that kind of thing,
particularly e-mails, you mentioned about e-mails. Now, in this last
theater, we saw all of the troops that were using e-mails to commu-
nicate with their families, and what a wonderful thing that was.
Obviously, you do not want to archive people’s personal correspond-
ence. But many people may feel hesitancy about giving up their
records of e-mail in the normal course of business in the various
agencies, and that I would suspect, makes it more difficult to deter-
mine what you are going to archive, as the chairman was mention-
ing about General Washington and those kinds of things. If he
could have sent an e-mail, perhaps he would have done it, and now
it makes some sense.

Ms. RIOFRIO. We have been working records management from
a very decentralized approach for a long time. And it has not been
particularly visible, I think. We concur with GAO’s statement. But
we have found that the focus, the new focus that we have taken
with records management applications really transforms the way
people think about electronic records, focusing on what is it that
we are going to preserve and what is it that we are not. It seems
that the people who are performing the function have the best un-
derstanding of what is most important.

But they were not necessarily, at least in the past, thinking
about records management. But we were talking about now records
management applications, sound like software. ‘‘Why don’t you go
put software in?’’ But you can’t do that. You have to rethink your
function. You have to rethink your schedules. You have to plan
again. And then everyone in the organization becomes a records
manager of sorts, and becomes conscious of records, and starts to
make those decisions.

And the records management standard—we were going through
this in detail yesterday—requires a great deal of flexibility and de-
cisionmaking on the part of the organization and then of the indi-
viduals. And I think that is the beginning of some of the answers
that visibility, not just the capability, but the visibility and the un-
derstanding.

So we are very excited about the large efforts in the Navy to see
how that evolves. Thank you.
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Mrs. MILLER. I am interested as you mentioned about the flexi-
bility, and I know Mr. Cahoon mentioned in his remarks about try-
ing to give all the various agencies a great degree of flexibility, and
in concept, I think that sounds very good. But as we are trying to
get to standards, if you give everybody that much flexibility, you
could find yourself in a situation with particular format that is not
compatible with proprietary systems. I am sure you are finding
that all the time. Should NARA be establishing the standards and
defining the standards?

You mentioned during your testimony, I think you mentioned
about the GIS. We are all onto this GIS. We had a very interesting
hearing a couple of weeks ago about GIS, and all the local munici-
palities have these wonderful GIS systems, but nobody at the coun-
ty level can use them, and the State can’t use them, and the Fed-
eral can’t use them. And as we think about homeland security, how
does that all trickle down? And in this way, I think, perhaps as
well, is the Federal Government responsible for setting some stand-
ards as you are archiving different things? How do you work with
the States and the other levels of government?

Mr. CAHOON. I think, Vice Chairwoman Miller, I believe that
NARA has been very cautious about the formats that it has al-
lowed to be transferred to the permanent archives. In fact, we have
been so conservative in that up until recently, we only allowed rela-
tional and flat-file formatted data bases that would be readable
independent of technology, to be accessioned into the archives and
only records that were in ASCII format; those were the only for-
mats that we accepted. And, of course, with that fairly limited set
of records, there were a lot of records being created that did not
fit neatly into that set of standards.

So as a result, we have opened up the possibilities for additional
formats. E-mail with attachments. We have a standard associated
with that. Tagged-image file formats for images, and PDF for tex-
tual documents can now be sent to us. But those are the only for-
mats currently that are accessionable into the archives. And so we
will continue to set standards for these other kinds of records as
time goes on. That is part of our major initiative with the Elec-
tronic Records Archive.

And we are constantly involved in very collaborative efforts that
include the States in thinking about not only standards and the
records management applications that have been spoken of, but we
collaborate with NASA on the set of standards, particularly the
Open Archival Information System Model and the standards associ-
ated with it. We do believe that NARA is in a very important posi-
tion to set standards for records that would be accessioned into the
National Archives.

Mr. CARLIN. May I add something to that? You folks helped us
a lot under the leadership of Chairman Davis on the e-government
legislation because of a couple of aspects of that are going to be
very helpful to us in making OMB a real player, and obviously,
helping us as one agency working with the entire Federal Govern-
ment, not only in the structure within OMB that will have a direct
responsibility, but the committee that is set up. We will be a direct
participant, including the Deputy Archivist who is going to be a
major player on that.
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I think in terms of setting the standards, it is not just like, yes,
we have a responsibility. I also think we have been given addi-
tional tools now to convert that into reality.

The other thing I would quickly add, as a former State official
as well, I understand very clearly the incredible amount of Federal
money that flows to State and local. And whether it is Homeland
Security or whatever, if we do not work with State and local to
make sure those records are preserved, we will not have, from a
Federal point of view, the records to really deal with accountability,
whether the program really worked. So there are huge incentives
for us to work with State and local. And one of our main avenues,
of course, is the National Historic Publications Records Commis-
sion, which is our modest grant-providing division that supports
and helps State and local governments, and certainly as we look to
the coming years, working with them, passing along, allowing them
to try some things. You, in the State of Michigan, have done some
really great things working with the NHPRC to move us all for-
ward as we share up and down the channels.

Mrs. MILLER. Thank you, I think my time has expired, Mr.
Chairman, I appreciate it.

Mr. PUTNAM. Thank you, Mrs. Miller. Ms. Riofrio, how do you
handle the issues of classified versus nonclassified documents as
part of your electronic records management?

You can answer the question if you would like. We can swear you
in real quick if that will save time. Would you like to do that?
Could you identify yourself and your position for the record into the
mic?

Mr. MATSUURA. Steven Matsuura. I am a senior electronic engi-
neer from the Joint Interoperability Test Command, part of the De-
fense Information Systems Agency.

Mr. PUTNAM. Very good, please rise and raise your right hand.
[Witness sworn.]
Mr. PUTNAM. The witness responded in the affirmative. If you

could please answer the question.
Mr. MATSUURA. First of all, classified and unclassified records

have to be segregated. So they are not handled the same way be-
cause there is extra security procedures and safeguards that are re-
quired for classified records.

Additionally, the standard has additional requirements for infor-
mation when a classified record is declared as a record. In addition
to the normal information that a user has to input to document the
records, he has to add information such as the reason for classifica-
tion, what the declassification schedule is, and, of course, what
level of classification it is.

Mr. PUTNAM. We collect, in Mr. Rumsfeld’s terms, an ‘‘unknow-
able amount’’ of information from around the world through var-
ious sources and methods. It is then filtered and screened through
a variety of appropriate personnel and agencies as part of our intel-
ligence briefings and intelligence plans. How would someone know,
and at what point in that chain does someone know, that they
should preserve either the raw data or the interpreted data or the
refined data? At what point does that become a record and subject
to the process as a classified document that you just outlined?
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Mr. MATSUURA. Well, it is somewhat subjective, but as men-
tioned before, each agency has to have a schedule, and if a record
falls into a certain category or series, he knows that—or a docu-
ment or a piece of information—he knows that it needs to be saved
as an official record.

Mr. PUTNAM. Are the schedules designed by each individual
agency, or are the schedules designed by NARA and handed down
to the agency?

Mr. MATSUURA. Well, NARA, of course, develops the General
Records Schedule, which agencies use if they are applicable or
where applicable. But actually, agencies propose schedules, depend-
ing on what their business line is, and submit them to NARA for
approval and that gives them the disposition authority.

Mr. PUTNAM. Ms. Koontz, would you like to comment on this
whole process? There seems to be a general difficulty in describing
to the subcommittee how the decision is made, what records are
worthy of archiving.

Ms. KOONTZ. Well, I am not sure I can elaborate a whole lot.
NARA has a whole process that they have used over many years
where they use experts to appraise—that is, you know, look at the
value of a record and determine whether that record could possibly
be a permanent record or not. They are certainly more expert in
that process than I am, but they do have a very longstanding proc-
ess to decide which records will be kept and which records can be
disposed of. That is what the whole of records management is,
knowing what to keep and to get rid of the rest.

Mr. PUTNAM. But in your testimony, you said that their architec-
ture for archiving electronic records has raised some concerns
about costs and progress on that system.

Ms. KOONTZ. Right, the electronic record archiving.
Mr. PUTNAM. On the electronic side.
Ms. KOONTZ. Right. We are talking there about the development

of their electronic archival system, which does what Mr. Carlin and
Cahoon talked about preserving electronic records independent of
software, so that you don’t have to worry about software obsoles-
cence, you can maintain the content over time, and part of the
strategy is to migrate the media over time as well.

Mr. PUTNAM. And as all agencies move forward purchasing new
IT infrastructure, and we spend $60 billion a year on that, does
OMB require a component of that enterprise architecture to be
electronic records management? Is that part of it?

Ms. KOONTZ. I think Mr. Cahoon talked with this earlier, about
the relationship of records management to one of the component
service areas in the Federal Enterprise Architecture. I know less
about it than he does. He is working on that particular aspect.

Mr. PUTNAM. Well, we have had a lot of hearings in the sub-
committee this year on the inadequacy of our IT procurement and
acquisition programs, the lack of information security, the fact that
even within a department, especially DOD, there is an awful lot of
different rabbit trails that are being pursued with regard to IT. So
it would surprise me if they all had their act together on electronic
records management? Is that the case or not?

Mr. CAHOON. You needn’t be surprised, Mr. Chairman. I would
have to say that we are all working to get our act together. The
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Federal Enterprise Architecture specified in four different places
records management as a key component of the business reference
model of that architecture. In the service component architecture,
there are identified a set of service types, and digital asset manage-
ment is one of those service types. And within that service type is
electronic records management identified specifically as a compo-
nent in the Federal Enterprise Architecture. And that electronic
records management then has a series of elements to it that, over
time, when implemented, will provide not only guidance but spe-
cific software, component software, that can be used by agency ap-
plications that will help us move a long way toward standardizing
how records are managed, how they are described, the kind of in-
formation that is available about those records how those records
relate to one another, how they form collections, information about
their disposition, how long they could be kept and for what pur-
poses they should be kept. All of that is part of this architecture.

And for me, that provides a sustainable, long-term way of bring-
ing electronic records management into the forefront of information
technology application development, because the components will
be there, available for people to use and to integrate into their ap-
plications rather than having to figure out everything for them-
selves. So our requirements and standards, Mr. Chairman, can be
built into those components themselves.

Mr. CARLIN. Mr. Chairman, could I add some, because you have
a question that still has not been answered yet, and I would like
to try one more time.

Mr. PUTNAM. OK.
Mr. CARLIN. First of all there is a basic fundamental that the for-

mat itself does not impact whether a record is kept 1 year, 2 years
or permanently, whether it is on paper or electronic form. So when
we shift to more electronic, that does not suddenly force a whole
new set of schedules, generally. Now, obviously, there are some in-
dividual aspects that require some changes, and we are creating
records electronically that we did not even have before in the paper
form, but the format is not a factor. When we work to schedule
records, to make those determinations, we want to document the
decision and what the decision is will determine to a great extent
how long it’s kept.

Reference was made to General Records Schedules by our friend
from the Department of Defense. Those are the schedules that are
across the board for every agency, for them to use efficiently to deal
with very short-time, important for the moment, but certainly not
important in protecting rights and entitlements, not important for
accountability, certainly not important for telling the national expe-
rience, but just for that particular business transaction for a mo-
ment. Those are General Records Schedules that deal across the
board, that will apply as well electronically.

And so it’s not the media that is the factor that necessarily deter-
mines how long a record will be kept. Because we are now elec-
tronic and have so much more volume, does not mean that we will
go from 2 or 3 percent accessioned in the archives to 50 percent.
It may go to 5 percent because of the ease with which dealt with
it and our capacity to provide access to those records efficiently.
But we don’t want to cloud the whole electronic storecase with end-
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less records that are not needed. If they were not needed in paper,
probably they aren’t needed electronically any longer than they
were when they were a paper format.

Mr. PUTNAM. That is a fair point. My concern is as much as any-
thing on the map, GIS, geospatial photography side of things,
which are much more voluminous than they were in the past, and
frankly, easier to store because you can put all of this stuff on a
CD-ROM or whatever. But the other issue and as the Technology
Chairman, I am probably going to say something I shouldn’t, but
I will make a confession, I was on Air Force 1 on September 11th.
And until we shut down all of our electronic devices, I sent out e-
mails to my wife for one. Well, I made a point of saving those e-
mails, but I also printed them out because I did not trust the com-
puter. One day I would be, you know, I would hit the wrong delete
button. I just did not trust it, so I printed them out and saved
them.

I suspect you all probably do the same thing. That, you know, as
good as your electronic capacity is, if there is something really spe-
cial in there, you probably drop back to the good old-fashioned
paper form, which is what all of us do, which is why this paperless
society cuts down more trees than we ever have.

And so the root of my questions about what is worthy of being
saved and all of that, and how do we save it as the technology
changes so that you don’t have to keep a TRS8 to be able to read
this 10 years worth of documents, and a 286 to read this, and a
Pentium to read this decade’s worth of documents. You know, at
the end of the day, as that technology changes so quickly, we have
to be very careful about how we preserve these things. And so that
is my concern as an amateur history buff, that is my issue in try-
ing to decide how you guys decide what to save.

And, unquestionably, you are the best in the world at it. I mean,
I don’t propose to tell you how to decide what to save. But if you
are just the systems administrator in the field office of the Farm
Service Agency somewhere in Kansas, and you are trying to decide
what is worthy of saving, I am trying to figure out before we go
cracking heads who gives them some direction, some clear-cut pol-
icy on what they should keep and what they can throw out the
back-door. And I have taken this hearing—the staff is going nuts,
I have taken this way out into the historical side and not in the
enterprise architecture, which is where we are supposed to be.

I recognize Mrs. Miller for another round of questions, and then
we will move on.

Mrs. MILLER. In the interest of time, I will pass. Thank you, Mr.
Chairman.

Mr. PUTNAM. One last question. Is there—and this gets to what
I was saying about I printed out my e-mails—is there, say, a
backup nondigital system for the storage of vital information
should that information be lost?

Mr. CARLIN. Mr. Chairman, what you described previously is
very real. Until we get records management applications to the
quality that we are comfortable, a lot of agencies today, and with
our encouragement, are printing out to paper. The record copy is
paper, not the digital form that was originally created. So the prac-
tical issue you addressed is one that agencies do address today.
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That decision out there in Kansas that you made reference to, first
of all, a schedule is going to determine and that schedule will say
whether the electronic or the paper copy is the record copy. And
probably out there, I would guess, it would be paper today because
we are still at the early stages of developing—when I say we, I
mean globally, we are testing and learning, but the private sector,
in producing, has made a lot of progress. And we may have one
there today, but is it available or been tested to the extent that ev-
erybody across the board, we are saying go forward and use it. So
your experience is one that has been experienced by agencies all
across the Federal Government.

Mr. PUTNAM. Very good. Would any of the witnesses wish to add
anything? Something that we did not ask about? Something, if you
would like to clarify anything? This is your opportunity before we
seat the second panel. Yes, sir?

Mr. CAHOON. Mr. Chairman, I would like to add, with respect to
this, your critical question. NARA looks very carefully at the busi-
ness processes that each agency undertakes to do their business.
And, based on an analysis of those business processes, determines
what records are necessary to document the decisions and the
transactions that business process creates.

Based on that analysis, a record schedule is developed. That
schedule is then reworked and evaluated and tuned up and then
presented to Mr. Carlin for his signature. And it’s based on that
understanding of the business process and what is necessary to
document the rights and entitlements of individuals, the decisions
and actions of Federal officials and what would be important to
know for the national experience, all become factors in the decision
of what we should keep.

Risk of those records being lost, and the value of those records
to the business of the agency all factor in to the decision that is
made as to what we ought to keep and what can be disposed of
after the normal course of business. Thank you.

Mr. PUTNAM. Very good, anyone else?
Mr. CARLIN. Mr. Chairman, I would only add that we appreciate

very much this opportunity. We appreciate your leadership, along
with your vice chair and your interest. And that we would hope
that this would be an ongoing communication over time, because
we realize you need to know what we are doing. You need to have
your questions answered. And as I said to you privately, we appre-
ciate the relationship with GAO and their active involvement in
what we are doing in all aspects of electronic records, and we
thank you very, very much for this opportunity today.

Mr. PUTNAM. You are welcome, and we look forward to seeing
your facility next week. The record will remain open for us to sub-
mit further questions that were not addressed in the hearing, and
we would ask your cooperation in responding to those. At this time,
we will excuse the first panel and seat the second. So the commit-
tee will go in recess for a minute and a half.

Thank you.
[Recess.]
Mr. PUTNAM. The subcommittee will reconvene. We want to wel-

come the second panel. And as was the custom with this sub-
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committee and as you saw with the first panel, I would ask you to
rise and raise your right hands, please, for the oath.

[Witnesses sworn.]
Mr. PUTNAM. Note for the record that all of the witnesses re-

sponded in the affirmative.
We will immediately go to witness testimony.
Our second panel begins with Dr. J. Timothy Sprehe. Dr. Sprehe

is president of Sprehe Information Management Associates, a firm
offering consulting services and information resources management
to government agencies and private firms since 1991. He special-
izes in issues such as strategic planning for information resources
management, public access to government information, electronic
records management and electronic collection and dissemination of
information.

He has conducted consulting studies for many U.S. Federal agen-
cies and private firms doing business with the Federal Govern-
ment. He retired from OMB in 1991, where at OMB he was the
principal author of the original 1985 OMB Circular, No. A–130, the
Management of Federal Information Resources. This government-
wide information policy directive established comprehensive policy
on managing information and managing information systems and
technology.

Mr. Sprehe received an M.A. in 1963 and an Ph.D. in 1967 in so-
ciology from Washington University in St. Louis. We welcome you
to the subcommittee, Dr. Sprehe, and look forward to your testi-
mony. You are recognized for 5 minutes.

STATEMENTS OF J. TIMOTHY SPREHE, PRESIDENT, SPREHE
INFORMATION MANAGEMENT ASSOCIATES; ROBERT F.
NAWROCKI, CRM, DIRECTOR, RECORDS MANAGEMENT AND
IMAGINING SERVICES DIVISION, LIBRARY OF VIRGINIA;
CARYN WOJCIK, STATE GOVERNMENT RECORDS MANAGE-
MENT, MICHIGAN; AND DR. RICHARD LYUSAKOWSKI, DIREC-
TOR, COLLABORATIVE ELECTRONIC NOTEBOOK SYSTEMS
ASSOCIATION [CENSA]

Mr. SPREHE. Thank you, Mr. Chairman. It is a pleasure to ap-
pear before this subcommittee to discuss the subject of electronic
records management [ERM].

The National Archives’ 2001 survey on current Federal record-
keeping practices, of which I was a coauthor, stated that the chief
paradox of today’s Federal records management is the disconnect
between paper and electronic recordkeeping. Many agencies do
competent paper records management; only a handful do competent
electronic records management.

One reason for this condition is the cultural chasm between the
records management community and the information technology
community. Generally, records managers do not understand IT,
and IT managers do not understand records management.

A Federal record is not just something saved by a computer.
Rather, a record is maintained as evidence in pursuance of legal
obligations or in the transaction of business. It’s something you can
take into court where you must be able to prove that the record has
authenticity, reliability, integrity, and usability. IT professionals
seldom understand this meaning of ‘‘record.’’ It’s common to say
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today that most records are born electronic. Where do they live and
where do they grow up? In IT systems. And nobody is talking to
the IT people about records.

A second reason that ERM is sadly wanting in Federal records
is because the National Archives has been painfully slow to address
ERM, let alone get out in front of it. Bold out-in-front policy guid-
ance on ERM comes slowly in NARA’s culture of archivists and his-
torians, compounded by the agency’s extreme, and perhaps well
justified, fear of adverse litigation. You might note that for all of
its commendable initiatives in the electronics record management
area, NARA itself does not use electronics records management.

A third reason for the slow spread of ERM is the obstacles the
agencies face, namely, lack of funding for ERM and indifference on
the part of senior management. Too many agency heads and chief
information officers consider ERM a back-burner low priority. They
believe their top priorities are more immediate and include items
such as security and risk management, not appreciating that ERM
improves security and lowers risk.

Thus, as the volume of electronic records multiplies exponentially
in the agencies, progress in ERM creeps along inch by inch. Disas-
ters such as happened at the Bureau of Indian Affairs and the Fed-
eral Bureau of Investigation are the tip of a large iceberg. Many
more records management disasters are out there waiting to hap-
pen.

On the bright side, a few agencies have achieved significant ad-
vances in making ERM an integral operating component in their
information architectures. Agencies such as the Nuclear Regulatory
Commission, the Office of Civilian Radioactive Waste Manage-
ment—otherwise known as the Yucca Mountain Project—in the De-
partment of Energy, and the Office of Comptroller of the Currency
in the Treasury Department. These are agencies that take records
very seriously by the nature of their missions, agencies where top
management has issued a mandate that ERM shall exist enter-
prise-wide.

Agencies reaching full ERM implementation discover that an
electronic records repository is an asset with many beneficial appli-
cations beyond records management. ERM gives the agencies in-
stant access to institutional memory starting yesterday. They can
leverage this asset to provide economies and efficiencies to other
business functions. For example, the Nuclear Regulatory Commis-
sion’s ADAMS, which stands for agencywide document access and
management system, is a combined electronic documents and
records management system. NRC has made ADAMS a core compo-
nent of its public Web site, so that ADAMS not only performs
records management, it also performs other important public infor-
mation functions.

Even more, NRC has coupled ADAMS with electronic signature
capability, so that ADAMS can receive electronic submissions from
nuclear reactor licensees in the general public, and, hence, NRC
has leveraged its ERM investment to carry out not only its records
management responsibilities, but also the Government Paperwork
Elimination Act and improve its performance under the Govern-
ment Paperwork Reduction Act.
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My single recommendation regarding Federal ERM is this: The
Office of Management and Budget should change exhibit 300 on
capital planning and budgeting in its annual budget directive, Cir-
cular No. A–11. The section of exhibit 300 that deals with IT sys-
tems should state that no new IT system will receive funding for
development and acquisition unless the justification for the new
system adequately explains how the system will provide for records
created by or passing through the system. NRC and the Yucca
Mountain Project are already implementing such a policy.

We can only hope that the many agencies planning today for
ERM will receive the funding and leadership they deserve. From
my research and consulting I have come to believe that ERM is the
bedrock of what is known today as enterprise content management
or what we used to call information resources management. With-
out ERM, enterprise content management is incomplete and hollow
at its core. Thank you for inviting me to testify. And I would be
happy to answer any questions you have.

Mr. PUTNAM. Thank you very much, Dr. Sprehe. I wish the first
panel had hung around.

[The prepared statement of Mr. Sprehe follows:]

VerDate 11-MAY-2000 10:20 May 10, 2004 Jkt 000000 PO 00000 Frm 00092 Fmt 6633 Sfmt 6633 D:\DOCS\93006.TXT HGOVREF1 PsN: HGOVREF1



89

VerDate 11-MAY-2000 10:20 May 10, 2004 Jkt 000000 PO 00000 Frm 00093 Fmt 6633 Sfmt 6633 D:\DOCS\93006.TXT HGOVREF1 PsN: HGOVREF1



90

VerDate 11-MAY-2000 10:20 May 10, 2004 Jkt 000000 PO 00000 Frm 00094 Fmt 6633 Sfmt 6633 D:\DOCS\93006.TXT HGOVREF1 PsN: HGOVREF1



91

VerDate 11-MAY-2000 10:20 May 10, 2004 Jkt 000000 PO 00000 Frm 00095 Fmt 6633 Sfmt 6633 D:\DOCS\93006.TXT HGOVREF1 PsN: HGOVREF1



92

VerDate 11-MAY-2000 10:20 May 10, 2004 Jkt 000000 PO 00000 Frm 00096 Fmt 6633 Sfmt 6633 D:\DOCS\93006.TXT HGOVREF1 PsN: HGOVREF1



93

Mr. PUTNAM. Our next witness is Mr. Bob Nawrocki.
Mr. Nawrocki is the director of the Records and Imaging Service

Division in the Library of Virginia. Previously he was the electronic
records coordinator for the library. He is responsible for dealing
with electronic records issues facing the State of Virginia. Pre-
viously he spent 2 years as a contractor with the Air Force working
on their integrated digital environment.

His experience involves working for State and Federal Govern-
ments, as well as for several law firms and private industry. Mr.
Nawrocki is a Certified Records Manager and has a Masters in
Science in Library and Information Sciences from the Catholic Uni-
versity of America. He is an adjunct faculty member with Catholic
University teaching Information Systems for Libraries and Infor-
mation Centers and Organization of Information.

Welcome to the subcommittee. You are recognized.
Mr. NAWROCKI. Thank you, Mr. Chairman. I will briefly be

speaking today about the Library of Virginia and what we are
doing here in Virginia dealing with electronic records.

The Library of Virginia has responsibility for the Common-
wealth’s records management and archival programs. As such, we
work closely with State and local agencies to assist them with the
management of their records. Over the past 5 years, electronic
records have become a significant issue. In 2000, the Library was
able to hire their first electronic records coordinator to develop po-
lices, guidance, and provide advice on the management of electronic
records.

The Library faces many of the same problems that NARA does,
even though they are on a much smaller scale. In the 1990’s, a
number of Virginia counties began to use scanning and electronic
storage for the recording of deeds. While this reduced the amount
space required and improved access, it did not provide the long-
term stability and preservation required of such records. In fact, we
had a county that actually lost about 30 or 40 deeds when they had
a computer crash. Luckily, they were able to recover those over a
short period of time.

Changes to the Code of Virginia have made digital images legal
substitutes or replacements for original documents. The Library
wants to encourage the use of microfilm as a backup to digital im-
ages, since there are no recognized, permanent media in the digital
arena. When stored properly, microfilm can last up to 500 years.
Through a philanthropist, the Library was able to obtain a Kodak
Archive Writer to convert digital images to microfilm. We use an
encrypted Internet connection for scanned images to be sent to the
Library’s State Records Center, where they are stored on a RAID
device until data would be written to microfilm.

The microfilm was processed under a quality control and the re-
sultant negatives were stored in our media vault. And this project
continued into the fall of 2002 when most of the staff was laid off
due to extreme budget cuts. By that time, private vendors were
able to step in using the same technology to do the same actions
at the same or lower costs.

Over the past 3 years, the Library has worked to educate State
and local agencies about electronic records and the best methods to
preserve them. Guidelines for transferring electronic records into
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the Library are under development. Our greatest concern is that in
the short term we will lose access to these records before a reliable
method of archiving them is developed. We have found that the sin-
gle most important tool for raising awareness, though, is education
through presentations and articles.

Second, we believe that the development of guidelines that pro-
vide advice and suggested tools for electronic records creators are
also useful. We also find it is important not to develop guidelines
and tools that are too narrowly drawn since the same solution is
not always applicable in all cases.

Rapid technological change results in records only a few years
old being unrecoverable because the hardware or software does not
exist. While there is significant, extensive research being done
long-term on electronic preservation, we need to remember that we
have to manage these records in the short term, so that when the
proverbial magic bullet is created, there will be older electronic
records to be preserved.

The current effort to create a Portable Document Format-Archi-
val is an excellent example of this thinking. The use of hybrid ana-
log/digital technologies is another. We need more collaborations
like this which utilize existing technology and software to provide
records managers, archivists and librarians with the tools needed
to manage today’s electronic records. We also need to continue to
use the tools, both analog and digital, which allow us to provide ac-
cess to existing electronic records and preserve them at the same
time.

There is much work being done around the world in the field of
digital preservation and sharing of information. This is necessary
and must continue if we are to solve this intractable problem.
Thank you.

[The prepared statement of Mr. Nawrocki follows:]
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Mr. PUTNAM. At this time, I would like to turn the gavel over to
our distinguished vice chair and native of Michigan, former Sec-
retary of State, Mrs. Miller, for the next introduction.

Mrs. MILLER [presiding]. Thank you, Mr. Chairman. It’s my
pleasure to do so, to introduce Karen Wojcik. She has worked for
the State Archives of Michigan since 1996. She is State Archives’
primary liaison with the executive branch, the legislature, the Su-
preme Court and our Court of Appeals. She is responsible for ap-
praising public records for their historical value and for developing
electronic records management and preservation strategy.

Mrs. Wojcik received both her bachelor’s degree in history and
her master’s degree in information and library science from the
University of Michigan, Ann Arbor. And we wonder who she roots
for on football days between the Michigan State and the Univer-
sity. She is a Certified Archivist. She has participated in several
grant projects funded by the National Historical Publications and
Records Commission, including the Michigan RMA Pilot Project,
the PERM Project, and she served on the advisory board for the
SDSC Archivists’ Workbench Project. She is the Chair of the Na-
tional Association of Government Archives and Records Adminis-
trators, on the Committee on Electronic Records and Information
Systems, and has been nominated to serve as secretary on this
board as well, and we are certainly pleased to have her here as
well.

Ms. WOJCIK. Thank you. Mr. Chairman, thank you for inviting
the Michigan Department of History, Arts, and Libraries to testify
at this hearing. I am honored to be speaking to you today about
the management and preservation of our government’s records,
particularly electronic records. And, of course, I especially want to
thank Congresswoman Candice Miller for inviting us to be here
today.

The Michigan Department of History, Arts, and Libraries is com-
mitted to enriching the quality of life for Michigan residents by
providing access to information, preserving and promoting Michi-
gan heritage, and fostering cultural creativity. The Division of Ar-
chives and Records Management within the Michigan Historical
Center is responsible for ensuring that Michigan’s government
records are properly managed and preserved throughout their en-
tire lifecycle.

Public records are essential for protecting our legal rights, for
documenting the actions of our government, and for understanding
the society in which we live, and, therefore, it cannot be sufficient
to have our history preserved by accident.

As a general rule, we estimate that less than 5 percent of all gov-
ernment records possess permanent historical value. Professional
archivists and records managers have worked for years to develop
systematic processes that identify which records possess historical
value and to provide for their preservation. Unfortunately, many
government agencies do not follow these procedures, and they fail
to protect the irreplaceable items in their custody.

In the traditional paper-based world, valuable records have man-
aged to survive despite this neglect. However, electronic records
will not survive long enough to be used by future generations with-
out active investments in their ongoing preservation and access.

VerDate 11-MAY-2000 10:20 May 10, 2004 Jkt 000000 PO 00000 Frm 00102 Fmt 6633 Sfmt 6633 D:\DOCS\93006.TXT HGOVREF1 PsN: HGOVREF1



99

Computer technology and electronic records create many challenges
and opportunities for the records management and archival profes-
sions. This technology is a moving target and we need long-term
solutions. Certainly, the National Archives and Records Adminis-
tration has served as a leader in this field of research.

The Michigan Division of Archives and Records Management
began discussing electronic records issues more than 25 years ago.
With the advent of desktop computing, we became particularly con-
cerned about how we could manage and preserve e-mail and word
processed documents.

The U.S. Department of Defense issued the first version of its
standard 5015.2 for Records Management Applications in 1997,
and several commercial products are on the market that comply
with this standard. We wanted to test the RMA software in State
government offices to determine if it would address the record re-
tention problems we were trying to solve.

We decided to apply for and we received a 2-year grant beginning
May 2000 from the National Historical Publications and Records
Commission to conduct a pilot project using a DOD-certified
Records Management Application. At the time, the State Archives
was an agency within the Michigan Department of State led by
Secretary of State, now Representative, Candice Miller. The project
had three goals: One, to assess the ability of an RMA to classify
and manage electronic records and execute retention requirements,
including the identification and segregation of archival records;
two, to analyze the cultural impact that RMAs have on agency
staff, information technology personnel, records managers and ar-
chivists; and three, to conduct a business process analysis and
evaluate the potential for RMAs to be used in an enterprise-wide
setting.

Our pilot project demonstrated that RMA software works. Elec-
tronic records that are created by common desktop programs can
be organized and stored in a centralized repository that automati-
cally implements the appropriate retention period for the records.
However, we found people will resist changing the way they file
and access their electronic records, because less than a third of our
project participants adopted the RMA software as their primary
tool for storing electronic records. The RMA features need to evolve
to make the filing and retrieval of electronic documents appear
transparent to users.

We also learned that business process improvements can be de-
rived from using RMA software, especially when the business proc-
ess change involves the transformation from a paper-based process
to an automated process. When these improvements are adopted by
the agency, RMA use and satisfaction does increase.

This project demonstrated that management support for change
is essential to the success of an RMA. Managers must establish ex-
pectations and consequences for not following established proce-
dures for electronic recordkeeping. Encouragement by management
needs to focus on the positive benefits to the individual and the
agency. The Department of History, Arts and Libraries is continu-
ing to support the limited use of the RMA software now that our
pilot project has ended.

VerDate 11-MAY-2000 10:20 May 10, 2004 Jkt 000000 PO 00000 Frm 00103 Fmt 6633 Sfmt 6633 D:\DOCS\93006.TXT HGOVREF1 PsN: HGOVREF1



100

However, RMAs are record retention tools, not preservations
tools. The electronic records that are stored in the RMA’s central-
ized repository remain in their native format. The RMA is not ca-
pable of ensuring that they remain accessible as underlying tech-
nology changes. Therefore, a methodology must be developed for
preserving archival electronic records and those with long-term re-
tention requirements. This is why the NHPRC initiated a partner-
ship between the San Diego Supercomputer Center and the State
of Michigan to address long-term and permanent preservation of
electronic records. In November 2001, we were awarded a 2-year
grant from NHPRC for what we call the PERM Project. This col-
laborative project is developing functional requirements for pre-
serving electronic records that are stored in RMA repositories so
they remain accessible. These functional requirements were pub-
lished in January 2003, and currently researchers in San Diego are
developing a prototype to test these functional requirements.

These and other projects are essential for ensuring that our docu-
mentary heritage remains accessible to future generations. Thank
you again for inviting me to testify before you today.

[The prepared statement of Ms. Wojcik follows:]
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Mrs. MILLER. We certainly appreciate your testimony today.
Our next witness is Dr. Richard Lysakowski. He is the executive

director and president of the Collaborative Electronic Notebook
Systems Association and the Global Electronic Notebook Systems
Association [GERA] as well. It is a professional standards associa-
tion built on government-industry partnership with a mission to
create program, policy, and procedural and technology standards
for quality electronic records programs. Dr. Lysakowski has 25
years of experience working with automation systems in various
scientific software, engineering and project management roles in
both the public and the private sectors.

We welcome you to the subcommittee and look forward to your
testimony, sir.

Mr. LYSAKOWSKI. Thank you, Ms. Chairwoman.
A little bit of background on CENSA, the Collaborative Elec-

tronic Notebook Systems Association. Our primary mission is to
create totally electronic replacements for inventors’ notebooks and
regulatory records, record books that are used in a research devel-
opment quality assurance manufacturing other enterprise business
environments. These are vital records that indicate the quality of
a project that manufacturers are shipping. And the industries we
cover include pharmaceutical, chemical, food and beverage, oil and
gas, consumer products, government and many other industries.

Replacing the inventor’s notebook has been one of the greatest
challenges because frequently in a patent interference it will come
down a single page in a single record book that makes or breaks
a multibillion dollar a year, 20-year monopoly for product revenues.
So we are talking about serious commercial impact.

Regulatory impact, if records are either fraudulent or inaccurate
to the point where product quality is poor, can frequently shut
down a facility—manufacturing facility for as long as 6 months,
losing more than $1 million per day in potential revenue. So seri-
ous consequences can result from poor quality recordkeeping.

And so for these records, making them electronic has been quite
a challenge. And we worked with NARA to find out what the best
practices are out there now and in the near future and worked
with many vendors. Our role as a market development association
is to create multiple competing products for all the necessary com-
ponents that make up a complete electronic system for records cre-
ation, management, archiving, preservation, retrieval and access.
So looking at the whole life cycle of the electronic record has been
quite important for us.

And NARA’s focus has been, at least in its current funding, fo-
cusing on records management. We need it to include archives
management specifications.

So some summary points that I needed to make: We are appre-
ciative of NARA in having funded the Global Electronic Records
Association to create the first quality electronic records practice
standards. That work is just being complete now.

But looking more globally, I would say that NARA is under-
funded to face the grand challenge of electronic records for the full
lifecycle for all agencies that it serves and industry and the private
sector in general.
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Government needs other funding sources. NARA’s budget for fis-
cal year 2003 is $268 million. That is less than the annual revenue
of even one of our member corporations. So one issue is that NARA
is insufficiently funded to achieve the goals for all agencies and the
private sector too.

If NARA is to help the agencies and the citizens it serves, it
should provide blueprints, mandate standards and requirements
for policies and technology systems that implement records man-
agement and archives management. Don’t forget the archives for
each agency. The DOD standard does a nice job of covering records
management but does very little on archives.

Third point is the OMB exhibit 300. I would concur with the first
witness on this panel, that two parts need to be added to that ex-
hibit. One is on the preservation of business assets. The informa-
tion assets that are created by any IT system must be dem-
onstrated to be completely exported and reconstructible in another
system before any system is purchased. So that procurement proc-
ess must specify interoperability between at least three to five sys-
tems to guarantee alternatives. So the procurement process itself
needs to change. These demonstrations of reconstruction of an ar-
chival information packet need to be shown before any money is
provided to a vendor.

The last point is subscription-based software pricing is one of the
greatest threats we have to records and information assets. This is
a new pricing model whereby you pay every 12 months for use—
continuing use of your software to access your property. Software
is a tool to create intellectual and business assets. Some vendors
are pushing subscription-based pricing instead of perpetual-right-
to-use license for the software. So unless this software purchase in-
cludes purchase of the format and some type of free viewer that
goes along with it is made available, then subscription-based pric-
ing shouldn’t be pursued by the Federal Government for any sys-
tem containing important business assets.

Mrs. MILLER. Thank you. You know, I might just pick up on that
subscription-based pricing. I am just trying to understand what you
were saying there. Because it would seem to me, with all the dif-
ferent—just the government demand itself, that there would be a
software program that would be very viable in the marketplace, we
are talking about setting standards and that kind of thing. Are you
aware of such a thing, a governmental software for records man-
agement archiving? Mr. Sprehe had mentioned that as well.

Mr. LYSAKOWSKI. I am not aware of any software program freely
from the government.

Mrs. MILLER. Mr. Sprehe, are you aware of any software that the
government agency would utilize for standards uniformity?

Mr. SPREHE. I am not.
Mrs. MILLER. You mentioned, doctor, as well about NARA being

underfunded, and I think you mentioned the amount of what their
funding actually was in that. It would seem that it is very impor-
tant that we identify in any funding request, when we talk about
dollars here, from the congressional standpoint certainly, that we
put in place in a business plan—as a plan that archiving for every
agency, that records management, all of this would be a part of a
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business plan before appropriators would talk about funding par-
ticular projects for any agency as well.

And Mr. Sprehe used the example of Yucca Mountain. I think he
used two examples. I forget the other one that you mentioned. That
they had actually included that in their business plan.

Is that a recommendation that you would make to the Congress
that in any business plan that they should put those kinds of criti-
cal portions in there?

Mr. SPREHE. Most certainly, yes.
Mrs. MILLER. Do you have any comment, Doctor?
Mr. LYSAKOWSKI. Yes. I was advocating that you actually add at

least one new section to exhibit 300 that requires during the acqui-
sition process that vendors—at least three to five vendors dem-
onstrate interoperability of archival information packets before you
make any single purchase. Thereby, you set up an insurance policy
for all congressional systems.

We have successfully used a strategy in industry for specific ana-
lytical techniques, mass spectrometry in particular is a good exam-
ple. Dow Chemical wanted to purchase a mass spectrometry sys-
tem, an instrument and the data system that goes along with it,
$150,000 purchase, but, as a condition of the procurement, they
short-listed the top three vendors, and they said, OK, we want you
all to show us interchange of the mass spectral data sets among
all three of you before we buy from any one of you.

Well, it took 2 weeks to write the code by one programmer, 2
weeks to distribute it to the other two vendors and embed it in
their products, and the demonstration happened within 30 days.
Now, that was for $150,000 procurement.

There was a specification that already existed, but it was not a
standard and the vendors did not implement it. But if there is a
specification, it is trivial for vendors to implement it; and on the
last page of my testimony document, I state that vendors will use
the lack of a specification as an excuse for creating proprietary file
formats and buyers give up their power at the most critical mo-
ment by not demanding interoperability demonstrations.

Mrs. MILLER. I would be interested to know from the witnesses
in the middle there, Ms. Wojcik from Michigan and also Mr.
Naworocki from Virginia, do you—when you’re making your fund-
ing requests to your appropriators, to your legislature for your
work, do you put in as part of your business plan the kinds of fund-
ing that is necessary for records management and for archiving? Do
you make that a big part of your business case? Do you find that
there is enough attention being paid to what is necessary to actu-
ally archive these kinds of things?

Ms. WOJCIK. The State of Michigan does not require that record
retention be addressed in business plans. We did draft a policy
that’s published in the Department of Management and Budget’s
administrative manual that requires that record retention be iden-
tified during the procurement of new systems, but, unfortunately,
that has not been implemented. We do see that—if it was imple-
mented systematically, it would certainly help us identify how long
records need to be retained and which ones need to be preserved.

Mr. SPREHE. If I could add to my comment, exhibit 300 of the
OMB circular does mention records but only with respect to the
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Government Paperwork Elimination Act. The problem with that is
GPEA is a very narrow act. It only affects information collected
from the public. If you think of the Department of Defense, which
has probably tens of thousands of IT systems, DOD collects very
little information from the public, and all those other systems that
may be producing or processing records, they don’t pay any atten-
tion to records management.

Mrs. MILLER. Not to interrupt, but there I think is where you
mentioned the cultural chasm, I think is the way that you had put
it, between historians, perhaps, maybe librarians and IT, where
you have people who are historians wanting to make sure that ev-
erything is archived properly and some IT people perhaps with the
view that it happened, get over it, and not wanting to keep it.

So how you bridge those, that may be another question. I’ll let
Mr. Naworocki respond to the first one first.

Mr. NAWOROCKI. Sure. Within the State of Virginia, working
very closely with the various IT agencies in order to try to embed
records management into that, it hasn’t always been successful. I
think our biggest problem has been simply the fact that Virginia
has had a severe budget crisis over the last 2 years, and that’s
overwhelmed it. But by working very closely with IT both in local
agencies and on the statewide version in order to try to push
that—I think it’s very true there’s a cultural disconnect. People as-
sume, because it’s electronic, it’s not a record, or they just think it’s
too much trouble.

I think that possibly one of the areas that we need to work in
is not to work on very specific projects but rather to take a look
at how we can leverage the power of the States and the Govern-
ment—the Federal Government in order to talk to some of the soft-
ware manufacturers about embedding it.

I’m just thinking, well if we can convince Bill Gates it was worth
a few bucks to him to embed records management and to award
every other product he developed, we wouldn’t have a problem—or
archival, actually. That’s literally when it comes down to. When-
ever you have to graft something on, it becomes a kludge and just
doesn’t work. It needs to be embedded in the original activity in
order to make it function, really.

Mrs. MILLER. Do you have any comments on how we might
bridge that cultural chasm there with—how can the Federal Gov-
ernment assist in that kind of a thing in setting out standards? As
you mentioned, it should be embedded in the original technology.
Is there something that we can do to bridge that?

Mr. NAWOROCKI. You’re the 800 pound gorilla. Whatever you
guys decide, they are going to follow.

Once again, the most important thing is that the Federal Gov-
ernment has to demonstrate a concern. They have to demonstrate
a commitment to that, and then that flows from that. I think it
also needs to be remembered that, really, it should not be just
strictly what the Federal Government does, because what may
work for you may not work for us, but rather if you look at it as
a collaboration among private industry, the States, local govern-
ments and the Federal Government, I think certainly, as you con-
tinue your work in this project, you should take a look at what is
being done in those other areas in order to determine what is the
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best practice. Very simply, just because it’s been done in NARA for
the last 50 years doesn’t always mean it’s probably the best thing
to be done.

Ms. WOJCIK. You know, this is a technology problem, and it’s
going to need some type of technology solution, and the people who
create that technology are part of that solution. Having tools is just
one part, but there’s also that cultural issue, and I think we need
to see more accountability from the top down, where, you know, ad-
ministrators, managers are accepting that responsibility, acknowl-
edging it, are fully aware of the consequences of not taking respon-
sibility for both records management and records preservation.
Working form the bottom up isn’t going to solve anything.

Mrs. MILLER. Working from the top down and setting that kind
of standard I think is very important.

I just mention a personal example that I have within my own of-
fice, but I’d like to address this question to the State librarian. Are
you familiar with—libraries I think with the advent of the Internet
and all this electronic, people thought, well, geez, no one will read
books anymore, that libraries would lose their value, that they
would go by the wayside. But in fact I think libraries have been
very much on the leading edge of using electronics and reaching
out to the community and in so many different ways.

Are you familiar with the digital library research that’s being
conducted by the Library of Congress? And, if so, how does the Li-
brary of Congress—I’m sure you have your national association—
how does that filter through the libraries as far as, again, a mix
of cooperation between the libraries and the historians?

Mr. NAWOROCKI. I’m not the State librarian. I work in the
records, but I understand the library process. I think what happens
also is there’s a number of different government agencies for dif-
ferent ways, and the Library of Virginia just as the national—the
Library of Congress, we also have our own digital library project,
and that is a very important part because we have very unique
items, and through the Internet, through digitization, we’re able to
spread that information, make it available. So that someone who
is doing genealogical research in their jammies in Australia—they
don’t have to make that trip.

I think it’s very important that both the archival and the records
management world also understand what is being done in the digi-
tal library arena, because they’re doing some very important work
on access and how to obtain access and indexed material that often
we don’t think about on our side. I think sometimes I really would
love to just take all the research that is being done, throw it in a
blender and hope that the answers come out, but I think oftentimes
we stovepipe but not always talk to each other, and we need to do
more talking.

But, yes, it’s filtering down. I think many State libraries, local
libraries are working on digital projects and, you know, preserving
and making accessible information that otherwise would be totally
inaccessible, except for those few folks who could make it to the li-
brary.

Mrs. MILLER. Well, as we’re getting into the lunch hour, this will
be my final question for the panel. You were all here for the first
panel, and I think we are just trying to get to the crux of the prob-
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lem here of trying to determine what kinds of records really need
to be archived and what is the best practices. I remember in spe-
cific Ms. Koontz from the first panel had made a comment I think
about Mr. Sprehe, that you had developed some preliminary models
for recognizing the best methods for records management. Perhaps
you could elaborate a little bit on that, if you would, sir.

Mr. SPREHE. Thank you. I put a little bit of that into my testi-
mony.

One of the things that I learned and that I guess the team
learned in this study of transitioning from physical to electronic
records management—and we have applied the metaphor of a ca-
pability maturity model but only as a metaphor. The strategic ad-
vantage was that it speaks to the IT community. They know what
that is. My view is that we have placed stress to a great degree
on the bad things that will happen to you if you do poor records
management and that the costs and risk—and that has limited ap-
peal to top leadership in any enterprise, including Federal agen-
cies.

What we discovered is—and which I tried to present with the
concept of leveraging the records management investment is that
if you do good records management, very good things happen to
you beyond records management. It helps you do other business
functions far better, more efficiently and effectively. That grabs the
attention of top leadership.

In a recent presentation commending the ADAMS system at the
Nuclear Regulatory Commission, the recipient from NRC said, you
know, it took us a long time to get our electronic records manage-
ment system into the shape it is in today. Now what’s happening
is that, as other systems are developed in our agency, those IT
managers are saying, and we want a system just like ADAMS, be-
cause they understand that if you can grab instantaneously yester-
day’s records and all the way back electronically, it’s an enormous
asset that they should build into their application.

Mrs. MILLER. Thank you.
Well, I certainly want to thank you all for attending today. It has

been fascinating. It really is quite a fascinating subject that we all
struggle with, with our changing world and changing technology
and how we best utilize it for everyone.

Is there anything that any one of you four would like to add for
the record that we didn’t ask you or questions or input that you
would like to put in as part of the record?

Mr. NAWOROCKI. If I might just briefly to touch on two points.
One is accountability. And I think working with the GAO and with-
in the State of Virginia we’re looking to work with our accounting
agency in order to develop that accountability. But, also, we need
to understand that everyone will have to become their own records
manager, and it’s going to require a lot of training and a lot of un-
derstanding on behalf of folks to do that, and I think it’s a long
road ahead, but it really is going to require a great deal of edu-
cation as well as the technological capabilities.

Thank you.
Mrs. MILLER. Thank you all so very, very much for coming.
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The record will be held open for 2 weeks for submission of addi-
tional testimony or questions, and we’ll be happy to have those
given to the subcommittee as well.

At this time, the hearing will be adjourned. Thank you.
[Whereupon, at 12:12 p.m., the subcommittee was adjourned.]
[Additional information submitted for the hearing record follows:]
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