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FEDERAL ELECTRONIC RECORDS MANAGE-
MENT: WHAT IS THE PLAN? WHAT IS OUR
PROGRESS?

TUESDAY, JULY 8, 2003

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON TECHNOLOGY, INFORMATION POLICY,
INTERGOVERNMENTAL RELATIONS AND THE CENSUS,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 10 a.m., in room
2154, Rayburn House Office Building, Hon. Adam Putnam (chair-
man of the subcommittee) presiding.

Present: Representatives Putnam, and Miller.

Staff present: Bob Dix, staff director; John Hambel, counsel; Lori
Martin, professional staff member; Ursula Wojciechowski, clerk;
David McMillen, minority professional staff member; and Jean
Gosa, minority assistant clerk.

Mr. PutNAM. Good morning. A quorum being present, this hear-
ing of the Subcommittee on Technology, Information Policy, Inter-
governmental Relations and the Census will come to order. I want
to welcome everyone to today’s hearing entitled, “Federal Electronic
Records Management, What is the Plan and What is our Progress?”

In today’s world of emerging technology, Federal agencies are
conducting more and more of their business through electronic
means. As an example, e-mail has become a primary form of com-
munication, often used now in place of the telephone and as a vehi-
cle for sending memos or other important documents. While this
has increased the efficiency and productivity of the modern day of-
fice, it has also presented a new set of challenges to the issue of
records management and preservation as the Federal Government
moves from being paper based to more and more electronic and
technology based.

The importance of records management and preservation has a
long history. Not only is the legacy of our history at issue, but this
issue has a direct impact on the continuing ability of the Federal
agencies to function properly. Without a comprehensive and cohe-
sive strategy, records can be misplaced or even lost. This not only
has the potential to hinder day-to-day operations, but also has po-
tentially significant ramifications on the national archival process.

The management of all Federal records and now particularly
electronically generated records creates new and additional chal-
lenges. Examples include what types of electronic records need to
be saved, what process or technology should be utilized for their

o))



2

preservation, how will the retrieval of these records be guaranteed
and through what process in the future. This whole issue raises an-
other set of questions as well, what happens with all of the existing
records in their various formats? How many, if any, of these exist-
ing records will be converted to an emerging process or technology?
How will all of these records and exhibits continue to be preserved,
and how are these records being cataloged? And what is the mag-
nitude of the process required to retrieve an existing record and
how are classified versus nonclassified records treated?

The Federal Records Act has provided the National Archives and
Records Management Agency with the responsibility for oversight
of records management within the Federal Government. Under the
provisions of FRA, NARA is to provide guidance and oversight to
Federal agencies as they execute the electronic records strategy.
Certainly having a common set of goals and objectives in those
strategies will ensure consistency and continuity in this process.

Presently, NARA is working to develop the necessary tools to
support that guidance. A number of projects including the develop-
ment of their electronic records archive program and NARA’s lead-
ership role as a managing partner of the Electronic Records Man-
agement E-government Initiative will put them in a position to
help define the national standards for electronic records manage-
ment.

At the same time, Federal agencies themselves must begin to
work more diligently in making electronic records management a
higher priority, many agencies have not fulfilled their obligations
to confer with NARA about the progress of their records manage-
ment plans. While NARA has been charged with oversight respon-
sibility regarding these matters, they have been provided little, if
any authority, to enforce compliance.

As it currently stands, it is the responsibility of each individual
agency to develop and implement an electronic records manage-
ment strategy. One of the areas we will explore at this hearing is
whether the authority and accountability that presently exists re-
lated to this issue is sufficient to get the job done.

These are just some of the challenges facing the subject of Fed-
eral electronic records management. Through the research and
preparation for this hearing, the subcommittee has come to recog-
nize the enormity of the task. It is our objective to learn from a
variety of stakeholders, institution, academic, government and pri-
vate sector, and to work with NARA together with Federal agencies
to determine the progress in developing and implementing an effec-
tive management strategy.

Today’s hearing can be viewed live via Webcast by going to re-
form.house.gov and clicking on the link under live committee
broadcast. It is an important hearing, and we have two distin-
guished panels of witnesses, and we are fortunate to have a vice
chairman of this subcommittee who served as the Secretary of
State in Michigan and has worked extensively on this committee
in a number of issues, but particularly in the modernization and
the utilization of technology to improve the efficiencies of govern-
ment operations.

[The prepared statement of Hon. Adam H. Putnam follows:]
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COMMITTEE ON GOVERNMENT REFORM
SUBCOMMITTEE ON TECHNOLOGY, INFORMATION POLICY,
INTERGOVERNMENTAL RELATIONS AND THE CENSUS
CONGRESSMAN ADAM PUTNAM, CHAIRMAN

OVERSIGHT HEARING
STATEMENT BY ADAM PUTNAM, CHAIRMAN

Hearing topic: “Federal Electronic Records Management: What is the Plan? What is our Progress?”

Tuesday, July 8, 2003
10:00 a.m.
Room 2154 Rayburn House Office Building

OPENING STATEMENT

In today’s world of emerging technology, Federal agencies are conducting more and more of their business
through electronic means. As an example, e-mail has become a primary form of communication, often used
now in place of the telephone, and as a vehicle for sending memos or other important documents. While this
has increased the efficiency and productivity of the modem day office, it has also presented a new set of
challenges to the issue of records management and preservation as the federal government moves from being
primarily paper based to more and more use of electronic and technology-based tools.

The importance of records management and preservation has a long history. Not only is the legacy of our
history at issue, but this issue has a direct impact on the continuing ability of the federal agencies to function
properly. Without a comprehensive and cohesive strategy, records can be misplaced...or even lost. This not
only has the potential to hinder day-to-day operations, but also has potentially significant ramifications on the
national archival process. The management of all federal records. ..and now, particularly electronically
generated records, creates new and additional challenges. Examples would include: what type of electronic
records need to be saved?... What process of technology should be utilized for the preservation?...How will the
retrieval of these records be guaranteed and through what process in the future?

This whole issues raises another set of questions as well... What happens with all of the existing records in
their various formats?... How many, if any, of these existing records will be converted to an emerging process
or technology?... How will all of these records and exhibits continue to be preserved?... How are these
records being catalogued and what is the magnitude of the process required to retrieve an existing
record?.. . How are classified versus non-classified records treated?
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The Federal Records Act has provided the National Archives and Records Management Agency { NARA )
with the responsibility for oversight of records management within the federal government. Under the
provisions of FRA, NARA is to provide guidance and oversight to Federal agencies as they develop and execute
and electronic records management strategy. Certainly, having a common set of goals and objectives in those
strategies will insure consistency and continuity in this important process.

Presently, NARA is working to develop the necessary tools to support that guidance. A number of projects,
including the development of their Electronic Records Archive (ERA ) program and NARA's leadership role as
a managing partner of the Electronic Records Management e-Government initiative, will put them in a position
to help define the national standard for electronic records management.

Simultaneously, Federal agencies themselves must begin to work more diligently in making electronic
records management a higher priority. Many agencies have not fulfilled their obligation to confer with NARA
about the progress of their records management plans. While NARA has been charged with oversight
responsibility regarding these important matters, they have been provided little, if any, authority to enforce
compliance. As it currently stands, it is the responsibility of each individual agency to develop and implement
an electronic records management strategy. One of the areas we will explore at this hearing today is whether
the authority and accountability that presently exists related to this issue is sufficient to actually get the job
done.

These are just some of the challenges facing the subject of Federal electronic records management. Through
the research and preparation for this hearing, the Subcommittee has come to recognize the enormity of this task.
It is our objective to learn from a variety of stakeholders...institutional, academic, government and private
sector...and to work with NARA, together with Federal agencies, to determine the progress in developing and
implementing an effective electronic records management strategy.
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Mr. PUTNAM. So I now yield for her opening comments to the vice
chairwoman of the subcommittee, the gentlelady from Michigan,
Mrs. Miller.

Mrs. MILLER. Thank you, Mr. Chairman. I appreciate you hold-
ing this hearing today. I'm sorry, I was just a few minutes late. I
know you like to start your hearings on time. We should have a
hearing on the elevators in this building I think someday. But I
certainly appreciate your commitment to exploring ways, examin-
ing ways to improve the business of the Federal Government. I
think that the challenge facing the Federal Government in regards
to electronic records management is certainly very complex. It is
extremely daunting. The National Archives and Records Adminis-
tration [NARA], as we commonly call it, possesses the responsibil-
ity to provide guidance and oversight to Federal agencies regarding
the records management strategies. Under current law, Federal
agencies are required to submit record schedules to NARA, which
must be approved and then, in turn, to allow NARA to aid agencies
in their records management strategy implementation.

However, as with so many other statutory requirements concern-
ing the modernization and the improved efficiency of government,
many Federal agencies are not cooperating. NARA has been work-
ing for years on developing an effective electronic records manage-
ment policy, but the responsibility of implementing the strategy
really falls directly on each individual agency, quite frankly.

Today we will be examining the strategy that NARA has devel-
oped and the progress that has been made. I feel it is very impor-
tant to also examine the successes and the failures of Federal agen-
cies in regards to this enormous task. Though each agency is re-
sponsible for its own success, the valuable lessons learned through-
out government at all levels must be utilized as an important re-
source. For this reason, I'm very pleased that we’re going to be
hearing from witnesses at both the Federal and State levels of gov-
ernment, and then representatives from the private sector also.

As the Federal Government progresses into the 21st century and
moves to modernize its operations, a problem has arisen in that the
Federal agencies seem to place different priorities on utilizing tech-
nology. Some agencies have seen the benefits of implementing sub-
stantial technologies, while others seem to be stuck in a time warp,
stuck in the past. Something needs to be done to force these par-
ticular agencies to realize the importance of modernizing their
records management.

The current scenario is simply more than an adjustment to the
current frame of thinking. It also includes agencies not complying
by federally mandated statutes. Currently, there is no real enforce-
ment mechanism that forces agencies to abide by statutes outlined
by the Federal Records Act and to submit schedules required by
NARA. Many Federal agencies have not placed any degree of prior-
ity on electronic records management, and this has resulted, of
course, in a wide variety of problems.

I notice Linda Koontz, in her written testimony, states that
NARA has developed a strategy for raising awareness amongst
agency management of the need to place electronic records manage-
ment at a very high priority, and I'm also—I found that very en-
couraging. I'm also looking forward to Mr. Carlin’s testimony also,



6

hoping that he can elaborate on the measures taken by NARA
within the last year to impress upon agency officials the need to
implement an effective management strategy, and I certainly espe-
cially want to thank Caryn Wojcik, who will be testifying in the
second panel taking some time to testify before our subcommittee
today, as the chairman mentioned, during my tenure as Michigan
Secretary of State, the archives were sort of under the umbrella of
the Michigan Secretary of State’s office, and we think because of
the great people that led our agency there, our State’s archiving
and records management projects, Michigan has certainly become
one of the national leaders by incorporating a lot of information
technology into the everyday activities of government, and in addi-
tion, our State managers have been working very hard to ensure
that the State is prepared as its technology evolves well into the
21st century.

So I hope that Ms. Wojcik will be able to inform the subcommit-
tee of some of the different things that have happened. Since I've
been gone, I know youre going like rapid fire there as well. But
Federal agencies certainly must utilize the knowledge acquired by
State governments so were not reinventing the wheel. Although
electronic records management at the Federal level is very
daunting, as we say, there are resources available that can enrich
the process, and again I reiterate my point that these Federal
agencies must make a concerted effort to implement a successful
management policy. As records sit untouched or the technology
that has been used to create these records becomes obsolete, it is
certainly imperative that action be taken and agencies prepare for
the future, and certainly it is important that Congress play a very
active role in ensuring that electronic records management be im-
plemented effectively and in a timely manner as well, so I'm look-
ing forward to all of the testimony from the witnesses today and
I certainly want to thank you all for coming and thank the chair-
man for calling this hearing. Thank you.

[The prepared statement of Hon. Candice S. Miller follows:]
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Congresswoman Candice S. Miller
Opening Statement
Committee on Government Reform

Subcommittee on Technology, Information Policy, Intergovernmental Relations, and the Census
July 8, 2003

OPENING STATEMENT

Mr. Chairman, thank you for holding this hearing today. [appreciate your desire to examine
ways to improve the business of the Federal government. The work that you do as Chairman is

highly laudable, and I am pleased to work with you as vice chair of this Subcommittee.

The task facing the Federal government in regards to electronic records management is complex
and extremely daunting. The National Archives and Records Administration (NARA) possesses
the responsibility to provide guidance and oversight to Federal agencies regarding their records
management strategies. Under current law, Federal agencies are required to submit record
schedules to NARA, which must be approved and, in turn, allow NARA to aid agencies in their
records management strategy implementation. However as with so many other statutory
requirements concerning the modernization and improved efficiency of government, many
Federal agencies are not cooperating. NARA has been working for years on developing an
effective electronic records management policy, but the responsibility of implementing this

strategy falls directly on each individual agency.

Today, we will examine the strategy that NARA has developed and the progress that has been
made. Ifeel it important to also examine the successes and failures of Federal agencies in
regards to this enormous endeavor. Though each agency is responsible for its own success, the
valuable lessons learned throughout government at all levels must be utilized as an important
resource. For this reason, I am pleased that we will hear from witnesses from both the Federal

and state levels of government and from the representatives of the private sector.
As the Federal government progresses into the 21* century and moves to modernize its

operation, a problem has arisen in that Federal agencies seem to place differing priorities on the

utilization of technology. Some agencies have seen the benefits of implementing substantial

Congresswoman Candice 8. Miller page L of 3
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technological, while others seem to be stuck in the past. Something needs to be done to force
these particular agencies to realize the importance of moderization. The carrent scenario is
simply more than an adjustment in the current frame of thinking, it also includes agencies not
complying by federally mandated statutes. Currently, there is no substantive enforcement
mechanism that forces agencies to abide by statutes outlined in the Federal Records Act and to
submit schedules required by NARA. Many Federal agencies have not placed any degree of

priority on electronic records management, and this has resulted in a wide variety of problems.

Linda Koontz, in her written testimony, states that NARA has developed a strategy for raising
awareness among agency management of the need to place electronic records management at a
high priority. This is very encouraging, and I look forward to Mr. Carlin’s testimony. 1hope
that he can elaborate on the measures taken by NARA within the last year to engrain upon

agency officials the need to implement an effective management strategy.

I especially want to thank Caryn Wojcik for taking the time to testify before the Subcommittee
today. During my tenure as Michigan’s Secretary of State, the State Archives division was under
the direction of my office. Because of the great people that led our state’s archiving and records
management projects, Michigan has become a national leader by incorporating information
technology into the everyday activities of the government. In addition, state managers are

working hard to ensure that the state is prepared as technology evolves well into the 21 century.

1 am hoping that Ms. Wojcik will inform the Subcommittee as to the details of the projects the
state of Michigan has undertaken and the lessons they have learned. Federal agencies must
utilize the knowledge acquired by state governments so that we are not re-inventing the wheel.
Though electronic records management at the Federal level is a daunting task, there are resources
available that will enrich the process. I reiterate my point that these Federal agencies must make
a wholehearted effort to implement a successful management policy. As Federal records sit
untouched and the technology used to create these records become obsolete, it is imperative that

action be taken and agencies prepare for the future.

Congresswoman Candice S. Mitler page 2of 3
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The number of issues facing government at all levels are immense and challenging, and it is
important that Congress play an active role in ensuring that electronic records management be
implemented effectively and in a timely manner. [ look forward to the testimony of all the

witnesses today. Thank you each for coming.

Thank you, Mr. Chairman.

Congresswoman Candice S. Miller page 3 of 3
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Mr. PurNaM. Thank you, Mrs. Miller.

We'll now begin with our first panel of witnesses. Each has kind-
ly prepared written testimony which will be included in the record
of this hearing, and I ask each of you to summarize your thoughts
in a 5-minute presentation to give us ample time for questions and
dialog. You'll notice that there’s a timer with a light on the table
in front of you. The green light means begin your remarks, the
point that you see the yellow light, we ask you to sum up, and at
the red light, please bring it to a close. In order to be sensitive to
everyone’s time schedule, we ask that witnesses cooperate with us
in adhering to the time system.

As is the custom with the Government Reform Committee, we’ll
swear in our witnesses. I would ask the first panel of witnesses to
stand and raise your right hands, and if you’re accompanied by
anyone who will be called upon to answer the questions or elabo-
rate on a question, if they would stand as well, please.

[Witnesses sworn.]

Mr. PurNAM. Note for the record that the witnesses responded in
the affirmative.

Our first witness this morning is Mr. John Carlin. As archivist
of the United States, John Carlin is the head of the National Ar-
chives and Records Administration, an independent agency of the
Federal Government with more than 2,900 employees and 33 facili-
ties throughout the Nation. NARA is the Nation’s recordkeeper. Its
mission is to ensure for the citizen and the public servant, for the
President and the Congress and the courts, ready access to essen-
tial evidence.

Mr. Carlin was appointed archivist in 1995 by President Clinton.
In 1998, he launched a major initiative to build the Electronic
Records Archives to preserve and provide access to virtually any
type of electronic record created anywhere in the Federal Govern-
ment.

Prior to being named archivist, Mr. Carlin had a distinguished
career in politics, business and education. A native Kansan, he first
entered public service in 1971 by serving in the legislature of the
State of Kansas. He became Speaker of that State’s House of Rep-
resentatives, and in 1978, won election to the Kansas Governorship
serving two terms through January 1987. His fellow Governors
elected him chairman of the National Governors Association in
1984. Following his political career, he joined the faculty of Wichita
State University teaching graduate courses in public administra-
tion.

In 1987 he received an honorary doctorate of laws degree from
his alma mater, Kansas State. As Governor of Kansas, he strongly
supported the Kansas State Historical Society and the State ar-
chives within it, in which he deposited his own gubernatorial pa-
pers. Before heading NARA, he served on the National Archives
Foundation Board.

Governor Carlin, we welcome you to the subcommittee. You're
recognized.
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STATEMENTS OF JOHN W. CARLIN, ARCHIVIST OF THE
UNITED STATES, NATIONAL ARCHIVES AND RECORDS AD-
MINISTRATION; L. REYNOLDS CAHOON, CHIEF INFORMA-
TION OFFICER, NARA; HARRIET RIOFRIO, E-RECORDS MAN-
AGEMENT POLICY AND PROGRAM LEAD, U.S. DEPARTMENT
OF DEFENSE; AND LINDA KOONTZ, DIRECTOR, INFORMA-
TION MANAGEMENT ISSUES, U.S. GENERAL ACCOUNTING
OFFICE

Mr. CARLIN. Thank you, Mr. Chairman. I wish to express to you
our real appreciation for you holding this important hearing today
on the subject of——

Mr. PurNaM. If you could just turn the mic on, please.

Mr. CARLIN. That might help.

Mr. PurNAM. So that we can have it for the archives.

Mr. CARLIN. That is a little embarrassing. We're going to talk
about technology today, and I can’t turn the mic on.

We're still appreciative of your holding this hearing today. Obvi-
ously, your knowledge of technology has been clearly demonstrated,
Mr. Chairman, in your brief tenure as the Chair of this committee,
and I know your Vice Chair, a former Secretary of State, likewise
has great experience, and we appreciate the opportunity to work
with both of you.

As you all know, the rapid evolution of information technology
has produced huge volumes of diverse and complex digital records.
These electronic records pose the biggest challenge ever to keeping
records in the Federal Government. When you combine the rate of
technological obsolescence with the explosive number of electronic
records being created by the government every day, then you can
begin to imagine the challenge that we face.

In the National Archives and Presidential libraries, NARA is re-
sponsible for preserving and providing sustained access to records
of all three branches of the Federal Government, and our challenge
is magnified by the need to preserve and deliver authentic records
for generations of Americans who will not be born for 100 years or
more. The National Archives and Records Administration’s statu-
tory responsibilities relating to electronic records management are
rooted in the Federal Records Act, which is codified under Title 44
of the United States Code.

Under the statute, the archivist shall “provide guidance and as-
sistance to Federal agencies with respect to ensuring adequate and
proper documentation of the policies and transactions of the Fed-
eral Government and ensuring proper records disposition.”

The archivist also has the responsibilities to approve the disposal
of any temporary Federal record and to take into the National Ar-
chives of the U.S. Federal records that “have sufficient historical or
other value to warrant their continued preservation by the U.S.
Government.” And these statutory responsibilities apply to elec-
tronic records as well as records in other formats.

All this we have summed up in a simple succinct statement of
mission which you have already stated. The mission of the Na-
tional Archives and Records Administration is to ensure for the cit-
izen and the public servant, for the President and the Congress
and the courts, ready access to essential evidence.
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The scope of NARA’s responsibilities compounds the challenge,
for the historically valuable electronic records that come to the Na-
tional Archives and the Presidential libraries come from applica-
tions deployed across the entire Federal Government. So they can
be virtually in any digital format, from word processing and e-mail,
to Web sites, data bases, geographic information systems, digital
photography and motion video, computer-assisted engineering or
manufacturing applications, laboratory simulations, satellite obser-
vations and many others.

Within the past decade, there has been significant progress in
developing software products which enable agencies to apply
records management discipline to electronic records that are typi-
cally produced on individual desktops. An example, the Depart-
ment of Defense has developed a program for certifying these prod-
ucts as complying with Federal records management requirements.
NARA has worked closely with the Defense Department on this
program, and has endorsed its use by all Federal agencies.

However, implementing such a product is a time and resource-
intensive effort. As a result, agencies are trying to manage many
records and paper filing systems despite the fact that some of the
new electronic formats cannot be rendered well, or, in some cases,
at all in a paper environment.

Through the E-government Electronic Records Management Ini-
tiative, NARA works with its agency partners, in providing guid-
ance on electronic records management that is applicable govern-
mentwide, and will enable agencies to transfer their permanent
records to NARA in a variety of data types and formats.

In a few moments, Mr. Reynolds Cahoon, the assistant archivist
for Human Resources and Information Service, will give you details
on our programs and initiatives designed to effectively manage
electronic records throughout their life cycle.

In closing, I'd like to thank you again for your interest in elec-
tronic records and the challenges they pose for agencies the govern-
ment as a whole and our Nation. The records of our country have
played a vital role in our history, and it is imperative that we find
solutions for electronic records. For I'm sure you will all agree with
me when I say that records matter for our citizens, our government
and the future of our democracy.

Thank you, Mr. Chairman.

Mr. PurNaM. Thank you very much, Governor.

[The prepared statement of Mr. Carlin follows:]
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I am John W. Carlin, Archivist of the United States, and I wish to thank you Chairman
Putnam for holding this important hearing today on the subject of Electronic Records
Management. It is a pleasure to be with you, Congresswoman Miller, Congressman Clay
and other distinguished members to discuss a subject of obviously great importance to the
National Archives, and all of us as Americans. I feel at home here today. Your
knowledge of technology has been clearly demonstrated even in your brief tenure as
Chairman and I know that as a former Secretary of State, your vice chairman has very
specific experience in this area, As for Congressman Clay, in the spirit of full disclosure,
I go to work everyday on the campus of his alma mater, the University of Maryland, with
which the National Archives enjoys a very good relationship and a very special
partnership in the area of electronic records.

Defining the Challenges of Electronic Records

As you all know, the rapid evolution of information technology has produced huge
volumes of diverse and complex digital records. These electronic records pose the biggest
challenge ever to record keeping in the Federal Government. When you combine the rate
of technological obsolescence with the explosive number of electronic records being
created by the Government everyday, then you can begin to imagine the challenge that
we face.

The very fact of this Committee hearing, and your opening statement, Mr. Chairman,
demonstrate that this committee is well aware of both the character and the significance
of the challenges posed by increasing reliance on digital technology. But let me
highlight the uniqueness and the intensity of the challenge that the National Archives and
Records Administration (NARA) faces in this arena.
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In the National Archives and the Presidential libraries, NARA is responsible for
preserving and providing sustained access to records of all three Branches of the Federal
Government. We share the common challenge entailed by rapid changes in the
technology. This challenge is two-edged: on the one side, rapid obsolescence makes it
difficult to maintain old hardware, software and digital formats; on the other, progress in
technology offers better solutions which offer the possibility of improving service to
customers. In NARA’s case, this challenge is magnified by the need to preserve and
deliver authentic records for generations of Americans who will not be born for a
hundred years or more.

The ordinary person faces the dilemma of deciding whether to buy a new device today, or
wait some months to take advantage of reduced prices and improved performance. So,
not only does NARA have to deliver solutions critically needed to accomplish its
mission, but we must also ensure that those solutions do not create future difficulties,
recognizing that 5, 10, and more years in the future, Americans will want to use the best
available technologies to access the records of their government.

The scope of NARA’s responsibilities compounds the challenge. Under the provisions of
the Clinger-Cohen Act and other statutes, each agency is required to acquire information
technology that supports its core mission functions, reduces costs, improves
effectiveness, and makes maximum use of commercial, off-the-shelf technology.
NARA'’s challenge is not just to use the best available information technology for
accomplishing its core mission, but also to cope successfully with the results of all other
agencies’ selections of technologies that optimally support their missions.

The historically valuable electronic records that come to the National Archives and the
Presidential libraries come from applications deployed across the entire Federal
Government. They can be in virtually any digital format -- not only those that result
from common end-user applications like word processing and email, but also from web
sites, databases, geographic information systems, digital photography and motion video,
computer assisted engineering and manufacturing applications, from laboratory
simulations, satellite observations, deep space probes, medical information and many
others. Combining the variety of types of information that are produced and collected in
the conduct of the Government’s business with the recognition the digital formats in
which the information is recorded change as rapidly as the software used to create and
store it, leads to the conclusion that NARA needs to cope with thousands of different
digital formats.

Inital Progress to Meet the Challenge

Within the past decade there has been significant progress in developing software
products which enable agencies to apply records management discipline to electronic
records that are typically produced on individual desktops. The Department of Defense
has developed a program for certifying these products as complying with Federal records
management requirements. ['m pleased to note that NARA has worked closely with the
Defense Department on their Standard 5015.2 and has endorsed its use by all Federal
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agencies. However, implementing such a product is a time- and resource-intensive effort.
As a result, agencies are trying to manage many records in paper filing systems, despite
the fact that some of the new electronic formats cannot be rendered well, or in some cases
at all, in a paper environment. ’

Through the e-Government Electronic Records Management (ERM) Initiative, NARA,
working with its agency partners, is providing guidance on electronic records
management applicable government-wide and enabling agencies to transfer their
permanent electronic records to NARA in a variety of data types and formats.

Achieving Government-wide ERM requires a multi-year effort by all agencies.
Differences in agency cultures and information technology infrastructures today make
even an agency-wide implementation of ERM a challenging task. Moreover, as
previously mentioned, the existing technology solutions for managing electronic records
are not yet mature, and do not allow seamless integration into business processes.
Clearly, for e-Government to be sustained over time, electronic records must be managed
consistently within an agency as well as throughout the Government. We must not look
only to solve the technological problems we face, but also to ensure that management,
preservation, and reliable access to essential electronic records is built into the fabric of
the next generation’s national information infrastructure.

NARA’s Statutorv Responsibilies

The National Archives and Records Administration’s statutory responsibilities relating to
electronic records management are rooted in the Federal Records Act, which is codified
under Title 44 of the United States Code. Under 44 U.S.C. 2904(a) the Archivist of the
United States, as head of the National Archives and Records Administration, “shall
provide guidance and assistance to Federal agencies with respect to ensuring adequate
and proper documentation of the policies and transactions of the Federal Government and
ensuring proper records disposition.” Subsection 2904(c) specifies ways in which the
Archivist carries out these guidance and assistance responstbilities.

The Archivist also has responsibilities under section 3303a to approve the disposal of any
temporary Federal record and under section 2107 to take into the National Archives of
the United States Federal records that “have sufficient historical or other value to warrant
their continued preservation by the United States Government." And these statutory
responsibilities apply to electronic records as well as other formats. Section 3301
includes in the definition of federal records “machine readable materials, or other
documentary materials, regardless of physical form or characteristics.”

Title 44 further specifies the kinds of records that Federal officials must create and
preserve with NARA's guidance. Section 3101 stipulates that: the head of each Federal
agency shall make and preserve records containing adequate and proper documentation
of the organization, functions, policies, decisions, procedures, and essential transactions
of the agency and designed to furnish the information necessary to protect the legal and
financial rights of the Government and of persons directly affected by the agency's
activities. Definitions in Section 2901 extend recordkeeping requirements to elements of
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the legislative and judicial branches, as well as executive branch agencies, and Section
2203 requires similarly that the President of the United States “assure that the activities,
deliberations, decisions, and policies that reflect the performance of his constitutional,
statutory, or other official or ceremonial duties are adequately documented . . .”

Thus, NARA shares responsibility with Federal officials throughout the government for
“adequacy of documentation”--for seeing that certain kinds of records are created, kept,
and made accessible. In Title 44 NARA has an additional and unique role to file
centrally and to publish Federal laws and administrative regulations, the President's
official orders, and the structure, functions, and activities of Federal agencies through the
daily Federal Register. And in Section 2504 NARA, through the National Historical
Publications and Records Commission, has the responsibility for making grants to
manage, preserve, edit, and publish the papers of “outstanding citizens of the United
States,” and “documentary sources significant to the history of the United States.” The
Information Security Oversight Office (ISOO), which administratively is part of NARA,
is responsible to the President for policy oversight of the Government-wide information
security classification system and the National Industrial Security Program.

NARA'’s Unique Mission: Readv Access to Essential Evidence
All this we have summed up in a simple, succinct statement of mission that both reflects
our statutory mandates and expresses our sense of their significance:

The mission of the National Archives and Records Administration is to ensure,
for the Citizen and the Public Servant, for the President and the Congress and
the Courts, ready access to essential evidence.

This statement acknowledges our statutory responsibility for records in all three branches
of the Federal Government. The statement acknowledges our statutory responsibility to
help Federal officials manage records effectively for their own use as well as for the use
of the public. And the statement acknowledges our commitment to making it as
convenient as we can for officials and the public to get access to what sections 3101 and
3301 call “evidence” of “essential transactions” of the Federal Government.

The statutes quoted above speak of protecting rights, of maintaining adequate and proper
documentation of what officials responsible to the public do, and of preserving records of
historical and other value. Accordingly, we have defined “essential evidence” in our
mission statement not just as documents needed for court cases, but as material generated
by or received by the Federal Government, that documents: the rights of citizens; the
actions of Federal officials; and the national experience.

Documentation of the rights of citizens means material that enables them to establish
their identities, protect their rights, and claim their entitlements. Documentation of the
actions of Federal officials means material that enables them to explain past decisions,
form future policy, and be accountable for consequences. Documentation of the national
experience means material of importance for understanding and evaluating the effects of
Federal actions.
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Essential evidence is not limited in form. It can include: written paper records; maps;
drawings, and pictorial materials of documentary value; records generated in multiple
formats by computers; artifacts as well as papers in Presidential library collections; and
donated manuscripts, Federal Register publications, and other materials that help
document rights and entitlements, Federal actions, and historical experience.

We use the term “essential evidence” to sum up, not to supplant, statutory definitions of
records or traditional archival concepts. Recognizing that we cannot save everything, nor
need to do so, our commitment to essential evidence in our mission statement
underscores the particular importance we attach to safeguarding, within the body of
Federal and Presidential records, those materials, informational as well as evidentiary, in
technical archival terms, that document the identities, rights, and entitiements of citizens,
the actions for which Federal officials are accountable, and the effects of those actions on
shaping the national experience.

NARA alone is the archives of the Government of the United States, responsible for
safeguarding records of all three branches of the Federal Government. The Smithsonian
Institution maintains archives of its own as well as artifacts from a wide range of sources,
on a wide range of subjects, including American history; and the Library of Congress
preserves private manuscript and pictorial collections, as well as books, of an equally
wide range. But neither the Library of Congress nor the Smithsonian has a mandate to
protect Federal and Presidential records, or exercises responsibility for seeing that the
activities of the three branches of the Federal Government are accessibly documented.
Historians and other researchers make use of the holdings of NARA, the Smithsonian,
and the Library of Congress, but there is virtually no overlap in what we statutorily have
the responsibility to collect and preserve. NARA alone is mandated to provide ready
access to essential records of what the Federal Government does--why, how, and with
what consequences. Our mandate is unique.

Records Matter

Many of the records we hold have survived hundreds of years, but the same cannot be
said of electronic records. As we know all too well, records created just a few years ago
are already unreadable by today's technology. It is imperative that we find a way to
authentically preserve and provide access to electronic records for as long as they are
needed. Electronic records, like records in traditional forms, are critical for the effective
functioning of a democracy. If they are not managed effectively throughout their
lifecycle, vital records of the U.S. Government will be lost.

Thanks to the leadership of Chairman Davis, Congressman Turner and others, the role of
the Archives in e-Government was furthered strengthened by our very visible role in the
e-Government Act, now Public Law 107-347. We were pleased to be included in the
Interagency Committee on Government Information and look forward to working with
OMB and the CIO Council on the important issues of cataloging of information and
access to electronic information. As the Archivist of the United States, [ am required to
issue policies based on recommendations from that Committee and the area of standards
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that we will talk a great deal about as our hearing goes on, is central to that policy
requirement.

Currently we are working to address the challenges of electronic records in a
comprehensive and strategic fashion, aiming to both preserving electronic records for the
future, while at the same time striving to make effective electronic records management
part of the infrastructure of e-government. The capability to create and maintain
trustworthy records is an essential component of all government activities. Federal
agencies require trustworthy records to meet their legal and internal business needs.
Their business partners — whether an individual member of the public, a business, or
another governmental entity — rely on the Government to have trustworthy records.
Records management is the tool and process for providing such trustworthy records.

In a few moments, Mr. L. Reynolds Cahoon, the Assistant Archivist for Human
Resources and Information will give you details on our programs and initiatives designed
to effectively manage electronic records throughout their lifecycle.

In closing, I would Jike thank you all again for your interest in electronic records and the
challenges they pose for agencies, the government as a whole, and our nation. The
records of our country have played a vital role in our history, and it is imperative that we
find solutions for electronic records. For I'm sure you will all agree with me when I say
that records matter... for our citizens, our government and the future of our democracy.

Thank You.
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QUESTION: Dr. Sprehe mentioned in his testimony loss of records at BIA
and FBI. Did NARA know about this?

RESPONSE:
BIA

We are assuming that Mr. Sprehe’s testimony to the Subcommittee
concerning the loss of records at the Bureau of Indian Affairs (BIA) was
focused on issues and specific court findings related to the Cobell v. Norton
litigation concerning the Federal government’s management of Individual
Indian Money (1IM) Trust Fund accounts. NARA is certainly aware of the
many records management issues involved in the ongoing litigation.

NARA evaluations of the BIA records management program in 1969, 1980,
and 1990 indicated serious deficiencies in the management of BIA records.
Since 1994, NARA has actively worked with both BIA and the Department
of Interior to address critical BIA records management weaknesses, many of
which date back 35 years or more. Over the last 10 years, staff in NARA
headquarters and regional offices has actively assisted BIA in a wide variety
of records management initiatives to help address critical BIA issues.
Numerous records management training classes and briefings to BIA
managers have been provided at all agency levels, and NARA has provided
assistance in inventorying and scheduling BIA records at headquarters, area,
and agency offices. NARA has established a national records management
team to assist BIA, the Office of Special Trustee, and the Department of
Interior in developing a new comprehensive textual records schedule for
trust fund records in FY 2004, and to assist with scheduling BIA’s electronic
systems, especially those related to Indian trust fund management. Several
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other BIA record scheduling projects for non-trust related BIA programs and
functional areas are planned for FY 2005.

FBI

We are also assuming that Mr. Sprehe’s testimony to the Subcommittee
concerning the loss of records at the Federal Bureau of Investigation (FBI) is
a reference to the Oklahoma City bombing investigation. Contrary to its
agreement with Timothy McVeigh's defense attorneys, the FBI failed to turn
over all of its Oklahoma City bombing records until shortly before his
scheduled execution. As a result, his execution was delayed for one month.

It is important to note that no inquiries or investigations into this matter have
determined that records were destroyed without authorization. Rather,
because of internal management and communications problems and an
atypically broad agreement on the part of the government to give Mr,
McVeigh’s attorneys everything relating to the case in FBI records, several
thousand pages of FBI documents were found not to have been turned over
well after the end of the trial and shortly before Mr. McVeigh’s scheduled
execution. The Justice Department delayed the execution for one month to
give Mr. McVeigh’s attorneys time to review the records for exculpatory
material. No exculpatory material was found in the records. The FBI has
undertaken a major reorganization of its records management program to
prevent such an occurrence in the future, and is working closely with NARA
staff to assure that all FBI records in textual and electronic format are
properly scheduled for disposition.

In testimony before the Congress following the revelation of this issue, then
Director Louis Freeh committed to a complete renovation of the FBI's
records management program. Since then, the FBI has re-established its
Records Management Division, which is currently the largest, non-
investigative division in the FBI. NARA has worked very closely with the
FBI Records Management Division in assessing the management of its
investigative records, assisting with records management training,
scheduling records and contributing to planning for their conversion to
electronic recordkeeping.
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QUESTION: How does information from a website get handled?

RESPONSE:

Most Federal agencies use the Internet to assist in carrying out their mission.
They may simply disseminate information also available in other forms or
conduct business (e.g., e-government initiatives). Agencies must document
all of their agency programs (44 U.S.C. 3101) including web sites which are
part of its overall public message. Agency web pages meet the definition of
a Federal record and therefore must be managed as such. Records relating to
managing web sites, tracking use (hits), documenting what was posted and
when, and documenting decisions about web content and design, are also
Federal records. However, most agencies have not yet scheduled their web
records, which include both the content displayed on the web site and the
operational and management records associated with maintaining a web site.

NARA has been developing guidance on managing web records and is on
record with the General Accounting Office (GAO) for a 9/30/03 public
release. The guidance is currently at OMB to begin the clearance process
with federal agencies. We expect the interagency comment period will be 4
weeks for federal agencies to comment, since the guidance needs to go to
records officers, the CIO Council, and web program staff and we want a
unified agency response. Depending on the number and complexity of
responses, the September release will proceed as planned.

We plan to issue further guidance on records management needs associated
with electronic records, including web records, as part of implementing
section 207 of the E-Government Act of 2002.

QUESTION: What is NARA’s overlap, if any, with Library of Congress and
their digital library?

RESPONSE:

NARA and the Library of Congress have overlapping interests in the
development of technically sound and economically viable software
products, methods, and standards for digital preservation; however, there is
no overlap in operational deployment of the resulting technologies and full
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coordination and cooperation has been the rule from the beginning of both
agencies’ efforts.

The Congress began appropriating research and development dollars to the
National Archives and Records Administration for digital preservation in FY
2000, at the inception of an Electronic Records Archives project. From the
beginning, findings and successes of that research were shared with the
Library and others in the digital library community through a variety of
forums including the Federal Library and Information Center Committee,
the Federal Depository Library Program, the Defense Technical Information
Center User Conferences, the CENDI interagency group, and the Digital
Library Federation Forums.

In December 2000, Congress authorized the Library of Congress to develop
and execute a congressionally approved plan for a National Digital
Information Infrastructure and Preservation Program (NDIIPP). A
congressional appropriation was made to establish the program. According
to Conference Report (H. Rept. 106-1033), "The overall plan should set
forth a strategy for the Library of Congress, in collaboration with other
federal and nonfederal entities, to identify a national network of libraries and
other organizations with responsibilities for collecting digital materials that
will provide access to and maintain those materials. ... In addition to
developing this strategy, the plan shall set forth, in concert with the
Copyright Office, the policies, protocols and strategies for the long-term
preservation of such materials, including the technological infrastructure
required at the Library of Congress."

NARA and the Library collaborate on a number of fronts dealing with
digital preservation. These include the Library’s National Digital Strategy
Advisory Board, as well as several working groups of the Library’s NDIIPP,
the LoC National Audio-Visual Conservation Center, the National Science
Foundation’s Advanced Computational Infrastructure and Research, Digital
Library, and Digital Government research initiatives, the National Institute
of Standards and Technology’s Information Technology Laboratory, and
projects undertaken by the Digital Library Federation.

Operationally there is no disagreement that the mission of the Archives
regarding lifecycle management, preservation and access to the Federal
record, and the Library’s role as both a collector of non-Federal information
and its leadership as the National Library has no fundamental overlap. Each
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will benefit from the other’s research and full cooperation has been the
required approach for each institution.
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Mr. PurNAM. Our next witness is Reynolds Cahoon. Mr. Cahoon
was appointed Assistant Archivist for Human Resources and Infor-
mation Services and Chief Information Officer at the National Ar-
chives and Records Administration in February 1996. His respon-
sibilities include the Nationwide Information Technology Program,
oversight of NARA’s Electronic Records Archives Program, human
resources staff and organizational development services, NARA’s
Record Management Program.

Mr. Cahoon currently serves as cochair of the component sub-
committee of the Federal CIO Council’s Architecture and Integra-
tion Committee, and as a commissioner for the International Com-
mission for the Accreditation of Professional Genealogists. Prior to
his appointment, Mr. Cahoon served as managing director of the
family history department of the Church of Jesus Christ of Latter
Day Saints.

In that position he had global operating responsibility for one of
the world’s largest genealogical research support institutions. He
previously served as the director of administration and controller
and is the director of projects and planning for the Family History
Department. He also served on the board of the Civil War Trust
and was a member of the International Council and Archives Com-
mittee on archival automation from 1986 to 1997. Welcome to the
subcommittee. You’re recognized.

Mr. CAHOON. Thank you. I join the archivist in thanking you,
Chairman Putnam, for recognizing the importance of electronic
records management and for holding this hearing. NARA’s plans
for electronic records management aim at making it an integral
part of electronic government and at delivering electronic records
to future generations. Both records management support of current
government business and preservation of electronic records for the
long term face the technical problem of making digital information
assets independent of the specific technologies used to process,
store, and communicate them.

Key objectives of the E-government Act of 2002 depend on how
well the government creates, retains, and manages records that
document its decisions and its performance.

Ultimately, for the trustworthiness of the government, these as-
sets must remain authentic and reliable in the short term as they
move between different systems and in the long term when they
are retrieved by our great grandchildren and their descendents. To
respond to the challenge in a sustainable way, we have launched
three major interrelated initiatives:

Our first initiative, redesign of Federal Records Management,
builds a foundation that aims to make records management a nor-
mal and integral part of agency’s asset and risk management proc-
esses and add real value to the conduct of government business.
We have developed and are working on 14 interconnective strate-
gies to improve records management. Several of the strategies in-
cluding flexible scheduling and resource allocation are being
prototyped by partner agencies. Implementation plans for five more
are currently being developed.

In our second initiative, the electronic records management
project in the e-government portfolio, we are working with other
agencies to provide guidance on electronic records, tools for agen-
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cies to manage them, and more format options for agencies to
transfer electronic records to NARA. We have produced capital
planning guidance on electronic records management application
acquisition. We have promulgated and endorsed version 2 of the
Department of Defense 5015.2 standard. We have authorized two
new transfer technologies, digital linear tape and file transfer pro-
tocol and three new data formats for transfer of electronic records
to NARA and, finally, initiated automating the process of transfer-
ring records to NARA using extensible markup language [ XML].

In addition, NARA will lead acquisition of records management
components to be included in the Federal enterprise architecture
service component infrastructure. Service component software can
be reused and leveraged in many different systems enabling agen-
cies to integrate management and use of electronic records within
the systems they actually use to transact business.

The electronic records archives must be scalable—excuse me. In
our third initiative, the Electronic Records Archive Program will
authentically preserve and provide access to any kind of electronic
record free from dependency on any specific hardware or software
enabling NARA to carry out its mission into the future. The Elec-
tronic Records Archive must be scalable and evolvable to accommo-
date both growth in volume and new types of electronic records and
take advantage of improvements in technology. We will implement
a flexible approach starting with physical preservation of electronic
records in their original formats and, where appropriate, converting
them to more durable or more accessible formats.

In the long-term, electronic government and electronic business
will drive the emergence of standards, products, and services that
make information assets independent of specific technology. We ex-
pect agencies will increasingly adopt open-standard infrastructure
independent formats, such as XML, which are also suitable for
long-term preservation and access.

In the ERA program, we have spent the last 2 years developing
the management infrastructure to ensure proper stewardship of
this critical program with an eye to its contribution to both elec-
tronic government and to posterity. We are completing require-
ments development and refining our acquisition strategy with the
target of issuing a request for proposals by the end of this calendar
year. In this process we have engaged both our customers and the
IT industry in an extensive dialog.

Facing the challenge of electronic records is a difficult, serious
endeavor, but we have no alternative. To this committee, I respect-
fully testify that we, as the National Archives, face the challenge
squarely and with full purpose and resolve to leave for our de-
scendents a trustworthy record of our turn on this planet. Thank
you, Mr. Chairman. I'd be happy to answer any questions you
might have or your subcommittee might have.

Mr. PurNAM. Thank you very much.

[The prepared statement of Mr. Cahoon follows:]
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Tam L. Reynolds Cahoon, Assistant Archivist for Human Resources and Information
Services, and Chief Information Officer of the Nationa! Archives and Records
Administration (NARA). I wish to join the Archivist in thanking you, Chairman Putnam,
for recognizing the importance of Electronic Records Management and holding this
hearing. :

Two Perspectives on Records Management

As the Chief Information Officer of NARA, I have to maintain a dual perspective on the
needs and responsibilities of this agency. In one direction, I have to see to it that NARA
has the information technology that enables it to accomplish its mission and serve the
citizens. In the other direction, I must take into account NARA's government-wide
responsibility for leadership in the lifecycle management of records, which are critical
information assets needed to make the U. S. Government work, to ensure that it is
accountable to the citizens, and to document our national experience.

These two perspectives must coalesce in a comprehensive vision encompassing both how
NARA accomplishes its own business and the direction NARA gives to other agencies.
Only concerted, complementary efforts in both directions will enable the Federal
Government to address the challenges posed by electronic records and make the
transition to e-Government in a way that takes full advantage of the opportunities offered
by networking and information technology while preserving what is best in our
democratic traditions.

While my responsibilities as CIO focus on issues and topics related to information
technology, there is not a shadow of a doubt that the goal of my efforts, and those of my
staff, is not to acquire or deploy technology, but to help realize the contribution that
effective records management can make in the transition to e-Government, in interagency
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and intergovernmental collaborations, and in the value that American citizens can realize
in the information assets of their Government.

Legal Mandates for Records Management
The Archivist has described NARA’s need to preserve and provide sustained access to

key records of the U.S. Government in the National Archives and the Presidential
libraries. Equally daunting is NARA’s responsibility for guiding other agencies’
management of the electronic records they create. This guidance must provide a sound
and comprehensive basis for achieving the objectives of records management as set out in
the Federal Records Act. Those objectives do not make records management a goal in its
own right, and they do not divorce the preservation of historically valuable records from
the on-going performance of the Government’s business. The objectives of this law
include:

e Accurate and complete documentation of the policies and trdnsactions of the
Federal Government;

Effective and economical government operations;

Simplification of activities, systems, and processes; and

Prevention of unnecessary Federal paperwork; as well as

judicious preservation and disposal of records. (44 U.S.C. 2902)

While these objectives were set out in the Federal Records Management Amendments of
1976 (H.R. 13828), they resonate well with key purposes of the E-Government Act of
2002. Among other worthy goals, the E-Government Act aims

¢ To improve the ability of the Government to achieve agency missions and

program performance goals.

To reduce costs and burdens for businesses and other Government entities.

To promote better informed decisionmaking by policy makers.

To make the Federal Government more transparent and accountable.

To transform agency operations by utilizing, where appropriate, best practices

from public and private sector organizations; and

» To provide enhanced access to Government information and services in a manner
consistent with laws regarding protection of personal privacy, national security,
records retention, access for persons with disabilities, and other relevant laws.

Government performance, decision-making, and accountability, as well as access to
Government information all depend on how well the Government creates, retains, and
manages the records that document its decisions and performance; in other words, how
well agencies achieve the objectives of Federal records management.

NARA'’s responsibility for government-wide direction in records management makes it
imperative for us to ensure that our guidance on managing electronic records is
appropriate and effective. This is a strategic requirement which we address with as much
sertousness and commitment as we apply to the task of preserving key electronic records
of the U.S. Government for the citizens. In addressing this strategic requirement, we

[§¥4
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must remember that what makes something a federal record has nothing to do with its
form — whether it’s a report or a web page, a letter or an email — and nothing to do with
the information technology used to create, communicate or store it. What makes it a
government record is either its connection to the conduct of government business or the
value of the information it contains.

The often intricate connection between the technology and electronic records and the
potential for improved service to the citizen and better return on investment offered by
appropriate selection and use of information technology, compels us to adapt and enrich
our records management guidance to make it highly useful to individual agencies as they
implement IT solutions, and to align it with the government-wide objectives of the E-
Government Act, the Government Performance and Results Act, and other key statutes.

Responding to the challenges of electronic records

Our response is comprehensive, multi-faceted, and future oriented. ‘Like the dual vision I
mentioned earlier, this orientation aims both at delivering electronic records to future
generations and at positioning electronic records management as an integral element in
effective e-Government. It is essential to tackle both of these objectives in parallel. The
solutions NARA adopts for preservation and sustained access must complement the
solutions other agencies implement to improve the conduct of the Government’s current
business.

NARA’s actions in the short-term to improve the lifecycle management of electronic
records, from the moment of creation, are critical for its long-term goal of ensuring that
the history of our time is accessible to future generations through authentic records.
Without neglecting the importance of transmitting those electronic records that already
exist to future generations, continuing expansion of the application of IT in government,
combined with continuing expansion in the kinds and the complexity of information
recorded in digital form mean, that we have to anticipate that the challenges entailed by
electronic records will explode to a level that makes everything we have faced up to now
look small by comparison.

NARA looks for a coherent solution to the challenge of electronic records because both
electronic records management to support current business and archival preservation of
electronic records for the long-term face the same, fundamental technical problem: the
need to make digital information assets independent of the specific hardware and
software used to process, store, or communicate them at any time. In the archival
context, this problem manifests itself over time in the twin problems of obsolescence and
progress. In the context of e-Government, this problem manifests itself in the need for
systems to interoperate across agency lines, and more broadly for agencies to interact
electronically with citizens, with businesses, and with state, local, and tribal governments,
and with other nations.

For e-Government to achieve the goals which the Congress and the President have
established in the areas of efficiency and timeliness, it is necessary that the systems
involved in a transaction be able to interoperate and automatically exchange required
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information. Both far-reaching and fundamental differences in requirements and simple
differences in the frequency and timing of when institutions and individuals acquire and
replace technology make it extremely unlikely that all the stakeholders with whom the
U.S. Government needs to interact will ever have fully compatible systems. Moreover,
developments in information technology make that unnecessary. For example, an online
transaction in e-government might involve, on one end, an agency application running on
a sophisticated database management system and, on the other either a company using a
system that is fine-tuned to its business, or a citizen using a personal computer.

Rather than requiring that all parties use the same, or compatible, systems, the technology
is providing generic products that translate among disparate systems. Notably, many
commercial products implement the eXtensible Markup Language (XML). The XML
standard provides a simple, open way to identify what kinds of data are being exchanged
online. For different systems to participate in electronic transactions, each one only
needs to recognize the XML markup of the data it receives, and trafislates the data into its
own internal format. Conversely, it needs to be able to export its data in the shared
format. Aspredicted by industry analysts 5 years ago, this mediated approach is proving
to be one of the major enablers of e-business and e-government.

The Need for Authenticity

But for quality of service, and ultimately for the trustworthiness of the Government,
information assets must not suffer any diminution in authenticity or reliability as they go
through repeated transformation from one internal format, to an intermediate common
format, and to another internal form in the course of a transaction. Effective records
management is in fact the discipline which can ensure that authenticity and reliability
remain intact in transmission of information across time, space, and institutional and
technological boundaries, and it can also contribute to timeliness and efficiency.

NARA is uniquely positioned and legally required to ensure that federal records
management does make this contribution to e-government. Of itself, records
management cannot satisfy the requirements for authenticity and reliability, but it
provides a well-established framework for defining the requirements, for evaluating the
solutions that technology offers, and for ensuring that the real-world results achieve their
objectives.

In broad terms, we regard the mediated approach that technologists have developed to
solve the problems of sharing information in real time as the most viable approach for
sustained access to authentic electronic records over the long-term. No one can pretend
to know what information technology will be like 25, 50, or more years in the future. But
it is a reasonable assumption that Americans will want to use the best technologies
available to them to access the electronic records of their Government, regardless of
when those records were created. In effect, the solution NARA implements to provide
sustained access to these records for the long-term must mediate between the myriad
digital formats of federal electronic records that exist now, and that will be created in
years to come, and the technologies that best serve the needs of citizens at any time in the
future.
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The most basic requirement for the architecture and the technology that NARA adopts to
accomplish its core mission is that the system be able to evolve over time, keeping pace
with progress in IT, and responding to citizens’ expectations for the best available
service. Building this solution will not be easy. Based on market research conducted
over the past two years, an extensive dialogue with the IT industry, and continuing
collaborations with leading researchers in computer science and engineering, we have
learned that key technologies enabling such a solution are available today, and that it will
be possible to develop a full solution gradually over time.

NARA’s Initiatives on Electronic Records Management

NARA’s comprehensive approach involves three major initiatives: the Records
Management Initiatives, the Electronic Records Management project in the
Administration’s e-Government portfolio, and the Electronic Records Archives Program,
as well as a number of other activities. It starts close to home with an open, everything-
on-the-table review of our records management guidance.

Under the leadership of the Deputy Archivist, Dr. Lewis Bellardo, our Records
Management Initiatives aim to create mutually supporting relationships with agencies,
whereby

- records management is viewed as a normal part of asset and risk management;

« records are managed effectively for as long as they are needed;

- NARA’s records management program adds value to the agency business
processes; and

- records of archival value are preserved and made available for future generations.

We will adapt our guidance to the digital environment; make it adaptable by agencies to
suit the specific needs entailed by their missions and the different constituencies they
serve; and we are supplementing our government-wide guidance with targeted assistance
to individual agencies.

Government-wide Records Collaborations

We are coordinating our efforts with other government-wide initiatives in furtherance of
the President’s Management Agenda, especially his e-Government goals, notably with
the Office of Management and Budget (OMB) and the Federal CIO Council. Our work
with the Federal Enterprise Architecture (FEA) Program Management Office in OMB is
reflected in the position of records management in the June 2003 release of the Business
Reference Model (BRM) of the FEA.

Lifecycle management of records is positioned in all four of the main areas of business
defined in the BRM. In the Services for Citizens area, it appears under the heading of
“Cultural and Historic Preservation.” In the Mode of Delivery area, it is part of
“Information Infrastructure Management.” The Support Delivery of Services area
includes “Central Records and Statistics Management” under the General Government

wh
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line of business. And the Management of Government Resources area includes Records
Retention as a sub-function of Information and Technology Management. Thus the
Business Reference Model simultaneously promotes records management and positions
records management to contribute to e-Government.

Our coordination is not only at the intellectual level of elaborating the framework of the
Federal Enterprise Architecture. It also has practical elements. Working with other
agencies, NARA has undertaken four Electronic Records Management projects in the
Administration’s e-Government portfolio, providing specific examples of the
contributions of good records management to e-Government.

The Electronic Records Management Initiative will provide the tools that agencies will
need to manage their records in electronic form, addressing specific areas of electronic
records management where agencies are having major difficulties. This project will
provide guidance on electronic records management applicable govémment-wide and
will enable agencies to transfer electronic records to NARA in a variety of data types and
formats so that they may be preserved for future use by the government and citizens.
Ultimately, to be successful, the management of electronic records must be an integral
part not only of the FEA, but also of the information architecture and infrastructure of
each agency.

The FEA includes a Technical Reference Model (TRM) which provides a foundation to
support the construction, delivery, and exchange of business and application components,
called ‘Service Components’, that may be used and leveraged in many different
applications. Components can be large or small, written in different development
environments, and may be platform independent. Components can be executed on stand-
alone computers, or a LAN, Intranet, or the Internet. The FEA Service Component
Framework provides for the definition, development and deployment of common service
components which will be available for use and reuse of applications running in the FEA.

I have the privilege of serving as the co-chair of the Components Subcommittee of the
Architecture and Infrastructure Committee, chartered by the CIO Council. The
subcommittee’s objective is “to foster the identification, maturation, use and reuse of
Component-Based Architectures and Architectural Components in the federal
government.” In this context, NARA will lead the acquisition of records management
components which will be included in the FEA’s Service Component infrastructure and
available to any application. This will be a significant improvement over the current
situation where records management is implemented as a stand-alone application which
is not integrated with the applications which are used to conduct business.

Electronic records are, in fact, created in such business applications. Agencies will be
better equipped to optimize the use of these information assets in e-Government if they
can be retained and managed within the systems they actually use to transact business.
Records management component services will make this possible, by identifying
electronic records wherever they exist, by enabling both government officials and agency
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customers to navigate among records, and by ensuring that the integrity of the records is
protected and that they are properly retained and destroyed.

Electronic Records Standards
We are also strengthening records management through support for the development of
relevant standards and alignment with the emerging national information infrastructure.

First, standards. We have worked with NASA and representatives of other American and
international organizations since 1995 in the development of the ISO standard for Open
Archival Information Systems. NARA has also contributed to the development of the
ISO standard on records management.

We are also working with the Association for Image and Information Management,
International, to establish integrated EDMS/ERMS functional requirements for electronic
document management system (EDMS) and electronic records management systems
(ERMS), and on a proposed standard for the use of the Adobe Portable Document Format
(PDF), for the long term storage of mutti-page documents that may contain a mixture of
text, raster images and vector graphics.

NARA has made substantial contributions to the development and the success of the DoD
standard for Records Management Applications (DoD 5015.2-STD), the de facto
standard for records management software, adopted by private companies, as well as by
other governments, such as the State of Michigan. Currently there are over 40
commercial off-the-shelf software products certified as compliant with the Department of
Defense standard. And NARA is supporting DoD in its efforts to update and enhance
this standard.

NARA is also one of the original members of the Federal Geographic Data Committee
(FGDC). We have contributed to the development of the FGDC’s policies on data
management and on historical data, as well as its data transfer and content standards. We
are proud to be part of the nationwide effort to realize the vision of the National Spatial
Data Infrastructure, an effort actively embraced by all levels of government in this
country.

National Information Infrastructure

Second, development of the next generation national information infrastructure. The
challenges NARA faces in the realm of electronic records are immense and complex, and
rendered more so by the prospect of continuing, open-ended change in information
technology. But developments in the technology also offer improving prospects for
viable solutions. Rather than seeking to surmount these challenges alone, or expecting
the market to develop specific solutions for all the problems we face, we seek solutions in
mainstream developments that promise to become major elements in the emerging
national information infrastructure needed to support not only e-Government and e-
business, but also education and research in a networked world.

~1
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Rather than looking for specific archival and records management solutions, we have
sought to identify mainstream developments that, with modest redirection, might be
adapted to specific archival and records management requirements. We have pursued
this approach since 1998. In doing so, we have benefited from the prior work of agencies
such as NASA, the Defense Advanced Research Projects Agency, the National Science
Foundations, the National Institute of Standards and Technology, and the Army Research
Laboratory. ‘

One of the major assets we have is the very nature of the challenge we face: its great
complexity and the immense size. NARA’s electronic records challenge has attracted the
attention of world-class researchers in institutions around the country, such as the San
Diego Supercomputer Center, the University of California /Berkeley, the Georgia Tech
Research Institute, the University of Illinois at Urbana-Champagne, Ohio State
University, and the University of Maryland’s Institute for Advanced Computer Systems.

The importance of the dynamic challenge NARA faces has been recognized at the highest
levels of government. Every year the White House issues what is known as the ‘Blue
Book.” This is an official supplement to the President’s Budget which explains how the
Executive Branch coordinates the Government’s investment in networking and
information technology research and development. In the Blue Books for the last two
Fiscal Years, 2002 and 2003, the White House has identified digital preservation in
general, and the appraisal and management of electronic records in particular, as
significant areas of research. The Administration’s recognition of the need for research
in this area is critical because, as long as the technology continues to develop, and as
agencies find new ways to apply it in conducting the public’s business, NARA will have
to continue to work with leaders in research and development to find new solutions to
new problems.

But we cannot delay action. NARA needs to move ahead aggressively to acquire and
implement solutions that will enable us to ensure that important records of our era are not
lost. Records such as:

o the State Department’s worldwide diplomatic correspondence, which was
converted to digital form starting in 1972;

the digital returns from the 2000 Census of Population;

the digital map of the United States; R

operational and intelligence records of the war in Iraq; and,

the automation of Congress’s legislative process and the planned coverage of its
proceedings in High Definition Television.

The Electronic Records Archives Program

The insights we have gained and the lessons we have learmed to date from our research
collaborations have emboldened us to launch a frontal assault on the technological
challenges entailed in preserving and providing sustained access to valuable electronic
records in the National Archives and in the Presidential libraries. This strategic initiative
is our Electronic Records Archives (ERA) Program. This program includes three
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elements. It is responsible for the research partnerships I have just mentioned. Itis
managing the effort to acquire a system which will enable us to manage the lifecycle of
electronic records and to preserve them for American citizens, and it supports business
process redesign and change management activities to ensure that NARA and its staff are
able to use the ERA system successfully.

NARA'’s vision for the ERA system is that it “will authentically preserve and provide
access to any kind of electronic record, free from dependency on any specific hardware
or software, enabling NARA to carry out its mission into the future.” The key features of
the Electronic Records Archives will be (1) an architecture which is scalable to expected
growth in the volume of electronic records and evolvable both to accommodate new

types of electronic records and to take advantage of improvements in technology, and (2)
a systern with the ability to accept, preserve, and provide sustained access to any kind of
electronic record for as long as needed.

The information and expert advice we have received on the state of the art supports the:
conclusion that it is possible to develop such an architecture now. With respect to
preserving and providing sustained access to electronic records, the proven methods that
are currently available are limited to relatively few formats. But we are optimistic that
we will be able, over the course of time, to expand the varieties of electronic records that
we can preserve indefinitely. There are two elements to this optimism. One is that the
requirements of e-Government and of e-business are driving the emergence of standards,
products, and services that make information assets independent of any specific hardware
or software. The other is that these same requirements will lead agencies increasingly to
adopt open-standard, infrastructure-independent formats, such as XML.

In the interim, we will implement a flexible approach to preservation and access. We
will start with guaranteed physical preservation of all electronic records in their native
formats. While it is desirable to convert the records to formats which would be both
infrastructure independent and immune to obsolescence over substantial lengths of time,
until the market for products supporting such formats matures, we will adopt methods for
replicating these records in formats that are either less sensitive to obsolescence or better
for meeting short term demands for access. A number of open formats that are available
now include the Portable Document Format for textual information, the Tagged Image
File Format for scanned paper, and the relational or other standard database formats not
only for data files, but also for semi-structured records, such as e-mail.

Our judgement that it is possible to start building the Electronic Records Archives is
supported by market research and by our dialogue with the IT industry. Over the past
three months, we have had representatives of 72 companies come to NARA, to tell us
about their products and services, which they believe could contribute to the solution.
We have had extensive discussions with a dozen major systems integrators who are
candidates to lead the development of the Electronic Records Archives system.

What we heard from these companies is, in sum, that it is possible to build a digital
archives, which not only can be sustained over the long-term, but which can grow and
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evolve in response to the dynamic challenge NARA faces. The need for the Electronic
Records Archives system, the possibility of developing it, and the feasibility of an
evolutionary development solution has also been affirmed recently in a study we have
commissioned from the Computer Science and Technology Board of the National
Academy of Science.

The Electronic Records Archives Program focuses on the archival end of the records
lifecycle, on delivering historically valuable electronic records to Americans in the
future. But it is not ignoring the front of the lifecycle in doing so. Just as, in generic
terms, we are seeking archival solutions in mainstream developments in the National
Information Infrastructure, we are specifically seeking to build an Electronic Records
Archives that is optimally integrated with approaches and technologies used to manage
records in active support of the Government’s current business.

Partnering to Find Solutions

I would like to close with a final point. Throughout my remarks, I have mentioned many
of NARA’s partners across the Government and the Nation. NARA’s Strategic Plan
repeatedly recognizes the need for us to partner with others in addressing the challenge of
electronic records. It not only recognizes the need, but also commits us to working in
collaboration. We have wholeheartedly embraced this collaborative strategy in the )
Electronic Records Archives Program. The partners I have named do not by any means
exhaust the list, and merely naming them does not do justice to the benefits NARA has
derived from working with them.

Our research partners have opened our eyes to possibilities we had not conceived; they
have expanded our horizons and strengthened our eagemess to move ahead. The
managing partners in our research activities — DARPA, the National Science Foundation,
and the Army Research Lab — have opened the doors to a wealth of knowledge, expertise
and creativity while enabling us to avoid the need to develop within NARA the full
administrative overhead needed to manage high technology research.

We have also been enriched by peer collaborations with other agencies and institutions
that also need to preserve digital information for long periods of time. Our earliest
partners in this area were NASA, the Patent and Trademark Office, and the InterPARES
project. The InterPARES project focuses squarely on the preservation of authentic
electronic records. Headquartered at the University of British Columbia, the project
brings together archivists, records managers, information scientists, computer scientists
and engineers, chemists, conservators, museum directors, and even artists from around
the world.

We have also developed profitable partnerships with the library community. We are
pleased to be collaborating with the Library of Congress in its initiative to preserve
America’s cultural and intellectual heritage in digital formats. We also profit from
interactions with librarians and technologists from leading universities as a member of
the Digital Library Federation.
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We are also grateful to the many companies that have not only informed us about their
products and capabilities, but have also shared with us the benefits of their experience
and insights into the risks, the complexities, and the best practices for developing large,
complex IT systems. We look forward to working even more closely with industry in the
development of the ERA system in the near future.

Finally, I need to mention our relationship with the General Accounting Office. Two
year ago, the Congress asked GAO to review the ERA Program, and they have been with
us ever since. We are benefiting from GAQO’s understanding of systems development,
gained in decades of experience across the Government. It is an enviable situation to
have GAO going along with us in each step of the program, sharing its insight and
recommendations so that we can avoid problems before they happen.

The Archives of the Future

One sign of the vitality and success of our commitment to approacHing the challenge of
electronic records through extensive partnerships is in the fact that, in 2001, for the first
time in history, the Archivist of the United States was invited to give the keynote address
at a Symposium of the Institute of Electrical and Electronics Engineers. I would like to
close my testimony with a quote from Mr. Carlin’s speech to the IEEE:

“The “Archives of the Future’ will not consist of many buildings scattered across
the country. Instead, the ‘Archives of the Future’ will be available on the desktop
of any American who chooses to explore the records of his or her country....
Building this new, digital archives is not and will not be easy. But we have no
alternative....

*“A society whose records are closed cannot be open. A people who cannot
document their rights, cannot exercise them. A nation without access to its
history cannot analyze itself. And, a government whose records are lost cannot
accountably govern.”

Building the Electronic Records Archives is a difficult, serious endeavor, one which
NARA could not achieve without the support contributions of our many partners, not the
least of which is the Committee on Technology, Information Policy, Intergovernmental
Relations, and the Census. I thank you for the opportunity you have given us to explain
our strategy for ensuring that electronic records management becomes a critical and
successful element in the infrastructure of e-Government, and that Americans will
continue to have access to valuable records.

Mr. Chairman, 1 would be happy to answer any questions that you or your subcommittee
might have.
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Mr. PUTNAM. Our next witness is Ms. Harriet Riofrio. Ms. Riofrio
serves as electronic records management policy lead and senior
staff officer for knowledge management for the Office of Assistant
Secretary of Defense for Networks and Information Integration.
You must have the longest business card of anybody in govern-
ment. You have to flip it over to read what your address is.

In this capacity her primary role is to assist the deputy CIO and
director IM to enable netcentric process change throughout the De-
partment of Defense. Duties include strategic planning for and ap-
plication of the principles and techniques of ERM and KM. She is
responsible for the management and evolution of the Department
of Defense 5015.2 STD—only the Department of Defense can come
up with this stuff—and the Records Management Application Cer-
tification Program at the Joint Interoperability Test Center. She
represents DOD and the DOD-NARA partnership that maintains
as its objective the development of DOD standard to improve
records management processes and electronic transfer of records
between the two agencies.

She also originated and leads the DOD-KM community of prac-
tice. We did our best to include every conceivable acronym in your
biography. Previously, Ms. Riofrio headed the Executive and Infor-
mation System and Microtechnology Group at HQ Defense Logis-
tics Agency, where she was responsible for designing and imple-
menting innovative technology solutions to include major agency
executive information and decision support systems.

She has numerous speaking engagements, awards and publica-
tions to her credit. She was born here in Washington, DC, and re-
ceived a Masters Degree in 1980. Ms. Riofrio is known as an inno-
vator and thought leader in business process design, new tech-
nology insertion and management disciplines. She joined the OSD
staff in 1997. Welcome to the subcommittee. Hopefully your testi-
mony will be more clear than your biography.

Ms. RIOFRIO. It took coming here to realize how many acronyms
we use. I apologize for that.

Mr. Chairman and members of the subcommittee, I am pleased
to appear before the subcommittee this afternoon to describe the
evolution of the Department of Defense Electronic Records Manage-
ment Program and standard, culminating in its current relevance
to and integration with our plans for advancing the Department to
a netcentric government environment. Netcentricity will provide an
unprecedented accessibility and usability of data to include depart-
mental records in every electronic media. Through the development
of our Global Information Grid Enterprise Services Initiative, we
will be converting our information infrastructure from a platform
based to a netcentric environment.

We will be applying a metatagging standard to DOD data in gen-
eral and facilitating its just-in-time discovery. Official records are
a critical part of our enterprise knowledge base. The intent is to
make them more visible and usable while utilizing sound content
management principles to ensure their proper storage, preservation
and protection.

I will describe how our approach to electronic records manage-
ment has been developed and applied to date and how it represents
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one of several foundational disciplines converging to achieve our vi-
sion of enterprise wide netcentricity.

Looking back, it seems we have been working for the last 10
years to ready our records management processes for netcentricity.
In 1993, records management was analyzed as part of a functional
process improvement initiative. A baseline analysis of records man-
agement in the Department was developed. This work culminated
in the first version of the DOD 5015.2 standard that was signed
in 1997. The focus of the standard has been to prescribe essential
records automation functions consistent with the law and regula-
tions. The intent has been to help DOD components bid, test or buy
compliant records management application software. Its objective
has been to be unambiguous and not to dictate design.

In 1998, we began the process of developing the second revision
to the standard. We added a section on national security classifica-
tion markings, and the declassification schedule as requested by
the Intel community. We also included recommendations from
NARA. We added a requirement for information related to section
508 of the Federal Rehabilitation Act. Version 2 of DOD 5015.2
standard was signed in June 2002.

Currently, the Joint Interoperability Test Command [JITC], of
the Defense Information Systems Agency, manages the compliance
testing process for the DOD standard. This testing is mandatory
for DOD and endorsed by NARA. At this time, JITC has certified
approximately 43 records management applications as compliant to
our standard.

An example of how this standards process has begun to influence
our enterprise-wide environment can be seen in its application to
the Navy Marine Corps Intranet. The Navy and Marine Corps are
looking to merge records and document management for over
350,000 users which they claim will make the Department of the
Navy the world’s largest electronic records management customer.

In 2003, DOD formally partnered with NARA on electronic
records management as part of the President’s E-government ini-
tiatives. We are working to certify direct export from RMA’s from
record management applications to NARA to include coordination
of transfer and specification for transfer file format. This effort, es-
pecially upon its adoption by the Federal community, has the po-
tential for substantial improvements in the timeliness, cost and
quality of permanent records transfers throughout the government.

As we begin to operationalize netcentricity through our Global
Information Grid Enterprise Service Initiative, we are cognizant of
the need to assure electronic records management becomes a part
of the Department’s enterprise services.

In summary, we are finding that the DOD standard could not be
more opportune. It is being sought after and used by some of our
States, by the Federal Government and even the international com-
munity. It is open enough to encompass different functions and in-
frastructures but serves to assure consistently useful electronic
records products. We look forward to planning for integration of
ERM into our new netcentric environment and working closely
with the Federal community to develop solutions for our common
data and records problems.
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We welcome your support as we continue to shape the future of
this critical area together. Thank you.

Mr. PurNAM. Thank you very much.

[The prepared statement of Ms. Riofrio follows:]
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STATEMENT FOR THE RECORD
HARRIET J. RIOFRIO
DEPARTMENT OF DEFENSE ELECTRONIC RECORDS
MANAGEMENT POLICY
BEFORE
THE HOUSE GOVERNMENT REFORM COMMITTEE

INFORMATION AND TECHNOLOGY SUBCOMMITTEE

Mr. Chairman and Members of the Subcommittee:

| am pleased to appear before the subcommittee this afternoon to describe the
evolution of the Department's electronic records management (eRM) program
and standard, culminating in its current relevance to and integration with our
plans for advancing the Department to a netcentric environment. Netcentricity
will provide an unprecedented accessibility and usability of data to include
Departmental records in every slectronic media. Through the development of our
Global Information Grid Enterprise Services (GES), we will be converting our
information infrastructure from a platform-based to a netcentric environment.
We will be applying a metatagging standard to DoD data and facilitating its just-
in-time discovery. Official records are a critical part of our enterprise
knowledgebase. The intent is to make them more visible and usable while
utilizing sound content management principles to ensure their proper storage,

preservation and protection. | will describe how our approach to electronic
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records management has been developed and applied to date and how it
represents one of several foundational disciplines converging to achieve our

vision of enterprise-wide netcentricity.

Looking back, it seems we have been working for the last ten years to ready our
records management processes for netcentricity. In 1993, Records Management
was analyzed as part of a functional process improvement initiative.

A baseline analysis of records management in the Defense Department was
developed. In 1995, an automated document conversion master plan was
developed. We accomplished the groundwork for establishing a certification
process and published "Baseline Requirements And Data Elements For DOD
Records Management Application Software". A Records Management Software
Test and Evaluation Program Plan was developed. This work culminated in the

first version of the DoD 5015.2-STD that was signed in 1997.

The focus of the standard has been to prescribe essential records automation
functions consistent with the law and regulations. The intent has been to help
DoD components build, test or buy compliant records management application

software. lts objective has been to be unambiguous and not to dictate design.

The eRM standard's requirements for the Records Management Applications

(RMAs) have been to assure basic capabilities to:
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. Define a file plan - record categories/series and their associated

disposition schedules

. Identify/declare records, provide context

* Store, preserve, protect electronic records

. Search for and retrieve electronic records

. Track records' disposition schedule status

. Execute disposition instructions--cutoff, transfer, destroy

In 1998 we began the process of developing the second revision to the standard.
We added a section on national security classification markings and the
declassification schedule as requested by the Intelligence Community. We also
included recommendations from the National Archives and Records
Administration (NARA). We added a requirement for information related to
Section 508 of the Federal Rehabilitation Act. We added a section on email that
allows editing of sender and addressee metadata fields to comply with

NARA's regulation requiring that email records include the real names of senders
and addressees. Version 2 of the standard explicitly requires the RMAs to have
the ability to export email from the records repository to an email application

to allow forwarding, and replying.. We enhanced the auditing section and added
requirements on vital records. Additionally, we added requirements to enter the
security classification level and allow the implementation of classification guides.

Version 2 of the DoD 5015.2-STD was signed June 2002.
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Currently, the Joint Interoperabilty Test Command (JITC) of the Defense
information Systems Agency (DISA) manages the compliance testing process for
the DOD eRM standard. The Compliance Program verifies that the RMA
software satisfies mandatory requirements. This testing is mandatory for DoD
and endorsed by NARA. At this time, JITC has certified approximately 43

records management applications as compliant to DoD 5015.2-STD.

There are numerous compliant electronic records implementations in DoD. Here
are some examples:

e The Army has implemented the Army Records Information Management
System (ARIMS). This “Recordkeeping Redesign” applies to every
function and program in the Army. It places emphasis on important
records, provides secure management of electronic records and simplifies
the process for soldiers and action officers to identify and preserve
important records in any medium. ARIMS is a web-based set of
applications and tools to help in the management of the Army’s hardcopy
and electronic records. Key ARIMS components include:

o An Army Electronic Archives to preserve electronic records in any
format

o A central index to all records, paper and electronic

o Web based tools and features to help users find, collect and
preserve record information

ARIMS is available for use via the World Wide Web without cost to the
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user and provides a searchable web-based database of all retention and

disposition information on Army records.

The Defense Logistics Agency has implemented a compliant RMA for their
Financial Services Office. They have digitized five years of records and
thus provided a speed and flexibility of function unavailable previously
when the staff was required to manually and laboriqusly search through

large volumes of paper records.

Through their Enterprise-wide Navy Marine Corps Internet (NMCI), the
Navy and the Marine Corps are looking to merge records and document

management for over 350,000 users.

“Navy is equipped to provide a robust foundation to support the enterprise-
wide requirement for ERM and EDM solutions. The Department of the
Navy is excited to become the world’s largest electronic records
management customer... Although electronic records management (ERM)
tools are not widely used within the Navy and Marine Corps at this time,
the implementation of the Navy Marine Corps Intranet (NMCI) is poised to
bring about a fundamental transformation... The Department of the Navy
(DON) required the winner of the NMCI contract to provide for the
‘retention of electronic information files consistent with applicable DoD

(DoD Standard 5015.2-STD) and DON policy (SECNAVINST 5212.5D),"
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as part of the basic service for all NMCI seats’....”

htip://www.chips.navy.mil/archives/(2_Summer/authors/indexZ? files/DONERM.htm

In 2003, DoD partnered with NARA on Electronic Records Management as part
of the President's E-Government Initiatives. Joint research has begun regarding
transfer of permanent electronic records to NARA with ultimate inclusion in the
next version of the DoD standard. This next version is anticipated to include
additional metadata for special permanent record classes to include digital
photographic images, scanned images of hard copy comments; web pages;
email attachments and "portable document format" or "PDF". NARA is partnering
with DoD to certify direct export from RMA to NARA to include coordination of
transfer and specification for transfer file format. This effort, especially upon its
adoption by the Federal community, has the potential for substantial
improvements in the timeliness, cost and quality of permanent records transfers

throughout the Government.

Additionally, and in preparation for netcentricity collaboration services, we are
looking at the implications for eRM. It has been suggested that different records
classes could have different metadata sets. Structure of metadata fields and

export file formats will have to be specified in the next version of the standard.

Adoption of DOD 5015.2 STD version 2.0 for civilian agency use was specified in
NARA Bulletin issued 1/15/03. It endorses the DoD standard for all agencies and

recommends using the DoD standard and the DoD —certified products as a
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baseline when selecting an RMA to manage the agency's electronic records:

“We recommend that agencies use the DoD standard and the DoD-
certified products as a baseline when selecting an RMA to manage the
Agency’s electronic records. NARA has evaluated the DoD standard for
record keeping functionality and has determined that DoD-cettified
products comply with the relevant provisions of the Federal Records Act
and NARA regulations with respect to the creation, maintenance and use,
and disposition of Federal records. Continued partnership between NARA
and DoD to develop future enhancements to the DoD standard will enable
DoD 5015.2-STD certified RMASs to export electronic records and directly

transfer them to NARA. “(NARA Builetin 2003-03, January 15, 2003)

As we begin to operationalize netcentricity through our GES initiative, we are
cognizant of the need to assure electronics record management becomes a part
of the Department’s enterprise services. Netcentric principles such as the

following will be particularly transformational for records management:

e “Only handle information once.” (OHIO) Collecting information or
replicating data entry is costly and adversely affects efficiency in both
combat and business operations. “Only handling information once”
requires that processes be re-engineered, and that technology and
processes are integrated to minimize time and effort dedicated to data

collection and entry.
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» “Post before processing” means that access to data for disparate needs is
not delayed by unnecessary processing. Everyone is a provider and
consumer of information. As a provider, they have the responsibility to
post data before they use it; as a consumer they will have the technical
capability to securely access all data when they want it and in the format

they need.

e Users will "pull” data as needed instead of having massive amounts of

information “pushed” to them regularly, regardless of whether it is needed.

¢ Collaboration technologies will be employed to assist users in making
sense of the data that is pulled. For example, subject matter experts from
diverse units or organizations are frequently called upon to come together
to make sense out of special situations. The ability to pull expertise from
within a unit as well as from across the Department is a value-added

feature of a net-centric environment.
These netcentric principles and their accompanying infrastructure and
capabilities have the potential to solve some of the Department’s most stubborn

records management problems.

The DoD 5015.2-STD could not be more opportune. It is being sought after and
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used by the Federal and even the international community. 1t is open enough to
encompass different functions and infrastructures but serves to assure
consistently useful electronic records products. We look forward to working
closely with the Federal community to develop solutions for our common data
and records problems. We welcome the support of this committee and look

forward to a continuing dialogue about this critical area. Thank you.
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Mr. PurNAM. Our final panelist for panel one is Ms. Linda
Koontz. Ms. Koontz is Director of Information Management Issues
at the U.S. General Accounting Office. She is responsible for issues
concerning the collection, use and dissemination of government in-
formation in an era of rapidly changing technology. Recently she
has been heavily involved in directing studies concerning e-govern-
ment, privacy, electronic records management and governmentwide
information dissemination issues. She is a frequent panelist before
the subcommittee, and we always appreciate your insight and sup-
port. You’re recognized for your testimony.

Ms. KoonTz. Thank you, Mr. Chairman. I appreciate the oppor-
tunity to participate in the subcommittee’s hearing on the chal-
lenges of records management in an electronic era. As you know,
agencies are increasingly moving to an operational environment in
which electronic rather than paper records are used to document
their activities and business processes. This migration is likely to
accelerate in light of the E-government Act of 2002 which encour-
ages the expansion of electronic government. This transformation
is leading to improvements in the way Federal agencies work and
interact with each other and with the public. However, the rapid
evolution of information technology is creating challenges in man-
aging and preserving electronic records. Complex electronic records
are increasingly being created in a decentralized environment and
in volumes that make it difficult to organize them and make them
accessible.

Further storage media themselves are affected by the dual prob-
lems of obsolescence and deterioration. For example, few computers
today have disk drives that can read information on 8 or 5%4 disk-
ettes, even if the diskettes themselves remain readable. These
problems are compounded as computer hardware and application
software become obsolete. They may leave behind electronic records
that can no longer be read. Unless these challenges are addressed,
the government will be unable to effectively leverage the informa-
tion it has and valuable government information may be lost for-
ever.

We report last year that while NARA has responded to these
challenges, most electronic records, including data bases of major
Federal information systems, remain unscheduled, and records of
historical value were not being identified and provided to NARA,
and as a result, they were at risk of loss.

Three factors contributed to this condition. First, NARA has ac-
knowledged that its policies and processes on electronic records
have not yet evolved to reflect the modern recordkeeping environ-
ment; second, records management programs were generally af-
forded low priority by Federal agencies. A related issue was that
agency management had not given priority to acquiring the tech-
nology tools required to manage electronic records.

Third, NARA was not performing systematic inspections of agen-
cy record programs. Such inspections are important as a means to
evaluate individual agency records management programs, assess
governmentwide progress in improving records, and manage and
identify areas where guidance needs to be strengthened. We rec-
ommended that NARA develop strategies for raising agency man-
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agement awareness of the importance of records management and
for performing systematic inspections.

In the last year, NARA has taken steps to improve its guidance
and address the lack of technology tools. In response to our rec-
ommendations, it has devised a reasonable strategy for raising
awareness among senior agency management. In addition, it has
developed a comprehensive approach to assessing and improving
agency records management programs that includes identification
of risks and priorities and inspections, but it has not yet described
how this will be made an ongoing program and an implementation
plan for the strategy has not yet been established. Until NARA
fully addressed these issues, the risk is increased that records
management programs will continue to show the weaknesses that
led to the scheduling and disposition problems that we and NARA
described in our earlier work.

NARA also faces significant challenges in acquiring an electronic
record archive, an advanced system that is intended to address the
problems associated with preserving electronic records and making
them accessible. Specifically the plans, policies and practices that
NARA is using to acquire the system do not, in many cases, con-
form to standards or to applicable Federal acquisition guidance.

In addition, NARA is unable to track the cost and schedule of the
product adequately. Unless NARA addresses these issues, the risk
is increased that the system will fail to meet user’s needs, will cost
more than currently estimated and will be delivered later than
planned. In view of these risks, we have recommended that NARA
address weaknesses in its acquisition plans and project schedule.

In conclusion, NARA and the Federal Government face signifi-
cant challenges in managing electronic records. While NARA 1is re-
sponding to these challenges and is making progress, much work
remains to be done to gain control over the massive numbers of
electronic records that continue to grow and prevent the loss of val-
uable permanent records.

That concludes my statement. I would be happy to answer any
questions.

Mr. PurNAM. Thank you very much.

[The prepared statement of Ms. Koontz follows:]



51

United States General Accounting Office

GAO

Testimony

Before the Subcommittee on Technology,
Information Policy, Intergovernmental Relations,
and the Census, Committee on Government
Reform, House of Representatives

For Release on Delivery
Expected at 10 a.m. EDT
Tuesday, July 8, 2003

ELECTRONIC RECORDS

Management and
Preservation Pose
Challenges

Statement of Linda D. Koontz
Director, Information Management Issues

i
£ GAO

* Integrity *

GAO0-03-936T



52

ELECTRONIC RECORDS

Management and Preservation Pose
Challenges

What GAO Found

As reported in GAO’s past work, most electronic records—including
databases of major federal information ined unscheduled:
that is, their value had not been assessed, and their disposition-—to
destruction or archives—had not been determined. In addition, records of
historical value were not being identified and provided to NARA, as a result,
they were at risk of loss. NARA has begun to address these probiems by
taking steps to improve federal records management programs; among other
things, it has (1) updated gaidance to reflect new types of electronic records,
(2) devised a strategy for raising awareness among senior agency
management of the importance of good federal records management, and
(3) devised a comprehensive approach to improving agency records
management that includes inspections and identification of risks and
priorities. Through these and other actions, NARA is making progress, but it:
approach to improving records management does not include provisions for
using inspections to evaluate the efficacy of its governmentwide gnidance,
and an implementation plan for the approach has yet o be established.
Without these el theriskis i d that federal records
management probleras will persist.

In addition to its efforts to improve records management, NARA is also
acquiring ERA as 2 means to archive all types of electronic records and
make them accessible. GAO found, however, that NARA faces significant
challenges in acquiring ERA, a major information system. While NARA has
made progress in building its organizational capabilities for acquiring major
information systems, it has not developed adequate policies, plans and
practices to guide the ERA acquisition or established the means to track th
cost and schedule of the project. Unless NARA addresses these and other
issues, the ERA system may not meet user expectations, and NARA may nc
have the information required to control the cost of the system or the time
will take to complete it.

United States General Accounting
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Mr. Chairman and Members of the Subcommittee:

I appreciate the opportunity to participate in the Subcommittee’s
hearing on the challenges of records management in an electronic
era. As you know, agencies are increasingly moving to an
operational environment in which electronic—rather than paper—
records are used to document their activities and business
processes. This migration to an increasingly electronic environment
is likely to accelerate in light of the E-Government Act of 2002,
which encourages the expansion of electronic government.!

This transformation is leading to improvements in the way federal
agencies work and interact with each other and with the public, but
it has also led to the generation of vast and rapidly growing volumes
of electronic records. These records need to be properly managed,
as they provide docuraentation and information that are necessary
for essential government functions and for protecting government
and citizen interests. Also, a small percentage of documents and
other records are sufficiently significant that they must be preservec¢
in archives for the historical record.’

Overall responsibility for the government’s electronic records lies
with the National Archives and Records Administration (NARA),
whose mission is twofold: (1) oversight of records management,
which governs the life cycle of records (creation, maintenance and
use, and disposition), and (2) archiving, which is the permanent
preservation of documents and other records of historical interest.
In carrying out these missions, NARA and agencies use a process
known as scheduling to assess the value of records and determine
their disposition.

As requested, in my remarks today, I will begin by providing some
perspective on records management and its importance to the
government in today’s environment. In addition, I will

describe the challenges that the government faces in managing and
preserving electronic records,

summarize the results of our June 2002 report on electronic record
management issues,

* i refers to the use of ! i ‘Web-based Internet application
o enhance the access to and delivery of government information and services to citizens, business
partners, employees, other agencies, and other entities.

* Of the total number of federal records, less than 3 percent are designated permanent.

° NARA's regulations implementing the Federal Records Act are found at 36 CFR 1200-1280.

Page 1 GAO-03-9!
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provide information on NARA’s actions since we issued our report
and assess its progress in responding to the recornmendations we
made to improve governmentwide records management, and

assess NARA's efforts to acquire an advanced electronic record
archive (ERA), intended to preserve and provide access to
electronic records.

Our evaluation of records management challenges and issues is
based on our June 2002 report, entitled Information Management:
Challenges in Managing and Preserving Electronic Records. To
update NARA actions since our report, we analyzed key documents
and plans, and we interviewed appropriate agency officials. Our
assessment of NARA's efforts to acquire ERA reflects the results of
ongoing work, the results of which will be reported in August 2003,

We performed our update work from June to July 2003 in
accordance with generally accepted auditing standards,

Results in Brief

The rapid evolution of information technology is creating challenges
in managing and preserving electronic records. Complex electronic
records are increasingly being created in a decentralized
environment and in volumes that make it difficult to organize them
and make them accessible. Further, storage media themselves are
affected by the dual problems of obsolescence and deterioration: for
example, few computers today have disk drives that can read
information stored on 8 or 5%-inch diskettes, even if the diskettes
themselves remain readable. These problems are compounded as
computer hardware and application software become obsolete, as
they may leave behind electronic records that can no longer be read.
Unless these challenges are addressed, valuable government
information may be lost forever.

Our past work has shown that while NARA has responded to the
challenges associated with managing and preserving electronic
records, most electronic records—including databases of major
federal information systems—remained unscheduled, and records of
historical value were not being identified and provided to NARA; as
aresult, they were at risk of loss. A number of factors contributed to
this condition:

NARA acknowledged that its policies and processes on electronic
records had not yet evolved to reflect the modern recordkeeping

Page 2 GAO-03-936T
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environment: records created electronically in decentralized
processes.

Records management programs were generally afforded low priority
by federal agencies. A related issue was that agency management
had not given priority to acquiring the more sophisticated and
expensive information technology required to manage records in an
electronic environment.

NARA was also not performing systematic inspections of agency
records programs. Such inspections are important as a means to
evaluate individual agency records management programs, assess
governmentwide progress in improving records management, and
identify agency implementation issues and areas where guidance
needs to be strengthened.

We recommended that NARA develop strategies for raising agency
management awareness of the importance of records management
and for performing systematic inspections.

In the year since our report was issued, NARA has taken steps to
improve its guidance and address the lack of technology tools. In
response to our recommendations, it has devised a reasonable
strategy for raising awareness among senior agency management. In
addition, it has devised a comprehensive approach to improving
agency records management that includes inspections and
identification of risks and priorities, but its approach does rot
include provisions for using inspections to evaluate the efficacy of
its governmentwide guidance, and an implementation plan for the
approach has yet to be established. Until NARA fully addresses the
need to assess and improve agency records management programs
and develop an implementation plan, the risk is increased that
records management programs will continue to show the
weaknesses that led to the scheduling and disposition problems tha
we and NARA described in earlier work.

To address the problems associated with preserving electronic
records in a rapidly changing technological environment, NARA is
acquiring ERA, an advanced archiving system whose acquisition
presents significant challenges. First, while NARA has made
progress in strengthening its organizational capabilities for acquirir
major information systems, these capabilities are not fully
established. For example, NARA has completed some elements of
an information security program; however, several key areas—suc!
as developing individual system security plans—have not yet been
addressed. Second, the policies, plans, and practices that NARA is
using to acquire ERA do not in many cases conform to standards ¢

Page 3 GAOQ-03-9¢
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to applicable federal acquisition guidance. Finally, NARA is unable
to objectively track the cost and schedule of the ERA project.
Unless NARA improves its acquisition planning, the risk is increased
that the ERA system will fail to meet user expectations, and that
NARA will not have the information required to control the cost of
the system or the time it will take to complete it. In view of these
risks, we have recommended that NARA address weaknesses in its
acquisition policies, plans, and practices and its ERA schedule.

Background

NARA's mission is to ensure “ready access to essential evidence” for
the public, the president, the Congress, and the Courts. NARA’s
responsibilities stem from the Federal Records Act, which requires
each federal agency to make and preserve records that

document the organization, functions, policies, decisions,
procedures, and essential transactions of the agency and

provide the information necessary to protect the legal and financial
rights of the government and of persons directly affected by the
agency's activities.

Federal records must be managed to ensure that the information
that they contain is available when needed. According to NARA,
without effective records management, the records needed to
document citizens’ rights, actions for which federal officials are
responsible, and the historical experience of the nation will be at
risk of loss, deterioration, or destruction.

Records management is defined as the policies, procedures,
guidance, tools and techniques, resources, and training needed to
design and maintain reliable and trustworthy records systems.
Records must be managed throughout their life cycle: from creation,
through maintenance and use, to final disposition. Temporary
records—those used in everyday operations but Jacking historic
value—are ultimately destroyed. Permanent records—those judged
to be of historic value-—are preserved through archiving.

With NARA’s oversight and assistance, each agency is responsible
for managing its own records at all phases of the life cycle, with the
exception of the archiving of permanent records (which is NARA’s
responsibility).

“ 44 US.C. chapters 21, 20, 31, and 33,
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NARA Is Responsible for Oversight of Records Management and for Archiving
NARA is responsible for
» issuing records management guidance;

+ working with agencies to implement effective controls over the
creation, maintenance, and use of records in the conduct of agency
business;

o providing oversight of agencies’ records management programs; and
s providing storage facilities for certain temporary agency records.

The Federal Records Act also authorizes NARA to conduct
inspections of agency records and records management programs.

Records Are Managed through Scheduling

NARA works with agencies to identify and inventory records; to
appraise their value; and to determine whether they are temporary
or permanent, how long the temporary records should be kept, and
under what conditions both the temporary and permanent records
should be kept. This process is called scheduling. No record may be
destroyed unless it has been scheduled. Thus, for temporary records
the schedule is of critical importance, because it provides the
authority to dispose of the record after a specified time.

Records are governed by schedules that are either (1) specific to an
agency or (2) general—that is, common to several agencies or
across the government. According to NARA, records covered by
general records schedules make up about a third of all federal
records. For the other two thirds, NARA and the agencies must
agree upon specific records schedules. Once a schedule has been
approved, the agency must issue it as a management directive, train
employees in its use, apply its provisions to temporary and
permanent records, and evaluate the results.

Guidance Addresses Electronic Records

While the Federal Records Act covers documentary material
regardless of physical form or media, records management and
archiving were until recently largely focused on handling paper
documents. With the advent of computers, both records
raanagement and archiving have had to take into account the
creation of records in varieties of electronic formats.

NARA’s basic guidance for the management of electronic records is
in the form of a regulation at 36 CFR Part 1234. This guidance is

Page 5 GAO-08-93t
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supplemented by the issuance of periodic NARA bulletins and a
records management handbook, Disposition of Federal Records.

For electronic records, NARA's guidance sets forth two basic
requirements.

First, agencies are required to maintain an inventory of all agency
information systems. The inventory should identify (1) the system’s
name, (2) its purpose, (3) the agency programs supported by the
system, (4) data inputs, sources, and outputs, (5) the information
content of databases, and (6) the system’s hardware and software
environment.

Second, NARA requires agencies to schedule the electronic records
maintained in their systems. Agencies must schedule those records
either under specific schedules (completed through submission and
approval of Standard Form 115, Request for Records Disposition
Authority) or pursuant to a general records schedule. NARA relies
on this combination of inventory and scheduling requirements to
ensure that management of agency electronic records is consistent
with the Federal Records Act.

NARA has also established a general records schedule for electron.
records. General Records Schedule 20 (GRS 20} authorizes the
disposal of certain categories of temporary electronic records. It has
been revised several times over the years in response to
developments in information technology, as well as legal challenges.

GRS 20 applies to electronic records created both in computer
centers engaged in large-scale data processing and in the office
automation environment. GRS 20 authorizes the disposal of certain
types of electronic records associated with large data base systems,
(such as inputs, outputs, and processing files), as well as the
deletion of the electronic version of records on word processing and
electronic mail systems once a recordkeeping copy has been made.
Since most agency recordkeeping systems are paper files, GRS 20
essentially authorizes agencies to destroy E-mail and word-
processing files once they are printed. (Recall that records not
covered by a general records schedule may not be destroyed unless
authorized by a records schedule that has been approved by NARA.)

GRS 20 does not address many common products of electronic
information processing, particularly those that result from the now
prevalent distributed, end-user computing environment. For
example, although the guidance addresses the disposition of certain
types of electronic records associated with large databases, it does
not specifically address the disposition of electronic databases
created by microcomputer users. In addition, GRS 20 does not

Page 6 GAO-03-936T
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address more recent forms of electronic records such as Web pages
and portable document format (PDF) files.®

NARA Archives Permanent Records of Historical Interest

As the nation’s archivist, NARA accepts for deposit to its archives
those records of federal agencies, the Congress, the Architect of the
Capitol, and the Supreme Court that are determined to have
sufficient historical or other value to warrant their continued
preservation by the U.S. government. NARA also accepts papers and
other historical materials of the Presidents of the United States,
documents from private sources that are appropriate for
preservation (including electronic records, motion picture films, still
pictures, and sound recordings), and records from agencies whose
existence has been terminated.

To ensure that permanent electronic records are preserved, each
agency must transfer electronic records to NARA in accordance
with the agency’s records disposition schedule. NARA accepts for
archiving electronic records that are in text-based formats, such as
databases and certain text-based geographic information system
(GIS)® files. In addition, NARA accepts E-mail records and
attachments, several forms of scanned images of text files, and PDF
files. It does not accept Web pages, word processor files, or
relational databases. (Although NARA does not as yet accept such
files for archiving, they must still be scheduled.)’

Agencies Are Beginning to Automate Management of Electronic Records

In response to the difficulty of manually managing electronic
records, agencies are turning to automated records management
applications to help automate electronic records management
lifecycle processes. The primary functions of these applications
include categorizing and locating records and identifying records
that are due for disposition, as well as storing, retrieving, and
disposing of electronic records that are maintained in repositories.

* PDF is a proprietary format of Adobe Systems, Inc., that preserves the fonts, formatting, graphics,
and color of any source of the ion and platform used o create it

*a i ion system is a system for capturing, storing, checking, integrating,
mardpulating, analyzmg and displaying data related to positions on the Earth’s surface. Typically, a
GIS is used for handling maps of one kind or another. These might be represented as several different
layers where each layer holds data about a particular kind of feature (e.g., roads), Bach feature is
linked 1o 8 position on the graphical image of a map.

7 NARA's requirements for the transfer of agency electronic records are provided through 36 CFR Part
1228. NARA’s Web site provides further guidance on this topic under the heading Permanent E-
Records Transfers to NARA Deliverables,

(httpfwww.archives. 1 itiat . to_nara.html)

Page 7 GAO-03-936T



60

Also, some applications are beginning to be designed to
automatically classify electronic records and assign them to an
appropriate records retention and disposition category.

The Department of Defense (DOD), which is pioneering the
assessment and use of records management applications, has
published application standards and established a certification
program.” DOD standard 5015.2, endorsed by NARA, includes the
requirement that records management applications acquired by
DOD components after 1999 be certified to meet this standard.’

NARA Is Currently Pursuing Initiatives Related to Electronic Records Management

NARA is pursuing other interrelated efforts that address records
management (including electronic records). Three major initiatives
are

* NARA's effort on Redesign of Federal Records Management;

s the Electronic Records Management initiative, one of 25 e-
government initiatives sponsored by the Office of Management and
Budget (OMB), and

« the acquisition of an advanced Electronic Records Archives (ERA).

In 2000, NARA began a three-stage effort to redesign federal records
management. First, in 2001, NARA produced a report based on
information on federal records management that it collected and
analyzed.” Second, it used this report as a starting point to revise
the regulations, policies, and processes for managing federal
records and to develop a set of strategies to support federal records
management. As a result of this analysis, in July 2002 NARA issued a
draft proposal for the redesign of federal records management.
Third, based on comments received on the proposal, it is developing
a redesigned records scheduling, appraisal, and accessioning
process, as well as prototype and functional requirements for
automated tools for the redesigned process. The redesign is planned
as a multiyear process (2003 to 2006), during which NARA intends

* Department of Defense, Design Criteria Standard for Electronic Records Management Software
Applications, DOD B016.2-5TD (November 1897)

(hitp/fwww.dticmi htm).

? DOD 5015.2-STD requires that records management applications be able to manage records
regardless of their media.

*SRA i Ine., Report an Current ing Practices within the Federal Governmen.
(Dec. 10, 2001) (http//www.nara hind). This reports results from two
SOUrces: a ing study d by NARA's SRA i and a series of

records system analyses performed by NARA staff.
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1o address the scheduling and appraisal of federal records in all
formats,

The overall purpose of the Electronic Records Management (ERM)
initiative is to help agencies better manage their electronic records,
so that records information can be effectively used to support timely
and effective decision making, enhance service delivery, and ensure
accountability. The initiative is intended to provide a variety of tools
to address immediate and longer term agency needs. NARA is the
managing partner agency for the overall ERM initiative.

The goals for the advanced ERA system are that it will be able to
preserve and provide access to any kind of electronic record, free
from dependency on any specific hardware or software, so that the
agency can carry out its mission into the future. NARA plans for
ERA to be a distributed system, allowing storage and management
of massive record collections at a variety of installations, with
accessibility provided via the Internet. NARA is planning to build the
system in five increments, with the last increment scheduled to be
complete in 2010.

Inherent Features of Electronic Records Make Management and
Preservation Challenging

‘The rapid evolution of information technology makes the task of
raanaging and preserving electronic records complex and costly.
Part of the challenge of managing electronic records is that they are
produced by a mix of information systems, which vary not only by
type but by generation of technology: the mainframe, the personal
computer, and the Internet. Each generation of technology brought
in new systems and capabilities without displacing the older
systerns.” Thus, organizations have to manage and preserve
electronic records associated with a wide range of systems,
technologies, and formats. These records are stored in specific
formats and cannot be read without software and hardware—
sometimes the specific types of hardware and software on which
they were created.

Several factors contribute to the challenge of managing and
preserving electronic records:

“ International Council on Archives, Guide for Managing Electronic Records from an Archival
Perspective (Paris: February 1987).
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Massive volumes of electronic data require automated solutions.

Electronic records are increasingly being created in volumes that
pose a significant technical challenge to our ability to organize them
and make them accessible. For example, among the candidates for
archiving are military intelligence records comprising more than

1 billion electronic messages, reports, cables, and memorandurs, as
well as over 50 million electronic court case files. Managing such
large volumes is clearly not possible without automation.

Control of electronic records is difficult in a decentralized
computing environment.

The challenge of managing electronic records significantly increases
with the decentralization of the computing environment. In the
centralized environment of 2 mainframe computer, it is easier to
identify, assess, and manage electronic records than it is in the
decentralized environment of agencies’ office automation systems,
where every user is creating electronic files that may constitute a
formal record and thus should be preserved.

The complexity of electronic records precludes simple transfer to
paper.

Electronic records have evolved from simple text-based files to
complex digital objects that may contain embedded images (still and
moving), drawings, sounds, hyperlinks, or spreadsheets with
computational formulas. Some portions of electronic records, such
as the content of dynamic Web pages, are created on the fly from
databases and exist only during the viewing session. Others, such as
E-mail, may contain multiple attachments, and they may be threaded
(that is, related E-mail messages are linked into send-reply chains).
These records cannot be converted to paper or text formats without
the loss of context, functionality, and information.

Obsolescent and aging storage media put electronic records at risk.

Storage media are affected by the dual problems of obsolescence
and decay. They are fragile, have limited shelf life, and become
obsolete in a few years. For example, few computers today have
disk drives that can read information stored on 8- or 5%-inch
diskettes, even if the diskettes themselves remain readable.

Electronic records are dependent on evolving sofiware and
hardware.

Electronic records are created on computers with software ranging
from word-processors to E-mail programs, As computer hardware
and application software become obsolete, they may leave behind
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electronic records that cannot be read without the original hardware
and software.

Past GAO Work Highlighted Electronic Records Challenges

In June 2002,” we reported that NARA had responded to the
challenges associated with managing and preserving electronic
records. However, most electronic records—including databases of
major federal information systems—remained unscheduled, and
records of historical value were not being identified and provided to
NARA; as a result, they were at risk of loss. A number of factors
contributed to this condition:

¢ NARA acknowledged that its policies and processes on electronic
records had not yet evolved to reflect the modern recordkeeping
environment: records created electronically in decentralized
processes.

* Records management programs were generally afforded low priority
by federal agencies. A related issue was that agency management
had not given priority to acquiring the more sophisticated and
expensive information technology required to manage records in an
electronic environment.

e NARA was also not performing systematic inspections of agency
records programs. Such inspections are important as a means to
evaluate individual agency records management programs, assess
governmentwide progress in improving records management, and
identify agency implementation issues and areas where guidance
needs to be strengthened.

We also provided some confirmation of NARA's findings regarding
records scheduling and disposition: our review at four agencies
(Commerce, Housing and Urban Development, Veterans Affairs, and
State) elicited a collective estimate that less than 10 percent of
mission-critical systems were inventoried. As a result, for these four
agencies alone, over 800 systems had not been inventoried, and the
electronic records maintained in them had not been scheduled. ®
Scheduling the electronic records in a large number of major

® U.8. General ing Office, 7t Ch in Managing and ing
Electronic Records, GAQ-02:686 (Washington, D.C.: June 17, 2002).
# According to information collected by the Office of and Budget in 1898 as

part of the federal govermoment’s effori to assess the Year 2000 computing challenge, 6,435 mission-
critical systems were reported at the 24 major agencies. For the 4 agencies we reviewed, the nuraber of
raission-critical systems was reported to be ?0?. d

on
and House C¢ on Reform, Federal Government Earns B+
on a Final Y2K Report Card, news rejease (Washington, D.C.: Nov. 22, 1909).
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information systems presents an enormous challenge, particularly
since it generally takes NARA, in conjunction with agencies, well
over 6 months to approve a new schedule.

Failure to inventory systems and schedule records places these
records at risk. The absence of inventories and schedules means
that NARA and agencies have not examined the contents of these
information systems to identify official government records,
appraised the value of these records, determined appropriate
disposition, and directed and trained employees in how to maintain
and when and how to dispose of these records. As a resuit,
temporary records may remain on hard drives and other media long
after they are needed or could be moved to less costly forms of
storage. In addition, there is increased risk that these records may
be deleted prematurely while still needed for fiscal, legal, and
administrative purposes. Further, the lack of scheduling presents
risks to the preservation of permanent records of historic
significance.

Guidance on Management of Electronic Records Was Not Up to Date

NARA acknowledged in 2001 that its policies and processes on
electronic records had not yet evolved to reflect the modern
recordkeeping environment: records created electronically in
decentralized processes." Despite repeated attempts to clarify its
electronic records guidance through a succession of bulletins, the
guidance was incorplete and confusing. It did not provide
comprehensive disposition instructions for electronic records
maintained in many of the common types of formats produced by
federal agencies, including Web pages and spreadsheets. To support
their missions, many agencies had to maintain such records—often
in large volumes-—with little guidance from NARA.

Agency Records Management Programs Had Low Priority and Did Not Have Technology

Tools

NARA's study concluded that records management was not even “on
the radar scope” of agency leaders. Further, records officers had
little clout and did not appear to have much involvement in or
influence on programmatic business processes or the development
of information systems designed to support them, New government

" National Archives and Records Administration, Ar Overview of Three Frajects Relsting to the
Changing Federal Recordkeeping Environment {(Janvary 2001)
(http:/fwww.nara.gov/records/rmioverview. himl).
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employees seldom received any formal, initial records management
training. One agency told NARA that records management was
“mumber 26 on our list of top 25 priorities.”

Further, records management is generally considered a “support”
activity. Since support functions are typically seen as the most
dispensable in agencies, resources for and focus on these functions
are often limited. Also, as NARA'’s study noted, federal downsizing
may have negatively affected records management and staffing
resources in agencies.

In our June 2002 report, we recommended that the Archivist of the
United States address the priority problem by developing a
documented strategy for raising agency senior management
awareness of and commitment {o records management principles,
functions, and programs.

Related to the priority issue is the need for appropriate information
technology tools to respond to the technical challenge of electronic
records management: for electronic records to be managed
effectively, agencies require a level of technology that was not
necessary for paper-based records management programs. Unless
management is focused on records management, priority is not
given to acquiring or upgrading the technology required to manage
records in an electronic environment. Agencies that do invest in
electronic records management systers tend to do so because they
value good records management and have a critical need to retrieve
information efficiently. In other agencies, despite the growth of
electronic media, agency records systems are predominantly in
paper format rather than electronic. According to NARA's study,
many agencies were either planning or piloting information
technology initiatives to support electronic records management,
but their movement to electronic systems is constrained by the level
of financial support provided for records management.

Inspections of Agency Records Management Programs Were Limited

NARA is responsible, under the Federal Records Act, for conducting
ingpections or surveys of agency records and records management
programs and practices. Its implementing regulations require NARA
to select agencies to be inspected (1) on the basis of perceived need
by NARA, (2) by specific request by the agency, or (3) on the basis
of a compliance monitoring cycle developed by NARA. In all
instances, NARA is to determine the scope of the inspection. Such

* CFR 1220.54 (2)-
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inspections provide not only the means to assess and improve
individual agency records management programs but also the
opportunity for NARA to determine overall progress in improving
agency records management and identify problem areas that need to
be addressed in its guidance.

In 2000, NARA changed its method of performing inspections: rather
than performing a small number of comprehensive agency reviews,
it instituted an approach that it refers to as “targeted assistance.”
NARA decided that its previous approach to inspections was
basically flawed, because it could reach only about three agencies
per year,” and because the inspections were often perceived
negatively by agencies, resulting in a list of records management
problems that agencies then had to resolve on their own. Under the
targeted assistance approach, NARA works with agencies, providing
them with guidance, assistance, or training in any area of records
management.

However, we pointed out in our June 2002 report that this approach,
although it may improve records management in the targeted
agencies, is not a substitute for systematic inspections and
evaluations of federal records programs. Targeted assistance has
significant limitations because it is voluntary and, according to
NARA, initiated by agency request. Thus, only agencies requesting
assistance are evaluated, and the scope and the focus of the
assistance are not determined by NARA but by the requesting
agency.

In light of these limitations, we recommended in June 2002 that the
Archivist develop a documented strategy for conducting systematic
inspections of agency records management programs to

(1) periodically assess agency progress in improving records
management programs and (2) evaluate the efficacy of NARA's
governmentwide guidance.

NARA Is Continuing to Respond to Records Management Challenges,
but Its Progress on Inspections is Limited
Since June 2002, NARA has taken steps to strengthen iis guidance,
to address the low priority accorded to records management

programs and the associated lack of technology tools, and to revise
its approach to inspections as part of a comprehensive strategy for

* Between 1996 and 2000, NARA performed 16 inspections of agency records management programs;
only 2 of the 24 major executive departments or agencies were reviewed, with most evaluations
focused on izations or i agencies.
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ing agencies’ mar t of records. However, NARA’s plans
to implement its comprehensive new strategy are not yet complete.
Although the strategy describes a reasonably systematic approach
that allows NARA to focus its resources appropriately and to use
inspections and other interventions to assess and improve federal
records management, it does not yet include a description of how
NARA will establish an ongoing program.

NARA Is Improving Records Management Guidance

Since our 2002 report, NARA has taken steps to update its gnidance
on electronic records management in various areas. For example,
although 36 CFR Part 1234, the basic guidance on electronic
records, has not been updated to reflect new types of electronic
records, NARA has produced a variety of guidance on electronic
records. A new General Records Schedule, GRS 24, “Information
Technology Operations and Management Records,” was issued on
April 28, 2003. In addition, “Records Management Guidance for PKI-
Unigque Administrative Records,” which was jointly developed by
NARA and the Federal Public Key Infrastructure Steering
Committee’s Legal/Policy Working Group, was issued on March 14,
2003. As part of its e-government initiative, NARA has just released
guidance on evaluating funding proposals for electronic records
management systems through capital planning processes.

NARA has also supplemented its disposition guidance" as a result of
the project on transfer of permanent electronic records under its e-
government initiative: this guidance covers transferring permanent
E-mail records and attachments, several forms of scanned images of
text files, and PDF, and it expanded the methods by which agencies
could transfer electronic records to NARA for archiving, NARA is
also planning to expand the capability of its current systems for
archiving electronic records by accommodating additional
electronic record formats and volumes. However, according to
NARA, agencies have not yet transferred electronic records in these
formats to NARA; these records may not be scheduled or may not
yet be eligible for transfer.

In addition, as part of the policy analysis in its effort to redesign
federal records management, NARA has stated that it plans to
identify policies, procedures, regulations, and guidance that would
need to be modified in light of the proposed redesign.

' These requirements are found in 36 CFR Part 1228,
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Efforts Continue to Raise the Priority of Agency Records Management Programs and

Address Technology Issues

In response to our recommendation that it develop a documented
strategy for raising agency senior management awareness of records
management, NARA devised a strategy intended to raise awareness
of the importance of agency records management. The strategy
includes two goals:

increased senior-level awareness of the importance of records
management, particularly electronic records management, across
the federal government and in specific agencies, and

increased senior-level understanding of how effective records
management programs support the business needs of specific
agencies and the federal government as a whole.

As part of its strategy, NARA identified a number of activities that its
senior leaders will conduct, including briefing agency program
leaders on the importance of records and information management
in general and on specific issues (such as electronic record keeping
requirements, litigation exposure, and vital records), participating i1
establishing or closing out certain targeted assistance agreements,
and pursuing promotional activities such as making speeches and
holding conferences.

NARA has also developed an implementation plan, which
establishes goals, timeframes, and required resources for fiscal year
2003. For example, the plan contains a goal of conducting six agency
briefings by the end of September; three have been completed to
date, and a fourth has been scheduled for mid-July. A similar
implementation plan for fiscal year 2004 is to be developed by
September 1.

NARA'’s strategy for raising senjor agency management awareness
appears reasonable, and if carried out effectively could help to
mitigate the problem of the low priority given to records
management.

Since our June 2002 report, some steps have also been taken to
address the lack of technology tools to manage electronic records.
In January 2003, NARA recommended that agencies use version 2 of
DOD standard 5015.2, which sets forth a set of requirements for
records management applications, including that they be able to
manage records regardless of their media. The effort to promulgate
this standard was part of the electronic information management
standards project under the ERM initiative. Under the standard,
DOD is to certify records management applications as meeting the
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standard; as of the end of June 2003, DOD had certified 43
applications. The availability of applications that conform {o the
standard may be helpful in encouraging agencies to adopt records
management systems that address electronic records.

NARA Plans Comprehensive Approach to Improving Agency Records Management

In response to its own mission needs and our recommendations of
June 2002 regarding its inspection program, NARA has documented
anew strategy for assessing agencies’ management of records. This
strategy is described in draft documents that describe NARA’s plans
for setting priorities and for conducting inspections and studies. The
new approach is now being piloted with the Departraent of
Homeland Security; the results of the pilot—expected by September
30, 2003—will determine whether it is extended governmentwide.

The main features of the draft strategy are as follows:

* NARA will evaluate agencies and work processes in terms of risk to
records, implications for legal rights and accountability, and the
quantity and value of the permanent records; it will focus its
resources on high-priority areas. This process of assessing risks and
priorities will involve NARA staff with subject-matter and agency
expertise, and it will address records management governmentwide,

« NARA plans {o use a variety of means to address areas identified for
attention through its risk and priority assessment. Among the means
being considered are targeted assistance, records management
studies, and inspections.” The strategy indicates that NARA has
changed its approach to targeted assistance: Rather than using it
only when an agency requests assistance, NARA intends to
recormmend that an agency accept targeted assistance when NARA
has identified records management issues at that agency that require
attention. In addition, NARA plans to perform studies on records
management best practices as a means not only to encourage good
records management practices throughout government, but also to
recognize agencies whose records management programs have
exemplary features. According to the strategy, inspections will be
conducted only under exceptional circumstances, when the risk to
records is deemed high, and after other means have failed to
mitigate risks (e.g,, targeted assistance, training, and so on),

* NARA intends to focus on the core functions of the federal
government, rather than on individual agencies. It will use as its

" Other means inclide standard and tailored training programs, certification programs for records
managers, and various forms of advocacy.
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starting point the business areas defined in the Business Reference
Model” of the Federal Enterprise Architecture.” By focusing on the
Business Reference Model's broad activities and work processes,
which cut across ageney lines, NARA may inspect a single agency or
a group of agencies in one line of business.

Although NARA's strategy appears to be a reasonably systematic
approach that allows it to focus its resources appropriately and to
use inspections and other interventions to assess and improve
federal records management, it is not yet complete. Specifically, the
draft strategy does not yet include a description of how NARA will
establish an ongoing program. For example, the priority assessment
plan does not indicate whether NARA will revise its risk
identification process as circumstances warrant, or if this a single-
time occurrence. NARA officials have said that the agency will
update its priority and risk assessments periodically, but this is not
yet reflected in the plan. Further, the strategy states that the results
of studies may be used to improve guidance, but it does not create a
similar feedback loop for inspection results. While records
management guidance may benefit from the “best practices”
identified in studies, inspection results could also identify areas
where guidance needs to be clarified, augmented, and strengthened.
Finally, no implementation plan or schedule for this new strategy
has yet been devised.

Without a strategy that provides for establishing an ongoing
program that includes a feedback cycle, as well as complete
implementation plans that fully reflect that strategy, NARA's efforts
to assess records management programs may not provide it with the
information that it needs to improve its guidance and to support its
redesign of federal records management.

NARA's Acquisition of ERA Continues to Face Risks

In addition to its efforts to improve records management across the
government, NARA is also acquiring ERA as a means to archive all
types of electronic records and make them accessible, regardless of
changes to hardware and software over time, However, NARA faces
significant challenges in acquiring ERA. ERA will be a major

¥ The Business Reference Model is a function driven for ibing the busines:
of the federal gavernment independent of the agencies that perform them.
*The Federal i i is & busi based fon that provides a common
for ide imp) in key areas such as performance measurement and e-
The Office of and Budget began of the Federal i
Architecture in February 2002.
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information system; NARA has no previous experience in acquiring
major information systems. Further, no comparable electronic
archive system is now in existence, in terms of either complexity or
scale. Finally, technology necessary to address some key
requirements of ERA is not commercially available and will have to
be developed. In light of these challenges, NARA will face significant
difficulties in its ERA acquisition unless it addresses

its information technology (IT) organizational capabilities;
ERA system acquisition policies, plans, and practices; and
its ability to control ERA's cost and schedule.

NARA has indicated that it needs to strengthen its IT organizational
capabilities and has been taking steps to do so in three key areas:

IT investment management provides a systematic method for
agencies to minimize risks while maximizing the return on IT
investments.

An enterprise architecture provides a description—in useful models,
diagrams, and narrative—of the mode of operation for an agency. It
provides a perspective on agency operations both for the current
environment and for the target environment, as well as a transition
plan for sequencing from the current to the target environment.
Managed properly, an enterprise architecture can clarify and help
optimize the dependencies and relationships among an agency’s
business operations and the underlying IT infrastructure and
applications that support these operations,

Information security is an important consideration for any
organization that depends on information systems to carry out its
mission. Our study of security management best practices found
that leading organizations manage their information security risk
through an ongoing cycle of risk management.

NARA has made progress in strengthening these capabilities, but
these efforts are incomplete. For example, NARA has improved its
IT investment management. However, although it is continuing to
develop an enterprise architecture, NARA does not plan to complete
its target architecture in time to influence the ERA system definition
and requiremments. In addition, it has completed some el ts of an
information security program, but several key areas have not yet
been addressed (such as individual system security plans), and
NARA has not assessed the security risks to its major information
systems.
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In addition, NARA has developed policies, plans, and practices to
guide the ERA acquisition, but these do not consistently conform to
industry standards and federal acquisition guidance. NARA has
chosen to follow Institute of Electrical and Electronics Engineers
(IEEE) standards™ in developing its policies, plans, and practices.
Examples of these include (1) a concept of operations that
describes the characteristics of a proposed system from the users’
viewpoint and provides the framework for all subsequent activities
leading to system deployment, (2) an acquisition strategy that
establishes how detailed acquisition planning and program
execution will be accomplished, and (3) a risk management plan to
identify potential problems and adjusting the acquisition to mitigate
them. However, key policy and planning documents are missing
elements that are required by the standards and federal acquisition
guidance: for example, the ERA acquisition strategy did not satisfy
15 of 32 content elements required by the relevant IEEE standard.

Further, NARA is unable to track the cost and schedule of the ERA
project. The ERA schedule does not include all program tasks and
lacks a work breakdown structure, which would include detail on
the amount of work and resources required to corplete each task.

Unless NARA can address these issues, the risk is increased that the
ERA system will fail to meet user expectations, and that NARA may
not have the information required to control the cost of the system
or the time it will take to complete it.

In light of these risks, our briefing included recommendations to
NARA to address the weaknesses in its acquisition policies, plans
and procedures and to improve its ability to adequately track the
project’s cost and schedule.

In summary, NARA and the federal government face significant
challenges in managing electronic records, which are largely due to
the rapidly changing technological environment. While NARA is
responding to these challenges with its various initiatives, much
work remains to be done. Specifically, NARA has implemented our
recommendation to address the low priority given to records
management programs. The agency’s advocacy strategy, if
implemented effectively, could help raise awareness of the
importance of records management governmentwide. However,

* The Institute of Electrical and Electronics Engineers, 12207.0 Standard for Information

Softn ife Cycle 12207.1 Standard for information Technol
Life Cycle Processes—Life Cycle Data, and 122072 Standard for Information Technology—Software
Life Cycle ion Consit i
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NARA has not fully responded to our recommendation for a
revitalized inspection program. Further, while it is making progress
in building its capacity to acquire a major system, it has not
developed adequate policies, plans, and practices to guide the ERA
acquisition or established an effective means to track the project’s
cost and schedule. Until NARA fully addresses these challenges, the
success of the ERA project remains at risk, the government may not
be able to gain control over the massive numbers of electronic
records that continue to grow every day, and permanent records of
historical value may be subject to loss.

Ms. Chairman, this concludes ray statement. I would be pleased to
answer any questions that you or other merubers of the
subcommittee may have at this time.

Contact and Acknowledgements

{310875)

If you should have any questions about this testimony, please
contact me at (202) 512-6222 or via E-mail at koontzi@gao.gov.
Other major contributors to this testimony included Tim Case,
Barbara Collier, Mirko Dolak, and Elena Epps.
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Mr. PurNAM. I want to thank all of you for your both written and
verbal testimony, and it has certainly set the table for an interest-
ing hearing.

Before we start peeling this onion down to several layers, I want
to start in a very basic way. If you would, answer for me how you
determine what records are worthy of archiving, what records are
worthy of being kept for posterity and how much of that is defined
in the law. What form it should be saved in and what the life cycle
is of those forms? In other words, an old TSR 80 RadioShack com-
puter disk that looks like a cassette tape, what is the life span of
that versus a 4% inch disk, 3%z inch disk or microfiche, microfilm,
CD ROM? How long do those things live in a manner that we can
retrieve that information?

And what process do we have for converting that? And is the con-
version of the format in and of itself changing history? In other
words, we wouldn’t be content to have run a Xerox copy of the Dec-
laration of Independence and feel like we’d saved the Declaration
of Independence, and that is an extreme example, but certainly you
can address that spectrum of issue.

So that is a lot to throw out there. But Governor, if you could
begin to attempt to address these issues for us to get us going.

Mr. CARLIN. By law, it is our responsibility. In fact, in the end,
my sign-off on the scheduling of records, in practice we historically
have worked with agencies to evaluate records to determine wheth-
er they should be ultimately an accession to the archives which
works out to be 2 or 3 percent of what is originally created, which
one should be disposed of earlier and how long they should be kept
for appropriate business purposes as well as protecting rights and
entitlements for accountability reasons and so forth. That has been
a back-and-forth with agency process, and, on any disposal, com-
munication with stakeholders through a publication in the Federal
Register.

As indicated in testimony that you have here today, we are work-
ing to overhaul that process, because we know, with the massive
size of the Federal Government, with all of the records now that
have been created electronically, with more and more of them
wanting to be the record copy, that we must have a more efficient,
effective way of scheduling records. Things change too fast for it to
be an old system when a schedule stays in place for a long period
of time. We have made a lot of progress. We are literally testing
some of those changes with agencies as we speak, and I'm confident
in the end we will have a system that will allow us to stay current
with the technology here in which we live and schedule records ap-
propriately, but it is our responsibility. We accept that responsibil-
ity, and work with agencies to carry it out as well as with stake-
holders.

On the technology issue, the second part of the question, if I
might, I would yield to my colleague here who probably can better
explain to you that aspect of the question.

Mr. CAHOON. Thank you, Mr. Chairman. The technology chosen
for any particular type of record often depends on the technology
that was used to create it, and from there the technology required
to ensure that those records are available from generation to gen-
eration. Microfiche, for example, can last, if preserved properly, for
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hundreds of years. When that microfiche begins to appear to dete-
riorate, then that microfiche can be recopied using the same tech-
nology because it is human readable.

Electronic records, however, present a more difficult challenge.
Electronic records will come in many different formats when they
are created but ultimately, for us to preserve those records for the
long term, we need to find formats that will enable us to remove
the dependence that we often find that those records have on the
technology that created them. We need to find technology inde-
pendent formats for them.

The media, which is one of the issues that you raised—the media
presents an interesting problem. We find that the best way to deal
with the media at this point is to migrate the media as technology
changes. For example, we might record information on cartridge
tapes, 3480 cartridge tapes. When those become obsolete, we might
convert that information to 3590 cartridge tapes and continue to
progress as the technology evolves. So we’re continually making
copies—faithful copies of those original records.

So to sum up, the technology used to migrate records or to—ex-
cuse me, to preserve records depends on the original format that
they came in and on the strategies we need to engage to migrate
them from one technology to another.

Mr. PurtNaM. That makes sense for ordinary memos and person-
nel records and payroll records, but when you get into the GIS or
maps or digital photography, so much of what we generate in great
volumes in this day and age. Do we save the original photograph
or the original map, or are we content to scan it and leave it on
a cartridge or a disk or microfilm? How was something like that
handled that is, at best, different than just ordinary memorandums
or other documents?

Mr. CAHOON. The technology that creates these electronic
records, a geographic information system record, for example, is
highly dependent on the software that created it and the format
that record is actually stored in. And so, the intent would be to find
a format, ultimately, that would free that record from its depend-
ence on the format that it was created in.

So in your example, where we’re concerned about scanning a
map, that’s different, Mr. Chairman, from the technology used to
capture the record originally and electronically and evolve it over
time. So for scanning a map, for example, we would find a tech-
nology independent format to store that map in and be able to mi-
grate then that map from generation through generation of media
technology.

For a geographic information system where the information for
the data associated with it is proprietary, we would try to find a
technology independent format for that, and then migrate it as
faithfully as we could through generations of media technology.

Does that respond to your question?

Mr. PUTNAM. I’'m not sure. Our capabilities today are so dramati-
cally different than when Lewis and Clark were drawing their own
maps or when Cartier was charting the St. Lawrence. I mean, it
seems obvious to us today that is historic and worthy of preserva-
tion as it is, but if we’re shooting tens of thousands of pictures over
Baghdad in a 90-day period of time, do we save all of those as they
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are because they are historic—as they are? Or do we change how
they are saved and therefore lose the actual document that was
used by decisionmakers to make particular policy decisions that are
historic by definition?

But when you calculate that there’s a constant stream of images
being generated of Mars or the moon or a tropical storm in the Gulf
of Mexico or where a gas line is in the city of Alexandria, how do
we decide which of those things are worthy of keeping as they are
because the very nature of that form is in itself historic just as if
it had been drawn on the back of a deer skin?

Mr. CARLIN. I would just say this, Mr. Chairman, that when you
move from historically the important documents whether they are
written on parchment or paper, whether they are still photos or
videotapes, as you get more and more into the technology realm,
it changes in terms of preserving that original. In other words, ulti-
mately 100 years from now to look at something that was created
digitally today, it won’t be essential that you have the equipment
of the 2003 to use it to see it.

What you want to see in modern equipment of 100 years from
now is what was there. So we won’t be preserving that record that
is on that first. The information will be preserved, and it will be
preserved authentically. That is one of the real challenges, to make
sure that you have authentic records over time, but in contrast to
that Lewis and Clark map, which we will keep in its original form
because it has intrinsic value as well as informational value, al-
though even today we will scan, digitize and put up on a Web site
that map to expand access to it, we will keep that original, yes; but
when you move, it seems to me, into technology, we’re not—the
original is important only in the sense that we keep the authentic
document, the information, the numbers, the diagrams, the descrip-
tions and not keep a historical presentation itself or the equipment
it was presented on.

Now, that is my cut at answering——

Mr. PurNAM. If T heard you correctly, you said that it is less im-
portant to preserve the actual document and more important to
preserve the information on that document using the best available
technology. I believe that is what I heard you say.

Mr. CARLIN. As a layperson, that is what I communicate, yes.

Mr. PurNAM. But my point is that the format that it is saved in
today, which is the best possible technology today, that actual
physical document, the map or the photograph or the thermal im-
agery of the fires below the rubble in Ground Zero of New York,
in and of itself, will be historical because 100 years from now, peo-
ple will think, well, isn’t that quaint and charming that they could
rely on something so rude, so crude or so rudimentary compared
to what they have 100 years from now? And so the difference be-
tween the pictures of Ground Zero or the Pentagon from September
11th and the pictures of Pearl Harbor are the magnitude in terms
of volume.

I mean, there’s thousands of pictures of New York. There’s prob-
ably dozens of pictures of Pearl Harbor. So how do you decide
which of those things are worthy of keeping as they are because
of what they are, in the format that they are in, because they are
intrinsically historic?
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Mr. CARLIN. Well, Mr. Chairman, to use the Pearl Harbor exam-
ple, of photographs taken at that time, at some point, that record,
that picture will diminish, and we will copy it. So 200 years from
now they will not be looking at that original picture. They will be
looking at a copy of that record, of that picture. That’s been true
in terms of still photos, color photographs, videos. The preservation
over time is transferring, making sure you have a quality preserva-
tion copy, and then as the use of it from researchers diminishes
quality or just time does, you make a new copy in the technology
of the time. So that will not change. In terms of deciding what we
keep that goes back to the scheduling issue and working out with
the agency and stakeholders’ participation whether or not those im-
ages or those records in electronic form should be kept for 50 years,
100 or as we say permanently in the archives, accessioned into the
National Archives.

Mr. PurNaM. Well, my time is long since run out, and I need to
yield to my very able Vice Chair. I would just say that I hear what
you’re saying, but the fact that we have made copies and preserved
the content of the declaration of independence doesn’t mean that
we quit preserving the actual parchment.

Mr. CARLIN. That is correct.

Mr. PUTNAM. And that same drive to preserve will apply to other
things. As we go through this hearing, my interest is in finding out
the processes used for determining what things are worthy of keep-
ing for posterity.

People may not have thought it was terribly important to keep
a list of the procurement orders that Washington ordered for his
men for the winter at Valley Forge 225 years ago. Today an archae-
ologist looks up what they bought and how many buttons and
where the buttons came from, and they can now find exactly where
the campgrounds were because of what they threw out the back or
what fell off their uniform. It probably didn’t seem terribly impor-
tant to save all that back then, but it has tremendous uses today.
Now in this information age, in this allegedly paperless society,
we're generating a whole lot more stuff, and it’s in a format that
is more tricky, because of obsolescence, to keep, and so those deci-
sions become more and more important.

I'll yield to the vice chairwoman, Mrs. Miller.

Mrs. MILLER. Thank you, Mr. Chairman. I find your questions so
interesting, I think it really does go to the whole heart of this, is
what are we trying to archive? What is really necessary? I think
that is what we’re all struggling with, what are we actually—what
is necessary and what is not, I suppose. You know, actually, I think
in this case—well, in many cases, but certainly when we think
about archiving, let me just—a personal example, first of all. We're
thinking about everything that we should be archiving or shouldn’t
be archiving. I think Members of Congress need to set our own ex-
ample and our own standards of what we are trying to do as well
as we're questioning everybody else and all of the other agencies
of what they are doing, and the Members themselves sometimes
could be more cognizant, I think, of what is important and what
is not.

We've tried to just, within my own office what happens when
you—I'm a freshman. When you become a new freshman Member,
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you inherit everything from your predecessor. The most up-to-date
piece of equipment I had was a 1986 Macintosh, if you can imag-
ine.

So we purchased a new computer system. We have no paper in
our office to speak of. We put our whole data base into the thing.
Any correspondence that we get from any constituent. We have
every registered voter in my district, their name and their address,
if they fax us or call us or what have you. We have a paper trail
on it. We have a workflow that we can generate their name, and
if they were asking us about a Social Security issue or a Veterans’
benefit. That has been a helpful tool.

Here we are as a Federal Government telling you to get away
from paperwork, and then sometimes we have way too much paper-
work. What is important? We are looking for a little assistance
from you about what is important.

I would like to ask a question of Ms. Koontz. I thought your testi-
mony was very interesting. You outlined a number of things in re-
gards to NARA that you thought probably could be done better.
And I am just wondering, should there be a function with GAO
when you are doing your audit process that be part of your audit-
ing process with the various agencies in regards to records manage-
ment? Is it already a part? And, for instance, if there are some
agencies that are doing well, you might want to point that out to
other agencies. DOD is apparently ahead of the curve. If there are
other agencies that are not doing well at all, would this be identi-
fied as a material weakness in their audit? And how can you assist
from your perspective these other agencies?

Ms. KooNTzZ. I would not say that a look at records management
would be a routine part of our information technology audits, but
I think that is an interesting idea. And one of the things that we
have looked at lately is how to, perhaps, get more recognition of
records management in some of the institutional processes that we
are trying to get in place across the Federal Government.

I think Mr. Cahoon talked earlier about the Federal Enterprise
Architecture. Another way to go is to try to embed records manage-
ment concerns in the investment process that agencies go through
in order to make investment decisions about new IT systems. As
they decide to acquire and monitor a system over time, that would
certainly be a good way for an agency to be asking over time, how
are you handling the records issues? And putting additional em-
phasis on them. Those are processes that we are trying to get insti-
tutionalized in agencies. But I think your idea about making it a
more routine part of the audit is interesting.

The other thing I would mention, too, is that this last year we
contracted with Grant Thornton to start doing some work that was
best practices-oriented on records management across the Federal
Government, and the principal investigator on that was Tim
Sprehe, and he will be talking on the second panel. So he has de-
veloped some, shall we say, preliminary models for records man-
agement and identified a number of best practices that I think
could be transferred to other agencies.

Mrs. MILLER. I think that is very commendable that you would
be doing that with best practices with the private sector. The rea-
son I asked you that question, you also mentioned that there is a
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possibility of very important information being lost in those kinds
of things. Have you found that? How can you make that kind of
a statement? Are you finding these kinds of things very important
information that has been lost by the various agencies? Are you
finding that during your course of your audits? And if you do find
that out, who do you tell about it?

Ms. KooNTZ. From an audit perspective, once it has been lost it
is hard to find. And from that perspective, I don’t think we have
independently documented the loss of the information. What I
think we are talking about there is that the risk that information
is lost is dramatically increased. Although, I think maybe the
NARA representatives might be able to talk about something like
this in more detail that I can at this point.

Mrs. MILLER. I am wondering if part of the hesitancy that many
of the agencies, and maybe this is a question for Mrs. Riofrio with
the Department of Defense, but perhaps much of the hesitancy on
behalf of all of the agencies about archiving and that kind of thing,
particularly e-mails, you mentioned about e-mails. Now, in this last
theater, we saw all of the troops that were using e-mails to commu-
nicate with their families, and what a wonderful thing that was.
Obviously, you do not want to archive people’s personal correspond-
ence. But many people may feel hesitancy about giving up their
records of e-mail in the normal course of business in the various
agencies, and that I would suspect, makes it more difficult to deter-
mine what you are going to archive, as the chairman was mention-
ing about General Washington and those kinds of things. If he
could have sent an e-mail, perhaps he would have done it, and now
it makes some sense.

Ms. Riorrio. We have been working records management from
a very decentralized approach for a long time. And it has not been
particularly visible, I think. We concur with GAQ’s statement. But
we have found that the focus, the new focus that we have taken
with records management applications really transforms the way
people think about electronic records, focusing on what is it that
we are going to preserve and what is it that we are not. It seems
that the people who are performing the function have the best un-
derstanding of what is most important.

But they were not necessarily, at least in the past, thinking
about records management. But we were talking about now records
management applications, sound like software. “Why don’t you go
put software in?” But you can’t do that. You have to rethink your
function. You have to rethink your schedules. You have to plan
again. And then everyone in the organization becomes a records
manager of sorts, and becomes conscious of records, and starts to
make those decisions.

And the records management standard—we were going through
this in detail yesterday—requires a great deal of flexibility and de-
cisionmaking on the part of the organization and then of the indi-
viduals. And I think that is the beginning of some of the answers
that visibility, not just the capability, but the visibility and the un-
derstanding.

So we are very excited about the large efforts in the Navy to see
how that evolves. Thank you.



80

Mrs. MILLER. I am interested as you mentioned about the flexi-
bility, and I know Mr. Cahoon mentioned in his remarks about try-
ing to give all the various agencies a great degree of flexibility, and
in concept, I think that sounds very good. But as we are trying to
get to standards, if you give everybody that much flexibility, you
could find yourself in a situation with particular format that is not
compatible with proprietary systems. I am sure you are finding
that all the time. Should NARA be establishing the standards and
defining the standards?

You mentioned during your testimony, I think you mentioned
about the GIS. We are all onto this GIS. We had a very interesting
hearing a couple of weeks ago about GIS, and all the local munici-
palities have these wonderful GIS systems, but nobody at the coun-
ty level can use them, and the State can’t use them, and the Fed-
eral can’t use them. And as we think about homeland security, how
does that all trickle down? And in this way, I think, perhaps as
well, is the Federal Government responsible for setting some stand-
ards as you are archiving different things? How do you work with
the States and the other levels of government?

Mr. CAHOON. I think, Vice Chairwoman Miller, I believe that
NARA has been very cautious about the formats that it has al-
lowed to be transferred to the permanent archives. In fact, we have
been so conservative in that up until recently, we only allowed rela-
tional and flat-file formatted data bases that would be readable
independent of technology, to be accessioned into the archives and
only records that were in ASCII format; those were the only for-
mats that we accepted. And, of course, with that fairly limited set
of records, there were a lot of records being created that did not
fit neatly into that set of standards.

So as a result, we have opened up the possibilities for additional
formats. E-mail with attachments. We have a standard associated
with that. Tagged-image file formats for images, and PDF for tex-
tual documents can now be sent to us. But those are the only for-
mats currently that are accessionable into the archives. And so we
will continue to set standards for these other kinds of records as
time goes on. That is part of our major initiative with the Elec-
tronic Records Archive.

And we are constantly involved in very collaborative efforts that
include the States in thinking about not only standards and the
records management applications that have been spoken of, but we
collaborate with NASA on the set of standards, particularly the
Open Archival Information System Model and the standards associ-
ated with it. We do believe that NARA is in a very important posi-
tion to set standards for records that would be accessioned into the
National Archives.

Mr. CARLIN. May I add something to that? You folks helped us
a lot under the leadership of Chairman Davis on the e-government
legislation because of a couple of aspects of that are going to be
very helpful to us in making OMB a real player, and obviously,
helping us as one agency working with the entire Federal Govern-
ment, not only in the structure within OMB that will have a direct
responsibility, but the committee that is set up. We will be a direct
participant, including the Deputy Archivist who is going to be a
major player on that.
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I think in terms of setting the standards, it is not just like, yes,
we have a responsibility. I also think we have been given addi-
tional tools now to convert that into reality.

The other thing I would quickly add, as a former State official
as well, I understand very clearly the incredible amount of Federal
money that flows to State and local. And whether it is Homeland
Security or whatever, if we do not work with State and local to
make sure those records are preserved, we will not have, from a
Federal point of view, the records to really deal with accountability,
whether the program really worked. So there are huge incentives
for us to work with State and local. And one of our main avenues,
of course, is the National Historic Publications Records Commis-
sion, which is our modest grant-providing division that supports
and helps State and local governments, and certainly as we look to
the coming years, working with them, passing along, allowing them
to try some things. You, in the State of Michigan, have done some
really great things working with the NHPRC to move us all for-
ward as we share up and down the channels.

Mrs. MILLER. Thank you, I think my time has expired, Mr.
Chairman, I appreciate it.

Mr. PurNaM. Thank you, Mrs. Miller. Ms. Riofrio, how do you
handle the issues of classified versus nonclassified documents as
part of your electronic records management?

You can answer the question if you would like. We can swear you
in real quick if that will save time. Would you like to do that?
Could you identify yourself and your position for the record into the
mic?

Mr. MATSUURA. Steven Matsuura. I am a senior electronic engi-
neer from the Joint Interoperability Test Command, part of the De-
fense Information Systems Agency.

Mr. PutNAM. Very good, please rise and raise your right hand.

[Witness sworn. ]

Mr. PurNaM. The witness responded in the affirmative. If you
could please answer the question.

Mr. MATSUURA. First of all, classified and unclassified records
have to be segregated. So they are not handled the same way be-
cause there is extra security procedures and safeguards that are re-
quired for classified records.

Additionally, the standard has additional requirements for infor-
mation when a classified record is declared as a record. In addition
to the normal information that a user has to input to document the
records, he has to add information such as the reason for classifica-
tion, what the declassification schedule is, and, of course, what
level of classification it is.

Mr. PurNaM. We collect, in Mr. Rumsfeld’s terms, an “unknow-
able amount” of information from around the world through var-
ious sources and methods. It is then filtered and screened through
a variety of appropriate personnel and agencies as part of our intel-
ligence briefings and intelligence plans. How would someone know,
and at what point in that chain does someone know, that they
should preserve either the raw data or the interpreted data or the
refined data? At what point does that become a record and subject
to the process as a classified document that you just outlined?
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Mr. MATSUURA. Well, it is somewhat subjective, but as men-
tioned before, each agency has to have a schedule, and if a record
falls into a certain category or series, he knows that—or a docu-
ment or a piece of information—he knows that it needs to be saved
as an official record.

Mr. PurNAM. Are the schedules designed by each individual
agency, or are the schedules designed by NARA and handed down
to the agency?

Mr. MATSUURA. Well, NARA, of course, develops the General
Records Schedule, which agencies use if they are applicable or
where applicable. But actually, agencies propose schedules, depend-
ing on what their business line is, and submit them to NARA for
approval and that gives them the disposition authority.

Mr. PurNAaM. Ms. Koontz, would you like to comment on this
whole process? There seems to be a general difficulty in describing
to the subcommittee how the decision is made, what records are
worthy of archiving.

Ms. KooNTz. Well, I am not sure I can elaborate a whole lot.
NARA has a whole process that they have used over many years
where they use experts to appraise—that is, you know, look at the
value of a record and determine whether that record could possibly
be a permanent record or not. They are certainly more expert in
that process than I am, but they do have a very longstanding proc-
ess to decide which records will be kept and which records can be
disposed of. That is what the whole of records management is,
knowing what to keep and to get rid of the rest.

Mr. PUTNAM. But in your testimony, you said that their architec-
ture for archiving electronic records has raised some concerns
about costs and progress on that system.

Ms. KoonTz. Right, the electronic record archiving.

Mr. PUTNAM. On the electronic side.

Ms. KoonNTzZ. Right. We are talking there about the development
of their electronic archival system, which does what Mr. Carlin and
Cahoon talked about preserving electronic records independent of
software, so that you don’t have to worry about software obsoles-
cence, you can maintain the content over time, and part of the
strategy is to migrate the media over time as well.

Mr. PutNAM. And as all agencies move forward purchasing new
IT infrastructure, and we spend $60 billion a year on that, does
OMB require a component of that enterprise architecture to be
electronic records management? Is that part of it?

Ms. KooNTz. I think Mr. Cahoon talked with this earlier, about
the relationship of records management to one of the component
service areas in the Federal Enterprise Architecture. I know less
about it than he does. He is working on that particular aspect.

Mr. PurNaM. Well, we have had a lot of hearings in the sub-
committee this year on the inadequacy of our IT procurement and
acquisition programs, the lack of information security, the fact that
even within a department, especially DOD, there is an awful lot of
different rabbit trails that are being pursued with regard to IT. So
it would surprise me if they all had their act together on electronic
records management? Is that the case or not?

Mr. CAHOON. You needn’t be surprised, Mr. Chairman. I would
have to say that we are all working to get our act together. The
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Federal Enterprise Architecture specified in four different places
records management as a key component of the business reference
model of that architecture. In the service component architecture,
there are identified a set of service types, and digital asset manage-
ment is one of those service types. And within that service type is
electronic records management identified specifically as a compo-
nent in the Federal Enterprise Architecture. And that electronic
records management then has a series of elements to it that, over
time, when implemented, will provide not only guidance but spe-
cific software, component software, that can be used by agency ap-
plications that will help us move a long way toward standardizing
how records are managed, how they are described, the kind of in-
formation that is available about those records how those records
relate to one another, how they form collections, information about
their disposition, how long they could be kept and for what pur-
poses they should be kept. All of that is part of this architecture.

And for me, that provides a sustainable, long-term way of bring-
ing electronic records management into the forefront of information
technology application development, because the components will
be there, available for people to use and to integrate into their ap-
plications rather than having to figure out everything for them-
selves. So our requirements and standards, Mr. Chairman, can be
built into those components themselves.

Mr. CARLIN. Mr. Chairman, could I add some, because you have
a question that still has not been answered yet, and I would like
to try one more time.

Mr. PutnaMm. OK.

Mr. CARLIN. First of all there is a basic fundamental that the for-
mat itself does not impact whether a record is kept 1 year, 2 years
or permanently, whether it is on paper or electronic form. So when
we shift to more electronic, that does not suddenly force a whole
new set of schedules, generally. Now, obviously, there are some in-
dividual aspects that require some changes, and we are creating
records electronically that we did not even have before in the paper
form, but the format is not a factor. When we work to schedule
records, to make those determinations, we want to document the
decision and what the decision is will determine to a great extent
how long it’s kept.

Reference was made to General Records Schedules by our friend
from the Department of Defense. Those are the schedules that are
across the board for every agency, for them to use efficiently to deal
with very short-time, important for the moment, but certainly not
important in protecting rights and entitlements, not important for
accountability, certainly not important for telling the national expe-
rience, but just for that particular business transaction for a mo-
ment. Those are General Records Schedules that deal across the
board, that will apply as well electronically.

And so it’s not the media that is the factor that necessarily deter-
mines how long a record will be kept. Because we are now elec-
tronic and have so much more volume, does not mean that we will
go from 2 or 3 percent accessioned in the archives to 50 percent.
It may go to 5 percent because of the ease with which dealt with
it and our capacity to provide access to those records efficiently.
But we don’t want to cloud the whole electronic storecase with end-
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less records that are not needed. If they were not needed in paper,
probably they aren’t needed electronically any longer than they
were when they were a paper format.

Mr. PurNAM. That is a fair point. My concern is as much as any-
thing on the map, GIS, geospatial photography side of things,
which are much more voluminous than they were in the past, and
frankly, easier to store because you can put all of this stuff on a
CD-ROM or whatever. But the other issue and as the Technology
Chairman, I am probably going to say something I shouldn’t, but
I will make a confession, I was on Air Force 1 on September 11th.
And until we shut down all of our electronic devices, I sent out e-
mails to my wife for one. Well, I made a point of saving those e-
mails, but I also printed them out because I did not trust the com-
puter. One day I would be, you know, I would hit the wrong delete
b}llltton. I just did not trust it, so I printed them out and saved
them.

I suspect you all probably do the same thing. That, you know, as
good as your electronic capacity is, if there is something really spe-
cial in there, you probably drop back to the good old-fashioned
paper form, which is what all of us do, which is why this paperless
society cuts down more trees than we ever have.

And so the root of my questions about what is worthy of being
saved and all of that, and how do we save it as the technology
changes so that you don’t have to keep a TRS8 to be able to read
this 10 years worth of documents, and a 286 to read this, and a
Pentium to read this decade’s worth of documents. You know, at
the end of the day, as that technology changes so quickly, we have
to be very careful about how we preserve these things. And so that
is my concern as an amateur history buff, that is my issue in try-
ing to decide how you guys decide what to save.

And, unquestionably, you are the best in the world at it. I mean,
I don’t propose to tell you how to decide what to save. But if you
are just the systems administrator in the field office of the Farm
Service Agency somewhere in Kansas, and you are trying to decide
what is worthy of saving, I am trying to figure out before we go
cracking heads who gives them some direction, some clear-cut pol-
icy on what they should keep and what they can throw out the
back-door. And I have taken this hearing—the staff is going nuts,
I have taken this way out into the historical side and not in the
enterprise architecture, which is where we are supposed to be.

I recognize Mrs. Miller for another round of questions, and then
we will move on.

Mrs. MILLER. In the interest of time, I will pass. Thank you, Mr.
Chairman.

Mr. PUTNAM. One last question. Is there—and this gets to what
I was saying about I printed out my e-mails—is there, say, a
backup nondigital system for the storage of vital information
should that information be lost?

Mr. CARLIN. Mr. Chairman, what you described previously is
very real. Until we get records management applications to the
quality that we are comfortable, a lot of agencies today, and with
our encouragement, are printing out to paper. The record copy is
paper, not the digital form that was originally created. So the prac-
tical issue you addressed is one that agencies do address today.
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That decision out there in Kansas that you made reference to, first
of all, a schedule is going to determine and that schedule will say
whether the electronic or the paper copy is the record copy. And
probably out there, I would guess, it would be paper today because
we are still at the early stages of developing—when I say we, I
mean globally, we are testing and learning, but the private sector,
in producing, has made a lot of progress. And we may have one
there today, but is it available or been tested to the extent that ev-
erybody across the board, we are saying go forward and use it. So
your experience is one that has been experienced by agencies all
across the Federal Government.

Mr. PurNAM. Very good. Would any of the witnesses wish to add
anything? Something that we did not ask about? Something, if you
would like to clarify anything? This is your opportunity before we
seat the second panel. Yes, sir?

Mr. CAHOON. Mr. Chairman, I would like to add, with respect to
this, your critical question. NARA looks very carefully at the busi-
ness processes that each agency undertakes to do their business.
And, based on an analysis of those business processes, determines
what records are necessary to document the decisions and the
transactions that business process creates.

Based on that analysis, a record schedule is developed. That
schedule is then reworked and evaluated and tuned up and then
presented to Mr. Carlin for his signature. And it’s based on that
understanding of the business process and what is necessary to
document the rights and entitlements of individuals, the decisions
and actions of Federal officials and what would be important to
know for the national experience, all become factors in the decision
of what we should keep.

Risk of those records being lost, and the value of those records
to the business of the agency all factor in to the decision that is
made as to what we ought to keep and what can be disposed of
after the normal course of business. Thank you.

Mr. PurNAM. Very good, anyone else?

Mr. CARLIN. Mr. Chairman, I would only add that we appreciate
very much this opportunity. We appreciate your leadership, along
with your vice chair and your interest. And that we would hope
that this would be an ongoing communication over time, because
we realize you need to know what we are doing. You need to have
your questions answered. And as I said to you privately, we appre-
ciate the relationship with GAO and their active involvement in
what we are doing in all aspects of electronic records, and we
thank you very, very much for this opportunity today.

Mr. PurNAM. You are welcome, and we look forward to seeing
your facility next week. The record will remain open for us to sub-
mit further questions that were not addressed in the hearing, and
we would ask your cooperation in responding to those. At this time,
we will excuse the first panel and seat the second. So the commit-
tee will go in recess for a minute and a half.

Thank you.

[Recess.]

Mr. PutNAM. The subcommittee will reconvene. We want to wel-
come the second panel. And as was the custom with this sub-
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committee and as you saw with the first panel, I would ask you to
rise and raise your right hands, please, for the oath.

[Witnesses sworn.]

Mr. PurNAM. Note for the record that all of the witnesses re-
sponded in the affirmative.

We will immediately go to witness testimony.

Our second panel begins with Dr. J. Timothy Sprehe. Dr. Sprehe
is president of Sprehe Information Management Associates, a firm
offering consulting services and information resources management
to government agencies and private firms since 1991. He special-
izes in issues such as strategic planning for information resources
management, public access to government information, electronic
records management and electronic collection and dissemination of
information.

He has conducted consulting studies for many U.S. Federal agen-
cies and private firms doing business with the Federal Govern-
ment. He retired from OMB in 1991, where at OMB he was the
principal author of the original 1985 OMB Circular, No. A-130, the
Management of Federal Information Resources. This government-
wide information policy directive established comprehensive policy
on managing information and managing information systems and
technology.

Mr. Sprehe received an M.A. in 1963 and an Ph.D. in 1967 in so-
ciology from Washington University in St. Louis. We welcome you
to the subcommittee, Dr. Sprehe, and look forward to your testi-
mony. You are recognized for 5 minutes.

STATEMENTS OF J. TIMOTHY SPREHE, PRESIDENT, SPREHE
INFORMATION MANAGEMENT ASSOCIATES; ROBERT F.
NAWROCKI, CRM, DIRECTOR, RECORDS MANAGEMENT AND
IMAGINING SERVICES DIVISION, LIBRARY OF VIRGINIA;
CARYN WOJCIK, STATE GOVERNMENT RECORDS MANAGE-
MENT, MICHIGAN; AND DR. RICHARD LYUSAKOWSKI, DIREC-
TOR, COLLABORATIVE ELECTRONIC NOTEBOOK SYSTEMS
ASSOCIATION [CENSA]

Mr. SPREHE. Thank you, Mr. Chairman. It is a pleasure to ap-
pear before this subcommittee to discuss the subject of electronic
records management [ERM].

The National Archives’ 2001 survey on current Federal record-
keeping practices, of which I was a coauthor, stated that the chief
paradox of today’s Federal records management is the disconnect
between paper and electronic recordkeeping. Many agencies do
competent paper records management; only a handful do competent
electronic records management.

One reason for this condition is the cultural chasm between the
records management community and the information technology
community. Generally, records managers do not understand IT,
and IT managers do not understand records management.

A Federal record is not just something saved by a computer.
Rather, a record is maintained as evidence in pursuance of legal
obligations or in the transaction of business. It’s something you can
take into court where you must be able to prove that the record has
authenticity, reliability, integrity, and usability. IT professionals
seldom understand this meaning of “record.” It’s common to say
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today that most records are born electronic. Where do they live and
where do they grow up? In IT systems. And nobody is talking to
the IT people about records.

A second reason that ERM is sadly wanting in Federal records
is because the National Archives has been painfully slow to address
ERM, let alone get out in front of it. Bold out-in-front policy guid-
ance on ERM comes slowly in NARA’s culture of archivists and his-
torians, compounded by the agency’s extreme, and perhaps well
justified, fear of adverse litigation. You might note that for all of
its commendable initiatives in the electronics record management
area, NARA itself does not use electronics records management.

A third reason for the slow spread of ERM is the obstacles the
agencies face, namely, lack of funding for ERM and indifference on
the part of senior management. Too many agency heads and chief
information officers consider ERM a back-burner low priority. They
believe their top priorities are more immediate and include items
such as security and risk management, not appreciating that ERM
improves security and lowers risk.

Thus, as the volume of electronic records multiplies exponentially
in the agencies, progress in ERM creeps along inch by inch. Disas-
ters such as happened at the Bureau of Indian Affairs and the Fed-
eral Bureau of Investigation are the tip of a large iceberg. Many
more records management disasters are out there waiting to hap-
pen.

On the bright side, a few agencies have achieved significant ad-
vances in making ERM an integral operating component in their
information architectures. Agencies such as the Nuclear Regulatory
Commission, the Office of Civilian Radioactive Waste Manage-
ment—otherwise known as the Yucca Mountain Project—in the De-
partment of Energy, and the Office of Comptroller of the Currency
in the Treasury Department. These are agencies that take records
very seriously by the nature of their missions, agencies where top
management has issued a mandate that ERM shall exist enter-
prise-wide.

Agencies reaching full ERM implementation discover that an
electronic records repository is an asset with many beneficial appli-
cations beyond records management. ERM gives the agencies in-
stant access to institutional memory starting yesterday. They can
leverage this asset to provide economies and efficiencies to other
business functions. For example, the Nuclear Regulatory Commis-
sion’s ADAMS, which stands for agencywide document access and
management system, is a combined electronic documents and
records management system. NRC has made ADAMS a core compo-
nent of its public Web site, so that ADAMS not only performs
records management, it also performs other important public infor-
mation functions.

Even more, NRC has coupled ADAMS with electronic signature
capability, so that ADAMS can receive electronic submissions from
nuclear reactor licensees in the general public, and, hence, NRC
has leveraged its ERM investment to carry out not only its records
management responsibilities, but also the Government Paperwork
Elimination Act and improve its performance under the Govern-
ment Paperwork Reduction Act.
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My single recommendation regarding Federal ERM is this: The
Office of Management and Budget should change exhibit 300 on
capital planning and budgeting in its annual budget directive, Cir-
cular No. A-11. The section of exhibit 300 that deals with IT sys-
tems should state that no new IT system will receive funding for
development and acquisition unless the justification for the new
system adequately explains how the system will provide for records
created by or passing through the system. NRC and the Yucca
Mountain Project are already implementing such a policy.

We can only hope that the many agencies planning today for
ERM will receive the funding and leadership they deserve. From
my research and consulting I have come to believe that ERM is the
bedrock of what is known today as enterprise content management
or what we used to call information resources management. With-
out ERM, enterprise content management is incomplete and hollow
at its core. Thank you for inviting me to testify. And I would be
happy to answer any questions you have.

Mr. PutNaM. Thank you very much, Dr. Sprehe. I wish the first
panel had hung around.

[The prepared statement of Mr. Sprehe follows:]
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WRITTEN STATEMENT SUBMITTED BY J. TIMOTHY SPREHE BEFORE
THE HOUSE SUBCOMMITTEE ON TECHNOLOGY, INFORMATION POLICY,
INTERGOVERNMENTAL RELATIONS, AND THE CENSUS
ON THE SUBJECT OF ELECTRONIC RECORDS MANAGEMENT
JULY 8, 2003

My name is J. Timothy Sprehe and I am president of Sprehe Information Management Associates, a
consulting firm based in Washington, DC, and in recent years specializing in electronic records management. Itis a
pleasure to appear before this Subcommittee to discuss the subject of electronic records management or ERM.

1. Lack of El ic Recordkeeping. The National Archives’ 2001 report on current federal
recordkeeping practices stated:

Government employees do not know how to solve the problem of electronic records — whether the

electronic information they create constitutes records and, if so, what to do with the records.

Electronic files that qualify as records—particularly in the form of e-mal, and also word processing and

spreadsheet documents-—are not being kept at all as records in many cases and are frequently not being

scheduled. Employees lack guidance and knowledge concerning how to identify electronic records and what
to do with them once identified. Technology tools for managing electronic records do not exist in most
agencies. The agency information technology environments have not been designed to facilitate the retention
and retrieval of electronic tecords. Despite the growth of electronic media, agency records systems are
predominately in paper format rather than electronic. Virtually every agency visited indicated that the official
policy is that their records will be maintained in paper format. Yet the agencies recognize that most records
are now created in an electronic environment—in word-processing documents, spreadsheets, databases, and
the like. The predominant e-mail policy is to print out e-mails that are considered records and to save the
paper copies. The chief paradox of today’s Federal RM is the disconnect between paper and electronic
recordkeeping.

2. Records and the Cultural Chasm. One reason for this condition is the coltural chasm between the
records management community and the information technology community. Generally, records managers do not
understand IT and IT managers do not understand records management,

2.1 Records within records management culture, Within U.S. federal law, the term "tecord” is
defined as: .
All books, papers, maps, photographs, machine readable materials, or other documentary materials, regardless of
physical form or characteristics, made or received by an agency of the United States Government under Federal
law or in connection with the transaction of public business and preserved or appropriate for preservation by
that agency or its legitimate successor as evidence of the organization, functions, policies, decisions, procedures,
operations, or other activities of the Government or because of the informational value of data in them, (44 U.S.
Code Sec. 3301).
For purposes reaching beyond the U.S. Government, a simpler and more general definition of records is found in ISO
15489-1, the international standard for RM issued by the International Organization for Standardization:

Record: Information created, received, and maintained as evidence and information by an organization or

person, in pursuance of legal obligations or in the transaction of business.!

Within this meaning, the term "record” denotes information to which special characteristics adhere.
* Authenticity. An authentic record is one that can be proven

) To be what it purports to be,

b) To have been created or sent by the person purported to have created or sent it, and

8 jonal ization for Standardization, ISO 15489-1, I ion and D fon -~ Records M Part 1: General,
First Edition, September 15, 2001, Geneva, Switzerland, p. 3. Recently, NARA has announced its intention to move toward the
ISO standard. In its Proposal for a Redesign of Federal Records Management, July 2002

(http/ /www.archives.gov/records 1t/initiatives/rm_redesign.html), NARA states that in its redesign of RM guidance
and training NARA would: “incorporate the concepts in the ISO records management standard 15489 to the extent possible
under Federal law. Specifically, incotporate into our theoretical framework the idea of trustworthy records that have the qualities
of authenticity, reliability, integrity, and usability over time sufficient to meet the needs of stakeholders.”

1
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¢) To have been created or sent at the time purported.
®  Reliability. A reliable record is one whose contents can be trusted as a full and accurate representation
of the transactions, activities or facts to which they attest and can be depended upon in the course of
subsequent transactions or activities.
= Integrity. The integtity of a record refers to its being complete and unaltered.
»  Usability. A useable record is one that can be located, retrieved, presented and interpreted.?
2.2. Records within infor hnology cul Within the realm of computers and IT,
“record” has 2 very different meaning,
In darabase management systems, a record is a complete set of information. Records are composed of fiz/ds,
each of which contains one item of information. A set of records constitutes a ffle. For example, 2 personnel
file might contain records that have three fields: a name field, an address field, and a phone number field3
By way of explanation, a database management system is a collection of computer programs that enables one to store,
modify, and extract information from a database; a database is an organized collection of information such as an
electronic filing system. A field is the space allowed for a particular item of information, the smallest unit of
information the user can access within the database.* The above meaning of "record” is a relational concept in the
sense that the term has no meaning except in relation to other terms.
In the area of document technologies, "record” has other meanings, some related to the above and some not

related.
Record -- (1) Group of one or more words containing information about a2 common subject. One or more
records make up a file. (2) To copy or set down information in some form for future use. (3) Any information
that is stored by any device. (4) Number of fields that relate to a single item within the database. (5) In workflow,
collection of individual items of data treated as a unit. Refers to items in a database. Each item is represented by
a record that consists of one ot mote fields.5
For personnel trained in IT specialties, the above series of definitions is most likely to be the meaning they assign to
the term “record.”
2.3. Conclusion. The IT ing of "record" bears little resemblance to the RM meaning of
"record.” The IT record carries none of the evidentiaty, legal, and transactional connotations associated with the RM
record. To say that a given piece of information is an IT record is to say nothing about its authenticity, reliability,
integrity, and usability, defining characteristics of a record. Differences in the meaning assigned to the same term
by various disciplinary specializations represent cultural and linguistic batriers to common understanding. RM and IT
professionals have difficulty understanding one another when using such common terms such as "record.”s

3. NARA Has the Institutional “Slows.” A second reason that ERM is sadly wanting in federal agencies is
because the National Archives and Records Administration has been painfully slow to address ERM, let alone get out
in front of it. Bold, out-in-front policy guidance on ERM comes very slowly in NARA’s culture of archivists and
historians, compounded by the agency’s extreme —and perhaps well justified -- fear of adverse litigation.

One among many examples of NARA’s institutional slowness is the subject of websites as records. In 1998, 2
study sponsored by the National Historical Publications and Records Commission dealt with the subject of guidance

? Ibid, p. 7.

3 Sousce: Webgpedia, URL hitp:/ /www.webopedia.com/TERM/t/record html (December 2, 2002). For other definitions see, for
example the High-Tech Dictionary at URL htp//www.comy cotmn/resources/di v/, or TechWeb at URL

h -techweb.com/encyclopedia/, all as of December 2, 2002.

+ Ibm’, following the hypeslinks found therem for "database,”" "datab system," and "feld."

3 Association for Infc jon and Image M: International, Glassary of Docwment Technologies, an ANSI Technical Report

prepared by AIIM International, ANSI/ATIM TR2-1998, p. 76. "ABSTRACT: This technical report provides definitions for the
terms used in the micrographic, electronic imaging, and workflow fields. This technical report also includes
telecommunications/Internet terms related to these fields.” From the title page.

& "Archive" is another term that carries very different meanings in RM and IT. To the records manages, the word "archive” is a
noun only, not a verb, and denotes an agency, place, ot set of records intended for permanent long term preservation. To the IT
professional, "archive” is both 2 noun and a verb and refers to the copying of files to a storage medium for backup of
indeterminate but certainly not permanent duration.

2
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for ERM on state and federal agency websites.” NARA posted a hyperlink to the study on its website, but not until
January 2002, four years later, did NARA circulate a draft of its own guidance for website records management.
Today, eighteen months later, NARA's guidance has still not been issued publicly. In fairness to NARA, we should
note that the Office of Management and Budget, which enjoys but a superficial understanding of records management
in general and ERM in patticular, acts as a constant brake on NARA initiatives. Regardless of which political party is
in power, OMB is consistently very conservative about records management policy, seeing always large dollar signs as
the budgetary consequences of new records management policy initiatives.

Another major example of NARA’s institutional “slows™ is the Electronic Records Archives program$
Although NARA is now putting major resoutces into this program for the long-teem preservation of digital
information, it is my opinion, shared by many others in the field, that NARA is at least twenty to twenty-five years
later in seriously addressing this issue. For decades, NARA’s Center for Electronic Records has limped along on
inadequate funding and low management priority.

4. Lack of Funding for ERM. A third reason for the slow spread of ERM is obstacles the agencies face,
namely lack of funding for ERM and indifference on the part of senior management. Too many agency heads and
Chief Information Officers consider ERM a back-burner low priority. They believe their top priorities are more
immediate and include such items as security and risk management, not appreciating that ERM improves security and
lowers risks.?

Thus, as the volume of electronic records multiplies exponentially in the agencies, progress in ERM creeps
along inch by inch. Records management disasters such as happened at the Bureau of Indian Affairs and the Federal
Bureau of Investigation are the tip of a large iceberg; many more records management disasters are out there waiting
to happen.

5. The Plus Side of ERM. On the bright side, a few agencies have achieved significant advances in making
ERM an integral operating component in their information architectures. The most notable examples are the Nuclear
Regulatory Commission, the Office of Civilian Radioactive Waste Management, or Yucca Mountain Project, in the
Department of Energy, and the Office of the Comptroller of the Curtency in the Treasury Department. These are
agencies that take records very seriously by the nature of their missions, agencies where top management has issued 2
mandate that ERM shall occur enterprise-wide.

5.1 Leveraging ERM Inv to Benefit Other Busi Functi Agencies reaching full
ERM implementation discover that an electronic records repository is an asset with many beneficial applications
beyond records management. ERM gives the agencies instant access o institutional memory starting yesterday. They can
leverage this asset to provide economies and efficiencies to other business functions.

For example, the Nuclear Regulatory Commission’s ADAMS, which stands for Agency-wide Document
Access and Management System, is a combined electronic document and records management system.! NRC has
made ADAMS a core component of its public website so that ADAMS not only performs records management
functions but also provides important public information functions.

Even more, NRC has coupled ADAMS with electronic signature capability so that ADAMS can receive
electronic submissions from nuclear reactot licensees. Hence, NRC also has leveraged its ERM investment to carry
out the Government Paperwork Elimination Act and improve its performance under the Paperwork Reduction Act.

5.2 More Limited Example. ADAMS is an enterprise-wide solution that NRC has leveraged
significantly. Other agencies have been able to multiply their investment dollars on even more limited applications.
The Defense Advanced Research Projects Agency has a narrowly focused ERM application in its Comptroller’s

7 Charles R. McClure and J. Timothy Sprehe, Guidefines  for Electronic Records Management on Stae and Federal Agency Websites, Report
of a research study sponsored by National Historical Publications and Records Commission, January 1998.

http://www. jtsprehe com/newpage 12 htm

¥ See hutp.//www.archives.gov/electronic_records archives/index html.

*Ina reorganization several years ago that resulted eventually in the Office of Environmental Information, the
Administrator’s office in the Environmental Protection Agency decided to abolish records management on the grounds it was
an unnecessary function. When lower management protested loudly, the Administrator’s office then decided to place records
management in a ugit with facilities maintenance and physical security (or “cops and mops,” as the agency wags put it).
Eventually, wiser heads prevailed but the episode is indicative of the abyss of ignorance from which many top management
officials view records management. EPA, it should be noted, is an agency that in recent years has had one of the federal
government’s very best records management programs, motivated in substantial part by the fact that the agency experiences a
high volume of litigation and Freedom of Information Act requests.

*° See hitp://www.nre.gov/reading-rm/adams.himl.

3
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Office. The application automatically copies all “ARPA Ordets,” a key research funds disbursement document, into
an ERM system. DARPA’s Executive Information System draws data from numerous agency sources, including the
electronic records repository, to keep top management abreast of agency performance on a current basis. Note that
the records management function is not the same as executive information functions, yet DARPA has arranged to
have the former support the latter in an efficient and effective manner.

6. ERM Recommendation. My single recommendation regarding federal ERM is this.

The Office of Management and Budget should change Exhibit 300 on Capital Planning and Budgeting in its
annual budget directive, Circular No. A-11. The section of Exhibit 300 that deals with IT systems should
state that no new IT system will receive funding for development and acquisition unless the justification for
the new system adequately explains how the system will provide for recotds created by or passing through the
system.

NRC and the Yucca Mountain Project are already implementing such a policy.

Exhibit 300 already mentions electronic records in conjunction with the Government Paperwork Elimination
Act. But GPEA affects only a handful of the tens of thousands of federal IT systems, namely, those systems that
pertain to the collection of information from the public. The Department of Defense, for example, collects very litte
information from the public and yet has thousands of IT systems that create and/or process federal records.

All agencies have records management policies and many have electronic records management and email
records management policies. The problem is that the agencies establish no linkage between ERM policies and IT'
system design, acquisition, and management policies. Having an ERM policy is meaningless unless the policy is linked
to policies governing the IT systems in which the electronic records reside.

7. Conclusion. We can only hope that the many agencies planning today for ERM will receive the funding
and leadership they deserve. From my research and consulting, I have come to believe that ERM is the bedrock of
what is known today as Enterprise Content Management. Without ERM, Enterprise Content Management is
incomplete and hollow at its core.

Thank you for inviting me to testify.

J. Timothy Sprehe

Q. ' "nf‘ 7t 3. M. o A vy
4201 Connecticut Ave., N.W.,, Suite 610
Washington, DC 2008
Telephone: 2202-364-5300
Fax: 202-364-5302

E-majk: jtsprehe@jtsprehe.com
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Mr. PuTNAM. Our next witness is Mr. Bob Nawrocki.

Mr. Nawrocki is the director of the Records and Imaging Service
Division in the Library of Virginia. Previously he was the electronic
records coordinator for the library. He is responsible for dealing
with electronic records issues facing the State of Virginia. Pre-
viously he spent 2 years as a contractor with the Air Force working
on their integrated digital environment.

His experience involves working for State and Federal Govern-
ments, as well as for several law firms and private industry. Mr.
Nawrocki is a Certified Records Manager and has a Masters in
Science in Library and Information Sciences from the Catholic Uni-
versity of America. He is an adjunct faculty member with Catholic
University teaching Information Systems for Libraries and Infor-
mation Centers and Organization of Information.

Welcome to the subcommittee. You are recognized.

Mr. NAWROCKI. Thank you, Mr. Chairman. I will briefly be
speaking today about the Library of Virginia and what we are
doing here in Virginia dealing with electronic records.

The Library of Virginia has responsibility for the Common-
wealth’s records management and archival programs. As such, we
work closely with State and local agencies to assist them with the
management of their records. Over the past 5 years, electronic
records have become a significant issue. In 2000, the Library was
able to hire their first electronic records coordinator to develop po-
lices,dguidance, and provide advice on the management of electronic
records.

The Library faces many of the same problems that NARA does,
even though they are on a much smaller scale. In the 1990’s, a
number of Virginia counties began to use scanning and electronic
storage for the recording of deeds. While this reduced the amount
space required and improved access, it did not provide the long-
term stability and preservation required of such records. In fact, we
had a county that actually lost about 30 or 40 deeds when they had
a computer crash. Luckily, they were able to recover those over a
short period of time.

Changes to the Code of Virginia have made digital images legal
substitutes or replacements for original documents. The Library
wants to encourage the use of microfilm as a backup to digital im-
ages, since there are no recognized, permanent media in the digital
arena. When stored properly, microfilm can last up to 500 years.
Through a philanthropist, the Library was able to obtain a Kodak
Archive Writer to convert digital images to microfilm. We use an
encrypted Internet connection for scanned images to be sent to the
Library’s State Records Center, where they are stored on a RAID
device until data would be written to microfilm.

The microfilm was processed under a quality control and the re-
sultant negatives were stored in our media vault. And this project
continued into the fall of 2002 when most of the staff was laid off
due to extreme budget cuts. By that time, private vendors were
able to step in using the same technology to do the same actions
at the same or lower costs.

Over the past 3 years, the Library has worked to educate State
and local agencies about electronic records and the best methods to
preserve them. Guidelines for transferring electronic records into
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the Library are under development. Our greatest concern is that in
the short term we will lose access to these records before a reliable
method of archiving them is developed. We have found that the sin-
gle most important tool for raising awareness, though, is education
through presentations and articles.

Second, we believe that the development of guidelines that pro-
vide advice and suggested tools for electronic records creators are
also useful. We also find it is important not to develop guidelines
and tools that are too narrowly drawn since the same solution is
not always applicable in all cases.

Rapid technological change results in records only a few years
old being unrecoverable because the hardware or software does not
exist. While there is significant, extensive research being done
long-term on electronic preservation, we need to remember that we
have to manage these records in the short term, so that when the
proverbial magic bullet is created, there will be older electronic
records to be preserved.

The current effort to create a Portable Document Format-Archi-
val is an excellent example of this thinking. The use of hybrid ana-
log/digital technologies is another. We need more collaborations
like this which utilize existing technology and software to provide
records managers, archivists and librarians with the tools needed
to manage today’s electronic records. We also need to continue to
use the tools, both analog and digital, which allow us to provide ac-
cess to existing electronic records and preserve them at the same
time.

There is much work being done around the world in the field of
digital preservation and sharing of information. This is necessary
and must continue if we are to solve this intractable problem.
Thank you.

[The prepared statement of Mr. Nawrocki follows:]
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Statement of Robert Nawrocki

before the

Subcommittee on Technology, Information Policy, Intergovernmental Relations and the Census

Good morning. My name is Robert F. Nawrocki and I am currently the Director of the Records
and Imaging Services Division of the Library of Virginia. I have been in records and information
management for over 30 years. I am a certified records manager and a past president of ARMA
International.

The Library of Virginia has responsibility for the Commonwealth’s records management and
archival programs. As such we work closely with state and local agencies to assist them with the
management of their records. Electronic records have become a significant issue in the last 5
years. In 2000 the Library hired its first Electronic Records Coordinator to develop policies,
guidance and to provide advice on the management of electronic records. I was fortunate to have
filled that position from 2000 until April 25" when I become Director of the Division.

In the late 1990s a number of counties began to use scanning and electronic storage for the
recording of deeds. While this reduced the amount of space required and improved access it did
not provide the long term stability and preservation required of such records.

Changes to the Code of Virginia made digital images legal substitutes or replacements for
original documents. The Library wanted to encourage the use of microfilm as a backup to digital
images since there are no recognized permanent media in the digital arena. When stored properly
microfilm can last almost 500 years. Through a philanthropist LVA obtain a Kodak Archive
Writer to convert digital images into microfilm. Using an encrypted Internet connection scanned
images were sent to the Library’s State Records Center where they were stored on a RAID device
until the data could be written to microfilm. The microfilm was then processed, underwent quality

control and the resultant silver negatives stored in the State Records Center’s media vault. This
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project continued until the fall of 2002 when most of the microfilm staff was laid off due to
extreme budget cuts. Private vendors will now provide the same conversion that the library did at
about the same cost. The microfilm negatives are stilled stored in the records center’s media
vault. We consider that the project was valuable since it showed the benefit of a hybrid system
which allowed counties to provide faster, distributed access with electronic records while
preserving those records, at a lower cost, using a proven technology, microfilm.

Over the past three years the Library has worked to educate state and local agencies about
electronic records and the best methods to preserve them. Guidelines for transferring electronic
records into the archives are under development. Our greatest concern is that in the short term we
will lose access to these records before a reliable method of archiving them is developed. We
have found that the single most important tool for raising awareness is education through
presentations and articles in state publications. Secondly we believe the development of
guidelines that provide advice and suggested tools for electronic records creators is also useful. It
is important to not develop guidelines and tools that are too narrowly drawn since the same
solution is not applicable in all situations. Flexibility is the key to as long as the proper result is
achieved. Additionally records managers and archivists must work closely and cooperatively with
their Information Technology associates. We need to collaborate with them when new
information systems and the required information architectures are being developed to insure that
the appropriate records management functions are included. We have found that by working with
IT and making them aware of records management and archival needs and requirements enables
everyone to perform their jobs better.

. It is important to remember that during the entire process of creating and preserving electronic
records we must continue to preserve the evidentiary aspect of the electronic record. This cannot
be done unless the appropriate audit trails and safeguards have been built into the information
architecture. If the electronic records are not shown to be reliable and have integrity their

evidentiary value will be zero and the work to preserve them will be wasted. This can only be
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done through the collaboration and work of ail parties involved in the creation, use, maintenance
and preservation of the electronic records.

There is much hard work to be done now and in the future. This work can be only done through
the collaboration and involvement of all whether they are in the federal, state or local
governments or private industry.

Electronic records present a serious problem for everyone. Rapid technological change results in
records only a few years old being unrecoverable because the hardware or software needed does
not exist. While there is significant and expensive research being done long-term on electronic
preservation we need to remember that we have to manage these records in the short-term so that
when the proverbial “magic bullet’ is created there will be older electronic records to be
preserved. The current effort to create a Portable Document Format-Archival is an excellent
example of this thinking. The use of hybrid analog/digital systems is another. We need more
collaborations like this which utilize existing technology and software to provide records
managers, archivists and librarians with the tools needed to manage today’s electronic records.
We also need to continue to use the tools, both analog and digital, which allow us to provide
access to existing electronic records and preserve them at the same time. There is much work
being done around the world in the field of digital preservation and sharing of information. This

is necessary and must continue if we are to solve this seemingly intractable problem.
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Mr. PUTNAM. At this time, I would like to turn the gavel over to
our distinguished vice chair and native of Michigan, former Sec-
retary of State, Mrs. Miller, for the next introduction.

Mrs. MILLER [presiding]. Thank you, Mr. Chairman. It’s my
pleasure to do so, to introduce Karen Wojcik. She has worked for
the State Archives of Michigan since 1996. She is State Archives’
primary liaison with the executive branch, the legislature, the Su-
preme Court and our Court of Appeals. She is responsible for ap-
praising public records for their historical value and for developing
electronic records management and preservation strategy.

Mrs. Wojcik received both her bachelor’s degree in history and
her master’s degree in information and library science from the
University of Michigan, Ann Arbor. And we wonder who she roots
for on football days between the Michigan State and the Univer-
sity. She is a Certified Archivist. She has participated in several
grant projects funded by the National Historical Publications and
Records Commission, including the Michigan RMA Pilot Project,
the PERM Project, and she served on the advisory board for the
SDSC Archivists’ Workbench Project. She is the Chair of the Na-
tional Association of Government Archives and Records Adminis-
trators, on the Committee on Electronic Records and Information
Systems, and has been nominated to serve as secretary on this
board as well, and we are certainly pleased to have her here as
well.

Ms. WoJcik. Thank you. Mr. Chairman, thank you for inviting
the Michigan Department of History, Arts, and Libraries to testify
at this hearing. I am honored to be speaking to you today about
the management and preservation of our government’s records,
particularly electronic records. And, of course, I especially want to
th(zlmk Congresswoman Candice Miller for inviting us to be here
today.

The Michigan Department of History, Arts, and Libraries is com-
mitted to enriching the quality of life for Michigan residents by
providing access to information, preserving and promoting Michi-
gan heritage, and fostering cultural creativity. The Division of Ar-
chives and Records Management within the Michigan Historical
Center is responsible for ensuring that Michigan’s government
records are properly managed and preserved throughout their en-
tire lifecycle.

Public records are essential for protecting our legal rights, for
documenting the actions of our government, and for understanding
the society in which we live, and, therefore, it cannot be sufficient
to have our history preserved by accident.

As a general rule, we estimate that less than 5 percent of all gov-
ernment records possess permanent historical value. Professional
archivists and records managers have worked for years to develop
systematic processes that identify which records possess historical
value and to provide for their preservation. Unfortunately, many
government agencies do not follow these procedures, and they fail
to protect the irreplaceable items in their custody.

In the traditional paper-based world, valuable records have man-
aged to survive despite this neglect. However, electronic records
will not survive long enough to be used by future generations with-
out active investments in their ongoing preservation and access.
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Computer technology and electronic records create many challenges
and opportunities for the records management and archival profes-
sions. This technology is a moving target and we need long-term
solutions. Certainly, the National Archives and Records Adminis-
tration has served as a leader in this field of research.

The Michigan Division of Archives and Records Management
began discussing electronic records issues more than 25 years ago.
With the advent of desktop computing, we became particularly con-
cerned about how we could manage and preserve e-mail and word
processed documents.

The U.S. Department of Defense issued the first version of its
standard 5015.2 for Records Management Applications in 1997,
and several commercial products are on the market that comply
with this standard. We wanted to test the RMA software in State
government offices to determine if it would address the record re-
tention problems we were trying to solve.

We decided to apply for and we received a 2-year grant beginning
May 2000 from the National Historical Publications and Records
Commission to conduct a pilot project using a DOD-certified
Records Management Application. At the time, the State Archives
was an agency within the Michigan Department of State led by
Secretary of State, now Representative, Candice Miller. The project
had three goals: One, to assess the ability of an RMA to classify
and manage electronic records and execute retention requirements,
including the identification and segregation of archival records;
two, to analyze the cultural impact that RMAs have on agency
staff, information technology personnel, records managers and ar-
chivists; and three, to conduct a business process analysis and
evaluate the potential for RMAs to be used in an enterprise-wide
setting.

Our pilot project demonstrated that RMA software works. Elec-
tronic records that are created by common desktop programs can
be organized and stored in a centralized repository that automati-
cally implements the appropriate retention period for the records.
However, we found people will resist changing the way they file
and access their electronic records, because less than a third of our
project participants adopted the RMA software as their primary
tool for storing electronic records. The RMA features need to evolve
to make the filing and retrieval of electronic documents appear
transparent to users.

We also learned that business process improvements can be de-
rived from using RMA software, especially when the business proc-
ess change involves the transformation from a paper-based process
to an automated process. When these improvements are adopted by
the agency, RMA use and satisfaction does increase.

This project demonstrated that management support for change
is essential to the success of an RMA. Managers must establish ex-
pectations and consequences for not following established proce-
dures for electronic recordkeeping. Encouragement by management
needs to focus on the positive benefits to the individual and the
agency. The Department of History, Arts and Libraries is continu-
ing to support the limited use of the RMA software now that our
pilot project has ended.
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However, RMAs are record retention tools, not preservations
tools. The electronic records that are stored in the RMA’s central-
ized repository remain in their native format. The RMA is not ca-
pable of ensuring that they remain accessible as underlying tech-
nology changes. Therefore, a methodology must be developed for
preserving archival electronic records and those with long-term re-
tention requirements. This is why the NHPRC initiated a partner-
ship between the San Diego Supercomputer Center and the State
of Michigan to address long-term and permanent preservation of
electronic records. In November 2001, we were awarded a 2-year
grant from NHPRC for what we call the PERM Project. This col-
laborative project is developing functional requirements for pre-
serving electronic records that are stored in RMA repositories so
they remain accessible. These functional requirements were pub-
lished in January 2003, and currently researchers in San Diego are
developing a prototype to test these functional requirements.

These and other projects are essential for ensuring that our docu-
mentary heritage remains accessible to future generations. Thank
you again for inviting me to testify before you today.

[The prepared statement of Ms. Wojcik follows:]
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Statement of Caryn Wojcik
before the
Subcommittee on Technology, Information Policy,
Intergovernmental Relations and the Census

Testimony: July 8, 2003

Mr. Chairman, thank you for inviting the Michigan Department of History, Arts and
Libraries to testify at this hearing. 1am honored to be speaking to you today about the
management and preservation of our government’s records, particularly electronic
records. Iespecially want to thank Congresswoman Candice Miller for inviting us. My
name is Caryn Wojcik, and T am the Electronic Records Archivist for the State Archives

of Michigan.

The Michigan Department of History, Arts and Libraries is committed to enriching the
quality of life for Michigan residents by providing access to information, preserving and
promoting Michigan heritage, and fostering cultural creativity. The Division of
Archives and Records Management within the Michigan Historical Center is -
responsible for ensuring that Michigan’s government records are properly managed
and preserved throughout their entire lifecycle.

Public records are essential for protecting our legal rights, for documenting the actions
of our government, and for understanding the society in which we live; and therefore it
cannot be sufficient to have our history preserved by accident. As a general rule, we
estimate that less than 5% of all government records possess permanent historical value.
Professional archivists and records managers have worked for years to develop
systematic processes that identify which records possess historical value, and to
provide for their preservation. Unfortunately, many government agencies do not
follow these procedures, and they fail to protect the irreplaceable items in their
custody. In the traditional paper-based world, valuable records have managed to
survive despite neglect. However, electronic records will not survive long enough to
be used by future generations without active investments in their ongoing preservation
and access.

Computer technology and electronic records create many challenges and opportunities
for the records management and archival professions. This technology is a moving
target, and we need long-term solutions. Certainly, the National Archives and Records
Administration (NARA) has served as a leader in this field of research.
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The Michigan Division of Archives and Records Management' began discussing
electronic records issues more than 25 years ago. With the advent of desktop
computing we became particularly concerned about how we could manage and
preserve e-mail and word processed documents. The U.S. Department of Defense
(DoD) issued the first version of its standard 5015.2 for Records Management
Applications (RMAs) in 1997, and several commercial products are on the market that
comply with this standard.? We wanted to test RMA software in state government
offices to determine if it would address the record retention problems we were trying to

solve.

We decided to apply for, and we received, a two-year grant (beginning May 1, 2000)
from the National Historical Publications and Records Commission (NHPRC) to
conduct a pilot project using a DoD-certified Records Management Application.® At
the time, the State Archives was an agency within the Michigan Department of State,
led by Secretary of State, now Representative, Candice Miller. The project had three
goals: (1) to assess the ability of an RMA to classify and manage electronic records and
execute retention requirements, including the identification and segregation of archival
records; (2) to analyze the cultural impact that RMAs have on agency staff, information
technology personnel, records managers and archivists; and (3) to conduct a business
process analysis and evaluate the potential for RMAs to be used in an enterprise-wide
setting.

Our pilot project demonstrated that RMA software works. Electronic records that are
created by common desktop programs can be organized and stored in a centralized
repository that automatically implements the appropriate retention period for the
records. However, we found that people will resist changing the way they file and
access their electronic records, because less than a third of our project participants
adopted the RMA software as their primary tool for storing their electronic records.
RMA features need to evolve to make the filing and retrieval of electronic documents
appear transparent to users. We also learned that business process improvements can
be derived from using RMA software—especiaily when the business process change
involves the transformation from a paper-based process to an automated process.
When these improvements are adopted by the agency, RMA use and satisfaction
increases. This project demonstrated that management support for change is essential

1 The Records Management Services recently joined the State Archives of Michigan as part of the
Department of History, Arts and Libraries, Michigan Historical Center. The two programs will be
merged into a single Division of Archives and Records Management.

2 The DoD 5015.2-STD and the list of certified RMAs can be found at http://jitc.fhu.disa.mil/recmgt/.
3 For more information about the project, visit the project website, http//www.michigan.gov/hal

(suggested search term “records management application”).
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to the success of an RMA. Managers must establish expectations and consequences for
not following established procedures for electronic recordkeeping. Encouragement by
management needs to focus on the positive benefits to the individual and the agency.
The Department of History, Arts and Libraries is continuing to support the limited use
of the RMA software. This way, we will be ready to make sound recommendations to
Michigan government agencies when they are ready to use these products.

However, RMAs are record retention tools, not preservation tools. The electronic
records that are stored in the RMA's centralized repository remain in their native
format. The RMA is not capable of ensuring that they remain accessible as underlying
technology changes. Therefore, a methodology must be developed for preserving
archival electronic records and those with long-term retention requirements. This is
why the NHPRC initiated a partnership between the San Diego Supercomputer Center
(SDSC) and the State of Michigan to address the long-term and permanent preservation
of electronic records that are captured and managed using RMA software. In
November 2001 we were awarded a two-year grant from NHPRC for the “PERM
Project”. This collaborative project is developing functional requirements for
preserving electronic records that are stored in an RMA repository so they remain
accessible, These functional requirements were published in January 2003, and
currently the researchers in San Diego are developing a prototype that will test these
functional requirements.*

The Michigan Division of Archives and Records Management appreciates the support
that the National Archives and its grant-making body, the NHPRC, have given us as we
seek to find practical tools to ensure that electronic records are properly managed and
preserved. These, and other projects, are essential for ensuring that our documentary
heritage remains accessible to future generations.

Thank you again for inviting me to testify before you today.

4 The PERM Project website is http//www.sdsc.edu/PERM/
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Mrs. MILLER. We certainly appreciate your testimony today.

Our next witness is Dr. Richard Lysakowski. He is the executive
director and president of the Collaborative Electronic Notebook
Systems Association and the Global Electronic Notebook Systems
Association [GERA] as well. It is a professional standards associa-
tion built on government-industry partnership with a mission to
create program, policy, and procedural and technology standards
for quality electronic records programs. Dr. Lysakowski has 25
years of experience working with automation systems in various
scientific software, engineering and project management roles in
both the public and the private sectors.

We welcome you to the subcommittee and look forward to your
testimony, sir.

Mr. LYsAKOWSKI. Thank you, Ms. Chairwoman.

A little bit of background on CENSA, the Collaborative Elec-
tronic Notebook Systems Association. Our primary mission is to
create totally electronic replacements for inventors’ notebooks and
regulatory records, record books that are used in a research devel-
opment quality assurance manufacturing other enterprise business
environments. These are vital records that indicate the quality of
a project that manufacturers are shipping. And the industries we
cover include pharmaceutical, chemical, food and beverage, oil and
gas, consumer products, government and many other industries.

Replacing the inventor’s notebook has been one of the greatest
challenges because frequently in a patent interference it will come
down a single page in a single record book that makes or breaks
a multibillion dollar a year, 20-year monopoly for product revenues.
So we are talking about serious commercial impact.

Regulatory impact, if records are either fraudulent or inaccurate
to the point where product quality is poor, can frequently shut
down a facility—manufacturing facility for as long as 6 months,
losing more than $1 million per day in potential revenue. So seri-
ous consequences can result from poor quality recordkeeping.

And so for these records, making them electronic has been quite
a challenge. And we worked with NARA to find out what the best
practices are out there now and in the near future and worked
with many vendors. Our role as a market development association
is to create multiple competing products for all the necessary com-
ponents that make up a complete electronic system for records cre-
ation, management, archiving, preservation, retrieval and access.
So looking at the whole life cycle of the electronic record has been
quite important for us.

And NARA’s focus has been, at least in its current funding, fo-
cusing on records management. We need it to include archives
management specifications.

So some summary points that I needed to make: We are appre-
ciative of NARA in having funded the Global Electronic Records
Association to create the first quality electronic records practice
standards. That work is just being complete now.

But looking more globally, I would say that NARA is under-
funded to face the grand challenge of electronic records for the full
lifecycle for all agencies that it serves and industry and the private
sector in general.
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Government needs other funding sources. NARA’s budget for fis-
cal year 2003 is $268 million. That is less than the annual revenue
of even one of our member corporations. So one issue is that NARA
is insufficiently funded to achieve the goals for all agencies and the
private sector too.

If NARA is to help the agencies and the citizens it serves, it
should provide blueprints, mandate standards and requirements
for policies and technology systems that implement records man-
agement and archives management. Don’t forget the archives for
each agency. The DOD standard does a nice job of covering records
management but does very little on archives.

Third point is the OMB exhibit 300. I would concur with the first
witness on this panel, that two parts need to be added to that ex-
hibit. One is on the preservation of business assets. The informa-
tion assets that are created by any IT system must be dem-
onstrated to be completely exported and reconstructible in another
system before any system is purchased. So that procurement proc-
ess must specify interoperability between at least three to five sys-
tems to guarantee alternatives. So the procurement process itself
needs to change. These demonstrations of reconstruction of an ar-
chival information packet need to be shown before any money is
provided to a vendor.

The last point is subscription-based software pricing is one of the
greatest threats we have to records and information assets. This is
a new pricing model whereby you pay every 12 months for use—
continuing use of your software to access your property. Software
is a tool to create intellectual and business assets. Some vendors
are pushing subscription-based pricing instead of perpetual-right-
to-use license for the software. So unless this software purchase in-
cludes purchase of the format and some type of free viewer that
goes along with it is made available, then subscription-based pric-
ing shouldn’t be pursued by the Federal Government for any sys-
tem containing important business assets.

Mrs. MILLER. Thank you. You know, I might just pick up on that
subscription-based pricing. I am just trying to understand what you
were saying there. Because it would seem to me, with all the dif-
ferent—just the government demand itself, that there would be a
software program that would be very viable in the marketplace, we
are talking about setting standards and that kind of thing. Are you
aware of such a thing, a governmental software for records man-
agement archiving? Mr. Sprehe had mentioned that as well.

Mr. LYSAKOWSKI. I am not aware of any software program freely
from the government.

Mrs. MILLER. Mr. Sprehe, are you aware of any software that the
government agency would utilize for standards uniformity?

Mr. SPREHE. I am not.

Mrs. MILLER. You mentioned, doctor, as well about NARA being
underfunded, and I think you mentioned the amount of what their
funding actually was in that. It would seem that it is very impor-
tant that we identify in any funding request, when we talk about
dollars here, from the congressional standpoint certainly, that we
put in place in a business plan—as a plan that archiving for every
agency, that records management, all of this would be a part of a
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business plan before appropriators would talk about funding par-
ticular projects for any agency as well.

And Mr. Sprehe used the example of Yucca Mountain. I think he
used two examples. I forget the other one that you mentioned. That
they had actually included that in their business plan.

Is that a recommendation that you would make to the Congress
that in any business plan that they should put those kinds of criti-
cal portions in there?

Mr. SPREHE. Most certainly, yes.

Mrs. MILLER. Do you have any comment, Doctor?

Mr. LYsAKOWSKI. Yes. I was advocating that you actually add at
least one new section to exhibit 300 that requires during the acqui-
sition process that vendors—at least three to five vendors dem-
onstrate interoperability of archival information packets before you
make any single purchase. Thereby, you set up an insurance policy
for all congressional systems.

We have successfully used a strategy in industry for specific ana-
Iytical techniques, mass spectrometry in particular is a good exam-
ple. Dow Chemical wanted to purchase a mass spectrometry sys-
tem, an instrument and the data system that goes along with it,
$150,000 purchase, but, as a condition of the procurement, they
short-listed the top three vendors, and they said, OK, we want you
all to show us interchange of the mass spectral data sets among
all three of you before we buy from any one of you.

Well, it took 2 weeks to write the code by one programmer, 2
weeks to distribute it to the other two vendors and embed it in
their products, and the demonstration happened within 30 days.
Now, that was for $150,000 procurement.

There was a specification that already existed, but it was not a
standard and the vendors did not implement it. But if there is a
specification, it is trivial for vendors to implement it; and on the
last page of my testimony document, I state that vendors will use
the lack of a specification as an excuse for creating proprietary file
formats and buyers give up their power at the most critical mo-
ment by not demanding interoperability demonstrations.

Mrs. MILLER. I would be interested to know from the witnesses
in the middle there, Ms. Wojcik from Michigan and also Mr.
Naworocki from Virginia, do you—when you’re making your fund-
ing requests to your appropriators, to your legislature for your
work, do you put in as part of your business plan the kinds of fund-
ing that is necessary for records management and for archiving? Do
you make that a big part of your business case? Do you find that
there is enough attention being paid to what is necessary to actu-
ally archive these kinds of things?

Ms. WoJdcik. The State of Michigan does not require that record
retention be addressed in business plans. We did draft a policy
that’s published in the Department of Management and Budget’s
administrative manual that requires that record retention be iden-
tified during the procurement of new systems, but, unfortunately,
that has not been implemented. We do see that—if it was imple-
mented systematically, it would certainly help us identify how long
records need to be retained and which ones need to be preserved.

Mr. SPREHE. If I could add to my comment, exhibit 300 of the
OMB circular does mention records but only with respect to the
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Government Paperwork Elimination Act. The problem with that is
GPEA is a very narrow act. It only affects information collected
from the public. If you think of the Department of Defense, which
has probably tens of thousands of IT systems, DOD collects very
little information from the public, and all those other systems that
may be producing or processing records, they don’t pay any atten-
tion to records management.

Mrs. MILLER. Not to interrupt, but there I think is where you
mentioned the cultural chasm, I think is the way that you had put
it, between historians, perhaps, maybe librarians and IT, where
you have people who are historians wanting to make sure that ev-
erything is archived properly and some IT people perhaps with the
view that it happened, get over it, and not wanting to keep it.

So how you bridge those, that may be another question. I'll let
Mr. Naworocki respond to the first one first.

Mr. NAWOROCKI. Sure. Within the State of Virginia, working
very closely with the various IT agencies in order to try to embed
records management into that, it hasn’t always been successful. I
think our biggest problem has been simply the fact that Virginia
has had a severe budget crisis over the last 2 years, and that’s
overwhelmed it. But by working very closely with IT both in local
agencies and on the statewide version in order to try to push
that—I think it’s very true there’s a cultural disconnect. People as-
sume, because it’s electronic, it’s not a record, or they just think it’s
too much trouble.

I think that possibly one of the areas that we need to work in
is not to work on very specific projects but rather to take a look
at how we can leverage the power of the States and the Govern-
ment—the Federal Government in order to talk to some of the soft-
ware manufacturers about embedding it.

I'm just thinking, well if we can convince Bill Gates it was worth
a few bucks to him to embed records management and to award
every other product he developed, we wouldn’t have a problem—or
archival, actually. That’s literally when it comes down to. When-
ever you have to graft something on, it becomes a kludge and just
doesn’t work. It needs to be embedded in the original activity in
order to make it function, really.

Mrs. MILLER. Do you have any comments on how we might
bridge that cultural chasm there with—how can the Federal Gov-
ernment assist in that kind of a thing in setting out standards? As
you mentioned, it should be embedded in the original technology.
Is there something that we can do to bridge that?

Mr. NAWOROCKI. You're the 800 pound gorilla. Whatever you
guys decide, they are going to follow.

Once again, the most important thing is that the Federal Gov-
ernment has to demonstrate a concern. They have to demonstrate
a commitment to that, and then that flows from that. I think it
also needs to be remembered that, really, it should not be just
strictly what the Federal Government does, because what may
work for you may not work for us, but rather if you look at it as
a collaboration among private industry, the States, local govern-
ments and the Federal Government, I think certainly, as you con-
tinue your work in this project, you should take a look at what is
being done in those other areas in order to determine what is the
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best practice. Very simply, just because it’s been done in NARA for
the last 50 years doesn’t always mean it’s probably the best thing
to be done.

Ms. WoJcik. You know, this is a technology problem, and it’s
going to need some type of technology solution, and the people who
create that technology are part of that solution. Having tools is just
one part, but there’s also that cultural issue, and I think we need
to see more accountability from the top down, where, you know, ad-
ministrators, managers are accepting that responsibility, acknowl-
edging it, are fully aware of the consequences of not taking respon-
sibility for both records management and records preservation.
Working form the bottom up isn’t going to solve anything.

Mrs. MILLER. Working from the top down and setting that kind
of standard I think is very important.

I just mention a personal example that I have within my own of-
fice, but I'd like to address this question to the State librarian. Are
you familiar with—Ilibraries I think with the advent of the Internet
and all this electronic, people thought, well, geez, no one will read
books anymore, that libraries would lose their value, that they
would go by the wayside. But in fact I think libraries have been
very much on the leading edge of using electronics and reaching
out to the community and in so many different ways.

Are you familiar with the digital library research that’s being
conducted by the Library of Congress? And, if so, how does the Li-
brary of Congress—I'm sure you have your national association—
how does that filter through the libraries as far as, again, a mix
of cooperation between the libraries and the historians?

Mr. NAWOROCKI. I'm not the State librarian. I work in the
records, but I understand the library process. I think what happens
also is there’s a number of different government agencies for dif-
ferent ways, and the Library of Virginia just as the national—the
Library of Congress, we also have our own digital library project,
and that is a very important part because we have very unique
items, and through the Internet, through digitization, we’re able to
spread that information, make it available. So that someone who
is doing genealogical research in their jammies in Australia—they
don’t have to make that trip.

I think it’s very important that both the archival and the records
management world also understand what is being done in the digi-
tal library arena, because they’re doing some very important work
on access and how to obtain access and indexed material that often
we don’t think about on our side. I think sometimes I really would
love to just take all the research that is being done, throw it in a
blender and hope that the answers come out, but I think oftentimes
we stovepipe but not always talk to each other, and we need to do
more talking.

But, yes, it’s filtering down. I think many State libraries, local
libraries are working on digital projects and, you know, preserving
and making accessible information that otherwise would be totally
inaccessible, except for those few folks who could make it to the li-
brary.

Mrs. MILLER. Well, as we're getting into the lunch hour, this will
be my final question for the panel. You were all here for the first
panel, and I think we are just trying to get to the crux of the prob-
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lem here of trying to determine what kinds of records really need
to be archived and what is the best practices. I remember in spe-
cific Ms. Koontz from the first panel had made a comment I think
about Mr. Sprehe, that you had developed some preliminary models
for recognizing the best methods for records management. Perhaps
you could elaborate a little bit on that, if you would, sir.

Mr. SPREHE. Thank you. I put a little bit of that into my testi-
mony.

One of the things that I learned and that I guess the team
learned in this study of transitioning from physical to electronic
records management—and we have applied the metaphor of a ca-
pability maturity model but only as a metaphor. The strategic ad-
vantage was that it speaks to the IT community. They know what
that is. My view is that we have placed stress to a great degree
on the bad things that will happen to you if you do poor records
management and that the costs and risk—and that has limited ap-
peal to top leadership in any enterprise, including Federal agen-
cies.

What we discovered is—and which I tried to present with the
concept of leveraging the records management investment is that
if you do good records management, very good things happen to
you beyond records management. It helps you do other business
functions far better, more efficiently and effectively. That grabs the
attention of top leadership.

In a recent presentation commending the ADAMS system at the
Nuclear Regulatory Commission, the recipient from NRC said, you
know, it took us a long time to get our electronic records manage-
ment system into the shape it is in today. Now what’s happening
is that, as other systems are developed in our agency, those IT
managers are saying, and we want a system just like ADAMS, be-
cause they understand that if you can grab instantaneously yester-
day’s records and all the way back electronically, it’s an enormous
asset that they should build into their application.

Mrs. MILLER. Thank you.

Well, I certainly want to thank you all for attending today. It has
been fascinating. It really is quite a fascinating subject that we all
struggle with, with our changing world and changing technology
and how we best utilize it for everyone.

Is there anything that any one of you four would like to add for
the record that we didn’t ask you or questions or input that you
would like to put in as part of the record?

Mr. NAWOROCKI. If I might just briefly to touch on two points.
One is accountability. And I think working with the GAO and with-
in the State of Virginia we’re looking to work with our accounting
agency in order to develop that accountability. But, also, we need
to understand that everyone will have to become their own records
manager, and it’s going to require a lot of training and a lot of un-
derstanding on behalf of folks to do that, and I think it’'s a long
road ahead, but it really is going to require a great deal of edu-
cation as well as the technological capabilities.

Thank you.

Mrs. MILLER. Thank you all so very, very much for coming.



110

The record will be held open for 2 weeks for submission of addi-
tional testimony or questions, and we’ll be happy to have those
given to the subcommittee as well.

At this time, the hearing will be adjourned. Thank you.

[Whereupon, at 12:12 p.m., the subcommittee was adjourned.]

[Additional information submitted for the hearing record follows:]
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Testimony from Dr. Richard Lysakowski, Executive Director of the Global Electronic Records
Association (GERA), President of the Collaborative Electronic Records Association (CENSA)

House Government Reform Committee, Subcommittee on Technology, Information Policy,
Intergovernmental Relations and the Census

June 8, 2003

Important Points to Cover:

NARA Alone Cannot Solye eGovernment’s Problems with Electronic Records,

Electronic Records are not uniquely NARA’s problem. They are inherent to all of OMB’s
eGovernment goals. Electronic Records are inherent to all work processes in all federal and state
agencies. Every time that private industry has approached OMB to develop common government and
industry-wide solutions for electronic records, OMB has repeatedly pushed all responsibility for
electronic records onto NARA’s shoulders as the “Managing Partner for the Electronic Records
Management (ERM) e-Gov Initiative.” NARA’s ERM Initiative stated goals are to provide a
government-wide policy framework and gnidance for electronic records management. However,
NARA'’s mission, scope, focus, size, budget ($268M FY2003), and capabilities do not permit it to
solve all local electronic records problems of federal, state, industrial, and nonprofit organizations.
NARA’s primary mission remains to “ensure continuing access to essential evidence that documents:
1) the rights of American citizens, 2) the actions of federal officials, 3) the national experience.”
NARA as our federal archives takes stewardship of only a very small percentage of federal and other
historically important records for long-term preservation and access “until the end of the republic.”

Industrial and private sector problems with electronic records are driven by many other factors not
directly related to NARA’s mission. For example, the private sector are driven by many concerns
simultaneously, e.g., USPTO and intellectual property protection concerns, EPA and environmental
protection and quality concerns, FDA and healthcare product safety and quality concerns all drive,
SEC and accurate financial reporting and integrity concerns. These are just a few of the many
concerns that are immediate, but have long-term impact on the private sector and industry.

Problems of electronic records are multifaceted ~ driven by administrative, legislative, legal,
regulatory and business concerns — and implemented via well-orchestrated organizational programs,
qualified people, policies, quality standards and procedures, and technology systems. While the needs
for keeping high quality evidence of activities are universal throughout the public and private sectors,
the scope, scale, and reasons for recordkeeping vary so widely that NARA’s solution and approach
cannot and will not work for all.

For eGovernment Reform regarding Electronic Records to work, a more universal, distributed
approach is needed that does not put NARA at the center of everything, hence causing one of the
smallest federal agencies to become a bottleneck in moving to Electronic Records as the basis of
recordkeeping in eGovernment. The universal, distributed approach can be coordinated and aligned
with NARA’s assistance, however, some fundamental strategy shifts must occur so that NARA does

not constrain the process it seeks to facilitate.



112

CENSA © Copyright 2003 — All Rights Reserved Internationally

NARA’s ERM eGoy Initiative — Where’s the eRecords Archive in each eGov Agency?

NARA'’s current strategy focuses on assisting other federal agencies with Electronic Records
Management Initiatives by providing a methodology for determining agency-unique requirements on
top of the US DoD 5015.2 RMA Standard. While this approach takes good advantage of the excellent
work of the DoD Version 2 standard — which NARA had significant input in developing ~ it does not
address the need for each federal agency to set up and run its own Electronic Records Archives. It
does not lay down the standard functionality or format standards for Electronic Records Archives to
successfully deal with the 99% of agency records that NARA never receives.

NARA’s ERA Solution Does Not Solve Other Agencies” ERA Problems

NARA’s Electronic Records Archive (ERA) Solution is a NARA-specific solution that is being
designed first to solve NARA technological needs for a system that will solve NARA’s internal
problems that are growing exponentially in scale in time. The NARA ERA is by design a “custom”
system designed to NARA'’s specifications. NARA’s ERA is not a general-purpose, “Configurable-
Off-The-Shelf” (COTS) product designed to scale up to large agencies the size of the Department of
Defense or Homeland Security, or down to much smaller agencies at the federal and state levels.

Procurement Processes Are Not Designed to Protect Agency or Taxpavyers’ Property

See slides and handouts for more information,

Buyers’ Behaviors Must Change to Require Full Export and Interoperability of Their Data

See slides and handouts for more information.

Subscription-Based Software Pricing Is the Biggest Threat to Record Security and Assets

Software products are tools used to generate personal and business property (data, information, and
knowledge). Like all tools, software depends on having quality product manufacturers. Software
vendors would love to move software to become a service, utility, or commodity, like water,
electricity, gas or oil that is consumed and must be re-paid for periodically — either monthly, annually,
or some other period. Large vendors like Microsoft have been the first to make this move to
subscription-based pricing. It shocked many companies who got their first software “subscription bill”
for the following year. If they did not pay their bill, their software would have been “deactivated”,
shut off, or somehow made unusable, thereby denying them access to data and documents they own.

I have not taken the time to locate the exact federal and state legal codes, but I know there are federal
and state laws against denying one access to one’s property. So I question the legality of this method
of selling software without giving buyers a no-cost exit (easy migration) strategy.

Advocates for subscription-based software licensing (software vendors) argue that this eliminates the
many hassles with continuously having to update software packages, because this can be done
automatically as part of the subscription. They also argue that it prevents piracy because if software
“times” out or becomes “deactivated” automatically if the software vendor doesn’t receive its regularly
scheduled payment, then software pirates are unable to use stolen software. These are valid arguments
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for software environments where dynamically updated software is done during the active subscription,
and concerns about stability and “system quality” and validation are not of tantamount concern.

However, when it comes to business assets, a business’ access to its own property must NEVER be
terminated because they did not make their monthly or annual payments to the vendor of the software.
This is similar to the extortionary tactics used by Mafioso that shut down businesses and take people’s
property hostage unless regular payments are made. Records are corporate or government property;
one’s access to them must NEVER be at risk of “deactivation.” Subscription-based pricing models
being foisted upon unwary buyers in government, industry, and private sector consumers give free
license to software vendors to abusive or unethical business practices. Open data and record
portability standards whose full rights are purchased at the time of software purchase are the only way
around this potential abuse or loss of access to one’s property. What we need more than software
“utilities” is higher-quality software product manufacturers.

Lack of Government-Mandated Record Sterage Format Standards Is Holding Back Progress

and Innovation

The slow formal acceptance and adoption of the Portable Document Format (PDF) as an official record
storage format by the US Federal Government as a whole was a shining example of slowing down
innovation. It has been accepted and mandated by law in other countries, including Australia, Italy,
Holland, and Germany. I may elaborate on this during testimony.

Risk Assessment in Section 300 of OMB Circular No. A-11 (2002) Does Not Sufficiently Detail

the Process to Protect Assets Over Long (Archival) Periods of Time

OMB must specify a process for procurement of eRecords systems that requires demonstration of
complete interoperability and supplier independence (full capabilities to migrate away from one vendor
to another) BEFORE purchasing. With electronic records, this is the only way to provide a minimal
insurance policy against rapid planned obsolescence by computer hardware and software vendors.

CENSA developed a simple, logical recommended process for protecting business’ assets that includes
four phases, illustrated below. Supplier candidates must pass each phase in succession.

Phase 1 Articulating Requirements and Finding Qualified Suppilers and
An User/Buyer Driven Process with Input From Suppliers

Business
Requirements
and Goals eRecords System Market Scanning Short Listing of
S End User / Buyer and Best Candidate
Requirements > PRELIMINARY > ——
Specification Vendor / Technology Product Vendors
Laws and Selection {Top31lo5?)
Regulations
e Product
Acceptance Test
Technology Criteria and
Availabiiity Requirements
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Phase 2 - Work With Qualified Suppliers to Prepare User Accept

/ Environment

e Testing Syst

Product / Technology
Suppliers Demonstrate
or Self-Select

End Users or Suppliers
on Product Supplier
Short List

Whether to Meet
Product User
Acceptance
Requirements

Y

End Users Assess
Migration Subsystem

Instali and Configure
User Acceptance Testing
System or Environment

to Prepare for
Migration Verification and
Validation Processes

Phase 3 - Test Quality of Qutput of Migrated Archival information Packets

fiers A, B, C, D, E Sy

Apply Suppliers’ Tools
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for and Verifi
of Viewing and Qutput of
Archival Information Packet

Test and Report on

Ver F

Exrercule Migration Operations ’ for Individual Records in
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Structure, Context,
and P ion of Original R
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Report on Authenticity Verification
for Reconstructed Suppliers Who Pass
i Packet . Phase 3 Acceptance Testing rrmrr— -
on Source System or Later System Move to Phase 4 Acceptance Testing
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Phase 4 - Test Quality of interoperability of Migrated Archival Information Packets

Supplier Products that Passed
Phase 4 Acceptance Tests
Prepare for Interoperability
Validation and Verification

Apply Suppliers® Toois
for Self-Validation and Verification
of Viewing and Output of
Archival Information Packet

{Test Quaiity of Content,
Structure, Context,
and Presentation of Original Records)

Test and

Report on

Verifi

F

for Individual Records in
Archival information Packet

Drop ier as a Ci

No

For Electronic Recordkeeping System

Pass

Yes

for Migratio

Supplier Passes
User Acceptance Testing

n Functions

Continue with other
User Acceptance Testing
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"TITANIC 2020 - A CALL TO ACTION"

by Rich Lysakowski and Zahava Leibowitz

1 Executive Summary

The potential electronic crisis predicted to hit the Western world upon entering the Year 2000 was
the subject of global concern for many months, if not years. The airwaves were filled with the
speculations of everyone from diskjockeys to systems analysts to politicians on whether public
utilities, banks, or nuclear weapons would fail. Y2K Plus, a company specialized in solving Year
2000 computer problems, estimated that the cost of prevention and repair of Y2K technical
problems will total approximately $750 billion dollars. With legal preparations and litigation the
total cost will likely be over 1 trillion dollars.! Intense preparations for years, replacing old
computers and rewriting millions of software programs spared the world from major problems.

While it is no wonder that Y2K inspired thoughts of a coming apocalypse, a much larger and very
real crisis is on the horizon now -- one we call "Titanic 2020." It has been brewing for a long time
and grows larger everyday. Titanic 2020 results from software business practices that make new
products quickly obsolete, cause major hassles for users, and put critical assets at risk. Comparing
Titanic 2020 to Y2K, Y2K was like the tip of an iceberg. Like the passengers on the Titanic on her
maiden voyage, many of our most valuable records stored by the ship of computers will perish.

lcebergs are dangerous because they do not reveal their size until we get very close to them.Unlike
the iceberg that sank the original Titanic, the iceberg looming in our future is man-made. Titanic
2020 is not just one iceberg or one definite deadline like Y2K -- it will be many icebergs scattered
across many future horizons. By then it is too late because the real danger is below the horizon.

Simply stated, Information Technology (IT) of the early 21% Century -~ and the organizations that
use IT -- are generally ill prepared to prevent damage or loss of valuable electronic records or data.
Every time we migrate electronic records or data stored in computer systems to the next generation
of technology, we potentially face perilous collisions. Some collisions will lose priceless personal
data and records. Until some important changes occur in Information Technology itself, large
losses will mount. Every organization that uses computers for storing critical data or legal records
will have Titanic collisions and full-blown disasters from irrecoverable data and violated records.
Countless personal and professional lives will be lost in failed rescue attempts. Costly lawsuits to
recover damages for lost properties will tie up courtrooms for years.

This report identifies the primary causes of the impending disasters we will all face as we rush into
our digital future. It provides an economic analysis of a recent, extremely costly software migration
that resulted from incompatible data formats. The example is at once practical, symbolic, and
symptomatic of the problems for technology users caused by the software industry at large choosing
a strategy of rapid planned obsolescence. The report also admonishes users to take back ownership
of access to their data because today, guaranteed long-term access to records requires a continual
subscription with an unknown cost-of-ownership price tag. Lastly, this is a Call to Action to reduce
the risks and costs of ownership of Information Technology to finally support permanent electronic
records by changing business strategies and buying behaviors. The Titanic 2020 problems are well
understood, and will persist by design, until this Call to Action is heeded.

' See Ted Smalley Bowen. "Y2K Legal Wrangling Escalates." InfoWorld, November 29, 1999, Cover Story.
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2 The Origin of Titanic 2020

The Titanic 2020 icebergs started to nucleate at the start of the Information Age, roughly in the mid-
1960s, when we started to rely on electronic computers for business records. The icebergs have
been growing rapidly in size and number since then. IT systems of the early 21st Century create
and store "fragile" electronic records and data, meaning their integrity is easily broken when they
are removed from the technology that was used to create them. Once broken, an electronic record's
integrity cannot easily be restored. At first, electronic records were mostly historical in nature, but
increasingly we create them for critical business and scientific matters too. For society to move all
the way into The Information Age, we need to replace paper and microfilm as the default permanent
storage media for data created electronically. We must still take some important transitional steps.

The Y2K problem was the result of using a shorthand, two-digit year code instead of a full four-
digit date code. However, for modern electronic records, this date code is only one item in a long
list of parameters that must be kept to ensure integrity and access in the future. Like the Y2K
problem, which is the result of a lack of concern over the past 30 years with a known parameter
problem, the problems leading to Titanic 2020 are also known, but little to no action is being taken
to correct them. We continue to produce digital records in formats with short life spans that are
increasingly difficult and sometimes impossible to access years later.

"Titanic 2020" is a moniker for the serious problem of widespread software design flaws in today's
IT systems. These design flaws will affect every organization that must keep today's electronic
records well into the 21st Century. Every organization is building its own fleet of Titanic ships in
the form of electronic records technology systems and data systems. Many of the records these
vessels carry will be shipwrecked on the dozens of icebergs growing in the future seas of IT. Each
migration event is a point in time when records must change carriers and preserve their full integrity
and accessibility. In front of each migration event on the horizon floats a potential man-made
iceberg with a size and shape unknown at this time.

The designs of today's IT systems simply do not permit facile or rcliable migration of their contents,
at a predictable or reasonable cost. Unwittingly, by our own design, we keep creating the ships
without lifeboats to carry us safely into the future. Not only are we as a society failing to take note
of the problem looming over us, like the builders of the Titanic, we are continually taking steps to
seal our fate.
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3 Focus of This Report

This report focuses primarily on legal records; however, in most cases it applies equally well to less
formal or secure compilations of "data." Legal experts widely agree that electronic records and data
are admissible in court as evidence. They also agree that electronic data can have a legal weight
equivalent to formal, signed legal records -- as long as the data integrity has been preserved beyond
a shadow of a doubt since the time of its creation to the time of its surrender in legal proceedings.

This report focuses on matters of critical concern to individuals, businesses, and governments.

Individuals may think a report about electronic records does not apply to them, since they may use
personal digital devices to create data for their eyes only. However, this report applies to any
collection of any information with integrity that you may want to preserve and access years later.

At the individual level, personal digital devices make our lives easier on a daily basis. We
increasingly rely on them in our daily lives. However, digital devices do not yet provide reliable
and easy ways to move our digital results across generations of technology. Digital records
sometimes change irreversibly as we move them across different devices and software packages
over time -- sometimes altering critical characteristics of authenticity, reliability, or accuracy that
allow them to be used as historical records later. We increasingly entrust priceless sentimental
works and events to digital-only devices. If a record's content is not entirely lost in migration,
sometimes it can be corrupted or damaged irreversibly, a fact which may only be discovered after
great personal loss of time trying to recover it. Such time and effort spent to reliably migrate digital
data through software versions over time needlessly encumbers and wastes our personal lives.

At the levels of business and government, records are the lifeblood of accountability for past
actions, and data are the basis for current actions. Data can be useful for very long periods of time
even though it changes from one data processing software to the next, and from one computer
system to the next. At some point processing stops, conclusions are reached, and a permanent
record is created. In the rush to become ever more efficient and effective, manage knowledge and
leverage intellectual capital, we have overlooked the vessels to carry electronic records of action far
into the future for both legal and historical reasons. In any endeavor, seeds for tomorrow's success
come from today's intellectual property and other recordings of knowledge. We are killing those
seeds by using vessels that can casily sink and destroy the integrity of the seeds. At the same time,
we are creating unknown legal and economic problems and losses for ourselves that will be nearly
impossible to estimate until they are upon us.

Page 4



120

Copyright © 2000 - CENSA, The Collaborative Electronic Notebook Systems Association
800 West Cummings Park, Suite 5400, Woburn, Massachusetts 01801 USA - Web: www.censa.org

4 The US National Archives: Experienced Sea Captains in Need of Better Ships

As the keeper of the government's records, the United States National Archives and Records
Administration (NARA) was among the first groups to experience, on a relatively small scale, the
danger that lies in front of us all. Its buildings in and around Washington, D.C. are packed with as
many records as they can physically hold, including many original audio and video recordings of
historic moments in time, all on various forms of outdated media. In order to access these media,
the original audio players and video projectors must be reconstructed and then each recording must
be played -~ sometimes in its entirety -- in order to catalogue its contents and separate out accessible
from inaccessible information and key historical information from the unimportant. Due to a lack
of funding and resources, many of these records will molder, crumble, or rust before they can be
reviewed and catalogued by archivists. It is part of NARA's responsibility to decide which records
submitted to them they will have the resources to preserve in an accessible form and which are
beyond their resources (and may be lost forever.)2

Digital media such as digital audio, digital video, and other more complex digital data types
(scientific, engineering, and business data) are rapidly proliferating. Digital media is quickly
becoming the preferred recording method -- strongly favored over traditional paper and analog
methods. Digital formats permit innovative computer processing, searching, mining, and reuse of
all types of knowledge. However, accompanying this ease of use is "The Digital Time Bomb" - an
indefinite period of time after which data is inaccessible because no one paid money or attention to
ensure its accessibility. Complex digital records are increasingly difficult to deal with because there
are few universal standards for long-term preservation and access. Each software supplier creates
its formats and changes them as needed for a variety of reasons. Many people hope that the World
Wide Web and technologies such as the eXtensible Markup Language (XML) will offer some
stability and solve universal access problems. However at the current frenetic pace of innovation
and market competition, chaos will remain the norm until enough end users and suppliers are
organized and work together effectively to produce stability in the marketplace. Currently, nearly
everyone using computers is forced into a defensive position of preserving records in the lowest
common formats -~ in the worst cases -- by printing to paper.

5 Modern Records: They Don’t Build Them Like They Used To

The problem faced by the US National Archives is in many ways much simpler than Titanic 2020.
The records stored at NARA represent only the history of the US Federal Government. NARA's
repositories hold historical records of operations of all branches of government and public service
since the United States was formed. NARA's records are the primary instruments of accountability
of past public administrations. NARA typically does not receive records from a public
administration until after it leaves office. While the records hold tremendous value with respect to
our understanding of who the American People are and how they got to the present, loss of these
records is unlikely to dramatically affect the day to day lives of most citizens. Such is not the case
with most electronic records being created today in business or by individuals,

Most electronic records today are produced and relied upon in the normal course of everyday
business. Individuals become most aware of how much they are affected by the integrity of these
records when their bank statement or credit card bill has an error. Businesses are even more

2 See Stille, Alexander. “Overload.” New Yorker. March 8, 1999, p38fT.
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dependent on the integrity of their records, since record integrity is critical to defending patent
rights, demonstrating compliance with government regulations, defending tax returns, etc. As the
world population grows rapidly, and society becomes increasingly litigious, the number of records
that individuals and businesses must create and depend upon is increasing exponentially.

6 The Growth of Electronic Records

Accurate models of the growth of electronic records are difficult to construct, but we know that
several factors are important. The most important ones are population growth and the accelerating
adoption of information technologies to achieve greater efficiencies of scale and sharing of
knowledge than paper-based systems can provide.

Models of growth for the Earth's population provide the most compelling drivers of growth.
Population experts predict that the global population will expand to around 11 billion by 2050 and
potentially to 24.8 billion by 2150.% It is obvious that for cach person an increasing number of vital
records must be kept: certificates of birth and death; marriage and drivers licenses; mortgages,
stocks and other property transactions, plus many other types of routine transactions that we need or
want to record. With so many transactions of lasting legal value, it is easy to see that the number of
records will continue to grow exponentially. In fact, most institutions today -- whether corporate,
government, or even small businesses -- harbor not-so-secret fears that the volume of important
records is growing so fast that they will soon become, if they are not already, impossible to manage.

NARA provides a good example of the explosive growth of electronic records. Between 1972 and
1989, NARA archived 5000 electronic record files. Between 1989 and 1999, 1t archived 100,000
electronic records. In 2000, it expects to archive at least 1,000,000 records. In 2002, NARA
expects to archive at least 40,000,000 e-mail records from the Clinton Administration White House
alone. Simultancously, it is preparing to archive approximately 90,000,000 personnel records from
other branches of government.* NARA does not archive state and local records, that is the duty of
state and local archives. Nor does NARA archive the millions of records of experimental and
medical research, tax records, or countless other types of confidential records that could be
important to future citizens. Generally each institution must archive their own records, unless they
are of particular historical importance to the public.

Jean-Pierre Wallot, the former National Archivist of Canada, stated in 1994 that "more records have
been generated during the past ten years than in all of prior human history."s Because of the rapid
adoption of computers for business in the Information Age, the time required to double the number
of critical records is decreasing rapidly. At the current rate, the number of records will double in §
years, and double again less than 3 years later. If the number of records continues to grow at the
same rate of growth as that of the human population, the numbers are staggering; simple math tells
us that within 10 years, the number of records produced on the planet could be doubling every 60
minutes.

? population Division of the Department of Economic and Social Affairs of the United Nations Secretariat (1999),
Long-range World Population Projections: Based on the 1998 Revision. (ESA/P/WP.153).

* Ken Thibodeau, Director of the Center for Electronic Records Archiving at NARA supplied these statistics,

% See Wallot, Jean-Pierre, The National Archivist of Canada. "Archival Oneness in the Midst of Diversity” American
Archivist, Vol. 57, Number 2, Spring 1994, pg. 380.

Page 6



122

Copyright © 2000 - CENSA, The Collaborative Electronic Notebook Systems Association
800 West Commings Park, Suite 5400, Woburm, Massachusetts 01801 USA - Web: www censa.org

Luckily, several mitigating factors will constrain the problem somewhat. Good records
management practices dictate that business are only required to retain records for the number of
years mandated by law. Some types of records can be deleted soon after their creation. For
example, electronic commerce transaction records are short-lived, requiring retention for only two
to three years. The IRS requires that personal tax returns only be kept for 7 years.

The Titanic 2020 problem is compounded by the fact that longer retention periods are mandated by
law for some types of business records. The Food and Drug Administration (FDA) requires records
for demonstrating regulatory compliance to be retained for 25 years or more. Patent records must
often be maintained for as many as 35 years (including filings for claim extensions). Trade secret
records (e.g., formula for Coca-Cola, for example) must be maintained until it is made public, if
ever. The FDA requires records created during development and manufacturing of implanted or
replacement body parts (pacemakers, organ transplants, and, in the future, genetic therapy records)
to be retained for at least as long as the affected patients are alive. The FDA also recently
introduced a new law that requires electronic records to be kept in addition to paper records.® In the
future, other federal agencies will make this a requirement as well. It is not enough for these records
merely to be retained, they must maintain their integrity and be accessible. Preserving record
integrity and accessibility can be particularly difficult since this involves the ability to view and
print an accurate and complete visual rendering of the record at any time it is needed in the future.

7 Rapid Planned Obsolescence: The Heart of the Titanic 2020 Problem

With regard to records created over the past 10 years, The National Archives faces a relatively small
problem that is the result of old technologies becoming obsolete and unavailable. Individuals and
businesses that create and drive our economy, our government, and our educational and research
institutions face a similar problem of Titanic proportions. Whether or not data integrity is
compromised during a migration (a potential financial burden in itself), a tremendous financial
burden accompanies almost all data migration. Format incompatibility results in reduced
productivity, which becomes a constant and costly problem. Even though modern technology
allows electronic records to be created, accessed, and searched more quickly than records in any
other form, because of planned obsolescence and the rapid decrease in time to obsolescence, this
same technology ensures that these records must be regularly migrated to the newest available
technologies (which are frequently unable to read the older formats). Miss some migrations and
you may lose access to critical records entirely or regularly migrate data and absorb the associated
financial loss. Neither choice is one we can afford.

¢ See www.censa.org/21CFRparti ] html or www.2ICFRpartl}.ore for extensive information on this regulation.
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8 A "Day-in-The-Life” Hassles of Migration and Incompatibility

File incompatibility is a frequent problem between old and new versions of the same software. The
two examples given here, Microsoft Office and Lotus SmartSuite, were chosen only because they
are familiar to many people. The problems described here are so commonplace that almost any
other software for creating or managing data or records could have been used to illustrate the
problem.

In the case of Microsoft Office, a file incompatibility exists between the Office95 and Office97
versions of MS-Word, which for simplicity we will call Word'95 and Word'97.” Although the price
of the software upgrade was only $80, the incompatibility creates many hidden costs in the version
upgrade. The hidden costs arise from the loss of productivity as users unsuccessfully attempt to
migrate documents from Word95 to Word97. More hidden costs arise from the need to train
employees on all the differences between the two product versions, as well as strategies for
migrating documents. Many other hidden costs exist depending on the context of the upgrade, e.g.,
personal versus business. Hidden costs associated with software upgrades are usually many times
greater than the actual cost of the software.

For example, when Word'97 was released, documents created and saved in a Word97 format could
not be accessed via Word'95, Thus, when a Word'97 user sends a Word'95 user a document, the
latter is unable to open, view, or print the Word'97 file. If the Word'95 user is unable to speak
directly to the Word'97 user, all work stops until she may do so. When the Word'95 user and the
Word'97 user manage to connect, they may quickly discover the problem is due to the fact that they
are using different versions of Word, if they are experienced or sophisticated users. The Word'97
user then resaves the file in the older format and resends it. If the users are inexperienced, it may
take them a long time to discover what the problem is and how to solve it. Additionally, even
though the Word'97 user saves the document in the older format, if the document contains new (and
incompatible) formatting commands, some parts will look jumbled when it is opened in Word'95.
The Word'95 user must again contact the Word'97 user to determine whether or not the document’s
appearance is correct. If one or both of the users are experienced or sophisticated, they may quickly
realize that the new formatting will either need to be removed or manually reproduced in the old
format. If they are not sophisticated users, they may not be able to recognize the source of the
problem, or they may conclude that the document file is corrupt and must be entirely regenerated
from a much older version, or even from scratch. In any case, manually reformatting even part of a
document can be tedious and time consuming if the document is complex and uses many styles of
headings, tables, and figures. When the Word'95 user believes the reformatted document is finally
complete and correct, the document is generally faxed to the Word'97 user for a final review. At
this point, after spending anywhere from a few minutes to several hours on solving problems due to
incompatible format issues, many users will choose to fall back on the reliability of the older
technology.

Incompatibility problems were very common for the first two years after the release of Office’97.
Many large organizations have a policy of not upgrading to newer versions of software for many
months or even years after new versions of software are available in order to avoid bugs and other

7 The version of Word released with Office95 was actually Word version 7.0. We refer to it as Word95 to avoid
confusion between MS-Word version released with Office95 and MS-Waord version released with Office97.
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costly problems inherent in popular software. Unfortunately, the longer a company waits to
upgrade, the longer they and the organizations they work with must suffer because of
incompatibility problems. Sometimes vendors will create point solutions to these problems but fail
to announce that such solutions are available. For example, about 18 months after the release of
Office’97, one of the researchers of this article called Microsoft to find out if a Word'97 to Word'95
translator was available for Word'9S. After paying $35 for the technical support call, the author was
informed that a file translator was recently posted on the Microsoft Technical Support website. To
the authors’ knowledge -- confirmed by polls of fellow users of Word'95 -- no notification of the
availability of this file translator was ever sent to customers.

Often, some people assume that with enough finagling, it is possible to work around the
incompatibility problems between older and newer formats, but this is not always the case.
Complex documents, particularly those that include graphics and tables may convert very poorly,
some not at all, and some may actually become corrupted. For example, it is not uncommon for
pointers (invisible electronic markers that indicate what should be displayed where in a document)
to be misinterpreted, damaged, or destroyed in the process of opening a file in a different format.
Such corruption often results in the total oss of formatting and/or content.
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9 Economic Model of the Users’ Cost to Upgrade from Office'95 to Office’97

The following economic model is based on a population of 100,000,000 users at work. One
hundred million was chosen because in 1997, Microsoft claimed to have sold at least 80 million
copies of MS-Office. After only two years, this would add up to more than 100 million users.®

For calculations, it is assumed that each user work 37.5 hours per week, 48 weeks per year.
During the first year after the software upgrade's availability, it is assumed that 10 minutes was lost

per week per user. This is an extremely conservative number; many users reported losing much
more time before recognizing and leaming to solve the problem -- even fairly sophisticated users.

Year 1 - Time Lost Description
10 Minutes Lost on Average per Week
Minates {(10 x 48 weeks) = 480 Minutes Lost Anmually per User

(480 x 100,000,000 users) = 48,000,000,000 | Minutes Lost Annuaily by Total User Base

Years |(48,000,000,000 « 108,000%) = 444,444 | Work-Years Lost by Total User Base

¥ 108,000 is the number of minutes in a work-year (37.5 hrs/wk * 48 wks/yr)

In the second year after the software upgrade's availability, it is assumed that time lost was reduced
50% because people learned to recognize and solve the problem faster, and more people have
upgraded to Office’97. Thus, during the second year each user lost an average of 5 minutes per
week. This means that 222,222 work-years were lost by the total user base in the second year.

Similarly, in year 3 after the software upgrade's availability, it is assumed that the time lost due to
incompatibility problems was only 1 minute per week per user, and 99% of users have upgraded.
As aresult, 44,444 work-years were lost by the total user base during the third year.

The cumulative time loss derived from adding the conservative numbers above is astounding. For
every 100 million users, a conservative estimate of 711,110 total work-years ¥ were lost during the
first three years the software upgrade's availability. To translate these work-years into United States
dollars, the total work-years is multiplied by cost per employee per year. A cost of $110,000 US
dolars fully-loaded annual headcount cost was selected.’® Thus the total labor cost due to this
particular file incompatibility problem was $42 billion dollars.

This cost of lost labor does not include the upgrade purchase price, which is also substantial. To
calculate the cost of the upgrade itself, the model assumes that for a group of 100 million users, it
assumes 25% of these users upgraded during year one, 75% of these users upgraded by the end of

8 A full spreadsheet model with the variable model parameters is available for download at www.censa. org.

* A work-year equals the amount of work one person would do in one year when working, In this example, we use 37.5
hours per week, 48 weeks per year.

¥ Fully-loaded annual headcount cost means the total annual cost of an employee to an organization. This include
salary, benefits, other compensations, and other expenses on a per employee basis (utilities, rent/mortgage, office
supplies, etc.). Fully-loaded costs range from $70,000 for low-wage earners in small organizations to over $225,000 for
high-wage earners in large organizations, A median of $110,000 was chosen as a conservative annual headcount cost.
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the year two, and 99% of these users upgraded by the end of the year three. At a cost of $80 per
upgrade, $6 billion dollars were spent the first year, $2 billion dollars were spent the second year,
and $80 million dollars were spent the third year after availability. This means that the total cost of
the software upgrade to the user base was about $8 billion dollars.

Adding the lost labor costs and upgrade purchase costs, for 100,000,000 users, the upgrade from
Office’95 to Office’97 cost the user community $51 billion dollars.

Unfortunately, the actual cost of incompatibility is much higher. For example, this mode! assumes
each user lost 10 minutes per week the first year, 5 minutes per week the second year, and 1 minute
per week the third year. Many users report having lost three or more days in a week on multiple
occasions to resolve incompatibility problems. Similarly, although this model is based on the
estimation that 99% of users have upgraded by the end of the third year, recent surveys still suggest
that many large companies (as many as 7%) still have not upgraded from Office'95 to Office'97.

Additionally, while the model indicates a Jost productivity cost of roughly $43 billion dollars, this
does not reflect other related costs such as retraining (which is more difficult to estimate).
Retraining costs are a significant cost of using software upgrades, sometimes requiring less
sophisticated users to take new training courses. To include training costs, we would need to
include course costs, training time costs, and lost productivity costs. Since the total cost of training
includes course training costs, training time, and lost opportunity costs, the actual costs could total
several times $43 billion dollars,

End users lose this time and money in business and at home. To avoid or solve the incompatibility
problems, users are often forced to buy the latest release of a product. One would hope that such
incompatibility problems are never intentional. Yet upgrades provide substantial revenues for
vendors. So, from a vendor's point of view, incompatibility and rapid planned obsolescence are
both ways to drive customers to upgrade,

Although in this research report, Microsoft Office is used as the example for modeling costs of
planned obsolescence, similar analysis of any other commonly used software would yield similar
results. For example, Lotus SmartSuite also produces documents for business communications. A
Lotus representative reported that at least 25,000,000 copies of Lotus SmartSuite had been sold by
late 1999." Lotus claims that the Lotus SmartSuite market share is 10%, which would mean at
least 250 million office automation suites total have been sold in recent years, including Microsoft
Office and Corel's PerfectOffice. Another commonly used software, Lotus Notes, has sold at least
40 million copies total, with an annual sales "run rate” of at least 10-15 million more per year.

Taken cumulatively, the numbers we input to test the economic model above are very conservative.
The model was developed primarily to show how to establish some minimum costs of rapid planned
obsolescence to society. The total number of word processors sold is probably in the many
hundreds of millions, so the actual costs are undoubtedly larger than those given here. When the
other types of software packages are counted, the costs of rapid planned obsolescence could
skyrocket to trillions of dollars by the Year 2020.

" Collected from a Lotus Worldwide Public Relations representative on 12/15/1999.
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Many software proponents would argue that instead of focusing on lost productivity and lost
opportunity costs, users should really focus on the productivity gains possible from having more
powerful office automation tools. Productivity gains from these automated tools are unguestionably
great. Itis possible to develop models to calculate financial benefits gained from improved office
automation tools. Indeed, such economic models were developed years ago for word processors
and spreadsheets, and have been relegated to the annals of business history No one would never
think of going back to manual typewriters, scissors and tape, and correction fluids instead of
automated word processing tools. The models and facts given here are meant to inspire critical
consideration of business practices that routinely thrive on rapid planned obsolescence. Itis
important to expose some of the actual costs of planned obsolescence. There should be more and
better automation -~ not less -- with planned preservation available as a standard option without
extreme additional cost.

10 Breaking The Status Quo: Giving Data Control Back to Its Rightful Owners

While moving data between two different versions of the same software can present migration
issues, this problem pales when compared to the problems encountered when data must be moved
between different products or applications. An outdated mentality persists among software vendors,
that of "keeping customers by holding their data hostage." In order to create and maintain captive
market share, vendors frequently define their products as the center of the data universe. Ina
capitalist economy, this is one way to create a successful business. Software vendors whose
products are not the center of the data universe strive to compete and re-center the data universe
around their own products. One way for a vendor to achieve or maintain this goal is to make it easy
to import data into their software, but make it difficult to export complex data to other systems.
Data export and external access to important system-level data structures such as file structures and
database indexes are usually left as an "aflerthought" for the next major software version (if they are
added at all). However, more and more businesses increasingly rely upon many different systems to
accomplish their business processes and goals. Thus, standards for data sharing and access across
system space and time boundaries are becoming urgent priorities.

Obviously marketing reasons exist to prevent sharing data too easily. If data may be easily
exported, then customers can more easily migrate to competitors' products. For this reason, vendors
rarely dedicate their limited resources to solving export problems. Instead, niche vendors and
integrators respond to these customers by providing costly custom data import and export and
conversion utilities. This creates another industry that provides a continuing stream of revenue for
smaller vendors and integrators as the larger vendors introduce regular upgrades and enhancements.
Because most of these data integration and conversion solutions are not simple for end users to
deploy or use, users must pay highly-trained, usually expensive, consultants to integrate their
applications and ensure that users understand how to use them. The result is a set of endemic
software industry practices that ensure that while the data created, manipulated, and analyzed by
computer software belongs to the consumers, the long term access to that data is controlled by the
vendors who sell the software (thereby locking up the customer base).

These problems are enhanced by the fact that vendors regularly leave the marketplace in one way or
another: businesses fail, old product lines need to be retired, or a new product line is created without
a practical and easy way to migrate from the old to the new product. Other vendors, in an effort to
grow powerful in the marketplace, produce newer, more innovative systems before data is migrated
from existing systems. Then they will provide easy import capabilities, with poor export
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capabilities. In these cases, time and money must be spent developing custom application and data
migration applications, which are quickly out of date, and may only be useful for one migration.
The problem is increasingly serious because we as a society are increasingly dependent on
computer systems that fail to address major record keeping issues.

The alternative today is if you want records that you create and own to be accessible long-term
without continual expense, it is your financial burden to design or buy your own system to make
your data system-independent, even though it was your data to begin with. However, by taking the
records out of proprietary formats, the integrity of the data is frequently lost, so the risk is high that
you could lose the purpose of your investment anyway.

Historically, it is easy to see the trends that led to these practices. Enormous amounts of time,
money, and cxpertise were necessary simply to solve the technical problems standing in the way of
meeting basic business needs. Today, many of the original problems have either been solved or
new tools exist to help solve existing problems more quickly. A more effective way of building and
keeping a large consumer base is to begin to focus on the grander needs of consumers, including
long-term data access. Vendors can develop successful marketing strategies around providing the
best customer quality and value, rather than proprietary tricks to hold customer data hostage.

With better infrastructure technology standards, data access will get easier and more open. The
World Wide Web has the potential to revolutionize attitudes and behaviors about data ownership
more then anything else in history. Many infrastructure standards exist such as the eXtensible
Markup Language (XML), Java, JavaBeans, Lightweight Directory Access Protocol (LDAP),
Common Object Request Broker Architecture (CORBA) services, and the proprietary Microsoft
standards Common Object Model (COM) and ActiveX, MAPI, Open Database Connectivity
(ODBC), and others. The problem is that these protocols change very quickly relative to the time
scales of large organizations.

With the newer protocols, such as XML and Java, the "Browser Wars" are still raging. The
Browser Wars are where vendors such as NetScape, Microsoft, Oracle, IBM, and others have
created their own proprietary extensions to the HTML and Java languages ostensibly to enhance
them. The net results have been improved protocols, with minor incompatibilities that make users'
lives difficult, make website developers' lives miserable, and make HTML and Java far too unstable
to be suitable for long-term data preservation and access applications.

Vendors’ most often-cited reasons for not supporting particular standards are:

1) the cost (It takes scarce time and resources away from competitive features to define and
implement standards. Standards are always a cost center, never a profit center for vendors.),
2) poor current acceptance (no one wants to be first to say goodbye to their proprietary

techniology),
3) short lifetime of most standards (especially if no one really commits to them!),
4) the need to "enhance” standards ("our ideas are better” or "there were always some unacceptable

compromises made"),
5) the Not-Invented-Here syndrome (everybody wants to be the standard, nobody wants to follow

someone else's standard.)
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These reasons are sometimes legitimate; frequently they are simply competitive smokescreens. The
persistence of these reasons put the onus on large corporate customers to push vendors to support
existing and emerging standards for long periods of time. Buyers must finally make design for
long-term preservation and access and interoperability into high-priority, baseline requirements for
all new IT products for electronic records or knowledge management. Part of this Call To Action is
for large organizations -- government and industrial -- to push for standards by "voting with your
feet" to stop purchasing IT products that do not support long-term preservation and access of
electronic data and records in application-neutral, open and published formats.

11 Avoiding the icebergs: The ltinerary Has Been Changed

The Titanic 2020 problem is likely to get much worse before it gets better. Universities do not
routinely offer courses or curricula on how to design digital systems for long-term preservation and
access to data or records.'? An entire generation of computer science and engineering professionals
needs to be taught basic designs for preservation, not just innovation at the expense of history.
Some records are too valuable to entrust to today's computer systems. Commercial products sadly
address only a "long-term” horizon of a few years. They most certainly do not include built-in
capabilities for their own replacement. The mind shift called "paper minds to electronic records”
must still take place to move us all the way into the Information Age.

Practicing information technologists must develop a fuller appreciation of the disciplines and
practices of record managers, archival scientists, and library and information scientists. These
professionals are the guardians of corporate accountability. They are also important gatekeepers for
intellectual capital, and levers for getting the most out of it. Information technologists must design
acceptable technology solutions that meet the needs of these communities of business professionals.

There is an exploding need for universal digital archiving systems and formats. Universal formats
for each data type (e.g., motion pictures, audio, digital certificates) are badly needed by many
communities. The World Wide Web Consortium'? is sponsoring work to harmonize semantics for
web-based information that will apply generally to as many communities as possible. However,
competitive wars are expected to stretch out real semantic unification for information for many
more years. In the mean time, we badly need universal information container formats that allow
high-quality publishing of collections of dynamic information collected from many sources. An
electronic legal record is compilation of data that is recorded, signed, and sealed in an immutable
form, typically in the form of documentary evidence. Thus, one of the greatest needs for electronic
records has been format standards for publishing compound documents that can include text,
graphics, numerical data, tables, etc.

The storage format that comes closest to a universal standard for high-quality publishing is Adobe
System's Acrobat Portable Document Format (PDF).'* PDF is a "container format" that permits
capture, publishing, sharing, and preservation of complex compound documents with embedded

12 Research and codification of the rules of system design and engineering for long-term preservation and access to
electronic records are underway now in an international collaborative research project called the InterPARES Project.
Courses on this subject are being developed and taught in a few leading universities and industry now. See

www.censa.orp/industry-interpares, www interpares.org, or www.is.gseis.ucla.edu/ns-interpares for more information.
1t will be a few years before these principles are routinely embedded in higher education.

Y See www.wic.erg for more information on the World Wide Web Consortium.
" For more information on Acrobat and PDF, see www.adobe.com/products/acrobat/adobepdfhtm!.
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digital audio, video, and other dynamic data types. PDF permits communication of these published
documents across all major types of computer platforms (MS-Windows, Apple Magcintosh OS, and
many flavors of UNIX, including Linux) and across time. Although it does not work for all types o
data, it is good enough for archiving of many types of high-quality digital documents and data.
Extensions to PDF or other products still need to be developed to support perranent archiving of
farge commercial databases, spreadsheets, and other specialized scientific and technical data sets.

An explanation of the terms "forward compatibility” and "backward compatibility” will help to
clarify the following discussion. "Forward" or "backward" always means relative to a software
version or to a file format version. Backward compatibility of software means a newer software
version can read and process files created by an older software version. Forward compatibility of
software means an older software version can read and process files created by a newer software
version. People most often desire backward compatibility of the software to read and process older
files, since the software is continually updated. Forward compatibility of the software is less
frequently needed, only by people who fall behind in software versions, €.g., trying to read an MS-
Word'97 file with MS-Word Version 7.0 ("Word'95).

Office 3.1 3 A Office’2003 Offica’2006

~ 1993 Version7 Version 7,

ME
XML+4?

Version 4 & XML XML& XSL?

pome 4 ¢ ! ¢

Translator o o ®
Solutions

General g
Solutions

=
»

The diagram above illustrates the difference between long-term, general solutions and "point
solutions” in time. Point solutions rely on translators to convert from an older version to a newer
version of a file format. MS-Office includes file converters to translate nearly all of its older file
formats into the latest file format, and vice versa, obviously with a loss of features that did not exist
in the older formats.

General file format solutions can be read directly with any newer software versions, without using a
translator, and if they are high-quality general solutions, without generating errors. General
solutions are more reliable than version-to-version file translators, because version-to-version
incompatibilities can cause critical information to be lost, especially embedded graphics and links,
table formatting, and other software version-specific details. However, general solutions are much
harder to create, because [T changes so fast and competition is so fierce. More important, it
requires a tremendous amount of foresight and creativity to create products that evolve gracefully in
such a fast-moving world, plus a firm business commitment to long-term compatibility. Relative to
lower-tech industries, the IT industry per se is very young, immature, unstable, and competitive.
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This makes it difficult to create general solutions with high-level of fidelity and interoperability that
the leading IT vendors agree to support for long periods of time. With a few notable exceptions,
vendors have perceived file and data formats as a competitive weapon to use against cornpetitors
and customers.

Adobe Systems (San Jose, CA) is an example of a company with a truly unique philosophy and
commitment regarding long-term product compatibility. Adobe has a broad and public commitment
to provide 100% backward compatibility of the PDF format for at least the next 25 years. No other
software vendor has such a forward-looking philosophy and commitment to its customers. An
important business reason for this commitment is that Adobe is beholden to the publishing industry,
which has standardized on Adobe's PostScript language and many of Adobe's other multimedia
publishing products. PDF is a new and improved but compatible version of PostScript, that also
supports high quality publishing on the World Wide Web. The publishing industry simply cannot
afford to retool every few years. Publishers must be able to access, view, and print their archived
documents and books on demand for many decades to come.

The publishing industry's practical need for a general solution that has stability and backward
compatibility was recognized early by the United States Internal Revenue Service, the Food and
Drug Administration, the Environmental Protection Agency, the Patent and Trademark Office, and
many other government agencies. More than [40 government agencies worldwide have adopted
PDF as their standard for document submission and archiving. Many industries have followed the
lead of these government bodies and adopted PDF, primarily because it makes it easier to do
business internally and with the government.

The Collaborative Electronic Notebook Systems Association and its end user member companies,
which include several large pharmaceutical corporations, adopted PDF in 1997 as the preferred
format for document communication and publishing and permanent storage of electronic records for
three specific reasons:

1) PDF's is the defacto government standard for document publishing and archiving;

2) PDF's high quality rendering capabilities for multimedia publications; and

3) Adobe's long-term commitment and long track record for successful and complete backward
compatibility, going all the way back to the version 1.0 of PostScript released in 1984.

The third point is the most important from a practical point of view. PostScript printers of 2000 can
still faithfully render files created in PostScript Version 1.0 format. This track record of 15 years
speaks volumes in a world where Web years are measured in weeks or months on the calendar.

With extensions to support XML, PDF can apply to all types of data published on the web and
elsewhere, and for exchange and archiving of more specialized scientific and technical data types.
The most recent release of PDF added security features to support signing and witnessing of PDF
documents, allowing users to create self-contained, portable electronic records. Finally, an army of
third-party software developers is using the open and published PDF format to extend and apply
PDF to different applications and niche markets. PDF has a long future ahead of it.
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12 The Die Has Been Cast for 21° Century Information Technology

Adobe has proven to business leaders, IT professionals, and governments worldwide that stability
by design, coupled with rapid innovation are not only possible, but profitable too. Most important,
with Adobe's commitment to long-term stability and support, the die has been cast for end user's
expectations of the IT industry in the 21" Century. This report does not mean to single out Adobe
for benevolence or philanthropy -- clearly the company has benefited economicaily from its long-
term commitments. In every age of technology there have been companies that have built fortuncs
by getting into new areas of business early. In the near future, suppliers who commit to stable,
flexible and open technology designs for electronic records and data systems will have a huge
competitive edge. They will profit over those who choose to maintain a perpetual blind eye to the
nieed for stability in at least one part of their technology design -- the data or records owned by their
customers. In the future, the stability of digital records, whether corporate, government, or
personal, must be measured in decades to centuries rather than web years.

Innovation does not have to come at the expense of the integrity of our data or records over time.
Information technologists are among the smartest and most creative people on the planet, clearly
capable of creating flexible technologies that are extensible far into the future and backward
compatible. Stability, flexibility, extensibility, and backward-compatibility are not opposing or
incompatible requirements but simply additional business constraints on present and future
electronic record and data storage technologies, products, and systems.

13 The Ship Has Left the Dock

The Titanic was designed to be the biggest, most technologically advanced ship of its time, and
indeed it was. No one would argue that the ship failed to meet the expectations of the passengers
who paid enormous sums of money to stay in her staterooms. But the fact that the ship appeared to
set a new standard against which all other ships would be measured inspired too much confidence in
it creators. They did not believe it necessary to make sufficient provisions for the safety of their
passengers. Of all the questions about the Titanic’s tragic demise, a particularly haunting one
stands out: would the passengers have booked passage if they had known the boat had no sufficient
exit strategy?

Like the passengers of the Titanic, it is easy for users of computer systems to believe in the
marketing messages of vendors and become overconfident in the safety of their data and records.
However, experience has given most modern users the chance to understand what passengers of the
Titanic could not, that within the current, albeit often-impressive solutions lie dangerous pitfalls that
cannot be ignored. Perhaps the market dynamic that once allowed Red Star Line to create the
Titanic and now allows computer businesses to create systems used by millions of users shouldn’t
be broken. But the disaster that visibly looms in our future cannot be ignored. If the Titanic had
had enough lifeboats for all her passengers, shie would perhaps still be remembered as the biggest
and most advanced ship of her time. She would not have become symbolic of the inability of man
to recognize and plan for his own fallibility. Like the Titanic, current computer systems are in part
a result of man’s unwillingness to recognize and address the shortcomings of an industry that has
mushroomed both technologically and financially. If this problem is not addressed now, in
approximately 20 years, the Titanic may be replaced with a new icon of disaster.
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14 Background on CENSA

CENSA, the Collaborative Electronic Notebook Systems Association, is a market development
association focused on catalyzing markets for advanced automation for research and development
organizations. CENSA uses unique market development programs that involve end users, suppliers,
and government agencies working together to identify, specify and create solutions to market
problems faster than normal methods. With over 800,000 employees in CENSA member
organizations, CENSA has a broad impact across many sectors, including software, high-tech,
consumer products, chemical, pharmaceutical, biotech, healthcare, government and many others.
CENSA emphasizes regulated industries where intellectual property protection is key to success.

CENSA's current market development programs focus on systems for long-term preservation and
access of electronic data and records, electronic notebook authoring applications, architectures and
tools for component-based application and systems integration, and high-priority scientific,
technical, and business components. CENSA's deliverables to its members are specifications for
complete systems, component software and hardware technologies and products, and extensive
specialized knowledge for setting up and using the systems and tools successfully.

CENSA sponsors the Global Industry Interagency Group on Electronic Recordkeeping and Digital
Archiving Systems (GIIG on ERDAS), a non-profit organization of government agencies and
industries dedicated to defining and implementing acceptable systems for long-term preservation
and access of electronic data and records in industry and government applications.
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16 For More Information
For more information on CENSA and solutions to these problems, please contact:

CENSA, 800 West Cummings Park, Suite 5400, Woburn, MA 01801 USA
Phone: 781-935-9600; fax: 781-935-3113; E-mail: info@eensa org; website: www.censa.org.
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Additional Material for the Congressional Record from Dr. Richard Lysakowski,
Executive Director of the Global Electronic Records Association (GERA),
President of the Collaborative Electronic Records Association (CENSA})

Witness on Expert Panel

House Government Reform Committee, Subcommittee on Technology, Information
Policy, Intergovernmental Relations and the Census, Meeting on July 8, 2002

Submitted July 28, 2003

1 Followup Written Points for the Congressional Record:

I was asked to provide additional clarification points, research results and further recommendations
to the Subcommittee. I respectfully submit the following points for consideration by Congress.

1.1 NARA Alone Cannot and Should Not Be Expected to Solve the USA’s
Problems with Electronic Records.

Electronic records are not uniquely the problem of the US National Archives and Records
Administration (NARA). Electronic records are integral to all eGovernment work processes in all
federal, state, and local agencies. Several times over the past five years, private industry has
approached OMB to develop or mandate common government-wide and industry-wide solutions
and standards for electronic records. Everytime, OMB has pushed all responsibility for electronic
records onto NARA’s shoulders, now calling NARA the “Managing Partner for the Electronic
Records Management (ERM) e-Gov Initiative.” This has slowed badly-needed progress.

NARA'’s ERM Initiative’s stated goals are to provide a government-wide policy framework and to
provide guidance for electronic records management. NARA’s mission, scope, focus, size, budget
($268M FY2003) do not permit it to solve all electronic records problems of federal, state,
industrial, and nonprofit organizations. NARA’s primary mission remains to “ensure continuing
access to essential evidence that documents: 1) the rights of American citizens, 2) the actions of
federal officials, 3) the national experience.” NARA takes stewardship of only a very small
percentage of federal and other historical records for long-term preservation and access.

NARA is underfunded and understaffed to develop scalable solutions and standards for electronic
records for all federal, state, and local government agencies. Thus industry is left to wait for open
or de facto standards to emerge or to create its own. More often than not it is a waiting game
because industry standards must be compatible with government regulations for recordkeeping. At
times, industry creates de facto standards that governments adopt, like AT&T's UNIX, IBM’s PC,
and Adobe’s Portable Document Format (PDF). However, at this point IT innovation is being
stifled across the board by the lack of standards for electronic records and data formats. If federal
agencies were to simply adopt or drive archival formats and interoperability standards, industry
would adopt them, implement them, and drive faster creation of robust markets and techaical
services to support them. It does not matter who leads, but it is important that someone does.

A great example of what the US Government can do for itself and industry with a moderate
investment is the US DoD’s 5015.2 Standard for Records Management Applications. Once DOD
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created and mandated this standard, it was adopted and used as a baseline for standards throughout
many industries, including pharmaceutical, chemical, food, medical devices, acrospace, antomotive,
and others. It remains a baseline against which all good records management technology systems
are measured and certified. The total budget to create DoD 5015.2 was estimated to be under $5M
USD and it took less than three years time to develop. Industry spent at least ten times that amount
of money to develop DoD-compliant solutions. Such a large industrial investment would have been
needed to meet any specification where technology changes were needed.

DoD 5015.2 standard did not go far enough and specify standards for the entire lifecycle of
electronic records, inctuding requirements and specifications for records creation, records
management, archival functions, preservation functions, retrieval and reproduction functions, and
file format standards for individual document-based records and collection of records. This is
excusable because the scope had to be limited so that DoD could deal with known problems for
technological solutions existed in 1995.

We should take advantage of the fact that The Department of Defense has the power to create and
mandate standards faster than any other government body and there is frequently spillover of
benefits directly to the civilian sector and the commercial markets.

1.2  Government Administrative and Regulatory Bodies Drive Industry, Not NARA.

Industrial and private sector problems with electronic records are driven by factors not directly
related to NARA’s mission. For example, the private sector is driven by many concerns
simultaneously, e.g., the USPTO drives concerns for intellectual property protection, the EPA
drives concerns for environmental protection and quality, the HHS / FDA drive concerns for
healthcare product safety and quality, the SEC drives concerns for accurate financial reporting and
integrity. For transportation, the FAA flight safety regulations mandate long-term availability of
design, test, calibration and maintenance records for commercial and military aircraft in service for
longer than 20 years. For automotive transportation safety, records are needed for product design,
testing, maintenance and recalls for two or more decades. In the life, medical, disability insurance
industries records retention periods are anywhere from 15 to 90+ years. Mortgage and banking
industry mandate retention 15, 30 years (or longer). DOL ERISA-compliance and Social Security
Administration pension benefits plan record retention periods cover the working life of all citizens
and beyond. These are just a few of many immediate concerns with long-term impact on the private
sector. All these industries are trying now to use electronic records whenever possible.

Problems of electronic records are multifaceted — driven by administrative, legislative, legal,
regulatory and business concerns - but solved via well-designed and implemented organizational
programs, qualified people, policies, quality standards and procedures, and technology systems.
CENSA and GERA have partnered industry and government agencies to create the set of standards
called “the Quality Electronic Recordkeeping Practices” (QERP) standards that articulate all the
required program and technology elements to design, staff, operate, audit, and maintain electronic
evidence over any time frame. While the need for keeping evidence of activities is universal
throughout the public and private sectors, the scope, scale, values and accountability reasons for
recordkeeping vary so widely that NARA’s solution and approach will not work for all.
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1.3 NARA’s ERM eGov Initiative — Where’s the eArchive in each eGov Agency?

NARA’s current strategy focuses on assisting other federal agencies with clectronic records
management initiatives by providing a methodology for determining agency-unique requirements
on top of the US DoD 5015.2 RMA Standard. While this approach takes good advantage of the
excellent work of the DoD standard — which NARA provided significant help to develop — it does
not directly address the need for each federal agency to set up and run their own electronic records
archive. It does not lay down the standard for electronic records archives to successfully deal with
the 99% of agency records that NARA never receives.

NARA’s Electronic Records Archive (ERA) solution is being designed to solve NARA’s immediate
technological needs for a system. The NARA ERA is a “custom” system designed to NARA’s
specifications. NARA’s ERA is not being designed to be a general-purpose, “Configurable-Off-
The-Shelf” (COTS) product designed to scale up to large agencies like the Department of Defense
or Homeland Security, or scale down to much smaller agencies at federal, state, and city levels.
From my point of view, this is a wasted opportunity to mandate standards and build markets.

1.4 A More Coordinated, Multi-Agency and Industry Approach is Needed

For eGovernment to work, a more universal, distributed approach is needed that does not put
NARA at the center of everything. Sole reliance on NARA for guidance and standards could cause
a bottleneck in moving to electronic recordkeeping in eGovernment. A universal, large-scale
approach can be developed with NARA as a leader, follower, and participant. However, some
fundamental strategy shifts must occur so NARA does not constrain processes it seeks to facilitate.

1 recommend that a small coordinated team of US agencies and industry with a large stake in
preservation of digital information assets be assembled to make progress much faster than thus far.
Irecommend NARA, LOC, The Smithsonian Institution, GAQ, NASA, DoD, HHS, and industry
work together. NARA’s expertise is crucial and it cannot solve everyone’s problems.

NARA is too small to cause the kind of change that we need within a reasonable timeframe. Its
small budget (est. $289M FY-2004) is seriously constraining. Other US agencies have resources
that greatly exceed those of NARA. For example:

The Library of Congress (est. $416M FY-2004)

The Smithsonian Institution {est. $478M FY-2004)

General Accounting Office (est. $474M FY-2004)

NASA (est. $158 FY2004)

DoD (est. $389B FY2004)

HHS (est. $539B FY-2004)

These other agencies have their own internal needs for total lifecycle solutions for electronic
records (including long-term preservation and access) that are similar to NARA’s internal needs.

Several agencies working together would push for faster and better solutions to the digital records
problem much better than NARA alone. A focused team of large US government departments and
agencies with the most at stake should be assembled to solve this problem. The Library of
Congress’ Digital Library program includes digital preservation and is succeeding. NASA has
preservation needs for massive digital data sets that record the weather, the condition of the earth,

3
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space science, and defense-related issues. HHS scientific and medical research, development, and
regulation are being slowed by the lack of standards for digital data and record interchange. These
Jfew, but powerful agencies and departments could collaborate as a focused team to create and
mandate solutions in three to five years, rather than 20.

1.5 Leverage The Success of Other Countries

Other countries have succeeded by working on a scale appropriate to the size of their agencies.

Australia in particular has much we can learn from and adopt. The Australian success has led US
experts to acknowledge that scalable, long-term solutions can be built using today’s technologies.
They solved electronic records management and archives problems on a smaller scale than the US’s
problems, but one that can be extrapolated for the USA. It too is meant to serve as a core building
block of their eGovernment initiative. The system was developed to first fit the State of Victoria
(11M citizens) and then fit the Whole of Australia (26M citizens). The solution is commercially
available now and can adapted to fit a wide range of needs of agencies, states, and industries. US
agencies and industry worldwide should look to leverage as much as possible from Australia. 1
have studied their system in detail and visited Australia twice to see it in action. It is clear that their
system is fully compatible with US NARA’s proposed ERA system.

The State of Victoria Electronic Records Strategy (VERS) Program started in about 1995. The
Victoria State Department of Infrastructure led a cross-disciplinary team of Australia’s leading
government archivists, records managers, computer scientists and software engineers, and leading
software vendors. It uses XML and the Adobe Portable Document Format (PDF) for electronic
record archival collection storage and retrieval. Their initial goal is to retrieve and reproduce
authentic electronic records in an XML/PDF format for 100 years minimum (with or without Adobe
Systems, Inc. in existence.) The VERS program includes organizational program, policy,
technology system design standards, training, and government-wide dissemination projects. An
important point to note is that they reproduced the PDF Viewer software completely on their own
(with no help from Adobe) from the written specification as a “digital archaeology experiment” to
prove to themselves that could reliably reproduce PDF-based documentary records.

The VERS team of experts researched requirements, prototyped systems using available
commercial software as the starting point, tested the solution in pilot projects for many months, and
put the final system into production in 2001. The Victoria Government has now mandated
compliance by law for all state, city, and local agencies for the software system functionality, PDF
documentary record file format, and XML electronic record collection format. File formats other
than PDF can be embedded with the PDF preservation copy if full reprocessability is required.

The VERS Program Office has established a Centre for Excellence for Electronic Records that is
charged with disserinating the technology solution and training on programs, policies, and
procedures to all the other government departments. They have budgeted money to certify enough
competing vendors so that they have a set of flexible, scalable technology solutions that will fit
different government department needs.

An important point is that the Australian Government removed a barrier to market development
(and their own success) by paying for vendor and product compliance testing and certification
themselves. In the US, to get a product certified for DoD 5015.2 standard compliance each vendor

4
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must pay $10,000 or more for each major product version. Many vendors have complained that this
is excessive when it must be repeated for each major product release. In the case of Australia they
can keep costs of re-testing compliance and recertification by evolving their record and file
collection archive formats prudently using XML’s schema versioning and version management
tools.

By 2007, the plan is to disseminate the program and technology solution to all departments of the
State of Victoria, and likely to the Whole of Australian Government. The total program budget
from 2001 through 2007 is expected to be $90M Australian Dollars. 1t is startling that Australia
could make so much progress so fast, starting after but finishing before the USA, and using less
than 1/10 the money. Australia is about 1/10 the population of the USA.

1.6  Avoiding Great Waste and Expense to Society

We must create (or adopt) and mandate standardized selutions soon. We will continue to buy and
sow the seeds of our own destruction until then. In a December 1999 research report', subtitled
“Titanic 2020” I gave examples of the hidden costs to society for the lack of standards. This report
is available at “ http://www.censa.org/html/Publications/Titanic2020.htm “. Using the example of
one generation of word processing documents alone, I conservatively estimated the cost of the lack
of electronic document interchange standards to society was $52 billion USD. 1did not assess
economic impact for other documentary formats. Without standards for information asset
preservation across technology generations, every new system that we install becomes the nucleus
of an iceberg that we will either hit and destroy assets, or pay excessive costs to avoid asset loss.

1.7  Subscription-Based Software Is A Huge Threat to Record Security and Assets

Software products are tools used to generate personal and business property (data, information, and
knowledge). The usual model of software product sales is a perpetual, right-to-use license on a
limited number of computers for a fixed price. Like all tools, software depends on having quality
product manufacturers. Software vendors would love to change the way that software is purchased
to transform software into a service or utility like water, electricity, gas or oil that is consumed and
must be re-paid for periodically — either monthly, annually, or some other period. Microsoft was
the first major large software vendor to push for subscription-based pricing models. Advocates for
subscription-based software licensing (mostly vendors) argue that it eliminates hassles with
software updates, because updates can be done automatically as part of the subscription.

The problem with this is method of software purchasing is that if you do not pay your bill, your
software can be “deactivated”, “time out”, shut off, or somehow made unusable, thereby denying
you access to data and documents that vou created.

There are federal and state laws that prevent denial of access to one’s own property. I question the
legality and ethics of this method of selling software without giving buyers a no-cost exit strategy in
the form of easy migration. Having to pay a subscription to access your own property is similar to
extortionary tactics used by the Mafia to shut down businesses or take people’s livelihood and
property hostage until regular “payments” are made. Records are corporate, government, or

' “Looming Information Age Crisis Expected To Cause Trillion-Dollar Losses Over Next 20 Years” by Dr. Richard
Lysakowski and Zahava Leibowitz, CENSA, Inc., December 1999,
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individual property — one’s access to them rmust never be at risk of “deactivation.” Subscription-
based pricing models being foisted upon unwary consumers give vendors freedom to use abusive
pricing or unethical business practices.

The best way around this potential loss of access to one’s property is to require and buy open data
and record portability standards with perpetual, right-to-use licenses for data schemas and file
formats. There are too many cases of lost data assets because undocumented, proprietary file
formats were not migrated before they became obsolete, the vendor “upgraded™ the file format to
include incompatible features, the vendor dropped that product line, the vendor’s business failed, or
the business was taken over by another company that stopped supporting the format. Buying
perpetual rights to use data schemas and file formats avoids all of these problems because it permits
easy migration by the property owner, the original vendor, or any third party vendor.

We do not need privatized “software utilities” or software sold as a service. We need more high-
quality software product manufacturers that do not use file formats as a way to control their
customers’ property. We are in this quandary because buyers have not insisted on open, published
formats as an absolute condition of purchase of software.

1.8  Lack of Government-Mandated Record Storage Format Standards is Holding
Back Innovation and Costing Taxpayers Big Money

Many US government bodies adopted PDF as a document transmission and preservation standard
years ago (FDA, the US Courts, EPA, FAA, IRS, and others). Slow formal acceptance of PDF as
an official record storage format by the US Federal Government as a whole harms innovation.

Some compelling statistics about PDF are:’

* 2400+ government agencies worldwide use PDF for document interchange.

e 500 million freely-licensed copies of PDF Reader have been downloaded by public and
private sector individuals. Last year over 50,000 copies were being downloaded per day.

«  Over 2,000,000 official publications exist on US government external websites.

®  Over 675,000 links exist worldwide to download the PDF Reader from sites all over the
world.

s Over 1800 PDF tools developers are creating add-ons and tools that compete directly with
Adobe.

e Adobe Reader comes preloaded on PCs from the top 10 PC manufacturers.

® The Government of Germany just signed a country-wide deal for PDF and Acrobat and has
mandated the use of PDF for interchange format for interagency communication.

* Holland, Italy, and Australia have written PDF and XML into law as mandatory for archival
submissions of high quality documentary records.

e Japan and the European Union (EU-EMEA) have specified PDF for all electronic Common
Technical Document (¢CTD) supporting documents; an XML backbone is used to relate all
files together for new applications for approval of new medicines and medical devices.

? Obtained the market research department at Adobe Systems, Inc.
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While the numbers are large, they make an important point, that when a technology that is
necessary and sufficient exists, adoption as a de facto standard proceeds quickly. Adoption speeds
innovation, saving government and industry huge amounts of money.

Money-savings tied to the adoption of PDF is well illustrated by the US Bankruptcy Courts. The
US Bankruptcy courts used PDF for all court records for the Enron, Worldcom, and Global
Crossing bankruptcies. The US Courts admitted that they did not have to add one new clerk, but
estimated that if they had to use paper records, they would have had to add 50 new court clerks.

1.9 Risk Assessment in Section 300 of OMB Circular No. A-11 (2002) Does Not
Detail or Score the Asset Protection Requirements

OMB must specify a procurement process for eRecords systems that requires demonstration of
interoperability and complete independence of supplier data and file formats before purchasing,
Product independence means full capabilities to migrate one’s property away from one vendor’s
system to another without additional expense. With electronic records and data formats, this is a
good way to provide an insurance policy against rapid planned obsolescence by computer hardware
and software vendors.

OMB Circular No. A-11 Section 300 (2002) Planning, Budgeting, Acquisition, and Management of
Capital Assets, is incomplete and insufficient for information asset protection. This OMB Circular
A-11 must separately articulate and quantitatively score all US government IT system procurement
processes for “interoperability” and “preservation capabilities.” These critical aspects of IT systems
are buried in the discussion on “Risk Inventory and Assessment (AH Assets)” in Part 1, Section F
on page 20 and 21. These should be separately scored as “Asset Protection and Preservation” and
“Interoperability and Information Interchange.”

Without an explicit scoring system for information technology system capabilities for “asset
protection and preservation” and “interoperability”, US Government procurement processes will not
protect government, industry, or taxpayer property (records). We continue to put everyone’s assets
at high risk, and pay more than necessary to retain ownership and access to them.

1.10 The US Needs Better Procurement Processes for Protecting Record Assets

Given that OMB’s A-11 Circular does not explicitly measure and quantitatively score IT system
information asset preservation, protection, or interoperability, one can conclude that procurement
processes will not sufficiently protect agency or taxpayer assets over long periods of time. This is
not unique to OMB, but is a prevalent buying practice throughout government and industry.

AILIT system buyers’ behavior must change to require as a pre-condition of purchase:
1) full portability and reuse of records, and
2) permanent access to data and records generated by the buyer from all vendor’s software.

As long as government and industry do not insist on these pre-conditions for all purchases, they will
continue to lose valuable assets. This has been the status quo for decades.

See slides in Appendix for more information on why the market status quo is the way it is now.
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1.11 A Simple Buying Strategy Exists to Protect Business Assets

From watching some of the smartest companies buying software products, we recommend a simple,
logical strategy and process for buying IT systems so that business owners’ assets are protected.
The process is explained here and illustrated in the next section. The Appendix is a handout that
explains why the status quo exists and what to do about it.

The strategy is simply “Require suppliers to demonstrate full data interoperability before you buy.”
Put another way “only buy software products from suppliers that will ensure your access to your
information assets without them in the future.”

This buying strategy is not very popular with suppliers that like to use closed file formats as a way
to control customer migration. However, this brute force method of account control results in many
lost customer assets, because migrations are much more difficult. More responsive vendors are
competing at levels above file formats, i.e., on product quality, functionality, and customer service.

1t is important to distinguish between closed, proprietary formats and open, documented proprietary
formats. Closed formats are not freely available for anyone to read and write. Proprietary formats
are not bad to use for records as long as they are open, documented, perpetually and freely available
for anyone to use without license fees. With the advent of XML, and widespread usage of PDF for
documentary records, there is no longer any excuse for buying software that does not come with
open, documented formats.

A well-designed electronic records archive is a fixed collection of information structured, stored,
and secured in such a way that permits easy reconstruction and retrieval in another records
management system, whether current or future system. If a system cannot do this, then the system
designers not include long-term asset preservation and access as a design center, This decision by
designers is either an oversight or made for competitive reasons. To achieve full electronic records
ownership and access one must be able to export “Archival Information Packets” that preserve the
full content, structure, context, and presentation of records. One must also be able to verify the
authenticity of the entire collection of records and individual records within the Archival
Information Packet after it has been migrated to another system.
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1.12 The Process for Buying IT Systems To Protect Business Assets

The four phases of this recommended process are illustrated below. “Supplier candidates” must
pass each phase in succession. This process is particularly critical for Electronic Recordkeeping

Systems, but is also recommended for buying any type of data or information system.

Phase 1 - Articuiate Requirements and Find Qualified Suppliers.
Be sure to use a User/Buyer Driven Process with input From Suppliers.

Business
Requirements
and Goals Market Scanning Short Listing of
S— eRecords Systern and Best Candidate
End User / Buyer . o N
Requirements > PRELIMINARY o T
Specification Vendor / Technology Product Vendors
Laws and Selection {(Top3te 57)
Regulations A
Y
Product
Acceptance Test
Technology Criteria and
Availability Requirements

t: Testing Syst 1 Envir

Phase 2 - Work With Qualified Suppliers to Prepare User Accep

Product / Technology End Users or Suppliers
Suwplers Demensirsie o PradckSupir v e
her to Meet . Short List \ gto Prepare f{ar
Product User "], Instail and Configure o Migration Verification and
Acceptance User Acceptance Testing Validation Processes
System or Environment

Requirements
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Phase 3 - Test Quality of Output of Migrated Archival Information Packets and Authenticity of Records

Systems from
Candidate Suppliers

Apply Suppliers’ Tools
if-Validation and Veri
of Output and Viewing of

for S

Archivai Information Packet

Execute
Migration Operations

{Test Quality of Reproduction
of Original Records)

Test and Report on

for lm;ividual Records in
Archival Infformation Packet

'

Do an independent
Third-Party i

Test Reconstruction of
Archival ion Packet

Test Authenticity Verification
for Reconstructed

of Quality of Output of
Archival Information Packet

Y

on Source System or Later System
Made by Same Supplier

Packet
on Source System or Later System
Made by Same Supplier

'

Report on Authenticity Verification
for Reconstructed
Archival information Packet
on Source System or Later System
Made by Same Supplier

Suppliers Who Pass
Phase 3 A

Y

Move to Phase 4

Testing prmmme———

Phase 4 - Test Quality of interoperability of Migrated Archival Information Packets

Supplier Products that Passed
Phase 4 Acceptance Tests
Prepare for interoperability
Validation and Verification

Apply Tools for Interoperability Testing,

Viewing and Output of
Archival Information Packet on other
Vendors' Software Systems.

{Test Quality of Content,
Structure, Context,
and Presentation of Original Records)

Test and Report on
Authenticity Verification Fi
for individual Records in
Archival Information Packet

Drop Supplier as a Candidate

For Electronic Recordkeeping System

10

No

Yes

Supplier Passes
User Acceptance Testing
for Migration Functions

)

Continue with other
User Acceptance Testing
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Appendix ~ Business Asset Protection Program

We have studied the problem of electronic business asset protection and have found it to be
primarily the problem that buyers:

¢ donot make it a priority to own permanent access to file formats for all software product
licenses they purchase,

¢ do not exercise their purchasing power,

¢ do not take responsibility for migrating their information assets.

The status quo is caused by other reasons too. However, changing procurement practices to include
testing and scoring for asset preservation, migration, and interoperability will fix the problems. In
some cases, they may be required or decide to pay extra to purchase the rights to permanent access
to their assets. In the long run, however, it is worth the cost, because problems with asset loss will
be greatly reduced.

1t is up to buyers to change the status quo and set up their own Business Asset Protection Program.

1
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Software buyers / users don’t fully “own"

the data assets they pay for...

“Asset Access” expires due to:

~ Closed data formats used as a primary
method for vendor “account control strategy”

~ Rapid planned obsolescence / change to keep
revenue stream flowing to vendors

~ Product retirements or failures

— Vendor business failures

- Lack of difigence in migration (symptom of lack
of open formats and design for preservation}

- Subsgription license to use software “expires"”
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.

Computers and software have been

designed only to increase productivity
... not protect information assets

Buyers do not exercise their control before
p i and i

Government or Corporate buyers do not
think they control evolution of markets

If no standard format specifications exist,
vendors use that as an excuse for closed,
proprietary formats

v —

« PDF provides strong insurance against
information asset decay or loss
~ PDF ] Agives high-qualty, full fidelity rendering
- Many agencies, \a;vs, countries mandate PDF for
an

« XML provi Knowl
- XML DTDs, XML Schemas, spacifications, and tools
- G semantic

= XML provides portable information objects
~ moved across applications over space and time
~ easily Imported into other suppliers’ software
— Allow full reprocessing of data where needed
- taster software design and implementation
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Don’t buy systems that don’t properly comply.
with ISO PDF / Archive and XML / XSD Standards

Our laws must mandate e-records system

n pl
process

Do not submit to “urgent” need to buy a system

Withhold purchasing just long enough to secure

Buyers must take back their purchasing power
in this renewed “age of accountability”

F T ———

« Electronic Records Systems Are Different from
Traditional Systems.

+ If you don’t plan {and budget) to preserve it...
you won't be able to access it It

+ Thus...
“Design for Preservation”
is a new critical systems design center
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