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LOCKING YOUR CYBER FRONT DOOR—THE
CHALLENGES FACING HOME USERS AND
SMALL BUSINESSES

WEDNESDAY, JUNE 16, 2004

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON TECHNOLOGY, INFORMATION POLICY,
INTERGOVERNMENTAL RELATIONS AND THE CENSUS,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:30 p.m., in room
2154, Rayburn House Office Building, Hon. Adam Putnam (chair-
man of the subcommittee) presiding.

Present: Representatives Putnam, Clay and Murphy.

Staff present: Bob Dix, staff director; John Hambel, senior coun-
sel; Dan Daly, professional staff member and deputy counsel; Juli-
ana French, clerk; Felipe Colon, fellow; Colin Samples and Katlyn
Jahrling, interns; David McMillen, Mark Stephenson, and Adam
Bordes, minority professional staff members; and Cecelia Morton,
minority office manager.

Mr. PUTNAM. A quorum being present, this hearing on the Sub-
committee on Technology, Information Policy, Intergovernmental
Relations and the Census will come to order. I want to welcome ev-
eryone here today to this hearing entitled, “Locking your Cyber
Front Door—The Challenges Facing Home Users and Small Busi-
nesses.”

We will immediately go into my opening statement and the wit-
nesses’ opening statements as quickly as possible. We are expecting
a series of five votes which will pretty well mutilate the bulk of the
afternoon. We are going to move as expeditiously as possible.

In the past few years, the growth in access and use of the Inter-
net, the increase in “always on” high-speed connections, and the
rapid development and deployment of new computing devices has
resulted in expanding global computing network. Although these
advances have improved the quality of life, this network is suscep-
tible to viruses and worms that can circle the world in a matter
of minutes.

The potential for more sophisticated and malicious cyber attacks
is growing at an alarming rate. While businesses, educational insti-
tutions and home users enjoy the benefits of using the Internet,
they are not always adequately informed about the potential dan-
gers of computer systems left vulnerable and unprotected.

This hearing is a continuation of a series of oversight hearings
that the subcommittee has conducted during the 108th Congress on
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the issue of cyber security. On April 21st, the subcommittee held
a hearing specifically on educational awareness for all cyber citi-
zens. Most recently, on June 2nd, the subcommittee conducted an
oversight hearing on cyber security and vulnerability management
issues facing large enterprises. The purpose of this hearing is to
focus attention on the challenges facing home users and small busi-
nesses.

Today we will examine the difficulties these users confront in
protecting their computers; the actions taken by the Federal Gov-
ernment to create partnerships that will assist home users and
small businesses and their efforts; the role of software and hard-
ware manufacturers in responding to the expectations and de-
mands of the user community to provide the market place with
higher quality and more secure products; the role of Internet serv-
ice providers in helping to educate and protect their subscribers;
and the tools and strategies available to home users and small
businesses to lessen their exposure.

Home users and small businesses are in a uniquely vulnerable
position because their computers often face the same worms, vi-
ruses, and automated attacks that business and Government com-
puters face. Yet, these users may not have the same level of re-
sources available to mitigate those risks.

Accordingly, it is critically important that all stakeholders exam-
ine tools and strategies to comprehensively address this challenge.
Right now, home and small business users face a number of types
of risks. Viruses and worms can disable home user systems. Home
users may also be tricked into downloading spyware. These pro-
grams can be harmless, yet extremely annoying, such as delivering
a continuous stream of pop-up ads, or they may be malicious, ex-
tracting information such as passwords and personal information
for criminal purposes. Home users also face the threat of fraud and
identity theft, including a newer approach known as “phishing.”

Small businesses face these same threats as well, but their chal-
lenges are compounded by the fact that they may have a network
of machines to manage, as well as the challenge of employees using
laptops and remote access. Of even greater concern, small busi-
nesses face the threat of disgruntled insiders who were once trust-
ed users.

Finally, small businesses may also have private information from
their customers and data bases that are connected to the Internet.
Cyber criminals who gain access to this information may attempt
to extort money out of small businesses to keep the breach quiet.
The loss of reputation from such an incident could be devastating
to a small business.

There are existing and emerging protections against these
threats. Home users and small businesses can arm themselves with
virus-protection software to help stop any potential impacted vi-
ruses and worms. The use of firewalls can help prevent some forms
of spyware and attempts at unauthorized access to a user’s ma-
chine. Automated patches are also a step in the right direction to
help users stay up-to-date with protections against the most re-
cently published vulnerabilities.

However, employment of these well-known protections is still in-
consistent. Awareness of the available protections needs to be ele-
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vated so that basic computer security hygiene becomes a common
practice among all users. Increasing cyber security awareness will
help users to protect themselves, but user awareness is only part
of the problem. Many of the security problems that users face are
rooted in products that were designed to deliver functionality, often
without adequate regard to security.

We can no longer simply blame the users for their failure to miti-
gate vulnerabilities. The users are not responsible for the flaws and
defects in the products that are the source of the vulnerabilities.
We will continue to examine the progress being achieved by manu-
factures of hardware and software products in responding to the
consumer and public demand for higher quality and more secure
products in the market place. I am encouraged by what I see as
signs that the manufacturers have taken this demand very seri-
ously and are working diligently to remedy it.

Vendors are starting to release products that are secure by de-
fault, by enabling secure technical control settings, and by requir-
ing affirmative action of the user to enable features that would
make the product less secure. Software and hardware vendors are
making more significant commitments to their quality assurance
programs in an effort to identify bugs prior to the deployment of
new systems. Collaboration among vendors to offer a bundled suite
of security products to users, along with a more concerted effort to
configure systems in a more secure manner out-of-the-box will
produce a more secure computing environment.

In addition to the efforts of the vendors to improve security of
their products, the Federal Government needs to help improve the
security of computer products and services through R&D. Inad-
equate tools exist in the market place today to conduct effective
code evaluation in advance of deployment to identify flaws, defects,
and the potential of a malicious code willfully inserted in a soft-
ware product.

By collaborating with partners in the world of academia and the
private sector, the Federal Government should be working to sup-
port the development of such tools and other quality assurance
tools that can make a meaningful difference in improving the qual-
ity and security of new IT products. The Federal Government has
an important role in targeting research and development efforts to
address these critical issues.

As a Member of Congress, a home computer user, and a cham-
pion of small business, this problem hits close to home. I intend to
continue my efforts to improve cyber security in every sector of our
Nation. In furtherance of this effort, we have convened a group of
25 leaders from business organizations, as well as representatives
from academic and institutional communities, to form the Cor-
porate Information Security Working Group. The intent was to
produce a set of recommendations that could form the basis of an
action plan for improving cyber security for businesses and enter-
prises of all sizes and sectors.

The group divided into subgroups, one of which was Awareness,
Education, and Training Subgroup. This subgroup’s mission was to
identify, partner with, and build on the good work of organizations
that have or are developing campaigns that raise awareness on the
importance of cyber security. The Awareness, Education, and
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Training Subgroup reported recommendations for three categories
of users—small businesses, large enterprises, and home users.

For small businesses, the group suggested creating and distribut-
ing a small business guidebook for cyber security that explains
cyber security risks in terms that are readily understood and that
motivates small business owners to take action.

For home users, the group suggested targeted efforts aimed at
the mass market that would help to educate these users. The group
is seeking to build upon existing relationships and to forge new
partnerships between organizations, corporations, and Government.

I will continue my support for these initiatives and intend to re-
convene the Corporate Information Security Working Group at the
end of this month to further develop a number of the recommenda-
tions that were produced in phase I. We have also taken an impor-
tant step in furtherance of a recommendation from that working
group.

Yesterday, along with Chairman Tom Davis, I introduced H.R.
4570 to amend the 1996 Clinger-Cohen Act to place a greater em-
phasis on computer security within the Federal Government. The
bill brings Clinger-Cohen in line with the realities of today’s infor-
mation technology world by requiring agencies to specifically con-
sider security when conducting systems planning and acquisition.
We are confident that once it is signed into law, it will help to
strengthen the Federal Government’s overall efforts to improve the
information security profile of its systems.

In closing, I want to make clear that securing the Nation’s cyber
space is an urgent challenge and we all have a role to play. The
threat is real. The vulnerabilities are extensive. The time for action
is now. Unfortunately, there are no simple solutions. We will con-
tinue to examine the role that Congress and the Federal Govern-
ment can and should play in being a partner-in-progress, in elevat-
ing the attention to this matter for all stakeholders. Education and
awareness is a key element to advise all users about the tools and
s}tlrategies to reduce the risks associated with a very real cyber
threat.

I look forward to all the testimony from today’s witnesses. To-
day’s hearing can be viewed live via Webcast. At this time I would
be happy to recognize the ranking member.

[The prepared statement of Hon. Adam H. Putnam follows:]
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“Locking Your Cyber Front Door — The Challenges Facing Home
Users and Small Businesses”

Wednesday, June 16, 2004
2:30 p.m.

Room 2154 Rayburn House Office Building

Opening Statement of Chairman Adam Putman (R-FI)

I want to welcome you all today to this oversight hearing on "Locking Your Cyber
Front Door — The Challenges Facing Home Users and Small Businesses.”

In the past few years, the growth in access and use of the Internet, the increase in
“always on” high-speed connections, and the rapid development and deployment of new
computing devices has resulted in an expanding global computing network. Although these
advances have improved the quality of life, this global network is susceptible to viruses
and worms that can circle the world in a matter of minutes. The potential for more
sophisticated and malicious cyber attacks is growing at an alarming rate. While businesses,
educational institutions, and home users enjoy the benefits of using the Internet, these
groups are not always adequately informed about the potential dangers of computer
systems left vuinerable and unprotected.

This hearing is a continuation of a series of oversight hearings that the
Subcommittee has conducted during the 108" Congress on the issue of cyber security. On
April 21, the Subcommittee held a hearing specifically on educational awareness for all
cyber citizens. Most recently on June 2, the Subcommittee conducted an oversight hearing
on the cyber security and vulnerability management issues facing primarily large
enterprises. The purpose of this hearing is to specifically focus attention on the challenges
facing home users and small businesses. Today, the Subcommittee will examine the
difficulties that these users confront in protecting their computers; actions taken by the
federal government to create partnerships that will assist home users and small businesses
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in their efforts to protect themselves against a variety of potential cyber threats; the role of
software and hardware manufacturers in responding to the expectations and demands of the
user community to provide the marketplace with higher quality and more secure products;
the role of internet service provider’s in helping to educate and protect their subscribers;
and the tools and strategies available to home users and small businesses to lessen their
exposure to risks.

Home users and small businesses are in a uniquely vulnerable position because
their computers often face the same worms, viruses and automated attacks that business
and government computers face. Yet, these users may not have the same level of resources
available to mitigate these risks. Accordingly, it is critically important that all stakeholders
examine tools and strategies to more comprehensively address this growing challenge.

Right now, home and small business users face many types of risk. Viruses and
worms can disable home users’ systems. Home users may also be tricked into downloading
spyware. These programs can be harmiess, yet extremely annoying, such as delivering a
continuous stream of pop-up ads. Or they may be malicious, extracting information such as
passwords and personal information for criminal purposes. Home users also face the threat
of fraud and identity theft schemes, including a newer approach known as “phishing.”

Small businesses face these same threats as well, but their challenges are
compounded by the fact that they may have a network of machines to manage, as well as
the additional challenge of employees using laptops and remote access. Of even greater
concern, small businesses face the threat of disgruntled insiders who were once trusted
users. Finally, small businesses may also have private information from their customers in
databases that are connected to the Internet. Cyber criminals who gain access to this
information may attempt to extort money out of small businesses to keep the breach quiet.
The loss of reputation from such an incident could be devastating to a small business.

There are existing and emerging protections against these threats. Home users and
small businesses can arm themselves with virus protection software to help stop any
potential impact of worms and viruses. Use of firewalls can also help prevent some forms
of spyware and attempts at unauthorized access to a user’s machine. Automated patches
are also a step in the right direction to help users stay up to date with protections against
the most recently published vulnerabilities.

However, employment of these well-known protections is still inconsistent.
Awareness of the available protections needs to be elevated so that basic computer security
hygiene becomes a common practice amongst all users.

Increasing cyber security awareness will help users to protect themselves, but user
awareness is only part of the problem. Many of the security problems that users face are
rooted in products that were designed to deliver functionality, often without enough regard
to security, We can no longer simply blame the users for their failure to mitigate
vulnerabilities. The users are not responsible for the flaws and defects in the products that
are the source of the vulnerabilities in the first place. I will continue to examine the
progress being achieved by the manufacturers of software and hardware products in
responding to the consumer and public demand for higher quality and more secure
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products for the marketplace. I am encouraged by what I see as signs that the
manufacturers are taking this demand seriously.

Vendors are starting to release products that are “secure by default” by enabling
secure technical control settings and by requiring affirmative action by the user to enable
features that could make the product less secure. Software and hardware vendors are
making more significant commitments to their quality assurance programs in an effort to
identify “bugs” and flaws prior to deployment of new systems. Collaboration among
vendors to offer a bundled “suite” of security products to users, along with a more
concerted effort to configure systems in a more secure manner “out of the box” will
produce a more secure computing environment.

In addition to the efforts of the vendors to improve security of their products, the
federal government needs to help improve the security of computer products and services
through research and development. Inadequate tools exist in the marketplace today to
conduct effective code evaluation in advance of deployment in an effort to identify flaws,
defects, and even the potential of malicious code willfully inserted in a software product.
By collaborating with partners in the world of academia and the private sector, the federal
government should be working to support the development of such tools and other quality
assurance tools that can make a meaningful difference in improving the quality and
security of new IT products. The federal government has an important role in targeting R
& D efforts to address such critical issues.

As a member of Congress, a home computer user, and a champion of small
business, this problem hits close to home for me, and I plan to continue my efforts to
improve cyber security in every sector of our nation. In furtherance of this effort, I
convened a group of 25 leaders from business organizations, as well as representatives
from academic and institutional communities, to form the Corporate Information Security
Working Group (CISWG). The intent was to produce a set of recommendations that could
form the basis of an action plan for improving cyber security for businesses and enterprises
of all sizes and sectors. The group divided into subgroups, one of which was the
Awareness, Education, and Training Subgroup. This subgroup’s mission was to identify,
partner with and build on the good work of organizations that have or are developing
campaigns that raise awareness on the importance of cyber security. The Awareness,
Education, and Training Subgroup reported recommendations for three categories of users
— small businesses, large enterprises, and home users.

For small businesses, the group suggested creating and distributing a small business
guidebook for cyber security that explains cyber security risks in terms that are readily
understood and that motivate small business owners to take action. I understand that efforts
are under way to make this recommendation a reality.

For home users, the group suggested targeted efforts aimed at the mass market
would help to educate these users. The group is seeking to build upon existing
relationships and to forge new partnerships between organizations, corporations, and the
government that will help educate the home user base on cyber security hygiene. 1 will
continue my support for these initiatives and plan to reconvene the Corporate Information
Security Working Group at the end of this month to further develop a number of the
recommendations that were produced in Phase 1.
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On a related note, I would like to announce that I have taken an important step in
furtherance of a recommendation from the CISWG. Yesterday, along with Chairman Tom
Davis, Lintroduced H.R. 4570 to amend the 1996 Clinger-Cohen Act to place a greater
emphasis on computer security within the Federal government. H.R. 4570 brings Clinger-
Cohen in line with the realities of today’s IT world by requiring agencies to specifically
consider security when conducting systems planning and IT acquisition. I am confident
that once H.R. 4570 is signed into law that it will help to strengthen the Federal
government’s overall efforts to improve the information security profile of its systems.

In closing, I want to make clear that securing the nation’s cyber space is an urgent
challenge, and we all have a role to play. The threat is real...the vulnerabilities are
extensive...and the time for action is NOW! Unfortunately, there are no simple solutions. 1
will continue to examine the role that the Congress and the federal government can and
should play in being a “partner in progress” in elevating the attention to this matter for all
stakeholders. Education and awareness is a key element to advise all users about the tools
and strategies to reduce the risks associated with a very real cyber threat.

I look forward to the testimony from today’s witnesses and I thank you for your
contribution to the security of our nation.
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Mr. CrAY. Thank you, Mr. Chairman.

Let me thank the chairman for holding today’s hearing on cyber
security and the challenges facing America’s small businesses and
home user communities. I thank the witnesses before us today and
hope their insights on methods for computer security will be both
technologically realistic and practical for our target audiences.

Mr. Chairman, I will stop there since we do have a vote going.
I would like to just make an abbreviated statement in reference to
my entire opening statement. In the interest of time, I would ask
that the remainder be submitted for the record.

Mr. PutNaMm. Without objection, so ordered.

[The prepared statement of Hon. Wm. Lacy Clay follows:]
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STATEMENT OF THE HONORABLE WM. LACY CLAY
AT THE HEARING ON
Computer Security

June 16, 2004

Thank you Mr. Chairman for holding today’s hearing on
the cyber security challenges facing America’s small businesses
and home user communities. I thank the witnesses before us
today, and hope their insights on methods for computer security
will be both technologically realistic and practical for our target
audiences.

While the federal government has improved its
collaboration with the public and private sectors to fend off
cyber security threats, we need to develop better measurements
on security vulnerabilities and intrusions among home users and
small businesses, as opposed to industry or large organizations.
As reported by the CERT Center at Carnegie-Mellon University,
there were approximately 13,000 security vulnerabilities that
resulted from software flaws beginning in 1995 through 2003.
More, the number of computer security incidents reported to the
CERT Center increased from roughly 10,000 in 1999 to over
137,000 in 2003. For us to have a better understanding of the
cyber security problem, however, we need to have a better
handle on the statistics among each user sector, including small
business and home users.

While constant change in technology and methods used by
hackers make a permanent solution improbable, GAO does tell
us that approximately 95% of all network intrusions can be
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avoided by keeping systems updated. This means educating the
small business and home user communities on the importance of
system management is central to fending off a widespread
security breach among both large networks and individual users.
DHS must also continue to be a central resource for providing
information about widespread cyber security threats, and a
clearinghouse for guidance that can be utilized by users seeking
to avoid future cyber security violations.

We know that the small business and home user
communities often do not have access to an on-site IT staff in
order to provide adequate stewardship of networks or systems.
Thus, it is paramount for the government to increase its efforts
in making both sectors aware of the economic and personal
losses that are associated with cyber security threats throughout
our nation.

Once again, I thank our Chairman for his continued work
and dedication to these issues. This concludes my remarks, and
I ask that they be inserted into the record.
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Mr. PUTNAM. The committee will stand in recess.

[Recess.]

Mr. PUTNAM. The committee will come to order.

Let us move directly into testimony for panel 1. Before we do so,
let us administer the oath. If all of our witnesses, and anyone trav-
eling with you to assist you in answering our questions, would
please rise and raise your right hands.

[Witnesses sworn.]

Mr. PurNAM. As a note for the record, all the witnesses re-
sponded in the affirmative.

Our first witness is Amit Yoran. Mr. Yoran is the Director of the
National Cyber Security Division of the Department of Homeland
Security. Before joining the Department, he served as the vice
president of Worldwide Managed Security Services at Symantec,
Corp. Prior to that, he founded Riptec, an information security
company.

Welcome to the subcommittee. You are recognized for 5 minutes.

STATEMENTS OF AMIT YORAN, DIRECTOR, NATIONAL CYBER
SECURITY DIVISION, DEPARTMENT OF HOMELAND SECU-
RITY; J. HOWARD BEALES III, DIRECTOR, BUREAU OF CON-
SUMER PROTECTION, FEDERAL TRADE COMMISSION;
CHERYL A. MILLS, ASSOCIATE ADMINISTRATOR, ENTRE-
PRENEURIAL DEVELOPMENT, SMALL BUSINESS ADMINIS-
TRATION; AND ED ROBACK, CHIEF, COMPUTER SECURITY
DIVISION, NATIONAL INSTITUTE OF STANDARDS AND TECH-
NOLOGY, DEPARTMENT OF COMMERCE

Mr. YORAN. Good afternoon, Chairman Putnam and distin-
guished members of the subcommittee. I am pleased to have an op-
portunity to appear before the committee to discuss cyber security
challenges facing home users and small businesses. Small busi-
nesses do not have the same security resources as large companies,
and as a result, their systems are often more vulnerable. Many
home users are not aware of cyber security threats, or how to pro-
tect themselves.

The Department of Homeland Security’s U.S. CERT has estab-
lished a series of programs focused on home users and small busi-
nesses to target their specific needs. These programs leverage sev-
eral mechanisms to enhance our communication to the public. De-
cember’s National Cyber Security Summit established an Aware-
ness and Outreach Task Force to provide recommendations for in-
creasing awareness among home users and small businesses.

In March, the Task Force submitted its recommendations to the
National Cyber Security Partnership. We have implemented a
number of recommendations, as I will describe this afternoon, and
are considering others as part of our overall awareness efforts.
Many of these recommendations and efforts are consistent with the
recommendations of your CISWG.

DHS is a sponsor of the National Cyber Security Alliance and
Staysafe Online, a public/private organization created precisely to
educated home users and small businesses on cyber security best
practices. Other NCSA sponsors include the Federal Trade Com-
mittee, AT&T, America On-Line, Computer Associates, ITAA, Net-
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work Associates, Symantec, and recently the Cyber Security Indus-
try Alliance.

The Department of Homeland Security has provided matching
funds to expand NCSA’s outreach campaign. DHS U.S. CERT
launched the National Cyber Alert System in January of this year.
The National Cyber Alert System is an important mechanism for
delivering targeted, timely, and actionable information to help
Americans protect their systems.

We have already issued several alerts and a periodic series of
best practices and how-to guides. These tips help educate home
users and small businesses on security practices and increase
awareness. Some topics have included: Understanding Firewalls,
Good Security Habits, Choosing and Protecting Passwords, and
Why Cyber Security is a Problem.

I am pleased to announce that DHS’ U.S. CERT and the Multi-
State Information Sharing and Analysis Center [MSISAC], are de-
veloping a series of national Webcasts to examine critical and time-
ly cyber security issues. The first Webcast planned for this series
will take place next Tuesday, June 22nd.

These Webcasts will be archived and put on the U.S. CERT.gov
Web site and available for public viewing. This national Webcast
initiative is a collaborative effort between Government and private
sector to help strength our Nation’s cyber readiness and resilience.
Webcasts will feature a variety of cyber security topics of interest
to Government agencies, enterprises, and small businesses. Future
sessions will focus on home users. These Webcasts are a strategic
awareness tool to help home users and small businesses improve
their cyber security posture and practices.

In addition, DHS’ U.S. CERT supports the Internet Security Alli-
ance’s Common Sense Guide to Cyber Security for Small Busi-
nesses. This guide was produced as a result of focus groups, in co-
ordination with the U.S. Chamber of Commerce, the National Asso-
ciation of Manufacturers, and the National Federation of Independ-
ent Businesses, and the Electronic Industry Alliance. NCSA is post-
ing this guide on the U.S. CERT.gov Web site and requests that
it also be placed on other appropriate homeland security and Gov-
ernment Web sites.

DHS and the Department of Justice’s Bureau of Justice Statistics
are producing a study on the effects of cyber crime in the United
States, including those crimes affecting home users and small busi-
nesses. The goal of this survey is to provide comprehensive and sta-
tistically relevant information on the subject of cyber crime in the
United States. This information can be used in a number of ways,
including strategic information, technology, security planning, and
resource allocation. It can help better prepare small businesses to
address their cyber security challenge.

While we are optimistic that many of these efforts will help home
users and small businesses increase their awareness and better
protect themselves, we also believe that effective cyber security is
a difficult challenge for these groups. The Department of Homeland
Security is working with leading Internet service providers and
technology providers in the private sector to make cyber security
simpler to achieve for all.
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Thank you for the opportunity to testify before you today. I
would be pleased to answer any questions you may have. I would
ask that my testimony be included in its entirety.

Mr. PutNaM. Without objection, so ordered.

[The prepared statement of Mr. Yoran follows:]
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Good afternoon, Chairman Putnam and distinguished Members of the
Subcommittee. My name is Amit Yoran, and I am Director of the National Cyber
Security Division (NCSD) of the Office of Infrastructure Protection in the Department of
Homeland Security’s (DHS) Information Analysis and Infrastructure Protection
Directorate. As we approach NCSD’s one-year anniversary, [ am pleased to have an
opportunity to appear before the committee again to discuss the cyber security challenges
facing home users and small businesses. It is important to understand the unique
challenges that small businesses and home users face in their cyber security. Small
businesses typically do not have the same information technology resources as large
companies, and, as a result, their systems may be more vulnerable. While there is now a
proliferation of computers in people’s homes, many home users are not aware of cyber
security threats, nor what steps they need to take to protect themselves. To help all of
these groups increase their cyber security, we have established a series of programs
geared towards home users and small businesses that focus specifically on their needs
and level of understand. Thus, the outreach, awareness, and education initiatives by
NCSD provide crucial information and resources to help secure the computers of home
users and small businesses.

Introduction

NCSD was created in June 2003 to serve as the national focal point for the public
and private sectors to address cyber security issues. NCSD is charged with coordinating
the implementation of the National Strategy to Secure Cyberspace released by the
President in February 2003. Since our creation, we have been evaluating and securing
our areas of greatest vulnerability, in partnership with private industry.

DHS is working closely with our partners in the federal government, the private
sector, and academia on a variety of programs and initiatives. DHS recognizes that each
entity may bring unique capabilities, responsibilities, and/or authorities to bear on cyber
security issues. We recognize that the challenge of securing cyberspace is vast and
complex, that threats are multi-faceted and global in nature, and that our strengths — and
our vulnerabilities — lie in our interdependencies. Further, the cyber environment in
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which the world operates is constantly changing. We recognize that information sharing,
education and awareness, and coordination are crucial to improving our overall national
and economic security. Cognizant of these realities, our cyber security initiatives are
designed to address each of the priorities set forth in the National Strategy to Secure
Cyberspace (“the Strategy™):

Priority L: A National Cyberspace Security Response System

Priority II: A National Cyberspace Security Threat and Vulnerability
Reduction Program

Priority I1I: A National Cyberspace Security Awareness and Training Program

Priority IV:  Securing Government’s Cyberspace

Priority Vi National Security and International Cyberspace Security
Cooperation

Tools and Strategies Available to Home Users and Small Businesses

A core component of Priority III of the Strategy is to promote a comprehensive
national awareness program to empower all Americans, business, the general workforce,
and the general population, to secure their portion of cyberspace. The Strategy clearly
identifies home users, small and large enterprises, institutes of higher education, the
private sectors that own and operate the vast majority of the Nation’s cyberspace, and
state and local governments as the users and cyber security stakeholders. We are
reaching out to, and partnering with, each of these groups in addition to other groups
within the Federal Government. ’

DHS recognized that in order to meet many of the mandates in the Strategy and
other objectives addressing greater national cyber security, we needed to create an
operational mechanism for building a cyber security readiness and response system. As
such, through a partnership with the CERT Coordination Center (CERT/CC) at Carnegie
Mellon University, we created the U.S. Computer Emergency Readiness Team, or US-
CERT. Through the partnership, US-CERT is able to leverage, rather than duplicate,
existing capabilities and accelerate national cyber security efforts. US-CERT provides a
national coordination center that links public and private response capabilities to facilitate
information sharing across all infrastructure sectors and to help protect and maintain the
continuity of our Nation’s cyber infrastructure. The overarching approach to this task is
to facilitate and implement systemic global and domestic coordination of deterrence
from, preparation for, defense against, response to, and recovery from, cyber incidents
and attacks across the United States, as well as the cyber consequences of physical
attacks. To this end, US-CERT has built a cyber watch and warning capability and is
launching the US-CERT Partner Program to build situational awareness, cooperation, and
coordination with U.S. Government agencies and the private sector to deter, prevent,
respond to and recover from cyber — and physical — attacks. Through the Homeland
Security Information Network (HSIN)Y/US-CERT secure portal, US-CERT is a crucial
component of — and a distribution too] for — cyber security awareness activities.
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DHS and the US-CERT are engaged in several activities that enhance our
communication to the public in a variety of ways. I will outline them in my testimony
today, but first I want to share with you our newest initiative. I am happy to announce
that US-CERT and the Multi-State Information Sharing and Analysis Center (MS-ISAC)
are forming a joint partnership focused on developing a series of national webcasts which
will examine critical and timely cyber security issues. The first webcast to be launched in
this series will be open to government participants and will take place next Tuesday, June
22nd. Embracing the concept that security is everyone s responsibility, these webcasts
will be archived, put on the website, and will be open to public view to help raise
awareness and knowledge levels. The National Webcast Initiative is a collaborative
effort between government and the private sector to help strengthen our Nation’s cyber
readiness and resilience. Webcast sessions will feature variety of cyber security topics
that are both technical and non-technical, and future sessions may focus specifically on
home users and small businesses. There is no charge for participation in the webcasts,
which makes them accessible to home users and small businesses. DHS views these
webcasts as another strategic awareness tool that will further help home users and small
businesses improve their cyber security posture.

On January 28, 2004, the Department of Homeland Security, through US-CERT,
unveiled the National Cyber Alert System, an operational system developed to deliver
targeted, timely and actionable information to Americans to secure their computer
systems. As the U.S. Government, we have a fundamental duty to warn the public of
imminent threats and to provide protective measures when we can. It is our
responsibility to provide actionable information to the public so that they can take the
necessary precautions to protect their systems. Furthermore, it is also important to
inform the public about the true nature of a given incident, what the facts and possibilities
are, and, most importanily, what the potential consequences may be if preventative action
is not taken. This information is especially crucial in helping home users and small
businesses secure their systems. The offerings of the National Cyber Alert System
provide detailed and accurate information about imminent threats and incidents. We
have already issued several alerts and the initial products in a periodic series of “best
practices” and “how-to” guidance messages. To help educate home users and small
businesses, regardless of computer skill-level, the alert system provides information in
both technical and non-technical format. Additionally, US-CERT cyber tips help to
educate home users on basic security practices and increase overall awareness. Since the
release of the system, DHS has issued alerts on such topics as: “Understanding
Firewalls;” “Good Security Habits;” “Choosing and Protecting Passwords;” and “Why is
Cyber Security a Problem?”

I am pleased to report that Americans are exhibiting a keen interest in the alert
system. On day one of the National Cyber Alert System launch we had more than one
million hits to the US-CERT website. Today, more than 250,000 direct subscribers are
receiving National Cyber Alerts to enhance their cyber security. As we increase our
outreach, the National Cyber Alert System is investigating other vehicles to distribute
information to as many Americans as possible.
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DHS is aware of the power of the media as an education and awareness vehicle,
as well as a significant form of outreach to home users and small businesses. We
launched an outreach program concurrent with the launch of the National Cyber Alert
System. In nine days, we generated almost one thousand media placements across
national newspapers, trade publications, web sites, as well as television and radio
broadcast media. Feature coverage on CNN, Fox News, NBC News, National Public
Radio, and in The Wall Street Journal, The Washington Post, Newsweek, and The New
York Times generated millions of impressions, increasing American’s cyber security
awareness and driving citizens to visit the US-CERT website to subscribe to the National
Cyber Alert System.

An industry-led coalition of interested security experts from the public and private
sector was created as part of the National Cyber Security Summit process in December of
2003. At that time, the Awareness and Outreach Task Force was established to provide
recommendations for increasing awareness among home users and small businesses. In
March, 2004, this task force submitted its recommendations to the National Cyber
Security Partnership. A number of these recommendations are being considered by DHS
as a part of both an overall awareness effort and the partnership between DHS and the
National Cyber Security Alliance and other groups.

DHS is also a sponsor of the National Cyber Security Alliance (NCSA) and
StaySafeOnline, a public-private organization created to educate home users and small
businesses on cyber security best practices. Other NCSA sponsors include: The Federal
Trade Commission, AT&T, America Online, Computer Associates, Information
Technology Association of America, Network Associates, and Symantec. DHS is
providing matching funds to expand the NCSA end-user outreach campaign, which will
include a Fall 2004 Public Service Announcement to increase awareness among
Americans about key cyber security issues. We look forward to working actively with
the NCSA to increase the profile and impact of its semi-annual National Cyber Security
Day initiative. Coinciding with the days that we reset our clocks in the spring and fall,
the National Cyber Security Day program encourages Americans to review and improve
their cyber readiness. We will utilize the National Cyber Security Days as a focal point
to heighten our awareness efforts. In addition, we are working with NCSA on a series of
other educational and awareness programs, including collaborative initiatives with
Internet Service Providers and developing cyber security educational tool kits. We will
be pleased to make these resources available to you for use in your districts.

NCSD is also partnering with the Department of Justices’ Bureau of Justice
Statistics (DOJ/BJS) to study the effects of cyber crime in the U.S, including crimes
affecting home users and small businesses. Although a number of other studies related to
cyber crime are conducted every year, none of these studies has ever been statistically
valid, due to their scope, format, question samples, or response rate. NCSD was
approached earlier this year by the DOJ/BIS to partner in this significant effort to
undertake the first widespread and statistically valid study of cyber crime. The initial
distribution will be to 36,000 thousand individuals and businesses, including small
businesses, covering all of the critical infrastructure sectors and the goal survey response
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rate is 60 percent. By comparison, the most widely referenced, current, annual survey on
cyber crime is distributed to less than 2000 businesses, and has never received a response
rate of better than 15 percent. The goal of the survey is to provide comprehensive and
statistically relevant information on the subject of cyber crime in the United States for the
first time. This information can be used by industry in any number of ways, including
strategic information technology security planning and resource allocation, and can help
better prepare small businesses target specific, cyber security needs.

Finally, the U.S. Government is pursuing a number of avenues to address cyber
security in our education system and working closely with the research and academic
communities to better educate and train future cyber analysts. Recent successes include a
Memorandum of Agreement (MOA) between DHS and the National Security Agency
(NSA) to expand NSA’s Centers of Excellence in Information Assurance Program into a
national program. This will accelerate and expand the current program, attain national
prominence, and result in participation from additional universities. The net result is that
the U.S. will be furnished with a growing number of cyber security professionals.
Government at all levels, corporations, small businesses, and the general public all
benefit from educating a strong force of highly educated information assurance
professionals.

Conclusion

DHS is committed to providing effective cyber security tools and education to
home users and small businesses through our many outreach, awareness, and education
efforts. The establishment of the US-CERT and its National Cyber Alert System provide
the first step toward a national awareness campaign. As previously described, the alert
system provides periodic alerts, tips, best practices and other guidance for dissemination
to all sectors of our society. DHS also provides cyber security tips to home users and
small businesses through the National Cyber Security Alliance StaySafeOnline campaign
to help educate all users about basic security practices and to increase overall awareness
as well as cyber security tool kits that can be disseminated to both groups.

Thank you for the opportunity to testify before you today. I would be pleased to
answer any questions you have at this time.
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Mr. PUTNAM. Thank you very much. I appreciate your adhering
to our 5-minute rule so that we can get as much done as possible
this afternoon.

Our next witness is J. Howard Beales. Mr. Beales is the Director
of Federal Trade Commission’s Bureau of Consumer Protection. He
was appointed in June 2001. He has experience in both academia
and Government. His major areas of expertise and interest include
law and economics, the economic and legal aspects of marketing
and advertising, and other aspects of Government regulation of the
economy.

Welcome to the subcommittee. You are recognized for 5 minutes.

Mr. BEALES. Thank you, Mr. Chairman. I appreciate the oppor-
tunity to appear before you today to discuss the challenges that
consumers and businesses face in protecting their computer sys-
tems and the information contained in them, as well as the FTC’s
role in promoting a culture of security.

Today, maintaining the security of our computer-driven informa-
tion systems is essential to every aspect of our lives. Our inter-
connected information systems provide enormous benefits to con-
sumers, businesses, and Government alike. But serious
vulnerabilities threaten the security of the information they con-
tain, as well as the continued viability of the systems themselves.
Every day security breaches cause real and tangible harms to busi-
nesses and other institutions, as well as to consumers.

The FTC has sought to address concerns about the security of
our computer systems through a combined approach that stresses
education, law enforcement actions, and international cooperation.

Regarding education, one of our most successful strategies is to
hold public workshops designed to educate the agency and the pub-
lic about issues related to information security. One such workshop
held in two sessions during May and June of last year, specifically
explored the issues before the committee today.

Workshop participants identified a range of challenges facing
consumers, industry, and policymakers. For example, many con-
sumers do not buy the privacy tools now on the market because
they are often available only as expensive hard-to-use system add-
ons. Consumers also use these tools improperly. For example, fail-
ing to configure their firewalls appropriately, using easily guessed
passwords, or using anti-virus software and operating systems
without properly updating them.

Moreover, many consumers are largely unaware of the con-
sequences of poorly protected systems and personal information.
Panelists also urged technology vendors to make security support
and updates easier and more automatic for consumers. Many pan-
elists agreed that privacy-enhancing technologies, in order to be
most effective, should be more tightly integrated or baked into sys-
tems so that even novice users can easily enjoy their protections.

To help businesses better develop ways to protect their systems,
panelists urged the adoption of a comprehensive risk-management
strategy that incorporates four critical elements—people, policy,
process, and technology. Companies must train their people about
the threats to the information systems and the steps they should
take to address them. Companies must also develop and commu-
nicate policies regarding the appropriate use of information and
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computer systems, and put in place processes to ensure that polices
are implemented. Finally, they must deploy technology effectively
and securely.

One valuable tool to help consumers understand the importance
of information security, and to use privacy tools more effectively
are educational campaigns similar to the campaigns launched to in-
crease seatbelt use or discourage smoking. Such campaigns can
take awhile to produce changes in consumer behavior, but they can
help consumers play a more effective role in protecting themselves
and society as a whole.

The FTC has, for several years, engaged in a broad outreach
campaign to educate businesses and consumers and information se-
curity and the precautions they can take to protect or minimize
risks to personal information. These efforts have included creation
of an information security mascot, Dewey the E-Turtle, who hosts
a portion of the FTC Web site devoted to educating businesses and
consumers about security.

We  published Business Guidance regarding common
vulnerabilities in computer systems and responding to information
compromises. Commissioners and the staff have made speeches.
We have worked with the Department of Homeland Security and
such organizations as the National Cyber Security Partnership. We
have reached out to the international community.

Even if consumers do everything right, however, their personal
information may still be vulnerable if the businesses who obtain
that information fail to protect it. Therefore, the Commission has
also pursued law-enforcement actions in appropriate cases. In four
separate settlements with companies that collected sensitive infor-
mation from consumers, we have alleged that the companies vio-
lated the FTC Act by making promises that they would take appro-
priate steps to protect sensitive information obtained from consum-
ers. In fact, we found their security measures to be inadequate and
their claims, therefore, deceptive.

The Commission also has responsibility for enforcing its Gramm-
Leach-Bliley-Safeguards Rule which regards financial institutions
to protect customer information. In brief, the rule requires them to
develop a written information security plan that includes certain
elements basic to security. These include identifying and assessing
the risks in each relevant area of the company’s operation, and de-
signing and implementing appropriate safeguards for controlling
these risks. Companies must also regularly monitor and test their
programs and evaluate and adjust the program in light of relevant
circumstances.

In addition to our domestic efforts, the Commission has taken an
active international role in seeking to establish a culture of secu-
rity. We have worked on cyber security initiatives with OECD, as
well as other international organizations.

Security presents challenges for everyone in our global informa-
tion-based economy, but particularly for consumers and small busi-
nesses. We are committed to continuing our work promoting secu-
rity awareness and sound information practices through education,
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enforcement, and cooperation.

Thank you for the opportunity. I look forward to questions. I
would ask that my testimony be included in its entirety.

Mr. PutNaM. Without objection, so ordered.

[The prepared statement of Mr. Beales follows:]
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1. Introduction

Mr. Chairman and members of the subcommittee, I am Howard Beales, Director of the
Federal Trade Commission’s Bureau of Cons@ﬂ Protection.' Tappreciate the opportunity to appear
before you today to discuss the challenges consumers and businesses face in protecting their
compv..lter systems — and the information contained in them — as well as the Commission’s role in
promoting a culture of security.

Today, maintaining the security of our computer-driven information systems is essential, A
secure information infrastructure is required for the operation of everything from our traffic lights
to our credit and financial systems, nuclear and electrical power supplies, and emergency medical
service. Consumers rely on and use computers at work and at home; increasingly, consumers are
making purchases over the Internet and paying bills and banking online.

These interconnected information systems provide enormous benebﬁts to consumers,
businesses, and government alike. At the same time, however, these systems can create serious
vulnerabilities that threaten the security of the information stored and maintained in them, as well
as the continued viability of the systems themselves. Every day, security breaches cause real and
tangible harms to businesses, other institutions, and consumers.? Securing these systems against an

ever-changing array of threats is challenging, particularly for consumers and small businesses.

II. The Federal Trade Commission’s Role
The Federal Trade Commission has a broad mandate to protect consumers and the

Commission’s approach to information security is similar to the approaches taken in its other
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consumer protection efforts. The Commission has sought to address concerns about computer
security through a combined approach that includes educating consumers and businesses about
emerging threats and the fundamental importance of good security practices; targeted law
enforcement actions; and international cooperation. The Commission’s educational efforts include
public workshops to highlight emerging issues, consumer and business education to help identify
risks to personal information and promote a “Culture of Security,” and business education to
promote compliance with relevant laws. In information security matters, the Commission’s
enforcement tools derive from Section 5 of the FTC Act,’ which prohibits unfair or deceptive acts
or practices, and the Commission’s Gramm-Leach-Bliley Safeguards Rule (“Safeguards Rule” or
“Rule”).* In addition, in an increasingly global economy, international collaboration is fundamental

to ensuring the security of consumers” information.

A. Workshops, Education, and Qutreach

1. Security Challenges and Possible Solutions

One of the Commission’s most successful strategies in this area is to hold public workshops
designed to educate the agency and the public about issues related to information security. One such
workshop, held in two sessions during May and June 2003, specifically explored the issues before
this subcommittee today — namely, the challenges consumers and businesses face in securing their
computers.” Titled “Technologies for Protecting Personal Information: The Constmer and Business
Experiences,” the workshop also examined the role of technology in meeting these challenges.®

What the agency learned from that workshop is summarized in a recently released Staff Report,
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available on the FTC website.”

Workshop participants included industry leaders, technologists, researchers on human
behavior, and representatives from consumer and privacy groups. The panelists identified a range
of challenges facing consumers, industry, and policy makers. For example, many consumers do not
buy the privacy tools now on the market because they are often available only as expensive, hard-to-
use system add-ons. Consumers also use these tools improperly ~ for example, failing to configure
their firewalls appropriately, using easily-guessed passwords, or using anti-virus software and
operating systems without property updating them. Moreover, many consumers are largely unaware
of the consequences of poorly protected systems and personal information. These consequences can
range from identity theft to converting personal computers to “zombie drones” that spew out spam,
to the use of a consumer’s system in an attack on a commercial Web site or on part of the nation’s
critical infrastructure. Some consumers also have difficulty understanding businesses’ privacy

policies.

In addition, a number of panelists cited the shortcomings of existing technological tools used
by both consumers and businesses, such as secure socket layer (SSL) encryption and virtual private
networks. Many agreed that SSL should be implemented more widely; however, they cautioned that
SSI may give users a false sense about the security of their data at its ultimate destination, as it only
encrypts data in transit and does not assure that information will be stored securely or used as stated
inaprivacypolicy. Some also cited the security risks posed by the connection of unsecure machines
to virtual private networks, which allow employees away from their kofﬁces to connect to their
employer's systems. If an employee's machine is not properly configured, attackers could use it to
access the virtual private network and enter the employer’s system.

4
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Finally, panelists criticized the rapid introduction of technology, hardware, and software
without adequate testing and quality assurance. They also noted the general trend toward poor

accountability and limited IT training budgets for the protection of consumer information.

Panelists discussed a variety of ways to address these challenges. To help consumers
understand the importance of information security and use privacy tools more effectively, panelists
discussed the value of an educational campaign similar o the ones launched to increase seatbelt use
or discourage smoking. Such a campaign may take time to produce changes in consumer behavior,
but could ultimately teach consumers to take a more proactive role in protecting their computers and
their personal information. Panelists also urged technology vendors to make security support and
updates casier and more automatic for consumers, especially for legacy systems that remain in
widespread use and are highly vulnerable to intrusion. Many panelists also agreed that privacy-
enhancing technologies, in order to be most effective, should be more tightly integrated or “baked

in” to systems so that even novice users can easily enjoy their protections.

To help businesses develop better ways to protect their systems, panelists urged the adoption
of a comprehensive risk-management strategy that incorporates four critical elements: (1) people,
(2) policy, (3) process, and (4) technology. Panelists discussed how each of these elements plays a
role in security problems and solutions. For example, companies must (1) train their people about
the threats to information systems and the steps they should take to address them; (2) develop and
communicate policies regarding the appropriate use of information and computer systems; (3) put
inplace processes to ensure that policies are implemented; and (4) deploy rechnology effectively and
securely. Panelists also discussed a variety of recent initiatives, in both the public and private
sectors, that have applied these principles. For example, companies have worked to reduce security

5
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flaws in code, ship products in a more secure configuration, add new security features to products,
and provide better security support, such as patching and warnings, to their already-deployed
products. The Department of Homeiand Security has also successfully deployed its new National
Cyber Alert System to warn businesses and consumers quickly about urgent security threats, and

provide information on effective security policy and processes.

Panelists also discussed the extent to which benchmarks and standards can help provide
guidance to industry on the effective management of security issues and, in particular, how to
develop effective security programs. For example, the Center for Internet Security (CIS)? has
produced benchmarks for a variety of technologies, including operating systems, routers, and
databases, which provide detailed guidance on how to configure technologies for increased security.
Business have used these benchmarks to develop minimum security requirements for merchants
authorized to accept certain payment cards and to set configuration requirements in connection with

large technology purchases.
2. FTC’s Information Security Campaign

In addition to holding workshops, the FTC has for several years engaged in a broad outreach
campaign to educate businesses and consumers about information security and the precautions they
can take to protect or minimize risks to personal information. These efforts have included creation
of an information security “mascot,” Dewie the e-Turtle, who hosts a portion of the FTC website
devoted to educating businesses and consumers about security;’ publication of business guidance
regarding common vulnerabilities in computer systems™ and responding to information

compromises;'! speeches by Commissioners and staff about the importance of this issue; and
P P Y
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outreach to the international community. Many offices in the Commission, including the
Commission’s Bureau of Consumer Protection, the Office of Public Affairs, and‘the Office of

Congressional Relations, have participated in this effort to educate consumers and businesses.

The Commission’s information security website'? has registered more than 620,000 visits
since its deployment in August 2002, making it one of the most popular FTC web pages. The site
has been made available in CD-ROM and exists in PDF format. The site itself is frequently updated
with new information for consumers on cybersecurity issues. Further, the Commission’s Office of
Consumer and Business Education has produced a video news release, which has been seen by an
estimated 1.5 million consumers; distributed 160,000 postcards featuring Dewie and his information
security message to approximately 400 college campuses nationwide; and coordinated the 2003
National Consumer Protection Week with a consortium of public- and private-sector organizations

around the theme of information security.

The Commission’s Office of Congressional Relations has also conducted outreach through
constituent service representatives in each of the 535 House and Senate member offices by providing
“Safe Computing” CDs to encourage incorporation of safe computing information into mailings,
newsletter articles, and other communication channels. More than 40 members now host links to
FTC online resources, with many devoting entire sections of their websites to consumer protection,
including identity theft and information security. In the past two years, the FTC staff have also
participated in more than 20 town-hall meetings about consumer protection and information security
issues. Further, the agency also has participated in consumer education events on Capitol Hill,
inclading joining the Congressional Internet Caucus Advisory Committee on a series of workshops

related to information security.
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In addition, the FTC is working with the Department of Homeland Security (DHS) and such
organizations as the National Cyber Security Partnership and the National Cyber Security Alliance
Stay Safe Online' to promote its educational campaign more broadly. The National Cyber Security
Partnership created five task forces to examine (1) home user awareness; (2) corporate governance;
(3) cyber security early warning; (4) software development; and (5) technical standards and common
criteria. This Spring, the awareness task force issued a report recommending a number of concrete
proposals to increase consumer awareness. The recommendations included: a comprehensive cyber
security awareness campaign to reach consumers through a three-year national advertising campaign
based on the Stay Safe Online “Top 10" cybersecurity tips; a partnership with the United States
Internet Service Providers Association (USISPA) to educate home users about cyber security issues;
and distribution of a Cyber Security Tool Kit to provide home users with easy-to-follow instructions
on implementing the “Top 10” cyber tips.

Finally, the Commission uses opportunities that arise in non-security cases to educate the
public about security issues. For example, when the Commission filed a case challenging an alleged
practice that bombarded consumers’ computers with repeated Windows Messenger Service pop-up
ads,' the agency also issued a consumer alert providing instructions on how to disable the Windows
Messenger Service to avoid other pop-up spam. The alert”® also discusses the use of firewalls to
block hackers from accessing consumers’ computers,

3. “Phishing”
The Commission has also issued a number of alerts to consumers about “phishing.”'®

Phishing is an increasingly common high-tech scam that uses spam to deceive consumers into
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disclosing their credit card numbers, bank account information, Social Security numbers, passwords,
and other sensitive personal information. These spam messages often pretend to be from businesses
with whom the potential victims deal — for example, their Internet service provider, online payment
service, or bank. The fraudsters tell recipients that they need to "update” or "validate™ their billing
information to keep their accounts active, and then direct them to a "look-alike" Web site of the
legitimate business, further tricking consumers into thinking they are responding to a bona fide
request. Unknowingly, consumers submit their financial information —not to the businesses, but to

the scammers — who use it to order goods and services and obtain credit.
4. Spyware

Finally, just this April, the Commission hosted a workshob to explore issues associated with
“spyware” — software that is loaded on personal computers without users’ consent.”” The discussion
at the workshop clarified that some of this software can cause privacy, security, and functionality
problems for consumers. In particular, spyware may harvest personally identifiable information from
consumers through monitoring computer use without consent. It also may facilitate identity theft
by surreptitiously planting a keystroke logger that records the characters typed on a user’s personal
computer, including passwords, credit card numbers, and other personal information. Spyware may
create security risks if it exposes communication channels to hackers. It also may affect the
operation of personal computers, causing crashes, browser hijacking, home page resetting, and the
like. These harms are problems in themselves, and could lead to a loss in consumer confidence in

the Internet as a medium of communication and commerce.

The Commission’s workshop also clarified how spyware can cause problems for businesses,
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too. Companies may incur costs as they seek to block and remove spyware from the computers of
their employees. Employees will be less productive if spyware causes their computers to crash or
they are distracted from their tasks by a barrage of pop-up ads. Spyware that captures the keystrokes
of employees could also be used to obtain trade secrets and other confidential information from

businesses.

Fortunately, substantial efforts are currently underway to address spyware. In response to
market forces, industry is developing and deploying new technologies to assist consumers.
Consumers and businesses are becoming more aware of the risks of spyware, and they are
responding by installing anti-spyware products and other measures. Industry representatives have
indicated that they will explore best practices and consumer education on issues related to spyware.
Government and industry-sponsored education programs, as well as industry self-regulation, could
be instrumental in making users more aware of the risks of spyware, thereby assisting them in taking
actions to protect themselves. All of these efforts are very encouraging. We are also actively
investigating particular instances of questionable practices, and will take law enforcement actions

as appropriate.

B. Law Enforcement

Regardless of how well consumers secure their own information and computer systems, their
personal information may still be vulnerable if the businesses with which they interact fail to
implement safeguards. Therefore, in addition to its education and outreach efforts, the Commission

has also protected consumers by pursuing law enforcement actions in appropriate cases.
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1. Section 5

The basic consumer protection statute enforced by the Commission is Section 5 of the FTC
Act, which provides that “unfair or deceptive acts or practices in or affecting commerce are declared
unlawful.”"® To date, the Commission’s security cases have been based on deception,”® which the
Commission and the courts have defined as a material representation or omission that is likely to
mislead consumers acting reasonably under the circumstances.”® In four separate cases, brought
against Eli Lilly,”’ Microsoft,” Guess,” and Tower Records,” the Commission alleged that the
companies made explicit or implicit promises that they would take appropriate steps to protect
sensitive information obtained from consumers. Their security measures, however, proved to be

inadequate; their promises were, therefore, deceptive.

Through these information security enforcement actions, the Commission has come to
recognize several principles that should govern any information security program.

4 Security Procedures Should Be Appropriate Under the Circumstances

A company’s security procedures must be appropriate for the kind of information it collects
and maintains. Different levels of sensitivity may dictate different types of security measures.

. Not All Security Breaches Are Violations of FTC Law

In the information security area, not all breaches of information security are violations of
FTC law ~ the Commission is not simply saying “gotcha” for security breaches. Although a breach
may indicate a problem with a company’s security, breaches can happen even when a company has
taken every reasonable precaution. In such instances, the breach will not violate the laws that the

"FTC enforces. Instead, the Commission recognizes that security is an ongoing process of using

11
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reasonable and appropriate measures in light of the circumstances.
. Law Violations Without a Known Breach of Security

There can be law violations without a known breach of security. Because appropriate
information security practices are necessary to protect consumers’ privacy, companies cannot simply
wait for a breach to occur before they take action. Particularly when explicit promises are made,
companies have a legal obligation to take reasonable steps to guard against threats before a

compromise occurs.

. Good Security is an Ongoing Process of Assessing Risks and Vulnerabilities

The risks companies and consumers confront change over time. Hackers and thieves will
adapt to whatever measures are in place, and new technologies likely will have new vulnerabilities
waiting to be discovered. As a result, companies need to assess the risks they face on an ongoing

basis and make adjustments to reduce these risks.

2. GLB Safeguards Rule

In addition to enforcement authority under Section 5 of the FTC Act, the Commission also
has responsibility for enforcing its Gramm-Leach-Bliley Safeguards Rule, which requires financial
institutions under the FTC's jurisdiction to develop and implement appropriate physical, technical,
and procedural safeguards to protect customer information.”® The Safeguards Rule is an important
enforcement and guidance tool to ensure greater security for consumers' sensitive financial
information. It requires a v\;ide variety of non-bank financial institutions to implement
comprehensive protections for customer information — many of them for the first time. If fully

12



35

implemented by companies as required, the Rule could significantly reduce risks to this information,

including identity theft.

The Rule requires covered financial institutions to develop a written information security
plan that describes their program to protect customer information. Due to the wide variety of entities
covered, the Rule gives each company the flexibility to develop a plan that takes into account its size
and complexity, the nature and scope of its activities, and the sensitivity of the customer information

it handles.

As part of its plan, each financial institution must: (1) designate one or more employees to
coordinate the safeguards; (2) identify and assess the risks to customer information in each relevant
area of the company's operation, and evaluate the effectiveness of the current safegnards for
controlling these risks; (3) design and implement a safeguards program, and regularly monitor and
test it; (4) hire appropriate service providers and contract with them to implement safeguards; and
(5) evaluate and adjust the program in light of relevant circumstances, including changes in the firm's

business arrangements or operations, or the results of testing and monitoring of safeguards.

The Commission has issued guidance on the Rule® and met with a variety of trade
associations and companies to promote compliance. Currently, Commission staffis conducting non-

public investigations of covered entities.

Finally, pursuant to the Fair and Accurate Credit Transactions Act of 2003 (“FACT
Act”),”” the Commission recently issued a proposed rule designed to enhance the security of
consumer report information.”® The proposed rule is designed to prevent unauthorized disclosure

of consumer information and to reduce the risk of fraud or identity theft by ensuring that records
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containing sensitive financial or personal information are appropriately redacted or destroyed before

being discarded. The Commission anticipates the issuance of a final rule by the end of the year.

C. International Efforts

In addition to its law enforcement and education efforts, the Commission has taken an active
international role in promoting cybersecurity. The Commission recognizes that American society
and societies around the world need to think about security in a new way. The Internet and
associated technology have literally made us a global community. The Commission is joining with
our neighbors in the global community in this enormous effort to educate and establish a culture of
security.

During the summer of 2002, the Organization for Economic Cooperation and Development
(“OECD”) issued a set of voluntary principles for establishing a culture of security — principles that
can assist us all in minimizing vulnerabilities. Commissioner Swindle has had the opportunity to
work with this organization and to head the U.S. Delegation to the Experts Group on the post-
September 11 review of existing OECD Security Guidelines and to the Working Party on

Information Security and Privacy.

The OECD principles are contained in a document entitled “Guidelines for the Security of
Information Systems and Networks: Towards a Culture of Security.”® The nine principles are an
excellent, common-sense starting point for formulating a workable approach to security. They
address awareness, accountability, and action. They also reflect the principles that guide the FTC

inits analysis of security-related cases, recognizing that security architecture and procedures should

14
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be appropriate for the kind of information collected and maintained and that good security is an
ongoing process of assessing and addressing risks and vulnerabilities. These principles can be
incorporated at all levels of use among consumers, government policy makers, and industry. The
OECD Guidelines already have been the model for more sector-specific guidance by industry groups

and associations.

Through the efforts discussed above, the FTC has played a leading role in implementing the
OECD Security Guidelines. The FTC also participated in the October 2003 OECD Global Forum
on Information Systems and Networks in Oslo, Norway, which began the actual implementation
process. In addition, the OECD has launched a website, www.oecd.org/sti/cultureofsecurity,
dedicated to the global dissemination of information about the OECD Security Guidelines, and the

FTC has played a prominent role in the development and promotion of the site.

Besides the OECD, the Commission also is involved in information privacy and
cybersecurity work undertaken by the Asian Pacific Economic Cooperation (“APEC”) forum.
APEC’s Council of Ministers endorsed the OECD Security Guidelines in 2002. Promoting
information system and network security is one of its chief priorities. The APEC Electronic
Commerce Steering Group (“ECSG™) promotes awareness and respensibility for cybersecurity
among small and medium-sized businesses that interact with consumers. Commission staff
paﬁicipated in APEC workshop and business education efforts this past year and will remain actively

engaged in this work for the foreseeable future.

Along with the OECD and APEC, in December 2002, the United Nations General Assembly

unanimously adopted a resolution calling for the creation of a global culture of cybersecurity. Other

15
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UN groups, international organizations, and bilateral groups with whom the Commission has
dialogues, including the TransAtlantic Business and Consumer Dialogues, the Global Business
Dialogue on Electronic Commerce, and bilateral governmental partners in Asia and in the EU also

are working on cybersecurity initiatives.

Finally, in January of this year, the FTC partnered with 36 agencies from 26 countries around
the world to launch “Operation Secure Your Server,” an international effort to reduce the flow of
unsolicited corﬂmercial e-mail by urging organizations to close “open relays” and “open proxies.”®
Aspart of the initiative, the participating agenciesidentified tens of thousands of owners or operators
of potentially open relay or open proxy servers around the world. The agencies sent letters urging

these owners or operators to protect themselves from becoming unwitting sources of spam and

providing guidance on inexpensive steps to take to secure their servers.”!

II. Conclusion

Security presents challenges for everyone in our global information-based economy, but
particularly for consumers and small businesses. The Commission is committed to continuing its
work promoting security awareness and sound information practices through education, enforcement,

and international cooperation.
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ENDNOTES

1. The views expressed in this statement represent the views of the Commission. My oral
presentation and responses to questions are my own and do not necessarily represent the views of
the Commission or any Commissioner.

2. For example, the Commission’s recently released Identity Theft Report, available at
http://'www.fic.gov/0s/2003/09/synovatereport.pdf, showed that over 27 million individuals have
been victims of identity theft, which may bave occurred either offline or online, in the last five years,
including almost 10 million individuals in the last year alone. The survey also showed that the
average loss to businesses was $4800 per victim. Although various laws limit consumers’ liability
for identity theft, their average loss was still $500 ~ and much higher in certain circumstances.

3. 15U.S.C. §45.
4, 16 C.F.R. Part 314, available online at http://www.flc.gov/0s/2002/05/67{r36585.pdf.

5, In May 2002, the Commission also held a workshop on Consumer Information Security. For
more information, including transcripts of the workshop, see

http://www.ftc.gov/bep/workshops/security/index.html.

6. The workshop agenda and transcripts are available at
www. fic. gov/bep/workshops/technology.

7. The Staff Report is available at
http://www.fic. gov/bep/workshops/technology/finalreport.pdf.

8. The Center for Internet Security is a non-profit organization whose mission is to help
organizations around the world effectively manage the risks related to information security. CIS
manages a consensus process in which members identify security threats of greatest concern, then
participate in development of practical methods to reduce the threats. CIS also provides methods
and tools to improve, measure, monitor, and compare the security status of Internet-connected
systems and apphiances. See http://www.cisecurity.org.

9. See http://www.fic. gov/bep/conline/edcams/infosecurity/index html.
10.  See http://www.fic.gov/bep/conline/pubs/buspubs/security.him.

11.  See http://www.ftc.gov/bep/conline/pubs/buspubs/idtbizkit. htm.

12, See http://www.fic.gov/infosecurity.

13 The National Cyber Security Partnership is a group of interested security experts from the
public and private sectors and trade associations, including the U.S. Chamber of Commerce, the
Information Technology Association of America, TechNet, and the Business Software Alliance.
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The partnership was created as part of the December 2003 National Cyber Security Summit held in
Santa Clara, California.

14.  See FTCv. D Squared Solutions, Civ. No. AMD 03 CV3108 (filed N.D. Md. Nov. 6, 2003).
Pleadings are available at http://www.fic.gov/os/caselist/0323223 htm.

15.  The alert can be found at http://www.fic.gov/bep/conline/pubs/alerts/popalrt.html.
16.  See, e.g., http://www.fic.gov/bep/conline/pubs/alerts/phishregsalrt.htm. Working closely

with the FBI and Department of Justice, the Commission has also brought enforcement actions
challenging unfair and deceptive practices in connection with “phishing.” See cases cited infra note
19.

17. See http://www.ftc.gov/bep/workshops/spyware/index. htm.
18, 15US8.C.§45(=)(1).

19.  Where appropriate, the Commission has also alleged unfaimess in its Internet cases. See
FTC v. Zachary Keith Hill, Civ. No. H 03-5537 (filed S.D. Tex. Dec. 3, 2003),

http:/fwww fic. gov/opa/2004/03/phishinghilljoint.htm; FTC v. C.J., Civ. No. 03-CV-5275-GHK
(RZX) (filed C.D. Cal. July 24, 2003), hitp://www ftc.gov/0s/2003/07/phishingcomp.pdf.

20.  Letter from FTC to Hon. John D. Dingell, Chairman, Subcommittee on Oversight and
Investigations (Oct. 14, 1983), reprinted in appendix to Cliffdale Associates, Inc., 103 F.T.C. 110,
174 (1984) (setting forth the commission’s Deception Policy Statement.).

21.  Final Decision and Order at www.ftc.gov/08/2002/05/elilillydo.htm; Complaint at
www.fic.gov/0s/2002/05/elilillycmp. htm.

22.  Final Decision and Order at http://www.fic.gov/0s/2002/12/microsofidecision pdf; Complaint
at http://www.ftc.gov/0s/2002/12/microsoftcomplaint.pdf.

23, Final Decision and Order at http://www.fic.g0v/0s/2003/06/guessagree.htm; Complaint at
http://www.fic.gov/0s/2003/06/guesscmp.htm.

24.  Final Decision and Order at http://www.fic. gov/os/caselist/0323209/040602d00323209.pdf;
Complaint at http://www.fic. gov/os/caselist/0323209/040602comp0323209.pdf.

25. 16 C.F.R. Part 314, available online at http:/www.flc.gov/08/2002/05/67r36585.pdf.
Pursuant to Section 501(b) of the Gramm-Leach-Bliley Act, the federal banking agencies have issued

similar security guidelines that apply to the financial institutions they regulate. See Interagency
Guidelines Establishing Standards for Safeguarding Customer Information, 12 C.F.R. Parts 30, app.
B (OCC); 208, app. D-2 and 225, app. F (Board); 364, app. B (FDIC); 570, app. B (OTS).
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26.  Financial Institutions and Customer Data: Complying with the Safeguards Rule, available at
http://www ftc.gove/bep/conline/pubs/buspubs/safeguards.him.

27. The Fair and Accurate Credit Transactions Act of 2003 (“FACT Act™), Pub. L. No. 108-159
(2003). In general, the FACT Act amends the Fair Credit Reporting Act to enhance the accuracy of
consumer reports and to allow consumers to exercise greater control regarding the type and amount
of marketing solicitations they receive. The Act also contains a number of provisions intended to
combat consumer fraud and related crimes, including identity theft.

28.  SeeDisposal of Consumer Report Information and Records, 69 Fed. Reg. 21,388 (2004) {to
be codified at 16 C.F.R. Part 682); available at http://www regulations. gov/fredpdfs/04-08904.pdf.

29. See http://www.oecd.org/datacecd/16/22/15582260.pdf.

30. See http://www.flc.gov/secureyourserver.

31. A sample letter is available at
http:/fwww. fic. gov/bep/conline/edcams/spam/secureyourserver/letter_english.htm.
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Mr. PutNaM. Thank you very much.

Our next witness is Cheryl Mills. Ms. Mills is the Associate Ad-
ministrator, Entrepreneurial Development for the U.S. Small Busi-
ness Administration. She manages SBA’s Technical Assistance Pro-
grams, providing information, training, and business counseling for
1.4 million small business owners nationwide. Her office provides
this service through a variety of business-development networks
across the Nation.

Welcome to the subcommittee. You are recognized for 5 minutes.

Ms. MiLLS. Thank you very much, Mr. Chairman. Chairman Put-
nam and members of the subcommittee, I appreciate the oppor-
tunity to testify before you today about an issue that is of utmost
importance in today’s business world—securing our Nation’s vast
information technology network.

There are 25 million small businesses in America, but today’s
small businesses are nothing like the Mom-and-Pop entrepreneurs
of 50 years ago, whose market place was often limited to their local
community. In 2004, America’s small businesses are national and
global enterprises who ship their products across the country and
around the globe. The main reason for this change to the small
business landscape is computer technology. Today’s entrepreneurs
use computers and the Internet to market their products, purchase
supplies and equipment, and correspond quickly with customers.

While the SBA is most often associated with our successful loan
program, we are also very proud of the valuable technical assist-
ance that we provide to America’s entrepreneurs. As ADA for en-
trepreneurial development, I am responsible for seeing that pro-
gram.

The SBA provides technical assistance through our core infra-
structure of small business developmental centers, women’s busi-
ness centers, SCORE counselors, and our district offices. The re-
sources are spread throughout the country in over 1,200 locations.
In 2003, these resource partners provided technical assistance to
over 2 million small businesses.

Through this infrastructure, the SBA has worked to address the
challenges of IT security. One way we see of doing this is obviously
by partnering with other Federal agencies, as well as the private
sector to educate small businesses about the benefits and the risks
associated with today’s technology-based business world.

In 2002, SBA teamed up with the Hartford to distribute over
25,000 copies of a guidebook entitled, “Managing Your Risk: The
Smart Approach to Protecting Your Business.” It provided manage-
ment guidance on a variety of topics including computers and E-
Commerce risks.

Throughout 2003, SBA and the Hartford conducted 10 risk-man-
agement seminars for 500 small business entrepreneurs and pub-
lished an audio tape and CD ROM on IT security. In addition, the
SBA is working in collaboration with the FBI and NIST on a series
of regional meetings on IT securities for small businesses. These
meetings have provided small business with an overview of infor-
mation on security threats, vulnerabilities, and corresponding pro-
tective tools and techniques. Through this partnership, we have
reached over 800 small businesses just in 11 seminars.
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Like the cosponsorship agreement with the Hartford, SBA is cur-
rently considering collaboration with the U.S. Chamber of Com-
merce to publish a guide to cyber security. The SBA and the Cham-
ber will work together to ensure this publication will be distributed
to as many small businesses as possible.

Also, through our Small Business Training Network [SBTN], at
www.sba.gov/training we provide on-line training and have pro-
vided that already to nearly 650,000 entrepreneurs in 2003. We
offer a variety of E-Commerce counseling courses. One of the most
popular is entitled, Information Security Basics. That was devel-
oped in collaboration with the George Washington University. This
multi-part course is designed to help a small business to under-
sﬁand the importance of implementing a sound information security
plan.

SCORE also provides counseling on a range of E-Commerce top-
ics from How to Combat Computer Viruses to Understanding Cus-
tomer Privacy Issues. Earlier this year, the Association of Small
Business Developmental Centers partnered with Microsoft to de-
velop and introduce the E-Security Guide for Small Business. I
have provided the subcommittee with a copy of this guide which is
also available on-line. SBDC can utilize the E-Security Guide’s in-
formation when working now with a small business client.

Mr. Chairman, I want to assure you that this administration re-
mains committed to providing our Nation’s small businesses with
the tools they need to survive in today’s global market place. I look
forward to listening to the other panelists, and also working with
the subcommittee to continue serving the IT security needs of the
small business community.

Thank you. I would be happy to answer any questions. I would
ask that my testimony be included in its entirety.

Mr. PutNaM. Without objection, so ordered.

[The prepared statement of Ms. Mills follows:]
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House Government Reform Subcommittee on
Technology, Information Policy, Intergovernmental Relations,
and, the Census

June 16, 2004

Chairman Putnam, Ranking Member Clay, Members of the Subcommittee, I
appreciate the opportunity to testify before you today about an issue that is of the utmost
importance in today’s business world; securing our nation’s vast Information Technology
(IT) network. My name is Cheryl Mills, and I serve as the Associate Deputy
Administrator for Entrepreneurial Development at the U.S. Small Business
Administration.

There are 25 million small businesses in America, but today’s small businesses
look nothing like the “mom and pop” entrepreneurs of fifty years ago whose marketplace
was often limited to their local community. In 2004, America’s small businesses are
national, even global, entrepreneurs who ship their products across the country and
around the globe.

The main reason for this change to the small business landscape is computer
technology. Today’s entrepreneurs use computers and the Internet to market their
products, purchase supplies and equipment, and to run their businesses more efficiently.
Basically, IT has allowed small business to compete in the world of big business.

However, as this Subcommittee is well aware, there are also risks associated with
this new technology age. Cyber-security affects all Internet users, including small
business. And for many small businesses, effectively managing this risk is the difference
between a successful business and failure.

Assisting small businesses in meeting the varied and often unique challenges they
face on a daily basis is one of the reasons the U.S. Small Business Administration (SBA)
was created. While the SBA is most often associated with our successful loan programs,
we are also very proud of the valuable technical assistance that we provide to America’s
entrepreneurs. As ADA for Entrepreneurial Development, I am responsible for
overseeing the SBA programs that provide technical guidance and assistance to small
businesses across the country.

The SBA provides technical assistance to our Nation’s small businesses through
our core infrastructure of Small Business Development Centers (SBDC), Women'’s
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Business Centers (WBC), the Service Core of Retired Executives (SCORE), and our
district offices. These resources are spread throughout the country in over 1,200
locations. In FY 2003, these resource partners provided technical assistance to over
900,000 small businesses.

Through our core infrastructure, the SBA has worked to address the challenges of
IT security. One way of doing this is by partnering with other Federal agencies, state and
local entities, as well as the private sector, to educate small businesses about the benefits
and risks associated with today’s technology-based business world.

In 2002, SBA teamed up with The Hartford to distribute a guidebook entitled
“Managing Your Risk: The Smart Approach to Protecting Your Business.” This
provided management guidance on topics ranging from product liability to workers’
compensation. Included in this gnidebook was a section on “Computers and E-
Commerce Risks---Feel More Secure.” SBA distributed over 25,000 copies of this
guidebook through our network of resource partners.

Throughout 2003, SBA and The Hartford conducted 10 seminars for 500 small
business entrepreneurs, and also published an audio tape and CD-ROM on IT security.

Also, the SBA signed a memorandum of understanding with the Federal Bureau
of Investigations (FBI) and the National Institute of Standards and Technology (NIST) to
conduct a series of regional meetings on IT security for small businesses. These
meetings have provided small businesses with an overview of information security
threats, vulnerabilities, and corresponding protective tools and techniques. A special
emphasis is placed on providing useful information that small business IT personnel can
apply directly or use to task contractor personnel.

Through this partnership, we have reached over 800 small businesses during 11
seminars.

Also, SBA is currently considering collaboration with the U.S. Chamber of
Commerce (Chamber) to put out a guide to cyber security. Like the cosponsorship
agreement with The Hartford, SBA would collaborate with the Chamber to ensure that
this publication was distributed to as many small businesses as possible.

As I'mentioned earlier, SBA’s core infrastructure also plays a role in this process.
In fact, the SBA offers an online counseling course entitled, “Information Security
Basics,” in collaboration with The George Washington University. This multi-part
course provides training and guidance on network security, e-mail security and security
policies. The course is designed to help a small business understand the importance of
implementing a sound information security plan.

In addition, our webpage features other e-commerce counseling courses. SBA’s
online courses can be found by visiting our Small Business Training Network at
www.sha. gov/training.
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Similarly, SCORE provides counseling on a range of e-commerce topics, from
how to combat computer viruses to understanding customer privacy issues. Along with
that, our SCORE volunteers have a wide range of their own business experiences that
they rely upon when counseling a small business.

In San Francisco, the SBDC has created a Technology Advisory Program (TAP)
that help clients understand how information technologies can specifically improve the
way they operate, identify the most appropriate technology solutions, adopt and properly
utilize the recommendations. The TAP program offers a course entitled “Information
Security for the Small Business.”

Earlier this year, the Association of SBDCs partnered with Microsoft to develop
and introduce the e-Security Guide for Small Business. This guide is available online,
and SBDC counselors can utilize this information when working with a small business
client. Ihave provided a copy of this guide for the Subcommittee’s review.

Mr. Chairman, I want to assure you that this Administration remains committed to
providing our Nation’s small businesses with the tools they need to survive in today’s
global market place.

I look forward to listening to the other panelists and working with the
Subcommittee to continue serving the IT security needs of the small business community.
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Mr. PutNaM. Thank you very much.

Our final witness on this panel is Mr. Ed Roback. Mr. Roback
serves as Chief of the Computer Security Division at the National
Institute of Standards and Technology, and supporting the agency’s
responsibilities to protect sensitive Federal information and pro-
mote security in commercial information technology products. The
Computer Security Division’s efforts include work in the area of se-
curity standards, testing E-Authentication, studying security issues
with emerging technologies, and developing security guidelines for
Federal agencies.

Welcome to the subcommittee. You are recognized for 5 minutes.

Mr. RoBACK. Thank you very much, Chairman Putnam and
members of the subcommittee for this opportunity to testify today
on the perspectives of the National Institute of Standards and
Technology regarding the challenges facing home users and small
businesses in better securing their systems and information.

Our broad work in the area of information security, generally
speaking, is applicable to a wide variety of users, including small
businesses as well as the larger agencies of the Federal Govern-
ment. In particular, home users and small businesses face an enor-
mous challenge in protecting their computers. Their systems are
operated in environments where there is not normally full knowl-
edge or understanding of potential risks or technology capabilities.
The risks to our small systems are, in fact, so complex and perva-
sive, we cannot expect these small businesses to become experts in
this area. Yet, they want to take advantage of new technologies
along with all the risks that presents.

So today what I would like to do is to tell you a little bit about
some work NIST has done in this area. As my colleague mentioned,
NIST has formed a partnership with SBA and the Federal Bureau
of Investigation’s Infraguard Program to sponsor workshops and
on-line support for small businesses. We have built a Small Busi-
ness Resource Center on our Web site where we distribute training
materials to be used by small businesses and in-house security ses-
sions.

We have also provided briefings to organizations at various
events engaged with small businesses across the country. NIST’s
manufacturing extension partnership also has developed a tool
called E-Scan Security Assessment tool that provides the capability
for small businesses to assess their security posture and rec-
ommends some security corrective measures.

In addition to these specific efforts, we believe that home users
and small businesses can benefit broadly from the range of initia-
tives that are underway at NIST in the area of security guidelines,
security research, security testing, and so forth. After all, we are
all using the same commercial products.

I will not go into the details. That is all summarized in my writ-
ten statement, but some of the guidelines such as wireless tele-
working and other kinds of guidelines also obviously can apply to
home users and small businesses.

I would like to highlight one piece of work in particular and that
is our work with vendors to develop a Web-based repository on se-
curity check lists. As you know, many commercial products are de-
livered with security features turned off. The question for users is:
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Well, what should I turn on in the area of security for my particu-
lar environment? We are in the process of developing IT security
product checklists that provide settings and options to minimize
the security risks associated with each computer hardware or soft-
ware system widely used in the Federal Government which, of
course, translates into nearly every commercial product.

In summary, Mr. Chairman, the challenges facing home users
and small businesses is greater than it has ever been, but it is also
very similar to those challenges facing Federal agencies and other
users. We are all using the same products. We are all connected
to the same networks.

If they are to maximize capabilities and efficiencies offered by
these technologies while minimizing risks to their system, more
must be done. Training efforts must be increased. More must be
done in the area of secure configuration. More must be done in the
area of product benchmarking, scanning tools, outreach, and indeed
research so that we can improve the situation and simplify the cur-
rent unfortunate complexity that exists in trying to secure these
systems. We are at a situation right now where it is simply too
much to expect small businesses to understand all the risks in
order to be able to address their security needs.

Thank you, Mr. Chairman, for the opportunity to present our
views regarding the security challenges facing home users. I would
be pleased to take any questions you may have. I would ask that
my testimony be included in its entirety.

Mr. PutNaM. Without objection, so ordered.

[The prepared statement of Mr. Roback follows:]
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Chairman Putnam, members of the Subcommittee, thank you for this opportunity to
testify today on our perspective regarding the challenges facing home users and small
businesses in better securing their systems and information. I would like to address the
questions you asked in your invitation to testify and tell you about the numerous
cybersecurity activities underway at NIST. Many of these can assist small businesses in
implementing better security controls.

NIST has had a long-standing role in working effectively with industry and federat
agencies in ensuring the protection of sensitive information and information systems.
Our research helps protect the confidentially, integrity, and availability of information
and system services. Helping to ensure secure flow of business-related information is
essential to the functioning of our economy and indeed to our democracy. Qur broader
work in the area of information security is, generally speaking, applicable to a wide
variety of users — from small business to the large agencies of the Federal government.
Let me start by quickly reviewing our responsibilities in the area of information security.

NIST’s Current Statutory Responsibilities

The Cyber Security Research and Development Act of 2002 assigned to NIST the
following key responsibilities:

o Establish a program of assistance to institutions of higher education that enter into
partnerships with for-profit entities to improve the security of computer systems;

s Institute a program to award post-doctoral research fellowships to individuals
seeking research positions at institutions engaged in cybersecurity research;

¢ Develop checklists establishing settings and option selections that minimize
security risks associated with federal government computer hardware or software
systems;

s Support and consult with the Information System Security and Privacy Advisory
Board, which has the mission to identify emerging issues related to computer
security, privacy, and cryptography; and

s Conduct intramural cybersecurity security research.

The Federal Information Security Management Act (FISMA) of 2002 assigned NIST the
following responsibilities:

e Developing IT standards and guidelines for the security of Federal systems;

s Conducting research to identify information security vuinerabilities and
developing techniques to provide cost-effective security;
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e Assessing private-sector policies, practices, and commercially available
technologies;

s Assisting the private sector, upon request; and

e Evaluating security policies and practices developed for national security systems
to assess potential application for non-national security systems.

With these broad legislative mandates in mind, let me now share our views on the issues
posed by the Subcommittee.

Home users and small businesses face an enormous challenge in protecting their
computers, which are connected to the Internet. These systems are operated in
environments where there is normally not full knowledge or understanding of all of the
potential security risks, created by connecting to the Internet. Indeed, the risks to our
systems are so complex and pervasive, that we cannot reasonably expect small businesses
people to become experts in this area. In addition, home users and small businesses, like
all organizations, want to embrace and have available the latest advances in technology to
make their tasks easier. For example, many may have no idea that their computers, if
unprotected, can be used as zombies to launch distributed denial of service attacks. Many
may not understand that sensitive information, residing on their machines, may be
accessed and otherwise misused potentially resulting in great harm. Even if they have
taken steps to minimize the opportunity for inappropriate access by investing in firewall
technology and virus protection software, they may not have correctly installed, managed
or updated those capabilities. They also face the challenges of trying to determine what
security configuration settings should be in place for their systems (given their risk
environments) — and then how to actually “turn on” those settings.

We are all experiencing receipt of an overwhelming amount of SPAM e-mail and
unfortunately, although filters are available to assist in identifying and blocking SPAM,
the spammers continue to find ways to circumvent these solutions. In large organizations,
we are certainly better positioned both from a staffing and budget perspective to put very
strong formal processes in place to monitor and manage our environments in order to
make them more secure. SPAM is more than an inconvenience. SPAM may also deliver
viruses or worms or have fraudulent intent. Phishing schemes, the Internet version of
social engineering to fool individuals into divulging personal financial data such as credit
numbers or social security numbers, have become pervasive. Uninformed home users
and small businesses may become victims.

The vulnerability of any one small business may not seem significant to many other than
the owner and employees. However, over 95 percent of all U.S. businesses are small or
medium-sized. Many of these businesses house very sensitive personal information
including healthcare or financial information. Many small businesses also provide
services to our Federal, state, local and tribal governments and have access to
government information or systems. Therefore a vulnerability common to a large
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percentage of these organizations could pose a threat to the Nation’s economy and overall
security.

In the special arena of information security, vulnerable small businesses also run the risk
of being compromised for use in crimes against governmental or large industrial systems
upon which we all rely. Most small businesses cannot afford an extensive security
program, or often even hire a single full time expert. Nonetheless, they confront serious
security challenges and must address security requirements based on identified needs.
The difficulty for these organizations is to identify cost-effective security mechanisms
and obtain training that is practical and feasible for their environment. Such organizations
also need to become more educated consumers in terms of security, so that their limited
security resources are well applied to meet the most obvious and serious threats.

Hardware and software purchased by small businesses and home users today is frequently
installed without making any changes from the original configurations delivered by the
vendor. Unfortunately, in most cases, these configurations have not been optimized for
security. This puts home users and small businesses at risk and they need to better
educate themselves about security features and what the implications and risks are
associated with poorly configured systems. Given the state of software insecurity today,
vendors are frequently issuing security patches for their products. Users need to be aware
of the importance of these patches, where to get up-to-date information about these
patches, and procedures for installing them. 1would point out that the efforts of the DHS
US-CERT are particularly germane here. Lessening the burden on home users and small
businesses must include greater efforts on the part of Government working with the IT
vendor community in order to deliver more secure products to IT consumers.

In that regard, Mr. Chairman, I'd like to share with you some of the work NIST is doing
to support security improvements in this area.

NIST has formed a partnership with the Small Business Administration (SBA), and the
Federal Bureau of Investigation’s InfraGard program to sponsor workshops and on-line
support for small businesses. This Co-sponsorship, which began in FY2002, has just been
renewed this year. Because our experience shows that it is often very difficult for a small
business to spare a person even for a half-day workshop, we have built a Small Business
Resource Center on the NIST web site where our training materials can be freely
accessed and used by small businesses for distribution and in-house security sessions.

We have also provided briefings to organizations at various events engaged with small
businesses to publicize these available resources such as the Association of Small
Business Development Centers, The National Entrepreneurial Conference and Expo,
SBA’s Senior Corps of Retired Executives, and the American Association of Community
Colleges where many small business owners may hire students. We also placed security
tips in the SBA Solutions Newsletter, which reaches more than 14,000 business owners.

Another area in which NIST has provided assistance is through its Manufacturing
Extension Partnership’s eScan Security Assessment Tool. The eScan Security
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Assessment provides the small business with a diagnostic tool designed to assess the
electronic security infrastructure of a small business and provide an action plan for
improving it through a set of recommendations to correct many security problems.

U.S. small manufacturers are dependent upon the secure and reliable processing, storage
and transmittal of information to conduct their internal and external business.

Information and knowledge about customers, orders, manufacturing and intellectual
property are the primary assets of any private business. Unfortunately, many businesses
are not aware of the latest strategies for ensuring the security of their physical workplace
and their information systems. These issues are especially important in the many defense
manufacturing supply chains, as the security of the information and the ability to
maintain business contimity affect the security of the entire country.

The eScan Security Assessment measures how well a business performs in these critical
security areas:

Strategies & Tactics for Virus Protection
Physical Environment Security
Contingencies for Mechanical Failures
Security Policies & Procedures

Internet and eCommerce Security

File Permission Security

Back-up Policies and Procedures
Contingency Planning

Miscellaneous Security Issues

Operating System Security

Wireless Security

Intemnational eCommerce Concerns
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The NIST MEP Centers are available to conduct the assessment and/or assist the
company in solving their security issues. The eScan Security Assessment is available
online at hitp://escan.nist.gov/sat/index.nist.

But in addition to these specific efforts, we believe that home users and small businesses
can benefit greatly from a broad range of initiatives that we have undertaken. NIST
continues to take strides toward securing the nation’s infrastructure and support all users
of information technology (IT) through its development of tools, standards, metrics and

guidance.
Security Guidelines and Standards

We continue to develop standards and guidelines in support of our Federal
responsibilities. Many of these are also used, on a voluntary basis, by organizations in
the private sector. Hundreds of thousands of copies of our guidelines have been
downloaded from our Computer Security Resource Center.
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We recognize that the guidance, as written, has not been tailored for use by home users
and small businesses, however, we are considering the development of a series of
guidance which could be tailored for better usability by this group of users. The
presentation would take the form of quick reference guides reinforcing good security
principles and practices for specific IT components (Web, email, etc.).

A sample of some of our recent guidance releases is listed below:

Wireless Network Security: 802.11, Bluetooth, and Handheld Devices;
Security Guide for Interconnecting Information Technology Systems;
Security for Telecommuting and Broadband Communications;
Guidelines on Electronic Mail Security;

Guidelines on Securing Public Web Servers;

Systems Administration Guidance for Windows 2000 Professional;
Guidelines on Firewalls and Firewall Policy;

Procedures for Handling Security Patches;

Contingency Planning Guide for Information Technology Systems; and
Risk Management Guide for Information Technology Systems.

® & & * & & 0 0 o

See http://csre.nist. gov/publications/nistpubs/index html .

Network Security

Mr. Chairman, I’m very pleased to note that at NIST, we are aggressively working on
development of robust, resilient, agile networks as defense against the kind of distributed
denial of services (DDoS) attacks cited in your invitation letter,

NIST's efforts in Internet security research are focused on both near term objectives of
expediting significant improvements to the security and integrity of today’s Internet
technologies, and longer term objectives such as exploring the use of quantum
information theory to develop ultra-secure networking technologies of the future.

Our near term research is directed at working with industry and other Government
agencies to improve the interoperability, scalability and performance of new Internet
security systems and to expedite the development of Internet infrastructure protection
technologies. NIST staff is actively working with the Internet Engineering Task Force
(IETF) to design, develop, standardize and test new protocols that will make
authentication, confidentiality and integrity services inherent capabilities of all networks
based upon Internet technologies. NIST has taken leadership roles within the IETF in the
specification of public key infrastructure, network layer security and key management
technologies. Working shoulder to shoulder with industry, NIST is contributing
technical specifications, modeling and analysis results, research prototypes and test and
measurement tools to the IETF community to expedite the standardization of ubiquitous
Internet security services and to foster the rapid development of commercial products.
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Another area of focus for our near term efforts is the research and development of
technologies to protect the core infrastructure of Internet. NIST is working with the IETF
and other government agencies to devise means to protect the control protocols and
infrastructure services that underlie the operation of today’s Internet. NIST’s research
and standardization efforts in this area include: extensions to the Domain Name System
(DNS) to add cryptographic authentication to this most basic Internet service, and the
design and analysis of protection and restoration mechanisms to improve failure

resilience of core switching and routing infrastructures. Our future work in this area will
focus on improving security and resilience of core Internet routing protocols.

Looking further into the future, we see the potential for new computational paradigms to
threaten the mathematical underpinnings of today’s cryptographic systems. In response,
NIST is conducting research in the use of quantum information theory to devise ultra-
secure network technologies that are not dependent upon today’s cryptographic
techniques.

Wireless Mobile Device Security

With the trend toward a highly mobile workforce, the acquisition of handheld devices
such as Personal Digital Assistants (PDAs) is growing at an ever-increasing rate. These
devices are relatively inexpensive productivity tools and are quickly becoming a
necessity in today's business environment. Most handheld devices can be configured to
send and receive electronic mail and browse the Internet. However, as handheld devices
increasingly retain sensitive information or provide the means to obtain such information
wirelessly, they must be protected.

Our efforts to date have focused on improving several aspects of security: user
authentication, policy enforcement, and wireless communications. For user
authentication we have developed a framework for multi-mode authentication that allows
more than one authentication mechanism to contribute to the verification of a user’s
identity. For example, a biometric, such as voice input, may be required in combination
with a security token, such as a smart card, before a user is permitted to access the
contents of a device. In addition, we have invented a visual means of authentication that
not only is easier than passwords for users to authenticate, but also significantly more
powerful, and we have contributed updates to an open source code initiative that allow
smart cards to be used on certain handheld devices.

For policy enforcement, we have developed a system that requires users to present a
policy certificate to a device, as a means of moving from a restricted processing
environment to one in which the privileges accorded a user via the policy certificate are
enabled. Policy rules govern such things as application usage, file access, and
communications interfaces, including wireless communications. This mechanism allows
organization policy controls to be asserted on handheld devices, which typically are at the
fringes of an organization’s influence, and was designed to tie in with emerging Public
Key Infrastructures.



56

For wireless communications, we have developed a highly-regarded publication on
Wireless Network Security, aimed at reducing the risks associated with 802.11 wireless
local area networks and Bluetooth wireless networks that are commonly used with
handheld devices.

Security Awareness and Outreach

Timely, relevant, and easily accessible information to raise awareness about the risks,
vulnerabilities and requirements for protection of information systems is urgently
needed. This is particularly true for new and rapidly emerging technologies, which are
being delivered with such alacrity by our industry.

We actively support information sharing through our conferences, workshops, web pages,
publications, and bulletins. Finally, we also have a guideline available to assist agencies
with their training activities and are an active supporter of the Federal Information
Systems Security Educators’ Association.

We sponsor the web-based Computer Security Resource Center (CSRC) to provide a
wide-range of security materials and information to the community and link to the
Federal Computer Incident Response Center at DHS and other emergency response
centers. CSRC now has over 20 million “hits” annually. On CSRC, one of the most
popular resources is the NIST-developed web-based tool known as ICAT that allows
users to identify (and then fix) known vulnerabilities for their specific software. ICAT
provides links to vendor sites at which the users can obtain patches to fix these
vulnerabilities. This is important because many computer break-ins exploit well-known
vulnerabilities. Over 6600 vulnerabilities are now catalogued in this NIST on-line
database that receives over 200,000 hits per month. See http://icat.nist.gov/icat.cfm .
While vulnerability patching is important, the sheer numbers of vulnerabilities and
patches will become untenable in the long run. Users, including small businesses, should
not be hesitant about expressing their needs for more secure, reliable, and robust software
to vendors.

Security Assessment Guideline and Automated Security Self-Evaluation Tool
(ASSET)

The Chief Information Officers Council and NIST developed a security assessment
Framework to assist agencies with a very high level review of their security status. The
Framework established the groundwork for standardizing on five levels of security and
defined criteria agencies could use to determine if the levels were adequately
implemented. By using the Framework levels, an organization can prioritize agency
efforts as well as evaluate progress.

NIST Security Practices Web Sites

NIST operates the Federal Agency Security Practices (FASP) website to identify,
evaluate, and disseminate best practices for CIP and security, The site contains many
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agency policies, procedures and practices; the CIO pilot best practices; and, a Frequently-
Asked-Questions section. Agencies are encouraged to share their IT security information
and IT security practices and submit them for posting on the FASP site. Over 100
practices are now available via the site.

In accordance with tasking to NIST under FISMA, we are now expanding the service to
share security practices from private-sector organizations.

Both of these sites may be of particular interest to small businesses.
IT Product Security Configuration Checklists

NIST is now in the process of developing IT product security checklists that provide
settings and option selections that minimize the security risks associated with each
computer hardware or software system that is, or is likely to become, widely used within
the Federal Government. Vendors, agencies, and other reputable sources can use the
ternplate to construct and submit checklists that will popnlate a NIST public web-based
repository. Within the next month we plan to publish a draft security guideline on
checklist construction.

Closing

In summary, Mr. Chairman, the challenge facing home users and small businesses is
greater than it has ever been. If they are to maximize all of the capabilities and
efficiencies offered by emerging technology while minimizing risk to their systems and
information, more must be done. Training efforts must be increased and more must be
done in the areas of secure configuration settings, product benchmarks, outreach and
research. Today, systems in homes and small businesses are part of a larger
infrastructure. Those who have motivation to do harm normally will seek out the
weakest link. Certainly, there is a high potential for malicious activity against these non-
secured or poorly secured systems. As troubling as this is, of equal concern is the
potential for accidental unauthorized disclosure of sensitive information or breach of
privacy due to weak security controls on these systems.

We believe that some of the initiatives we’ve shared with you today, demonstrate our
commitment to better national cybersecurity and recognize that more must be done by
home users and small businesses to protect their information security.

Thank you, Mr. Chairman for the opportunity to present our views today regarding
security challenges facing home users and small businesses. I will be pleased to answer
any questions that you and the other members of the Committee may have.
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Mr. PutNaM. Thank you very much.

I want to thank all of our witnesses. I again apologize for the ex-
tended delay due to votes. I want to thank the gentleman from
Pennsylvania for joining us, our distinguished member of the sub-
committee. I will allow him to go first if he would prefer.

Mr. MURrPHY. Thank you, Mr. Chairman. I appreciate that. I
want to thank the committee, too. I know that this may not seem
that exciting an issue to the general public but anybody who owns
a computer in their home and anybody who has a business has
more than once pounded that computer, saying “What is wrong
with this thing?” We know that there could be some things to be
taken care of. So your testimony is extremely important for busi-
ness and for the home user.

I would like to ask about the role and response of the private sec-
tor here, including hardware and software vendors, PC makers,
ISPs, etc., in contributing to its improve security profile of home
users and small businesses. I think of it particularly here because,
like anybody else, sometimes I will turn on my computer. Another
family member may have been using it, or I will open up what I
thought was an e-mail from a friend which may have something
else attached to it.

I often times feel, like many other home users, “Why do I have
to be the one always to pay the money here to prevent what the
system is allowing through?” The software can add up over time,
all the editions and updates. What can the private sector do to help
everybody who is a small business person or just a home user of
computers? I will take an answer from anybody here.

Mr. BEALES. Well, I think one thing that the private sector can
do—and I think we are seeing this increasingly—is to build in
some of the basic security features so that they are there for users
who need them. When you get a broadband or “always on” connec-
tion of some sort, it comes with the basic security precautions in-
stalled that ought to accompany that kind of application. I think
we are seeing more and more of that. It would be good to see more.
But I think that is a very useful role for the private sector to play.

Mr. MUrPHY. Does anyone else have any comments? Mr. Roback?

Mr. RoBACK. I think we also have to look at the power of the
market place in terms of distinguishing the benefits folks can get
from security and the ability and the willingness for people to pay
for it. Right now people, of course, want security, but they are not
necessarily willing to pay more per month for a service that pro-
vides a higher level of security. So we need to work.

Mr. MURPHY. I guess this relates also to small businesses and
commerce. But there is a symbiotic relationship between, for exam-
ple, people who want to be able to monitor what you are going to
in terms of Web sites so they can target e-mail to you or spam, or
pop-ups. I understand that everybody would like to be able to trace
things. But it crosses over into privacy issues, too, and opens up
where people are downloading things or are constantly spying on
your computer, too.

But whose responsibility does this become? This goes to the next
question: What is the most appropriate role for Congress here in
dealing with this? Do we just assume that it is up to every com-
puter owner to take care of their own problems? Or should we be
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outlining some things on our level to say that there has to be cer-
tain rules to be followed nationwide?

Mr. Roback.

Mr. RoBACK. Well, from my perspective, the challenge is, of
course, that the network is worldwide. So, it does not stop at the
borders of this country. You are connecting all the time to Web
sites around the world. Whatever rules we might put in place geo-
graphically here may well be completely ignored overseas. So there
needs to be a really global understanding of what the role should
be, on which I do not think you are ever going to attain perfection.
I think you are then bound to have reliance on user responsibility
that they have to do some due diligence to protect their assets.

Mr. MURPHY. Mr. Beales.

Mr. BEALES. Congressman Murphy, I think some of what we see
out there—and it is clearly a role for us and at this point I do not
know that it is a role for the Congress—but there are law enforce-
ment problems in the way some bad software ends up on consum-
ers’ systems.

If there is deception in tricking people into downloading stuff
that they do not know that they are getting, or if software takes
over a person’s computer and resets settings and then cannot be
set back, and consumers do not know that they are getting into
that kind of a mess when they download it, those things probably
do violate our statute as unfair or deceptive practices. We are ac-
tively looking for cases against that kind of conduct.

Mr. MURPHY. I hope so. I think it is important for consumers to
be able to join together and have those kinds of protections. I think
it does get to be harmful. Certainly a small business costs a mas-
sive amount of money when all the computers slow down.

I see my time is almost up. Hopefully I will have some time for
questions later.

Mr. Chairman, I yield back.

Mr. PurNAM. Thank you very much, Mr. Murphy.

What would all of you describe as the single greatest cyber
threat facing home users and small businesses today? We will
begin with Mr. Yoran.

Mr. YORAN. The largest threat to home users and small busi-
nesses is the sheer complexity of effectively protecting one’s com-
puter systems, a small business, or a home user. Security is far too
complex. I think some of the efforts which we have talked about
here in terms of outreach and in terms of awareness, educating the
consumer markets, and educating the small business markets, will
help drive the market to producing higher quality products.

Much of the efforts underway are geared specifically to making
cyber security an easier issue for the home users to deal with.
Those efforts fall into a number of different categories, including
delivering computer and computer systems and configurations
which are better secured than they had been historically. They in-
clude the software vendors, delivering software which is capable of
patching itself without a tremendous amount of intervention from
the home user, and investment in the private sector to producing
higher quality code within the security community of making their
products easier to use to cover some of the flaws and vulnerabilities
which are discovered in the products which are less security aware.
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And ultimately, it is in the service providers delivering Internet
connectivity in a fashion that is more secure out-of-the-box that de-
fends against “phishing” scams, that defends against viruses and
other network-based attacks. It is really a complex issue. When you
look at action on the part of Congress or other folks to provide reg-
ulation for the software industry to encourage or force higher-qual-
ity code or practices. I think we need to very carefully evaluate the
effectiveness of that approach versus the effectiveness of invest-
ment into the research and development of tools which will em-
power them, or enable them, to produce higher quality code.

I know, in fact, of no cases where software vendors or software
developers are interested in producing code with flaws in it. So the
more research we can conduct, the better the quality of the tools
to foster higher quality software, the better off we are and the
more likely that those tools will result in meaningful progress in
the private sector.

Mr. PuTNAM. Mr. Beales.

Mr. BEALES. I think the biggest problem is the lack of attention
on the part of both businesses and the home users—attention to
the fact that there is a problem and attention to the fact that the
nature of the problem is continuously changing. The threats that
we face evolve because the tactics of those who would do bad are
evolving in response to the last set of changes.

I think even when people try to take steps, too often they say,
“I put in place this piece of software. I am done. I do not need to
worry about security anymore.” That is not true. People need to
pay attention to new threats as they emerge, and particularly com-
panies need to pay attention to new threats as they emerge, and
try to address those over time.

Mr. Putnam. Ms. Mills.

Ms. MiLLs. Thank you, Mr. Chairman. This goes to Congressman
Murphy’s question as well. No. 1, I think the very key is to raise
the visibility. Second, it is the education and the impact on how to
protect one’s self. I know recently I, myself, was receiving undeliv-
erable e-mail messages on my home computer from people I never
sent a message to. I took it into a service tech. I thought I had a
virus. He said, “No, your e-mail address was grabbed somewhere
in cyber space and they are now sending messages to various indi-
viduals using your address.

So, I think the consumer, the small business, is definitely not
aware of the capabilities that are out there right now in this whole
world of viruses. I think raising that visibility, engaging the pri-
vate sector to help in the education, just as my Association of Small
Business Developmental Centers did with Microsoft. I think that is
the No. 1 step we need to take.

Mr. PurNaM. Mr. Roback.

Mr. ROBACK. In addition to all the insightful comments by my
colleagues, I guess I would point out this. The current situation to
me seems untenable of the degree of exploitation of known
vulnerabilities we have now with commercial products. One of the
Web-based resources we have at our site at NIST has over 6,600
vulnerabilities in commercial products. Of course, with these
vulnerabilities come kiddy scripts and other things that exploit
them and can be used to attack systems.
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So we are chasing our own tail in terms of trying to stay up-to-
date, in terms of installing patches and also trying to stay knowl-
edgeable and taking advantage of what security features are in
commercial products, in terms of having to turn on the right level
of security, but not too much so you do not break everything.

What are some of the solutions? Well, I usually talk in terms of
four steps of solutions. The first is the need for better specifica-
tions. I am not talking Government-mandated standards here, nec-
essarily, but better commercial industry consensus-based sets of
specifications, and better testing to know that those specifications
are correctly implemented by products, that is: Are they imple-
menting and using sound security technologies and techniques?

Third, is taking advantage of those techniques that are appro-
priate for your environments, so turning on and turning off the
right security settings. Fourth, is trying to ensure through these
scanning tools and so forth that those settings are maintained and
not inadvertently or maliciously turned off.

It probably will not surprise you, since I come from a research
institution, that all of these areas need research so that we can im-
prove the ways to do that.

Mr. PuTrNAM. Mr. Yoran, from a national security standpoint,
how does the computer security of home users and small busi-
nesses impact the overall security profile of the Nation’s informa-
tion network?

Mr. YORAN. Chairman Putnam, in a number of recent incidents
and events, we have seen cases where large numbers of home com-
puters always-on, high bandwidth systems, have been used to at-
tack components of the Nation’s, and really the world’s, cyber infra-
structure. In many cases those efforts have been thwarted and in
some cases they have been effective.

To the extent that home systems are on-line, are always on and
are connected through high-speed access points, they can serve in
the role of zombie or participate in large Botnet activities and real-
ly make the incidence response process a lot more complex and in-
crease the likelihood that our Nation’s cyber infrastructure or that
other critical infrastructures may be adversely impacted in the
near future.

Mr. PurNAM. How have the partnerships and the initiatives that
your Department have taken benefited home users and small busi-
nesses?

Mr. YORAN. Well, sir, they have benefited home users and small
businesses in a number of ways. The efforts of the cyber alert sys-
tem to help increase awareness of cyber events and help to increase
the actionable items which home users and small businesses can
take to protect their own computers has been well received. We
have had over a quarter of a million subscribers to that cyber alert
system in just the few months that it has been made available to
the public.

But all of these efforts again are tactile and operational in na-
ture and need to be pursued in conjunction with development pro-
grams for the technology industry and for the cyber security indus-
try, to help assure that the next generation of products are more
resilient and more immune to these types of attacks.
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Mr. PUTNAM. As you know, yesterday an attack caused failures
at Acami; are you aware of that, the world’s biggest host. They
handle 15 percent of the net’s traffic. What was your office’s role
and response to that attack?

Mr. YORAN. Chairman Putnam, in many instances the Depart-
ment of Homeland Security and the U.S. CERT play a lead role in
helping organizations respond to cyber incidents and very impor-
tantly, help coordinate those organizations in their interaction with
other private sector entities and with public support mechanisms,
such as law enforcement and other Federal resources which may
be brought to bear during the time of a crisis.

In instances like the attacks which we saw yesterday, the lead
role, if you will, was played by the private sector in protecting their
systems and developing and enhancing their protective measures to
bring their systems back on line. The role of the U.S. CERT and
the Department of Homeland Security in that particular case was
more focused around understanding events as they were unfolding,
and helping to share, as appropriate, information with other pri-
vate sector and public sector entities to determine what effect those
events may have on other critical infrastructures.

Mr. PurNaM. This appears to have been a denial of service at-
tack. Are we seeing an increase in those types of attacks?

Mr. YORAN. Sir, we are seeing a number of denial——

Mr. PutNAM. We will take a recess due to the power failure.

[Recess.]

Mr. PurNAM. The subcommittee will adjourn due to power fail-
ure.

[Whereupon, at 4:26 p.m., the subcommittee was adjourned, to
reconvene at the call of the Chair.]

[The prepared statements of Philip Reitinger, Avadis Tevanian,
Don Frischmann, Thomas M. Dailey, and Paul Kurtz, submitted for
the record but not presented due to the power outage, follow:]
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Chairman Putnam, Ranking Member Clay, and Members of the Subcommittee:
My name is Philip Reitinger, and [ am a Senior Security Strategist for Microsoft. Thank
you for the opportunity to appear today. I would like to discuss the ways in which
Microsoft is working with its customers and its partners to help make computing more
secure for both small businesses and individual consumers, Before joining Microsoft, I
was a Deputy Chief of the Computer Crime and Intellectual Property Section of the
Criminal Division of the Department of Justice, the Executive Director of the Department
of Defense Cyber Crime Center, and the Chair of the G8 Subgroup on High Tech Crime.
For some time [ have been concerned with criminal threats, and with the challenges
posed in preventing, detecting, deterring, and responding to cyber crime,

At Microsoft, security is a top priority. There are fundamental challenges that we
and the industry as a whole must address in order to enhance security for small
businesses and individual consumers. First, software — regardless of vendor and
development model — is highly complex and will always have vulnerabilities. Second,
while we see increasing security awareness among our customers, sore small businesses
and many individuals do not understand the threat or how to defend against it. Asa
result, many do not enable firewalls, run anti-virus software, or regularly update their
systems. Our response to these challenges is rigorous and extensive: We are working
with our customers and partners to enhance software security and to make it easier to use
security technology, to reach more small businesses and individuals, and, recognizing
that security is a process and not a destination, to innovate and work with government to
protect public safety.

L Enhancing Security: A Top Priority

We launched our Trustworthy Computing initiative in January 2002. Within
Microsoft, this initiative fuels technological innovation and yields security tools that help
our customers enhance the security of their computers.

Many of our technological innovations were discussed in my colleague Scott
Culp’s testimony before this Subcommittee on June 2, 2004. In brief, we are building
more secure software through the following four-part strategy:

e Streamlining updating processes and enhancing updating tools to make it
easier for consumers and small businesses to install security updates;

e Pursuing “Engineering Excellence” to reduce vulnerabilities by using state-of-
the-art engineering practices, standards, and processes throughout the entire
software development cycle;

» Increasing isolation and resiliency so that systems are protected against entire
vectors of attack even in the absence of necessary updates; and

» Improving authentication and access controls that govern who gets access to
networks and computers, and how they establish access privileges.
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We are producing new and useful tools for our small business and individual
customers, giving them flexible but simple systems to obtain and install updates. We
have introduced a feature called “Automatic Update” for our recent operating systems.
This tool presents a user with options ranging from automatic downloads of updates and
scheduled installation to declining all updates. Similarly, on Microsoft.com we provide
Windows Update, a web-based service which can identify missing patches for the
Windows operating system and install them automatically if the user elects to do so.
Later this year we plan to introduce Microsoft Update, which will provide the same
service, but will also include other major Microsoft software as well as Windows.

At the same time, we improved the updating process by:

« Standardizing the operation of our security updates and installation
technologies;

¢ Releasing updates once a month on a consistent schedule, to enable small
businesses to plan update installations systematically and efficiently; and

* Reducing the update size where possible to make obtaining updates less
burdensome.

One of the significant steps in the Trustworthy Computing initiative will take
place later this year with our release of Service Pack 2 for Windows XP (“XP SP2”)
which will include significant security upgrades — many of which are aimed directly at
home and small-business customers. First, the Windows Firewall will be made easier to
use, enhanced and turned on by default to help stop attacks even if a system is not
updated. Second, XP SP2 will have a “Security Center” which will centralize security
management and recommend guidance when action needs to be taken. Third, file
attachment handling will be improved for email and instant messaging programs to help
prevent the spread of attachment-based viruses. XP SP2 will also reduce the threat posed
by malicious code on web sites by enhancing customers’ ability to prevent this code from
running on their PCs.

Finally, and especially for customers with dial-up connections to the Internet, we
have made available the Windows Security Update CD which we ship on request to
customers free of charge. This CD includes Microsoft critical updates released through
October 2003 and information on how customers can help protect their PCs. This CD is
available for Windows XP, Windows Me, Windows 2000, Windows 98, and Windows 98
Second Edition.

IL Reaching Customers

While we pursue our Trustworthy Computing initiative, we also continue to reach
out to customers directly and through partnerships with our industry peers and
government.

2
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Last fall we launched our “Protect Your PC” campaign
(www.microsoft.com/protect) through a broad print and online campaign to encourage
customers to take three essential steps to safeguard their systems:

1. Use a properly configured Internet firewall;
2. Regularly install security updates in their computers; and
3. Run up-to-date anti-virus software.

We also reach our customers on cyber-security issues in other ways. For instance,
we will soon complete a series of security summits that have reached a broad array of
customers, including one summit that occurred here in Washington, D.C. on April 8,
2004. Further, we provide security web sites for small businesses
(www.microsoft.com/smallbusiness/gtm/securityguidance/hub.mspx) and individuals
(www.microsoft.com/security/home and http://security.msn.com). These web sites
provide our customers with basic knowledge on how to maintain an appropriate level of
security and to avoid common internet-based frauds, such as “phishing” scams.

We have many partnerships to increase security awareness among small
businesses and individuals. We are a member of the National Cyber Security Alliance, a
partnership between the federal government and industry members with the goal of
educating Americans on the need for computer security. The Alliance’s web site,
www.staysafeonline.info, is a clearinghouse of security-related information designed to
encourage small business and home users to protect their systems. In order to make this
information even more accessible and understandable to consumers, we are partnering
with the Alliance to produce an Internet security and safety booklet that will soon be
made available to policymakers and others for distribution to citizens. In addition, we
participate in the information technology industry’s Information Sharing and Analysis
Center, the IT-ISAC, which issues bulletins on significant cyber security events. We also
work with US-CERT to share information. And we helped found the Global
Infrastructure Alliance for Internet Safety, a collection of global ISPs with the goal of
helping to educate and protect consumers against the threat of malicious code attacks as
well as emerging Internet threats.

111 Security as an Ongoing Challenge: Innovating and Working with Government

Secure computing is a process and a journey, not a final destination that can be
reached. Threat models change over time, and we must change and innovate with them.
Just as burglars find ways to defeat home security systems, cyber-criminals find new
ways to attack computer systems. As a result, our industry must innovate continually
while working with our customers to improve the security of their systems. These are
difficult challenges, and they will be with us as long as we have connected computers and
criminal attackers.

The government has an important role as well. It must increase the security of its
computer systems and provide law enforcement officials with the tools, resources, and
training they need to deter and investigate criminal attacks. Our government’s hard-
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working officials ~ including those within the Departments of Justice, Homeland
Security, and Defense, as well as state and local investigators ~ are often short-staffed,
under-funded, under-trained, and lack state-of-the-art technology used by cyber
criminals. Also, cyber attacks are an international problem requiring cross-jurisdictional
cooperation ~ to that end, we urge the Senate to ratify the Council of Europe Cybercrime
Convention to help streamline international criminal investigations.

Finally, we are constantly searching for new and better ways for industry and law
enforcement to partner to protect public safety in this dynamic environment. One
example is our Anti-Virus rewards program, which offers rewards for information
leading to the arrest and conviction of cyber criminals in certain cases. This program
recently encouraged individuals with information on the author of the Sasser worm to
step forward, leading to an arrest of the alleged hacker. We also assist and support the
National Cyber Forensics Training Alliance (“NCFTA”), a joint government-industry
organization, on investigations, online fraud, and online safety. In fact, to help protect
the public from computer crime, Microsoft has placed an analyst on site at NCFTA who
performs trend analysis and evaluates and forwards complaints received from users of
Microsoft software and services. Microsoft is also in the process of donating software to
the NCFTA to support its on-going mission.

Conglusion

Through our Trustworthy Computing initiative, we continue to develop
innovative technologies and tools that enhance the security of our software, and to
communicate with our customers about the importance of updating and securing their
systems. We are working with our partners in industry and government to help
consumers and small businesses enjoy safe, efficient, and productive on-line experiences.

I thank you for the opportunity to address the committee, commend your work on
this issue, and look forward to your questions.

4
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Chairman Putnam and members of the Subcommittee, I am very pleased to be here today on
behalf of Apple to participate in this hearing titled “Locking Your Cyber Front Door — The
Challenges Facing Home Users and Small Businesses.” 1 am Avie Tevanian, the Chief Software
Technology Officer for Apple, responsible for setting company-wide software technology
direction. I joined Apple in 1997 as the leader of the team of software engineers that designed
and developed Apple’s brand new operating system, Mac OS X. Mac OS X was first released to
the public in 2001. Since its release, I am proud to say the migration of Mac users to Mac OS X
has been viewed as one of the most successful operating system transitions in history.

Mac OS X, with approximately 10 million active users and more than 10,000 native applications,
is widely recognized as having been implemented with an effective, comprehensive approach to
security for all users. Apple has an unwavering commitment to security based on our belief that
effective, pro-active cyber security is essential to protect the economic health and welfare of our
nation. I commend the Subcommittee for holding this series of hearings and appreciate the
opportunity to contribute today.

Mr. Chairman, I can appreciate first hand the concerns of Congress in regard to the myriad of
threats and challenges individuals face every day as they cope with attempting to manage
computer security on their own. From computer companies and software developers, to
government agencies, major corporations and small business owners, as well as to individual
home users, we all must work together to thwart the growing threat of cyber attacks. Withouta
doubt, computer security begins with the design and development of secure hardware and
software products from companies like Apple. However, it doesn’t stop there. Security is
everyone's responsibility. While all stakeholders are responsible in varying degrees for ensuring
the security of their systems, home users and small business owners must remain vigilant by
taking their own security seriously every day. Just as we are expected to lock our own front
doors ourselves, we must also take basic steps to protect ourselves from unwarranted cyber
intruders. An especially critical challenge for companies like Apple is making security tools as
accessible, transparent and easy to use as locking your own front door.

Security Challenges and Threat

It seems that not a week goes by without news of another major software virus or computer
worm having infected a host of computer systems. These attacks turn unknowing computer users
into victims, sometimes with devastating effects. These victims are not only government
agencies and major corporations running mission critical systems, but also include the many
small businesses and home users with limited technology backgrounds.
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Further, some very serious computer security attacks often come with much less public fanfare
than a major virus outbreak, but the results are no less devastating — maybe even more so. For
example, often we hear stories of a computer hacker that has commandeered another’s computer
stealthily, initiating further attacks remotely, stealing important data and/or even that computer
victim’s identity. Some of these victims never even knew they were being attacked until it was
too late.

Why are small businesses and home users so vulnerable today? First, more and more small
business owners and home users are accessing the Internet using always-on broadband
connections. With these always-on high-speed connections, individuals are increasingly
becoming prime targets from external cyber attacks. Second, the majority of individual
computer users today are using one operating system, which makes it much easier for global
cyber criminals to exploit. Third, just as common criminals tend to prey on the easiest targets,
individual computer users are particularly at risk because they often lack the computer expertise,
not to mention the information technology (IT) staff, necessary to monitor, assess and react to
the constant bombardment of Internet threats. To make matters worse, these threats are
constantly changing, morphing into new and increasingly sophisticated attacks, challenging even
the most experienced IT professionals. Further compounding the problem, a number of security
features available on many computer systems today were developed primarily for IT
professionals working for large businesses. As a result, managing security effectively often
remains beyond the ability of many average home users and small business owners.

It is important to keep in mind that just as is the case with physical security, information security
is not always automatic. Individuals must remain security conscious and alert. At the same time
however, we also believe that in order to make computer security more manageable for
individual users, security software must be intuitive, easy to administer, and wherever possible,
automatic. Otherwise, average computer users will either not know how to protect themselves
appropriately or may implement security ineffectively, In the end, many inexperienced computer
users often do too little to protect themselves, or worse — do nothing.

Apple’s Approach to meeting the Security Challenge

Just as building a computer securely in the first place is a priority for Apple, ensuring that
security is easy to manage and maintain by the end user is equally critical. Since implementing
the first commercial graphical user interface with the introduction of the Macintosh in 1984,
Apple has prided itself on its “ease-of-use™ operating system and software targeted originally for
home users, small businesses and educators. As a result, Apple’s approach to security starts
from the vantage point of the individual computer user. This overarching ease-of-use
perspective still permeates the Apple culture today, and was the guiding force for me and my
team of engineers as we set about to develop Mac OS X, including its built-in security features.

From the beginning, Apple implemented a security strategy approach that was central to
designing Mac OS X. First, we developed an extremely robust security architectural plan. Then
we applied that plan to securing the very core foundation of the operating system itself. Because
security is built into the core, it remains integral to every part of the operating system. Further,
understanding that security often would not be administered by a team of IT professionals but by
average home users, we made it very easy to administer. This comprehensive approach to
integrating security into every aspect of the operating system has also been given very positive
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reviews from NSA’s own security researchers. It is essential for operating system security to
provide a solid, virtually impermeable security foundation for all computer systems, whether
intended for use in family rooms across the country or for hosting mission critical government
systems. With a secure core in place appropriate layers of additional security can be added.

Let me explain this approach in a little more technical detail. First, at its foundation, Mac OS X
is open sourced, based on UNIX, which has had its core components subjected to peer review for
decades. We have found this approach has led to potential security problems being identified
carly and fixed before any vulnerability was exploited. Second, security is integrated directly
into all software layers starting with the core foundation, using state-of-the-art standards based
technologies (e.g., SSH, SSL, Kerberos, CDSA, AES Encryption). I would like to emphasize
this point. We have built security directly into our operating system as an integral component,
not simply added it on after the fact. Third, we placed administrative access to all of our security
features inside a number of very intuitive applications that the average user can quickly grasp.

Knowing that new vulnerabilities can arise at any time, we built-in a software update tool that
automatically alerts users when security updates are ready for download and installation. This
feature is critically important. Simply building a secure system and then releasing periodic
patches is of limited value if installing, or even finding those patches is confusing, complicated
or simply inconvenient. At Apple, we believe that our software update approach ensures
consistent secure software configurations, tested by Apple engineers, are readily available to our
users. For the home user and small business owner, this approach makes keeping up-to-date as
simple as clicking your mouse and authenticating a download — not to mention fast and effective.

We believe that an individual’s computer experience can and should be protected from the start.
Therefore, we ship all of our hardware and software products such that they are secure right out
of the box. By starting out with a computer in a secure state, individuals are better protected
when they first connect to a network or venture off onto the Internet. Later, they may choose for
themselves those features and functions they want to implement on-the-fly without having
security compromised unknowingly.

Knowing that more and more home users have always-on broadband connections, which
increases vulnerability, is a significant reason why we built-in the capability of creating multiple
user accounts on every computer. This feature enables the owner of a computer to designate
himself as an “administrator” of that machine. An administrator is allowed to change important
security and system settings. The administrator can also create additional user accounts and limit
the degree to which other users of that computer can change important settings. Even those
individuals with administrator privileges are required to re-authenticate before important system
updates and changes are made, providing additional protection. As a further precaution, the
administrator is kept from directly accessing the core of the operating system by default. In
addition, to protect an unattended computer from unwarranied and unauthorized access, we
configure our entire system to sleep when not being used and then to rapidly wake-up when the
owner returns.  When the system is asleep it is not accessible from the network nor is it
susceptible to Internet attacks. We believe our implementation of these sleep and wake features
is very robust and fast, reducing the desire of the user to disable them.

These highlighted security features are by no means intended to be exhaustive. In fact, although
not the direct focus of today’s hearing, Apple also provides advanced tools and technologies that
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allow system administrators to secure their enterprise desktops, servers and networks. As is our
approach to every software application we build, all of these security features and system
controls are very configurable, extremely flexible, and highly intunitive, whether they are used by
IT professionals protecting a cluster of 1,000 or more computers on a university campus, or by a
home user managing an iMac with basic technical skills.

Providing security tools alone is not enough. To make educating our users about security
convenient, Apple has created a public web page for customers to learn about all of the various
Mac OS X security technologies and features (htip://www.apple.com/macosx/features/security/).
We also provide additional security resources and useful common sense security tips right on
their desktop under a number of convenient help menus. Even with security settings easily
managed on a Mac, we believe it is important to continually remind all home computer users and
small business owners of the types of common sense steps they should be taking as they
routinely go about working, communicating and surfing online. A sample of some basic
security tips would include the following:

* Choose a password that is difficult to guess and change it often,

* Make sure your system software and security applications are up-to-date,

* Create multiple user accounts on your computer and limit those who are authorized to

change system preferences and security settings,

* Be wary of unusual email attachments — even from friends,

* Only download applications and files from legitimate sources, and

¢ Backup your files regularly

Although these steps listed above seem very obvious, continuing to remind users of their
importance can go a long way toward lessening the impact of a spreading virus or a malicious
cyber attack,

Mac OS X Security Record

As we are all so well aware, tens of thousands of viruses and worms have been unleashed on the
Internet in recent years. These attacks are unrelenting, interrupting Internet access, crippling
large company networks, and even bringing down government agencies. The global costs from
these disruptions to businesses alone were estimated by Trend Micro to be $55 billion in 2003,
up from $30 billion in 2002, and $13 billion in 2001. Not surprisingly, this steep upward trend is
projected by Trend Micro to continue this year. Notwithstanding all of our collective efforts to
mitigate this threat, it must be made clear that no company or its software can ever claim to be
fully immune from viruses or guaranteed impenetrable from a cyber attack.

That said, since the debut of Mac OS X in 2001, and after three major updates, I am not aware of
a single virus that has affected our operating system. Furthermore, we have been able to respond
rapidly to any potential vulnerability in our operating system through 44 security updates
delivered through our software update tool. Of those potential security problems, none were ever
known to be exploited.

While Apple is very proud of our approach to security, we recognize the importance of being
pro-active in anticipating new threats or security problems so that even potential risks are quickly
mitigated and threats reduced. We all know that no security is 100% perfect. If managed
improperly, or not at all, no amount of security can withstand a cyber attack. While we can
provide secure systems and the tools to manage that security, we need to work with our
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customers and partners, in government, industry and the consumer market to ensure preparedness
and to ensure the use of best practices in protecting our information systems.

Beyond the Individual User — Employing Cyber-Diversity

Individuals within larger organizations often worry less about cyber security because they
believe their internal IT/ Cyber Security departments will protect them. Although
implementation of security updates can be administered at the network level, there is still an
important role to be played by the individual user in understanding what security features should
be enabled on their own desktop.

Moreover, I would urge the Committee to consider the significant vulnerability within many
enterprises, including most government agencies, that results from having essentially a
homogeneous operating environment. When security has been breached at the enterprise level,
or a malicious virus has been unleashed inside an organization, it often propagates itself very
rapidly because the organization is configured using one operating system and platform for many
systems and applications. This homogenous configuration means that one worm could bring
down an entire organization very rapidly, costing millions of dollars and hours, if not days, in
productivity. While, with the strong leadership of this Subcommittee, most agencies have
implemented redundant systems, disaster recovery plans and other forms of back up, if all the
systems are the same, there is significant risk none will survive, even though they may be
geographically isolated or have substantial external layers of security.

The Congress should approach this very real security vulnerability by encouraging agencies to
achieve cyber-diversity. Organizations should consider adding a mix of interoperable computer
systems to their networks such that when one system is attacked, another system will remain up
and functioning within the organization on its network. Unfortunately, many organizations hold
on to an obsolete belief that differing computer systems, such as Windows PCs and Macs cannot
interoperate or are costly to administer when used together. Our implementation of Mac OS X
has focused on open industry standards and formats. When possible, we provide direct
compatibility with Windows-based PCs and servers. As a result, a Macintosh fits in quite easily
with Windows and UNIX networks. We firmly believe that any perceived short term
administrative efficiencies and/or cost savings identified by standardizing on one platform is
more than offset by the security risk and productivity losses associated with having a thoroughly
homogeneous environment that is vulnerable to attack.

Summary

Mr. Chairman, as I said at the beginning of my testimony, computer security is everyone’s
responsibility. For our part, Apple is committed not only to providing all users with a secure
operating system, but also with the easy to use security tools they need to protect themselves,
their businesses, and their families, while enjoying all the benefits from surfing online or
connecting to others on a network. We remain committed to a computer security approach that
is robust and effective, while at the same time easy to use and administer.

We appreciate the Subcommittee’s interest in the computer security of small business owners
and home users. We look forward to working with you on this very important issue. I'm
prepared to answer any questions you may have at this time.
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Chairman Putnam, Vice Chairwoman Miller, Ranking Member Clay, members of the
Subcommittee, thank you for inviting me to testify today on the important topic of cyber
security for consumers and small business. My name is Don Frischmann, and I am the
Senior Vice President for Communications and Brand Management at Symantec
Corporation. I am also here representing Symantec as a sponsor of the National Cyber
Security Alliance, a nonprofit organization whose mission is to educate home users,
children, young adults and small business owners on the importance of cyber security
best practices. | am honored to be here today, and I look forward to joining my
distinguished colleagues from government and industry to discuss this important topic
Today I would like to address some of the challenges that consumers and small
businesses face, as well as offer some recommendations on how we can overcome these

challenges.

Challenges:

We are at an important cyber security crossroads. On one hand American Internet usage
has grown to more than 144 million active users according to Nielson ratings. Today,
the Internet is being used to do everything from monitoring baby’s sleeping to banking,
to commanding the combination refrigerator/oven to start cooking dinner before we leave
the office. As our society and economy becomes more dependent on Internet

connectivity, unfortunately Internet threats are growing just as fast.

The threats we are seeing today are more sophisticated, more aggressive and are able to
spread more rapidly than ever before. Equally important, the time from the discovery of
a new vulnerability to the release of an exploit targeting that vulnerability is shrinking
rapidly. 1 make the analogy of the vulnerability being an “unlocked door” of a home
and the exploit being a break-in by someone who knows about the unlocked door. These
two phenomena have made the Internet increasingly vulnerable to attack.

We are beginning to see the early stages of what are called flash threats, threats that are
near instantaneous in their dissemination. These are threats in which human reaction

time is probably not fast enough. A good example is the Slammer worm, which, at its
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peak rate, infected 90 percent of the vulnerable systems around the world in just 15
minutesThis speed of propagation, combined with the reduction of the time to

» exploitation, raises serious issues about the approach our nation is taking to protect our
networks. More information about these trends can be found in our semi-annual Internet
Security Threat Report, available on the Symantec website. [ would also like to submit a
copy of the report for the record.

Some of the specific challenges that consumers and small businesses face include:
eliminating viruses, blocking hackers, safeguarding personal information, fighting spam,
increasing online productivity, recovering lost or damaged files and safely removing

confidential data that small businesses no longer need.

Consumers are storing more valuable, private information on their computers — from
personal financial information, digital photos and confidential data and documents
brought home from the office for evening or weekend work. Additionally, they are using
the Internet to conduct e-commerce on a regular basis. Consumers’ increasing reliance on
their computers and the Internet allows people to be more efficient and innovative.
However, the reliance also makes protecting sensitive data and mitigating Internet threats
important issues. Internet threats that affect consumers include viruses, worms, Trojan
horses, blended threats, privacy invasions, hackers, spam, cyber predators and
inappropriate Web content. Threats such as spam are a hot button among consumers as
they not only pose an annoyance, but they also usher-in the possibility of individuals
falling prey to online fraud through phishing emails, which are messages that appear to
come from trusted sources, but are instead used to scam individuals into disclosing

personal information, including credit card numbers, and social security numbers.

The recently enacted Can-Spam Act is a positive step in the fight to control unsolicited
commercial email. In addition, we believe that stronger enforcement, greater
international cooperation and the use of anti-spam technology should complement

legislative action.
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According to a March 2004 survey conducted by Symantec and Applied Research, one in
three users between the ages of 18-64 has clicked on a spam link. In the case of senior
citizens, only 23 percent of such have clicked on a spam link, but 47 percent of those
senior citizens who responded did not employ a spam fighting solution. Children also fall
prey to Internet threats, including spam. A June 2003 survey conducted by Symantec and
Applied Research found that more than 80 percent of children surveyed who use email

receive inappropriate spam on a daily basis.

Small Business Challenges

The challenge for many small businesses is that they lack the resources to employ a full-
time IT manager. Computer related issues are often handled by the small business owner
or the most technologically knowledgeable employee. Many times, the person
responsible for computer issues does not have sufficient understanding of Internet
security threats or knowledge of how to protect the small business against malicious

code, hackers and privacy invasions.

Spam continues to be a hot issue among small businesses due to its annoyance and its
negative impact on productivity. A December 2003 survey conducted by Symantec and
InsightExpress found that 64 percent of small business owners who responded to the
survey reported an increase in spam over the past six months, with 33 percent noting
dramatic increases. Symantec’s small business spam survey found that 42 percent of
small business owners responding would consider abandoning email for business

correspondence if the spam situation worsens.

Small businesses have been exposed and will continue to be exposed to Internet threats
such as malicious code and unwanted intrusions. According to Access Markets
International (AMI) Partners, Inc., small businesses do see the need to protect their
critical assets. Thus, AMI expects that total spending on security solutions among small
businesses is expected to grow 25 - 30 percent annually in developed countries
worldwide (April 1, 2004).
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Recommendations:

In light of these trends, the consumer and small business segment is a critical component
for improving safe and secure computing and one that would benefit from continued
awareness and education initiatives. The President’s National Strategy to Secure
Cyberspace acknowledges that awareness is a key component to ensuring our overall

cyber security.

Everyone who relies on the Internet has an interest in promoting its security. Users,
whether at home or at work, need to know the simple things that they can do to help
block intrusions, cyber attacks, or other security threats. Security is an evolving process
and we must continue to be aggressive, especially in educating the individual user about
good cyber security practices. Implementing cyber security best practices enables users
to be less reactive when a cyber attack occurs, and become more proactive in the
protection of personal data and property, promoting the country’s economic stability, and
ultimately our national security. A recent study by the National Cyber Security Alliance
confirms the need for this broad-based education. That study showed that nearly 67
percent of high speed Internet users do not use firewalls and more than 60 percent do not

regularly update their anti-virus software to protect against new threats.

When it comes to Internet security, the first challenge with consumers and small business
users is to get past the “it can’t happen to me” mentality. The second challenge is to help
them understand how these online threats can affect them and the simple steps they need
to take to protect their computers and their value data. These steps include a combination
of technology tools and best practice processes.

The National Cyber Security Alliance is developing a three-year national cyber security
awareness campaign beginning this fall. This awareness campaign targeted at home users
and small businesses, will use various vehicles to raise awareness of the cyber-security
issue and provide actionable steps people can take to protect themselves. In conjunction
with the “StaySafe Online” awareness efforts, the campaign will include dissemination of
cyber security tips, which are already available through the NCSA’s main website:

www.staysafeonline.info. On this site, visitors can also find self-tests, tool-kits for each
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audience, helpful links and more. One of the NCSA’s top ten tips is to remind computer
users to keep their anti-virus and other security software up-to-date by regularly

downloading anti-virus definitions, intrusion signatures, and vulnerability patches.

As a provider of products and services to consumers, Symantec has found that home
users also want easy-to-use integrated solutions to protect their computers against
Internet threats. These bundled packages are easy to install, user-friendly, and protect
against malicious code, hackers, privacy infringements, spam and inappropriate web
content, We believe it is essential to make it easy for non-technical customers to use

technology that will protect them and the systems they rely upon.

Small business owners, are beginning to realize the need to move beyond just anti-virus
solutions to integrated security solutions that include intrusion detection, VPN, firewall,
remote network security management and spam control. To address this need, security
companies such as Symantec are offering appliances that provide affordable, high
performance, all-in-one technology for small businesses. These appliances are easy to

install and requires minimal maintenance.

Some small businesses have just a couple of computers, and their IT infrastructures more
closely resemble a consumer profile than that of an enterprise. Regardless of size,
though, small businesses need to protect the critical data from Internet threats. For small
offices that employ ten or fewer people, an integrated security suite can protéct small
businesses from online threats by eliminating viruses, blocking hackers, safeguarding
personal information, fighting spam, increasing online productivity, recovering lost or
damaged files and thoroughly deleting confidential data that small businesses no longer

need.

There are also many small businesses that have a more sophisticated IT infrastructure that
includes desktops, network servers and remote computers. These businesses need multi-
layered security at every tier, offering one easy-to-manage solution that includes firewall

protection, intrusion detection and interacts seamlessly with anti-virus sofiware to keep
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systems safeguarded against viruses, worms, Trojan horses, blended threats, and other

technology used for malicious activity.

In recent years, the public’s attention to cyber security issues has risen dramatically,
particularly as more and more Internet users transition to broadband connections. No
longer is it unusual for us to hear about viruses and worms on the morning news. Most
users (though not all) know it is critical to have anti-virus software. Some users (but
certainly not all) also understand the importance of personal firewalls. As 1 pointed out at
the beginning of my remarks, we are at a cyber security crossroads, and we still have a
long way to go to raise the level of cyber security awareness with the general public.

But, I do believe that we are taking the initial steps and that we can succeed in better
securing our infrastructure,

Thank you for the opportunity to speak to you today. I would be happy to take any

questions.
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Testimony of Thomas M. Dailey
Chair and President U.S. Internet Service Provider Association
General Counsel, Verizon Online
Before the Subcommittee on Technology, Information Policy,

Intergovernmental Relations and the Census
June 16, 2004

Thank you Mr. Chairman and members of the Subcommittee for this opportunity to
testify about the security challenges facing home and small businesses users on the Internet. The
U.S. Internet Service Provider Association (US ISPA) is a leading Internet industry group,
representing some of the nation’s largest Internet service providers, portal companies and
network providers (collectively “ISPs”) on important policy issues with a focus on security

related matters.” The US ISPA is pleased to present testimony before this Subcommittee.

Internet sect;rity for home users and businesses is an important and complex issue. While
the tools to help protect computers and data from intrusion are commercially available from
multiple sources, and public and private educational initiatives have made online materials
readily available, educating users in the proper use of such tools and raising their level of cyber
security awareness is a significant challenge. For varying reasons, many consumers have not
been able to keep up with the technology or information necessary to protect themselves from
Internet threats. Although ISPs can and do play an important and helpful role in the education
process, ISPs do not make security software or hardware products, or control the end user’s
activities on the Internet, or the ability or desire of end users to learn and stay current about

security issues. In the end, no single group or industry can dictate the behavioral change

! US ISPA’s members include AOL, Bell South, EarthLink, eBay, MCI, Microsoft, SAVVIS, SBC, and
Verizon.
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necessary to significantly improve the security awareness of Internet users. Such change

requires a joint public-private sector education effort targeted to enhancing the cyber security

awareness of the Internet-using public.

A. Understanding the challenges that home and small business users face in protecting
their computers that are connected to the Internet.

Home and small business users face a number of challenges in safeguarding their
computers and personal information from hackers and scam-artists on the Internet. Here are a
few of the more significant challenges from the ISP perspective: 1) recognizing the need for anti-
virus and firewall software; 2) getting past the “barriers” to keeping software up-to-date; and 3)

staying current on threats and how to spot, avoid and remedy them.

1) Recognizing the need for security. To stay safe online, the home or small business
user must first understand the;l running anti-virus and firewall software is essential to 'securing
any computer connected to the Internet, and that such software needs to be frequently used and
updated. Security software solutions are widely available to consumers today. Many computers
come with anti-virus software preloaded or available free for a trial period. Most major ISPs,
including US ISPA’s ISP member companies, offer security services as part of their portal
services or as standalone services that customers can purchase, often at a discount. Firewall
software and hardware are also widely available, and some companies offer free firewall
software programs that work well for home and small business users, Small business users can
purchase security services from their ISP or from third party consultants. Thus, the challenge is

not in the availability of security solutions, it is in helping home and small business users to

recognize the need for and to install, use and update security hardware and software.

2 06/16/04
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2) The “barriers” to use of security software. Despite the availability and relative ease of

use security software, not all users run or update their software on a regular basis. A lack of time
may be one cause. Another may be discomfort with technology — in a mass-market environment
the technical knowledge of end users varies widely. Regardless of the reason, consumers need
help to get past whatever barrier is keeping them from recognizing and using the security tools
available. Doing so may require education in the proper use of security software and messaging
about the risks of leaving a computer open to security threats. Such efforts should include
helping consumers to understand the cost of not taking security precautions to fully gauge the

risks of inaction.

3) Staying current on threats and how to spot and avoid them. Even if an end user

installs and regularly runs his or her security software, he or she is not free of risk from
intrusions, hacks and privacy loss. Softwe;re is just a tool — understanding the threats, how to
spot them and therefore how to avoid and remedy them, is critical. Equally important is staying
current on threats, whether in the form of the latest worm or identity theft scam. Knowing where

to look for help — and who is a trusted source of information — can be a challenge for many users.

The tools are there, if consumers know where to look.

Government agencies like the Federal Trade Commission (FTC) and the Department of
Homeland Security (DHS), and organizations like the U.S. Chamber of Commerce, the National
Cyber Security Partnership (NCSP),? and the National Cyber Security Alliance (NCSA), are

committed to the education effort and are providing key leadership in this area. The NCSA

- The National Cyber Security Partnership is a coalition of trade asgsociations, including the U.S Chamber of
Commerce, the Information Technology Association of America, TechNet and the Business Software

Alliance. See hitp://www.cyberpartnership.org.
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website, www staysafeonline. info, is a good example of the benefits of public-private partnership

to address the security issues confronting Internet users today. Another is the U.S. Computer
Emergency Readiness Team (CERT) website, www.us-cert.gov, sponsored through a partnership
between DHS and the public and private sectors. Industry, too, is working to provide education
and self-help sites to assist consumers in finding information about current threats and ways to
avoid them. Personalfirewallday.org and Getnetwise.org are two good examples.® The websites
and resources US ISPA members make available to their customers (see Exhibit A to this
testimony for a sampling of such sites) is a further example of the private sector’s commitment to

helping consumers to protect themselves from Internet threats.

With all the government and private resources available, however, the ultimate
responsibility for maintaining security rests with the end user. A critical challenge facing
consumers, industry and policy-makers alike, therefjore. is educating millions of end users not
only about the tools and strategies available in the market, but also about threats and threat-
avoidance.

B. Some of the Internet threats facing home and small business users, including
phishing, zombies, spyware, worms, spackers and denial of service attacks.

There is a multitude of threats facing all Internet users, including home and small
business users. Many bear imposing or even slightly comical names, like “Slammer,”
“MyDoom,” “Bagel,” “phishing” and “distributed denial of service” (DDoS) attacks. The risks

these threats bring to bear are real and fal! into several categories. The first includes “worms,”

3 See hup:/fwww.personalfirewaliday.org; http://www.getnetwise.org. Personal Firewall Day is a website
sponsored by security software firms Microsoft, McAfee, ICSA Labs, Sygate and TruSecure that provides
general advice and encouragement to novice Internet users about anti-virus and firewall software and the
importance of upgrades. Getnetwise is a public service website sponsored by a broad group of Internet
companies and public interest organizations, including several US ISPA members.
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Trojans” and viruses, which typically infect a user's computer and either affect its operation or
serve as a tool to accomplish some other end, such as a DDoS attack or spam propagation.
“Spackers” represent a new and problematic union between hackers and spammers. Spammers
pay hackers for compromised computer ID’s or to hack into systems to install “zombie” software
for later use as an e-mail relay. Once the software is triggered, the compromised “zombie drone”
computer sends volumes of e-mail or other messages to a pre-determined set of e-mail addresses

or addresses taken from the host computer’s address book.*

“Spyware” is another security issue that has attracted attention of late. Arriving ata
widely accepted and correct definition for “spyware™ has proven problematic for the industry and
policy-makers alike. Defining the term too broadly runs the risk of ensnaring legitimate and
even beneficial forms of software. The most intrusive forms of “spyware,” however, are
prog;ams installed on a user’s computer that monitor the use;’s keystrokes or Internet activity
and can secretly collect personal information or enable a computer to be hijacked. Anti-spyware
software is now available in both free and fee-based forms. It removes many unwanted

programs, but some spyware can be difficult to find and uninstall, especially where it is bundled

with other sofiware.

¢ The Committee expressed specific interest in recent news reports that hackers could purchase computers
infected with worms or viruses (10,000 infected computers for just $500.00 in one news story) and use
those computers to launch DDoS attacks, to send spam (spacking referred to above) or engage in other
unlawful activities. See Phatbot arrest throws open trade in zombie PCs, theregister.com,
http://www. theregister.co.uk/2004/065/1 2/phathot_zombie trade himi (05/12/04). The particular instance
described in the story is a form of “spacking.” The fact that the Internet underground has attached a value
to compromised or zombje machines is a sobering but not necessarily surprising development. With the
millions of dollars spammers make through the distribution of unsolicited e-mail, it is little wonder thata
market for zombie machines, which are difficult (0 trace and provide a degree of anonymity to the
spammer, has evolved.

5 06/16/04
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Identity theft is yet another category of threat facing home and small business users.
Identity theft has been around in different forms for many years. For example, in the past credit
card users worried that a credit card receipt left behind with a merchant might allow an
unscrupulous person to copy the credit card number and use the credit card to run up charges.
The Internet version of this type of fraud is known as “phishing”.®> The term phishing applies to
hackers who imitate legitimate companies in e-mails or create fake websites designed to look
like a legitimate website to entice users to share their passwords, credit card numbers and other
personal information. The hacker then uses the information to steal the target’s identity or to sell
that jdentity to others.

Over the years, phishing attacks have grown from stealing dialup Internet accounts into
more sinister criminal enterprises. Phishing attacks have risen sharply and now target users of
online banking, payment services such as PayPal, and online e-commerce sites, among others,
and the attack's represent a significant threat to the branding and reputa;tion of the legitimate
companies whose brands are spoofed. Many phishing sites operate either from off-shore
locations or from hijacked servers with exposed vulnerabilities. The sophistication of phishing
schemes is increasing and it has become more and more difficult to determine if phishing e-mails

are real or not. Phishing scams threaten to erode customer confidence and decrease use of online

systems and brands.

The word "phishing” refers to Internet scam artists who use e-mail lures to "fish” for passwords and
financial data from the “sea” of Internet users. The term was coined in the mid-1990s by hackers who were
stealing ISP accounts by scamming passwords from unsuspecting users. By 1996, hacked accounts were
called "phish”, and by 1997 phish were actually being traded between hackers as a form of currency where
hackers would routinely trade 10 working “phish” for a piece of hacking software.
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The variety of threats on the Internet underscores the reason home and small business
users must remain vigilant in using and maintaining their anti-virus and firewall software. While
desktop software solutions can effectively limit exposure to many forms of viruses and worms or
even spyware that captures personal information, there is no substitute for consumer awareness
of Internet scams and schemes and knowledge about the ways to spot and avoid them.

C. The tools and strategies available to home and small business users to help mitigate
their exposure to malicious attacks and scams over the Internet

The key to mitigating risk from exposure to security threats on the Internet is a
combination of the effective use of software and hardware tools, and an awareness of cyber
threats and how to avoid them. Home and small business users have an array of tools available
to them through the major ISPs, such as US ISPA’s members. ISPs not only provide a host of
security products directly-to their customers or through third party relationships, they play an
important role in the educlation effort by providing useful resources about a variet&l of online
safety and security issues. But ISPs can only provide a part of the solution. Software and
hardware manufacturers as well as government organizations, such as the FTC, CERT and DHS,

and consumers themselves all have a critical role to play in the education and awareness effort.

The members of the US ISPA fully support online security and safety education. For
example, AOL, Bell South, EarthLink, Microsoft, SBC and Verizon Online, and each provides
its customers with access to extensive Internet security websites (and other online help areas)
that include child protection, anti-spam, anti-spyware and firewall software and other security
services. ISPs also provide advice on password use, threat alerts and links to security software
and government informational resources and websites. Attached as Exhibit A to this testimony

are sample screen shots from some of our member’s security-oriented websites. As these

7 06/16/04
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website screenshots show, ISPs take very seriously the role of educating their customers about
Internet security and helping consumers to help themselves in this important area. USISPA
members realize that Internet security is no longer an add-on feature, but must be part of the
basic service offering. Taking advantage of these services is an important part of any home or

small business user’s cyber security strategy.

Software and hardware manufacturers also offer an array of tools commercially. Many
such tools are bundled with portal client software or computers sold by major computer makers.
As described above, this software includes anti-virus, firewall, anti-spyware and anti-spam
applications that can effectively limit the functioning and distribution of viruses, worms, spyware
and Trojans. Government agencies like the FTC, CERT and DHS, and public-private

partnerships like the NCSA and the NCSP, also provide valuable information on threat alerts and

cyber tips for limiting exposure to security risks. While ﬁo security solution provides abso]uff:

protection against Internet threats, the combination of security software tools and access to

online resources should be a major part of any user’s cyber security strategy.

D. ‘What responsibility do hardware and software vendors have to ensure that their
preducts are secure “out of the box”?

Hackers and others bent on exploiting the Internet and Internet users are constantly
coming up with new threats and scams. Keeping up with the changing nature of the threats and
ensuring that software and hardware is secure “out of the box” is undoubtedly a difficult task.
Software vendors and hardware manufacturers have strong incentives to make their products
secure and to find ways to simplify the automatic update process. It is also critical that users
understand the importance of making sure they are using the appropriate security software and

that their software is properly updated, and the consequences of not doing so. Thus, the

8 06/16/04



88

responsibilities of software and hardware manufacturers cannot be entirely separated from the

responsibilities of users -- or from the overall need for better education.

E. Education is the key to improving the security of home and small business users

Educating the mass market of consumers and small businesses, who have widely
differing levels of technical and Internet knowledge, is essential to reducing security risks on the
Internet. But this education effort requires a concerted effort from al} stakeholder groups,
including the information and technology industry, government and the schools. Raising
consumer awareness of technical issues, like anti-virus protection, password protection and
firewal} usage, takes time to work itself into the fabric of the average user’s experience. For this
reason, it is important to develop a multi-pronged education and awareness campaign that targets

all segments of the Internet using public, including the schools;-starting with K-12 programs.

Significant effort should be focused on educating our children in the safe and jawful use
of the Internet. Our schools need to build Internet security and online safety into their curricula.
Parents need to take time to learn about proper cyber security techniques to protect their
computers and their children from Internet threats. Kids often learn technology faster than their
parents, but without training and direction they are just as likely to engage in activity that could
open a computer to attack or allow privacy to be compromised (file sharing is a quick and often
painful way to Jearn that your anti-virus software is not up-to-date). Moreover, kids need to
learn at an early age how to protect themselves from online predators and scam artists. We teach
kids to be wary of strangers when walking home; we should do no Jess to teach kids how to

avoid threats on the Internet.
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The education effort does not end with our children, however. Consumer awareness must
also be built through advertising, public-service messaging (as others have testified, a Smoky the
Bear campaign for online security) and through other key touch points, like contact with
software and hardware manufacturers and ISPs. While the messaging need not be identical,
there should be continuity on the basic messaging points. The Top Ten Cyber Security Tips on
the NCSA website® is a good place to start. Companies can take those portions of the Top 10
tips and reinforce the messaging through their own websites and programs. Many if not all US

ISPA members are already doing so.

Awareness building is not just a private sector responsibility. The efforts of the FTC,
CERT and DHS (and others) and their varions public-private sector partnerships should be
encouraged and supported. Policy-makers should also look to new and creative ways to generate

interest in cyber security, such as through federal training grants and scholarships and national

public service advertising campaigns targeted to enhancing security awareness.

Closing Remarks:

The timing of this Subcommittee’s inquiry into information and Internet security is right.
Now is the time to explore the issue of enhancing the education and awareness of Internet users.
But the task ahead is large and complex. Consumers come with all levels of technical
knowledge and commitment to protecting their security and privacy. To continue the
advancements in security attained to date, a multi-pronged approach that encourages each
element of the Internet community, including the public and private sectors, to participate

separately and collectively, is necessary.

See htp://www.staysafeonline,info.
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On the public sector side, government should continue the outstanding work it has begun
to enhance consumer awareness. Public-private partnerships should be supported. On the
private sector side, market-based solutions should continue to drive innovation among software
and hardware manufacturers, ISPs and others in the online security industry. The impact of
competition is already apparent. Software is smarter, easier to use and more powerful than ever
before. Updates are now broadcast automatically to millions of anti-virus and operating system
users. Security specialists and network companies provide a wide array of services to help
protect home and small business users. These advancements in online security have taken place
in a cooperative environment with government agencies, driven by concern for consumers and
protection of the network. The incentives are in place for continued development; government

mandates are not the answer.

Finally,l,home and business users must step up their efforts to edllcate and protect
themselves, with the help of the public and private sectors. The key to home and small business
user acceptance and use of Internet security tools is to identify more effective ways to alert the
public to the security solutions that are available, to make them simple to use, and that the
consequences of not maintaining adequate cyber security awareness can be severe. At the end
of the day, even the most effective tools will be of limited utility unless end users are aware of

and choose to use them.

The US ISPA and its member companies are working hard to protect consumers and to
make their online experience as safe and satisfying as possible. The US ISPA thanks the

Subcommittee for this opportunity to testify today.
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Exhibit A to the Testimony of

Thomas M. Dailey
Chair and President U.S. Internet Service Providers Association
General Counsel, Verizon Online

Before the Subcommittee on Technology, Infermation Policy,
Intergovernmental Relations and the Census
June 16, 2004

Sample Internet Security Websites of
U.S. Internet Sérvice Provider Association Members

AOL, Inc.
EarthLink, Inc.
SBC Communications
Verizon Online



92

Sample Internet Security Websites of

AOL, Inc.



Buiwwelbold pue sainjes-
7OV pue Alndag

98]
(op)



94

(" AuBaludg ¥ AJN0aS 'AlRiES JOY IN0US BUNW LS| 0L APIES DIAMATY .,Oq,. a} 08

4 poyrageg UEMYOS SNAADUY - NO ${0U3U0) jEJuBIed
[ESREIEN leaasyy 410 s{ouapuos dpy-dogd qam
Bujuuny joN UOLIEONY AlRAMADS OV M U0 FuRGIg SIHA (1213
m 6F F{ uny ey dn-pray) tapndua) MO uopsule g ueds few-3
3 -
34 4w uo Aopes () 0¥ ue Miayes () |

uoIBUUOD Ny IS} | uoneser

GERITH Al

(GG

_ _ piamssed

_.H. 315U _ BB UIIIIS

$191ndWo9 J19y)} INOGE UOHEWOJU| JUBABISY UM SISQWISIN SBPIAOI

U9910g Uo-ubig maN



95

%&ﬁﬁg%&g%%ﬂéia PR e

g@@%@

*** uolewloul AJNoss 03 Yuil doIinb e Bulpircid

pawyb1ybiH s! uonewloju| AiINdSS

5 o 5B
8t
P,

Agnaenas _.r: by m w E



96

g ANOA PUB GIAA BY] USBMIIY
A © Uk STSY0BY TRTH
e Kaeatad 10V

$AYSBID Dd NDA Ji 9jes Sa
deoy sdiay Traed 8110V
9114 N0 133044 djay

unos Bunuod

“jgargiof Al

fWEModu 8t D oA
Buigoaioad *Yiuou 4osa sasndia
13NCUIOD MBU IGZ 4940 UIAR
uQ uBIS NoK 1BNBUBYUM
sajepdn pajewony 29

0V A ook oy gy

riad UEISSILUA IV

ot

m mHH. E9Z E¥E

“suom aiieg pus AYSIBN
"WOOPAW DY) JO SIIBLIBA AMBU ‘weds Suyliy Inoge s.0w no
pulj pus "TBUT PUB AT U3
BUISN BYA BIN0SS BIOU ABIS

DIy SHAA £)B18S UOHESIINWIWIOD
di} esabfing o
sdi) a0 o ‘uonRULIOjL jBUCS ISt

Saines; Alnaas
{eoads sey ZBJTIE 10V
JBU} MO NOA PIC

IHBOAN BUL JU L}

pue SpIoMESEd ATEANN
inoA Buosioud o) sdi} 189
A33jeg auluQ [B12U3D

S0 HILS

LM

SN0 jRlU9iEd 10V - §

RGO AN ] RS eanAe
SUUO SPIIYD NCA LO

sajepdn yBu-a 1B INBial AR08 ,
noA sia| uslpiend 0Y .

fauuQ Bulsag SPiY ANOA a1y JBUM

1auping A1aes s 10V

OATTOA

TN RIGHT 510V My

fRyIagEg

Py |

fuguunyg

pL

DIURHAERD PULUQ AP PUE 3485 DAGW B vaEy Nk Bupdiag

foeand g fundas ‘3ajes

212MJOS SNUA-PUY !

Hemaild

u0}329304g diemAds 1OV
dn-pay ) Pnduwo) |
3 Aw uo yages
wlc.u:mu _m”pu:wm
sjoasua) dri-dod 4om
UOI}IDI0LG SANA (jEl-]

i

U0|3393044 weds jjew-3 A,

- o uo Kajes

** - uonewsoul Alunoes o3 yull 3oinb e Buipinoid

pa1ybiybiH si uonewloyu| AIINO8S



97

SETNAE J0 SITEL ST10Y pem aseajd "UOIIEULOL BI0W 104 "SIUBLEA pUR
SPSNIA UMOUX [ PAIBP 0} BQE 24 JOU APW ULAG SNIIA 3RO UBWIRI2SI]
g DA 10} U090 BasUBURIdWOD -
sewRpdn dqewoine 'Ased -
DY AQ UBISSNIAZR]Y W 10} 38U 00D »

()8
payoeile auy} BUPBOIAOR SNUIL0D 0] RO ¥31ID 8S8sld

(3700 90 81) "} pasedai
Alngssaoons pue (SNUBWILDENR NDA U SNAA B PUNDY OV

panedal AQPYSSa3INS pue Pa)IBIAP SN

SNty UolIdjoid SNIIA |

Aq pajpajoid

@ pastedal A)|n§s5a3Ins pUe paydalap snity (7

' rsluswiyoeny
lew-3 Jo buluueog snii 8844



98

eradld plomiAay OV

“SIEARGI PUE SIGFO] Ioge
40U UJB3| 1SN YIoMmey FWOY B 948 NOA Ji QAEE] DA LIGAL
PARDOIIN DUIGY NGA Jo 1005 Ju0s aly Busea

@YY 8} BAGIY B JIOMIAA 1341010 4 0) Budauuoy

*JBULBIY B4} 0} PaOBULCD :
SABAAE 9.8 NOA ISNBIBY LUORIBUUOD
pasds-ybig B Ypas [BIUSSSD S| el v
fllemaang ¢ paay | og

REany paxsy A 1.4

I SRIAY 107 »
*4andwiod oA BUMOBSI W04 SWIOM
uoheWIOU 3Jo JO 4 pUB SSNUA SWOS W1sAaLd Buidiay pue
SIa40oBY 0] BI0ISIAUL D INOA Hupjew 'Jauiapy
BU] puB IBNUWOD INOA USSAASY JalLiBg
ﬁ © S3PIACId JBUY] BIBAPIRY J0 BIGMYOS
10 80aid B Si IBARSIY 8 'S0BNE Jandwiod
injuney JEUBBE SSUSJSP JO BUY 1S4} HYL g !
inemang e sy jeum |l R

lleAmaid e UNA Dd InoA BuRdalold

“SAgPNAPd PRJUBAAIN o)
UOHBULION pUe Sl JNOA
a0 sdiay ey} feaaay
SSBN40L3 ' HBwS aY)

Kerows oupap Aq poonte

“TIVAA ADVANRI4 o S
:Nwm Buntio) Koeairg g Kyunsag ‘Kjajes 1o a

KO 88 Vi ey

R

pueqgpeolg 10J |[emalid{ 8814



99

S| (RIUDIRY PrdmAdy 1OV

e

UG URIS 186nd) S[Hesiq  unoaoe ON G AUG SpiY BIOHOASIBIS L
SOY DA 00 UDIS UBD OUAM (00D on Risus s
“auuo spiy 1ead digy o}
A0 10 puUiy pus SUTITIETAD ULESIA & ON [ S
ON uss) suniepn ERCHSTO v
UEIPIEND 10V
pue T SRS U} oN [B4BURH SUSSIPUGLT €
NoGe 210U Uiea
joNuoY ul 189 ON ues} Bunop IR TB090S z
S8\ i) TUIISASIRE b
asuauadxi auluQ 3sog ; ,
3y} P|iyD N0, BAID 0} 5j00L Pl hmﬁaih. €)EINGIY P Aiotiaws v BleN UIBIG )

*AAD[AY BUIBY USBIDS S0
NCA Lo BUPID A PIYD ANOA 10} SO0 Bulsixa 1P Jo AoGawed abs ay) abusyD

sjo4juo) |ejusied up3

*SSE000 JUILO JO [2AD] UAD S LA BILBU LSB0E D)8edos B JOGUIAW AU} UOBD 3AID

“Jauisiy
B} 34NS 0} SIVSA0IY (BLITIX BUISN WO PRYS
INOA JBAD diBY 1AL SOALOD SSE00Y JBLIGI

$[043U0Y) $53IDY 1LY

i iyt g

sizsx ~ SIO13UOD [BUDIRd 1OV 5T

~ sjenuod eyunied 10Y g

S|0J1U0Y) [elUBIRH PBOUBAPY



100

aremAds tpromlay 10y

TEES SHIANLY 0V diey alow -

*aseunubiu amesmAds ay) Buideoss
o T VSRS 196) IPHOM Od -

BIBANDE g SIBANAGS (0410 PUB PIOAB
‘ANuispl disH 1epasog abessaly -

MON JElsu|

LAAOIBG LIORNG
QU3 4ONS ' an0U wieaboad SIUj EIsUL O]

‘ammAds ayssod
SACWSI IO B)HESIH PUL 1318P HiBy UBD
weuboud uoiaS)0ly s1emAds 80T

{3 aneqgy og
FHED JUHMA

[ (5] pl s PR

OV Wodp SPoauU0dsip

9SNED IO UMOP Dd IN0A MO|S
0S(e UBD SeMmAdS "SNoNSAY
INOA JPUSUBL) PUE PI0DSS UBAB
10 /peoBiv, 89 0} RiNdwo2
INOA a|gBLE 'qaA BUJ JUNS NOA
s HONBULION feu0s sad
FIBH00 J0 OPUOW UBY SIBUO

‘afied awIbY $,498A0040

inoA Bufiueya o spe dn-dod
BUIAMCUS a)f SBOUBAGULIE JOUILE
SNV LB 2WOS "slpapaouy 10
JASUOD INDA 0L SSWNAILOS
' 19INdWod NoA uo payeisul
swigifoud jjews aus aemAds

Uo1329}0i4 aiemAds Jov a

alemAdg

1suleby uo1109)0.

puUB |BAOWS



101

90BJI81UI BUO WO} 18S a(
0] sbumes Ajnoes s aindwod e |je bulig
[IIM YyoIym “asjusn) Aiinoag pue A1ojes e
" 'U00S
Bulwon OV JO sainjea4 MaN



102

Fa 3meA m.:.ﬂuswg [a (0) sdn.dog Sunpoig () T. (1) mopuizy ) wprodsdor o §F =

_Hl URUO URDGSNIA (PICMASY TOV  THOTPRUKEIE T =300 0 31T
y 11eML 338 wi20pn
idewoine Ajiny pue spaoamssed ou ‘dn 135 03 ASED S,3{ «
“JOV 01 uo ubis noA awyy A1aAd sajepdn Jewolne
YIM SISAIA UMOUY WOLj PI3I3104d 5] Jd INOA «
pajosioid asnohans [T aNE)
axew sdjay 8anias snua-nue mau 0y (L)Y Q.—ﬂ:.
*$S8|9SN S,11 J0 31emyyos anod ajepda Apueisuoa xu_ﬁ(
01 paau noA wdwos 1nok 1323044 03 Japuo uj
n. .
ssas  swowyma  PEORTNE SR L ke :PaYIA0LY
:ﬁ: cs —.—omm E::Qm 10 A 004 0 1yBrog
- SasnIIA 1a)ndwon map gog o HESSUNYOIW

XA 89 O T 0¥ A9 04 037BN0Ng - SUND LIS

**'asn 0} Ases aue ey} sponpold Ajunoas meN

sjonpoid Alundoag maN



103

By ou

ajqejieay usym aw AjoN

*$8j dn pERoeq INCA 0] $88298 OLISHI UBD
NoA 1Byl 24nsus digy 0} payejold pioarssed pue paldiiaus sieled «
'$82008 JRUIO Yia Jaindliod Aue WoJl Sejij tn paxoBd NOA SAIRIRY =
jAllBonEwomNe
2U0p 348 SANXOLY Y] PUE JUBAL NDA SBJI} YOIAL BSOOLD NOA jASBO S) «
‘ainfe) WAISAS 10 WaAS By U 83)) BUISO] 1NOGR SaLLI0AL SS9 S8 2184)
os 'Aep A1ona $2)y Inok dn ydeq fesnewone ues dnyoeg
3i14 J0Y "hoA 01 1S0W a4} UBaW jeu) 3 10a104d By UeD NOA MO

"Pa13A0) 531y anok sey dnyjpeg 3)14 1OV “4a15€3 SYy)eaIg

| ju0os buno) * dndVg 314 g

<ar=

** "U00S Bulwod ase jey) syonpo.d ANdes map

sjonpold Alundoag maN



104

AR I IERTY

Aganoas anok Buioueyus ~

SUUO B4N0A USUYM S3BPAN ARIRUIOINY « UoRUMDIL) jeuosdad oA [eals 0} BuiAly
‘0p 0} NOA 10} SS3| SUBBW $8ABIU] Apjuapt 1suiede LoD PepRE SOPIADI «
Y3IYah — ARDJ[E 2D HOOIQ O} JJBAM NOA JBUAA SUIBDT » Sd AN0A U SI3Y0BY USRI Jaiig 8 $30R|d «

Jea 14y xapduios e 10 uonpnjos ApIndas ajduns ayl safda Buplud wioy) Hd ok sapy flemaly inpamod v

‘flem AeAlld 10V Yitm s1apmul pajuemun 814 '3|qeisuna jasinok aaes) j uog

¢sinoAaq )1 |1 paratoidun suo puy oy

TR
| -

Ewu.smscu JO spuesnoyj sueds iaxpey sup | /

) _.A!, v

oy
e X 3
Aoy o 13

Bujo TIVAA AOVAIEd g

' "U00s Bulwoo aJe ey syonpold Alinoas map

s1onpold Alinoag mapN



105

ua)ol gsN e buisn 1OV ulyim poddns
ainjeubis [eubip pue uondAious ‘ASMIBN e

Sjunoooe
10V 40} uoddns (unoag ‘apoNssed e

** "uoos Bujwod ase eyl syonpoid Alnoes meN

syonpold Alnoag maN



106

Sample Internet Security Websites of

EarthLink, Inc.
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Sample Internet Security Websites of

SBC Communications
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Sample Internet Security Websites of

Verizon Online
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Verizon Online - Internet Security Center Page 1 of 3

Welcome ta Verizon Online

Home

Verlzon Central

E-Mail & More

Help & Support

My Account

My Web Space

Music, Games & Video
Latest Internet Products
Resource Center
»Control Pad

»Perks

« Announcements
*Instant Messaging
*DSL Support Center
»Verizon Wi-Fi

»Contact Us

+DSL Guide

»Switching Tips

*Onfine White Pages
«Online Yetlow Pages
«System Status

=Dial-up Access Numbers
*Policies Section
»Moving Help

= Internet Security Center

» Safeguard Your
Computer

2 Child Safety Software
More From Verizon

Search | Go Verize

Resource Center

Internet Security Center

Protect, Detect, Connect - Three simple rules for online safety.

Your intemet securly i very important 1o Verizon Onfine. And we aiso know that iying 10 keop up wilha | D220 YIS
the tachnofogy and oplions lor staying sale enline is sometimes hard 1o do. ishing Scar

To keep you up to date on the lates? software and security intormation, Verizon Oniine has created this
intemnet Security Center website 10 combine Security lools and information in one place - $a Staying Safe online is easier.

Baokmark this e 1o0ay! We will continually update Inis site with
OCEMENs 10 this site you won't want to misst

Many of the services fisted below are avaitable, at no addiional cost, o Venzon Online DSL MSN Premium members. If you don’t aiready have Ve
DSt with MSN Premium, sign-up et www.venzan netietierway today!

Protert

Safeguard your Passwords
Guard your passwords fike you woutd your sacial security number.

Choose a password that others cannot guess but that you can remember.
Use 2 combination of fetters and numbers instead of personal information such as binhday of your name,
Don't share yous password with anyone you don't feef comfortable with.

Don'tuse the same password for more than one service.

LRERY

To leam more: Visit GetNeiWise
o take action: Visit Oniing Heln & Suppor for Passwords

Guard Your E-mait
Treat your e-mail address ike you do your password, it is parsanal information that should not be shared carelessly.
Tips:

Enable 3 Spam and domain filer.

Choose an uncommon e-mail #0dress 5o it cannot be easily guessed.

Dan't publicize your name of e-mait acaress on the Interet.

Never reply to Spam or unsubscribe from Spam. That only infarms the sender the address is vaiid.
Look tor and read the privacy Statements of any company or website you use.

{Use separate e-mail adoresses for public and private communigations,

serene

To leam more: Visit GetNs
To take action: Visit Qnu

fise.
Help & Supportfor

Use Parental Cantrols
Parental Conira! soltware aliows you 10 Shield your chifdren from objectionabie material on webSiles, newsgroups, of chat fooms. The software
controf the type of infarrnation your child can reveat and access. AcCess can be controiied based on:

PIGS ratings {an independent raling systen)
web aduress {URL)

user review's of websites

eywards based 0n the Context in which keywords appear
sge group.

erens

Ta learn more: Visit Geth ise Kige
“To take action; 1 yous have MSN Premium, click the safety icon an your Verizon Online DSL with MSN toalbar, select Parental Controls. Verizon

ofters CyerSuter as an altemative to managing Parental Contrals.

Enable Spam Filtering and Blocking
Spam fitering heips yo: manage junk e mai by placing suspoct messages in a separate folder ang delefing them, Spam blocking lets you block
addresses ant e-mail Gomains to heip keep unwanted e-ma;

»  Pick an address that is hard for Spammers fo guess and easy for you to rememnber.
@ Consider crealing separate addresses o 30counts that can be used for onfine purchases, chat rooms and other public postings.

Secure Home Networking
Verizon Onine's Home Nelworking Verizon Oniing home nefworking Soiutions come equipped 10 Support Secure communication between all cot
home. In agdition 10 protecting your computers and data, netwark security prevents unauthonzed access to your Intemnet connection.

htip://www?2 verizon.net/resource_center/internet_security_center.asp 6/8/2004
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Verizon Online - Internet Security Center Page 2 of 3

Taleam mace and take action: Geieiise U §e¢uuy and Home Nesworking EAQs
To sign up: Visit Yerzon Omine Home Netwo

Backup bmportant Files and Information
Backing up your ala is a good idea regatsliess of Internet Security issues. However, the increasing treat of security breaches makes data back
for any Intemet user who values the files ang photos and other information on theit PC. Verizon Online ofters a service called My Storage Place
ihe protess o backing up your important fites.

To learn mare and to take acton: Visit My Storage Piace

Use Caution when Downloading Fites
o heip reduce the sisk of 2 harmiu virs, fites from the internet. File sharing prograrr
often used to share music and video fies (peer-2-peer programs), may be a oiree ol virses s iher el programs that can damage you
syStam or cause your COMpUIer 10 distrbule viruses and spam. We Urge you 1o only Gownioad irom legitimate sites where you know the source
15 legal, relieble, and sale. And remembet, downioading cOpynghlad MuSiC, videus and omer software Withaut permission from the Copyright ow
many popular peer-io-peer sites). can be ilegal and expose you ta Serious Civil and crmina! fabilty.

Be careful when you download (ot fel athers downtoad using your computer). There are 3 wide varisty of safe, fawhsl sitas auaiiable onfine, and
Orline’s DSL Lave site. Stes fike Bhansody for music and Wig Tangent for games.

Detect

Instait Anti-Vitus Software

The most important thing you can do to help keep your computer and important data Safe #om viruses is 10 instali use and update an anti-vins :
program on your computer. The intermiet is constantly monitored far new viruses, and many anti-virus programs can autormatically keep your cof
gate the fates! defection sohware and vitus definitions.

To nelp, Verizen Oniine DSL with MSN Premium Software offers advanced Anti-virus software.

To learn more: Visit GeiNetWise Aise Ant Virs Soliware
To take action: Download MSN Premum 10 take advantage of its anti-virus protections. It you already have MSN Premium, click the safety icon
Verizon Oniing DSL with MSN taolbar, and select Virus Guard.

install a Firewall
Another key way o stay saler oniing is Lo establish a security border belween your compuler and the intemet, blocking Intemet hackers om ¢
computer snd personal information while yoo are online.

To learn more: Visit GetNetWise Euenalls
“To take action: f you have MSN Premum. click the safety Kzon on your Verizon Online DSL with MSN toolbar, and setect Firewali, Verizon Oniir
the ZeneAlam l free for 90 days

Detect Spyware

Spyware, & caich al term for sofware that racks what you do online, s used by some internet comparties to gather your personat data without :
knowledge. Install a Personal Firewall which will detect Spyware and keep your pefsonal dala safe. Both the MSN Premium and 2oneAlarm Prc
sotutions include Spyware protection.

o learn more: Visit GeilietVise Spotign: o Sovw:
To take action: It you have MSN Premium, cick the salety ion on your Verizon Onfine DSL with MSN toolbar, and seiect Firewall. Ot downioad
ZoneAtarm Pre firewal tree for 90 dsys.

Use Pop Up Blocker
Detect and block pop-up ads before they faunch, Blocking pop ups not anly saves you time i can aiso help Hiwart security issues by semaving tt
*mis-chiok® 10 toad of launch an unwanted program or Sefing change. Verizon Online DSL with MSN Premium Software inciude 8 Pop-up Blocke

Pop:

Yo tearn more: Visit Fopup blogking with Mg
o Sk the “safety icon on yaur Varizon Oniine DSL with MSN faclbar, and select Pap-up Guard

T take action: It you already have MSN Pr

Conneet

Staying connected to accurate, relevant intormation avaifable on the web is time consuming-but not for Verizon Onfine customers. We've done t
you. Below are the sites we recommend you visit reguiarly. We'l continually mionitor the Internet for new Sites and provide only those sites we &
relevant and accurale.

GetNetWise
my : SEIETRSE OIE
This 18 2 great resource site that provides tips, 10015 and advice ot keeping chitdren sate onfine, stopping unwanted e-mail and Spam and prote:
computer and your personal information.

Micrasoft Security

Hicrosons sie pvevmes  Septh niormation covering  wide range of security topics including security bulleting and virus alerts as well and fink
specitic product upgates and ools

Stay Sate Ontine

Take a sell-quided cyber secuhly test that will score how well your doing 10 protect yourself. Tius websile also provides educational information
how 10 sateguard your system.

MSN Kids
pkiGS msn Lo
Send your ohildren to & kidendly sit theyl fove with 1o warty about abjectionable conlent. MSN Kids includes games to play and actiies to
coloring, musiz, and reading. There are aiso Things to fearn, like news, animal facts, and weird Stutl that can even be categorized!

Tm Nanonnt Center for Mvssmg and Exploited Children
SiGkids O
e Sarest o i

vn‘clmabon 1eport a hammiul content you find oniine, and view tips for keeping your Kids sate online and in their daily

3t | E-Mail & More | Heip & Support | My Account | My Web Space

Home | Verizon Centra
~ Music, Games & Video | Latest Infernet Products | Resource Center | More From Verizon
verion ..o S

e prmgrms ey iy

http://www2.verizon.net/resource_center/internet_security_center.asp 6/8/2004
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Search |

Go Veriz¢

Resource Center

Internet Security Center

Learn about the tatest Internel-borne threats and get information on safety updates and precautions.”
You woult never feave yout home unprotecied from outside ihreats, $o why leave your computer vuinetable? With ihe increase in the numbet of v
farses and hackers on ihe Web, keeping your computer protected is more important than sver. Keep up with the fatest viruses, get ips for keepin:

sale and more. Bos

Threat Watch List

Name Discovered
Sasser 4130104
Phishing Scam Alert 4121104
W32 Beagle.J@mm v2/04
International Modem Dial Scam NiA

W32 Netsiy. B@mm 21804
Mydoom 128104
W2 Beagle A@imim 118104
Mimait rri04

s site and check back often for updates.

Comments

Also known as: WORM_SASSER, Wa2/Sasser.wonn

Sasser spreads to Windows 2000 and Windows XP PC's via the Intem
nebody is using the PG at the time. The worm infects PCs withoul any
part of the compuder user.

teara More

A tash of e-mail scams have been igentities on the tntemet in recent w
recent e-mail version claims 10 represent "Venzon Accourd Speciatist
asks Verizon cusiomers 10 update theit Verizon Onling billing informatic
87.99 processing fee. The e-mai contains a “click here® bnk hat sctusl
the e-mail recipients to a fraudulent Verizon look-atike site to complete

THIS MESSAGE IS NOT AUTHORIZED BY VERIZON. IT1S A SCAM.
Leam More

Also Known As: W32/Bagie j and W32 Beagte | This virus contains me:
that are constructsd with Several parts to efiectively Customize e eme
ppear to be a legitimate E-Mail waming nafification trom your internet
Provider.

Leamn Mote

Venzon Onfine has been slered that fhere is a known Internet scam 13
who downioad software from the ntermet, leading users lo unknowingly
charges - often running to the hundreds af doliars - on their phone bill

Leam Mare

Aiso known as: Maogiown. W32 Netsky.B is a mass-mailing worm that
SMTP engine to Sena itself 10 the email agdrasses it tinds when scanni
drives 2nd mapped drives. Tis worm also searches drives C nrough 5
names contaning “Share® o *Sharing,* and then copies itset to those
Subject, Body, and email attachment vary.

Aiso Known AS: Myaoom.B [F-Secure], Wa2/Myodoom.b@MM (MoAfee
WORM_MYOOOM B [Trend], Wind2 Mydoom. B [Computer Associates
Worm.Mydoom.b {Kaspersky]. Wa2MyDoom-B {Sophos]

Leatn b

Also known as: 1-Worm, Bagle [Kaspersiy], WORM_BAGLE.A [Trend),
{Sophas], Waz/Bagie GMM [Mcalee], Win32 Bagle A [Computer Assot

Also known es: W32, Mimail.P @mm, W32/Mimait p@ MM (Mcalee], Wit
{Computer Associates], WORM_MIMAILP [Trend], WORM_MIMAIL A
WaZMimait @MM (McAlee], Wind2 Mimail. A {CA], W32MMimail-A [Sop!
‘Warm.Mimail [KAV], W32/Mimait.c@mm {McAfee], Worm_Mimail.C [Tr
W3Z/Mimail-C [Sophos], Mimail.C [AVP), Wa2/Mimail @ mm IMcAtee)
jorm_Mimail O [Trend], Wa2iMimai-D [Sopnas], Mimail D [AVP].
W32itimait.e@mm McAtee]. Worm_Mimail € [Trend), Wa2/Mimait-& |
Mimail E [AVP], W32 Mimait L @ mm [McAtee}

Please nate: There are 2 variely of virus watch companies who manitor, identity, and sometimes name the latest foreats. Names and acronyms.

{suich 25 [KAV}, [Sophos}, etc.) reference Inese companies.
How te Sategua o Yeur Comprter
Follow these 3 steps (o help protect your computer from potential threals;

Step 1: Activate a Firewall
it you have a personal firewall, make sure that it is enabied. A firewall wit

http://www2.verizon.net/resource_center/threat_watch_list.asp

Hew te Remove a Threat iem Yo Compunes

Foliow these 2 steps:

Step 1: Protect Your Computer
It is recommended that you totiow the 3 steps outiined in the

6/8/2004
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Verizon Online - Internet Security Center - Threat Watch List

heip to protect your computer by Stopping Unknown intrUSIans ang
controlling what gets into AND cut of it. I you go ol have a tirewat, you
can purchase one like mifl) Pro. As a Verizan Onfine subscriber
¥ou can try d free for 90 days

Step 2: Use Your Anti-Virus Software

it you aiready have anfi-virus software on your computer, make sure that
you have the tatest updates. Please contact your anti-virus softwase vendor
i you are unsure as to whetnar Gr not you have the latest updates.

Step 3: Get the Latest Windows Update(s}
1 you use Microsoft Windows, make sure you have the most recent
updates, To do this:

Ciick the Start butten In the bottom lgft comer of your screen.
Select Winows Upaate:

Foligw ihe instructions to instalt he Tatest updates.

# you can't find Wiadows Update on your computer, go directly

107 DHIp WSO UL BHIE MRIOSSH COr

sees

Page2 of 2

Salequard Your Camputer® section. This will hetp 1o ensure I
computer is protected fram any other potential threats.

Step 2: Find & Remove the Threat

Search {or the virus on yOUr SyStem using your anti-virus soft
ot have anti-virus Soltware or fesl your software isn't workir:
search your compuler using a web based virus scar, Such at
Once you have igentified the virus, use the removal 101 1o ge

Home | Verizon Central | E-Mail & More | Help & Suppon | My Account | My Web Space
o Music, Games & Video | Latest Internet Products | Resource Center | More From Verizon
VOFIZON oo s

Wt joogrrs ey ity "

hitp:/fwww2.verizon.net/resource_center/threat_watch_list.asp 6/8/2004
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Resource Center Announcements - Phishing Scam Alert
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Phishing Scam Aicst. What It Is aod What You Can Do Abaul ft

Phishing scams uss fraugutent e-mail addresses and Web sites designed 10 00! users into providing personal
data such as credit card numbers, 5CCOUNt User names, passwords, social security number, etc. By imparsonating
the trusted brands of well-known banks, onfine retaders, and other established businesses, phishers are able to
convifice recipients to respond to theit inQuines of requests for personal mformation.

A rash of e-mail scams have been identied on Ihe Intemet in recent weeks. One recent e-mail version claims to
represent “Verizon Accourt Specialist Services™ and asks Verizon cusiomers ta update their Venzon Oniing biling
inlormation o 2void a 37.99 processing fee. The e-mail conlains a *click here” fink that actually forwards the &
mal recipients 1o 2 fraudulent Verizon look-alike site to compiete a form.

THIS MESSAGE IS NOT AUTHORIZED BY VERIZON. IT 15 A SCAM,

Appropriate achon is being taken by Verizon ta address this situation.

Be aware that a legitimate e-mail from Verizon will 1) never ask you tof your passward, social securty number,
credit card number, or any other sensitive account information and, 2) never include any atiachments. i you
1eceive such an e-mail allegediy written on benall of Verizon, do not seply 10 it, Instead Verizon strongly rges you
10 take the foliowing actions:

Do not reply 1o the exmall
Oelete the message mmediately.

Do not open any atiachments associated with the Suspected e-mail

Do not click on any associated Knks or it out any infarmation that the e-mail may be requesting.

rwna

To Learn More Visit These Additional Links & Resources.

*  tow Notto Gel Hooked by
»  Verzon Onite e Sec.

Home | Verizon Centrai | E-Mail & More | Help & Support | My Account | My Web Space
Music, Games & Video | Latest Internet Products | Resource Center | More From Verizon
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Resource Center Announcements - Important Information on the Sasser Worm

Welcome 1o Verizon Online

Home

Verizon Centrai

E-Mail & More

Help & Support

My Account

My Web Space

Music, Games & Video
Latest Internet Products
Resource Center
»Controi Pad

»Perks

= Announcements
=instant Messaging
=DSL Support Center

= Verizon Wi-Fi

«Contact Us

«DSL Guide

»Switching Tips

=Online White Pages
»Online Yellow Pages
»System Status

= Dial-up Access Numbers
+Policies Section
»Moving Help

=internet Security Center

«Sateguard Your
Computer

+Child Safety Software
More From Verizon

Search| Go

Resource Center
Announcements

Important information on the Sasser Worm

There is & known worm {referred to as W32.Sasser.A and its varianis) altecting Internet users worldwide. Sasser
spreads o Windows 2000 and Windows XP PC'S via the Intemet, even if nobody is using the PC at the time. The
worm infects PGS withoul any action on the part of the compules user.

After a machine gets infected, the worm will star 1o spread 1o Diher computers. As a side effect, users might see
error messages and experience their computer rebooting sepeatedly. Microsoft has a paich available and we urge
you to agply the upgate immediataly.

In arger 1o help protect your computer, ybu should follow the steps betow:

1) Activate a Firewall
# you have & personal firewall, make sure that it is enabied. A firewall will el o protect your computer by
Stapping unknown intrusions and controling What gets into AND out of your computer, # you o not have
firewall, you can puichase one fike ZooeAamR] Fre. AS 2 Venzon Onfine subscrber you ean try ZeoeAlarniF}
Fre tres for 90 days.

2} Install the Security Patch & the Latest Windows Updates

To instalt the palch ar yous eperating system, 9o to Mictsoll's Sesser migrmation site and tollow the instructions
provides.

To ensure that you have the latest Window Update:

Click the Stan bulton in the bottom ek comer of your screen,

Setect Windows Update from the menu.

Foliow the instructions 1o instal the latest updates.

if you carit find Windows Update on your computer, go directly to: niit

nees

WSES UEI0tE MEDEOR SO

3) Uise Your Anti-Virus Software
¥ you aiready have anti-virus Software on your computer, make Sure thaf you have the latest updates and ra
complete system stan immediately.

4} Run the "Sasser” Worm Removal Tool

# you think thal your compuler may be infected with the "Sasser* worm go to the Symaniec s and toliow the.
instruchons to run the Sasser womm removal tool. For detailed information and additional patehes go 1o the
You Srouis Knew ADoul 1ne Sasser WOIm 2nd ks Vananis” article on the Microsolt se.

gt

5} Visit the (ntemet Secunty Center
Leam aboul the Iatest internet-bome threats and get information on safety updates and precautions on the

e Secury Cerner. i the problem persists please comtact your Operafing System vendor or
your Computer Manulacturer.

Home | Verizon Central | E-Mail & More | Help & Suppert | My Account | My Wep Space
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Zone Labs: Special Offer

Help Fight Hackers with a PC Firewall from Zone
Labs

With your Verizon Internet service, you have the tools and freedom to do
everything you want online. But it's important to make sure you and your PC
are safe.

Hackers, data thieves, and cybercriminals continually develop new methods to
break into computers, while malicious programs, such as worms and Trojans,
are circulated to unsuspecting computers in an attempt to erase information,
spread themselves, or spy on you.

Zone Labs' ZoneAlarm® Pro blocks these and other emerging Internet threats.
It also helps protect your privacy and has features that guard your identity
from being stolen.

Special Verizon Online Ofter
$39.95 (Save $10)

ZoneAlarm Pro helps protect you and your computer in these ways:

Firewall blocks known and unknown threats

Antivirus Monitoring heips make sure your antivirus seftware isn't

turned off and is kept up-to-date for complete protection

Automatic Program Control tells you whether to allow or deny

programs requesting Internet access to ensure malicious programs can't

"phane home"

Privacy and ID Theft Prevention with ID Lock, Cookie Control, and

Cache Cleaner features

MailSafe quarantines 47 types of suspicious e-mail attachments and

monitors outbound e-mail for virus-like behavior to prevent a rogue e-

mail from being sent to everyone in your address book

+ Ad Blocking blocks pop-ups, pop-unders, and banner ads so you can
surf in peace

+ Easy Install & Set Up allows you to be protected in minutes with "set

and forget” security

.

.

If you'd like to try out the protection of ZoneAlarm Pro for 90 days free of
charge, download the triaf version for free.

Software is provided by Zone Labs. Verizon Internet Services Inc. ("VIS”) and GTE.Net
LLC d/b/a Verizon Internet Solutions ("GTE.Net”) {collectively referred to herein as
"Verizon Online™) do not provide software and/or products offered on this Web site.
Verizon Online makes no representations or warranties of any kind, either express or
implied, including, without limitation, warranties or conditions of title, or implied
warranties of merchantability or fitness for a particular purpose, or non-infringement.
Verizon Ontine is not r ible for ining or i

warranty the product offerings of this Web site. In no event shall Verizon Online be liable
for special, indirect, exemplary, or consequential damages or any damages whatsoever,

http://download.zonelabs.com/bin/promotions/verizon/index.html

and we do not guarantee or

Page 1 of 2

Proven PC Protection

With over 25 million PCs
protected around the globe,
Zone Labs' award-winning
personal firewall technology is
the world's most trusted
Internet security sofution.

Find out more

Zone Labs Technical Support

ZoneAlarm Pro Demo
{requires Flash player)

nEW!

'”Isaeaoemo f
&

Need Flash Player?

6/8/2004
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Zone Labs: Special Offer Page 2 of 2

including but not limited to loss of use, data, or profits, without regard to the form of any
action, including but not limited to contract, negligence, or other tortious actions, all
arising out of, or in connection with the use, misuse, copying or display of the products or
services presented on this site. Zane Labs is solely responsibie for their own obligations
to you. If a product offered on this site does not function as described or represented by
Zone Labs, your sole remedy is to return it to seek any remedy from Zone Labs.

* - One or two years of access to updates, support, and services included with purchase
of Zone Labs security software; annual maintenance contract required for subsequent
acCess.

|

Copyright ©1988-2004 Zone Labs, Inc.

hup://downlead.zonelabs.conv/bin/promotions/verizon/index htm} 6/8/2004
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Intergovernmental Relations and the Census

Mr. Chairman and Ranking Member Clay, thank you for inviting the Cyber
Security Industry Alliance (CSIA) to testify before the House Subcommittee on
Technology, Information Policy, Intergovernmental Relations and the Census.

This is the first opportunity I have had as the Executive Director of the Cyber
Security Industry Alliance to testify before Congress. Tam pleased to speak
about the cyber security challenges facing home users and small business today.

1 will cover three areas in my testimony.

s The purpose of CSIA and how we view the issue of cyber security;

e The importance of securing home and small businesses and the challenges
they face today;

o The activities underway to secure home users and small businesses;

Before 1 begin my remarks, I want to commend Chairman Putnam for his
leadership in the area of cyber security. The Corporate Information Security
Working Group has made significant contributions to advancing dialogue,
understanding, and awareness of cyber security policy issues in both the public
and private sector.

CSIA’s Approach to Cyber Security

The cyber security industry plays a unique and critical role in enabling the IT
revolution. We ensure the confidence, reliability, and trust of information
networks. While we are suppliers, we must work closely with both the producers
of hardware and software as well as consumers ranging from large enterprises to
small businesses and home users. Our member companies partner with suppliers
to make products more secure and protect end-users from attack. We must
remain agile, responding daily to new threats and vulnerabilities on ever changing
systems and devices.
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CSIA is dedicated to enhancing cyber security through public policy initiatives, public
sector partnerships, corporate outreach, academic programs, alignment behind emerging
industry technology standards and public education. Launched in February 2004, the
CSIA is the only public policy and advocacy group comprised exclusively of security
software, hardware and service vendors addressing key cyber security issues. Our Board
members are almost exclusively CEO’s and are committed to advancing cyber security
policy.

Members include: BindView Corp; Check Point Software Technologies Ltd; Citadel
Security Software Inc; Computer Associates International; Entrust, Inc; Internet Security
Systems Inc; NetScreen Technologies, Inc.; McAfee formerly Network Associates, Inc.;
PGP Corporation; Qualys, Inc.; RSA Security Inc.; Secure Computing Corporation and
Symantec Corporation.

We encourage the membership of other firms with substantial business and technology
offerings in cyber security. In addition to our Charter and Principal membership
categories, I am pleased to announce today that the CSIA Board of Directors has approved
two new affiliate membership categories to facilitate the participation of small security
firms as well as large IT hardware and software firms. The affiliate memberships will
allow firms to participate in CSIA working committees and events.

CSIA’s approach to cyber security policy can be defined by four tenets each of which
relates to today’s topic:

e First, we must not only protect systems against viruses and worms but we must also
authorize and authenticate users and encrypt sensitive information wherever
appropriate. Cyber security spans the confidentiality, integrity, and availability of
information systems.

e Second, CSIA believes cyber security should primarily be seen in terms of business
and economic security. In the post 9-11 environment, there are frequent attempts to
define an issue in terms of “homeland security” in order to drive action. Cyber
security has been no exception. While we do not discount that terrorists will likely
Jaunch cyber attacks against critical information infrastructure, they are not behind
today’s attacks which are costing the U.S. and global economy billions of dollars in
lost productivity, personal identity, and intellectual property. By increasing cyber
security for economic reasons, we will have the fortuitous byproduct of hardening
information infrastructure against potential terrorist attack.

» Third, the private sector is in the best position to improve cyber security. This is
consistent with President Bush’s National Strategy to Secure Cyberspace which
states that, “in general, the private sector is best equipped and structured to an
evolving cyber threat.” It is also consistent with the recently released Business
Roundtable (BRT) cyber security framework which states, “traditional regulations
directing how companies should configure their information systems and networks
could discourage more effective and successful efforts by driving cyber security
practices to a lowest common denominator, which evolving technology would
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quickly marginalize.” The BRT continues that a regulatory approach could result in
more homogeneous security architectures that are less secure than those currently
deployed. Given the complexity and dynamism of cyberspace, the marketplace
will provide in most cases the necessary impetus for improving IT security.
Finally, in those instances where existing market forces fail to provide such
impetus, incentive programs that rectify market shortfalls and encourage proactive
security solutions should be considered and adopted as appropriate.

s Fourth, we look to the Federal government for leadership. The Federal
government should foster collaboration, reduce legal barriers, and lead by example.

The Importance of Securing Home Users and Small Business

Security Enabling E-Commerce

Mr. Chairman, home users and small business make up a very large segment of the current
and potential computer market. Current and prospective home users encompass some 270
million Americans. According to the House’s Small Business Committee the category of
“small businesses™ in the United States includes over 22 million non-farm firms, making
up over 50 percent of private-sector workers. And, small businesses obtain 33 percent of
federal prime and subcontract dollars.

1t is useful to define the number of home users and small businesses in the terms of the
growth of broadband service. According to the Federal Communications Commission,
high-speed Internet access in the United States increased by 42 percent last year as some
8.3 million bomes and businesses signed up for broadband service,. Driven largely by new
residential and small-business customers, broadband use grew to 28.2 million lines by the
end of 2003, While not all home users and small business are operating in an “always on”
broadband environment, the numbers are expected to continue to grow, particularly in light
of President Bush’s goal to ensure affordable access to broadband to all Americans by
2007.

Broadband will create a greater potential for e-commerce. The potential for e-commerce is
enormous; the next round of innovation and services on the Internet can only grow if home
users and small businesses are confident in their information systems. Security is perhaps
the greatest obstacle to the expansion of on-line commerce and services.

Security Challenges

Home users and small business face a challenging environment--identity theft, and on- line
fraud perpetrated via phishing scams and bad actors using spyware, to name just a few.
Home users and small business will be slow to drive on-line commerce given these
challenges.

According to a Federal Trade Commission 2003 analysis, identity theft affected nearly ten
million Americans and cost almost $53 billion over the previous year. Incidents reported
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to the FTC increased 73 percent over the previous year and accounted for 43 percent of the
complaints fielded by the FTC.

CSIA member firms report that we have seen an increase in computer viruses designed to
steal victims® personal information. One reported in March that the last six months of
2003 showed over a 500 percent rise in the volume of viruses that constituted threats to
user privacy and confidentiality compared with the first six months of 2003. Another
member firm said reports generated by its VirusScan software of what it calls such
"potentially unwanted programs” grew to nearly 2.6 million in March from 643,000 last
September.

Phishing attacks use “spoofed” e-mails and fraudulent websites designed to fool recipients
into divulging personal financial data such as credit card numbers, account usernames and
passwords, social security numbers, etc. By hijacking the trusted brands of well-known
banks, online retailers and credit card companies, phishers have been able to convince up
to 5 percent of recipients to respond to them. In April there were over 1,000 unique
phishing attacks reported to the “Anti-Phishing Working Group”—a 180 percent increase
over the number of attacks in March.

Home users and small business also face adware and spyware. Adware constitutes
programs that secretly gather personal information through the Internet and relay it back te
another computer, generally for advertising purposes. This is often accomplished by
tracking information related to Internet browser usage or habits. Adware can be
downloaded from Web sites (typically in shareware or freeware), email messages, and
instant messengers. A user may unknowingly trigger adware by accepting an End User
License Agreement from a software program linked to the adware. Many manufacturers of
free programs rely on adware to profit from their no-cost products. In some cases,
manufacturers also make ad-free versions of the same freeware and shareware products
available for purchase.

Spyware are stand-alone programs that can secretly monitor system activity. These can
detect passwords or other confidential information and transmit them to another computer.
Spyware can be downloaded from Web sites (typically in shareware or freeware), email
messages, and instant messengers. A user may unknowingly trigger spyware by accepting
an End User License Agreement from a software program linked to the spyware.
Hijacking programs also fall under the spyware label. Hijacking programs often use
deceptive dialogue boxes to trick users into installing them. Others exploit vulnerabilities
in browsers to integrate into the user’s system. Upon installation, these programs might
change the user’s home or search pages or even use the hijacked system for unauthorized
activities.
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Activities Upderway to Secure Home Users and Small Businesses
Market Solutions

With this in mind Mr. Chairman I would like to offer a few examples of how the private
sector—particularly the cyber security industry—is improving security for home users and
small businesses,

Two CSIA member firms have established partnerships with leading ISPs to provide
security solutions to home users and small businesses. In one case the security vendor-ISP
partnership has blocked more than a billion virus attachments from reaching its members
since it launched automatic e-mail attachment screening and premium anti-virus protection
roughly a year ago. The ISP stated the service has protected each of its members from an
average of 30 different virus attacks, or an attack every ten days. Services are expanding
as well using more advanced services to scan all incoming and outgoing attachments to
members' e-mail each day for known viruses. If a virus is detected, the attachment is
automatically cleaned of the virus, or, if the virus cannot be fixed or quarantined, the e-
mail is returned without the infected attachment to the original sender with a notice that
their attachment contained a virus. The virus definitions are regularly updated.

In another case a CSIA member firm is offering an antivirus and firewall subscription
bundled with an ISP's service. Rather than having to pay for a security software package
and a year of updates--which must then be renewed a year at a time--this offering lets
consumers pay through their ISP billing.

The bundling of antivirus and firewall protection with an ISP is a significant development.
I recall several years ago when this was initially proposed and it met with resistance. Now
we see partnerships developing between the security community and the IPS’s to provide
consumers real time protection and support services.

In addition to protecting against viruses, authentication and encryption technologies assist
home users and small businesses. This is a challenging environment given that a recent
survey revealed that 70 percent of people would reveal their computer password in
exchange for a candy bar. Thirty-four percent required no bribe. Family names, pets,
football teams were used by many questioned to provide inspiration for a password. A
CSIA member firm survey found that many people volunteered important personal
information, such as their mother’s maiden name or their own date of birth.

Maintaining on-line identities is becoming a burden for many people who, on average, use
20 sites that require them to register and log-on afterwards. To ease the burden, two thirds
of the respondents said they use the same password. A third of the respondents said they
shared passwords or wrote them down to make it easy to remember which one to use.
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These statistics show that home users and small businesses would greatly benefit from
greater use of two-factor authentication. With this context, I note another CSIA member
firm announced a partnership with a major operating system provider to develop a version
of its secure ID token to support the operating system. The system will provide an
additional layer of security. Under the plan users will only be asked to remember a single
PIN (personal identification number) when the token is used to access the operating
system. A rotating password will be supplied via the CSIA member firm.

Other CSIA firms offer other forms of protection for home users and small business in the
area of encryption. One such technology enables individuals to protect confidential
communications and digitally stored information with an integrated solution based on
strong, broadly adopted security technology. The service includes e-mail, file and disk
storage encryption. Together, these features provide strong security for an individual’s
confidential information no matter where it is located—stored on a computer or laptop, at
every point in transit through email, or on a recipient’s computer. The service integrates
with popular email applications and operates on all mainstream operating system
platforms.

President Bush’s National Strategy states that home users and small businesses can help
the nation secure cyberspace by securing their own connections to it. It continues, that by
installing firewall software and updating it regularly, maintaining current antivirus
software, and regularly updating operating systems and major applications with security
enhancements are actions that individuals can take to help secure cyberspace.  Indeed
individuals should take these steps, but what has changed since the National Strategy was
issued in February 2003 is the partnership between the security industry and the major
networking and operating system providers. These partnerships—which are largely market
driven--have eased the burden on the consumer while working to secure cyberspace. 1am
confident that other security vendors will have additional partnerships with ISPs,
networking, and operating system providers in the coming year in several areas of
information security, making a range of services more easily available to customers.

Mr. Chairman, [ want to briefly address legislation currently under consideration by
Congress regarding spyware. 1 would caution against legislation that attempts to address
spyware through technology and not behavior. Technologies similar to those used for
spyware are used by security companies 1o secure computers with automatic updates and
anti piracy programs. Government should punish those that deceive users while allowing
while allowing the development of innovative technologies that will increase security.

Awareness

While partnerships have developed between security firms and networking and operating
system providers, awareness still requires attention. Raising awareness is also a key factor
in addressing the security challenges home users and small businesses face today. Iam
pleased to announce today that CSIA has joined the National Cyber Security Alliance
(NCSA).
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Mr. Doug Sabo, Member of the Board of Directors of the National Cyber Security Alliance
and McAfee’s Director of Government and Community Relations, testified before this
committee on April 21 on NCSA’s activities. NCSA is the only 501(c) 3 focused on
delivering cyber education to home users and small businesses. NCSA is a true public
private partnership. NCSA works closely with the White House, Federal Trade
Commission, FBI, the Small Business Administration, the Department of Homeland
Security, the Department of Commerce, and other government agencies at the federal,
state, and local level.

NCSA understands the important role that bome users, small businesses and our youth play
in contributing to our overall cyber security. NCSA has developed a number of
initiatives; including an awareness campaign targeted at home users and small businesses.
Through the NCSA website: www staysafeonline.info visitors can find self-tests, security
tips, and helpful links. NCSA will also produce toolkits for small businesses and
subgroups within the home user audience. These toolkits will include materials,
guidebooks and training programs. NCSA is also developing a major effort that will focus
on educating youth on cyber security practices to make sure the next generation of users is
cyber secure.

CSIA will act through the NCSA to raise awareness for home users and small businesses.
Conclusion

Mr. Chairman, before closing I want to highlight an area where CSIA believes the Federal
government is demonstrating leadership that relates to home users and small business.

The U.S. government has a strategy centered on the creation of a “citizen-centered E-
Government.” Central to enabling the implementation of e-government services in the
U.S. is the Federal e-Authentication Initiative, which is administered by the General
Services Administration (GSA). While this program has struggled in the past, we see new
momentum and leadership—the fourth tenet I described earlier. For example, at this
year’s industry-wide RSA Conference in San Francisco, the GSA hosted the first multi-
vendor interoperability lab which included an interactive demonstration of Secure
Assertion Markup Language (SAML) v1.1 SSO interoperability. Some of CSIA’s
member companies have already been approved for use by federal agencies in
implementing the government’s E-Authentication Initiative, placing CSIA vendors
squarely in the U.S. Government “Circle of Trust” for enablement of e-government
services. This program will ultimately have a direct impact on the security of home users
and small business.

Mr. Chairman, thank you for inviting me to testify today. Home users and small
businesses face significant cyber security challenges today. The security of each is critical
to the future of e-commerce. The security industry’s role is unique and critical. We must
partner with suppliers to make the software and hardware more secure as well as protect
home users and small businesses from attack. Over the past year the security industry,
partnering with ISPs, and networking and operating system providers have begun to
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provide solutions to home users and small businesses. These partnerships have cased the
burden on both. However, we must be active, engaging with suppliers to establish more
partnerships as well increase awareness through organizations like the NCSA. CSIA is
committed to doing just that.
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