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DEFINING FEDERAL INFORMATION TECH-
NOLOGY RESEARCH AND DEVELOPMENT:
WHO? WHERE? WHAT? WHY? AND HOW
MUCH?

WEDNESDAY, JULY 7, 2004

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON TECHNOLOGY, INFORMATION POLICY,
INTERGOVERNMENTAL RELATIONS AND THE CENSUS,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:30 a.m., in room
2154, Rayburn House Office Building, Hon. Adam Putnam (chair-
man of the subcommittee) presiding.

Present: Representatives Putnam and Clay.

Staff present: Bob Dix, staff director; John Hambel, senior coun-
sel; Ursula Wojciechowski, professional staff; Juliana French, clerk;
Felipe Colon, fellow; Michelle Ash, minority senior legislative coun-
sel; Adam Bordes, minority professional staff member; and Cecelia
Morton, minority office manager.

Mr. PUTNAM. A quorum being present, this hearing of the Sub-
committee on Technology, Information Policy, Intergovernmental
Relations and the Census will come to order.

Good afternoon and welcome to the subcommittee hearing on
“Defining Federal Information Technology Research and Develop-
ment. Who? Where? What? Why? and How much?” the purpose of
this hearing is to examine the extent of Federal funding for and
the leveraging of information technology research and development
across agencies, academia and industry.

By addressing the basic questions, this subcommittee hopes to
identify the following: How many different agencies of the Federal
Government are currently engaged in conducting or managing IT
research and development; is there an overall strategic plan that
provides an opportunity to leverage investments, both internally
and externally, and to identify complementary activities in an ef-
fort to avoid duplication; how much is being spent on an
annualized basis on information technology R & D; where and how
these investments are actually being made; what are the outcome
measurements and expectations associated with those investments;
is there a defined set of goals and objectives or focus areas that are
targeted by these efforts and what have been the recent results;
what is the role of the academic community and the private sector,
and how are these partnerships created and maintained?
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The Federal Government funds research and development to
meet the mission requirements of the departments and agencies.
Advances in the uses of IT research and development are continu-
ing to change the way those Federal agencies communicate, use in-
formation, deliver services and conduct business. The technology
and expertise generated by this endeavor may have applications
beyond the immediate goals or intent of federally funded research
and development. Federal support reflects the consensus that while
basic research is the foundation for many innovations, the rate of
return to society as a whole generated by investments and such
work is significant.

The potential benefits of federally funded R&D related to infor-
mation technology are endless. Federally funded programs have
played a crucial role in supporting long term research into the fun-
damental aspects of computing. The unanticipated results of re-
search are often as important as anticipated results. The Internet,
electronic mail and instant messaging were by-products of govern-
ment funded research from the 1960’s. Another aspect of govern-
ment funded IT R&D is that it often leads to open standards, some-
thing that many perceive as beneficial, encouraging deployment
and further investment.

Previous oversight hearings conducted by this subcommittee
have identified an important missing link in the cyber security
arena that requires further attention in the research and develop-
ment area. We have learned that inadequate tools exist today to
conduct necessary quality assurance testing of existing and emerg-
ing software and hardware products that could better identify
flaws, defects and other vulnerabilities prior to deployment. With
a renewed commitment on the part of software and hardware man-
ufacturers to quality and security of the products they introduce
into the marketplace, a collaborative approach to developing more
mature testing tools are essential to improved protection of com-
puter networks and the information assets they contain.

The outcomes achieved through public and private funding pro-
grams create a synergistic environment in which both fundamental
and application driven research is conducted, benefiting govern-
ment, industry, academia and the public. Government funding ap-
pears to have allowed research on a larger scale and with greater
diversity, vision and flexibility than would have been possible with-
out government involvement.

It is important to recognize collaborative efforts across programs
and agencies and stress the importance of leveraging efforts with
academia and the private sector. Universities, private companies,
and Federal labs are important partners in this endeavor. It will
be productive to explore new methods to encourage increased ac-
tivities by other parties in the innovation process, particularly if
the goal is to continue the technological advancement which has
been so instrumental to this Nation’s economic growth and high
standard of living.

Because investments in science and technology have resulted in
unparalleled economic growth as well as the standard of living and
quality of life, we must emphasize the importance of supporting the
efforts of IT R&D. Advances have been possible only with the sup-
port of the public and private investment in R&D, according to the
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President’s budgets. Yet challenges continue. There are many R&D
needs vying for a limited amount of R&D dollars. Federal research
and development program managers face tough choices in deciding
where the money should go and how much is appropriate for infor-
mation technology.

Further, it is important to ensure that Federal agencies are not
pursuing conflicting goals. It is essential that agencies, universities
and industry move toward a more coordinated, unified approach.
Multiple Federal agencies will need to coordinate their efforts to
ensure that new understanding of information technology and net-
work security is generated and that this knowledge is transitioned
into useful products. Academia will have developed and expanded
degree programs to ensure that an adequate work force exists to
put new tools and techniques into practice. The private sector has
a critical role to play, as it will contain the developers and suppli-
ers as well as the major purchasers of new IT technologies and
services.

Government sponsorship of research, especially in universities,
helps develop the IT talent used by industry, universities, and
other pieces of the economy. When companies create products using
the ideas and work force that results from federally sponsored re-
search, they repay the Nation in jobs, tax revenues, productivity in-
creases and global leadership.

We need a strong strategic plan to ensure that IT R&D is being
used to maximize improvement and mission goals and performance.
federally funded research and development are key endeavors with-
in the respective agencies and in cooperation with universities in
the private sector. It is essential to meet vital Federal needs and
sustain global leadership in science and in the engineering of infor-
mation technology.

I welcome today’s distinguished panel of witnesses and look for-
ward to their testimony and the opportunity to explore these mat-
ters in greater detail.

At this time I would like to recognize the distinguished ranking
member of the subcommittee, Mr. Clay, for his opening statement.
Mr. Clay.

[The prepared statement of Hon. Adam H. Putnam follows:]
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Subcommittee on Technology, Information Policy,

Intergovernmental Relations and the Census

Congressman Adam Putnam, Chairrnan

OVERSIGHT HEARING

STATEMENT BY ADAM PUTNAM, CHAIRMAN

Hearing topic: “Defining Federal Information Technology Research and Development: Who?

Where? What? Why? and How Much?”
Wednesday, July 7, 2004

1:30 p.m.
Room 2154, Rayburn House Office Building

OPENING STATEMENT

Good afternoon and welcome to the Subcommittee’s hearing on “Defining
Federal Information Technology Research and Development: Who? Where? What?
Why? and How Much?” The purpose of this hearing is to examine the extent of Federal
funding for and leveraging of information technology (IT) research and development
(R&D) across agencies, academia and industry.

By addressing the basic questions, this Subcommittee hopes to identify the
following: how many different agencies of the Federal government are currently engaged
in conducting or managing IT research and development activities; is there an overall
strategic plan that provides an opportunity to leverage investments, both internally and
externally, and to identify complimentary activities in an effort to avoid duplication; how
much is being spent on an annualized basis on information technology R&D, where and
how these investments are actually being made, what are the outcome measurements and
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expectations associated with these investments; is there a defined set of goals and
objectives or focus areas that are targeted by these efforts and what have been the recent
results; what is the role of both the academic community and the private sector, and how
are these partnerships created and maintained?

The Federal government funds research and development to meet the mission
requirements of the departments and agencies. Advances in the uses of IT R&D are
continuing to change the way that federal agencies communicate, use information, deliver
services and conduct business. The technology and expertise generated by this endeavor
may have applications beyond the immediate goals or intent of federally funded research
and development. Federal support reflects a consensus that while basic research is the
foundation for many innovations, the rate of return to society as a whole generated by
investments in such work is significant.

The potential benefits of federally funded R&D related to information technology
are endless. Federally funded programs have played a crucial role in supporting long-
term research into fundamental aspects of computing. The unanticipated results of
research are often as important as the anticipated results. The Internet, electronic mail
and instant messaging, for instance, were by-products of government-funded research in
the 1960s. Another aspect of government-funded IT R&D is that it often leads to open-
standards, something that many perceive as beneficial, encouraging deployment and
further investment.

Previous oversight hearings conducted by this Subcommittee have identified an
important missing link in the cyber security arena that requires further attention in the
research and development arena. We have learned that inadequate tools exist today to
conduct necessary quality assurance testing of existing and emerging software and
hardware products that could better identify flaws, defects and other potential
vulnerabilities prior to deployment. With a renewed commitment on the part of software
and hardware manufacturers to quality and security of the products they introduce into
the marketplace, a collaborative approach to developing more mature testing tools are
essential to the improved protection of computer networks and the information assets
they contain.

The outcomes achieved through public and private funding programs create a
synergistic environment in which both fundamental and application-driven research is
conducted, benefiting government, industry, academia and the public. Government
funding appears to have allowed research on a larger scale and with greater diversity,
vision, and flexibility than would have been possible without government involvement.

It is important to recognize collaborative efforts across programs and agencies,
and stress the importance of leveraging efforts with academia and the private sector,
Universities, private companies, and federal laboratories are important partners in this
endeavor. It will be productive to explore new methods to encourage increased activities
by other parties in the innovation process, particularly if the goal is to continue the
technological advancement, which has been so instrumental to this Nation’s economic
growth and high living standard.
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Because investments in science and technology have resulted in unparalleled
economic growth, as well as the standard of living and quality of life, we must emphasize
the importance of supporting the efforts of IT R&D. Advances have been possible only
with the support of both public and private investment in R&D, according to the
President’s budget. However, challenges continue. There are many R&D needs vying
for a limited amount of R&D dollars. Federal R&D program managers face tough
choices in deciding where the R&D money should go and how much is appropriate for
information technology.

Furthermore, it is important to ensure that federal agencies are not pursuing
conflicting R&D goals. It is essential that agencies, universities and industry move
toward a more coordinated, unified goal. Multiple Federal agencies will need to
coordinate their efforts to ensure that new understanding of information technology and
network security is generated and that this knowledge is transitioned into useful products.
Academia will have develop and expand degree programs to ensure that an adequate
workforce exists to put the new tools and techniques into practice. The private sector has
a critical role to play, as it will contain the developers and suppliers as well as the major
purchasers of new information technologies and services.

Government sponsorship of research, especially in universities, helps develop the
IT talent used by industry, universities and other parts of the economy. When companies
create products using the ideas and workforce that results from federally sponsored
research, they repay the nation in jobs, tax revenues, productivity increases and world
leadership.

We need a strong strategic plan to ensure that IT R& D is being used to maximize
improvement in mission goals and performance. Federally funded research and
development are key endeavors within the respective agencies and in cooperation with
academia and the private sector. It is essential to meet vital Federal needs and sustain
U.S. global leadership in science and in the engineering of information technology.

FHHHHR
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Mr. CLAY. I thank the chairman for holding today’s hearing on
what is an important but often overlooked portion of our govern-
ment’s research and development portfolio. The Federal Govern-
ment will spend approximately $60 billion on the many different
components of information technology during fiscal year 2004. In
contrast, the fiscal year 2004 budget only allocates $2.2 billion for
the Networking and Information Technology Research and Devel-
opment Program, a minimal amount considering the role of higher
performance computing and technology in our mission to enhance
government efficiency, accessibility and security for all citizens.

Although funding for IT research and development has increased
fourfold since 1990, along with an increased coordination through-
out multiple agency participants for such activity, there is a dis-
connect between the level of government funding and its impor-
tance in the development of a strong IT work force and premier
academic institutions.

Furthermore, the government’s role in IT research and develop-
ment fosters the creation of common criteria and open standards
that both government and private industry can utilize for their
benefit. When focused, the government’s investments in IT re-
search often results in jobs, economic growth, and a higher stand-
ard of living in both quantitative and qualitative terms. Moreover,
such resources permits our Nation to remain on the cutting edge
of technology in vital areas, including health care, education, man-
ufacturing, and the basic sciences.

This concludes my remarks, Mr. Chairman, and I ask that they
be included in the record.

[The prepared statement of Hon. Wm. Lacy Clay follows:]
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STATEMENT OF CONGRESSMAN CLAY ON
FEDERAL IT RESEARCH & DEVELOPMENT (7/7)

I thank the Chairman for holding today’s hearing on
what is an important, but too often overlooked, portion of
our government’s research and development portfolio.

The federal government will spend approximately $60
billion on the many different components of information
technology during fiscal year 2004. In contrast, the FY
2004 budget only allocates $2.2 billion for the Networking
and Information Technology Research and Development
program—a minimal amount considering the role of high-
performance computing and technology in our mission to
enhance government efficiency, accessibility, and security
for all citizens.

Although funding for IT research and development
has increased four-fold since 1990, along with an increased
coordination throughout multiple agency participants for
such activities, there is a disconnect between the level of
government funding and its importance in the development

of a strong IT workforce and premier academic institutions.
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Furthermore, the government’s role in IT research and
development fosters the creation of common criteria and
open standards that both government and private industry
can utilize for their benefit.

When focused, the government’s investments in IT
research often results in jobs, economic growth, and a
higher standard of living in both quantitative and
qualitative terms. More, such resources permits our nation
to remain on the cutting edge of technology in vital areas
including health care, education, manufacturing, and the
basic sciences.

This concludes my remarks, Mr. Chairman, and I ask

that they be included in the record.
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Mr. PurNaM. Without objection, they will be included in the ap-
propriate place in the record.

At this time we will move to the administration of the oath. If
our witnesses would please rise and raise your right hands.

[Witnesses sworn.]

Mr. PurNAM. Note for the record that all the witnesses re-
sponded in the affirmative, and we will move to our first panel’s
testimony. I would ask that all of our panelists adhere to the 5-
minute rule for your opening statements and we will have succes-
sive rounds of questions from the panel to get to all of your issues.

Our first witness is Dr. David Nelson. Dr. Nelson is the Director
of the National Coordination Office for IT Research and Develop-
ment and a member of the Senior Executive Service. He is respon-
sible for the coordination of planning, budget and assessment ac-
tivities for the Federal networking and information breakthrough
that advance the science of IT.

Dr. Nelson is cochair of the Interagency Working Group for the
NITRD program. Dr. Nelson joined the NCO from NASA, where he
was Deputy CIO with primary responsibility for information tech-
nology security of all NASA systems and additional responsibilities
in scientific computing and enterprise architecture. He previously
served at the Department of Energy, which he joined from Oak
Ridge National Labs, where he was research scientist working
mainly in theoretical plasma physics and its applications to fusion
energy. He is the author of numerous papers in theoretical plasma
physics, computational science and research policy. He has twice
received the President’s Meritorious Rank Award for superior sus-
tained managerial performance.

Welcome to the subcommittee. You are recognized for 5 minutes,
Dr. Nelson.

STATEMENTS OF DR. DAVID NELSON, DIRECTOR, NATIONAL
COORDINATION OFFICE FOR INFORMATION TECHNOLOGY
RESEARCH AND DEVELOPMENT (EXECUTIVE OFFICE OF
THE PRESIDENT); DR. PETER FREEMAN, CO-CHAIR OF
INTERAGENCY WORKING GROUP AND ASSISTANT DIREC-
TOR, COMPUTER AND INFORMATION SCIENCE AND ENGI-
NEERING DIRECTORATE, NATIONAL SCIENCE FOUNDATION;
DR. HRATCH SEMERJIAN, ACTING DIRECTOR, NATIONAL IN-
STITUTE OF STANDARDS AND TECHNOLOGY; AND DR. C. ED-
WARD OLIVER, ASSOCIATE DIRECTOR, OFFICE OF AD-
VANCED SCIENTIFIC COMPUTING RESEARCH, U.S. DEPART-
MENT OF ENERGY

Dr. NELSON. Thank you, Mr. Chairman and members of the sub-
committee. I have submitted my written testimony to the sub-
committee and ask that it be entered into the record, and I will
limit my oral testimony to a brief summary of four points.

Let me start by saying that I agree with many of your opening
comments, both from the majority and the minority side, with re-
gard to the importance of information technology research and de-
velopment, and I think that agreement will be shown through my
oral testimony.

First, I would like to discuss the Networking and Information
Technology Research and Development Program. This program de-
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rives from authorization in the High Performance Computing Act
of 1991.

For fiscal year 2005 the President’s budget requests slightly over
$2 billion for the program in 13 participating agencies. The pro-
gram supports long-range research as well as research infrastruc-
ture, such as research computer centers and research networks.
Performers include universities, Federal research centers and lab-
oratories, national laboratories and federally funded research and
development centers, private companies, and nonprofit organiza-
tions. Research is funded by the participating agencies through
grants, cooperative agreements, contracts, and other authorities.
The agencies work together under the program to identify research
needs, plan research programs, and review progress.

I brought along one copy of planning research needs. This is in
the high confidence software and systems research area and was
developed by one of the coordinating groups under the program.

Agencies may coordinate their selection of research performers
through joint solicitations and coordinated proposal reviews. The
program interacts with stakeholders through workshops and other
meetings and disseminates research results through publications,
reports and presentations. Often activities under the program are
conducted jointly with other Federal programs that benefit from in-
formation technology.

Historical accomplishments include the High Performance Com-
puting and Communications Initiative in the early 1990’s that
helped create modern computational science, parallel supercomput-
ers, the modern Internet and Mosaic, the first graphical Web
browser. The Next Generation Internet Initiative in the late 1990’s
helped to create the technology for today’s high bandwidth optical
networks and demonstrated the basis for today’s high performance
network computing.

The program receives advice and guidance from the President’s
Information Technology Advisory Committee, which was authorized
in the High Performance Computing Act. Members of the commit-
tee are drawn from the private sector, and I believe Dr. Ed
Lazowska, cochair of the committee, is testifying before the sub-
committee today.

Let me turn to my second main point. This concerns the value
of the government’s historical investment in information technology
research. In 1995, the National Research Council documented the
return on this investment. The study cited numerous examples of
information technologies whose roots lay in federally funded re-
search or that were nurtured through critical development periods
by Federal research. Examples include network technology in the
Internet, the Web browser, computer windowing, computer graph-
ics, reduced instruction set computers, design of very large scale in-
tegrated circuits, data storage technology, and parallel computing
architecture.

In 1999, the National Research Council extended its 1995 conclu-
sions, citing additional contributions to technology and to the econ-
omy. Federal information technology research also returns value
directly to government operations through at least two pathways,
the first through government purchase of commercial off-the-shelf
information technology products that have been invented or im-
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proved through Federal research. The second pathway is through
the development of special information technology needed for gov-
ernment missions. This is clearly shown in the government’s re-
search and development programs, where many of the specialized
information technologies have been invented or developed by the
Networking and Information Technology R&D Program, often in di-
rect partnership with the program intending to use those tech-
nologies.

Let me turn to my third point. This concerns the value of current
Federal investments in IT research. The Networking and Informa-
tion Technology R&D Program is currently working in areas such
as improving the quality and reliability of software, improving the
security of operating systems, applications and networks, making
it easier and more productive for humans to interact with computer
systems, including access by individuals with disabilities, manag-
ing resources distributed over the Internet, applying computer
modeling and simulation to scientific and engineering fields, detect-
ing and responding to natural or man-made threats, managing in-
formation intensive dynamic systems and supporting lifelong learn-
ing.

Of perhaps special interest to this subcommittee is research in
information security. Federal agencies are funding applied research
to better enable us to cope with security weaknesses in the archi-
tecture of operating systems, networks and applications, as well as
fundamental research, investigating ways to improve the intrinsic
security of these architectures. The President’s Information Tech-
nology Advisory Committee is currently studying this area and will
issue recommendations regarding Federal research investments.

A specific example of the value of current Federal investment
concerns Google, and it may serve to illustrate the value of this re-
search generally. The Digital Libraries Initiative is an ongoing part
of the program that has been sponsored by NSF, NASA, DARPA,
and NIH. A recent article points out that Google, the search engine
company that is about to issue a very significant initial public of-
fering of stock, owes its technology directly to a Digital Libraries
Initiative grant to Stanford University. Under this grant the co-
founders of Google invented, developed and tested their search al-
gorithms.

My final point concerns the management of IT research. Federal
research programs have benefited from talented research managers
in the agencies and in funded projects. Because research deals di-
rectly with the unknown and unanticipated, it must be managed
deftly. Often research failure becomes success, as intractable obsta-
cles point the way to alternative approaches. Both Federal program
managers and researchers must have good instincts regarding
when to continue the proposed research and when to abandon or
modify it.

Structures for managing and overseeing federally funded re-
search should allow program managers to alter projects in mid-
course in response to preliminary results and need to recognize
that research projects can produce valuable results even if they do
not achieve their original objectives. Failure to manage deftly risks
stifling creativity and innovation. The history of information tech-
nology research demonstrates the benefits of a flexible approach,
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and this approach is consistent with the administration’s R&D in-
vestment criteria.

This concludes my remarks. I thank the committee for the oppor-
tunity to testify.

[The prepared statement of Dr. Nelson follows:]
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Statement of Dr. David B. Nelson
Director, National Coordination Office for
Information Technology Research and Development
to the Subcommittee on Technology, Information Policy, Intergovernmental
Relations and the Census of the Committee on Government Reform,
U.S. House of Representatives
On Federal Information Technology Research and Development
July 7, 2004

Mr. Chairman and members of the Subcommittee, I am pleased to meet with you to
discuss federal information technology research and development.

I am the Director of the National Coordination Office for Information Technology
Research and Development under the National Science and Technology Council (NSTC),
and I co-chair, with my colleague Dr. Peter Freeman of the National Science Foundation,
the Interagency Working Group for Networking and Information Technology Research
and Development (NITRD). The NITRD program includes unclassified research and
development activities of thirteen federal agencies, organized in seven Program
Component Areas. It derives from authorization in the High Performance Computing Act
of 1991 (Public Law 102-194), as amended.

The NITRD Program

For Fiscal Year 2005 the President’s Budget requests $2.008 billion for the NITRD
Program.' Detail at the level of Program Component Area is not yet available for Fiscal
Year 2005. This level of detail is available for Fiscal Year 2004 and is presented in Table
1, which summarizes the NITRD Program activities and requested funding for Fiscal
Year 2004. This table is taken from Networking and Information Technology Research
and Development: Supplement to the President’s Budget for Fiscal Year 2004, often
referred to as the “Blue Book.”? The total request of $2.147 billion for the FY 2004
NITRD program is an allocated or “crosscut” amount, rather than an aggregate of line
items, because agencies describe their projects with differing terms. Table 1 also gives
the names and requested funding for each of the seven Program Component Areas.
Additional information regarding the NITRD program is contained in congressional
testimony3 recently presented by Dr. John H. Marburger, III, Director, White House
Office of Science and Technology Policy.

The NITRD Program supports long-range research as well as research infrastructure such
as computer centers and research networks. Research is performed at universities, federal
research centers and laboratories, national laboratories and federally funded research and
development centers, and private companies and non-profit organizations.

! hitp://www.ostp.gov/html/budget/2005/FYOSNITRDfinal.pdf
2 http://www.itrd.gov/pubs/blue04/index htm]
? http://www.house.gov/science/hearings/full04/may | 3/marburger.pdf
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Historical accomplishments of the NITRD Program and its predecessors include the High
Performance Computing and Communications (HPCC) Initiative in the early 1990s and
the Next Generation Internet (NGI) Initiative in the late 1990s. The HPCC initiative
helped to create modern computational science and today’s parallel supercomputers,
demonstrated the intimate link between computing and networks, and created the
graphical web browser. The NGI initiative helped to create the technology for today’s
high-bandwidth optical networks and demonstrated the value of distributed computing
using high-bandwidth networks, forming the basis for today’s grid computing.

Agencies participating in NITRD work together to identify research needs, plan research
programs, and review progress. Often agencies coordinate their selection of research
performers through joint or coordinated announcements and mutual assistance in
proposal review. The program includes numerous interactions with stakeholders through
workshops and other meetings and wide dissemination of research results through
publications, reports, and presentations. Often activities under the NITRD Program are
conducted jointly with other research programs to enhance knowledge and technology
transfer.

The President’s Information Technology Advisory Committee (PITAC), authorized by
the High Performance Computing Act, provides advice and guidance to the NITRD
Program. PITAC is governed by the provisions of the Federal Advisory Committee Act;
its members are drawn from the private sector. The current PITAC Co-Chairs are Dr. Ed
Lazowska, professor of computer science at the University of Washington, who is
testifying before the Subcommittee today, and Marc Benioff, Chief Executive Officer of
Salesforce.Com. At its next meeting, scheduled for June 17, 2004, PITAC will consider
draft recommendations for the contribution of information technology research and
development to health care and will discuss the preparation of recommendations in the
two areas of cyber security research and computational science.

A notable example of the processes used by the NITRD Program is the recently published
Federal Plan for High-End Computing: Report of the High-End Computing
Revitalization Task Force.” This plan was developed during a year of planning under the
auspices of the NSTC by more than sixty federal research managers, including
representatives from fields of science and engineering that use high-end computing. Input
from stakeholders was obtained through a major workshop organized by the Computing
Research Association’, white papers solicited as part of the workshop, and non-disclosure
briefings by companies involved in high-end computing. Participating agencies are now
working together to incorporate planned activities into their programs. An early result is
the High-End Computing University Research Activity,® sponsored by the Defense
Advanced Research Projects Agency (DARPA), The Department of Energy Office of
Science (DOE/SC), and the National Science Foundation (NSF) and solicited through
two coordinated research announcements. This activity supports long-lead academic
research necessary to revitalize high-end computing.

* http//www.itrd.gov/pubs/2004_hecrtf/20040510_hecrtf.pdf
5 http://www.cra.org/Activities/workshops/nitrd/
¢ http://www.itrd.gov/hecrtf-outreach/hec-ura/index html
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Another closely related example is the High Productivity Computing Systems (HPCS)
Program led by DARPA. The HPCS Program precedes development of the Federal Plan
for High-End Computing and is key fo its success. This program seeks to improve
productivity of technical computers that might be available in the mid-term, a need
shared by all NITRD agencies. Several agencies participate in planning and assessing
progress of the HPCS Program and have adjusted their own programs to complement the
HPCS Program.

Two examples illustrate how the NITRD Program works with other programs and
communities to invent and apply advances in information technology. The first example
is the Information Technology Research (ITR) Program of NSF, which has funded
projects under its several science and engineering directorates to advance and incorporate
information technology into science and engineering. This program specifically aims at
rapid transfer of advances in information technology to disciplines that benefit from
them. The Digital Government Program is perhaps of interest to this Subcommittee,
because it funds research cooperatively with other branches of government specifically to
improve government effectiveness through advanced information technology. The second
example is the Scientific Discovery through Advance Computing (SciDAC) Program in
DOE/SC. This program directly links information technology research with the other
research programs of the Office of Science to quickly recognize and apply opportunities
for information technology to improve effectiveness of the sciences.

Agencies participate in NITRD activities according to their mission needs. Research
agencies such as NSF and DARPA tend to focus their NITRD work on longer term
research and underlying technology. Mission agencies such as the National Institutes of
Health (NIH), the Agency for Healthcare Research and Quality, the National Oceanic and
Atmospheric Administration, and the Environmental Protection Administration focus
more on applying basic NITRD advances to their mission activities, such as biomedicine,
health care, climate, weather, and the environment. Other mission agencies such as the
National Aeronautics and Space Administration, the National Institute of Standards and
Technology, and DOE/SC participate both in underlying research and applications of that
research. Defense agencies such as the Department of Defense and DOE’s National
Nuclear Security Administration participate through open, unclassified research and
apply results to their classified national security missions.

A few agencies, such as the Federal Aviation Administration, the Food and Drug
Administration, and the General Services Administration, associate with the NITRD
Program as observers, contributing research needs and incorporating research advances
into their operations.

Value of Historical Federal Investments in Information Technology Research and
Development

“Success has many fathers,” yet studies attest to the unique role of Federal information
technology research and development investments in creating the information age. In

7 Attributed to Philip Caldwell
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1995 the National Research Council concluded in a Congressionally chartered study® of
the HPCC Initiative that “Federal investment in information technology research has
played a key role in the U.S. capability to maintain its international lead in information
technology.” The study cited numerous examples of information technologies whose
roots lay in Federally funded research or that were nurtured through critical development
periods by Federal research funds, These include network technology and the Internet,
the Web browser, windowing, computer graphics, reduced instruction set computers, very
large scale integration design, storage technology known as RAID,’ and parallel
computing architecture.

In 1999 the National Research Council studied the role of Federal investment in
information technology research and deve]opmentm The study concluded that “Federal
funding not only financed development of most of the nation's early digital computers,
but also has continued to enable breakthroughs in areas as wide ranging as computer
time-sharing, the Internet, artificial intelligence, and virtual reality as the industry has
matured. Federal investment also has supported the building of physical infrastructure
needed for leading-edge research and the education of undergraduate and graduate
students who now work in industry and at academic research centers.” The study also
stated that, “The effects of federal support for computing research are difficult to quantify
but pervasive. Patent data, although a limited indicator of innovation, provide strong
evidence of the links between government-supported research and innovation in
computing. More than half of the papers cited in computing patent applications
acknowledge government funding.”

The 1999 National Research Council Study pointed out that information technology has

had profound implications, stating:
“The computer revolution is not simply a technical change; it is a sociotechnical revolution
comparable to an industrial revolution. The British Industrial Revolution of the late 18®
century not only brought with it steam and factories, but also ushered in a modern era
characterized by the rise of industrial cities, a politically powerful urban middle class, and a
new working class. So, too, the sociotechnical aspects of the computer revolution are now
becoming clear. Millions of workers are flocking to computing-related industries. Firms
producing microprocessors and software are challenging the economic power of firms
manufacturing automobiles and producing oil. Detroit is no longer the symbolic center of the
U.S. industrial empire; Silicon Valley now conjures up visions of enormous entrepreneurial
vigor.”

Of course, these words were written before the bursting of the dot-com bubble, but the

growth of the information technology industry continues, and the use of information
technology has recently led to significant productivity increases in broad sectors of the

U.S. economy.

U.S. companies have unquestionably led the information technology revolution, and
Federal research funding has built the basis for many of these companies through idea

8 Evolving the High Performance Computing and C ications Initiative to Support the Nation’s
Infrastructure, National Academy Press, Washington, D.C., 1995

 RAID is an acronym for redundant arrays of inexpensive disks.

9 Funding a Revolution: Government Support for Computing Research, National Academy Press,
Washington, D.C., 1995.
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generation and training of future entrepreneurs. As the 1999 study points out, “Many of
these entrepreneurs had their early hands-on computer experience as graduate students
conducting federally funded university research.” Fortune favors the company that is first
to market with new technology through higher margins, greater market share, and a
stronger role in standards. It is no surprise then that most of the world’s largest and most
successful information technology companies are American and that most information
technology standards are based on American technology.

The NITRD Program returns value directly to government operations through at least two
pathways. The first is through Government purchase of commercial off the shelf (COTS)
information technology products — hardware, software and services — that have been
invented or improved through federal research. Today the government uses mostly COTS
information technology, and even when custom development is undertaken, the
development tools are usually COTS. The second pathway is the development of special
information technology needed for Government missions. This is clearly shown in the
Government’s research and development programs, where many of the specialized
information technologies have been invented or developed by the NITRD Program, often
in direct partnership with the program intending to use these technologies, as described
earlier in this testimony.

Value of Current Federal Investments in Information Technology Research and
Development

The value of today’s research in the NITRD Program can only be based on prediction,
and “predicting is difficult, especially about the future.”! Nonetheless, if we extrapolate
from the past, we can be confident that today’s investments will have large payoff. The
NITRD Program is working in areas such as

e Improving the quality and reliability of software

o Improving the security of operating systems, applications, and networks

e Making it easier and more productive for humans to interact with computer
systems, including facilitating access by individuals with disabilities.

e Managing resources distributed over the Internet

e Developing and applying computer modeling and simulation to fields as diverse as
medicine, manufacturing, energy, environment, climate and weather, and
nanotechnology

e Detecting and responding to natural or man-made threats

* Managing information-intensive dynamic systems

o Supporting life-long learning

Each of these areas has application to important economic, social, and/or national
security needs. Of perhaps special interest to this Subcommittee is research on
information security, because of its importance to Government operations. Federal
agencies are funding applied research to better enable us to cope with security
weaknesses in the basic architectures of operating systems and networks, as well as
fundamental research investigating ways to improve the intrinsic security in the
architecture of information systems and networks. The value of the latter is that if

! Atiributed to Yogi Berra.
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successful it would eliminate the security weaknesses of current architectures. The
difficulty is that even if methods to improve intrinsic security are found, they must be
compatible with legacy technology and protocols. An example of this research is the NSF
Cyber Trust Program, whose awards will soon be announced.

Two examples may serve to illustrate the value of current research programs. The first is
the return on the Digital Libraries Initiative, an ongoing part of the NITRD Program that
has been sponsored by NSF, NASA, DARPA, and later NTH. A recent article'? points out
that Google, the search engine company that is about to issue a very significant initial
public offering of stock and whose name has entered the vocabulary as a verb, owes its
technology directly to a Digital Libraries Initiative grant. As the article states,

“Google was founded by Larry Page and Sergei Brin — two computer science graduate
students at Stanford University. Stanford was one of a number of universities that received
funding under the "Digital Libraries Initiative" — supported by the National Science
Foundation, NASA, and the Defense Advanced Research Projects Agency... The goal of the
initiative, launched in 1994, was to ‘dramatically advance the means to collect, store, and
organize information in digital forms, and make it available for searching, retrieval, and
processing via communication networks - all in user-friendly ways.” Larry Page was funded
under the DLI as a graduate student researcher, and Sergei Brin was supported with an NSF
graduate student fellowship. Page and other Stanford researchers created an algorithm called
PageRank. It ranks the importance of each Web page based on the number and importance of
other Web pages that link to it. This technological advance enabled Page and Brin to develop
a search engine that found useful and relevant information, which was critical to Google's
popularity. Google was also prototyped on equipment paid for by the federal government's
Digital Library Initiative.”
The second example is the ongoing NITRD work on grid computing, supported by
several agencies in close collaboration with other research communities. The goal of grid
computing is to make it easy to manage and use large-scale computing and data storage
resources located anywhere on the network. Among the problems to be solved are the
efficient transport of large data sets, synchronization of distributed data bases, access to
and management of distributed information technology resources, security and privacy
provisions that work across disparate organizations, simple user interfaces that hide the
complexity of underlying protocols, and compatibility with legacy technology. Even
though the initial applications are to scientific research, commercial information
technology applications can also benefit from grid technology. Not surprisingly, several
computer companies including IBM, Hewlett Packard, Microsoft, and Oracle are working
closely with the grid computing research community and are already offering commercial
products and services based on this technology. They are also providing feedback to the
research community regarding the practicality of the grid services being developed.

Managing Federal Information Technology Research and Development

The NITRD Program has benefited from talented research leaders and managers in the
participating agencies and supported organizations. Because research deals centrally with
the unknown and unanticipated, it must be managed defily. Often research “failure”
becomes success, as intractable obstacles point the way to alternative approaches. Both

2 hitp://www.americanprogress.org/site/pp.asp?c=biJRIBOVF&b=71217
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Federal program managers and researchers must have good instincts regarding when to
continue the proposed research and when to abandon or modify it. Milestones and
benchmarks are helpful in some types of project but can be stultifying in others,
especially when they mandate following unproductive paths. The 1999 National Research
Council study referenced previously8 provides cogent recommendations regarding
successful management of information technology research:

“Scientific and technological research explores the unknown; hence, its outcomes cannot be
predicted at the start--even if a clear, practical goal motivates the work.... Moreover, even
research projects that do not achieve their original objectives can produce meaningful results
or generate valuable knowledge for guiding future research efforts.... Other projects show
meaningful returns only after a long time because their applications are not immediately
recognized or other technological advances are needed to make their usefulness evident....

“Such difficulties frustrate attempts to meaningfully measure the performance of research and
also highlight the need for ensuring flexibility in the management and oversight of federally
funded research programs. Researchers need sufficient intellectual freedom to follow their
intuition and to modify research plans based on preliminary results.... Building such
flexibility into federal structures for managing research requires both skilled program
managers--who understand, articulate, and promote the visions of researchers--and an
organizational culture that accepts and promotes exploratory efforts. ...

“Clearly, there are limits to the flexibility that researchers and program managers can be
allowed. In development-oriented programs, for example, program managers must ensure that
specific objectives are met. In exploratory research, program managers must ensure that
research funds are used prudently. But such accountability must be balanced against the
unpredictability of research. Structures for managing and overseeing federally funded
research need to allow program managers to alter programs midcourse in response to
preliminary results and need to recognize that research projects can produce valuable results
even if they do not achieve their original objectives. Failing to do so risks stifling creativity
and innovation. The history of computing demonstrates the benefits of a flexible approach.”

The experience of the NITRD program managers has shown that these are valuable
recommendations, and that following them has contributed to the success of the NITRD
Program. These concepts are also consistent with the R&D Investment Criteria,’> which
the Administration uses to guide all federal R&D programs.

Conclusion

Thank you for giving me the opportunity to testify before the Subcommittee. I would be
pleased to answer any questions that you might have.

B http://www.whitehouse.gov/iomb/memoranda/m03-15.pdf
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Mr. PurNAM. Thank you very much. I would ask the remaining
witnesses to please try to adhere to our 5-minute rule and check
the lights on the table.

Our next witness is Dr. Peter Freeman. Dr. Freeman is the as-
sistant director for the Computer and Information Science and En-
gineering Directorate. He was previously at Georgia Institute of
Technology as professor and founding dean of the College of Com-
puting since 1990. From 1987 to 1989 he served as division director
for computer and computational research at the National Science
Foundation and helped to formulate the High Performance Com-
puting and Communications Initiative of the Federal Government.
In addition to his many activities as dean at Georgia Tech, he
headed an NSF-funded national study of the IT worker shortage,
started an active group for deans of IT and computing, and pub-
lished several papers relating to future directions of the field. He
received his Ph.D. in computer science from Carnegie Mellon, his
M.A. in mathematics and psychology from UT Austin, and his B.S.
in Physics from Rice. His research and technical expertise has fo-
cused on software systems and their creation.

We welcome you to the subcommittee. You are recognized.

Dr. FREEMAN. Thank you, Chairman Putnam, Ranking Member
Clay. Good afternoon. It is a pleasure to be here this afternoon and
to have the opportunity to testify before you and to discuss infor-
mation technology R&D. Let me begin by clarifying some terms
that I think we will all be using this afternoon.

It is important to understand that the subject of today’s hearing,
IT R&D, is open to multiple interpretations that can lead to mis-
understandings and to differences in reported activity levels. For
example, it is often reported that a company spends a huge sum
on IT R&D, but a closer examination almost always reveals that
the vast majority of that sum is actually spent on development, not
research. In the past, the term “information technology” was usu-
ally taken to refer to data processing activities such as payroll, ac-
counting or inventory, not the full range of work to which the term
now often refers. I would note that the Federal R&D community
primarily uses the more general meaning of the term “information
technology.”

Definitions of research and development are notoriously overlap-
ping and often lumped together. In the technical community, re-
search generally refers to activities that produce new knowledge,
while development refers to the use of existing knowledge to
produce new systems, products or practices. Even these very gen-
eral definitions are open to much interpretation and practice. An
important distinction, however, is that research is usually targeted
more broadly to longer term and must be provided a very broad
and loose type of oversight, while development usually has very
specific targets, has a shorter timeframe, and requires a project
management type of oversight.

Let me now outline two frameworks for discussing Federal activ-
ity in this area. The first separates IT from its usage. Very simply,
it is often useful to differentiate between IT activity and IT-enabled
activity. For example, a research project we are currently support-
ing at NSF, an assessment of voting technology and ballot design,
seeks to provide an assessment of information technologies relative
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to on-line voting and ballot design. This is certainly IT research.
It may lead to some IT development of, for example, better e-voting
systems, but use of those systems would certainly be IT-enabled ac-
tivity.

The second framework that I would note is the one we use to re-
port Federal activity in this area. The major research emphases of
the NITRD effort are called program component areas, and those
are spelled out in what we call the Blue Book, our annual supple-
ment to the President’s budgets.

Let me now turn to the questions expressed in your letter of invi-
tation. The first question was who is doing IT research and devel-
opment? I believe, as Dr. Nelson has already indicated, at least 13
agencies or major subareas of larger agencies report work in the
NITRD program that is self-identified as research. Non-U.S. Gov-
ernment personnel perform the majority of that work, as Dr. Nel-
son has indicated. There is undoubtedly additional IT research sup-
ported by the government and of course a very large amount of de-
Velopnflent, as Ranking Member Clay’s opening statement made
note of.

The second question was where are these investments being
made. I think it is fair to say that there is some amount of invest-
ment in every State, in every research university and essentially
every company capable of providing research service to the U.S.
Government.

Your third question is what is government gaining from these in-
vestments. In general, government is gaining directly from the
technical base used by our military and for streamlined govern-
mental operations and indirectly by fostering the continuing eco-
nomic revolution that provides the innovation, productivity and
economic vigor for our Nation as a whole.

Your fourth question was why should government continue to
make those investments. I can only add that as industry often and
publicly stresses, it is because federally funded research is essen-
tial to the continued advancement of IT technology.

Your final question, how much is being spent by the Federal
Government? I believe that within the stated caveats, the cross-
cuts listed in our annual Blue Book provide a good compilation of
Federal research activity in this area.

In conclusion, let me thank you for the opportunity to appear be-
fore you today. I would ask that my fuller written statement be en-
tered into the record. I will be glad to respond to your questions.

[The prepared statement of Dr. Freeman follows:]
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Good afternoon, Mr. Chairman and members of the Committee. Iam Dr. Peter Freeman,
NSF’s Assistant Director for Computer and Information Sciences and Engineering, and
Co-Chair of the Interagency Working Group (IWG) on Networking and Information
Technology Research and Development (NITRD).

INTRODUCTION

I am glad to have the opportunity to testify before you this afternoon and to discuss the
topic “Defining Federal Information Technology Research and Development: Who?
Where? What? Why? and How Much? As you know, information technology (IT) is
vital to all operations of the government and is an essential component of the U.S.
economy. Iam always appreciative of the opportunity to help key decision makers
understand this area better and the key role that government-funded research plays in
making sure our Nation remains in a strong leadership position.

In the spirit of your letter of invitation “to provide the Subcommittee with a better
understanding” of the scope of IT R&D and its impact on the Federal government, and
because others on the panels today will also address your questions, I will first focus my
testimony on some general issues that I believe will assist you in developing that deeper
understanding. I will then address your specific questions directly. I will be glad to
amplify these remarks in response to follow-up questions at the hearing.

TERMS AND A FRAMEWORK FOR DISCUSSION
It is important to understand that the subject of today’s hearing is open to different

interpretations, both abstractly and in practice. This can lead to misunderstandings and
differences in reported activity levels.

Completed 4:40 PM 11/9/04 1
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For example, it is often reported in industry that a particular company spends a huge sum
on IT R&D, sometimes specifically in an organization labeled “research.” Closer
examination, however, always reveals that the vast majority of that sum is spent on
development, not research, even though it may be carried out in an organization with
“research” in its title. The same confusion, of course, often occurs in discussing
governmental activities.

Thus, let me begin by explicating the terms of the hearing subject, as I believe they are in
current use, and by describing the framework used within the Federal research
community for discussing them. This will then permit me to respond to your specific
questions more effectively.

What is Information Technology?

“Information technology,” until perhaps the past decade, was usually taken to refer to
data processing as done by large organizations such as the government (in the sense of
payroll, accounting, inventory, and other such systems), not the full range of computer-
and communications-enabled work to which the term now often refers. This transition in
usage is still underway, but for some time, the Federal R&D community has primarily
used the more general definition as can be seen in the title of the IWG for NITRD itself.

Distinction Between “Research” and “Development”

Definitions of “research” and “development” are notoriously overlapping and often
lamped together in a single category of “R&D.” In the technical community, “research”
generally refers to activities that produce new knowledge (or technology) while
“development” refers to the use of existing knowledge (and technology) to produce new
artifacts (systems, products, practices). Even these very general definitions are open to
much interpretation in practice, however, since one can often find descriptions of a
“research project” which is primarily focused on discovering new knowledge not
currently known to a particular organization, even though it may have been known to
others for a long time.

An important distinction at the core, however, is that research is usually targeted more
broadly, is longer-term, and must be provided a broad type of oversight, while
development usually has very specific targets, has a shorter time frame, and requires a
project-management type of oversight. A related, practical distinction is that research is
done by people who view themselves (and are viewed by their peers) as “researchers”,
while development is done by “developers.” For example, NSF/CISE has initiated the
Cyber Trust emphasis area this year which will fund about $30M of basic research aimed
at improving the security and predictability of computer systems even when they are
under cyber attack, at assuring that sensitive information flowing in public computer
systems is consistent with public policies about where that information may flow, and at
expanding the workforce competent to build and operate such systems. We expect a
variety of research results to flow from this work so that perhaps three to five years from

Completed 4:40 PM 11/9/04 2
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now specific development projects can be initiated that will utilize some of these results
to build more secure information systems for the government on a specific timetable.

Who Does IT R&D?

This example illustrates another reality. “Federal” activity in IT R&D is not only, or
even primarily in the case of research, done by Federal employees. While two of today’s
panelists represent organizations that perform some amount of IT R&D “in-house,” the
bulk of “Federal” IT research is performed in non-US-Government organizations, notably
universities. Likewise, while the government employs thousands of IT developers, much
of the government’s development work is done by outside contractors. A notable recent
example is the recent DHS award of a multi-billion IT system development contract to a
commercial organization. While I am not conversant with the technical details of this
project, based on my experience with other large government systems, I believe it is fair
to say that essentially no research will be done on that project but that it will be based
almost entirely on the results of research over many years, much of which were supported
in part or entirely by Federal funds.

Inclusion of Networking, Separation of Chip Technology

Two final definitions need to be made. First, while “networking” is specifically named in
the title of the IWG, it generally is included in the term IT since modern networking
depends heavily on the IT component of a network. This is a fairly recent (past twenty
years perhaps) usage since communications networks (telephone, radio) not based on
computers pre-date the modern computer age. Second, as one peels back the layers of a
modern IT system, one eventually reaches the underlying hardware such as computer
chips. Integrated circuit technology is, of course, a fundamental driver of and part of IT
technology, but for the most part the R&D essential to its advancement is considered a
separate topic.

IT Activity Differentiated from IT-Enabled Activity

Let me turn now to two frameworks for discussing Federal activity in IT R&D. The first
separates IT from its usage. In a study’ I co-authored several years ago, we found it very
useful to differentiate between IT activity and IT-enabled activity. Thus, a research
project currently supported by NSF/CISE, “An Assessment of Voting Technology and
Ballot Design®” seeks to provide an “assessment of information technologies relative to
on-line voting and ballot design.” This is certainly “IT research,” which may lead to
some “IT development” of better e-voting systems, but electronic voting would be an
“IT-enabled” activity. Similarly, research into new computer architectures might enable
future development of specialized computers, but their usage for weather prediction (or
other tasks) would be IT-enabled activity.

! The Supply of Information Technology Workers in the United States,
http://www.cra.org/reports/wits/cra. wits.html

2 hutp:fiwww.digitalgovernment.org/projectHighlisht/149.pdf
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NITRD Program Component Areas (PCA’s)

The second is the framework” used by the IWG for NITRD to report Federal activity in
this area. Despite the fact that NITRD includes a D for development, it is important to
note that in practice the NITRD focus is primarily on research i.e. the creation of new IT
knowledge not currently known to any organization.

The major research emphases of the NITRD effort are called Program Component Areas
(PCA’s):

» High End Computing Infrastructure and Applications

» High End Computing Research and Development

e Human Computer Interaction and Information Management
o Large Scale Networking

e Software Design and Productivity

¢ High Confidence Software and Systems

e Social, Economic, and Workforce

The work of each PCA is guided by a Coordinating Group (CG) of agency program
managers. These groups, which report to the IWG, meet monthly to coordinate planning
and activities of the multi-agency projects in their specialized research areas. The PCA’s
evolve in response to changing research needs. Overall, NITRD accounts for an
approximate annual US Government investment in IT research of $2B.

My co-chair, Dr. David Nelson, and 1 initiated a thorough review of the definitions of
these PCA’s last year by the various Coordinating Groups. Their assessment after several
months of study and discussion was that in the main these areas still describe the current
structure of the field. There is, of course, overlap and some amount of interpretation of
just where a specific activity might appear.

For example, in September 2002, NSF organized a workshop entitled: "New Vistas in
CIP Research and Development: Secure Network Embedded Systems.” The focus was
on interdependencies of critical infrastructure systems, the need for integral security, and
the increasingly distributed nature of these systems. Implications were

considered for SCADA and air traffic control. Just from this short description, one can
see that subject matter covered by several PCA’s was involved, as well as IT-enabled
activity {air traffic control); and for that matter, should a workshop devoted to identifying
needed research be classified as “research” at all?

In spite of these definitional issues, the PCA’s continue to provide a useful framework for
developing a comprehensive, cross-cutting look at Federal and Federally-supported
research activity in IT. They do not, however, address the issue of development of IT
systems in the operational sense.

¥ See http://www.nitrd. gov/iwg/program.html for a fuller description.
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Let me now turn to the questions expressed in your letter of invitation.
SPECIFIC QUESTIONS

Given the above discussion, my particular responsibilities on the IWG, and as head of the
largest funder of Federal IT research, I will succinctly address your questions in the
context of the NITRD program. The annual “Blue Book™ supplement to the President’s
budget* provides comprehensive examples and budgetary crosscuts.

“Who is doing IT research and development?”

At least thirteen agencies or major sub-areas of larger agencies report work in the NITRD
program that is self-identified as research in the main. Non-US Government personnel,
largely at universities and contractors, perform the majority of this work. Given the size
of the Federal government and the looseness of definitions, there is undoubtedly
additional research supported by the government. For example, it is well known that the
Armed Services support some amount of IT research and that is most likely not
accounted for in our crosscuts. Again, as noted above, the focus of the NITRD program
is on research, so that development projects (such as the DHS project mentioned above)
are not included.

“Where are these investments being made?”

Given the breadth of some of the funding programs, especially at NSF and NIH, it is fair
to say that there is some amount of investment in every state, every research university
(over 200), many colleges, and essentially every company capable of providing research
service to the US Government.

“What is government gaining from these investments?”

The annual Blue Book referenced above provides numerous, well-illustrated examples of
the results of this research and how, in many cases, they directly address the requirements
and programs of the US Government. Many studies have been published of the value of
IT research to the Nation and to the government, such as one’ chaired by one of today’s
panel members, Dr. William Scherlis, and an earlier report® that addressed some of the
research needs for a national information infrastructure which has now become essential
to the operation of government. In general, the government is gaining directly from the
technical base that underlies our military might and governmental operations, while
enabling in ways that industry cannot a continuing economic revolution that provides the
innovation, productivity, and economic vigor for our Nation.

* hp:/fwww.nitrd.gov/pubs/blue04/index. html
3 hup:/fbooks.nap.edu/himl/itr e gov/
6 http://www.nap.edu/catalog/4948.html)
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“Why should the government continue to make these investments?”

Ibelieve that my answer to the previous question largely addresses this. I would only
underscore the point that as industry repeatedly and publicly stresses (for example, the
CEO of Intel’) Federatly-funded research is essential to the continued advancement of IT
technology because it produces the basic ideas, innovations, and workforce development
that industry cannot in general afford to do.

“How much is being spent by the Federal government and how many projects exist?”

As noted above, I believe that within the stated caveats the crosscuts listed in the annual
Blue Book provide a good compilation of Federal research activity in this area. It is
important to note that for a complex activity of this magnitude (approximately $2 billion
in FY2004) and for which definitions are subject to so much interpretation, it is inevitable
that reports done at different times and with differing definitions will produce different
results.

CONCLUSION

Thank you for the opportunity to appear before you today. I will be glad to respond to
your questions.

7

http://www.computerworld.com/managementtopics/management/itspending/story/0,1080
1,92552,00.html7nas=AM-92552)
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Mr. PutNaM. Thank you very much.

Our next witness is Dr. Hratch Semerjian, who is serving as Act-
ing Director of NIST. He has served as the Deputy Director of
NIST since July 2003. In this position Dr. Semerjian 1s responsible
for overall operation of the institute, including financial manage-
ment, human resource management facilities and information tech-
nology systems, effectiveness of NIST technical programs and for
interactions with international organizations.

Dr. Semerjian received his Master’s and Ph.D. Degrees in engi-
neering from Brown in 1977. He joined the National Bureau of
Standards, now known as NIST, where he served as director of the
Chemical Science and Technology Laboratory from April 1992
through July 2003. He has received countless awards and we wel-
come him to the subcommittee today.

You are recognized for 5 minutes.

Dr. SEMERJIAN. Thank you, Chairman Putnam and Ranking
Member Clay. Thank you for the opportunity to testify about
NIST’s contributions to Federal information technology research
and development.

The impacts of information technology on the United States and
the world economy are certainly well known. NIST plays a critical
role in building trust and confidence in information technologies
and development of secure, reliable and interoperable IT systems.
NIST’s programs help to ensure that the U.S. industry maintains
the competitive advantage vis-a-vis the rest of the world while en-
suring that U.S. Government information technology assets remain
secure.

Twenty-first century science is being pushed by continuing
progress in computing information and communication technology
and pulled by the expanding complexity, scope and scale of today’s
technological challenges. Information technology is providing the
potential for the research community to build new types of sci-
entific and engineering knowledge and to pursue research in new
ways and with increased efficacy. The key to these breakthroughs
is achieving the necessary functionality, interoperability, usability,
Cﬁnﬁdence and data protection within the IT systems that will lead
the way.

NIST is at the forefront of these developments. I'd like to give
you just a few highlights from our information technology program
which will give you a flavor of the wide array of expertise that ex-
ists at NIST. For example, NIST ensures the security, confidential-
ity, integrity and availability of information by providing standards
and guidelines, testing methodologies, and other Federal Informa-
tion Processing Standards [FIPS], in compliance with legislation
such as the Computer Security Act, the Federal Information Secu-
rity Management Act and the Cyber Security Research and Devel-
opment Act.

NIST helps mitigate the cost of inadequate software testing,
which is estimated to be around $60 billion, by developing test
methodologies for software assurance and conformity to IT stand-
ards.

NIST develops tests and measurement technology that keys the
implementation, robust operation, and continuity of operations of
the Nation’s core networking infrastructure, especially to assure
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the robustness of the systems under various failure and recovery
scenarios.

NIST enables efficient access, manipulation, and exchange of
complex information through advances in human language tech-
nology that enhances context extraction, question answering and
speech-to-text capabilities.

And NIST provides analytical, statistical and computational tools
for solving scientific and engineering problems. Some of these tools,
for example, are currently being used in the analysis of the World
Trade Center collapse. We are also collaborating with the semi-
conductor industry to create a Web-based electronic handbook of
statistical methods.

Through these efforts, NIST has developed world class com-
petencies in cyber security, software, networks information access,
mathematics, statistics and interoperability. This bundle of com-
petencies, combined with Nobel prize winning expertise in the
physical sciences, places NIST in a unique position to create an
enormous impact on the economy and innovation enterprise in the
United States. It is precisely this unique capability that attracts in-
dustry and other Federal agencies to collaborate with NIST. And
let me highlight some of these specific efforts where NIST’s exper-
tise is being put to direct use.

For example, NIST works with industry to ensure the interoper-
ability of technology specifications. Interoperability is essential to
productivity and competitiveness of many industries because effi-
cient design and manufacturing require the coordination of many
different participants and processes that rely on a digital represen-
tation of the product. To mitigate the billion dollar annual cost just
to the automotive supply chain, NIST has initiated the NIST man-
ufacturing business-to-business operability test beds, for example.

NIST assists government and industry in protection of the U.S.
borders through the development of biometrics evaluation systems,
standards and research. Two recent laws recognize this expertise
and provide specific requirements for NIST, the U.S. Patriot Act
and the Enhanced Border Security and Visa Reform Act.

NIST enhances trust and confidence in voting systems. The Help
America Vote Act provides NIST with mandates in the areas of se-
curity, hardware and software interoperability and human factors
issues. Under HAVA, NIST just recently released a study on
human factors which will be used to improve the performance and
reliability of voting machines.

And looking more into the future, NIST makes revolutionary ad-
vances in quantum communications and computing. This is really
important for the future of the country, because quantum commu-
nications offers the promise of perfectly protected messages, while
quantum computing offers the promise of dramatically increased
computing power.

NIST also utilizes information technology for knowledge manage-
ment. I think we have a knowledge-based economy, and both the
creation and dissemination of knowledge is a very important part
of what we do at NIST.

NIST works with other Federal agencies, academia and industry
to develop and promote openness and interoperability of informa-
tion technology. We work with other agencies to provide expertise
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in our own unique areas of research to DOD, DHS, HHS, DOJ and
others. We also participate in the Interagency Working Group on
Information Technology R&D, and we also cooperate with industry
on integrating information-based manufacturing systems and de-
velopment of the measurement and standards infrastructure need-
ed for the application of intelligence systems in manufacturing, de-
fense and homeland security.

In fiscal year 2004, the NIST Information Technology Laboratory
received about $48 million in appropriated funds. In addition, ITL
received about $17 million from other agencies on a reimbursable
basis. These are the words with M, not the B. The President’s 2005
budget request has an increase of $7 million for the NIST IT budg-
et.

In conclusion, NIST takes its roles in maintaining the vitality of
the U.S. information technology industry seriously in providing
unique expertise to the rest of the government and in sharing with
industry, government and universities the basic science and tech-
nology that comes from its measurement and standards research.
These brief examples of our work and accomplishments illustrate
NIST’s commitment to these roles. They also demonstrate the base
upon which NIST continues to build.

This concludes my prepared remarks. Thank you.

[The prepared statement of Dr. Semerjian follows:]
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Chairman Putnam and Members of the Committee, thank you for this opportunity to testify today
about the contributions of the National Institute of Standards and Technology (NIST) to Federal
information technology research and development. I would like to address the questions you
asked in your invitation to testify and tell you about some of the important activities currently
underway at NIST.

The benefits that information technology has had on the United States and world economy are
well known. NIST plays a critical role in building trust and confidence in information
technologies and the continued development of secure, reliable, usable and interoperable IT with
ground-breaking studies on technology performance, development of state-of-the art automated
testing techniques, guidelines and standards for securing systems, and leadership of international
standardization programs. NIST’s programs help to ensure that U.S. industry maintains the
competitive advantage vis-a-vis the rest of the world while ensuring that U.S. government
information technology assets remain secure.

Our mission is to develop and promote measurement science, standards, and supporting
programs in information technology in order to enhance productivity, facilitate trade, and
improve the quality of life. We work in partnership with industry, academia, government—
civilian and military, and consortia to develop and demonstrate tests, test methods, reference data
sets, proof-of-concept implementations, and other information infrastructure technologies. Our
goal is to enable the information technology industry in the United States to produce high quality
reliable, interoperable, and secure products and services. Nowhere else in the world is there a
laboratory dedicated to understanding the metrics of information technologies, and the
development of tools and tests to enable industry and users to build better systems through the
understanding of these metrics. Nowhere else in the federal government is there an organization
dedicated to working with U.S. industry to improve the trust and confidence of IT, particularly
scientific systems that are crucial to the continued competitive advantage of the United States in
the international community.

A new age is dawning for scientific and engineering research, pushed by continuing progress in
computing, information, and communication technology, and pulled by the expanding
complexity, scope and scale of today’s challenges. These information technology advancements
provide the potential for the research community to build new types of scientific and engineering
knowledge environments and organizations and to pursue research in new ways and with
increased efficacy.! The acknowledged key to these breakthroughs is achieving the necessary
functionality, interoperability, usability, confidence, and data protection within the IT systems
that will lead the way.

NIST is at the forefront of this new age. The information technology research at NIST is focused
on building the trust and confidence in today’s and tomorrow’s systems. Trust and confidence
covers the range of IT systems: advances in modeling and simulation to complement the
advances in the physical sciences; secure, robust, quality software; agile, resilient, robust
networks that continue to operate under catastrophic conditions; and integrity, availability,
interoperability and reliability of the systems, data and networks. We have a unique collection of
scientists working collaboratively from computer scientists to chemists, electrical and

! Revolutionizing Science and Engineering Through Cyberinfrastructure, NSF, March 2003,
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mechanical engineers and physicists striving to meet the challenge of trust and confidence in IT
in the nanoscale revolution and beyond.

1 would now like to mention some highlights from our major Information Technology program
areas which will give you a flavor of the wide array of expertise and effort resident at NIST:

NIST ensures the security, confidentiality, integrity, and availability of information. NIST
has a long-standing, highly successful role in working with Federal agencies and industry to
ensure the protection of information technology and systems through standards and guidelines,
testing methodologies, conformity assessment and complementary supporting research. These
activities emanated from necessity and were formalized in legislation such as the Computer
Security Act, the Federal Information Security Management Act, and the Cyber Security
Research and Development Act. These efforts, often codified in Federal Information Processing
Standards (FIPS), have led to increased protection of government information. NIST is also
leading global efforts to develop secure smart card technologies and travel documents, and to
achieve consensus on various electronic authentication strategies.

NIST mitigates the $59.5 billion cost of inadequate software testing. NIST is the world leader
in development of test methodologies for software assurance and conformity to IT standards.
NIST maintains a robust program in software that is fundamental to the continued growth of the
IT industry. We facilitate electronic commerce through development of XML tests, while also
developing test methods and registries to improve the interoperability, quality, conformance, and
correctness of healthcare information data transfer. Qur expertise in software extends to the field
of computer forensics; a program which enables the detection of computer crime and successful
prosecution of terrorists and other criminals.

NIST develops test and measurement technology that keys the implementation, robust
operation, and continuity of operations of the nation’s core networking infrastructure, We
have the premier capability in the world for modeling and simulating the performance of large
networks under various failure and recovery scenarios, which enables more consistent service of
the internet. Our broad ranging program also works with the public safety community and
industry to develop modern, interoperable communication and networking standards for first
responders.

NIST enables intuitive, efficient access, manipulation, and exchange of complex
information. NIST continues to make strides in improving our customers’ ability to use
information technology and the underlying information. These efforts have brought advances to
human language technology that enhances content extraction, question answering, and speech-to-
text capabilities. Tremendous strides have also occurred in the usability and accessibility of
information through the testing of NIST labs.

NIST is a world leader in analytical, statistical, and computational methods for solving
scientific and engineering problems. We continue to provide technical leadership in state-of-
the-art analytical and computational methods for the scientific and engineering world. The
mathematics program develops, analyzes, and solves mathematical models of physical
phenomena; develops highly efficient parallel computational models to enable scientific
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advancement; develops and distributes mathematical software tools and tests; and continues
development of the Digital Library of Mathematical Functions, a comprehensive, authoritative
web-based interactive reference on the special functions of applied mathematics. NIST also
continues to provide the statistical underpinnings that strengthen scientific research through
formulation and development of statistical theory and methodology for metrology. The program
develops new statistical methods for the design and analysis of Key Comparisons forming the
basis of international trade; develops statistical methods to evaluate IT performance in networks,
biometrics, and computer forensics; and characterizes complex instruments, systems, and
processes in mathematical terms, including the analysis of the World Trade Center collapse. In
cooperation with Sematech, NIST created the popular Web-based e-Handbook of Statistical
Methods, which is a fundamental global reference.

NIST works to ensure the interoperability of technology specifications. Interoperability is
essential to productivity and competitiveness of many industries because efficient design and
manufacturing require the coordination of many different participants and processes that rely on
a digital representation of the product. To mitigate the $1 billion annual cost to members of the
automotive supply chain, NIST has initiated the NIST Manufacturing B2B Interoperability
Testbed to address the needs for demonstration and testing of B2B standards. The testbed is an
on-going effort to mobilize software vendors, manufacturers, standards organizations, and other
stake-holding parties to enhance the capability for on-demand demonstration and testing of
interoperability of enterprise application in a B2B setting.

Through these efforts NIST has developed world-class competencies in security, software,
networks, information access, mathematics, statistics, and interoperability. This bundle of
competencies, combined with Nobel prize winning expertise in the physical sciences places
NIST in a unique position to create an enormous impact on the economy and scientific research.
1t is precisely this unique capability that attracts funding from other agencies. We continually
leverage our expertise and this funding to protect this Nation and position the US as a leader in
the information technology and scientific arenas. I would like to again highlight some specific
NIST efforts:

NIST assists government and industry in protection of the US border through the
development of biometrics evaluation systems, biometrics standards, and biometrics
research. Working with the biometric community, NIST has long been recognized as an expert
in the use of biometric information. Two recent laws recognized this expertise and provided
specific requirements for NIST, the USA PATRIOT Act and the Enhanced Border Security and
Visa Entry Reform Act. Under these laws, NIST has refined programs in fingerprint testing, face
testing, multimodal biometrics evaluation, multimodal system design, and standards.

NIST enhances trust and confidence in voting systems. The core of democracy is the voting
system. The Help America Vote Act seeks to increase trust and confidence in the voting system,
in part by providing NIST with mandates in the areas of security, hardware/software
interoperability, and human factors issues. Under HAVA, NIST recently released a study titled:
“Improving the Usability and Accessibility of Voting Systems and Products™ which established a
roadmap for voting constituencies, vendors and users to achieve increased trust and confidence
that the voting system accurately reflects the will of the electorate.
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NIST makes revolutionary advances in quantum communications and computing. Quantum
comumunications offers the promise of perfectly protected messages while quantum computing
offers the promise of dramatically increased computing power. NIST is developing the
measurements and standards infrastructure to enable future development of information systems
based on the principles of quantum physics. NIST’s two Nobel Laureates are focused on this

effort.

NIST utilizes information technology to find knowledge in large data sets. NIST has the
most comprehensive array of chemical, physical, and engineering measurements data of any
group worldwide working in science and technology. NIST cost-effectively manages this data by
developing accessible IT resources, including web-based data dissemination and single-portal
access to all these databases, while using statistical and mathematical methodology to make
sense of the data.

NIST works with partners in other Federal agencies, academia, and industry to develop and
promote openness and interoperablility in information technology. It works with other agencies
not only on a bilateral basis, where it furnishes expertise in its unique areas of research to the
DoD, HHS, NIH, DOJ and others, but also through support and cooperation within the
Interagency Working Group on Information Technology Research and Development. Examples
of NIST IT cooperation with industry include electronic commerce and various aspects of U.S.
manufacturing. One focus is on integrating information-based manufacturing systems. Another
effort is aimed at developing the information-based measurement and standards infrastructure
needed for the application of intelligent systems in manufacturing, defense, and homeland
security. In a related effort, the NIST Combinatorial Methods Center develops methods that lead
to innovations in materials science faster, cheaper, and better. Developing these methods requires
a significant emphasis on IT research, as strategies for managing and analyzing the
overwhelming amount of data generated are a critical problem for the Center and its industrial
partners.

Providing security to supervisory control and data acquisition (SCADA) systems-- systems that
monitor and contro! power flows in the electric power grid —involves significant IT research, as
SCADA systems are increasingly IT-based. NIST is evaluating the performance of a number of
promising security systems under development to ensure security while not compromising the
performance of the power grid. In a similar way, cybernetic building systems involve
information handling at many different levels of building services (e.g., fire detection, security
and transport systems, energy management, and utilities). The NIST program which includes a
full-scale demonstration of cybemetic building systems, involves a significant amount of IT
research to develop a standards-based information infrastructure.

NIST is careful to utilize its unique attribute of being an unbiased, neutral third-party to best
enhance the efforts of industry where it is needed most. The impact of NIST programs on the IT
industry, the Federal government, the security of IT infrastructure, and security of the American
people is broad and deep. The standards, tests and measures that NIST enables are also key to the
continued competitive advantage of the United States. NIST’s efforts in information technology
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measurement, standards, and interoperability provide a unique contribution to the advancement
of IT that would not otherwise be performed.

NIST received FY 2004 appropriated funding of $48.6 million, which is supplemented by a
number of other agencies by $17 million. In addition, now before the Congress is the President’s
FY 2005 budget request that includes a proposed increase of $7 million for NIST to address key
national needs in cyber security and accelerate solutions to critical cyber security issues (36
million) and to address the biometric requirements of the USA Patriot Act by developing the
standards for testing the accuracy of biometric technologies ($1 million). This specifically
includes working with the Department of Homeland Security through its Science and
Technology Directorate, as well as the Information Analysis and Infrastructure Protection
Directorate’s National Cyber Security Division to enhance collaborative efforts begun in 2003.
This proposed expansion of NIST’s current program will allow for additional deliverables in FY
2005 and a critical start to long-term work in key areas including:

¢ Enhancing security, critical infrastructure application, and communication protocols;

s Expanding the NIST Cryptographic Toolkit to include limited power, small-sized
computing environments;

e Improving broken wireless security standards by identifying, prioritizing, and
accelerating approaches to securing wireless devices;

e Developing metrics to understand, express, and improve our ability to build secure
networks and systems from individually understood components; and

¢ Developing advanced means to cost-effectively control access of individuals and
automated services to information and other automated services.

In conclusion, NIST takes its roles in maintaining the vitality of the U.S. information technology
industry seriously, in providing unique expertise to the rest of the government, and in sharing
with industry, government and universities the basic science and technology that comes from its
measurement and standards research. These brief examples of our work and accomplishments
illustrate NIST’s commitment to these roles. They also demonstrate the base upon which NIST
continues to build.

This concludes my prepared remarks. [ will be pleased to answer your questions.
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Mr. PutNaM. Thank you very much.

Our final witness for this panel is Dr. Carl Edward Oliver. Dr.
Oliver is the Associate Director of the Office of Advanced Comput-
ing Research for the Office of Advanced Science at the Department
of Energy. He is responsible for basic research and applied mathe-
matics, computer science and networking needs in the Office of
Science. His duties include management of the Small Business In-
novative Research Program.

Dr. Oliver came to DOE under the Intergovernmental Personnel
Act from Sandia National Laboratories. Prior to that he was the as-
sociate laboratory director for computing robotics and education at
Oak Ridge National Lab from 1995 to 2000. After receiving his
Ph.D. in mathematics in 1969 as a NASA fellow from the Univer-
sity of Alabama, he held research and management positions at the
Air Force Weapons Lab, the Air Force Office of Scientific Research
and DOE.

He has also held teaching positions at six universities, been ac-
tive on a national and international level organizing professional
society meetings for numerous academic societies and has served
on several university and Federal advisory committees and others
under the auspices of the OSTP and the National Science Founda-
tion.

Welcome to the subcommittee. You are recognized for 5 minutes.

Dr. OLIVER. Mr. Chairman, I too commend you for holding this
hearing and I appreciate the opportunity to testify on behalf of the
Department of Energy’s Office of Science on a matter of importance
to the Nation; namely, information technology research.

Dr. David Nelson and Dr. Freeman have given you some over-
view of the Federal IT R&D activities. Ill concentrate on those
areas of the portfolio where the Office of Science focuses its efforts:
High performance computing, large scale networks and software
that enables scientists to use these resources as tools for scientific
discovery.

Ever since the inception as part of the Atomic Energy Commis-
sion immediately following World War II, the Office of Science has
blended cutting edge research and innovative problem solving to
keep the United States at the forefront of scientific discovery. Since
the 1940’s, the Office of Science supported the work of more than
40 Nobel prize winners. Research supported by the office has made
major contributions to the United States in research areas such as
magnetic resonance imaging, medical isotopes, composite materials
used in motor vehicles and x-ray diagnostic of computer chips and
other high tech materials.

Other research investments have led to such innovations as the
Nobel prize winning discovery of new forms of carbon, noninvasive
detection of cancers and other diseases, improved computer models
for understanding global climate change and new insights into the
fundamental nature of matter and energy.

High end computing has become an indispensable tool for re-
searchers across the Office of Science. Large multi-disciplinary
teams of researchers that combine the expertise of physicists,
chemists or biologists with the expertise of computer scientists and
mathematicians are working on the next generation of computa-
tional science tools that will enable the discovery and design or ad-
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vance of materials for the development of catalysts that dramati-
cally reduce the energy costs and emissions and understanding of
the dynamics of combustion systems. Each of these examples and
many more will have a significant effect on the missions of the De-
partment of Energy and then the missions of other U.S. Govern-
ment agencies.

High performance networks play a critical role as well because
they make it possible to overcome the geographical distances that
often hinder science by making all the scientific resources readily
available to scientists, regardless of their physical location. In this
area, we work in close coordination with the National Science
Foundation and university consortia such as Internet II to ensure
that scientists at universities can seamlessly access unique DOE
facilities and their scientific partners in DOE laboratories.

To develop these tools we also work closely with other agencies.
A significant part of the coordination has been described by Dr.
Nelson already. In high end computing we cochaired the High End
Computing Revitalization Task Force that was put together. This
task force identified our Nation’s critical needs in a report released
in May, and they proposed a game plan to improve U.S. computing
capabilities.

The Office of Science and other Federal agencies are working to
implement the recommendations of the task force report and to de-
velop the next generation of supercomputing capability as well as
networks needed to allow the broadest possible access to new sys-
tems.

On May the 12th of this year, Secretary Spencer Abraham an-
nounced that the Department of Energy will provide $25 million in
this fiscal year to a team led by Oak Ridge National Laboratory to
begin to build a new supercomputer for scientific research. This is
an important step toward achieving our leadership goals. When
complete, researchers will gain the ability to understand the natu-
ral world with the precision that could only be imagined a few
years ago.

It’s clear that working with our computing industry, we can build
these tools. The administration has developed a clear path forward
for revitalizing high end computing, and with vital support from
the Congress and administration I am confident we will succeed.

Once again, thank you for the opportunity to testify before the
committee on this important matter.

[The prepared statement of Dr. Oliver follows:]
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Mr. Chairman and members of the Committee: Icommend you for holding this hearing. I
appreciate the opportunity to testify on behalf of the Department of Energy’s (DOE) Office
of Science (SC) on a subject of importance to this Nation, Information Technology Research.
1 will focus today on those areas where DOE-SC directs its efforts: high-performance
computing, large-scale networks, and the software that enables scientists to use these
resources as tools for scientific discovery.

ok ok

Mr. Chairman, for more thah half a century, every President and each Congress has
recognized the vital role of science in sustaining this Nation’s leadership in the world.

Ever since its inception as part of the Atomic Energy Commission immediately following
World War II, the Office of Science has blended cutting-edge research and innovative
problem solving to keep the U.S. at the forefront of scientific discovery. In fact, since the
mid-1940’s, the Office of Science has supported the work of more than 40 Nobel Prize
winners, testimony to the high quality and importance of the work it underwrites.

The Office of Science is the single largest supporter of basic research in the physical sciences
in the United States, providing more than 40 percent of total Federal funding. It oversees -
and is the principal Federal funding agency of — the Nation’s research programs in high-
energy physics, nuclear physics, and fusion energy sciences.

The Office of Science manages fundamental research programs in basic energy sciences,
biological and environmental sciences, and computational science. In addition, the Office of
Science is the Federal Government’s largest single source of funds for materials and
chemical sciences, and it supports unique and vital parts of U.S. research in climate change,
geophysics, genomics, life sciences, and science education.

The Office of Science manages this research portfolio through six interdisciplinary program
offices: Advanced Scientific Computing Research, Basic Energy Sciences, Biological and
Environmental Research, Fusion Energy Sciences, and High Energy Physics and Nuclear
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Physics.

The Office of Science also manages 10 world-class laboratories, which often are called the
“crown jewels” of our national research infrastructure. The national laboratory system,
created over a half-century ago, is the most comprehensive research system of its kind in the
world. The 10 Office of Science laboratories are: Ames Laboratory, Argonne National
Laboratory, Brookhaven National Laboratory, Fermi National Accelerator Laboratory,
Thomas Jefferson National Accelerator Facility, Lawrence Berkeley National Laboratory,
Oak Ridge National Laboratory, Pacific Northwest National Laboratory, Princeton Plasma
Physics Laboratory and the Stanford Linear Accelerator Center.

The Office of Science oversees the construction and operation of some of the Nation’s most
advanced R&D user facilities, located at national laboratories and universities. These include
particle and nuclear physics accelerators, synchrotron light sources, neutron scattering
facilities, supercomputers and high-speed computer networks. Each year these facilities are
used by more than 18,000 researchers from universities, other government agencies and
industry.

The Office of Science is a principal supporter of graduate students and postdoctoral
researchers early in their careers. About 50 percent of its research funding goes to support
research at 250 colleges, universities, and institutes nationwide.
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The Administration recognizes the importance of high-performance computing for the
Nation. A recent plan developed by the High End Computing Revitalization Task Force
(http://www.itrd.gov/pubs/2004 hecrtf/20040510 hecrtf.pdf.) encourages DOE’s Office of
Science and other Federal agencies to work together to develop the next generation of
advanced scientific computational capability for the benefit of America’s scientific
enterprise.

The elements of this plan include a coordinated research strategy to address critical barriers
in high-performance computing for key Federal missions in science and national security as
well as a strategy for providing a portfolio of high-performance computing resources for
scientists and engineers in the U.S. The Office of Science invests in high-performance
computing and networks to deliver the full benefit of this revolution to U.S. science. Of
course in these areas of IT research DOE-SC works with other Federal agencies to deliver the
science and the facilities the nation needs. To the maximum possible degree, access to these
resources should be open to all U.S. researchers--whether they work for the government,
universities, or industry--on a competitive, peer reviewed basis.

Advanced scientific computing is central to DOE's missions. It is essential to simulate and
predict the behavior of nuclear weapons and aid in the discovery of new scientific
knowledge. The importance of advanced scientific computing and networks to DOE is

underscored in the DOE strategic plan (http://strategicplan.doe.gov/full. pdf)
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Strategy 6: Significantly advance scientific simulation and computation, applying
new approaches, algorithms, and software and hardware combinations to address the
critical science challenges of the future.

And Goal 6 of the Office of Science Strategic Plan
(http://www.science.doe. gov/Sub/Mission/Strategic Plan/Feb-2004-Strat-Plan-screen-

res.pdf)

Deliver forefront computational and networking capabilities to scientists nationwide
that enable them to extend the frontiers of science, answering critical questions that
range from the function of living cells to the power of fusion energy.

In fact, in fulfilling its mission over the years, the Office of Science has played a key role in
scientific computation and networking. Consider some of the innovations and contributions
made by DOE's Office of Science:

= helped develop the Internet;

= pioneered the transition to massively parallel supercomputing in the civilian sector;

= began the computational analysis of global climate change;

s developed many of the computational technologies for DNA sequencing that have
made possible the unraveling of the human genetic code;

= simulated combustion reactions with the goal of reducing emissions.

&k

Computational modeling and simulation rank among the most significant developments in
the practice of scientific inquiry in the latter half of the 20th century and are now a major
force for discovery in their own right. In the past century, scientific research was
extraordinarily successful in identifying the fundamental physical laws that govern our
material world. At the same time, the advances promised by these discoveries have not been
fully realized, in part because the real-world systems governed by these physical laws are
extraordinarily complex. Computers help us visualize, test hypotheses, guide experimental
design, and most importantly determine if there is consistency between theoretical models
and experiment, Computer-based simulation provides a means for predicting the behavior of
complex systems that can only be described empirically at present. Since the development of
digital computers in mid-century, scientific computing has greatly advanced our
understanding of the fundamental processes of nature, e.g., fluid flow and turbulence in
physics, molecular structure and reactivity in chemistry, and drug-receptor interactions in
biology. Computational simulation has even been used to explain, and sometimes predict, the
behavior of such complex natural and engineered systems as weather patterns and aircraft
performance.

Within the past two decades, scientific computing has become a contributor to essentially all
scientific research programs. It is particularly important to the solution of research problems
that are (i) insoluble by traditional theoretical and experimental approaches, e.g., prediction
of future climates or the fate of underground contaminants; (ii) hazardous to study in the
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laboratory, e.g., characterization of the chemistry of radionuclides or other toxic chemicals;
or (i) time-consuming or expensive to solve by traditional means, e.g., development of new
materials, determination of the structure of proteins, understanding plasma instabilities, or
exploring the limitations of the "Standard Model" of particle physics. In many cases,
theoretical and experimental approaches do not provide sufficient information to understand
and predict the behavior of the systems being studied. Computational modeling and
simulation, which allow a description of the system to be constructed from basic theoretical
principles and the available experimental data, are keys to solving such problems.

We have moved beyond using computers to solve very complicated sets of equations to a
new regime in which scientific simulation enables us to obtain scientific results and to
perform discovery in the same way that experiment and theory have traditionally been used
to accomplish those ends. We must think of computation as the third of the three pillars that
support scientific discovery, and indeed there are areas where the only approach to a solution
is through high-end computation. '

High performance networks play a critical role as well in allowing researchers to overcome
the geographical distances that often hinder science. The Office of Science maintains a state-
of-the-art high-speed Energy Science network, ESnet, which ensures that scientific resources
are readily available to scientists around the world. DOE-SC works closely with the National
Science Foundation and university consortia such as Internet 2 to ensure that scientists at
universities can seamlessly access unique DOE facilities and their scientific partners in DOE
laboratories. :

%k ke

To develop systems capable of meeting the challenges faced by DOE, universities, and
industry, the Office of Science invests in several areas of computation: high-performance
computing, large-scale networks, and the software that enables scientists to use these
resources as tools for discovery. The FY 2005 President’s Request for the Office of Science
includes $204 million for ASCR for IT R&D and approximately $20 million in the other
Offices to support the development of the next generation of scientific simulation software
for SC mission applications.

As a part of this portfolio the Office of Science supports basic research in applied
mathematics and the computer science needed to underpin advances in high-performance
computers and networks for science.

In FY 2001 the Office of Science initiated the Scientific Discovery through Advanced
Computing (www.science.doe.gov/SciDAC/) effort to leverage our basic research in
mathematics and computer science and integrate this research into the scientific teams that
extend the frontiers of science across DOE-SC. We have assembled interdisciplinary teams
and collaborations to develop the necessary state-of-the-art mathematical algorithms and
software, supported by appropriate hardware and middleware infrastructure, to use terascale
computers effectively to advance the fundamental scientific research at the core of DOE’s
mission.
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All of these research efforts, as well as the success of computational science across SC,
depend on a portfolio of high-performance computing facilities and testbeds and on the high-
performance networks that link these resources to scientists across the country. Since the
early 1950s, DOE and the Office of Science have been leaders in testing and evaluating new
high performance computers and networks and turning them into tools for scientific
discovery. The Office of Science established the first national civilian supercomputer
center, the Magnetic Fusion Energy Computer Center, in 1975. We have tested and
evaluated carly versions of computers ranging from the first Cray 1s to the parallel
architectures of the 1990s, to the Cray X1 at ORNL. Our current facilities and testbeds
include:

¢ The Center for Computational Sciences (CCS) at Oak Ridge National Laboratory,
which has been testing and evaluating leading edge computer architectures as tools
for science for over a decade. The latest evaluation, on a Cray X1, formed the basis
for ORNL’s successful proposal to begin developing a new supercomputer. In his
remarks announcing the result of this competition, Secretary of Energy Spencer
Abraham stated, “This new facility will enable the Office of Science to deliver world
leadership-class computing for science,” and “will serve to revitalize the U.S. effort
in high-end computing.” This supercomputer will be open to the scientific community
for research.

e The National Energy Research Scientific Computing Center (NERSC) at Lawrence
Berkeley National Laboratory, which provides leading edge high-performance
computing services to over 2,000 scientists nationwide. NERSC has a 6,000
processor IBM SP3 computer with a peak speed of 10 Teraflops. We have initiated a
new program at NERSC, Innovative and Novel Computational Impact on Theory and
Experiment (INCITE), to allocate substantial computing resources to a few,
competitively selected, research proposals from the national scientific community.
Last year, the Office of Science selected three proposals were selected for INCITE.
One of these has successfully simulated the explosion of a supemova in 3-D for the
first time.

e The ESnet, which links DOE facilities and researchers to the worldwide research
community. ESnet works closely with other Federal research networks and with
university consortia such as Internet 2 to provide seamless connections from DOE to
other research communities. This network must address facilities that produce
millions of gigabytes of data each year and deliver these data to scientists across the
world.

We have learned important lessons from these testbeds. By sharing our evaluations with
vendors we have enabled them to produce better products to meet critical scientific and
national security missions. Our spending complements commercial R&D in IT which is
focused on product development and on the demands of commercial applications which
generally place different requirements on the hardware and software than do leading edge
scientific applications.
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To accomplish its goals the Office of Science works closely with other agencies. In the areas
where DOE ~SC focuses its research, High-End Computing and Large-Scale Networking,
DOE-SC cochairs the relevant coordinating group. In addition to this mechanism, DOE-SC
has engaged in a number of other joint planning and coordination efforts.

= DOE-SC participated in the National Security community planning effort to develop
an Integrated High-End Computing plan.

*= DOE-SC and DOD cochaired the HECRTF.

* DOE-SC and NSF cochair the Federal teams that coordinate the engineering of
Federal research networks and the emerging GRID Middleware.

= DOE-SC is a partner with DARPA in the High Productivity Computing Systems
project, which will deliver the next generation of advanced computer architectures for
critical science and national security missions through partnerships with U.S.
industry. ,

»  DOE-SC works closely with NNSA on critical software issues for high performance
computing.

= DOE-SC, DOE-NNSA, DOD-ODDR&E, DOD-NSA, and DOD-DARPA have
developed a Memorandum of Understanding to jointly plan our research in high
performance computing. This MOU will enable us to better integrate our substantial
ongoing collaborative projects.

Mr. Chairman, high-performance computing provides a new window for researchers to
understand the natural world with a precision that could only be imagined a few years ago.
Federal investments in advanced scientific computing equip researchers to advance
knowledge and help solve the most challenging scientific problems facing the Nation. These
national research investments might also provide current and prospective benefits to
American industry, enabling it to use leading edge computational tools and simulation to
develop new, more efficient, higher quality products for the U.S. consumer and greater
competitiveness for the U.S. economy. Opportunities range from innovative design and
engineering to materials development, all of which may serve to increase efficiency and
safety while potentially reducing environmental effects.

Computing is an important tool in carrying out Federal agency missions in science and
technology, but the government high-end computer market is simply not large enough to
divert computer industry attention from the much larger and more lucrative business
computing sector. The Federal Government must continue our research and prototype
development on the next generation of computers, if we are to effectively carry out our
scientific mission in the future. -

With the continued support of this Committee, the Congress and the Administration, we in
the Office of Science hope to continue to play an important role in the world of scientific
supercomputing. Thank you very much.
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Mr. PurNAaM. Thank you very much, Dr. Oliver. I want to thank
all of you for your opening statements. Your full statement is to be
included in the record, and we will begin with questioning.

Among these two dozen or so agencies that are coordinating or,
excuse me, are engaged in Federal research, is there some collabo-
ration across those agencies to pursue an overall strategic frame-
work for research? Do they communicate with one another to avoid
duplication or to buildupon the successes that are being found?
Does the left hand know what the right hand is doing?

Dr. Freeman, you're nodding. We'll let you answer first.

Dr. FREEMAN. That’s fine. Thank you sir, and I think that my co-
chair of the NITRD working group, David Nelson, will add to what-
ever I may have to say.

I think the answer to your question is a very definite yes in
terms of coordination, in terms of knowing what each other is
doing. In some cases that results in joint solicitations. For example,
in the high performance computing area, we are currently coordi-
nating, or I should say collaborating with DARPA for a jointly
funded research program. We have several others in other areas al-
ready in place with DARPA. We are putting one in place with NIH,
so there are a number of examples of that sort.

The Interagency Working Group as a whole meets every 3
months at which representatives from all 13 of those agencies are
present to review budgets, to review strategic directions and, in
general, to coordinate. There are then the program coordination
areas that both Dr. Nelson and I mentioned. Those smaller, more
narrowly defined groups; for example, in the area of human com-
puter interface or in the area of high confidence or secure systems,
those smaller groups of program directors and program managers
typically meet on a monthly basis, in some cases even on a weekly
basis, because many of the primary agencies are located physically
adjacent to each other.

hSo there is a high degree of communication and collaboration
there.

Mr. PutNAM. Dr. Nelson.

Dr. NELSON. I agree with the comments of Dr. Freeman and
would just add a couple of things. First, I refer to the Interagency
Working Group, which Dr. Freeman and I cochair, as our board of
directors. It sets the general directions and identifies special topics.
About a year ago, Peter and I commissioned a study of whether the
program components areas and the groups that implement them
were properly constituted, and the answer that came back from
them, and the Interagency Working Group has blessed it, is that
in general they are, but in particular we need to focus more on se-
curity. And so we have started as a cross-cutting topic looking at
how security aspects of all of our work need to be better done. It’s,
as you know, an extremely difficult topic.

The other thing that I would add is that there’s always an open
door to the involvement by additional agencies and additional pro-
grams in the work of the—and I will use the acronym here—the
NITRD program. So for example, we have the Federal Aviation Ad-
ministration, Food and Drug Administration as observers. They
don’t have much research, but they do want to use what the re-
search program produces. And we also are discussing with the De-
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partment of Homeland Security its entry in the program. So the
door is always open. Information Technology Research and Devel-
opment has an awful lot of small pieces. And so as Peter has said,
much of the detailed work is done putting those pieces together.

I mentioned before an example of research needs assessments.
That’s usually the first step. That’s one. Another example of re-
search needs assessment is the document that Peter just referred
to, which is the Federal Plan for High-End Computing, which in-
volved about 60 Federal managers from 12 agencies for about a
year. After research needs assessments is research planning. Peter
gave one example. There are many others.

The agencies share reviewers: They coordinate the solicitations;
and then they jointly review progress and, where necessary, make
changes and of course then go through another cycle of research
needs, research planning, research implementation, research re-
view.

Mr. PurNaM. OK. Dr. Freeman, you said that they meet periodi-
cally to review strategic direction. Who sets the strategic objective,
and could you summarize what the strategic objective is currently
for Federal IT research and development.

Dr. FREEMAN. I don’t think that I or anyone is really capable of
saying what the objective is. As Dr. Nelson just indicated, there is
a fairly elaborate process of trying to understand the needs for fu-
ture research. He mentioned some of those activities. Let me share
another one with you that perhaps will illustrate the process and
thereby how the overall objectives are ultimately set.

Another activity that Dr. Nelson and I initiated, oh, probably a
year and a half ago now, was an effort by the members of our
working group to look at what are the major challenges, often
called grand challenges, that would involve information technology,
not on the research but at the usage end; for example, being able
to seamlessly access the medical records of any citizen anywhere
with appropriate privacy security, etc. It was put forth as a pos-
sible grand challenge, because we don’t really know how to do that
today. That working group, which worked for, oh, 6, 8 months, ulti-
mately came back with a set of these grand challenges that, if
achieved, would have great benefit for our society and for our econ-
omy. Taking those grand challenges, they then backed up and said,
so what research should we be doing? So for example, security was
something that was seen to be a critical component of essentially
every one of those grand challenges.

So, through this process, our members, the various agencies, and
through other processes that are not a part of the interagency ac-
tivity, because each agency has its own internal processes to bubble
up these research needs, prioritization then of those research objec-
tives will depend upon the individual agencies, upon their missions,
and upon their judgments as to which of, as Dr. Nelson has indi-
cated, the many, many objectives that one could name.

So, in sum, what we wind up with is not a single strategic objec-
tive or even a coherent set of a small number. Obviously, we can
boil those up to a high level and certainly security is a current high
objective, I believe, of all of our members. High performance com-
puting is another objective that is very important to many of the
agencies. Ease of access to large data stores is a third objective.
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But I would not characterize those as forming a strategic plan in
the same way that an individual company or an individual agency
might have.

Mr. PurNAM. Dr. Oliver, a lot of attention has been paid to the
fact that Japan now has the fastest supercomputer, the Earth sim-
ulator, which I believe has led the United States to reassess its
high end computing R&D plans. Given where we now stand, are
the existing Federal efforts appropriately targeted to deal with the
challenge of positioning the United States as a leader in IT R&D,
or are we losing our leadership position in this area?

Dr. OLIVER. I think that the formation of the High End Comput-
ing Revitalization Task Force last summer was the right step at
the right time for us to articulate as a group of Federal agencies
and departments how to address this problem. There were lots of
meetings that were held and the report was written, and I think
the implementation plan is pretty much in place or will be soon.
So I think fully supporting that plan will lead us to a leadership
position again. There is no doubt about it.

Mr. PutNaM. Mr. Clay.

Mr. CLAY. Thank you, Mr. Chairman. Dr. Nelson, according to
the recent report on Federal R&D released by RAND, total R&D
funding for colleges and universities grew from approximately $70
billion in fiscal year 1996 to $96 billion in fiscal year 2004. Yet only
$2.2 billion is dedicated specifically to IT research and development
through the NITRD program.

Can you tell us why it is such a small percentage of the total al-
location, and have no concerns with cyber security and national de-
fense caused your office to reevaluate its support for IT R&D fund-
ing?

Dr. NELSON. Yes, Congressman Clay, the priorities for research,
as for any other Federal program, go through many steps and have
many masters. And so addressing a question like why IT R&D is
only $2 billion is almost impossible. One could equally ask why is
it as big as it is. And I think, as you pointed out, it has grown sub-
stantially in recognition of its importance.

I would suggest though, and I think Dr. Freeman has also men-
tioned this, that much of other research has information technology
components. The term that’s used often is it’s embedded in that re-
search, and it is almost impossible to tease out how much of that
other research is information technology. But we know there is a
lot there. In other words, the amount of information technology re-
search is higher than the numbers might suggest.

The second thing that I would say is I believe the RAND study
pointed out that much of that increase went to medical schools and
was a direct result of the doubling of the National Institutes of
Health budgets, and of course that has been a national and biparti-
san priority. It is good to note that much of the improvement in
health care research has come about from better usage of informa-
tion technology, and bioinformatics is now a thriving field.

So again it’s hard to tease out, and the bottom line I can give
you is that there probably isn’t a direct answer. We can all hope
that those good research ideas are funded and that they appro-
priately impact our economy and way of life.
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But the process for arriving at it is probably beyond that of any
one person to comprehend.

Mr. CLAY. Then another question, Doctor. Tell me about, com-
pare the 2004 budget for Federal IT R&D to 2005. It’s been re-
duced by about $200 million, from $2.2 billion to $2.0. Can you tell
us why the amount requested was reduced?

Dr. NELSON. Yes. I would like, if I could, to answer that for the
record. And I will tell you why. We have a total for 2005, but be-
cause the—and I will use the term NITR&D, that’s Networking
and Information Technology R&D—program is what we call a
crosscut, you can’t get there by aggregating line items. And, there-
fore, it takes judgment and allocation to come up with either the
total or with the subcomponents. We do not yet have the 2005
numbers for those subcomponents.

And before I could address why that $200 million is approxi-
mately about 10 percent down, I would have to have a better idea
of how it matches up with the program component areas that Dr.
Freeman referred to, and therefore what the change is. I would be
happy to respond for the record, but it may take a few weeks before
we get back to you.

Mr. CLAY. That’s fine. Thank you for that response.

And Dr. Freeman, I am concerned that a large proportion of Fed-
eral R&D funds are being limited to the life sciences. Can you tell
us if the IT needs of the medical and biological research commu-
nities are being met through the current formula for Federal R&D
funding?

Dr. FREEMAN. Congressman Clay, 'm afraid in the specifics, 1
am not competent to answer that question. Obviously, someone
from NIH or the medical community should address it. I would
note that through the interagency working group and our budget
reviews, we are aware that NIH is spending large sums on infor-
mation technology usage, more on the development and usage side
of the ledger than on the underlying research. But I will have to
defer to their judgment as to whether there is sufficient IT re-
search being done in the country to support those medical efforts.

Mr. CrAy. OK. Then I guess asked another way. Can you cite for
us what other Federal R&D needs would rival the need for life
science research?

Dr. FREEMAN. Well, certainly based on the demand through the
proposal submission process at NSF, there is a very large unmet
need for additional research. Let’s take the cyber security area. My
program director in this area is just in the process this week and
next of making final decisions on something like 150 proposals that
were submitted by a deadline a few weeks ago for funding specifi-
cally in the cyber security area. I have not seen the final results,
but based on previous competitions, probably at least 30 to 35 per-
cent, about a third of those proposals would be ranked by their sci-
entific peers as worthy of funding, that is, scientifically valid. We
will be lucky if we can fund 10 percent of those submitted propos-
als. So there is an overhang there of good ideas in the cyber secu-
rity area that we are simply not going to be able to fund. I suspect
that my colleague from NIST has a similar experience in that area.

Mr. CrAY. I will get to him. Thank you for your response. You
know, you guys have long responses and long opening statements,
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afr‘}d they give us a limited amount of time. But I appreciate your
effort.

Dr. Oliver, in what ways can the Office of Science collaborate
with the private sector on R&D initiatives in order to find solutions
to problems facing our Nation and the international community,
such as environment and educational issues?

Dr. OLIVER. Well, we have had a long history of collaborating
with the computing vendor industry in high-end computing and
network and so forth. And, you know, we have cooperative research
and development agreements with many of the individuals who
have funding from us, especially in the DOE laboratories. And so
that has tremendous benefit in many ways with the computing in-
dustry. And the wave goes out from there. We get in machines. We
have often bought serial one of every high-end machine in the De-
partment of Energy from the beginning of time. There are a few
exceptions.

So we get them when they are raw. They don’t necessarily work.
We invest in operating systems to help make this work. We do this
in cooperation with other agencies, DARPA and 1-Ks or NSF in
another. And so we help make a machine viable. We then put on
applications software like a structural analysis code and make it
work on the machine. That makes it attractive to the aerospace
companies and so forth.

So there is a dramatic effect like that where we work with indus-
try, you know, to help in the economic sense. And, but we do it to
serve our own needs. I mean, we have to make these machines
work in order to meet the missions of the Office of Science to do
science.

Mr. CrAY. Thank you. And, finally, Dr. Semerjian. Are there spe-
cific areas of IT R&D that the government is currently not pursu-
ing but merit consideration in future strategic plans?

Dr. SEMERJIAN. Well, that is a very broad question. Probably
some of my colleagues are better prepared to answer that. But just
from our own point of view, the kind of things that we do at NIST,
I think I agree with Dr. Freeman that cyber security issues I think
really need to be addressed. Because in every application area that
we look at, whether it’s the medical records or whether it’s commu-
nication issues and national security issues, cyber security contin-
ues to be at the top of the list of issues, which is clearly under-
funded.

And I think we are very pleased that the President’s budget pro-
poses to increase the NIST part of that. But that is only a drop in
the bucket. I am sure there are many other security-related issues
in other agencies which need to be addressed.

Mr. CLAY. Thank you for your response. I thank the panel for
their indulgence. Thank you, Mr. Chairman.

Mr. PutNAM. Thank you, Mr. Clay. I just want to followup a bit
on the coordination line of questioning. To what degree are the
classified and unclassified research initiatives coordinated? If you
take cyber security, for example, it’s certainly broader than NIST
and NSF. You have an alphabet soup of agencies within the intel-
ligence community who are also doing work. Do they share some
of their direction on research as well, or is that a world unto itself?

Dr. Nelson.
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Dr. NELSON. I can speak to the relationship between the classi-
fied world and the unclassified. I personally have high security
clearances, but the NITRD program is totally unclassified. Now, I
believe there is reasonably good coordination between the classified
side and the unclassified. And I will say how that occurs. Several
of the agencies that participate in the NITRD program, in particu-
lar the National Security Agency, the National Nuclear Security
Agency, and the Defense Advanced Research Projects Agency, bring
their unclassified research to the table and work closely with agen-
cies like NSF, NIST, DOE science, and so on to get the best bang
for the buck out of that. Now, clearly, they take those results back
into the classified side, and the NITRD program does not see those.

I am aware that there are coordinating groups that deal with
classified research, in particular, the Infosec Research Council. But
I do not know whether that is broadly the case. I could mention
another agency or two that interacts with us on an informal basis,
the Central Intelligence Agency, and as I said earlier, we are talk-
ing seriously with the Department of Homeland Security about
their joining the program. So, indeed, there is coordination. As it
comes through the boundary between classified and unclassified,
I'm less knowledgeable about what goes on behind the classification
screen.

Mr. PurNAM. So Homeland Security is not currently a part of
this NITRD program?

Dr. NELSON. That’s correct.

Mr. PurNAM. And what is it that needs to be decided to allow
them to participate?

Dr. NELSON. As you know, they have been forming up. And
bringing all those subagencies together has been a monumental
task. So the short answer is they are still working on their re-
search agenda. They are still getting staffed up to carry out that
research agenda. And I fully expect that as soon as they have peo-
ple who are able to work—coordination takes time, it takes peo-
ple—that they will join.

Mr. PurNaAM. Well, I certainly expect them to get ramped up and
be a part of it as soon as possible. They are an important piece,
and they are a relatively new agency, but they are no longer a new
agency and that excuse only carries you so long.

Dr. NELSON. Yes, sir.

Dr. SEMERJIAN. If T could add on the classified versus unclassi-
fied issue. We do have a close working relationship with NSA. It
is formally recognized that NIST provides the standards for the un-
classified world, so to speak, and NSA for the classified. And we
do work closely with them, since some of the technologies are uti-
lized on both sides of the fence. So at least in terms of standard
issues, cyber security-related standards, we have a very good work-
ing relationship with NSA.

Mr. PurNAM. Good. I want to give all of you the opportunity, be-
cause we were cut short on the opening statements, but we have
another panel that we need to move to. I want to give any or all
of you, if you have something that you wish to add to this conversa-
tion, something you wish you had been asked, now is the time. So
we will begin with Dr. Oliver, work backward, and then we will
seat the second panel. Dr. Oliver, anything to add?
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Dr. OLIVER. Nothing to add.

Dr. SEMERJIAN. (Shaking head.)

Mr. PurNAM. Dr. Freeman.

Dr. FREEMAN. A former professor always has another word. One
topic we have not discussed today is the issue of education. That
is one that, of course, NSF has a key responsibility in. And I would
note that it is also a key element in both the research and certainly
the development aspects of information technology, to say nothing
of the utilization of it. I think that your opening statement, Con-
gressman Clay’s opening statement very aptly recognize the impor-
tance of information technology in essentially every element of our
life today. And I would only add that we must keep in mind that
educating all of our citizens at all levels of the work force, all the
way down to kindergartners, in the usage of that technology is a
key challenge that we need to keep in sight.

Mr. PUTNAM. Let me followup on that and ask you, as someone
who has come out of the academic world. Many of us are familiar
with and very concerned about the decline in math and science
skills among America’s young people, the number of degrees being
awarded to Americans in a number of these sensitive fields. I am
not asking you for a silver bullet, but what are the steps that we
can begin to take to turn that around and produce more math and
science graduates?

Dr. FREEMAN. I'm glad you didn’t ask for the silver bullet, be-
cause I certainly don’t have it and I'm not sure that I have all of
the steps. But it is something, and the reason I bring it up here
is it is a topic that I believe we must first and foremost always
keep in mind. So it is important, of course, to look at funding levels
at the substance of the research, but we must be mindful that we
have to have the educated people to carry out that research, for ex-
ample. So I think the attention of committees such as yours to the
educational issues, the attention of all of us as citizens is certainly
a first and a very necessary step to take.

Mr. PurNAM. Dr. Oliver, I believe in some of your responsibilities
at the Department of Energy, do you have a hard time filling slots
in the Office of Science? Do you have a hard time recruiting good
people who want to work for the government doing this type of re-
search?

Dr. OLIVER. You have done your homework. Yes, it is, in many
areas, very difficult to get program managers to come and work in
D.C., though I tout the city as the greatest place to live in the
country in opportunities and everything. I mean, I think we have
a terrific, you know, organization. And the jobs are truly exciting.
And I find that it’s just getting more and more difficult in our area
and I don’t know why.

Maybe industry salaries are high, academic salaries are very
high for people in computer science, applied math, that know about
high-end computing, in tremendous demand, and I think maybe the
pool is a little small. I mean, it’s the supply and-demand situation.
Anyway, it’s very difficult for us to get people in the Office of
Science. And we have a very important challenge facing us because
I think we are an aging group, not just in information technology,
but throughout the program management staff. And it’s something
we are aware of and that we are trying to address, and we are
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looking at all of the things that you can do, knobs you can turn.
But it is indeed a challenge. So we have a lot of people with a lot
of dual jobs, dual-hatted, but they rise to the occasion.

Mr. PurNAM. Thank you.

Dr. Nelson, final comment?

Dr. NELSON. Yes. Just one footnote in the planning and manage-
ment area. We can always do a better job of strategic planning, no
question of that. But we have to remember that in research, it’s
often the least planned and the least unexpected that yields the
biggest dividends. Who would have thought that the high perform-
ance computing program would produce the Mosaic browser, and
yet it was the NSF program at the University of Illinois that did
just that. Who would have thought that an early program to link
academic computers would have produced the Internet? But it did
just that. And so in research we always look for the revolutionary
change, the things that really improve the economy in the country.
It’s hard to plan those.

And, as I mentioned in my testimony, management of those ac-
tivities has to be very deft and sensitive. It’'s very easy to stamp
out the revolutionary and it’s very hard to encourage it.

Mr. PUTNAM. Thank you very much. And I want to thank the en-
tire panel. And, with that, the subcommittee will stand in recess
while we arrange for panel two. And if you would be seated as soon
as possible. Thank you, gentlemen, very much for your contribu-
tions to this hearing.

If the second panel could please take their seats, we will begin.
The subcommittee will reconvene. And if you would please rise, and
anyone accompanying you who will assist you in answering the
questions please rise for the administration of the oath.

[Witnesses sworn.]

Mr. PurNaM. Note for the record that all of our witnesses re-
sponded in the affirmative. And we will move to the testimony. You
will note the lights on your table. Green light means talk away.
Yellow light means bring it in for a landing. Red light means bring
it to a close.

Our first witness is Dr. Donna Fossum. Dr. Fossum is a senior
scientist and legal policy analyst in the RAND Resource Manage-
ment Department, and is program manager of the RaDiUS Project.
Prior to joining RAND, Dr. Fossum served as the legal counsel and
technology specialist of the Committee of Government Operations
here in the House of Representatives. Dr. Fossum has also served
as the deputy associate administrator of the Office of Federal Pro-
curement Policy in OMB, where she devoted much of her time to
advising the administrator for Federal procurement policy on mat-
ters involving the defense industrial base. Most recently, she
served as the senior adviser for science resources development at
NSF.

Dr. Fossum’s work for the institute has centered on developing
a comprehensive data base of the R&D activities sponsored by the
Federal Government known as RaDiUS, to facilitate the manage-
ment and content assessment of the Federal R&D portfolio. Much
of her time is also devoted to working with OSTP and other Fed-
eral agencies as well as numerous nonFederal entities to identify



55

and evaluate Federal activities in every conceivable field of R&D.
Welcome to the subcommittee. You are recognized for 5 minutes.

STATEMENTS OF DONNA FOSSUM, MANAGER, RADIUS
PROJECT, RAND CORP.; EDWARD LAZOWSKA, CO-CHAIR,
PRESIDENT’S INFORMATION TECHNOLOGY ADVISORY COM-
MITTEE AND CHAIR, DEPARTMENT OF COMPUTER SCIENCE
AND ENGINEERING, UNIVERSITY OF WASHINGTON; WILLIAM
SCHERLIS, PROFESSOR, SCHOOL OF COMPUTER SCIENCE
AT CARNEGIE MELLON; AND STEPHEN SQUIRES, CHIEF
SCIENCE OFFICER, VICE PRESIDENT, HEWLETT-PACKARD

Dr. Fossum. Thank you. Thank you very much. I have submitted
a long statement for the record, so I will make it very short and
summarize it. First I want to express my sincere appreciation for
the hearing today, because this is a topic that often gets overlooked
and, yet it is at the heart of everybody’s life and becoming more
so.

Let me explain a little bit about the RaDiUS program and why
it even came to be. In 1992, we were supporting the work of the
White House in science and technology, and discovered that the
data that everybody wanted or needed to find out what was going
on in the world of Federal R&D and on various topics, we didn’t
have at the right level of granularity. It was at the program level,
which wasn’t adequate to answer their questions. For instance,
they wanted to know what was going on in electronics, preventing
violence in youth, automotive-related technologies, global position-
ing, aviation safety, etc.

And this is where RaDiUS was born. RaDiUS systemically tracks
all the R&D dollars that are identified by Federal agencies as being
R&D and tracks them through the layers of the bureaucracy down
to where they are actually spent—where I say “the rubber hits the
road.” And this is where the R&D is actually conducted. Courtesy
of the RaDiUS data system, we now have a capability that is used
extensively by many of the agencies in the Federal Government
many Federal contractors, universities, and others all over the
world to learn what R&D is being supported by the USG. Actually
we have discovered there is very little duplication of R&D in the
Federal Government, but there are many, many opportunities
where leveraging of Federal R&D dollars is not happening.

Agencies in the same red area don’t even know it, but through
RaDiUS, they can find out they are working in the same field and
can leverage their dollars more effectively.

RaDiUS, in 1998, was declared a “best practice” of the U.S. Gov-
ernment by the General Accounting Office. Courtesy of RaDiUS,
RAND has been able to produce two reports. “Discovery & Innova-
tion” has been called a chest crusher by one of our colleagues.
What it provides is the first compendium ever of all the Federal
R&D activities by State and city in the country. Where is it hap-
pening and what are they doing? This was done in 2000. It’s time
to be updated but a whole lot of it has not changed all that much.
Where it’s happening has not changed.

I will leave a copy of it with you. And already today this report
that came out a couple of months ago has been cited, “Vital As-
sets.” It contains the first really accurate assessment of where all
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the Federal dollars are going to universities around the country.
This kind of capability has been developed, courtesy of RaDiUS.

But that’s not what the topic of today’s hearing is. You have gone
through a wonderful list of questions to which we would all like the
answers, but the one question that has been hinted at briefly by
some of the people here that I want to focus on, which is a pivotal
question in this area, is “What is IT R&D?”—because IT itself has
evolved so tremendously in the last 30 to 40 years, and the R&D
associated with it has evolved right with it. For instance, initially
IT was just physical components. We were building hardware. We
were looking at the mathematical equations that could be used for
pulling data together and manipulating it. At the beginning, that
was IT R&D—physical components. And there’s still a lot of that
R&D work going on. As it evolved over time, IT R&D got into new
applications and the new infrastructures. This is where you started
spawning software and other applications like data bases. Once you
put it together with infrastructure, applications, design, and devel-
opment, what you have are all kinds of ramifications and potentials
that had never been thought of in the very early days.

So what I've provided in my written testimony is a template of
essentially four definitions of IT R&D. One is very narrow, which
is physical components. And another is quite broad, as it includes
information technology functionalities, information technology ap-
plications and infrastructure, and the capabilities enabled by infor-
mation technology. And since we are the data people, we wanted
to give you some hard numbers to grab on to. So what is the Fed-
eral Government spending in IT R&D?

If you take a narrow definition of IT R&D as physical compo-
nents, and run it through the RaDiUS data system, we come up
with the fact that there was about $1.5 billion of IT R&D. And this
is a very conservative estimate. This is for just the physical compo-
nents. If you broaden the definition to include everything, all four
aspects, again, very conservatively, it’s over $11 billion. That’s
about 12 percent of the Federal R&D budget. By the way, we are
only talking about the “Conduct of R&D” when we talk about this
information. Keep in mind that one of the biggest sources of confu-
sion when we talk about R&D numbers in the Federal Government
is often they include “R&D facilities” as well as “R&D equipment.”
That doesn’t get you the “conduct of R&D.” So in RaDiUS we only
focus on the actual conduct of R&D work. That’s what these num-
bers are.

So you have a narrow definition and a broad one.

What we cannot tell you is whether this is valuable research. We
can tell you what it is and if it is meeting objectives of the Federal
agencies. We can give you information on it. We can tell you what’s
going on. Let me give you a hint about some of this. Keep in mind,
the major agency doing R&D in IT is DOD by far. In the narrow
definition, the No. 2 agency is DOE. In the broad definition, it’s
HHS. You have all kinds of players here. NASA is a major player.
You have NSF, and the Department of Agriculture. Every part of
the Federal R&D community is working somehow in IT-related ac-
tivities.

Let me give you a little idea of who is doing what.
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Mr. PurNaM. If you would, if you could summarize it. We have
a vote at 3:15, and I want to get through testimony before they
ring the bells.

Dr. Fossum. OK. You've got it. I will just submit this to the
record. But let’s suffice it to say that people are working at DOD
on everything from dealing with strike aircraft to virtual battle-
fields. At HHS, they are doing R&D on wireless EKG chips. They
are doing all kinds of R&D all over the government dealing with
IT. And we are here as the tool that can tell you what’s going on
where and help to better coordinate it. Thank you so much.

[The prepared statement of Dr. Fossum follows:]
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Manager of the RaDiUS Program at RAND

Before the Committee on Government Reform

United State House of Representatives

IDENTIFYING FEDERALLY FUNDED
RESEARCH AND DEVELOPMENT ON
INFORMATION TECHNOLOGY

July 7, 2004

Mr. Chairman and Members of the Subcommittee, [ appreciate the opportunity to testify
here today on this most important topic. To support the work of the White House Office of
Science and Technology Policy, the RAND Corporation began in 1992 to systematically
gather information on all of the research and development (R&D) activities that are funded
each year by the United States federal government. While this effort initjally gathered
information only on the R&D programs of federal agencies, it quickly became clear that the
most readily available information on federal R&D activities was too aggregate to be of use

in answering the many questions that were of greatest concern to the federal government.

Specifically, various agencies and offices of the executive and legislative branches of the
federal government wanted to know how many federal R&D dollars were being spent on
electronics, global positioning technology, preventing violence among at-risk youth,

automotive-related technology, aviation safety, education technology, environmental

' The opinions and conclusions expressed in this testimony are the author’s alone and should not be
interpreted as representing those of RAND or any of the sponsors of its research. This product is part of the
RAND Corporation testimony series. RAND testimonies record testimony presented by RAND associates to
federal, state, or local legislative committees; government-appointed commissions and panels. and private
review and oversight bodies. The RAND Corporation is a nonprofit research organization providing objective
analysis and effective solutions that address the challenges facing the public and privaie sectors around the
world. RAND’s publications do not necessarily reflect the opinions of its research clients and sponsors.
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change, and a host of other topics. To answer such focused questions, the RAND
Corporation created the RaDiUS Database, which is the most comprehensive and detailed
collection of information assembled on the R&D activities funded by the federal

government.

The RaDiUS Database uses OMB’s definition of R&D to systematically track the funds that
federal agencies devote each year to R&D through the various bureaucratic levels of each
agency to the point where they are actually spent to conduct R&D. As noted in the chart
below, each increasingly detailed level of the RaDiUS Database provides users with

information on who, what, where, and how much regarding federally funded R&D.

The Structure and Contents

of the RaDiUS Database
Total
Levell AGENCY % |=————_ Numberof
Level2 BUREAU __ 10|~ foeortt
Level3  PROGRAM 1960+ ] in RaDiUS
Leveld  PROJICE 6,500+ |
Level S  AWARD/TASK 614;00+
Who?
What?
Where?
How much?

Users of RaDiUS can search the database with any descriptive term(s) of their choosing to
identify federally funded R&D activities in every field of science and engineering. In 1998,
the General Accounting Office declared the RaDiUS Database to be a “Best Practice” of the

federal government (GAO/NSIAD/RCED-98-23).
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[ have been the project manager of RaDiUS since its inception at RAND, and in that
capacity oversaw the design and development of the RaDiUS Database a decade ago. I
continue to make sure that the information in the RaDiUS Database is regularly updated and
available for use. Iam also the lead author of two reports that were made possible because
of the existence of the RaDiUS Database. The first is “Discovery and Innovation,” which
was released in 2000 and which for the first time detailed all federally funded R&D
activities by the state and city in which they actually occurred. In 2001, the Public
Libraries Association and the American Association of School Libraries recommended that
copies of “Discovery and Innovation” be included in all public and high school libraries in
the nation. The second report is “Vital Assets,” which was released just three months ago
(in April). It details the federal R&D funds that went to every university and college in the
nation in FY 2002. Among the notable findings presented in “Vital Assets” is the fact that
only 80 of the more than 1,825 four-year accredited and professional degree-granting
universities and colleges in the nation received 71 percent of all the federal R&D funds
provided to such institutions in FY 2002. It also found that the nation’s126 medical schools
received 45 percent of all federal R&D funds provided to universities and colleges in FY

2002.

Today, the focus of this hearing is on information technology (IT) R&D. Specificaily, the

Subcommittee has asked the following questions:

s Which federal agencies fund I'T R&D?

* How many federal dollars are spent on IT R&D?

w
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¢ In what areas of IT are federal R&D investments being made?
*  Who receives federal IT R&D funds and how much do they get?
* What is the federal government gaining from its investment in IT R&D?

¢ Why should the federal government continue to make these investments?

While T will draw upon the RaDiUS Database to provide answers to many of these
questions, before I do so, I would first like to address an additional question — namely, to

what are we referring when we use the term “IT R&D»?

What is IT R&D?

From the development of the transistor in the 1940’s until today, the meaning of the term IT
has changed dramatically, most especially in the past decade. And as the capabilities and
pervasiveness of IT have expanded throughout society, the range and scope of IT R&D have

also grown.

Initially, IT R&D focused on the physical components of IT, encompassing both the
physical sciences, where research on hardware components was being conducted, as well as
mathematics, where the foundation of rudimentary machine instructions or encoding was
being laid. As research advanced our knowledge of specific physical components, new IT
functionalities emerged, such as data storage, data processing, and data transfer, all of which
became integral parts of computers and electronic devices. Consequently, over time, 1T
R&D expanded to encompass research on physical IT components, as well as research on

the higher-level functionalities that were enabled by the design and engineering of the
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underlying physical IT components. As a result, the focus of IT R&D expanded to include
the fields of engineering and computer architecture design, as well as other disciplines that

sought to explore and exploit the new higher-level functionalities.

Very quickly, it was discovered that these higher-level functionalities could be combined to
create new applications and new infrastructures, spawning the field of software engineering
as well as the development of new tools that allowed people to handle and manipulate both
data and information. This era of IT R&D produced software for word processing,
spreadsheets, databases, meteorological modeling, etc. IT R&D also produced a host of
infrastructures, including packet switching networks, as well as wireless base stations,
cellular communication, and other similar innovations. Again, the scope of IT R&D
expanded to include application and infrastructure design and development. These new IT
applications and infrastructures allowed for the creation of new services, such as e-
commerce, distributed computing, and the World-Wide-Web, all of which are new IT
services enabled by combining IT applications and infrastructures. So the world of IT R&D

expanded yet again.

In short, what began as R&D on the physical components of IT has grown to include
higher-level IT functionalities enabled by combinations of physical components, IT
applications and infrastructures, and IT capabilities that are built on combinations of IT

applications and infrastructures. As a consequence, the challenge today of identifying

what is IT R&D is not the equivalent of looking for a needle in a haystack as it was only a

few decades ago. Rather it is the much harder task of identifying what is NOT

[N
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encompassed by the term IT R&D, since virtually every field of science and engineering is
now affected or has in some way become associated with IT. This challenge becomes even
more difficult when one realizes that such seemingly non-IT fields as biology, chemistry,

and optics are now viewed as having the potential for revolutionizing how basic IT systems

operate.

Further complicating this challenge is the fact that, as the focus of IT R&D moved from
physical components to developing new applications and services, the types of problems
solved by IT also changed. That is, early on, IT R&D focused on the emerging field of
electronics and electronic devices and began by replacing mechanical devices with
electronic ones that merely provided an alternative method of solving simple problems. As
IT R&D created new electronic devices, new combinations of IT were being discovered that
allowed for new functionalities. Problems that once had to be solved by hand or mechanical
devices could suddenly be solved faster and much more efficiently with the application of
new IT devices. Eventually, by building on the new functionalities resulting from I'T R&D,
scientists and engineers began to create entirely new IT applications and infrastructures.
The use of these new IT applications and infrastructures, in turn, allowed people to solve a
whole new class of problems — complex problems encountered in the real world. However,
to solve these real world problems using IT, it was still necessary to simplify the models of
them in order for the IT to address them. Today, IT is able not only to solve the complex
problems encountered in the real world with little or no simplification, but also to interact
directly with the world in such a way as to influence the very problems it is addressing.
Consequently, as IT R&D has evolved over the decades, it has become increasingly difficult

to separate 1T from the environment in which it operates.
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Four Definitions of I'T R&D

Based on the evolution of IT, the R&D related to IT can be defined in at least four different

ways, all of which are illustrated in the chart below.

Physical
Components ot
{nformation
Technology

Integrated
Circuits and
Processing -
Components Processing
Applications
Services
a
-
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- Word Procsssing - Mobile wirsless
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Communication - World Wide Web
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and Networking
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Depending on whether IT R&D is defined in terms of the physical components of IT, IT

functionalities, IT applications and infrastructure, capabilities enabled by IT, or some

combination thereof, one will get a different answer regarding how much the federal

government is spending on IT R&D and which federal agencies are funding it.

Clearly, much of the confusion that currently exists regarding how many federal dollars are

being spent on IT R&D is a direct result of the fact that there is not a standard definition of

what constitutes I'T R&D. While the Interagency Working Group on Information
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Technology Research and Development of the National Science and Technology Council’s
Committee on Technology attempted to do this in its report, “Advanced Foundations for
American Innovation,” it does not appear to have succeeded for two reasons, First, the
substantive definition of IT R&D used by the Interagency Working Group was so expansive
that it encompassed virtually every field of science and engineering. Second, the inclusion
of the term “fundamental” in the discussions of the Interagency Working Group appears to
have been taken as a signal by at least one major federal R&D agency that only “Basic
Research” was of interest to the group.  This meant that the vast majority of this federal
agency’s IT R&D, which is “Applied Research” and “Development,” was not included in

this report.

Federal Funding for IT R&D

While the RaDiUS Database can answer a host of questions about IT R&D, the RaDiUS
Database cannot define what IT R&D is — only people can do that. To ensure that this
Subcommittee has some “hard” numbers on IT R&D, however, the RaDiUS Database was
searched to identify all federally funded IT R&D using both a “narrow” and a “broad™
definition of IT R&D. Specifically, searches of the RaDiUS Database were conducted
when IT R&D was defined narrowly as the “Physical Components of IT” gnly.” Searches

of the RaDiUS Database were also conducted when I'T R&D was broadly defined as the

? The specific terms searched were “(information technology) OR (integrated circuit%) OR (computer interface) OR
(computer memory) OR (network comp %) OR (pr ing ponent%).” Nete that “%” is a “wildcard” that will
retricve any variation of the word specified.




“Physical Components of IT,” and “IT Functionalities” and “IT Applications and
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Infrastructure” and “Capabilities Enabled by i P

Narrow Broad -
Definition |  Definition
Federal (Estimated |, (Esi.i;i'xated b
Agency |Fy 2002 Budget {FY 2002 Budget
Authorityin | Authority in-
thousands) k thousands): ;
pOD $1,137,154] ' $6,869,031
HHS $47,518, $2,181,844
NASA $21,756] - $¥3:702
DOE $148,370, .$1,080,827
NSF $65,129,  $628.889
USDA $1,880 $112,155
DOC $94,921 . $227.734
Other* $351["+  $63,225;
TOTAL | $1,517,080 $11:177,408

As the table above shows, using the “Narrow” definition of IT R&D, it was found that just
over $1.5 billion, or about 2%, of all federal funds devoted to the conduct of R&D in FY
2002 involved IT. Using the “Broad * definition of IT R&D, it was found that just over
$11 billion, or about 12%, of all of federal funds devoted to the conduct of R&D in FY
2002 involved IT. With both definitions, the federal agency providing the most funds for
IT R&D was the DOD, while the second ranked agency was DOE for the “Narrow”

definition and HHS for the “Broad” definition. Under both the “Narrow” and the “Broad”

® The specific terms searched were “(information technology) OR (integrated circuit?%) OR (computer interface) OR
{computer memory) OR (network comp %) OR (pre i p %) OR (data pr ing) OR (data storage)
OR (data transmi%) OR (computer modeling) OR (comp imutation) OR {word pl ing) OR (database%) OR
(spreadsheet%) OR (packet switching) OR (computer%) OR {personal digital assistant%) OR (mobile wircless
communicat%) OR (e_commerce) OR {world wide web) OR (internet) OR (gis) OR (geospatial information system) OR
(e_gov¥%).” Note that “%” is a “wildcard” that will retrieve any variation of the word specified.

4 DOT and DVA for both definitions, as well as DOI for the “Broad” definition only.
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definitions, it was found that the vast majority of the IT R&D funds went to non-federal
parties, most notably higher education institutions and private companies, where the

federally funded IT R&D was actually conducted.

While there was not time before this hearing to systematically determine how many federal
R&D funds were being spent on each specific IT area such as integrated circuits, processing
components, packet switching, etc., the records in the RaDiUS Database revealed that a
wide range of IT challenges are being addressed with the help of federal R&D funds. For
example, DOD’s IT R&D awards/tasks included ones focusing on reconfigurable computers
to reduce the size of strike aircraft and networked virtual environments to aid battlefield
awareness and management, HHS’s IT R&D awards/tasks included ones focusing on
informatics-based data tools to link parent-derived information directly to the care process
and the development of a wireless electrocardiogram chip. NSF’s IT R&D awards/tasks
included ones focusing on harnessing the power of [T to manage infrastructure systems and
the use of computational intelligence to solve problems that defy solutions using traditional
techniques. And DOC’s IT R&D awards/tasks included one focusing on exploring the use
of digital signal processing techniques, such as compression and error control encoding, to
improve the performance of IT applications that are carried over wireless communication

systems.

Conclusion

As demonstrated above, the RaDiUS Database can tell us which federal agencies fund IT

R&D, how many federal dollars are spent on IT R&D, and the areas in which federal IT
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R&D investments are being made, It can also tell us who receives federal I'T R&D funds
and how much they get. The RaDiUS Database cannot tell us what the federal government
gains from its investment in IT R&D or why the federal government should continue to
make these investments, but it can provide the factual foundation on which to base an

analysis of these types of questions.
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Mr. PutNaM. Thank you very much.

Our next witness is Dr. Edward Lazowska. Dr. Lazowska is pro-
fessor and Chair of the Department of Computer Science and engi-
neering at the University of Washington. He received his Ph.D.
from the University of Toronto in 1977. He has been at the Univer-
sity of Washington since that time. His research concerns the de-
sign and analysis of distributed and parallel computer systems. He
is a member of the NSF, CISE advisory committee, Chair of the
Computing Research Association, and member of DARPA ISAT,
and :ill member of the technical advisory board for Microsoft re-
search.

He is a member of the NRC’s computer, science, and telecom
board, and served on the CSTB committee that produced evolving
the high performance computing and communications initiative to
support the Nation’s information infrastructure. He is a member of
the National Academy of Engineering and a fellow of the ACM and
of the high Triple E. He is a leader in the Learning Federation, a
group that is concerned with using information technology to im-
prove learning at the college level. Welcome to the subcommittee.
You are recognized for 5 minutes. I would ask all of you to please
hold tight on the 5, because there will be a vote at 3:15. Thank you.

Dr. LAzowsKA. Thank you very much, Mr. Putnam, and the
other members of your subcommittee. It is a pleasure to be here
to testify today.

As you said in your introductory remarks, much of the gains in
productivity in the U.S. economy over the past decade, the really
unprecedented gains throughout the 1990’s, have been shown to be
due to efficiencies produced through information technology. And
IT and its advances are driving advances in all fields of science and
engineering. So what your subcommittee is asking is, how does
that happen? And the abstract answer is it’s a complex ecosystem
that involves companies and universities and the Federal Govern-
ment. It’s been working for 50 years. The United States is the
world leader in innovation in information technology today because
of some formula that none of us can quite get our hands around
but that fundamentally seems to work. So it has been a 50-year
story of success.

Every aspect of IT that we rely on today, every billion dollar sub-
industry, traces part of its origins to the federally funded univer-
sity-based research program. You have a two-page handout of my
remarks today. And on the second page is a little eye testing graph,
which I won’t try to describe to you now, but this is from a Na-
tional Academy study that Dr. Nelson referred to. And what it
shows is two dozen different billion dollar subcategories of the IT
industry. And for each one, it shows the complimentary roles of
university research funded by the Federal Government, industrial
R&D, and product development, becoming a billion dollar industry.

So the interplays are very complex, and there have been authori-
tative studies of this. But the key thing for you to understand is
the role that the Federal research program has played in all of
these technologies.

I am fond of saying if you want to do E-commerce, you have to
have a Internet, you've got to have Web browsers, you've got to
have high performance data base systems, graphical user inter-
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faces, public key cryptography for secure credit card transactions.
All of those are results of the federally sponsored research pro-
gram.

In planning policy—and a point that Dr. Freeman made very
clearly—it is important not to confuse industry R&D with research
that’s looking 5 or 10 or 15 years out. And here is just a concrete
example. I'm on the technical advisory board for Microsoft Re-
search. Microsoft advertises that it will spend $6.8 billion on R&D
this year. OK. Of that $6.8 billion, only a couple hundred million
is Microsoft Research, the organization that I advise.

$6.6 billion is engineering the next release of Word and Excel
and Power Point and Windows. This is really important. But that’s
done by taking ideas out of the R&D larder and putting them into
products. It’s engineering the next generation of the product.

Now, it sounds like I'm castigating Microsoft, but I'm not. In fact,
on the contrary, Microsoft invests about 5 percent of its R&D budg-
et in activities looking out five or 10 or 15 years. Dell, Oracle, Cisco
invest essentially nothing looking more than one product cycle out.
HP has a representative on this panel and HP does look more than
one product cycle out in a style not unlike Microsoft. So does Intel.
But many of the major IT companies don’t look more than one
product cycle out at all. And that’s what defines our future, what
makes sure that we are going to be a leader 5 and 10 and 15 years
out.

You heard from Dr. Freeman that another important characteris-
tic of the Federal research program is that it produces people. A
second graph on my handout is the Department of Commerce work
force projections for the next 10 years for various fields of science
and engineering. And what it shows is a huge work force gap in
information technology compared to any other field of science and
engineering.

The Department of Commerce projects that more than three
quarters of all the jobs that will have to be filled in all of science
and engineering in the next 10 years are IT jobs.

Recent increases in support for IT research have been important
but have fallen far short of the levels recommended by the Presi-
dent’s Information Technology Advisory Committee. Mr. Clay ob-
served a disconnect in funding choices made by agencies. The third
graph in my materials shows the increase in the government sup-
ported R&D budget over the past 30 years. And you see that the
vast majority of that is increases in the National Institutes of
Health. Every other field is essentially flatlined, although IT R&D
has doubled over that period, you can’t see the increase on a scale
that includes health and human services.

My response to your question asked of another witness about
HHS IT R&D is that largely what they do is take innovations that
DARPA and the National Science Foundation have funded and
apply them to biomedical problems, as opposed to investing in fun-
damental IT research. There are exceptions, you will hear about
the NIH bioinformatics program, but that’s a few tens of millions
of dollars new this year out of a $30-plus billion budget.

So one other point that I would make is there are, as you heard,
13 or more Federal agencies investing in IT R&D. I think if you
look at the history of innovation, it is NSF and DARPA, with work
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from Energy in high performance computing, that have driven the
lion’s share of the innovations.

A couple more points and then I will conclude. The research com-
munity has concerns with the low level of funding for the NSF
Computer and Information Science and Engineering directorate.
That budget has gone up in recent years, but the research budget
tl;)ere is still only a bit more than $400 million. We have concerns
about

Mr. PurNaM. If you could bring it in for a landing, please, sir.

Dr. LAZOWSKA. Sure. We have concerns about DHS’s failure to
invest in cyber security R&D. DHS began a year ago with a new
$800 million research budget and proposed allocating $7 million of
that to cyber security. That is simply a failure to understand the
threat posed by cyber terrorism. And it’s not that E-Bay goes down
so you and I can’t buy stuff; it is that computers are in the control
loop of every element of the Nation’s critical infrastructure. So if
you want to attack the electric power grid, you go after the control
systems. So it’s a serious issue.

Summary. The track record is clear, the Federal R&D invest-
ment has stimulated America’s world leadership, our economic
boom, our boom in all science and engineering. Current levels of
Federal investment in IT R&D continue to be dangerously low.
Thank you.

[The prepared statement of Dr. Lazowska follows:]




73

STATEMENT OF EDWARD D. LAZOWSKA

BEFORE THE
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“Defining Federal Information Technology Research and
Development: Who? Where? What? Why? And How Much?”

July 7, 2004

Thank you, Mr. Chairman, Ranking Member Clay, and members of the Subcommittee for
holding this hearing and for the invitation to testify before you. I'm pleased to focus my
testimony today on two important questions the committee posed in convening this
hearing: What is the government gaining from its investments in information technology
research and development, and why should the government continue to make these
investments? My comments are informed by my 30-year experience in academia as a
member of the computing research community, and by my involvement as the co-Chair
of the Computing Research Association’s (CRA) Committee on Government Affairs, as
the co-Chair of the President’s Information Technology Advisory Committee (PITAC),
and as a member of the Technical Advisory Board for Microsoft Research since its
inception in 1991. I also have served as a member of the National Research Council’s
Computer Science and Telecommunications Board, where I participated in two studies of
how innovation occurs in information technology, and as Chair of the National Science
Foundation’s Advisory Committee for Computer and Information Science and
Engineering. I present this testimony as an informed individual, rather than as a
representative of any particular organization, although my comments have the
endorsement of the Computing Research Association and the Association for Computing
Machinery U.S. Public Policy Committee (USACM).

The Impact of New Technologies

The importance of computing research in enabling the new economy is well documented.
The resulting advances in information technology have led to significant improvements
in product design, development and distribution for American industry, provided instant
communications for people worldwide, and enabled new scientific disciplines such as
bioinformatics and nanotechnology that show great promise in improving a whole range
of health, security, and communications technologies. Federal Reserve Board Chairman
Alan Greenspan has said that the growing use of information technology has been the
distinguishing feature of this “pivotal period in American economic history.” Recent
analysis suggests that the remarkable growth the U.S. experienced between 1995 and
2000 was spurred by an increase in productivity enabled almost completely by factors
related to IT. “IT drove the U.S. productivity revival [from 1995-2000]," according to
Harvard economist Dale Jorgenson.
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Information technology has also changed the conduct of research. Innovations in
computing and networking technologies are enabling scientific discovery across every
scientific discipline — from mapping the human brain to modeling climatic change.
Researchers, faced with research problems that are ever more complex and
interdisciplinary in nature, are using IT to collaborate across the globe, visualize large
and complex datasets, and collect and manage massive amounts of data.

The Ecosystem that Gives Birth to New Technologies

A significant reason for this dramatic advance in computing technology and the
subsequent increase in innovation and productivity is the “extraordinarily productive
interplay of federally funded university research, federally and privately funded industrial
research, and entrepreneurial companies founded and staffed by people who moved back
and forth between universities and industry,” according a 1995 report by the National
Research Council. That report, and a subsequent 1999 report by the President’s
Information Technology Advisory Committee (PITAC), emphasized the “spectacular”
return on the federal investment in long-term IT research and development.

The 1995 NRC report, Evolving the High Performance Computing and Communications
Initiative to Support the Nation's Information Infrastructure, included a compelling
graphic illustrating this spectacular return. The graphic was updated in 2002, and I've
included it in my testimony today. (See figure 1.)

It’s worth a moment to consider the graphic. The graphic charts the development of
technologies from their origins in industrial and federally-supported university R&D, to
the introduction of the first commercial products, through the creation of billion-dollar
industries and markets. The original 1995 report identified 9 of these multibillion-dollar
IT industries (the categories on the left side of the graphic). Seven years later, the number
of examples had grown to 19 — multibillion-dollar industries that are transforming our
lives and driving our economy.

The graphic also illustrates the complex interplay between federally-supported
university-based research and industrial R&D efforts. In some cases, such as reduced
instruction set computing (RISC) processors (a chip architecture that forms the basis for
processors used by Sun, IBM, HP, and Apple, and has significantly influenced all
microprocessor design) and RAID disk servers (“redundant arrays of inexpensive disks”),
the initial ideas came from industry, but government-supported university research was
necessary to advance the technology. In other cases, such as timesharing, graphical user
interfaces, and the internet, the ideas originated in the universities long before they
matured to a point where subsequent research by industry helped move the technologies
towards commercialization. In each example, the industry/university research relationship
has been complementary. University research, focused as it is on fundamental questions
and long-term problems, does not supplant industry research and development. And
industry, which contributed $190 billion in 2002 (down from $198 billion in 2001) in
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overall R&D geared primarily towards short-term development, does not supplant
university research.

This is an important point that bears some development. The great majority of industry-
based research and development is of a fundamentally different character than university-
based research. Industry-based research and development is, by necessity, much shorter
term than the fundamental research performed in universities. It tends to be focused on
product and process development, areas which will have more immediate impact on
business profitability. Industry generally avoids long-term research because it entails risk
in couple of unappealing ways. First, it’s hard to predict the outcome of fundamental
research. The value of the research may surface in unmanticipated areas. Second,
fundamental research, because it’s published openly, provides broad value to all players
in the marketplace. It's difficult for any one company to “protect” the fundamental
knowledge gleaned from long-term research and capitalize on it without everyone in the
marketplace having a chance to incorporate the new knowledge into their thinking.

Those companies that do make significant fundamental research investments tend to be
the largest companies in the sector. Their dominant position in the market ensures that
they benefit from any market-wide improvement in technology basic research might
bring. But, even with that advantage, the investment of companies like Microsoft and
Intel in fundamental research remains a small percentage of their overall IT R&D
investment (in Microsoft’s case, it’s estimated at around 5 percent of the company’s
R&D budget), and many companies of equivalent size (Oracle, Dell, Cisco) don’t invest
in long-term R&D at all.

The complex nature of the chart also illustrates one other important characteristic of the
IT R&D ecosystem — it’s very interdependent. Note that the arrows that show the flow of
people and ideas move not only between industry, university and commercial sectors, but
between subfields as well, sometimes in unanticipated ways. Developments in
internetworking technologies led to the development of the Internet and World Wide
Web (and the rise of Yahoo and Google), but also to developments in Local Area
Networking and Workstations. Work on timesharing and client and server computing in
the 1960s led to the development of e-mail and instant messaging. In addition, this
interdependence increasingly includes subfields beyond traditional 1T, helping enable
whole new disciplines like bioinformatics, optoelectronics, and nanotechnology.

Perhaps the most noteworthy aspect of the graphic is its illustration of the long incubation
period for these technologies between the time they were conceived and first researched
to the time they arrived in the market as commercial products. In nearly every case, that
lag time is measured in decades. This, I believe, is the clearest illustration of the results of
a sustained, robust commitment to long-term, fundamental research. The innovation that
creates the technologies that drive the new economy today is the fruit of investments the
federal government made in basic research 10, 15, 30 years ago. Essentially every aspect
of information technology upon which we rely today —the Internet, web browsers, public
key cryptography for secure credit card transactions, parallel database systems, high-
performance computer graphics, portable communications such as cellphones, broadband
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last mile...essentially every billion-dollar sub-market — is a product of this commitment,
and bears the stamp of federally-supported research.

One important aspect of federally-supported university research that’s only hinted at in
the flow of arrows on this complex graphic is that it produces people — researchers and
practitioners — as well as ideas. This is especially important given the current outlook for
IT jobs in the coming decade. Despite current concerns about offshoring and the end of
the IT boom times, the U.S. Bureau of Labor Statistics this year released projections that
continue to show a huge projected shortfall in IT workers over the next 10 years. As
figure 2 illustrates, the vast majority of the entire projected workforce shortfall in all of
science and engineering is in information technology. These are jobs that require a
Bachelors-level education or greater. In addition to people, university research also
produces tangible products, such as free software and programming tools, which are
heavily relied upon in the commercial and defense sectors. Continued support of
university research is therefore crucially important in keeping the fires of innovation lit
here in the U.S.

Important Characteristics of Federal Support

The two dominant federal agencies in the development of the discipline of computing and
the resulting innovation in IT have been the National Science Foundation (NSF) and the
Defense Advanced Research Projects Agency (DARPA). The fact that the agencies have
had two significantly different approaches to funding IT R&D has been an overall benefit
to the discipline. Historically, NSF has focused on funding smaller awards to the
individual investigator; in the process ensuring a broad range of research in the field was
performed. DARPA, created in response to the Soviet launch of Sputnik and charged
with insuring the nation was never caught “flat-footed” by a technologically superior
adversary again, has historically focused on larger awards and building communities of
researchers to address critical research problems — creating centers of excellence, many
of which formed the basis of some of the top computer science departments in the
country. In addition, funding opportunities at other mission-oriented agencies ~ NASA,
Department of Energy, Office of Naval Research, the Air Force Research Labs — meant
university researchers had a number of possible outlets for their ideas, and consequently,
many good ideas that may have otherwise gone unfunded found their way into the
knowledge base.

But in addition to a diversity of funding sources, the discipline (and, by extension, the
nation) has been well-served by especially visionary program managers, especially at
DARPA, drawn from university and industrial research labs who knew the discipline well
and were given the flexibility to take risks with the research they supported with their
program funds, As the National Research Council noted in the 2002 Innovation in
Information Technology report:

This style of funding and management allowed researchers room to pursue new
venues of inquiry. The funding style resulted in advances in areas as diverse as
computer graphics, artificial intelligence, networking, and computer architecture.
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As that experience illustrates, because unanticipated outcomes of research are so
valuable, federal mechanisms for funding and managing research need to
recognize the inherent uncertainties and build in enough flexibility to
accommodate midcourse changes.

Unfortunately, there is significant concern building within the academic computing
research community that DARPA has lost much of what made it so important to the
discipline by adopting policies that discourage university participation in defense-related
IT R&D. Of particular concern is DARPA’s recent focus on shorter-term research efforts,
its implementation of a “go/no go” decision matrix for DARPA funded research projects,
the classification of research on certain topics (for example, cyber security, an area in
which 1 know this committee has been particularly active), and restrictions on the
participation of foreign nationals (e.g., U.S. graduate students who are not U.S. citizens).

The idea of “scheduling” breakthroughs or demonstrable results on 12-month timelines
results in research that is evolutionary instead of revolutionary, with potential grantees
only proposing research they can be sure will deliver results within the shorter timeframe.

There are, of course, important reasons for classifying federal research, especially when
it’s clear that the research might reveal our capabilities or vulnerabilities. However, it
should also be understood that there are real costs — including that the research is
unavailable for public dissemination and scrutiny, and that many university researchers,
arguably some of the best minds in the country, are no longer able to contribute to the
work. In the case of classifying Defense Department cybersecurity research, there is
another significant cost to bear as well. The military (and the government overall) has a
huge dependence on our nation’s commercial infrastructure, but classifying the research
in information security means that it is largely unavailable for use in protecting this
commercial infrastructure.

There are additional concerns within the computing community about the under-
investment in cybsersecurity research at the Department of Homeland Security, a concern
1 believe this committee shares. As you know, of DHS’s new R&D budget of nearly $1
billion, less than 2 percent is being invested in cybersecurity R&D. And even this
shockingly low level of investment was the result of Congressional outcry — DHS
originally proposed less than 1 percent. IT systems constitute the “control loop” of most
other elements of our nation’s critical infrastructure — the electric power grid, the air
traffic control grid, the financial grid, the telecommunications grid — and constitute a
significant vulnerability. With the number of cyber attacks increasing annually at an
almost exponential rate, it has never been more important to focus research on reducing
our exposure to this threat. 1 applaud the subcommittee’s work to focus attention on this
critical issue.

PITAC is likely to examine these concerns as we move forward with our review of the
nation’s cybersecurity R&D effort this year.
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I"d like to share one final concern about the nation’s overall research and development
portfolio. While it is true that the overall federal investment in research has been
increasing over the past 30 years, the vast majority of this increase has been in the
biomedical fields. Compared to that, all other fields have been essentially flat. (See figure
3.) The increase in investment in biomedical fields is incredibly important to the overall
health and welfare of the Nation. However, I would argue that the disproportionate
funding between the life sciences and the physical sciences and engineering actually has
the effect of constraining innovation and advancement in biomedical fields. Information
technology, for example, has enabled huge steps forward in biomedical research and in
the practice of medicine — allowing for the visualization of molecules, the modeling of
cellular and physiological processes, the imaging of the human body in extraordinarily
detailed ways, and the sequencing of the human genome. New disciplines like
bioinformatics and nanotechnology are poised to further revolutionize the field, but are
both heavily dependent upon IT research and research in the physical sciences. The
federal government must take a balanced approach to funding research and development
to create the environment for innovation to flourish,

The role of PITAC

PITAC is a congressionally-chartered, presidentially appointed committee charged with
assessing the overall federal investment in IT R&D. The committee is comprised of 25
non-federal academic and IT industry members. I am pleased to serve as co-Chair along
with Mr. Marc Benioff.

In 1997, President Clinton charged the members of his PITAC with evaluating the full
breadth of the federal government’s IT R&D portfolio. The resulting report, Investing in
Our Future, released in 1999, emphasized the “spectacular” return on the federal
investment in long-term IT research and development.

However, PITAC also determined that federal support for IT R&D was inadequate and
too focused on near-term problems; long-term fundamental IT research was not
sufficiently supported relative to the importance of IT to the United States’ economic,
health, scientific and other aspirations; critical problems in computing were going
unsolved; and the rate of introduction of new ideas was dangerously low. The PITAC
report included a series of recommendations, including a set of research priorities and an
affirmation of the committee's unanimous opinion that the federal government has an
“essential” role in supporting long-term, high-risk IT R&D. This opinion was buttressed
by the inclusion of a recommendation for specific increases in funding levels for federal
IT R&D programs beginning in FY 2000 and continuing through FY 2004 — an increase
of $1.3 billion in additional funding over those five years. Actual appropriations for
federal IT R&D have never reached the PITAC recommended levels, however. (See
figure 4.)

The current PITAC was reconstituted in the spring of 2003 and has begun its work in
three particular areas: IT and Health Care, Cyber Security, and the Current State of
Scientific Computing. The first report of the Committee ~ on IT in Health Care — has
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been approved and should be released later this summer, with reports on the other focus
areas to follow.

Conclusions

In my testimony today I’ve tried to make the case that the relatively modest federal
investment in IT R&D has paid enormous dividends: changing our lives, driving our
economy, and transforming the conduct of science. The federal investment helps fuel the
innovation that insures the U.S. remains the world leader in business, that we have the
strongest possible defense, and that we continue to find ways to live longer, healthier
lives. To keep the fires of innovation lit, we should continue to boost funding levels for
fundamental IT R&D. We should follow the recommendations of the NRC Computer
Science and Telecommunications Board and insure that NSF and DARPA have broad,
strong, sustained research programs in IT independent of any special initiatives. And we
should work to maintain the special qualities of federally-supported university research.
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Annual Degrees and Job Openings in Broad S&E Fields
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Mr. PurNAaM. Thank you very much. You all are really opening
up some fascinating pieces for us to explore on questioning.

Our next witness is Dr. William L. Scherlis. Dr. Scherlis is a pro-
fessor in the school of computer science at Carnegie Mellon and a
member of CMU’s International Software Research Institute. He is
the founding director of CMU’s Ph.D. program in software engi-
neering. He is principle investigator of the 5-year high dependabil-
ity computing project with NASA in which CMU leads the collabo-
ration with five universities to help NASA address long-term soft-
ware dependability.

His research relates to software assurance, software evolution,
and technology to support software teams. He first joined the CMU
faculty in 1980, after completing a Ph.D. in computer science at
Stanford University and an A.B. at Harvard. He interrupted his ca-
reer at CMU to serve at DARPA for 6 years, departing in 1993, as
senior executive responsible for coordination of software research.
While at DARPA, he had responsibility for research in strategy and
computer security, high performance computing, information infra-
structure, and other topics that we would be shot if we disclosed.
He has served as program chair for a number of technical con-
ferences including the ACM Foundations of Software Engineering
Symposium, and he has more than 70 scientific publications. Wel-
come to the subcommittee. You are recognized.

Dr. ScHERLIS. Thank you very much. Mr. Chairman and mem-
bers, I appreciate the opportunity to appear today to discuss R&D
for information technology. I'm going to make the case to you that
strategic Federal IT R&D is now more important than before, and
that we need proactive leadership to move it forward. We rely on
IT systems pervasively in our economy for national security, for
health care, and for the operations and safety of our infrastructure.
The industry and research community have made rapid progress in
the capability, performance, and interconnection of IT systems. But
despite this rapid progress, software and IT generally remain im-
mature as engineering disciplines. We continue to struggle with
quality challenges related to cyber security and software depend-
ability. We do not yet know how to achieve high levels of quality
in critical systems without huge sacrifices in capability and flexibil-
ity and huge costs to test and inspect.

For both cyber security and software dependability we are not in
a good state. In cyber security, our stop gaps of firewalls, spam fil-
ters, intrusion detection and the like are not slowing the growth in
exploits and vulnerabilities. This is a chart from the CERT that in-
dicates the number of incidents that have been reported year over
year. We are not succeeding in evaluation and validation. The
Common Criteria ISO 15408, for example, does not yield guaran-
tees regarding an absence of malicious code. In software depend-
ability, we cannot in general make strong promises on the basis of
testing and inspection. The coverage is not good enough. We sup-
plement this by looking at how the code was developed and who
did it. But these are poor proxies. We cannot, in general, fully
evaluate software artifacts directly. Even when we can see every
line of code, we cannot make promises about the systems we build.

It is tempting to conclude that this bad state is intrinsic to IT;
that things are the way they will be—for example, that because we
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get e-mail, we will also get huge volumes of spam. Or, that we are
at a plateau—the pace of innovation is slowing down, the 1990’s
are over. Or, that the sheer mass of the deployed base will inhibit
any fundamental change—can we switch the entire country over to
drive on the left-hand side of the road?

These conclusions are counter to the historical truth of IT for the
past 40 years. There has been a constant technology revolution
under the hood in operating systems, data bases, client server ar-
chitectures, networking, languages, and so on. The research com-
munity, the successful IT companies and their customers all know
how to handle this pace of change because they have been doing
it for so long. In many areas, it is happening right now. But not
in the most critical areas related to quality. We are almost compla-
cent with our extreme vulnerability.

However, there is reason to hope for the future. There are prom-
ising research results in the pipeline that bear on these major chal-
lenges. For example, more secure network protocols and services.
Improved identity and authorization management. Techniques for
the direct evaluation of software. Securable architectures for resil-
ient designs.

Given this, it’s tempting to think that with the large R&D budg-
ets the IT industry will take care of this and the government can
step back. And this is wrong. Part of that historical truth of the
past 40 years is that the Federal Government has consistently been
an active player and leader in that process. And I'm going to give
you four reasons why, and these reasons have to do with why in-
dustry does not in general look beyond more than one or two prod-
uct cycles out.

First, many of the most significant research results that bear on
IT quality are nonappropriable. That means that their value dif-
fuses rapidly across the market. It cannot be retained, it becomes
a public good. Only government is going to sponsor this work. Bill
Gates, for example, talks about a tool that is now used to reduce
the frequency of blue screens. This tool is based on technologies
that were developed a decade ago by my university colleagues and
sponsored by NSF and DARPA: binary decision diagrams and
model checking.

Second, the early definition of standards has a particularly sig-
nificant role in IT. This is the so-called prenormative work most
vividly illustrated by the role of the IETF in the early days of the
Internet and the role of the W3C more recently. The world of E-
commerce is held together by standards such as TCP, IP, XML,
HTTP, and so on.

Third, government is a major IT consumer. It needs to collabo-
rate with its entire simply chain, just like the auto industry. Long
ago, DARPA exerted profound influence on networking and operat-
ing systems and processor design to create an amazingly scalable
foundation for network centric warfare and modern command and
control generally. It worked directly with the vendors, the
innovators, and the researchers throughout the DOD supply chain.

And, four, the main input to the IT food chain is university re-
search and education. Without the people and expertise and the in-
novative attitude, we have nothing.
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There is another reason. IT innovation leadership is pivotal to
the future of our country. I'm here from Pittsburgh. We can argue
about the strategic necessity of leadership in steel or in consumer
electronics, but IT innovation leadership is different. We cannot
give it up. It’s a driver of productivity, as Alan Greenspan has
noted. It is a principal force multiplier in defense. And, perhaps
most importantly, we still see no bounds on the potential for creat-
ing new value, new kinds of capability and cognitive powers. The
frontier of innovation will continue to exist well beyond the frontier
of commoditization. It will be our future for a long time.

My conclusion is that we need proactive Federal R&D leadership.
We need both basic science and mission motivated Federal R&D in
order to retain our leadership position and to address the new chal-
lenges that we face. In the public private partnerships—the col-
laborations of industry, academia, and government—the govern-
mgnt must be a full partner. I appreciate the opportunity to appear
today.

Mr. PurNAM. Thank you very much. I appreciate it, Dr. Scherlis.

[The prepared statement of Dr. Scherlis follows:]
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Mr. Chairman and members of the Committee. My name is William Scherlis, and Iam a
Professor in the School of Computer Science at Camegie Mellon University, where I
direct a newly inaugurated PhD program in Software Engineering and lead a research
project involving CMU and five other universities related to software dependability.
Earlier in my career, I spent more than six years at DARPA managing research programs
in areas including trustworthy systems, high performance algorithms, and software
technology. I departed from that position to return to research in 1993. Our present
project work is in collaboration with NASA, and has the goal of helping improve the
safety and dependability for future generations of software-intensive mission systems.
Software dependability is particularly important for NASA, and as you know it has broad
significance for the security of our nation and its critical infrastructure.

1 appreciate the opportunity to appear before you today to discuss the need for research
and development for information technology. In this testimony, I address two areas of
information technology (IT) that present particular challenges to federal agency CIOs and
mission managers—cybersecurity and software dependability. These areas are among a
number of IT challenges facing federal managers that are considered in an NSF-
sponsored National Research Council study I led on IT for e-government
(http:/fwww.nap.edu/catalog/10355 hmi). 1 highlight these two areas because of their
fundamental strategic and economic significance, and because of the importance of far-
sighted strategic R&D to future agency systems.

Most IT leaders and computer scientists believe that IT is still evolving rapidly, and
nowhere close to a plateau, either with respect to capability or quality. Mission managers
will face a very different environment in the future—even in five years. We have a huge
national stake in the definition of that environment.

This examination leads to three conclusions: (1) Strategic long-term federal IT R&D is
more important now than before. (2) We must retain our national advantage in innovation
leadership. (3) We need pro-active federal R&D leadership for critical IT challenges.
This statement addresses primarily the “who,” “what,” and “why” questions posed by the
Subcommittee.
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1. Mission IT Challenges: Cybersecurity

Stop-gaps. Let us consider a mission manager who must provide an immediate
cybersecurity solution for an organization. Following today’s best practice, the manager
will apply a range of available security interventions such as managed networks, firewalls,
virus detection, intrusion detection systems, patch management, configuration
management, and spam filters. Unfortunately, most of these interventions are stop-gaps
that only partially address the weaknesses intrinsic in today’s engineering practices and
network and system architectures. With these interventions, the manager will be slightly
less exposed in the current war of attrition (for example, between virus writers and virus
detection tool creators). But statistics from the CERT and other sources suggest quite
vividly that we will not win this war with the current set of interventions
{http/Awww.cert.org and hiip/fuscert.gov). There is a broad consensus that the stop-gaps are
failing and more fundamental kind of progress is needed, despite the significant
improvements in quality we have experienced over the years. The CERT security
“exploit” and vulnerability curves continue to trend upwards geometrically (see chart
below, from the CERT/CC).
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Product evaluation. Cybersecurity evaluation is a kind of product acceptance testing for
security attributes of IT components and systems. The difficulty of evaluation is evident
in established processes such as ISO 15408—NIST’s Common Criteria
(hitpfcsre.nist.govice/). Commercial vendors may spend a year or more undertaking a
system evaluation, which leads to useful and important assurances regarding specification
and design. But the evaluation does not—and indeed cannot at this stage of
development—assure an absence of malicious code or other vulnerabilities. Nor can it
easily extend from a particular system instance to a family of configurations. These
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difficulties are consequences of the fact that general-purpose technical means are not yet
available to make such evaluations and, from an engineering standpoint, to make positive
promises about software and IT components. Indeed, many of the fears regarding
outsourcing and open source derive from the difficulty of evaluating the safety,
dependability, and security of software, even when the code is fully available for
inspection. The technical advances that are most promising in addressing this problem
rely on deep mathematically-based techniques to analyze software code directly.

Engineering practices. We may conclude from the foregoing that we are unable to build
secure systems—or evaluate those that we ourselves create—and that, more significantly,
there are intrinsic characteristics of software and IT that place us in this quandary. This is
not the case. Rather, it is simply the immature state of current technical understanding
and engineering practice. Technical progress in the NITRD research portfolio suggests
that strategic R&D effort can lead in the long run to fundamental changes in our ability to
deliver higher levels of security (http:/www.nitrd.gov). There are several recent reports
from the Computer Science and Telecommunications Board of the National Research
Council that summarize recent results and offer recommendations (http://www.cstb.org).

In the meantime, for the most highly critical systems, the present practice is to accept
severe constraints on system capability and architecture in order to achieve the possibility
of acceptable levels of assarance. In other words, our lack of ability to do evaluation
forces us to limit the capability of the critical systems we build. There are emerging
research results that demonstrate how key architectural and design commitments, coupled
with analysis tools, may offer steps away from this state of limited capability. These
results include, for example, self-healing architectures, framework designs for
composable components, component evaluation tools, techniques for safe concurrency,
etc.

Future systems. Many government agencies face cybersecurity chalienges that lead the
market in significant respects. (Additional examples of IT areas where government is a
demand leader are offered in the e-government study cited above.) Managers who are
planning next-generation systems can benefit by collaborating with the multi-agency
R&D community in order to address these needs in a more strategic manner. This
pattern—of investing in R&D in the supply chain in order to ensure future needs can be
met—is well established in other industries, for example in supply chains for automobile
and airplane design and manufacture.

In government, there is a record of success in major mission agency IT consumers
applying this model, particularly DoD. The idea is to follow the established market model
of supply chain management, which involves working with all levels of suppliers, helping
them anticipate critical needs, and investing in R&D that has broad benefits. This market-
based approach, in which major technology consumers, but particularly government
mission agencies, collaborate through the supply chain to accelerate response to leading
edge requirements, has stimulated much of what we take for granted in modern
computing.
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Many important cybersecurity improvements are already in the early stages of the R&D
pipeline, including, for example, better security-focused engineering processes,
evaluation and analysis tools, component designs, more secure network protocols and
services, more securable system architectures, improved identity and authorization
management schemes, architecture for self-healing and resilient systems, and others.

2. Mission IT Challenges: Software Dependability

A second area of IT challenge facing CIOs and mission agency managers is software
dependability. Software dependability is critical for systems safety (such as for medical
devices, plant control systems, and weapon systems), for management of sensitive
records (such as for law enforcement, government financial and tax records, and health
care records), and for critical infrastructure (such as for SCADA—supervisory control
and data acquisition systems).

Software dependability is also fundamental to cybersecurity. More than 90% of the
thousands of exploits reported annually to the CERT build on sofiware flaws. Some
observers have stated that these flaws exist because vendors feel they can “get away
with” shoddy quality. This is not true. Rather, these flaws are the result of the fact that
both the industry and the R&D community are still struggling with how to achieve high
levels of quality in software engineering practice.

Process and quality. Today, software program managers generally employ traditional
engineering management approaches that are taken from the statistical quality community.
These involve process and metrics, with the metrics used as feedback to improve both
product and process attributes. This is the essence of the ISO 9000 family, Six-Sigma,
SEI's CMMI, and other process-based approaches. These are excellent, workable, and
widely adopted approaches that have provided enormous benefit to projects of all sizes.

But the statistical approaches have a stop-gap character—they do not address all the
challenges of producing dependable and secure software. In particular, software bugs are
flaws of design and implementation—sofiware components are not like physical systems
that wear out over time. In cybersecurity, for example, when the threat model is based on
frequencies of spam-zombie viruses, port scans, and spyware intrusions, the resulting
system design may not be appropriate for a multi-point attack by a determined adversary.
In addition, all software faults are not created equal, either with respect to the kinds of
system failures they may trigger or the difficulty of repairing them. Some faults may be
intrinsic in the system architecture, while others are mere coding oversights. The
Common Criteria, noted above, assists in making this latter distinction with respect to
security.

Software quality. A Defense Science Board task force noted that, “improvements to
process, training, incentives, and procurement are critical, and yet improvements to the
process without improvements to the technology cannot address the staggering
complexity necessary for achieving a national competitive advantage.” The President's
Information Technology Advisory Committee (PITAC), in its inaugural report, noted that
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“Qur ability to construct the enormously complex software systems that lie at the core of
our economy {is) painfully inadequate. Therefore, the increases in research on software
should be given a high priority” (http://www.nitrd.gov/pitac/).

Industry leaders also recognize the seriousness of the technical challenge. Two months
ago, the Business Roundtable, representing 150 U.S. CEOs, issued a report that notes,
“Most of the significant cyber incidents that have harmed American business and
consumers over the past several years have had at their root cause defective and readily
exploitable software code.” It adds, “Most software development processes used today do
not incorporate effective tests, checks, or other safeguards, to detect those defects that
result in product vulnerabilities” (http://www.businessroundtable.org). The Washington Post
titled its report on this study, “Old Economy Fed Up With Cyber-Security.”

Evaluation and assurance. As noted above, software assurances in present practice are
usually based on indirect measurements—evaluation of process or organizational
attributes as substitutes for direct evaluation of a product. Because existing measures are
weak and overly approximate, it is difficult to build an ROI model—the “R” cannot
easily be measured and so the “I” is not readily forthcoming. Improving our ability to
measure the “R”—at every level from code-level fault identification to organization-level
failure impacts—is part of the process of maturing the discipline. More concretely,
research attention must be focused in areas such as: (1) Improved technical means to
evaluate system components directly for critical security and dependability attributes, (2)
Better techniques to engineer software with higher levels of security and dependability
“out of the box,” and (3) Principles of architecture, design, and coding that can reduce the
overall impact of internal engineering faults (such as buffer overflow) on the kinds of
failures that can result (such as compromise of data or loss of service).

There is some basis for optimism—including significant emerging research results (for
example, relating to modeling of critical attributes, software analysis, and model
checking techniques), and good indicators in industry practice that a business case is
starting to emerge {an example from Microsoft is cited below).

Progress on this challenge has high leverage because it exists at every producer/consumer
interface in supply chains for IT systems. Producers benefit by being able to provide
concrete evidence of security, dependability, or other quality attributes. Consumers
benefit when they (or third-parties acting on their behalf) can undertake effective
acceptance evaluations.

3. The Essential Role of Government R&D

These challenges—cybersecurity and software dependability—have three important
common characteristics. The first is that there is a compelling case, based on both need
and opportunity, to develop R&D approaches that are strategic. These are fundamentally
different in character from the current stop-gap practices. Second, in both areas there are
government mission agencies whose requirements anticipate rather than follow market
demand. Cybersecurity and software dependability are important for everyone, but these
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needs are frankly more urgent for our national and infrastructural systems. Third, critical
and mainstream solutions are converging rather than diverging. Many critical
infrastructural systems, national defense systems, and enterprise systems are constructed
from diverse components from diverse sources, and such systems may include extensive
use of many familiar pervasive IT applications and components. In other words, what is
pervasive is also becoming critical. And, engineering practices for critical systems are not
that far beyond engineering practices for the pervasive systems. It is dangerous, therefore,
to contemplate solutions where government and other critical consumers separate from
the mainstream market.

Will industry do it? It is tempting to think that, while these problems—cybersecurity
and software dependability—are challenging, the IT industry will eventually address
them as a matter of course—that “industry will do it.” In many other industries this is a
legitimate conclusion, and best policy for meeting government requirements may be to
follow the market. But this is generally not true for IT. And in fact it defies the historical
truth of the past 50 years of IT innovation.

The leadership in IT innovation that we currently enjoy in the US is the legacy of several
decades of effective and steady Federal R&D leadership, much of which is in response to
the teading-edge requirements of government mission agencies. A recent National
Research Council Report called “Innovation in Information Technology”™ notes that,
regarding modern electronic commerce, “nearly every key technological component has
been shaped by [federal] investment,” including the Internet, web browsers, public-key
cryptography, back-end database and transaction processing, and search engines. The
report illustrates this by tracing the research origins of more than a dozen multi-billion
dollar IT markets (http://books.nap.edu/catalog/10795.himi).

The unique government role. Why is the government R&D role so essential for IT? The
answer has three parts:

a. Non-appropriability. Many of the most significant research results in IT are non-
appropriable. That is, there are foundational results that cannot successfully be confined
to a single sponsoring organization—their impact diffuses broadly into the technical
community and the market. It is difficult for firms to build an ROI model for investing in
this kind of research, whose results may diffuse directly to competitors. Many of the most
important concepts of information technology are in this category. The revolutionary
concept of networked personal computing developed principally at Xerox PARC under a
combination of federal and private sponsorship is an example. In the end, it didn't do
much for Xerox, but it triggered the creation of an entire industry.

In the area of software dependability, there is recent evidence in the R&D community of
progress in addressing some of the longer-term needs. Companies such as Microsoft and
IBM are developing a new generation of engineering tools to improve software quality
through direct analysis of software code and other artifacts. The Microsoft tools are partly
responsible for the significant reduction in the frequency of “blue screens” in the past
couple of years. Of the tools T am aware of, most rely on fundamental technical concepts
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that were developed earlier in university labs, generally sponsored by NSF, DARPA, and
other NITRD agencies. These concepts include, for example, finite-state model checking,
binary decision diagrams, rule-based inference, and many program analysis techniques.

b. Commonalities. The early definition of standards is a critical element of the pattern of
innovation in the IT industry. Government has had a long-standing role in facilitating the
so-called pre-normative work that leads to the commonalities critical to the creation of
markets for new IT capabilities. The early IETF had a pivotal role and provides an
important model for consensus management in a community of innovators. For example,
the first versions of the fundamental standards of the modern web-based Internet (IP,
TCP, HTTP, HTML) were developed by a handful of researchers, all working under
government sponsorship, collaborating through the IETF.

¢. Education and universities. More obviously, the research programs in most
universities and labs are closely coupled with the education enterprise. The direct
engagement in the most aggressive research, including traditional exploratory basic
research and far-sighted mission research, creates the next generation of inventors and
innovators, who become tomorrow’s industry leaders.

Industry senior managers recognize the need for R&D. Two months ago, Craig Barrett,
the CEO of Intel, said to USA Today, “We have to invest more in R&D. Iyou have a
worse education, a worse infrastructure, and you spend less of your gross domestic
product on R&D), what makes you think you should be in a pre-eminent position?”
Perhaps most importantly, he notes the importance to US employment of “research and
development investment that is government funded,” noting that the fraction of output
that has gone to R&D has declined over the past two decades. “R&D creates the ideas for
future products and services.”

4, Moving Forward

The difficulties we are facing nationally with cybersecurity and software dependability
are consequences of the limitations of our present engineering capability. Software is an
unusual building material, almost unlimited in its potential for capability and scale—but
we are still learning how to work with it successfully, and particularly how to create
systems that are genuinely dependable and secure. This is ironic, because IT has become
pervasive and, as noted recently by Alan Greenspan, is an important contributor to
national productivity. But this immaturity need not persist—many in industry and
universities believe that a combination of public-private partnerships and aggressive
federal R&D can lead to fundamental change.

1 conclude my statement with three observations:
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1. Strategic long-term federal IT R&D is more important now than before.

The NITRD agencies identified in the President's Budget, along with the Department of
Homeland Security, share leading-edge requirements for advanced IT capability. They
recognize the necessity of stimulating innovation in order to ensure that their future
mission requirements can be effectively met. By collaborating with each other they can
share new technologies, spread risks, and build more effectively on the basic science
portfolio principally sponsored primarily by NSF.

The NITRD process, which began with the High Performance Computing Act of 1991
and is now led by Dr. David Nelson and Dr. Peter Freeman, is an effective mechanism to
support this coordination among mission agencies. NITRD has several coordinating
teams focusing on specific issues and supporting strategy development. Cybersecurity is
addressed by several of the teams, most notably the High Confidence Software and
Systems (HCSS) coordinating group. Software dependability is also addressed by several
teams, principally the Software Design and Productivity (SDP) coordinating group and
the HCSS coordinating group (hitp:/Awww.nited.qov/ipubs/blue04/). Challenges related to
achieving significant new levels of systems capability are addressed at several agencies,
particularly at the NSF in the new Science of Design research program and at
DARPA/IPTO (htip:/www.darpa.mitfipto).

in the strategic planning process, it is essential to understand that we are not at a plateau
in any aspect of IT capability. The capability, performance, and interconnection of IT
systems are advancing at a rapid rate. Many in the industry recognize that Moore's Law
will continue to hold for another decade or more, and that we are likely to experience
several more decades of the kind of rapid innovation we experienced in the past ten years,
which brought us the public Internet, World Wide Web, e-commerce, e-government, grid
computing, and many other fundamental changes.

The critical challenges of IT are increasingly focused on quality and assurance, and this is
why in this statement I have highlighted the areas of cybersecurity and sofiware
dependability. There are other areas of critical need. The NITRD agencies should be
given the charge—and the resources—to address these challenges in a strategic long-term
fashion.

2. Addressing these quality issues is fundamental to retaining our national
advantage in IT innovation.

The NITRD innovation investment, including both mission-focused investment and the
basic science component primarily at NSF, is essential to our national success in an
international market that is becoming increasingly competitive with respect to IT
innovation leadership. The patterns of IT innovation and the value of IT innovation
leadership are now increasingly understood throughout the world-—and many countries
are making national-level commitments on this basis. Many believe that loss of IT
innovation leadership will, for national security, have more severe consequences than the
Josses the U.S. has experienced, say, in steel or much of consumer electronics. (Note,
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however, that this does not imply that offshore outsourcing and open source are
necessarily bad for the U.S.—the economic story in these cases is nuanced, with both
positives and negatives, and few general answers.) The point is that we need to maintain
our strength in I'T innovation. We can do this only by leading in education and in weli-
managed R&D.

3. Establish pro-active R&D leadership for the critical IT challenges.

Needs and opportunities have been well articulated in many studies and workshops in the
past few years. It is now time to build on this progress by taking the next step, and
defining some elements of a national strategy that is far-sighted in terms of impact, but
actionable and concrete in terms of R&D activity. There are important new concepts and
technical opportunities emerging in many labs across the country. The purpose of a
national strategy is to link these efforts together to accomplish the next critical set of
changes in the constantly-changing landscape of IT.

As noted in the previous section, development and execution of the strategy must be a
collaborative process involving research leaders and far-sighted users in industry,
academia, and government. An example of a collaboration focused on strategy
development is the Accelerating Trustworthy Internetworking (ATI) initiative
(hitp/iwww.ati2004.0rg). The most recent ATI workshop included active participation from
industry, government, and academia. The purpose of the strategy is to provide a focus for
government R&D in selected critical areas.

Long-term mission-motivated federal R&D is how the U.S. established its present IT
leadership position, and it is what we must do both to retain this position and to address
the new challenges that we now face. This will require collaboration of government,
industry, and academia.

Thank you for giving me the opportunity to testify today. I would be pleased to answer
any questions.
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Mr. PurNaM. Dr. Squires, you are going to have a few moments
to collect your thoughts to defend HP’s honor with regard to your
R&D budgeting. We are going to recess for a moment while we go
have one vote. It should be a fairly brief recess, and we will return
shortly. So everybody sit tight, enjoy your orange juice. And the
subcommittee will stand in recess.

[Recess.]

Mr. PurNAM. The subcommittee will reconvene. I apologize for
the delay.

Our final witness for this panel is Dr. Stephen Squires. Dr.
Squires is the chief science officer and vice president at Hewlett-
Packard. He is also a Special Government Employee Expert Con-
sultant for the Department of Defense through the Defense Ad-
vanced Research Projects Agency [DARPA]. In that role he is a
member of the Intelligence Science Board and also served on the
Defense Science Task Force on Defense Roles and Missions for
Homeland Security and other special working groups. Previously,
he worked for NSA for 15 years on IT systems.

We look forward to your testimony. You are recognized, Dr.
Squires.

Dr. SQUIRES. Thank you for inviting me to testify. I consider it
an honor and a privilege to be here to discuss these critical issues.

I want to focus on one main issue which was in the letter that
invited me, and that issue is how the investments serve to protect
this Nation and position the United States as a leader in the infor-
mation technology arena.

My answer to this critical question is based upon my understand-
ing of the history of IT, my own direct experience and expertise in
the most advanced research and development application programs
focused on the most challenging problems facing the Nation, and
my own vision of the future.

The best way I can think of starting is to reference a paper titled
“As We May Think” by Vannevar Bush in July 1945. It was written
in his role as Director of the Office of Scientific Research and De-
velopment, coordinating activities of some 6,000 leading American
scientists in the application of science to warfare. You should actu-
ally take a look at this article. It presents an extraordinary vision
filled with all kinds of interesting examples, including one example
called the “memex,” which is essentially the Internet with a web
of linked objects.

The history of information technology is dominated by fundamen-
tal devices from the invention of the transistor, the integrated cir-
cuit, and the microprocessor, along with many other devices for the
past 50 years and an extraordinary collection of systems developed
through multiple layers of modules, structures, and massive
amounts of software to support a wide range of applications.

Information technology has become increasingly pervasive. It is
hard to imagine life without it. Our national defense, homeland se-
curity, depend on it, in addition to our critical infrastructure, the
economy, and the future of science and technology.

IT industry and its applications have become a multitrillion dol-
lar sector of the global economy that is recognized as enabling a
new global dynamic. Information technology as generally viewed
today appears to be a commodity, but it is not. The larger IT com-
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panies claim to have multibillion dollar R&D programs, which they
do. But it is also very important to understand the operating point
and the time horizon of those programs.

It is natural for many people familiar with normal technologies
to believe that there has been more than enough U.S. investment
in the future of information technology and enough is enough. Let
me say now in the strongest possible terms that I believe that such
a belief is fundamentally misguided and in my opinion dangerous.

The entire field has been through multiple revolutions and ex-
traordinary advances that have been made across a wide range of
science and technology areas. But with all of these advances and
all of this investment in the past 50 years, we are really only at
the beginning of a much longer process.

As the limits of what have become conventional integrated cir-
cuits are reached, new technologies with its revolutionary implica-
tions are emerging at the atomic scale in the form of nano-tech-
nologies. New nano-devices can be integrated into new kinds of
things such as new kinds of nano-integrated circuits with extraor-
dinary properties, and properties that go beyond just computing to
include new kinds of storage, sensors, effectors, and new ways to
act with the physical world, including biological.

The advances in these new devices will enable new kinds of mod-
ules, new kinds of units of replication, and present new challenges,
challenges which simply will not be overcome by conventional in-
dustrial R&D. These, the new kinds of systems which we can imag-
ine happening and emerging over the next 50 years, or even the
next 10 or 20 years, will be far more dramatic than anything we
have seen in the last 50.

Let me just give you some examples of the role of information
technology that go beyond normal market trends: The role of infor-
mation technology in things like critical infrastructure of the coun-
try, in science and technology itself, in national defense, homeland
security, trusted information sharing, protecting individual privacy,
and the most important of all, protecting the future of civilization.

Let me briefly sketch four alternative futures. I'm just going to
call them red, orange, yellow, green in the context of an idealistic
vision, blue.

Red is essentially pre-Internet technology.

Orange is essentially an attempt to extend the red to cope with
the emerging Internet revolution.

Yellow is essentially an attempt to apply commercial Internet
technology to the challenges of the Internet.

And green is essentially the development of fundamentally more
advanced technology than commercial Internet technology for the
purpose of achieving strategic advantage. Such systems have more
advanced cybersecurity than the commercial Internet.

And then all of this is set in the context of blue, which is an
idealistic vision of the future which I call “intrinsic trust” and that
is the essential distinguishing characteristic of the fundamental ad-
vance needed for the future of information systems themselves.

The most challenging problems provide insight needed to estab-
lish the most effective advanced research agendas. The ideal of
blue is essential to guide the advanced research agenda for green.
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Given its own market forces, the information technology system
will simply be stuck on the yellow brick road. The insights needed
to create effective advanced research agendas emerge from inter-
disciplinary interaction among science, business, homeland security
and national defense. The interactions are more critical because
the need for public-private systems to interoperate over a wide
range of modes are all dependent upon critical and pervasive inter-
operable information systems capable of trusted information shar-
ing while protecting privacy.

I believe it is essential that the U.S. Government continue to in-
vest in advanced research and information technology focused on
protecting this Nation and ensuring that the United States contin-
ues to be the world leader in information technology. The future
leadership depends upon continuing advances in science and tech-
nology at a time when information technology itself is not only be-
coming critical and pervasive but itself going through its own re-
invention process.

Mr. PurNAM. Does that conclude your remarks?

Dr. SQUIRES. Yes.

Mr. PurNAM. Thank you very much, and I apologize for making
you wait.

[The prepared statement of Dr. Squires follows:]
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Executive Summary

Introduction

Thank you for inviting me to testify.
| consider it an honor and privilege to be here to discuss these critical issues.

My name is Stephen L Squires. In the private sector, | am the Chief Science
Officer of the Hewlett-Packard Company. | am also a Special Government
Employee (without compensation) Expert Consultant for the Department of
Defense though the Defense Advanced Research Projects Agency. In this role |
am a member of the Intelligence Science Board and also served on the Defense
Science Board Task Force on Defense Roles and Missions for Homeland

Security and other special working groups.

My testimony today is based on my own experience and expertise and does not
necessarily represent the official position of HP or any other organization.

1 will focus on what | believe is the most important issue identified in the letter
requesting my testimony on the role of Federal investment in IT R&D.
Quote We also are interested in discussing how these investments
[in Information Technology] serve to protect this Nation, as well as,
position the US as a leader in the information technology arena. End
My answer to this critical question is based on my understanding of the history of
IT, my own direct experience and expertise in the most advanced research and
development and applications focused on the most challenging problems facing
the Nation, and my vision for the future.
My testimony is organized into four sections.

o A brief reference to history
» My own experience and expertise
s My Perspective

e Altermnative Futures
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A brief reference to history

The best way | can think of to start is a brief reference to history is the article
titled “As We May Think” by Vannevar Bush in July 1945. The article was written
in his role as Director of the Office of Scientific Research and Development,
coordinating the activities of some six thousand leading American scientists in

the application of science to warfare. He presents an extraordinary vision filled
with a multitude of interesting examples including some in information technology.
For example, he describes a system called “memex” that is essentially the
Internet with a web of linked objects.

The URL for the atticle is
<http//www.theatlantic.com/unbound/flashbks/computer/bushf.htm>
and can be accessed on the internet using a standard browser.

The history of modermn Information Technology is dominated by fundamental
devices from the invention of the transistor, the integrated circuit, and the
microprocessor along with other devices for the past 50 years. An extraordinary
collection of systems have been developed though muttiple layers of modules
and structures to support a wide range of applications. The general term that
describes the existing system is the Intemet.

Information Technology has become increasingly pervasive. It is hard to imagine
life without IT. And, our National Defense and Homeland Security depends on IT
in addition to our Critical Infrastructure.
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My own experience and expertise

1 was recruited by NSA as a freshmen undergraduate electrical engineering
student where | worked in its most advanced communications and information
technology advanced research laboratories. Those laboratories focused on the
most challenging problems, pursued advanced research to develop potential
solutions, and worked with mission organizations to develop actual solutions, The
extraordinary people that | had the privilege to work with and learn from for over
15 years made major contributions to much of the Information Technology
revolution until the early 1980s. The extracrdinary Information Technology
systems of NSA made major contributions to winning the Cold War.

| joined ARPA in 1983 where | contributed to the vision, strategy, leadership, and
management of advanced computing systems architecture that produced the
technology base and foundation for the Federal High Performance Computing
and Communications Program in 1992 and its extension to the National
Information Infrastructure. It may be of interest to note that | testified to advocate
the proposed legisiation that initiated that program.

During my career with DARPA, | continued to maintain a close working
relationship with the Intelligence Community. And, | was often called upon to
participate in special working groups focused on critical issues of maintaining or
achieving strategic advantage through advanced Information Technology. In fact,
it was during a particularly frustrating period with one these working groups that |
developed a briefing titled “Breaking out of the ‘post-Cold War’ Syndrome” in
March 2000. This briefing focused on the limitations of existing information
systems and the need for a new kind that would enable trusted information

sharing along with other advances to achieve strategic advantage.
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I joined HP in mid November 2000 as the Chief Science Officer, a new position

created 1o focus on fundamental issues of Information Technology futures.
Less then a year later ...

On the morning of 9.11,
it is still painful for me to think of that moment

— a globally shared moment in time —
| was at NSA that day on the second day of a two day meeting.

| was a member of a special working group focused on certain advanced
technology issues to achieve strategic advantage in the new world of the Internet.

In general terms, these issues are an important aspect of this hearing
when we focus on the role of Information Technology
in National Defense and Homeland Security to
“protect this Nation, as well as,
position the US as a leader in the information technology arena”

as raised in the letter inviting me to testify.
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My Perspective

New discoveries and new application challenges affect the dynamic and rate of
change of the system of science, technology, and applications. The US
Government has had a critical enabling leadership role in accelerating the
advanced research, development, and application of IT since its beginning.

While the academic and commercial activities are generally well known, the
relationship with the National Security Establishment is not because attention is
normally deferred to the civilian departments, administrations, agencies, and
organizations. The major exception to this is the Defense Advanced Research
Projects Agency (DARPA) created as ARPA by President Eisenhower shortly
after the launch of Sputnik. The DARPA focus has been and continues to be on
advancing the frontier of science and technology in areas critical to the Defense
mission. DARPA has had and continues to have an extraordinary impact on IT

and related technologies.

The DARPA model is so successful that it serves as a model for others. We can
only hope that the new HS ARPA in DHS is able to achieve its expectations.
There is a similar kind of organization operating in the Intelligence Community.
These are working together, complementing each other, building on each other's
results, reducing risks, and accelerating technology transition. These investments
also work to complement those of the National Science Foundation. The mission
agencies also have their own research and development programs that work with
the others in an effective complementary way including the National Laboratories.
The collections of activities form an extraordinary system that has accomplished
great things in cooperation with the academic and industry sectors.
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Most of the work is done in the open. Most of the results first emerge in the
academic and industry sectors. Many of the results transition into commercial
products that are used by all sectors including the national security sector. But
the goals, strategies, tactics, and management are often motivated and guided
by classified issues, challenges, and applications—applications by the earliest of

the early adopters.

The challenges of World War 11, the Cold War, and the post 9.11 era each have
their own distinctive characteristics. in the post 9.11 era the power and potential
of information Technology is recognized throughout the global community
communicating and collaborating though the Internet

— a globally recognized phenomena.

IT industry and its applications have become a multi-trillion dollar sector of the
global economy that is recognized as enabling new global dynamics.

Information Technology has become a commodity. The larger IT companies
claim to have multi-billion dollar research and development budgets. The White
House estimates that 85 percent of the critical infrastructure is in the private
sector with much of it dependent on commercial information technology.

Therefore, it is only natural for some people familiar with other technologies to
believe that there has been enough US Government investment in the future of

Information Technology.

Let me say now in the strongest possible terms that such a belief is
fundamentally misguided and absolutely wrong to the extent of being dangerous.
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Now let me explain in terms of the one sentence | referenced in the letter inviting

me to testify today.

How investments in research and development on information technology
1. Serve to protect this Nation and
2. Position the US as a leader in the information technology arena.

The investments were essential when they were not well known and the results
were not directly visible. In the past 10 years the results have become more
visible as IT has become pervasive. This represents a fundamental paradigm
shift that is unprecedented in its impact. But, IT is not a single paradigm shift
itself. IT is really a complex collection of paradigm shifts. While most of existing
IT that is in pervasive use has become a commodity, this is the result of decades
of investment by a complex public private sector partnership. The result of this
investment has served to protect the Nation and has positioned the US as the
leader in Information Technology. The fact is that IT enabled the US to win the
Cold War as a critical part of the National System though research, design,
development, deployment, and management of those systems. At the same time,
the commercial applications served to strengthen the economy and demonstrate
US leadership in Information Technology.

The effect has been profound. IT represents the most dynamic of all technologies.
The past 50 years, since the invention of the transistor and the integrated circuit,
has produced extraordinary advances through public private partnerships. These
advances emerged from a complex science technology policy economy dynamic
that we are only beginning to understand. While much of it started in the US, it

has become a global phenomenon.



105

The entire field has been through multiple revolutions and extraordinary
advances have been made across a wide range of science and technology.

But, we are only really at the beginnings of a much longer process.

As the limits of what has become conventional commercial integrated circuit
technology are reached, new technologies with revolutionary implications are
emerging at the atomic scale in the form of nano-technologies. The new nano-
devices can be integrated into new kinds of things including new kinds of nano-
scale integrated circuits with extraordinary properties. The properties go beyond
computing to include new kinds of storage, sensors, effectors, and new ways to
interact with the physical world inciuding biological.

The advances in devices will enable new kinds of modules that will be the units
of replication in new kinds of systems. The challenges in creating the new kinds
of systems and their implications will be extraordinary as will be their capabilities.
The advances are expected to be as revolutionary relative to the existing internet
as the internet was to the first computer 50 years ago. And, at the nano-scale we
are able to operate at the intersection of fundamentally new kinds of

interdisciplinary interactions.

While the IT systems of today have become progressively more pervasive, the
systems are awkward and visible, difficult to use, not well integrated into the
environment and society, not suitable for critical applications, and not capable of
trusted information sharing -- not to mention the continuing geometric increase in
vulnerabilities and incidents that occur every day on the Intemet.

Therefore, it should be obvious that there is even more advanced research to be
done and it is more critical then ever — particularly in the post 9.11 era. While
there is a growing global market and industry, it tends to focus on the near term

even with their own research and development programs.
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The US Government has a Constitutional responsibility and obligation to protect
the national interest by providing for the common defense and enable the life,
liberty, and happiness of the People. Among all the technologies, information

technology is among the most critical and pervasive.

Some examples of the role of IT

The role of IT in Critical Infrastructure

The role of IT in the National and Global economy
The role of IT in Science and Technology

The role of IT in National Defense

The role of IT in Homeland Security

The role of IT in Trusted Information Sharing

The role of IT in Protecting Individual Privacy

The role of IT in the Future of Civilization

Some insight in the advanced research challenges can be found by exploring the
fundamental trends, limits, and alterative futures in the context of a 5 layer model
that covers everything from the devices to the applications:

Devices
The fundamental devices and their integration into components
that provide the foundation for modules

Modules
The scalable components and systems of components that provide
the underlying hardware, embedded software, and system software
that serve as the foundation for scalable systems.

Virtualizations
The virtual system modules that are configurable into extensible
scaling systems that serve as the foundation for customizable
system structure.

Structures
The system structures that serve as the foundation for composing

dynamic extensible scalable applications.

Applications
The applications of a system to the environment outside the system
including users, the real world, and other systems.
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Alternative Futures

There are four major alterative futures that | call Bed, Orange, Yellow, and
Green in the context of an idealistic vision of the future, Blue.

Red is essentially pre-Intemnet technology.

This is legacy IT that was developed and deployed before the
Internet revolution. This is the IT of the Cold War era.

The old world of IT called legacy systems that should be donated to
the Computer History Museum.

Orange is essentially an attempt to extend the Red to cope with the
emerging Internet revolution.

An attempt to extend the life of legacy systems trying to connect IT
to the Internet.

Yellow is essentially an attempt to apply commercial Intemet technology to
the challenge of the Internet.

The Intermnet and its evolution.

Green is essentially the deveilopment of fundamentally more advanced
technology then commercial Internet technology for the purpose of
achieving Strategic Advantage. Such systems also have fundamentally
more advanced cyber security then the existing commercial Intemet.

The revolution beyond the Intemnet representing a collection of
fundamental advances across the 5 system layers providing
federated adaptive enterprises capable of trusted information
sharing for critical and pervasive applications.

Blue is an idealistic vision of the future that is called Intrinsic Trust and that
is the essential distinguishing characteristic of the fundamental advance
needed in future of Information Technology systems.

10
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in this framework, the existing Interet is Yellow as generally applied throughout
most of the modern global community. The US Government systems span the
Red, Orange, Yellow, range with selected special features to protect them
through a combination of physical separation and advanced cyber security. The
existing US Government systems are obviously not Green because it does not

exist—yet.

The most challenging problems provide the insight needed to establish the most
effective advanced research agendas. The ideal of Blue is essential to guide the

advanced research agenda for Green.

The insights needed to create effective advanced research agendas emerge
from interdisciplinary interaction among science, business, homeland security,
and national defense. The interactions are more critical because of the need for
the public and private sector systems to interoperate over a wide range of modes
that are all dependent on critical and pervasive interoperable information systems
capable of trusted information sharing while protecting privacy.

Therefore,
| believe it is essential that the US Government continue to
invest in advanced research in Information Technologies
focused on protecting this Nation, and
position the US as the leader in Information Technology.

The future leadership of the United States depends on advanced science and
technology at a time when Information Technology has become critical and
pervasive and is itself going through its own re-invention.

11
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Mr. PurNaM. We will begin with the questions; and I will begin
with you, Dr. Squires.

Given that there will always be a finite amount of money avail-
able for Federal research and development, are we prioritizing the
use of that funding in the most efficient manner?

Dr. SQUIRES. I don’t think efficiency is the way to think of it. If
you try to optimize the systems so that there is minimum duplica-
tion and maximum efficiency, you are very likely to lose the most
interesting and innovative system that the world will see. It is all
right for the innovation process of the national R&D agenda to be
slightly loose and informal. You always need the flexibility for a
bright young mind to come up with a new idea without having to
go through a long-drawn-out proposal process. Start soon.

The other thing is I think that there’s a general structure that
I've found that is useful in trying to set research agendas and that
is to focus on the fundamental technology trends, understand their
fundamental limits, and when you begin to identify a limit, look as
hard as you can for effective alternatives. If you take a look at
every major advance in information technology, you discover that
it is a result of that process.

Mr. PurNAM. As someone who transcends the public and private
sector, is there adequate collaboration between the two?

Dr. SQUIRES. There is a lot of collaboration, but I don’t think it’s
adequate, and I will give you the main barriers. I think that the
mechanisms in place for setting agendas and for holding full and
open competitions and for negotiating the actual agreements takes
too long. It is way too burdensome and actually tends to be a dis-
incentive to people and individuals and universities and companies,
my own personal opinion, working in that way.

The phrase that I sometimes use in discussions like this, and I
say our adversaries do not have the advantage of our procurement
system.

Mr. PurtNAM. Dr. Fossum, do small startups and smaller univer-
sities with less well-established research relationships with the
Federal Government, startup companies that have a great idea
born in a garage, do they receive adequate attention, adequate op-
portunity to compete with the big, well-established companies that
are out there?

Dr. FossuMm. In theory, yes. Is it a level playing field on paper?
Yes. But there’s an awful lot of networking, connections, and expe-
rience that go into knowing how you actually successfully get a
grant proposal through and how you actually go through a procure-
ment and become a participating competitor, so to speak. I think
it is a very large threshold for some to get across.

Actually, when you mention universities, there are over 1,800 4-
year accredited colleges and universities and professional schools in
this country, and only 80 of them receive 71 percent of the Federal
funds for R&D. It shows you the concentration of these funds. It
is an enormously concentrated world.

Mr. PurNAM. Dr. Lazowska, is that a concern, the concentration?

Dr. LazowsKA. I think equity and distribution and participation
is always a concern. But I think the numbers that were just cited
need to be interpreted in light of the fact that many of those 1,800
4-year schools do not purport to have a research program. They are
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purely educational institutions. So we need to make sure that re-
search funds are equitably distributed to those best positioned to
carry out the work. And I think Federal agencies do a reasonable
job of that. There are also programs that ensure adequate research
funding to States that don’t have perhaps a full complement of re-
search institutions.

In terms of prioritization, I would just remark that the PITAC
committee in 1999 did a fairly thorough analysis and concluded
that the Federal investment in IT R&D, compared to other fields,
was dangerously inadequate; and they proposed a ramp-up which
has not been nearly met. In fact, as Mr. Clay pointed out, the
NITRD funding will actually decrease in the proposed budget. So
I think many Members of Congress are coming to the conclusion
that the Federal R&D portfolio has become unbalanced. Perhaps
that doesn’t mean we’re investing too much in some areas, but it
means we're investing too little in others, and you have identified
a number of them today.

Mr. PuTNAM. The imbalance being toward the biological science
and CDC, health?

Dr. LAzowsKA. I would say the imbalance is against information
technology. If you look at the role IT plays in national security, in
advancing the sciences, in driving our economy, we are investing
a relatively tiny amount of Federal money in creating the next gen-
eration of advances.

Mr. PurNAM. Dr. Scherlis, do you have anything would you like
to add going to this?

Dr. ScHERLIS. I guess I would.

Your first question to Dr. Squires was concerning prioritization
within the R&D portfolio, and I think it’s worth clarifying a little
bit from the outside my understanding of the NITRD process. It is
not a top-down process. It involves a combination of vision and mis-
sion. The mission agencies who are collaborators within the NITRD
process identify their needs and priorities on an agency mission
basis. This is combined with input from the research community,
who drive the process on the basis of their invention and imagina-
tion and desire to explore. It’s the juxtaposition of those two things
that really creates the innovative magic that several of my col-
leagues have spoken of earlier in this hearing.

Mr. PurNaM. Is the allocation of R&D skewed too heavily to de-
fense and defense-related research? Dr. Scherlis?

Dr. SCHERLIS. Actually, it’s interesting, the history of IT in this
country has a history that’s really largely been driven by a com-
bination of Defense and the National Science Foundation. It is a
combination of those two organizations. And it has been interesting
growing up in IT to see that IT researchers and scholars have
adopted defense metaphors. They speak in terms of survivability
and command and control. DOD has had a profound influence; and,
as a consequence of that, the mission needs of defense have been
very well met through the research community.

This has worked well because of the very farsighted, broad atti-
tude of the DOD basic science investors, those who invest 6—-1 and
6—2 funds in the R&D world. It’s the supply chain management
story. They work throughout the supply chain, not just with the
prime contractors and the systems integrators but with the vendors



111

and the innovators and the inventors who feed that supply chain.
They do it in a way that provides value well beyond the defense
mission. There is a leverage in that story. The leverage is that
DOD is able to buy off-the-shelf components and systems that they
can apply directly in their mission. We have pervasive applications,
spreadsheets, word processors, operating systems; and these are in-
creasingly incorporated as components into systems. They are per-
vasive not just in our offices and homes but also in our national
infrastructure and critical national security systems. So what has
happened is that the pervasive systems have become critical. This
is an inevitable and positive outcome. It’s the nature of IT that we
have come to this point. It makes these problems, in some ways,
much more significant and challenging.

Mr. PurNAM. Dr. Fossum.

Dr. FossuM. I think one of the questions that you raise is about
what is defense R&D. We don’t really know how to divide R&D.
R&D doesn’t know a home agency or a discipline. It can go across
all kinds of areas. Let me give you an example.

I happened to be at the Army 1 day talking to a gentleman there
whom I literally asked “What is your major technology challenge?”
And he said they needed a “miniature, long-life, anticorrosive fuel
cell” to put in every piece of equipment they deployed in the field.
And we put in the term RaDiUS—“fuel cell” into RaDiUS and got
hits in six or seven different agencies including NIH. We shortly
were looking at an actual description of “miniature, long-life,
anticorrosive fuel cell” research at NIH for the artificial heart. That
is why it is very hard to talk in terms of “health” research versus
“defense” research. R&D doesn’t know boundaries like that. Discov-
ery doesn’t recognize those boundaries.

Mr. PutNAM. Dr. Squires.

Dr. SQUIRES. One thing I’d like to add to what Dr. Scherlis men-
tioned is the fact that throughout the history of advanced research
in science and technology leading to advanced products there’s a
pattern that having people able to understand and focused on the
hardest problems of the time with the resources and flexibility to
solve those problems is what leads to great invention. You don’t
make great advances by looking at the easy problem. You don’t
make great advances by doing what everybody else is doing. You
make great advances by going beyond what you normally can think
of doing and trying to invest the future.

It turns out that because of the nature of the American system,
the American economy, the role of defense in the United States and
around the world, the defense and national security system, the
homeland security system of the country has among the most chal-
lenging problems for information technology and science. It’s just
a fact, and that is a tremendous source of insight and motivation,
and the people who make the investments and set up the research
agendas normally do it in such a way that the technologies are as
much as possible dual use. Because it doesn’t do you much good to
have an advanced technology if you can’t afford it. So it’s a very
subtle, complicated and important relationship between the public
sector, the private sector, the civil agencies in the government, the
National Security Agencies, and the government how that works in
the community.
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Mr. PurNaM. Clearly, it is an important role for defense to play
in research; and it’s allowed us to be on the cutting edge. Frankly,
it is something to be very proud of. But it’s just interesting to think
about the breadth of research that occurs in the name of defense,
whether it is an MRE in food preservation or it is training a dol-
phin to go seek out a mine and everything in between that leads
us to things like the Internet, things like GPS that are now in
every brand-new suburban sold and all of these other things.

Dr. Scherlis.

Dr. SCHERLIS. One of the reasons why it is important to focus on
mission R&D is that the needs of Federal agencies often anticipate
the market in terms of their demands for capability and quality.
In areas where they follow the marketplace they should generally
follow the marketplace with respect to acquisition as well. But in
IT, the history has always been that many mission agencies, not
just the DOD but the Department of Energy, NASA, other agen-
cies, have needs that, frankly, go beyond the needs that are evident
in the marketplace at any given moment. When they invest in a
dual-use fashion, they get this tremendous impact from the invest-
ment because it creates an economic stimulus as well as a response
to the agency needs. That actually pays off for the mission agen-
cies. It’s an important and sometimes essential payoff for those
agencies.

Dr. LAZOWSKA. I'd just add one other fact to this, and that is the
track record over many decades is that it takes about 15 years from
the invention of an idea to when it’s exploited in a billion dollar
industry. OK? So what that means in some sense there is no such
thing as just-in-time research if you are a commercial enterprise.
Companies cannot afford to be investing in innovation that is not
going to pay off for 10 or 15 years. I'm a shareholder, and you are
a shareholder, and that is not the way we make investment deci-
sions.

That speaks to the role of the Federal Government and the Fed-
eral agencies because the mission of the Federal agencies require
these advanced technologies. They support the innovation which in
many times makes its way into the private sector, but it is many
years later, and that is why the Federal Government has such an
important role.

Dr. ScHERLIS. Forgive me for prolonging the discussion, but I
have to add one more point. Mission agencies enjoy another advan-
tage, which is that they can afford to be farsighted. They don’t
have to make a quarter-by-quarter ROI case for every research in-
vestment they make. They can anticipate their needs through a
planning process, and they can respond to these needs through
their R&D mechanisms. And that, combined with the fact that they
don’t need to explicitly appropriate the value that they create
through that R&D investment, creates a tremendous synergy that
allows them to be much more aggressive and to get more leverage
for their funding.

If you look at the level of DARPA funding over these many years
as compared with R&D funding in any one of the major IT compa-
nies, it is relatively low. But DOD gets enormous impact for that
investment because they are investing in a leveraged way. They
are applying this supply chain management trick of investing
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where they see they can get the maximum impact for that invest-
ment in the long run.

Mr. PuTNaM. Are we still the cutting-edge Nation for basic re-
search?

Dr. LAzowsKA. There have been many claims in recent years
that we are losing that edge, and the concern of PITAC has been
that we are losing that edge in information technology because the
level of investment has not kept pace with the opportunities of the
field and the increasing demands on the field. So I think there is
reason for concern, but it’s very difficult to measure.

For example, there was something in the papers a few months
ago talking about the number of physics publications in Europe
and Japan versus North America. I think we have to expect that
the rest of the world is going to start contributing at a level com-
parable to what we’re contributing. I urge to you think about the
areas in which this Nation cannot afford not to be the world leader,
and I would assert that information technology is one of those
areas. We cannot afford not to be the world leader in information
technology, because it drives everything else. It drives every other
field of science, every other field of engineering. It drives the econ-
omy. It drives defense and security. We can’t afford to fail to be the
world leader in this one field.

Mr. PuTNAM. Give me another field that we can’t afford not to
be the world leader in.

Dr. LAZOWSKA. You will have to convene another panel, sorry.

Mr. PurNam. If I had CDC, would they say we couldn’t afford not
to be the world leader in gnomics and biotechnology and

Dr. LAZOWSKA. I firmly believe that 30 years ago I stumbled into
the field that underpins all other fields, OK? So I firmly believe
that this field is No. 1 in terms of the leverage that it offers.

Dr. Scherlis is talking about leverage, and this is a field that of-
fers enormous leverage in all other fields. You can’t do advances in
the biomedical sciences these days or in health care delivery with-
out advances in information technology. You know, astronomy is
digital imaging and data mining of the images.

Mr. PurNAM. You are not supposed to say data mining anymore.
Ask these DARPA guys.

Dr. Squires.

Dr. SQUIRES. Don’t ask me that question.

I think next on my list is, obviously, nano-technology, because of
its fundamental implications. But simply investing in nano-tech-
nology without the context of its transforming effect on all of infor-
mation technology and all other science would be a mistake. As I
said in my testimony, as extraordinary as the advances have been
in the last 50 years, they were enabled by a relatively small num-
ber of fundamental device inventions and a massive number of sys-
tems structures and a massive number of software technologies;
and what we have today, as wonderful as it is from my sort of per-
spective of the future, is a really very small scale prototype of what
it could really be 50 years from now.

Mr. PurNAM. In the green world or the blue world?

Dr. SQUIRES. Yes, the blue curve. My blue sky vision says we
need to be in this world of the green, and we need to get off the
yellow brick road. The rest of the world has seen what the U.S.
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process of invention and innovation has done. We need to get on
the new curve. Otherwise, what is the risk of having some other
part of the global community decide to get on the green curve?

Mr. PurNaM. It is a tremendous risk. But I mean, in 1985, we
were all being told to go on to speak Japanese and that the Japa-
nese were buying up the whole Nation and they owned the motion
picture studios. And because they owned the motion picture stu-
dios, it was the end of America as we knew it.

We go through these periods, and I am not in any way arguing
with a distinguished group like yourself that it is not important for
us to continue to be the world leader in IT. I am just trying to play
devil’s advocate here.

Dr. ScHERLIS. I made a point in my testimony about the neces-
sity of IT innovation and leadership as compared with other engi-
neering disciplines. The issue is where, globally, is the focus of in-
novation and how important is it to have that focus of innovation.
The reason that IT is interesting, as compared with other building
materials—we can think of software as a kind of building mate-
rial—is that other building materials can only scale up so much.
You can only build a building that is so tall before various laws of
physics start to impede our ability to build it taller. With software,
we don’t see any such natural limits.

The Windows operating system I believe is now 50 million lines
of code. Who contemplated 50 million lines of code even 20 years
ago? Impossible. And there is no reason why we can’t go from 50
million to 50 billion and to create systems of tremendous cognitive
power, for example, that can translate languages or be autonomous
robots or cars that can drive themselves. There are many such vi-
sions.

My point is that these are no physical limits in the world of IT
that impede us from addressing those aggressive visions directly.
And in fact, as Steve Squires just said, let’s focus on the hardest
problems. What’s interesting, in fact, is that partly is what DARPA
is doing right now. They are focusing on the hard problems of cog-
nition and how to build smart systems that can learn. That is a
very good topic.

But we also need to be focusing on the bread and butter issues
of how can we make promises about the systems that we build,
how can we make dependable systems and secure systems? These
are hard problems, and these are the impediments to scaling up.

Mr. PUTNAM. You said earlier there are absolutely no bounds for
innovation to IT.

Dr. ScHERLIS. No physical bounds. There are only intellectual
bounds.

Mr. PuTrNaM. Does anyone disagree with that? Anyone wish to
add to that?

So how do you jump off the yellow brick road, Dr. Squires? Is it,
as Dr. Freeman said, education, turning out more engineering and
computer scientists and graduate degrees that are home grown?
What is the trick to maintaining our leadership role in IT?

Dr. SQUIRES. I think it is important to have an effective frame-
work for thinking about these future worlds that go beyond just the
nano-devices and beyond just the applications so that you are actu-
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ally able to effectively organize the different disciplines to work
with each other.

My favorite one, which I wrote a little bit about in the testimony,
has five major layers from the bottom up: devices, modules, struc-
tures, virtualizations, and applications. Each of these is a major
discipline in itself which works with all the other disciplines; and
the most important thing is to look in, pick your favorite frame-
work—that’s my favorite one—and try to understand what the fun-
damental trends and limits are.

So, for example, in devices, the fundamental trends and limits at
the device level, these are actually running out of the ability to
build integrated circuit technology with increasing performance
and cost-effectiveness as we do it today. It costs billions of dollars
to build the next VLSI product. You can save hundreds—many or-
ders of magnitude when we transition to nano-scale self-organizing
technologies. That may be 5 years before we get the first devices,
but we certainly need the first new devices in that area.

Assuming that you can do that, you have to think what are the
new modules, units of replication, which, if we could have that new
manufacturing capability, would we choose to have? If you had
that, then what would be the new virtualizations, what would be
the r‘1?ew system structures, and what would be the new applica-
tions?

The interesting thing is what has happened is the transistor was
invented and all the kinds of wonderful things happened after that.
What we learned is that having multiple layers of the system work
in parallel is way better than having them work in series. So if you
have the basic and applied sciences working across the full range,
from devices to applications through those intermediate levels,
working on always the most important problems so the feedback
would be not just produce the papers, produce real stuff, real sys-
tem prototypes, real prototype products, real products which early
adopters can use sooner rather than later and get the feedback to
the system, you have the potential to bring the future into reality
sooner rather than later.

So I view this whole investment strategy as a kind of time ma-
chine. What you are actually doing with Federal R&D investment
is getting an earlier view of the future than anybody else can, Get-
ting it in the minds of the best scientists and engineers and
businesspeople in the country and making it available to the
United States and all the people of earth sooner rather than later.
And doing one more thing: Through the American system, provid-
ing the incentives so it is used for good, as opposed to used for
something else. So I can’t imagine life without being on the fron-
tier.

Mr. PurNaM. Dr. Lazowska.

Dr. LAzowskA. I think the simple answer to your question is
“support IT R&D by Federal agencies at the level that the Presi-
dent’s Information Technology Advisory Committee recommended
in 1999.” What you see from this graph that I showed you earlier
is that we’re increasing Federal R&D overall. What you see from
this graph is that Federal R&D in information technology has flat-
lined. It has fallen far below the PITAC recommendation, and it
has flat-lined, and the good news is these are very small numbers.
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We are talking about only hundreds of millions of dollars a year.
That is not an inconsequential amount of money, but on the scale
in which the Federal Government operates or the Federal R&D op-
erates, it is inconsequential.

Our government has failed to prioritize this field. Simple as that.
What you understand very well is the role that this field plays in
our economy and in all other fields.

Mr. PurNAM. Dr. Fossum, anything to add?

Dr. FossuM. Just sort of a random thought that came by. I look
back at the history of some of the things that the U.S. Government
has done in R&D over the last 50 or 60 years, and what it took
to do it. We have a history of when something is a true priority
nationally of essentially having a major program or an incubator
on it. Go back and start with the Manhattan project and look at
the form they took. If IT R&D is very important to this Nation,
which I think we all agree it is, maybe we need to look at some
models that we used before, rather than rely on the current fund-
ing streams of the current agencies. Maybe we need to rethink how
better to pull the parts together.

Mr. PurNAM. You raised a good point, and I have forgotten most
of what I learned in junior high and high school science. All of you
operate, as Dr. Squires put it, on the frontier. There is a great deal
of apprehension and concern about our inability to attract young
people into the math, science, and engineering fields; and yet as far
back as the Manhattan project we were pretty well co-opting the
world’s talent anyway. We were offering them freedom, a safe place
to live, work, raise their family, and have a future and apply their
brilliance to productive, hopefully peaceful things, although we
could certainly have a whole other hearing on that.

But how great a crisis is that? How big a threat is that? And how
much attention should we be paying to it? Is it a natural demo-
graphic occurrence that China will produce an annual increase of
more engineering degrees than the sum of all of our schools? Or is
it truly a crisis in American higher education? We’ll start with Pro-
fessor Lazowska.

Dr. LAZOWSKA. One thing I would say we should make sure that
our immigration policies are in line with the sorts of goals you have
articulated. That is, do we allow the best students from around the
world to come to the United States and get training? And do we
allow them to remain in the United States once trained? If they re-
turn to their home countries, do we use them as agents of inter-
national cooperation or perhaps are we closing our borders and pre-
venting these smartest minds from around the world from coming
to us and learning?

Mr. PUTNAM. Anyone else before we lose power?

Dr. ScHERLIS. I just want to say that it is a serious issue and
that many universities are struggling to develop strategies to at-
tract the very best students into these fields. In our programs, we
continue to get the very best students, but, in many other pro-
grams, there are challenges. We find, for example, that applications
from overseas have gone down considerably because of this friction
at the border.
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So, yes, this is definitely an issue. The most fundamental ele-
ment of our supply chain is the people who populate it, and I think
we need to take it up explicitly.

Mr. PUTNAM. Dr. Squires, you and Dr. Scherlis, y’all were both
recruited very early in your careers into government service and
research?

Dr. SQUIRES. I was, essentially as a freshman undergraduate.

Dr. SCHERLIS. I was on the faculty at Carnegie Mellon when I
was recruited.

Dr. SQUIRES. But I recruited him.

Dr. ScHERLIS. I thought it would be an easy desk job for a couple
of years, and I could write papers in my spare time. But seriously,
it was the most exciting and demanding thing I ever did. I stayed
much longer than the usual tenure, and I continue to strongly rec-
ommend service. You talked about this with the earlier panel. We
all feel the sense of possibility and opportunity to really do some-
thing significant for the Nation. There are many good reasons to
take this up.

Mr. PurNAM. So high turnover is a fact of life in these fields? I
mean, you said you stayed longer than normal.

Dr. ScHERLIS. The IPA law, Interagency Personnel Act, allows a
maximum stay of 4 years for somebody rotating in from a univer-
sity or a State or local government. In fact, what I did was to stay
on the IPA for 4 years; and then I rejoined as a senior executive
government employee.

Typically, rotators from universities to NSF or DARPA or other
agencies will stay between 2 and 4 years and then return so that
they don’t lose continuity in their home institutions.

Dr. LAZOWSKA. I think it helps to be part of the research commu-
nity, to work with the research community. So both NSF and
DARPA have had great success with recruiting top members of the
research community into being office directors and program man-
agers for a period of time and then sending them back.

Mr. PUTNAM. Dr. Fossum, and then we’re going to wrap it up.

Dr. FossuM. DARPA and NSF are stellar examples of this.
That’s not the case as I can see with a place like NASA where IT
is very critical and where they have a large budget for R&D, but
they are not real good at R&D partnering because they tend to deal
more with contract-driven R&D, then grant-driven R&D. And the
world you are talking about is where universities can coordinate
with the Federal Government to cooperate and leverage the talent
at universities is a “grant driven” world for the most part. In that
world, you are talking about the “science program” at Department
of Energy. You are talking about NSF. You are talking about NIH.

So just like we have a problem with the substantive border—per-
haps we also need to take a look at how the R&D dollars move,
and also, where the laboratories in the Federal Government will
open their doors to various and sundry people. DARPA is world fa-
mous for this. World class. Maybe we need to use them as an ex-
ample to teach a few other parts of the Federal Government how
they might do that, too.

Mr. PurNAM. You pushed a button.

Dr. Scherlis.
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Dr. ScHERLIS. Yes. I just want to present an alternative perspec-
tive about collaboration with NASA.

Dr. FossuM. Oh, they do some. No doubt.

Dr. ScHERLIS. I lead a project with NASA that involves Carnegie
Mellon and five other universities, MIT, University of Southern
California, University of Washington, University of Wisconsin, and
University of Maryland. And that project is structured as a cooper-
ative agreement which allows us to collaborate directly with NASA
mission managers, mission engineers, and intramural researchers.
We find that to be a very successful structure for collaboration.
And T also want to note that at DARPA, at least to my knowledge,
most of the relationships that they build with researchers at uni-
versities are framed as contracts or cooperative agreements. The
nature of the vehicle through which the collaboration is under-
taken, is I think, less important than the culture and horizon of the
sponsoring organization.

Mr. PurNaM. Dr. Fossum’s total agreement is noted for the
record.

Dr. FossuMm. Yes. I just wanted to make one point. And the only
point I was trying to make is that if you look at the proportion of,
for instance, cooperative agreements, which are the vehicle that
should be used, in some agencies, they haven’t learned how to use
them quite to the extent they might want to. NASA is an example
of such an agency.

Mr. PUTNAM. One of the things that I talk about in my Rotary
Club speeches is when you look at the success of the American
military and exponentially ahead of our competitors in a variety of
fields, it’s really because of the investments that the American peo-
ple have made with their hard-earned tax dollars for decades that
yields tremendous military prowess that then translates into the
commercial sector. And, you know, people don’t normally realize it
until they hear it that they are shareholders in the success that ul-
timately not only raises our living standards but saves lives.

Our society is not particularly good at recognizing and rewarding
smart people, and yet it’s the brilliant people in laboratories, in
universities and in the Federal Government that just do tremen-
dous things to make our lives easier, better, healthier, more pro-
ductive and worthwhile. And one of the side effects, the positive
side effects among many in the dot-com boom was that it kind of
made it OK to be smart again. Working hard and being smart and
attentive and paying attention to the sciences and math and com-
puters, would get you a billion dollars or more in the case of some
of them. And, hopefully we can find some way to tap into that gen-
eration of young people who have grown up seeing that and encour-
age them to continue to pursue their studies and academics and
make it OK to be smart again.

It’s been a pleasure having such a smart panel showing their
wisdom with us.

Before we adjourn, I want to just convey to you the subcommit-
tee’s deepest appreciation for your accommodating us and dealing
with the voting schedule. Your testimony is very important to our
better understanding of Federal R&D, and we appreciate you.
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In the event that there may be additional questions that we do
not have time for today, the record shall remain open for 2 weeks
for submitted questions and answers.

Thank you all very much. The subcommittee is adjourned.

[Whereupon, at 4:38 p.m., the subcommittee was adjourned.]

[Additional information submitted for the hearing record follows:]
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Good morning, Mr. Chairman and members of the Subcommittee and thank
you for inviting me to be with you today. My name is Kathleen Kingscott. I am
Director, Governmental Programs for Science, Technology and Innovation Policy
for the IBM Corporation. Thank you very much for the opportunity to offer IBM’s
views on the federal investment in information technology research and
development. Given the fundamental role of information technology in
underpinning American economic growth and national security, I believe that these
issues are more important now than ever before.

1 would like to thank Chairman Putnam for his support on the important issue of
information technology research. Our nation needs both balanced progress on all
aspects of computing and an adequate interagency planning process to support
continued US leadership. Today I will comment on the current federal portfolio,
several significant changes in our economy and the information technology
industry and how these changes affect an IT research investment strategy.

As a basis for understanding IBM’s perspective on the federal research program, I
would like to provide the Subcommittee insight on IBM’s own research activities.
IBM has a long history of substantial investment in research and development. In
2003, we invested $5,077 billion in research, development and engineering. In the
past five years, we have invested $26 billion in R&D. IBM has eleven years of
patent leadership in the United States, with more than 25,000 patents — nearly triple
the total of any U.S. IT competitor. Our 3000 researchers are located in eight
research labs around the world. Five of our researchers have been recognized as
Nobel Laureates. We have been honored to receive both the National Medal of
Science and the National Medal of Technology.
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IBM participates in a number of the federal IT research programs included in the
Networking and Information Technology Research and Development Program
(NITRD). For example, our Research Division partners with DARPA in its High
Productivity Computing Systems Program, PERCS, (Productive, Easy-to-use,
Reliable Computing Systems.) PERCS is a long-term study of high-end system
performance efficiency, scalability, robustness, and ease-of-use. The overall
program emphasizes groundbreaking, high-risk, high-reward research with a close
eye on commercialization prospects. We were recently named as a partner with
DOE in its leadership-class computing award through our relationship with
Argonne National Laboratory. Since 1996, we have partnered with the DOE
National Nuclear Security Administration in the development of high-end
computing for the management of our nation’s nuclear stockpile. At the other end
of the technology spectrum, in semiconductors, we provide funding to the
Semiconductor Research Corporation for its joint university-based efforts with the
Department of Defense and the National Science Foundation.

These are examples of the very important and classical information technology
research and development programs in the federal portfolio. Programs like these
create the fundamental understandings of information technology from
semiconductors to supercomputers. This portfolio has served the U.S. well and
has helped our nation earn global leadership in information technology.

However, the world is changing dramatically and our federal research investments
will need to change as well. Some of the changes we are observing center the
potential of technology for integration of people, processes and information, not
just automation. Success in IT increasingly will depend on adoption of open
computing, specifically open standards and open source methodologies. We also
see that invention is not the only source of innovation. Innovation occurs when
inventions are actually put to use.

Technological, economic and social forces are making PCs, the Internet, wireless
and other technologies nbiquitous. Even supercomputers have become so much
less expensive and so much more powerful that they can now be applied in areas
where they were never before affordable.

For example, EPA will use a powerful new supercomputer to assess the risks to
human health and the environment posed by exposure to chemical and air pollution
and other agents. And life sciences clearly represent an entirely new set of
challenges for supercomputing with the potential to revolutionize health care in
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this country and the rest of the world. Computing is moving beyond its classic
challenges and applications.

At IBM we have described an emerging state of business called On Demand. This
is fundamentally what happens when we become an information-based society
with everything and everyone connected using open standards, and with computing
power, storage and networking essentially unlimited.

Today’s applications and huge amounts of data are making high-end computing a
standard requirement. High-end computing enables problem analysis which was
impossible to perform previously. We see this already in areas as diverse as fraud
detection and customer relationship management. New business models are
allowing high-end computing to be delivered to customers over the Internet,
freeing them from the fixed costs and management responsibility of owning a
supercomputer.

Omnipresent communications keep the world online and in touch 24-hours a day.
Open standards are integrating the billions of devices attached to the Web and
enabling it to amass and transmit huge volumes of information. The availability
of information on such a scale and time frame leads to decisions, changes and the
need for response. The pace of change will only accelerate with the constant
proliferation and integration of technology.

Another aspect of our changing information technology world is the growth of IT
services and software. Users -- companies, governments, and universities --
realize that hardware alone is not enough for success. They now want to pull
together all of the systems they already have and integrate them securely with their
core business activities — horizontally across not just their whole company but their
entire value chain, from customers or constituents to suppliers. They want to
become on demand enterprises.

This is causing a significant shift in the information technology industry. Let me
use my own company as an example. For 2003, IBM's revenue stream was
composed of 64 percent services and software and 32 percent hardware. Thisisa
remarkable reversal for IBM, given our nearly 100-year history. And the rest of
the IT industry is in hot pursuit. The shift in the nature of the IT industry mirrors
the shift in the US national economy, which now generates 17 percent of GDP
from manufacturing and over 70 percent in services.
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The modern computing structure includes services, software, networks and grids.
It is essentially ubiquitous in our society and this structure enables traditional
computing uses plus real-time information analysis.

The United States must ensure that it will have the information technology assets
needed to prosper in this constantly changing, on demand environment. Clearly,
that requires aggressive research, performed at a level commensurate with the
environment of change that we face. As these changes occur, our research
portfolios should change to reflect the opportunities these trends create. A
forward-leaning portfolio must focus on research for an on demand world.

An IT Research Portfolio for National Leadership

The United States should recognize and leverage its areas of strength to extend its
leadership in a rapidly changing world. Several critical focus areas include:

High-end computing — High-end computing has become the third node of science
and engineering. Leadership is based on many factors. They include:
sustainability, meeting application needs, developing algorithms, enhancing skills
and creating test beds and partnerships between government, industry and
universities. By these measures, there is no question that the U.S. continues to lead
the world in high-performance computing. Major programs, as previously
mentioned, such as DARPA’s PERCS program and DOE’s ASC and ASCR
programs play critical roles in creating the skills, technologies (both hardware and
software), application development, training methodologies, research,
development, engineering, and manufacturing capabilities that will advance high-
performance computing. Agencies must focus on all of these components to
ensure success.

Price/performance plays a major role in making supercomputing a prime tool for
competitive advantage. Scalable systems based on common components make it
possible to reach a large user base, help reduce the cost and risk of development,
and support a wide range of applications. To be clear, widespread use throughout
society, a characteristic of national leadership, is closely related to price.
Government investment in unique systems to meet specialized needs is not
sustainable. We believe that government agencies must work with the research
communities and the private sector to define supercomputing applications and
technology solutions to achieve sustained performance improvements. The U.S.
should increase its application capability in a cost-effective manner.
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The road map developed to meet these needs must be based on commercially
viable technologies that can be optimized for application-specific needs.
Government, as a partner with industry, should specify its critical needs and work
with industry to meet them. These cooperative partnerships are critical.

Semiconductors — Semiconductors are at the heart of electronics and systems
performance. They are the enabling technology for all computers and
communications systems. For forty years, the semiconductor has been rapidly
advancing, with each product generation providing smaller dimensions and faster
performance, reducing cost per function by more than a million-fold. Today, for
the first time in history, this once reliable progression faces a number of technical
challenges to continuing on this path for which there are no known solutions.
DOD has been partnering with the semiconductor industry in basic research to
address these problems through a joint program called the Focus Center Research
Program - (GICUR-Program Element Number 0601111D8Z). Industry has
provided more than $61 million over the past five years; DOD’s Basic Research
Program has funded over $28 million in the same period.

Thirty universities nationwide are engaged in research to advance our current chip
making technology and find a replacement for the current technology before it
reaches its physical limits in the next 10-15 years. All funding through the
program goes directly to universities. This program will double the number of
Ph.D. graduates in electrical engineering and computer science funded by the
semiconductor industry over the next decade. Federal funds are leveraged through
the matching contributions of semiconductor firms.

The Focus Center Research Program has already produced a variety of
technologies that DARPA has selected for additional funding, such as
polymorphous computing, silicon-based millimeter wave integration, and mixed
analog/digital applications. DARPA has not provided any funding for the FCRP in
FYO0S. This greatly concemns the semiconductor industry.

Nanotechnology - The history of information technology can be viewed as a
process of miniaturization -- of continuous invention of ever smaller versions of
the devices that process, store, and communicate information. For example, the
mechanical systems used to tabulate the U.S. census a century ago were replaced
by electromechanical calculators. Vacuum tubes used to build the first stored
program computers a half century ago were quickly replaced by the transistor. In
an historical eye-blink, the discrete transistor was displaced by the monolithic
silicon
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integrated circuit. Smaller has consistently translated into faster and cheaper,
supporting the ongoing explosion of new applications of information technology
and the growth of the entire industry.

The rapid pace of technology development is accelerating worldwide. Engineering
teams, striving for a competitive edge, are taking greater risks and exploring a
bolder range of options. With this furious rate of progress, two established drivers
of information technology-- silicon microelectronics and magnetic information
storage (hard disk drives) -- are expected to reach fundamental limits of
miniaturization within the next fifteen years or less. Yet laboratory demonstrations
suggest that new devices for processing, storing, and communicating information
can be made even smaller, faster, and cheaper, eventually approaching the scale of
individual atoms.

Thus, nanotechnology is the future of information technology. Nanotechnology
pools appropriate knowledge from diverse scientific fields in the service of an
engineering goal -- making things that are very small and integrating them into
complex systems. Without further advances in nanotechnology, improvements in
IT speed and cost must slow, and the economic growth of the IT industry must
slow, along with its associated productivity gains. If key scientific advances are
made and first exploited outside the US, growth will move offshore.

U.S. investment in nanotechnology research is critically important, as it can be
used in a variety of disciplines and technical areas. Federal funding for
nanotechnology initiatives has reportedly risen 83% since 2001. The increase in
funding can be attributed to a sense of competitive urgency on the international
scene: in the same period, Japan increased nanotechology funding by 40 percent,
and Western Europe by 78 percent. IBM believes that although research fields are
converging, divergence and specialization are also occurring in the world market.
The United States leads in nanotech synthesis, chemicals, bio/medical applications,
and perhaps materials. Japan is aggressively developing nano-scale devices and
nanostructures and several European countries are strong in dispersion, coatings
and new instrumentation. The U.S. must invest in this important technology area.
IBM has long supported the National Nanotechnology Initiative.

Software — Software continues to be one of the areas of greatest need for the U.S.
IT research portfolio. The President’s Information Technology Advisory
Committee (PITAC) detailed this quite clearly in its report, Information
Technology Research: Investing in Qur Future, February 1999. Five years later,
the situation remains very similar. The demand for the next generation of complex
and innovative software far exceeds the ability of our nation to produce it. A
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number of factors contribute to this situation: the accelerated demand for software,
the increased complexity of systems, and the labor-intensive nature of
development. Further, as organizations extend their online relationships in new
directions, middleware software becomes even more important. Middleware
enables clients to integrate systems, processes and applications across an enterprise
through the use of open standards. There is strong demand for greater
understanding of middleware in particular and software in general.

The Nation needs to make fundamental software research an absolute priority. We
continue to depend on very fragile software, as evidenced by the frequent presence
of “worms” and “viruses” which disable millions of users all too regularly. The
technologies to build reliable and secure software are inadequate. There continues
to be insufficient automation in the construction of software. Yet the activities of
ordinary citizens are based on software, from the first weather forecast of the day
to their daily cell phone calls to their bank statements to the on-line routing advice
they receive regarding the commute home. We believe the United States is not
investing sufficiently in fundamental software research.

Research Considerations for an On-Demand World

With the ubiquity of information technology, the changing nature of innovation
and the importance of research as a backdrop, several important issues stand out.

The Role of Collaboration and Partnerships in Contemporary Innovation —
We live in an era of unprecedented innovation. One of the most striking features
of contemporary innovation is that hardly any organization can innovate alone.
Most innovations involve a multitude of organizations. This is especially the case
for the most knowledge-intensive, complex technologies such as IT. Further, with
new communication technologies and a deeper understanding of how innovation
can be managed across boundaries (interpersonal, interdepartmental, inter-
organizational, and international), it is now desirable to innovate collaboratively.
The state-of-the-art in managing innovation is the creation of collaborative
networks capable of spreading the nisks of failure and enriching the sources of
knowledge for innovation.
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These collaborative arrangements can range from simple partnerships to virtual
organizational networks, defined as clusters of organizations which are bound by
common objectives, broadly compatible technology platforms, and organizing
principles such as language, dispute resolution processes, and information sharing
protocols. Collaboration and partnerships are essential to innovation today.

Federal policy regarding IT partnerships and collaboration has been erratic.
Public/private research partnerships, such as described earlier, are flourishing.
However, IT development partnerships, such as those in the Department of
Commerce, are being reduced. This approach ignores several important roles for
the federal government as it strives to maintain national IT leadership.

In today’s highly competitive global economy, success depends on speed. It is not
sufficient for a country or a company to have the best technology or the best
research. Success depends on the bringing new solutions to the market quickly.
Collaborations and partnerships which create speed to market are recognized as
“best practice.” Collaborations can connect customers, universities and the
government.

Government has a critical role in these partnerships. Its linkage programs provide
a strong conduit into the marketplace. They form a bridge for the technology
developed in our private labs, national labs and universities to move from the lab to
the marketplace. It is not sufficient today to have an exploratory research program
in isolation. Many of the most valuable programs today are being connected
across disciplines to create greater economic value.

Another important aspect of the government’s role in partnerships revolves around
its performance as a reliable, steady partner. Uncertainty is the worst partner. The
threat of premature termination of agreements dampens willingness to participate
in government programs. Companies make significant commitments and
investments based on the government’s participation. Early termination of these
agreements, such as is now occurring in the Focus Center Research Program,
creates great problems for industry partners and reluctance to participate in the
future.

Research in IT Services - Services are the predominant feature of today’s
economy. The non-goods-producing sector accounted for 78 percent of economic
growth between 1992 and 2000, an 86 percent share of GDP in 2002, and 88
percent of the workforce in 2002. Services are running a $47.3 billion trade
surplus, as compared to manufacturing, which ran a $470.3 billion deficit in 2002.



128

Nearly all of the post-1995 productivity growth increase can be explained by the
performance of just six economic sectors: retail, wholesale, securities, telecom,
semiconductors, and computer manufacturing, four of which are classified as
services (Solow, McKinsey Global Institute 2001).

The structural transition to the service economy has been going on for years, yet
our understanding of innovation in this sector, how services support and interact
with manufacturing, and of how IT supports services is lagging.

In this new frontier of computing and information services, neither technology nor
business alone can yield breakthrough innovation for growth. A new scientific
discipline is being established and federal research investment and collaboration
could accelerate learning in this area significantly.

This new area of IT research in human systems is being opened to examine the
social, organizational and behavioral sciences. Leading universities are beginning
to work with IBM to better understand the social and technical issues involved in
collaborating across global enterprises. In fact, UC Berkeley is considering
implementing a Services Science course in conjunction with IBM Research --
much in the way the first Computer Science department was initiated at Columbia
University.

A wide community is beginning to discuss the technical and social effects of new
developments in global connectivity, automation, technology integration and Web
services.

We would welcome federal investment in university research in this area.

The Importance of A Balanced Research Portfolio —-

The science community is loudly debating funding in the physical sciences. I
would like to lay out several facts, then draw some conclusions about research
funding and the future of IT.

Nanotechnology is at the heart of the future of information technology. IBM’s
Research Division is a leader in this science area among all research performers,
industry, university and national labs. The skill composition of our personnel doing
nanotechnology research illuminates IT scientific discipline requirements today
and for the future. 95% of our researchers have degrees in physical sciences,
including physics, chemistry, computer science, electrical engineering, materials
science, math and other technical engineering areas.
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It is also useful to examine the distribution of disciplines of the students funded by
the Semiconductor Research Corporation (SRC). The SRC is a consortium of
North American companies which funds graduate students in American
universities who perform semiconductor research. These students both solve
technical problems and are the seedbed of a workforce skilled in semiconductor
knowledge. As in IBM, these people are creating the future of information
technology. Their disciplines of study are in the physical sciences (see below).

SRC Students by Discipline: %
2003 Graduates
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Federal investment in the life sciences, through NIH, has increased approximately
40% in the last four years. With this in mind, we examined the skill composition
of the people who bring together information technology, biology and chemistry in
IBM’s vibrant, $1 billion life sciences business. This business has grown from two
people to over 1000 since 2001. Their skills are also heavily oriented toward the

physical sciences.
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Federal funding plays an important role in both increasing the knowledge base and
training our future work force. Data linking student enrollments in disciplines and
federal funding show that there is a very high correlation between funding and
fields of study.

Today, our Research Division is actively recruiting for several hundred positions
which require skills in the physical sciences. These positions are at the Masters and
Ph.D. levels, both experienced professionals and recent graduates.

Federal IT research investment significantly affects our ability to fill these
positions. IBM believes the core disciplines which drive the future of information
technology, math, physics, chemistry, engineering, computer science and materials
science need more investment. Funding should meet the opportunity. This
investment will provide resources for the future of information technology and life
sciences as well, since the life sciences are multidisciplinary and highly dependent
on computational intensity and simulation.

Conclusion

Innovation has always been the strong suit of the United States. Today, innovation
remains the key to maintaining our ability to compete in a changing global
economy where technology, science and education are becoming widespread.
Research is one of the critical inputs to innovation. It is critical that information
technology research in the United States advance to meet the challenges of our
complex world.

11
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Answer submitted for the record by David Nelson, testimony on July 7, 2004, before the
Subcommittee on Technology, Information Policy, Intergovernmental Relations and the
Census.

In the hearing Congressman Clay asked me to compare the 2004 budget for Federal IT
R&D to 2005. He indicated that it has been reduced by about $200 million, from $2.2
billion to $2.0 billion and wanted to know why the amount requested was reduced.

Although the IT R&D crosscut tables in the President’s budget requests for FY 2004 and
FY 2005 do total approximately $2.2 billion and $2.0 billion respectively, subsequent
analysis is showing that the difference between the FY 2004 and FY 2005 requests is
much smaller and almost inconsequential. This is possible because, despite a coordinated
process for planning and budgeting federal IT R&D investments, the totals cannot be
derived by aggregating budget line-items; rather they are derived by an allocation process
that is necessarily imprecise and subject to refinement as agencies progress through their
allocation processes.

The updated totals for the FY 2005 IT R&D request will be published shortly in the FY
2005 “Blue Book” that describes the Federal IT R&D program. These updates will show
that the funding requested for FY 2005 is not significantly different from that requested
for FY 2004.
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