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PEER-TO-PEER PIRACY ON
UNIVERSITY CAMPUSES

WEDNESDAY, FEBRUARY 26, 2003

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COURTS, THE INTERNET,
AND INTELLECTUAL PROPERTY,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to call, at 10:05 a.m., in Room
2141, Rayburn House Office Building, Hon. Lamar Smith [Chair-
man of the Subcommittee] presiding.

Mr. SMITH. The Subcommittee on Courts, the Internet, and Intel-
lectual Property will come to order.

I am going to recognize Members for opening statements, and
then we will proceed as quickly as we can to hear from our wit-
nesses. And I will recognize myself first for an opening statement.

“The Congress shall have power to promote the progress of
science and useful arts by securing for limited times to authors and
inventors the exclusive right to their respective writings and dis-
coveries.” Those words, of course, are from the United States Con-
stitution, Article 1, Section 8.

The wisdom of our Country’s Founders still rings true today. The
authors of the Constitution understood that the incentive to create
would greatly benefit the public. And more than two centuries after
the fact, our lives have been enriched as a result—with inventions
and products to make our lives easier, and music and movies to lift
our spirits.

Following in the steps of the previous Chairman of the Sub-
committee, Howard Coble, it is my hope that our work over the
course of this Congress will help boost the economy, increase pro-
ductivity, and improve the quality of life for all Americans.

At the outset, let me say that I am pleased to be associated with
the Ranking Member, Howard Berman. We have served as Chair-
man and Ranking Member before on another Committee, and I like
that particular configuration. Mr. Berman is thoughtful, knowl-
edgeable, and an effective Member of Congress. And I look forward
to his contributions as we tackle the difficult and complex issues
surrounding intellectual property law.

Let me also welcome the other Members of the Subcommittee. I
know this Subcommittee is a priority to you all, and I look forward
to your involvement as well.

Today, the Subcommittee will conduct an oversight hearing on
peer-to-peer piracy on university campuses. The rise of the Internet
and new digital media have changed the way the public enjoys en-
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tertainment products. One of the advantages of digital formats is
that they offer extremely high-quality reproduction of audio and
video. A major disadvantage is that digital formats make the works
very susceptible to piracy since every digital copy offers a perfect
reproduction.

The problem is only exacerbated by peer-to-peer file-sharing net-
works. While P2P technology has many benefits, it also permits the
widespread and massive distribution of digital music, movies, and
software files, which often results in copyright infringement. Indus-
try officials estimate that there are billions of illegal files
downloaded every week. The result is lost sales to businesses and
lost royalties to artists and copyright owners.

The ready access to the file-sharing sites and the ease with
which files can be downloaded by broadband connections has
emboldened American university students to engage in piracy. This
is a serious problem that undermines the protections provided by
the Constitution.

Some staggering statistics illustrate the magnitude of the prob-
lem. Research of FastTrack, a peer-to-peer file-sharing service,
showed that 16 percent of all the files available at any given mo-
ment are located at IP addresses managed by U.S. educational in-
stitutions. In addition, FastTrack users trading from networks
managed by U.S. educational institutions account for 10 percent of
all users on FastTrack at any given moment. It’s very unlikely that
this amount of file-sharing activity is in furtherance of class assign-
ments.

In an effort to curb university-based piracy, content owners and
educational associations formed the Joint Committee of Higher
Education and Content Communities, which will meet periodically
to address student piracy issues.

This hearing will focus on the extent of peer-to-peer piracy on
university campuses and what measures content owners and uni-
versities are taking to address the problem.

Mr. SMITH. We look forward to hearing from the witnesses today,
and the Ranking Member, Mr. Berman of California, is recognized
for his opening statement.

Mr. BERMAN. Well, thank you very much, Mr. Chairman.

I have real enthusiasm for working with you in your new chair-
manship of this Subcommittee. You mentioned you liked the con-
figuration of Chair and Ranking Member. My recollection of the
last time we were Chair and Ranking Member, we had equal num-
bers of each party on the Committee on which we were Chair and
Ranking Member, and I liked that configuration. [Laughter.]

Mr. SMITH. That was the Ethics Committee, as I recall, is that
right?

Mr. BERMAN. I liked the configuration. I didn’t say I liked the
Committee. [Laughter.]

In any event, you have chosen for this hearing an important
issue for your first hearing as Chairman of this Subcommittee, and
I think it is a good sign that you will focus the Subcommittee on
both interesting and relevant issues during your tenure.

Copyright piracy on P2P networks like KaZaA and Morpheus is
a huge problem. P2P networks are responsible for approximately
2.5 billion downloads per month. On FastTrack-based P2P net-
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works alone, an estimated 3 million to 5 million computers are
making between 700 million and 900 million files available for
download at any given moment.

There is no doubt that the vast majority of these P2P uploads
and downloads constitutes copyright infringement. Music, movie,
and television programs constitute an estimated 89 percent of the
files on P2P networks. As the 9th Circuit clearly held in the
Napster case, the unauthorized distribution and reproduction of
copyrighted works by total strangers through a public P2P network
is copyright infringement, pure and simple.

As the 9th Circuit also held, no colorable claim of fair use ex-
cuses these infringements. The attempt to make such an excuse not
only ignores the reality of the theft but is an insult to creators. It
is the copyright owner’s right, not a pirate’s, to choose whether to
distribute a copyrighted work through a P2P system. If the copy-
right owner wants to use P2P to distribute his work, that’s great.
If not, the owner has a right to refuse.

The argument about the propriety of illegal P2P file trafficking
should end there. But some try to further excuse this theft. They
make patronizing assertions that copyright owners actually benefit
from this massive theft and thus should welcome the usurpation of
their property rights.

The truth, of course, is that the P2P file trafficking causes great
harm to copyright owners. General economic indicators show the
extent of harm. Revenues from sales of music CDs plummeted 20
percent over 2001 and 2002, and the sales numbers for January
2003 indicate more of the same. These sales declines cannot be ex-
plained away as reflections of the general economic downturn from
2000 to the present.

Economist Harold Vogel has charted a rapid decline in unit sales
of CDs since 1999, well before the economic turndown, and notes
that this decline corresponds directly with the introduction of
Napster.

The impact on individual creators is also great. Each illegal P2P
download of a copyrighted song robs a songwriter of 8 cents. Those
8 cents multiplied by the billions of P2P downloads would mean a
new life for the vast majority of songwriters who earn less than
$20,000 in royalties per year. Similarly, illegal P2P downloads of
television programs destroy the syndication market upon which the
hopes of many directors, writers, and actors hinge.

Unfortunately, colleges play a prominent role in contributing to
P2P piracy. A recent study showed that 16 percent of all the files
available at any given moment on the FastTrack network are lo-
cated at IP addresses managed by U.S. educational institutions.
This means that educational institutions are offering between 111
million and 142 million mostly infringing files to the universe of
P2P users at any given time.

It is imperative that colleges work with copyright owners to stem
the flood of P2P piracy through their computer networks. As Jack
Valenti pointed out in a recent speech at Duke University, colleges
are in the business of creating upstanding citizens who will respect
the American moral compact. To create such citizens, colleges must
teach by example, and that example can’t be adherence to the credo
of “Do it, if you can get away with it.”
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Furthermore, colleges can’t expect Congress to continuously help
them on intellectual property issues if they do not act as respon-
sible members of the intellectual property system. From laws facili-
tating technology transfer to those enabling distance education,
Congress has willingly helped colleges protect or use intellectual
property.

As with the collaborative research legislation we may take up
later this year, I expect that Congress will continue to provide such
assistance. But the willingness of Congress to address these issues
will wane if colleges ignore the massive P2P piracy occurring on
their systems.

Moreover, their own self-interest dictates that colleges take ac-
tion to deal with P2P piracy. Bandwidth, security, and privacy con-
cerns really require colleges to get the problem in hand. It con-
sumes an enormous amount of college bandwidth, P2P piracy, and
as a result, increases bandwidth cost while draining the resources
available for research and academic pursuits.

Security concerns should also lead colleges to stop P2P piracy
through their networks. As Professor John Hale will testify,
FastTrack and Gnutella, the two most popular P2P protocols, en-
able the transfers of viruses, the implanting of malicious computer
programs like spyware, and tunneling through network firewalls
and filters.

Concerns regarding the privacy implications of P2P networks are
also quite real. As documented in the white paper submitted by
Professor Hale and in a separate study by Hewlett-Packard, P2P
network users often expose their most private information and cor-
respondences to the whole P2P network. Unwittingly, P2P users
frequently allow their credit card numbers, e-mail inboxes, and
even tax information to be shared with other P2P users.

Mr. Chairman, I have a few more points to make, but I think I
will shorten my opening statement, which has not been so short,
and ask for permission to put the whole statement into the record.

Mr. SmiTH. Thank you, Mr. Berman. Without objection, your en-
tire statement will be made a part of the record.

[The prepared statement of Mr. Berman follows:]

PREPARED STATEMENT OF THE HONORABLE HOWARD L. BERMAN, A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF CALIFORNIA

Chairman Smith:

You have chosen an important issue for your first hearing as Chairman of the
Subcommittee. It is a good sign that you will focus the Subcommittee on interesting
and relevant issues during your tenure.

Copyright piracy on P2P networks like Kazaa and Morpheus is a huge problem.
P2P networks are responsible for approximately 2.5 billion downloads per month.
On FastTrack-based P2P networks alone, an estimated 3 to 5 million computers are
making between 700 and 900 million files available for download at any given mo-
ment.

There is no doubt that the vast majority of these P2P uploads and downloads con-
stitute copyright infringement. Music, movie, and television programs constitute an
estimated 89% of the files on P2P networks. As the 9th Circuit clearly held in the
Napster case, the unauthorized distribution and reproduction of copyrighted works
by total strangers through a public P2P network is copyright infringement pure and
simple.

As the 9th Circuit also held, no colorable claim of fair use excuses these infringe-
ments. The attempt to make such an excuse not only ignores the reality of the theft,
but is an insult to creators. It is the copyright owner’s right, not a pirate’s, to choose
whether to distribute a copyrighted work through a P2P system. If the copyright
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owner wants to use P2P to distribute his work, that’s great. If not, the owner has
the right to refuse.

The argument about the propriety of illegal P2P file trafficking should end there,
but some try to further excuse this theft. They make patronizing assertions that
copyright owners actually benefit from this massive theft, and thus should welcome
the usurpation of their property rights.

The truth, of course, is that P2P file trafficking causes great harm to copyright
owners. General economic indicators show the extent of harm. Revenues from sales
of music CDs plummeted 20% over 2001 and 2002, and the sales numbers for Janu-
ary 2003 indicate more of the same. These sales declines cannot be explained away
as reflections of the general economic downturn from 2000 to present. Economist
Harold Vogel has charted a rapid decline in unit sales of CDs since 1999—well be-
fore the economic downturn—and notes that this decline corresponds directly with
the introduction of Napster.

The impact on individual creators is also real. As I have noted before, each illegal
P2P download of a copyrighted song robs a songwriter of 8 cents. Those 8 cents mul-
tiplied by the billions of P2P downloads would mean a new life for the vast majority
of songwriters who earn less than $20,000 in royalties. Similarly, illegal P2P
downloads of television programs destroy the syndication market upon which the
hopes of so many directors, writers, and actors hinge.

Unfortunately, colleges play a prominent role in contributing to P2P piracy. A re-
cent study showed that “sixteen percent of all the files available at any given mo-
ment on the FastTrack network are located at IP addresses managed by U.S. edu-
cational institutions.” This means that educational institutions are offering between
111 and 142 million mostly-infringing files to the universe of P2P users at any given
time.

It is imperative that colleges work with copyright owners to stem the flood of P2P
piracy through their computer networks.

As Jack Valenti pointed out in a recent speech at Duke University, colleges are
in the business of creating upstanding citizens who will respect the American moral
compact. To create such citizens, colleges must teach by example, and that example
can’t be adherence to the credo of “Do it if you can get away with it.”

Furthermore, colleges cannot expect Congress to continuously help them on intel-
lectual property issues if they do not act as responsible members of the intellectual
property system. From laws facilitating technology transfer to those enabling dis-
tance education, Congress has willingly helped colleges protect or use intellectual
property. As with the collaborative research legislation we may take up later this
year, I expect that Congress will continue to provide such assistance. However, the
willingness of Congress to address these issues will wane if colleges ignore the mas-
sive P2P piracy occurring on their systems.

Furthermore, their own self-interest dictates that colleges take action to deal with
P2P piracy. Bandwidth, security, and privacy concerns require colleges to get the
problem in hand.

P2P piracy consumes an enormous amount of college bandwidth, and as a result,
increases bandwidth costs while draining the resources available for research and
academic pursuits. 88% of Residence Hall networks at the University of Indiana
were at one time consumed with P2P file-trafficking. When Texas Christian Univer-
sity blocked Napster, it freed up 70% of its bandwidth.

Freeing up network bandwidth by blocking illegal P2P file-trafficking has saved
colleges significant sums. Kansas State estimated that it saved more than $100,000,
or a quarter of its bandwidth costs. In a time of shrinking school budgets, these sav-
ings are significant.

Security concerns should also lead colleges to stop P2P piracy through their net-
works. As Professor John Hale will testify, FastTrack and Gnutella, the two most
popular P2P protocols, enable the transfer of viruses, the implanting of malicious
computer programs like spyware, and “tunneling” through network firewalls and fil-
ters. Once the networks have been breached, sensitive information can be stolen or
corrupted, critical university computer systems can be crashed, and university com-
puters can be “enslaved” to carry out Denial of Service attacks. It is these very secu-
rity concerns that led the House, Senate, and U.S. Courts to disable the use of pop-
ular P2P networks on their respective computer systems.

Concerns regarding the privacy implications of P2P networks are also quite real.
As documented in the White Paper submitted by Professor Hale and in a separate
study by Hewlett-Packard, P2P network users often expose their most private infor-
mation and correspondences to the whole P2P network. Unwittingly, P2P users fre-
quently allow their credit card numbers, email inboxes, and even tax information
to be shared with other P2P users.
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Piracy apologists like to argue that stopping P2P piracy somehow impinges on the
privacy of file-traffickers. As the Hale and H-P studies show, it is participation in
file-trafficking itself threatens the privacy of file-traffickers. Thus, colleges con-
cerned with the privacy of their students and other members of the college commu-
nity should act to stop P2P piracy, not allow it to flourish.

I understand that I may be preaching to the choir here. The schools represented
by our witnesses today have all taken dramatic steps to stop P2P piracy from occur-
ring on their networks. Your schools, and you yourselves, are to be commended for
acting in enlightened self-interest. Rather than preaching to you, I mean to encour-
age other colleges to follow your lead.

I am heartened to hear that a group of colleges are meeting with copyright owners
to discuss ways to address P2P piracy on campus. In particular, I am most inter-
ested in your efforts to craft a model policy for best practices that colleges should
adopt to address P2P piracy. Widespread adoption of such best practices, and the
self-regulation model they represent, is far preferable to a legislative mandate of
such standards.

It seems critical that you develop this best practices model with all speed, so that
colleges across the country can implement them before the P2P piracy problem spi-
rals further out of control. I hope you will keep this Subcommittee appraised of your
progress in this area, and of subsequent progress with implementation.

Thank you, Mr. Chairman, and I yield back the balance of my time.

Mr. SMITH. And let me say to the other Members, normally I'd
encourage you to make opening statements a part of the record.
But this being our first hearing, and I know several Members have
constituents in the office, I'll be happy to recognize Members for
brief opening statements, if they have them.

I know the gentleman from Florida, Mr. Keller, has an opening
statement, and he’ll be recognized now.

Mr. KELLER. Thank you, Mr. Chairman.

Mr. Chairman, if a student walks into a campus bookstore and
puts a sweatshirt in his backpack, everybody knows what to call
it. It’s shoplifting. If that same student goes into the same store
and sticks a CD or a DVD in the same backpack and walks out,
it, too, is shoplifting. The school has disciplinary policies and pur-
sues them, as they would with any other crime.

There is no difference if the student takes that same music or
movie by downloading it off the Internet while sitting in the dorm.
Colleges and universities have a duty to address these crimes ag-
gressively. School presidents and other administrators cannot
stand by as taxpayer-funded information systems and tuition dol-
lars are being used to build Internet systems that help facilitate
unethical behavior.

Now, that may sound hokey to some people. But schools have an
important role in shaping America’s future leaders. The fact is that
no professor can address the ethical transgressions we have read
about in the business community if his students go back to the
dorm and commit crimes of their own. There must be a clear and
consistent message.

Some students may feel that downloading music and movies is
victimless. In fact, the theft on college campuses is rampant and
widespread and undermining one of America’s most important in-
dustries. Some students may feel that they can steal anonymously.
It is noteworthy that we now have the ability to track those who
are committing online crimes.

I read a recent article citing a Kent State University adminis-
trator who claimed that 40 percent of the university’s bandwidth
was being consumed by 10 students. An article about Cornell Uni-
versity’s problems stated that over 50 percent of their Internet net-
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work bandwidth was for KaZaA, and two-thirds of the KaZaA traf-
fic was outbound, meaning that Cornell was actually facilitating
theft by people from outside the university. Cornell found that the
heaviest bandwidth user was using 2,800 times the bandwidth of
the typical user.

Mr. Chairman, I commend you for focusing attention on this very
troubling situation, and I look forward to working with Dr. Spanier
and other educational leaders to help find solutions that do not dis-
rupt the ability of the university Internet systems to fulfill their
rightful and lawful education missions.

I yield back.

Mr. SmiTH. Thank you, Mr. Keller. The gentlewoman from Cali-
fornia, Ms. Lofgren, is recognized for an opening statement.

Ms. LOFGREN. Thank you, Mr. Chairman.

I look forward to the testimony today and to the future hearings
on the issue of copyright and technology. Clearly, we have massive
infringement going on in P2P networks, and that is a concern. I
mean, there is no question that that is problematic.

I am pleased to see that the education community is not simply
looking at legislation, but looking to themselves to see what they
might do to be responsible about this issue. And my friend Dr.
John Hennessy is heading up the education best practices task
force. I am hopeful that that will be a very positive step for our
Country.

However, I also note that it is, I'd say, unlikely in the extreme
that P2P networks will be eliminated. And in fact, it’s behavior and
student behavior that needs to be changed so that infringement
does not continue to occur. Clearly, there are non-infringing uses
as well to P2P networks, and so universities will tread with some
caution, I think, on what they do vis-a-vis their students.

I am hopeful also that we will hear, if not today, in future hear-
ings, what efforts are being made to meet the consumer demand
for content online because that is about human behavior also. The
fact that that content interest has not yet been met does not excuse
infringement, but it is part of the whole behavior situation that we
need to take a look at. And I am hopeful that as the months go
on that we will also have an opportunity to look at that.

And with that, I will not delay the witnesses further, and I yield
back. Thank you, Mr. Chairman.

Mr. SMITH. Thank you, Ms. Lofgren.

Are there other Members who wish to make opening statements?
Does the gentleman from Florida, Mr. Wexler, have an opening
statement? He is recognized.

Mr. WEXLER. Thank you, Mr. Chairman. And I want to echo Mr.
Berman’s comments in terms of our looking forward to working
with you as the Chairman. And I know you have a deep interest
in these issues and a very fair interest in the past, and it’s very
exciting for those of us on the Committee.

I would just like to say a few words, if I could, in terms of the
issue before us today and the issue specifically with respect to uni-
versities. I find it deeply troubling that intellectual property protec-
tions are most in danger at our country’s universities, which have
long been a significant source for intellectual property in this coun-
try.
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But I have come to understand, even as American colleges and
universities vigorously protect the intellectual property of their sci-
entists, their professors, and their legal scholars, the property of
artists and musicians are being widely traded on university net-
work servers with few consequences, at least until very recently.

At almost any time of the day or night, students are sharing,
stealing, and downloading songs and movies with easily accessible
technology on high-speed university networks. However easy this
file-stealing has become, it is far from justifiable. It is electronic
theft, plain and simple. And it is on a path to cripple American art-
ists, large and small.

Universities have always been the strongest bases of support for
independent music. I'm very concerned that file-sharing, which is
financially devastating to the entertainment industry, will have the
unintended effect of killing this kind of small, experimental music.
For we all know that it is not just the guaranteed successes that
are most hurt by this theft. It is small musicians, songwriters, and
artists who will have to find other work if electronic theft continues
as it has at universities and in the larger Internet community.

Of course, all stealing is equally reprehensible, but the marginal
effect of this theft is far more destructive for the smaller, less
mainstream artists. I would like to quickly bring to the attention
of the Subcommittee one example of exactly what we would lose if
this rampant file-stealing continues.

Since she rose from relative obscurity to win every Grammy for
which she was nominated last week, Norah Jones expressed her
creativity and originality and was justly recognized. Sadly, she is
exactly the kind of artist who might not be heard if this music pi-
racy continues.

Musicians like Bruce Springsteen and Eminem will certainly be
hurt by piracy but are essentially guaranteed—virtual guaranteed
successes, and they can count on having their songs produced and
marketed.

But if piracy continues to hurt the music industry, companies
will no longer be able to take risks with more innovative and cut-
ting-edge artists as they did with Ms. Jones, and we will all be the
poorer for it.

Congress’s responsibility is to maintain strong copyright protec-
tion laws in order to foster creativity and encourage investment. I
am by no means suggesting censorship, violating the privacy of in-
dividuals, or the dampening of academic debate.

American universities have been an invaluable source of innova-
tion and debate for this country. This is why I am concerned with
the effect bandwidth caps and other anti-piracy measures might
have on legitimate academic research and free speech at univer-
sities. And I hope these concerns, I'm sure they will, will be ad-
dressed by today’s witnesses.

While the network restrictions might discourage students from
breaking the law, they may also hinder legitimate exchanges, and
it is clear that no simple universal solution will end Internet pi-
racy. I hope, however, it’s equally clear that peer-to-peer piracy
cannot be allowed to continue, particularly in a setting that pur-
ports to teach our children respect for law and American values of
fairness.
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I want to thank President Spanier and President Broad for being
here today, and I look forward to hearing more regarding their ex-
periences combating this problem.

As we continue to hear testimony on this important intellectual
property issue, we all must keep in mind that the overwhelming
majority of P2P transfers are of copyrighted materials.

These transfers are theft. There can be no justifying or excusing
them, and it is the duty of Congress to protect these properties on
university campuses and throughout the world.

Thank you, Mr. Chairman.

Mr. SMITH. Thank you, Mr. Wexler.

Are there other Members who wish to be recognized? The gen-
tleman from New York, Mr. Weiner?

Mr. WEINER. Thank you, Mr. Chairman. I'll be brief. And I, too,
look forward to your chairmanship of this Committee.

You know, this is that rare issue that there is virtual consensus
on the panel and, frankly, probably in Congress that something
needs to be done to address the problem. Yet we on this Committee
and, frankly, we in this Congress have always been very responsive
when all sides have said, you know what, just wait.

This, like many other aspects of the Internet, is a place where
we have been encouraged to avoid legislating problems because,
frankly, technology has often outstripped the problems and out-
stripped the solutions at once.

We've been told on several occasions that the problem of P2P
copyright violations and illegal sharing requires a technical solu-
tion or, in some cases, might require a public relations solution. Al-
though I would have liked that guy from Limp Bizkit to be in
“agreeance” on fixing this problem rather than the other thing he
was addressing.

But we are reaching, I would say, the end of our ropes here. I
think that there is consensus that has emerged that, you know
what, we’re going to wait for so long. And while I think all sides
of this debate is to let us try to work it out, I think the fact that
we're having another hearing on this, the fact that Members of
Congress have said in, as I said, virtual unanimity that something
needs to be done should be a message to all of those who will tes-
tify today and those in the industry as well that, you know, we are
reaching that point that, on a bipartisan level, that we want to act
to stop this illegal activity.

So I would hope that in the testimony we hear today, we don’t
hear the same refrain that we’ve heard before, which is sometimes,
yes, we've got a problem, but Congress should step back. I'd like
to be hearing today how long it’s going to be, as these technological
solutions are worked out, how long it’s going to be before the public
relations campaign kicks in.

Because every day constituents of mine in New York City, which
is a breadbasket for creative activity, people are losing money, los-
ing careers, and these are not the Britney Spears of the world.
These are the people who help Britney Spears write her—I guess
they’re called songs. [Laughter.]

These are people who are, you know, $20,000, $30,000 a year cre-
ative artists that are being denied their living because of this prob-
lem.
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But I thank you, Mr. Chairman, for addressing this so early in
the session, and I hope it’s just the first step in what will be others.

Mr. SmiTH. Thank you, Mr. Weiner.

And let me thank all the Members who are here for their attend-
ance. We may actually be setting some kind of a record for a hear-
ing, and I hope this kind of attendance continues as well.

Also, let me thank those of you who are in the audience today.
There is clearly a high level of interest in the subject at hand, and
we appreciate your being here as well.

A couple of housekeeping matters. First of all, all witnesses’
statements will be made a part of the record, as will the speech by
Jack Valenti at Duke University. And also let me say that we in-
tend to enforce the 5-minute rule. So we hope you can conclude
your testimony in 5 minutes. If not, perhaps you will have time to
finish it during the question and answer period as well. And we’ll
hold Members to 5 minutes, too.

Let me introduce our witnesses today. Our first witness is Hilary
Rosen, chairman and chief executive officer of the Recording Indus-
try Association of America, the trade group representing the U.S.
sound recording industry. She was named president and CEO of
the RIAA in January 1998 after more than 11 years of service to
the organization. Ms. Rosen holds a bachelor’s degree in inter-
national business from George Washington University.

Our next witness is Graham Spanier, president of the Pennsyl-
vania State University and co-chair of the Joint Committee of
Higher Education and Content Communities. A distinguished re-
searcher and scholar, he has authored more than 100 publications,
including 10 books. He earned his Ph.D. in sociology from North-
western University, where he was a Woodrow Wilson Fellow, and
his bachelor’s and master’s degrees are from Iowa State University.

And the next witness is Robyn Render, vice president for infor-
mation resources and chief information officer for the University of
North Carolina. Ms. Render serves as the primary adviser to the
university president on information technology. Ms. Render holds
associate and bachelor’s degrees in information systems from the
University of Cincinnati.

Our last witness is Dr. John Hale, assistant professor of com-
puter science and director of the Center for Information Security at
the University of Tulsa. Dr. Hale has significant expertise in com-
puter security, programming languages, and distributed systems.
He has published approximately 40 reference articles and one book.
He received the prestigious 2000 National Science Foundation
award for his research and educational contributions in the field of
computer security.

Welcome to you all. As I say, your statements will be made a
part of the record. We look forward to hearing from you, and we
will begin with Ms. Rosen.

STATEMENT OF HILARY ROSEN, CHAIRMAN AND CEO,
RECORDING INDUSTRY ASSOCIATION OF AMERICA

Ms. RoOsgEN. Thank you, Mr. Chairman. Good morning, Congress-
man Berman, other Members of the Committee.

Allow me, Mr. Chairman, to add my congratulations to you as
you take on the role of Subcommittee Chairman and pledge the re-
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cordling industry’s cooperation as you go forward on this important
work.

And thank you also for your interest in this issue. I think your
work with the University of Texas has been extremely constructive
and in large part has resulted in some of the working relationships
that you’ll see demonstrated here today between all of us in the
university community.

This hearing could not have come at a better time, for several
reasons. The problem of P2P piracy in general is at an all-time
high for the music community. And while they were a long time in
coming, legitimate music services have arrived and are being ex-
tremely well received, eliminating any possible excuse that some
may have for engaging in such wholesale piracy.

And importantly, the unique aspects of universities, given their
mission and their operations, make the cooperative working rela-
tionship that you will see demonstrated here today possible, and
it’s a welcome model for problem-solving in this area.

I think by now Members of this Committee have seen a dem-
onstration of peer-to-peer networks and witnessed the fact that a
majority of the use on them is massive unauthorized distribution
of copyrighted works.

That’s not to say that the technology itself is bad. There are cer-
tainly multiple legitimate uses for P2P, and hopefully, in the future
they will be used.

But the people who run these networks now are aggressively ex-
ploiting other people’s property to support their global criminal ac-
tivity.

While it’s true that many users don’t understand the legalities
of their behavior, many others do. And it’s also clear that the oper-
ators of these services well know that they’re operating an illegal
network. That’s why we have to chase them around the globe and
why they find criminal havens like Vanuatu so appealing for their
corporate headquarters.

Caught up in this illegal practice are the thousands of colleges
and universities whose generous provision of large bandwidth to
their students, for scholarly and research purposes have resulted in
their systems being used as a major supporter of these illegal ac-
tivities. And a new practice outlined in my testimony, whereby stu-
dents are actually setting up their own networks using the univer-
sity capacity, is extremely troubling.

We are very gratified that the leadership of the university com-
munity, personified here by the presence of Dr. Spanier, has recog-
nized these problems as mutual and are working with others in the
copyright community toward solutions.

It’s obvious why we care about this practice. It may not be as ob-
vious why the universities should care. But as you’ll hear, their
networks are clogged and their bandwidth costs are skyrocketing
mostly from people outside their system using the bandwidth to
steal music and movies that are residing on students’ computers.
Students are breaking the law, and universities know they have an
obligation to try and educate them and protect them from such ac-
tivity.

There are other reasons as well. Many people believe, as I do and
as Members here have said, that it’s simply morally wrong to con-
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done the stealing of other people’s property. And Members today
have been more eloquent than I could be on this issue. So what’s
the public interest here?

Of course, Congress wants our young people to evolve into up-
standing young adults, but there are other things that you must
consider. Many universities and colleges receive Federal and State
taxpayer monies. So you have a fiduciary interest if their costs in-
crease due to piracy.

And there are serious threats to people who open up their com-
puter to these networks. Open hard drives facilitate access to sig-
nificant personal data and risk additional crimes like identity theft.
The networks are also used for numerous commercial exploits, such
as pornography being pushed to users.

The reduction of sales in the music industry has resulted in far
fewer new artist signings over this past year, meaning frankly that
the diversity of culture is waning. If bad policies from important
institutions result in less music and movies and software being de-
veloped, society at large is worse off.

And of course, the protection of intellectual property is in the na-
tional interest. During these times of record trade deficits, intellec-
tual property is one of the very few industries that return a favor-
able balance of trade to the U.S. economy. Protecting that advan-
tage has always been a key mission of this Subcommittee, and its
leadership here is well known.

So in recognizing these issues, we are working with the univer-
sity leadership. I think Dr. Spanier will elaborate some more on
how this Committee is working.

My colleague Cary Sherman, RIAA’s president, is the co-chair of
th(zilt Committee with Dr. Spanier. Mr. Sherman is here with me
today.

We're extremely hopeful about the potential for this working re-
lationship, and we'’re certainly impressed with the seriousness with
which it’s being taken. Our goals are simple. We want to find ways
to help the universities take this problem into their own hands by
implementing a series of best practices recommendations, which we
hope will be developed within the next few months.

Policy recommendations and technical recommendations may be
the results of our efforts. We have pledged to explore both. Cer-
tainly, these will only be voluntary recommendations, and nothing
we do will force universities to adhere to new practices.

Nonetheless, our joint Committee has fine leadership and sincere
commitment. We're confident that the results of our work could be
an effective model leading all schools on a path that’s mutually
beneficial, and we look forward to working with this Committee as
we proceed on this effort over the next coming months.

Thank you.

[The prepared statement of Ms. Rosen follows:]

PREPARED STATEMENT OF HILARY ROSEN

Mr. Chairman, Congressman Berman, Members of the Subcommittee, I greatly
appreciate your inviting me to speak with you on the timely subject of unauthorized
peer to peer (P2P) file sharing on university and college computer networks.

Over the years, our industry has benefitted from the emergence of various new
technologies. The evolution from wax cylinders to vinyl, from vinyl LPs to cassettes
and then forward into the digital era—CDs, DVD Audio, Super Audio CD, and on-
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line music services, reflect our industry’s willingness to embrace new technologies
to provide music listeners greater opportunities to access music of ever greater fidel-
ity when and where they want it.

Without question, the Internet challenges us to think about the distribution of re-
corded music in an entirely different way. Whereas we have been accustomed to the
production of physical products embodying creative works, our companies are now
fashioning business models applicable to the digital electronic realm. This is a new
marketplace in which record companies and their licensees seek to establish a via-
ble, vigorous commercial presence.

Our much publicized skirmishes with Napster, KaZaA, AudioGalaxy, Aimster and
various other unauthorized Internet P2P systems enabling the massive uploading
and downloading of files of copyrighted music recordings are not prompted by any
industry predisposition against the applications or the technology. Rather, it 1s the
very evident fact that the sponsors of those systems are exploiting the creative in-
vestment of the performing artists and recording companies for their own commer-
cial benefit, without any intention, or credible effort, to obtain licenses or to pay roy-
alties. It is the misuse of technology that must be stifled, not the technology itself.
We believe that P2P technology will offer great benefits for legitimate uses.

Needless to say, these unlawful P2P applications have found almost instanta-
neous acceptance among college students. This demographic group comprises avid
listeners who have traditionally represented a sizeable portion of our retail markets.
The scope of illegal P2P file sharing and the consequential detriment to our industry
is well known. More than 2.6 billion music files are illegally downloaded every
month on unauthorized P2P systems. Of this number, a significant percentage of the
transfers occur over campus networks.

This should come as no surprise. After all, American colleges and universities
have incredibly fast Internet connections—often as a result of support from the gov-
ernment—which are intended to be used for academic, research and other legitimate
purposes. It is to be expected that those who want to engage in file transfers would
likely to choose a university system’s high bandwidth to do so.

The unauthorized P2P file-sharing problem poses tremendous difficulties not only
for copyright owners and artists, but also for administrators on our nations’ college
campuses. Rampant file-sharing of music and video content imposes a heavy toll on
all of us. Despite education campaigns about the illegality of file sharing, and de-
spite numerous court decisions clearly holding that copying music, movies and other
copyrighted files is against the law, there is an alarming disregard among students
for Internet theft. As a result, P2P abuse has overtaxed numerous college computer
systems, slowing processing of legitimate information to a crawl due to the uncom-
monly large number and size of files being uploaded and downloaded. Moreover, stu-
dents are often unaware of the dangers of these P2P applications: compromising
campus network security, making their own hard drives containing their personal
data available to others, and opening the campus network to computer viruses.
Even more alarming is the fact that up to 75% of those coming onto the campus
networks are people outside the university community who are searching the Inter-
net for the greatest amount of broadband capacity in order to expedite the file trans-
fer. Campus systems, with their fast connections, find themselves hosting total
strangers.

Perhaps the newest and most frightening problem emerging on college campuses
is what we refer to as LANNs—or Local Area Napster Networks. Apparently, some
students have taken it upon themselves to establish Napster-like systems on univer-
sity campuses, so that students can copy each other’s files within the university net-
work, which can often be done more quickly and easily than downloading files from
the Internet. Perhaps these students think that what the courts have found to be
illegal on the Internet is somehow less illegal if confined to a university network.
In fact, such systems are no more lawful, and are primarily being used for the same
illicit purposes, as the P2P systems like Napster that have been ruled to infringe
our copyrights. We certainly have hope that the university community will actively
confront this issue and take steps to stop this development before it spreads.

I'm pleased to say that there have been some very encouraging developments in
addressing this problem. The entertainment and higher education communities have
undertaken to work together to address the problem of P2P piracy on college cam-
puses. Last fall, RIAA, the Motion Picture Association of America, the Songwriters
Guild of America and the National Music Publishers Association jointly sent a letter
to 2,300 college and university presidents explaining the severity of online piracy
and the importance of their active involvement in tackling the issue. We also
reached out to the leadership of the national associations representing the spectrum
of the nation’s colleges and universities and they demonstrated their support by
sending a follow-up letter to the same universities urging them to address the P2P
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problem proactively. This started a chain of conversations between the content in-
dustries and leaders of higher education leading to the establishment of the Joint
Committee of the Higher Education and Entertainment Communities. The Co-
Chairs of the Joint Committee are Dr. Graham Spanier, the President of Penn State
University, who is here today, and my colleague Cary Sherman, RIAA’s President.
F(ar your reference, I have provided a listing of the principal representatives on each
side.

During the initial meeting on December 10, 2002, the Joint Committee decided
to establish three task forces focusing on the following areas: Education/Best Prac-
tices, Technology, and Legislative Issues.

The Education/Best Practices Task Force, chaired by Dr. John Hennessey, Presi-
dent of Stanford University, is working to identify and develop informational mate-
rials that will assist educators and campus administrators in educating students
and other members of campus communities about copyrights, their obligation to re-
frain from infringing conduct, and the institution’s commitment to respect the rights
of copyright owners. I emphasize that this task force is looking to craft advisory in-
formation, recognizing that each institution has its own policies regarding enforce-
ment of computer usage restrictions and disciplinary actions. Some, like the Univer-
sity of North Carolina have exemplary policies. I would like to thank Dr. Molly
Broad, who is here today, and I hope that the policy adopted by her university
serves as an example to many others. Also, this task force will be sensitive to the
concerns of the academic community on matters of privacy, free speech, and aca-
demic freedom. We believe that, with active dialogue on these issues, we can make
significant headway in lessening the misunderstandings that arise from time to
time between the two communities over these issues.

The Technology Task Force, chaired by Dr. Charles Phelps, Provost of the Univer-
sity of Rochester, is taking up an examination of current and emerging technologies
that can effectively identify online trafficking of copyrighted material and provide
administrators with the resources to limit or prevent infringing uses of P2P sys-
tems. The task force will conduct an initial screening of promising technological so-
lutions and then test them in pilot applications on selected campuses. The results
will be disseminated to the higher education community affording an opportunity
to determine which technologies are of greatest benefit to any given institution. We
expect that a number of technologies will show potential. We’re not looking for a
“one size fits all” outcome.

The Legislative Task Force, co-chaired by Jack Valenti, President of the Motion
Picture Association of America, and Dr. Broad, is looking at various issues that have
come before Congress that affect both of our communities. This task force will pro-
vide an opportunity for both communities to work proactively on emerging issues
and to understand the perspectives and concerns of the other. We're confident that
this dialogue will strengthen the relationship between us.

To sum this up, we think that we are off to a good start in finding common
ground with the leadership representing the nation’s colleges and universities.
Given that those institutions are themselves heavily invested in copyright and other
intellectual property rights, there’s every reason to believe that we can forge base-
line understandings upon which we can structure effective strategies and programs
to educate students and others about music, film, videogame, and software property
rights and their legal obligations towards them.

The problems confronting us are formidable. However, we believe that our collabo-
ration with college and universities will bear fruit. Certainly, I would hope that
sometime in the near future I will be able to report to you that legitimate on-line
music subscription services, which are now becoming abundantly available, have es-
tablished a viable presence on campuses and that P2P piracy on college networks
has receded.

I again thank you for the invitation to speak with you on this topic, and I would
be pleased to respond to any questions you may have.
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Mr. SMITH. Thank you, Ms. Rosen.
And Dr. Spanier?

STATEMENT OF GRAHAM SPANIER, PRESIDENT, THE PENN-
SYLVANIA STATE UNIVERSITY, CO-CHAIR OF THE JOINT
COMMITTEE OF HIGHER EDUCATION AND CONTENT COM-
MUNITIES

Dr. SPANIER. Mr. Chairman and Members of the Subcommittee,
I appreciate the opportunity to appear before the Subcommittee
today to discuss the important issue of the use of peer-to-peer file-
sharing on college and university campuses.

As president of the Pennsylvania State University, I am respon-
sible for the management of an institution that has 24 campuses,
5,000 faculty, and 83,000 students.

The misuse of peer-to-peer technology on college and university
campuses is a serious problem that is now acutely confronting
higher education administrators. Fully understanding the nature
and scope of the problem and how to deal with it raises a series
of challenges that we are working hard to meet.

As you've heard, I'm intimately involved in this Committee that
is looking at these issues. The purpose of the Committee is twofold:
to examine the ways to reduce the misuse of peer-to-peer tech-
nology on campuses and to attempt to reduce differences between
the higher education and entertainment communities on Federal
intellectual property legislative issues.

I believe we have a process that can make real progress in effec-
tively addressing peer-to-peer piracy on university campuses. And
I'm hopeful that we can educate our two communities about our
common and differing interests and concerns with respect to this
and other copyright-related issues.

Higher education is clearly on record in agreeing with the enter-
tainment community that copyright infringement is wrong and that
peer-to-peer file-trading that constitutes copyright infringement is
illegal and should be stopped. We in higher education understand
the concerns of the entertainment industry about the impact of
peer-to-peer misuse on their markets and the loss of opportunities
that both creators and consumers may suffer as a consequence.

Moreover, university administrators recognize that our institu-
tions have an obligation, through a variety of mechanisms, to edu-
cate our students about their legal and ethical responsibilities, not
only as members of our university communities, but as members of
our society.

We hope, in turn, that the entertainment industry officials and
policymakers, such as the Members of this Subcommittee, under-
stand the challenges that lie before university administrators in
trying to implement ways to reduce or eliminate inappropriate uses
of peer-to-peer without at the same time eliminating legitimate
uses of peer-to-peer technologies; without constricting academic
freedom and the free and open exchange of information that under-
pins the creativity, vigor, and productivity of education and re-
search programs; and without invading the privacy of our students,
faculty, and staff.

Let me illustrate how these concerns play out at my own univer-
sity. Penn State has a vigorous program of copyright education for
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our students and employees. Before getting an account, individuals
must agree that they understand and will comply with Federal and
State laws in addition to Penn State’s acceptable use policies.

We also have an indirect enforcement effort. Audio and video
files are large, and we monitor the amount, but not the content, of
traffic to and from individual machines. Residence hall users are
limited to 1.5 gigabytes of inbound or outbound traffic per week.

There are increasingly severe restrictions for offenders who ex-
ceed the limits, beginning with a decrease in the speed allowed for
network connection. For persistent violators, there is a complete
suspension of network access.

The limitation on bandwidth, coupled with the threat of suspen-
sion of access, is intended to discourage copyright infringement.
Additionally, when notified by copyright holders of infringement,
we comply vigorously with the Digital Millennium Copyright Act
and immediately suspend access until the issue is resolved. We re-
ceived 153 such complaints in calendar year 2001.

Although we do not currently monitor the content to detect the
fingerprints of pirated copyrighted material, we would consider
such a possibility if technology, functional for a university of our
size, allowed us to maintain the educational principles to which we
subscribe.

Yet despite these educational efforts, despite our compliance with
the Digital Millennium Copyright Act, and despite our technical
interventions, it is probably fair to say that thousands of our stu-
dents illegally download some amount of copyrighted material.

They are typical of college students nationally in this regard and
are party to a practice that is morally wrong, is damaging to the
entertainment industry, and is inconsistent with the values of hon-
esty and integrity that students more typically profess.

Mr. Chairman and Members of the Committee, I appreciate the
interest in this important issue that you all have, and I would be
pleased to keep you informed of the work of our joint Committee.

[The prepared statement of Mr. Spanier follows:]

PREPARED STATEMENT OF GRAHAM B. SPANIER

Mr. Chairman and Members of the Subcommittee, I appreciate this opportunity
to appear before the subcommittee today to discuss the important issue of the use
of peer-to-peer file sharing on college and university campuses. As President of The
Pennsylvania State University, I am responsible for the management of an institu-
tion that has 24 campuses, 5000 faculty, and 83,000 students.

Penn State has actively and comprehensively incorporated information technology
into virtually every aspect of its mission of teaching, research, and service. Com-
puter networks have greatly facilitated communication between students and fac-
ulty, have enabled new pedagogical and research capabilities, and have enhanced
our campus connections with local communities. Information technology has ex-
panded the educational boundaries of traditional classroom teaching and dramati-
cally increased the potential for distance education.

Beyond academic uses, information technology and networked communications
have also improved our ability to establish and maintain personal connections with
our alumni, with potential students, and with the public. Email, instant messaging,
and personal web sites enable our students’ ability to reach each other on campus
and connect with the world beyond the campus boundaries with ease.

Unfortunately, the same technologies that so powerfully expand and enrich the
academic and personal experiences of our students and faculty can also be misused.
The capacity of information technology to be used for both legitimate and illegit-
imate purposes is clearly demonstrated by peer-to-peer (P2P) file sharing tech-
nologies. P2P technology has the potential to expand dramatically the ease, speed,
and breadth of information exchange. Such capacity will clearly benefit a wide range
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of educational and research activities. Indeed, federal agencies such as the National
Science Foundation are funding research into P2P development to realize this poten-
tial. But P2P can also be used to carry out the unauthorized retrieval and distribu-
tion of copyrighted material.

The misuse of P2P technology on college and university campuses—the subject of
this hearing—is a serious problem that is now acutely confronting higher education
administrators. Fully understanding the nature and scope of the problem and how
to deal with it raises a series of challenges that we are working hard to meet.

University officials are working with representatives of the entertainment indus-
try to address the problem of misuse of P2P technology. Last October, two letters—
one from entertainment industry organizations and one from the six major national
higher education associations—were sent to college and university presidents. The
higher education letter urged university officials to examine the use of P2P on their
campuses and to take appropriate actions to reduce its misuse.

Last summer and fall, university and higher education association officials also
began a series of discussions with representatives of the entertainment industry,
culminating in the formation of the Joint Committee of the Higher Education and
Entertainment Communities, co-chaired by Cary Sherman, President of the Record-
ing Industry Association of America (RIAA), and me; a list of the full committee is
attached to my testimony.

The purpose of the committee is two-fold: (1) to examine ways to reduce the mis-
use of P2P technology on campuses, and (2) to attempt to reduce differences be-
tween the higher education and entertainment communities on federal intellectual
property legislative issues. The committee met in December to discuss these issues
and how to proceed in addressing them. The committee agreed that we would form
three task forces: The first focuses on educational efforts about copyrights, rights
and responsibilities, and the appropriate and inappropriate use of P2P file sharing.
The second deals with the appropriate role, availability, and functionality of tech-
nology in managing P2P use. And the third task force will focus on legislative
issues.

The work of the task forces is underway. We expect that they will report back
to the full committee later this spring, and we will soon thereafter conclude our for-
mal joint activity with a final review of task force work, formulation of recommenda-
tions, and a consideration of final steps.

I believe that we have a process that can make real progress in effectively ad-
dressing peer to peer piracy on university campuses, and I am hopeful that we can
educate our two communities about our common and differing interests and con-
cerns with respect to this and other copyright-related issues. Higher education is
clearly on the record in agreeing with the entertainment community that copyright
infringement is wrong, and that P2P file trading that constitutes copyright infringe-
ment is illegal and should be stopped. We in higher education understand the con-
cerns of the entertainment industry about the impact of P2P misuse on their mar-
kets and the loss of opportunities that both creators and consumers may suffer as
a consequence. Moreover, university administrators recognize that our institutions
have an obligation, through a variety of mechanisms, to educate our students about
their legal and ethical responsibilities, not only as members of our university com-
munities, but as members of our society.

We hope, in turn, that entertainment industry officials and policy makers, such
as the members of this subcommittee, understand the challenges that lie before uni-
versity administrators in trying to implement ways to reduce or eliminate inappro-
priate uses of P2P without at the same time eliminating legitimate uses of P2P
technologies; without constricting academic freedom and the free and open exchange
of information that underpins the creativity, vigor, and productivity of our education
and research programs; and without invading the privacy of our students, faculty,
and staff.

A song downloaded or uploaded by a student using P2P typically constitutes copy-
right infringement; but in selected cases it might also be a fully legitimate, desired
fair use of copyrighted material as part of an educational or research project. A tech-
nology may exist or be created that can block P2P transactions, but we would be
reluctant to embrace technology that would block both legitimate and illegitimate
uses indiscriminately. Nor do we wish to stifle the very creativity and experimen-
tation that has brought us the extraordinary technological capacities that enrich our
lives today. Many aspects of this nation’s capabilities in information technology and
networked communications were developed on research university campuses; we
want to be certain that we preserve and nurture that continuing capacity within the
academic community for creation and discovery.

Let me illustrate how these concerns play out at my own university. Penn State
has a vigorous program of copyright education for our students and employees. Be-
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fore getting an account, individuals must agree that they understand and will com-
ply with federal and state laws in addition to Penn State’s acceptable use policies.
The account agreement has a lengthy section dealing with copyright compliance.
Likewise, when they get additional services they must agree to policies that include
a proscription against copyright infringement.

We also have an indirect enforcement effort. Audio and video files are large, and
we monitor the amount, but not the content, of traffic to and from individual ma-
chines. Residence Hall users are limited to 1.5 gigabytes of inbound or outbound
traffic per week. There are increasingly severe restrictions for offenders who exceed
these limitations, beginning with a decrease in the speed allowed for the network
connection. For persistent violators there is a complete suspension of network ac-
cess. The limitation on bandwidth, coupled with the threat of suspension of access,
is intended to discourage copyright infringement. Additionally, when notified by
copyright holders of infringement, we comply vigorously with the Digital Millennium
Copyright Act (DMCA) and immediately suspend access until the issue is resolved.
We received 153 such complaints in calendar year 2001. Although we do not cur-
rently monitor content to detect the fingerprints of pirated, copyrighted material, we
would consider such a possibility if technology, functional for a university of our
size, allowed us to maintain the educational principles to which we subscribe.

We also employ proactive technical means to disrupt infringing activities. For ex-
ample, we routinely scan our networks to find machines that have been com-
promised in some way or another. One of the primary motivators for intruders to
compromise our machines is the establishment of unauthorized outside “Warez”
servers, which are generally used for illegally trading copyrighted materials. In just
the last few weeks alone, our scanning efforts have located more than 100 such in-
trusions. Network access to compromised computers is disabled and the illicit soft-
ware is removed. We also educate the victim whose system has been compromised
on how to prevent future compromise of their computer.

Yet despite these educational efforts, despite our compliance with DMCA, and de-
spite our technical interventions, it is probably fair to say that thousands of our stu-
dents illegally download some amount of copyrighted material. They are typical of
college students nationally in this regard and are party to a practice that is morally
wrong, is damaging to the entertainment industry, and is inconsistent with the val-
ues of honesty and integrity that students more typically profess.

I believe that the work of our joint committee’s education and technology task
forces will identify a number of useful practices that we intend to share broadly
within the higher education community.

One of the great strengths of this country’s system of higher education is its ex-
traordinary diversity—public and private institutions, research universities, liberal
arts colleges, and community colleges. No single set of policies and procedures for
managing P2P technologies is likely appropriate for all, but if we identify a number
of educational and technological approaches that have been effective in different set-
tings, we can provide useful examples to colleges and universities that will both en-
courage and guide them in taking actions appropriate to their local circumstances.

At the same time that higher education officials are developing and implementing
educational policies and technological interventions, the content community is devel-
oping new business models for marketing copyrighted material, including music and
movies. I am hopeful that this combination of effort will go a long way to elimi-
nating the misuse of P2P technologies and facilitate the development of the positive
potential of P2P.

The capacity for the illegitimate use of P2P is of course not limited to colleges
and universities. Indeed, the entertainment industry has sent letters to private sec-
tor companies expressing their concern about such misuse. Moreover, as this nation
develops greater broadband capacity throughout society, from K-12 education to
home connections, we will face the same potential in many other settings.

This is not a new problem; the nation has faced such challenges with each ad-
vance of communications technology—the VCR is but one familiar example. The
ideal intellectual property model for higher education today, in this new digital ter-
ritory, is one that finds appropriate and effective ways of balancing, in the tradition
of Copyright law, the proprietary rights of copyright owners and the limitations and
exceptions to those rights.

Let me close by saying that I believe higher education is taking seriously its re-
sponsibility to deal appropriately with these new intellectual property challenges. I
believe our cooperation with the entertainment industry in this effort will help both
sectors identify appropriate actions to take. I appreciate the interest of this sub-
committee in this important issue, and I would be pleased to keep you informed of
the work of our joint committee.
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Mr. SmITH. Thank you, Dr. Spanier.
Ms. Render?

STATEMENT OF ROBYN RENDER, VICE PRESIDENT FOR IN-
FORMATION RESOURCES AND CIO, UNIVERSITY OF NORTH
CAROLINA

Ms. RENDER. Chairman Smith and other distinguished Members
of the Subcommittee, thank you for the invitation to appear before
you today to offer one perspective on how representatives from the
higher education community are working in collaboration with our
counterparts in the entertainment industry to address concerns re-
garding peer-to-peer file-sharing.

The University of North Carolina is the oldest public university
in America, an institution that encompasses 16 diverse campuses,
9,000 faculty, and 177,000 students.

Molly Corbett Broad, president of the University of North Caro-
lina, currently serves on the Joint Committee of Higher Education
and Entertainment Communities, which has brought representa-
tives of our respective groups together to examine ways to reduce
inappropriate use of peer-to-peer file-sharing technologies on col-
leges and universities, as well as to explore prospects for narrowing
our differences on existing and proposed Federal intellectual prop-
erty legislation.

President Broad also serves as co-chair, along with Jack Valenti,
president and CEO of the Motion Picture Association of America,
of this joint Committee’s legislative task force. The charge of the
task force is to discuss current and proposed legislation on which
we differ to see if we can, through candid exploration of the issues,
find ways to narrow our differences or develop mutually acceptable
alternative proposals.

The relevant issues surrounding P2P are complex, as you are
well aware. The Academy brings a unique perspective to these dis-
cussions, since intellectual property forms the very essence of the
American university. Our institutions have been built, in large
part, on the creation of intellectual property and respect for intel-
lectual property of others.

Within the higher education community, such creation and use
must be carried out in the context of academic freedom and fair
use—interests that are sometimes in conflict with those of the en-
tertainment community.

We are equally committed, however, to addressing unauthorized
trading of copyrighted material. Our shared concerns form a com-
mon ground that is the basis for serious cooperation and dialogue.

While most universities treat the Internet and attending network
services as yet another university forum and resource, it is uni-
formly recognized that the effective management of these tools
must include upholding responsible use of limited resources, pro-
tecting the privacy of students, faculty, and staff, and obeying the
laws of the land.

Federal legislation that would force policies and practices prohib-
iting such acceptable and legitimate use of P2P would threaten the
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central values of the higher education community. We believe a
multifaceted approach is needed, a sensible one that emphasizes
education and good citizenship; articulates thoughtful, yet adequate
policy; utilizes appropriate network management tools; and ad-
dresses violations when they occur, but only after due process.

As a representative of the University of North Carolina, let me
offer a sampling of how our 16 diverse campuses are addressing
these complex issues.

For several years now, our campuses have exhibited leadership
in addressing copyright infringement with special emphasis on the
issues surrounding student use of P2P applications. During this pe-
riod, we have monitored increased utilization of bandwidth on UNC
campus networks and periodically have carried out our proactive
evaluations and policy reviews. All 16 UNC campuses have adopted
acceptable use and copyright policies. Our campuses have been
working together for the past couple of years to find appropriate
ways to manage network traffic resulting from increased P2P traf-
fic.

Traffic from major sites has been monitored and throttled when
necessary to protect the campus networks from excesses and unac-
ceptable usage. Several different solutions are applied, however, to
thtle problem, depending upon campus size, network complexity, and
culture.

UNC campuses have taken responsibility for educating their stu-
dents to the legal and moral implications of copyright theft, and we
are willing to share our efforts with other institutions.

UNC-Chapel Hill, for example, has created a Web site and a
companion document entitled, “Copyright and Acceptable Use on
the University Network: A Primer,” which provides answers to fre-
quently asked questions such as: What is fair use? What kind of
activities are probable violations of copyright law? What is consid-
ered unacceptable use at the University of North Carolina at Chap-
el Hill? Are MP3s illegal? And what will happen if I get caught?

Looking to the future, the University of North Carolina awaits
the results from the Joint Committee of Higher Education and En-
tertainment Communities Technology Task Force. The staff of this
task force will perform an assessment of the various software prod-
ucts that are commercially available for use by higher education in-
stitutions to protect resources and prevent infringement.

Once this work is completed, our university will examine past
approaches and consider next steps. Fortunately, there are laws
that allow the debate regarding how to approach illegal and inap-
propriate use of P2P to continue with some very appropriate pro-
tections intact. We should shape our IT policies around our core
academic mission and search for a variety of alternative ap-
proaches.

Thank you.

[The prepared statement of Ms. Broad follows:]

PREPARED STATEMENT OF MOLLY CORBETT BROAD

Chairman Smith and other distinguished members of the Subcommittee:

Thank you for the invitation to appear before you today to offer one university
president’s perspective on how representatives from the higher education commu-
nity are working in collaboration with our counterparts in the entertainment indus-
try to address concerns regarding peer-to-peer (“P2P”) file sharing. As president of
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the University of North Carolina, I am responsible for the management of the oldest
public university in America, an institution that encompasses 16 diverse campuses,
9,000 faculty, and 177,000 students.

I currently serve on the Joint Committee of the Higher Education and Entertain-
ment Communities, which has brought representatives of our respective commu-
nities together to examine ways to reduce the inappropriate use of peer-to-peer file-
sharing technologies on college and university campuses, as well as to explore pros-
pects for narrowing our differences on existing and proposed federal intellectual-
property legislation. I also serve as co-chair—along with Jack Valenti, president and
CEO of the Motion Picture Association of America—of this Joint Committee’s Legis-
lative Task Force. The charge of the task force is to discuss current and proposed
legislation on which we differ to see if we can, through candid exploration of the
issues, find ways to narrow our differences or develop mutually acceptable alter-
native proposals. The first meeting of the task force was a casualty of your recent
snowstorm, but we are working to reschedule the meeting as soon as feasible.

The relevant issues surrounding P2P are complex, as you are well aware. The
Academy brings a unique perspective to these discussions, since intellectual prop-
erty forms the very essence of the American University. Our institutions have been
built in large part on the creation of intellectual property and respect for the intel-
lectual property of others. Within the higher education community, such creation
and use must be carried out in the context of academic freedom and fair use—inter-
ests that are sometimes in conflict with those of the entertainment community. We
are equally committed to addressing unauthorized trading of copyrighted materials.
Our shared concerns form a common ground that is the basis for serious cooperation
and dialogue.

Most American universities treat the Internet and attending network services as
yet another university forum and resource. Technology leaders at these institutions
therefore follow the guiding principles of academic freedom and fair use in devel-
oping policies and practices for network management and policy administration.
While these core values are consistent throughout the Academy, individual institu-
tions vary widely in their academic missions, cultures, and processes for policy de-
velopment. It is uniformly recognized, however, that effective management of cam-
pus resources must include upholding the responsible use of limited resources; pro-
tecting the privacy of students, faculty and staff; and obeying the laws of the land.
Federal legislation that would force policies and practices prohibiting acceptable and
legitimate usage of P2P technologies would threaten the central values of the higher
education community.

I believe a multi-faceted approach is needed, a sensible one that emphasizes edu-
cation and good citizenship, articulates thoughtful yet adequate policy, utilizes ap-
propriate network-management tools, and addresses violations when they occur—
but only after due process. As president of the University of North Carolina, let me
briefly describe how our 16 diverse campuses are addressing these complicated
issues.

For several years now, our campuses have exhibited leadership in addressing
copyright infringement, with special emphasis on the issues surrounding student
use of P2P applications. During this period, we have monitored the increasing utili-
zation of bandwidth on UNC campus networks and periodically have carried out
proactive evaluations and policy reviews. Specific actions taken as a result include:

¢ In the fall of 2000, the UNC Office of the President conducted a Wide-Area
Network Traffic Analysis to assess the need for a University-wide network
management strategy.

¢ All 16 UNC campuses have adopted acceptable use and copyright policies.
Our campuses have been working together for the past couple of years to find
appropriate ways to manage network traffic resulting from increased P2P
traffic. Traffic from major sites for Napster, Morpheus, KaZaa, and others has
been monitored and throttled when necessary to protect the campus networks
from excessive and unacceptable usage. Several different solutions are applied
to the problem, depending upon campus size, network complexity, and cul-
ture.

¢ Using a pass-through state appropriation, UNC contracts for inter-campus
networking services with MCNC, a unique corporation that offers access to
advanced electronic and information technologies and services for business,
government agencies, and North Carolina’s education communities. Working
with MCNC, UNC campuses are monitoring network traffic consistently and
developing appropriate strategies to manage inter- and intra-campus net-
works effectively as the technologies continuously change and evolve.
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¢ Network management and monitoring tools are available to assist network
administrators in managing traffic types and in working within the university
policy-setting process to effect policy regarding use of the network. Many
C campuses are using such tools, and our plans for building out an up-
graded inter-campus network include providing such tools to each campus.
¢« UNC campuses have taken responsibility for educating their students about
the legal and moral implications of copyright theft, and we are willing to
share our efforts with other institutions. Disciplinary measures should be a
part of and consistent with campus student disciplinary procedures. Edu-
cation and counseling come first, but violations of state and federal law may
be prosecuted.

UNC’s two research-extensive institutions—the University of North Carolina at
Chapel Hill and North Carolina State University—have taken leadership positions
on the use of P2P applications by clearly articulating campus policies regarding
copyright infringement and the acceptable use of their campus networks. Informa-
tion sessions with students are held as appropriate to discuss the issue and to pro-
vide guidance and notification of sanctions for violations.

UNC-Chapel Hill, for example, has created a web site (http:/ /www.unc.edu /pol-
icy / copyright—primer.html) and companion document entitled, “Copyright and Ac-
ceptable Use on the University Network—A Primer,” which provides answers to fre-
quently asked questions, including:

¢ What is Fair Use?

* What kinds of activities are probable violations of copyright law?
¢ What is considered unacceptable use at UNC-Chapel Hill?

¢ Are MP3s illegal?

¢ What will happen if I get caught?

Looking to the future, the University of North Carolina awaits the results from
the Joint Committee of the Higher Education and Entertainment Communities’
Technology Task Force. The staff of this task force will perform an assessment of
the various software products that are commercially available for use by higher edu-
cation institutions to protect resources and prevent infringement. Once this work is
completed, our University will re-examine past approaches and consider next steps.

As university leaders, we must adapt to changes in technology and the legal land-
scape in very technical ways, but in doing so, we must remain grounded in the
basic, fundamental values of the university and our historic commitment to open-
ness in academic discourse and in the exchange of ideas. Fortunately, there are laws
that allow this debate to continue with some very important protections intact. We
should shape our IT policies around our core academic mission and values, and we
pledge to work with the content community to broaden their understanding of the
Academy and our need for varied, alternative approaches.

Thank you.

Mr. SmiTH. Thank you, Ms. Render.
Mr. Hale?

STATEMENT OF JOHN HALE, ASSISTANT PROFESSOR OF COM-
PUTER SCIENCE AND DIRECTOR, CENTER FOR INFORMA-
TION SECURITY, UNIVERSITY OF TULSA

Mr. HALE. Mr. Chairman, Ranking Member Berman, and Mem-
bers of the Subcommittee, I would like to thank you for the oppor-
tunity to come here and speak on an issue that is of extreme im-
portance to our universities and, of course, to copyright owners
worldwide.

As an assistant professor of computer science at the University
of Tulsa, I've seen media piracy on college campuses pace the evo-
lution and growth of the Internet and now experience a true revo-
lution with peer-to-peer networking.

College students are early adopters of new technology. Unfortu-
nately, many of them have a casual attitude about peer-to-peer file-
sharing, and most do not appreciate the security implications of
participating in a peer-to-peer network.
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Like other universities, we're trying to cope with these problems
without sacrificing student liberties. We've responded to complaints
of copyright infringement and worked to prevent the continued vio-
lations of known infringers. We can also block certain types of peer-
to-peer network traffic, while allowing students to use and enjoy a
broad spectrum of Internet services.

The Center for Information Security at TU is also doing its part
to combat Internet piracy. Changing the mindset of students is per-
haps the biggest challenge, but it is our job as educators.

Aside from piracy, another concern is how P2P software clients
can produce increased security vulnerabilities. All software has
flaws, and some flaws create exposures that can be exploited. Sev-
eral factors, however, conspire to make security exposures in P2P
software much more serious.

First, P2P clients connect systems to massive ad hoc networks
that are beyond the administrative control of an enterprise. This
dramatically amplifies exposures to external threats. P2P clients
are also starting to make use of “tunneling” and “port-hopping”
techniques to avoid detection by network firewalls and filters.

Another factor is the emergence of executable media content,
such as can be found in Microsoft’s Advanced Systems Format and
the MPEG—4 standard. The scripting environments that support
these technologies can also be abused. E-mail attachments became
a popular mode of computer virus transmission only after the intro-
duction of scripting in word-processing documents and Web pages.

The potential impact of self-replicating code on a peer-to-peer
network is best seen in the Code Red, Nimda, and Slammer worms
that targeted Internet Web servers. In the case of a P2P worm, the
damage could be more widespread and much harder to repair. The
recipe for this is simple—massive connectivity, exploitable soft-
ware, and active content. It’s probably just a matter of time before
a high-profile event occurs.

Yet another factor that affects the integrity of P2P clients is the
common industry practice of spyware. The problem here is the
trustworthiness of the embedded software. Spyware is also, by con-
struction, difficult to detect and disable.

These threats call for increased technical controls on P2P file-
sharing. Techniques for monitoring and filtering traffic have been
developed that work and are relatively nonintrusive. Unfortu-
nately, they will become less effective over time as P2P developers
integrate encrypted communications.

For this reason, researchers at the Center for Information Secu-
rity are exploring alternative schemes to protect media in peer-to-
peer networks. In particular, we are studying two techniques,
interdiction and file-spoofing.

Interdiction swamps the download request queue of a copyright
infringer so that other requests are starved out. While this ap-
proach need not impair general system or network performance, all
download requests to the would-be infringer are impacted, even
those that would not constitute a copyright violation.

With file-spoofing, a group of clients flood a peer-to-peer network
with search results linked to decoy media. Here, legitimate queries
go unaffected, but more research must be done to evaluate how
networks respond to large-scale deployment.
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Peer-to-peer network technology is elegant, robust, and it has a
bright future in computing. But it is experiencing some serious
growing pains, and this is nowhere more evident than on our col-
lege campuses. It will take a combination of efforts on multiple
fronts to help this promising technology survive its adolescence.

Users must be made aware of the risks of installing P2P clients.
Attitudes toward piracy must change, and novel anti-piracy tech-
nologies should be more closely examined.

In closing, I would like to say that there is a lot at stake, and
not just for copyright owners. Thank you.

[The prepared statement of Mr. Hale follows:]

PREPARED STATEMENT OF JOHN HALE

Mr. Chairman, Ranking Member Berman, and Members of the Subcommittee, I
would like to thank you for the opportunity to come before you today and speak on
an issue that is of extreme importance to American institutions of higher education
and, of course, to copyright owners world-wide.

As an Assistant Professor of Computer Science at the University of Tulsa and as
an information security researcher, I have seen media piracy on college campuses
pace the evolution and growth of the Internet, and now experience a true revolution
with the advent of peer-to-peer (P2P) networking. Broadband Internet access in dor-
mitories and campus apartments has extended the perimeter of the university
learning environment to beyond the traditional classroom and laboratory settings.
Coupled with P2P technology, it has also created new opportunities for abuse.

In particular, the high bandwidth available to college students and ready supply
of music, movies, software and games courtesy of the most popular peer to peer net-
works have fostered an environment where piracy on a large-scale is not only pos-
sible, but commonplace. It is ironic that Internet2 institutions like the University
of Tulsa could see a significant fraction of this new bandwidth, which was put in
place to foster academic research and collaboration, used for illegal file sharing.

College students are early and aggressive adopters of new technology. Unfortu-
nately, many have an overly casual attitude about file sharing on peer-to-peer net-
works. Some do not even seem to see any real moral, ethical or even legal dilemma
with media piracy over the Internet, and most do not fully appreciate the security
implications of exposing a computer to a wide-open P2P network.

Like other universities, The University of Tulsa is trying to cope with these prob-
lems without sacrificing student liberties. We have responded to complaints of copy-
right infringement and worked to prevent the continued violations of known infring-
ers. We also have developed the capability to block certain types of peer-to-peer net-
work traffic, while allowing students to use and enjoy a broad spectrum of Internet
services.

Moreover, and most unfortunately, our university may have to soon cap (or throt-
tle) bandwidth in the residential halls at the request of our upstream Internet Serv-
ice Provider, who provides Internet access to most of the four-year colleges in Okla-
homa. This technique reduces the flood of network traffic to an acceptable level,
along the way inhibiting (to some extent) mass file sharing, but also impeding any
legitimate use of a network that might require substantial bandwidth resources.
However, alternative traffic-shaping strategies exist that can pinpoint and mold
peer-to-peer network flows with greater precision. The challenge here is in keeping
up with new networks and technologies, and in staying on top of the constant game
of cat-and-mouse played between P2P developers and enterprise network security
architects.

The Center for Information Security within the University of Tulsa is also doing
its part to combat Internet piracy and to raise awareness of unsafe computer use
practices. Many of our information assurance classes directly address ethics and
media piracy, and educate students on security issues and operational risks of run-
ning untrusted network applications. Changing the mindset of students is perhaps
the biggest challenge, but it is by definition, our job as educators.

Aside from piracy, another major concern is how P2P networking clients installed
on university and student-owned computers can result in increased security
vulnerabilities in a university network. All software has flaws, and some flaws cre-
ate exposures that can be exploited to violate the security of a system. Several fac-
tors conspire to make the risks induced by security exposures in P2P software much
more serious.
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The first factor is that P2P clients connect systems to massive ad hoc networks
that are beyond the administrative control of any one enterprise. This extreme level
of connectivity radically expands the security perimeter of a network. As a result,
security vulnerabilities in P2P clients are accessible to every user on that P2P net-
work, regardless of their location. In short, P2P clients dramatically amplify expo-
sures to external threats.

In an effort to maintain a larger network population, P2P client developers have
implemented deceptive strategies in their clients to conceal file sharing activity from
users and system administrators. Most of the more popular P2P clients do not to-
tally shut down on an exit command from a user. Rather, they fade into the back-
ground, continuing to export shared folder contents. It is only when and if a user
notices the small client icon in the system task bar that they have an opportunity
to leave the file trading network. The goal is obvious: Less sophisticated users will
exit the main interface, but not notice they are still connected to the trading net-
work. Another risk confronts less sophisticated users. Haphazard configuration of a
P2P client could result in sharing a folder containing sensitive data (instead of
music), perhaps even unintentionally sharing the contents of an entire hard drive.

P2P clients are also beginning to make more frequent use of “tunneling” and “port
hopping” techniques to avoid detection by network firewalls and filters. Tunneling
embeds P2P messages within another protocol so that they blend in with other traf-
fic, and become more difficult for firewalls and filters to detect. An alternative strat-
egy is for clients to vary the communication ports they use (port hop), once again
making it more challenging for blocking software to recognize P2P traffic.

Another factor is the emergence of executable media content. Executable media
content, such as is found in Microsoft’s Advanced Systems Format and is now pos-
sible under the MPEG—4 standard, enriches an entertainment experience by pro-
viding multimedia enhancements and greater interactivity. Of course, the expressive
scripting and programming environments that support these technologies can also
be abused. Email attachments became a popular mode of computer virus trans-
mission only after the introduction of scripting content in word processing docu-
ments and web pages.

The weak “viruses” that have been reported on some peer-to-peer networks barely
hint at the real potential of self-replicating code in these environments. More suit-
able examples can be found in the Code Red, Nimda and Slammer worms that tar-
geted Internet web servers. In the case of a true P2P worm, the damage could be
even more widespread, it could penetrate deeper into enterprise networks, and due
to the stealthy nature of the client software, detection and remediation would be
more problematic. The recipe is simple: massive connectivity, exploitable software,
and active content. It is probably only a matter of time before a high profile event
occurs.

Yet another factor that affects the integrity of P2P clients, is the common industry
practice of embedding spyware in them. P2P developers bundle spyware in their cli-
ents as a way to generate revenue. Spyware monitors user behavior and tracks user
web browsing habits. The information collected by spyware is typically sold to di-
rect-marketing companies. The problem here is the trustworthiness of the embedded
software as it is routinely created by unknown third parties. Spyware is, by con-
struction, difficult to detect and may be impossible to disable or remove from a cli-
ent.

These threats call for increased technical controls on file trading activity in enter-
prise networks. Techniques for monitoring and filtering P2P traffic have been devel-
oped and do work. And some of these strategies may require no more intrusiveness
than extracting the “to” and “from” addresses found in packet headers. Even the
more sophisticated P2P signature detection schemes do not necessarily reveal who
shares what on a network.

Unfortunately, filtering and blocking will become less effective over time as P2P
developers integrate additional counter measures. Ultimately, end-to-end encryption
of communication channels will make it virtually impossible for system administra-
tors and Internet Service Providers to monitor network traffic. For this reason, re-
searchers in the Center for Information Security at the University of Tulsa are de-
veloping and analyzing alternative strategies for protecting digital content in peer-
to-peer networks. “P2P Fear and Loathing: Operational Hazards of File Trading
Networks,” a white paper we prepared for this Subcommittee in a September 2002
hearing, presents some of our early investigations and is submitted as part of this
written testimony. In particular, we are studying two techniques, interdiction and
file spoofing, that have been put into practice by some digital rights management
companies. These techniques seek to impede copyright infringement through direct
participation in peer-to-peer networks.
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Interdiction is a technique that swamps the download request queue of a copy-
right infringer so that other requests are starved out. This counter measure con-
stitutes a high-level Denial of Service attack on a P2P client, but does not nec-
essarily impair general system performance or the performance of the underlying
network. One undesirable side effect of this approach is that all download requests
to the would-be infringer are impacted, even those that would not constitute a copy-
right violation.

Like interdiction, file spoofing inhibits copyright infringement through direct par-
ticipation in peer-to-peer networks. However, while interdiction attacks the
download process, file spoofing targets the search process. In this approach, a collec-
tion of clients flood a peer-to-peer network with bogus search results linked to decoy
media. File spoofing has one advantage in that legitimate queries can go unaffected,
but more research needs to be done to evaluate how a network would respond to
large scale deployment.

Peer-to-peer network technology is elegant, robust and has a bright future in com-
puting. But it is experiencing some serious growing pains, and this is nowhere more
evident than on our college campuses. It will take a combination of efforts on mul-
tiple fronts to help this promising technology survive its adolescence. Users must
be made aware of the risks of installing and running P2P clients on personal and
enterprise networks. Attitudes towards piracy must change. And the potential of
novel anti-piracy technologies should be more closely examined. There is a lot at
stake, and not just for copyright owners.
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Abstract—Peer-to-peer  (P2P) networking  technology  has
revolutionized file sharing over the Internet.  Proprictary and
open source P2P ventures alike have taken flight, facilitating
public file sharing on an unprecedented level. Unfortunately,
careful investigation of P2P security and digital rights
management issues has not followed hand-in-hand with wide-
spread acceptance and use of the technology. P2P networking
clients expose systems to a variety of security and privacy
hazards. Moreover, rampant copyright infringement over P2P
networks has  spurred the development of electronic
countermeasures to thwart would-be infringers. This paper
examines the security and privacy risks a ted with P2P
networks, as well as clectronic countermeasures to copyright
infringement over P2P networks.

Index Terms— blocking, digital rights management, electronic
countermeasures, file sharing, interdiction, network security,
peer-to-peer networks, redirection, spoofing, viruses, worms.

1. INTRODUCTION

Peer-to-peer (P2P)  networking  technology  has
revolutionized file sharing over the Internet [2, 3, 4, 7].
Proprictary and open source P2P ventures alike have taken
flight, facilitating public file sharing on an unprecedented
level. Unfortunately, investigation of P2P securily and digital
nights management 1ssues has not followed hand-m-hand with
wide-spread acceptance and use of the technology

P2P networking clients expose systems to a variety of
sceurity and privacy hazards Systems  running  P2P
networking clients may be vulnerable to software design and
implementation (laws thal provide an open door [or hackers.
‘What distinguishes this threat from that posed by flaws in
other applications is that the heightened connectivity of
systems running P2P clients greatly increases the level of
exposure, and accordingly the risk of operation. Privacy
concerns related to the potential for (and 1n some cases
documented existence of) spyware embedded in P2P clients
also have not diminished,

Marcover, the most popular P2P networks have become a
breeding ground for copyright violations of all digital media —
copyrighted music, movies, sollware and games are openly
traded. Where cryptography has failed to provide a solution,

rampant copyright infringement over P2P networks has
spurred  the  development o allernalive  electrome
countermeasures to thwart would-be infringers.  This paper
cxamines sceurity and privacy risks associated with P2P
networks, as well as eleclronic counlermeasures lo copyright
mfringement over P2 netwo:

II. PEER-TO-PEER TRADING NETWORKS

Tile sharng networks based on peer-to-peer technology
typically embrace one of two scrver models; centralized or
decentralized.  The difference to users is transparent, but can
have sublle implicalions [or system security and for elecironic
countermeasures. This section brielly desernbes each model.

A, Centralized P2P Model

Napster popularized the centralized P2P model, and
demonstrated the viability and power of a simple network
overlay architecture on the Intemet |2]. The Napster P2P
model relies on a centralized server (or a collection of servers)
to maintain an index of dewnloadable files on participating
network clients (Figure 1).

To participate in this kind of a P2P network, a user must
download and launch a software client. The client registers
itsell in (he network by communicating to (he server and listing
the liles available for download, which are localed in a
designated shared folder,
information to the server; its TP address, purported connection
type {e.g. 13, T1, Cable, DSL or dial-up), and other metadata.
Clients periodically send updales to the server lo ensure a
current index

Keyword-based queries (Iigure 1 - Q) for files are issued
from a client to the server, which then reports back (o the
requesting client any hits Figure | - II), idenlilying the
location of all clients that have files matching the scarch
criteria. A download request is then made from the originating
client direclly (o the client hosling a desired [ile, and the
download process begms (Tigure 1 - D). Commenly, the
download process is accomplished via a separate network
protocol, c.g., HI'TP — the protocol used to download web
pages [Tom siles across (he Internel

The client also sonds connection
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Figure 1: Centralized P2P Model.

The primary perlormance issue in the cenlralized model 1s
that the server, since it must index every host and respond to
cvery query, 18 a potential bottleneck.
replication is a simple and effective strategy for overcoming
this obstacle, allowing P2P networks to scale in number of
participating hosts. The tradeoff for this schemc is added
complexily of server-lo-server communication and logic for
index integrily and consislency.

However, server

B. Decentralized P2P Model

The decentraliced architecture [eatures a  purer
implementation of the pecr-to-peer nctworking philosophy
(Figure 2). Gnutella and other decentralized P2P schemes rely
on each client o support query/response lunctionality |3]. The
only server-like syslems involved in these networks are those
nades that help clients bootstrap themselves into the notwork
by providing them with a list of peer node TP addresses in the
client’s neighborhood.

D
Figure 2: Decentralized P2P Model.

[

Once again, participation requires the installation of
client software to launch the bootstrap process and issue and
respond to queries. The collection of network nodes visible to
a given client defines its horizon. The horizon for a node is
dynamic and is directly relaled to umely network replies
compared against Time-To-Live (TTL) parameters, which
cstablish the lifetime (typically by hops) of query mossages
originaling [rom a client.

In decentralized P2P networks, lile queries (Figure 2 - Q)
arc issued from a client directly to other nodes in the client’s
horizon.  Clients receiving quetics may respond direetly with a
hit message (Figure 1 - [1), or pass the query along lo other
nodes in ils horizon. One subtle feature in the most comnion
decentralized model implementation is that hit response
messages traverse back through the original query path, as
opposed lo [owing ‘directly” back (o the query host from the
responder.  Download requests are made [rom (he querying
client directly to the client reporting the hit. (Migure 1 - D)
Again, it is common practice for the actual download process
1o oceur via a separale network protocol, such as ITTTP.

111, 2P NETWORK T HREATS

Most P2P networks share characteristics that inercase the
risk ol operation lor participating svslems. Exireme and
anonymous conneclivily herent in P2P networks creates an
cnvironment in which cstablishing and maintaining corc
seeurity  propertics of integrity and nen-repudiation is a
dillicult, i’ nol impossible, task. P2P lile traders run a higher
risk ol machine crashes, loss ol privacy, even having their
svstems commandeered by hackers. Threats to P2P users may
not only come from hackers lurking in dark comers of the
network, but also from the client software itself. This section
examines the dangers posed Lo P2P networks by spyware,
trojan horses, system exploits, denial of service attacks, and
worms and viruses.

A Spyware

The most prevalent threat to user privacy in P2P networks is
spyware. Spyware takes many [orms; [rom annoying sollware
that sends registration form data o third parties for consumer
profiling, to more insidious programs that track user activity
and steal sensitive information oft of hard drives.

Developers routinely bundle spyware and adware with P2P
clients as a way Lo generale a revenue siream [rom their [reely
downloadable  software. In P2P networks, spyware
complements  adware by monitoring user behavior  and
constructing user profiles from various data sources on a user’s
system. In particular, 2P spyware racks user browsing habits
to facilitate target-marketing campaigns that often incorporate
adware (pop-up and banner advertisements). In addition,
registration data is regularly sold to direct marketing tirms.

While there is no indication that this practice will diminish,
“clean” versions of P2ZP clients (purportedly without spyware)
have swfaced [S]. Tiven so, no foolproof method of checking
for the absence of spyware in these (or any other) applications
exisls.
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B. Trojan lorses

Trojan horscs arc cxccutable code embedded in system or
applicalion sollware with unexpected and possibly malicious
behavior. They may leak information, corrupt files, or allow
an intruder to gain unfettered aceess to a system.  The wide
install base and lax securily of persenal compulers running
2P clients makes them allractive largets [or trojan horses.

However, the primary threat comes not from the core client
itsclf, but from the collection of software and adware bundled
wilh the clienl. In January 2002, Symantec ¢ fied a 2P
client spyware program called "W32.DIDer" as a (rojan horse
because, even after users opted to block installation of the
carrier code, it installed itsclf on users’ tems |1]. The
offending code was bundled in clients for four separate P21
nelworks. Al the time, cne of the P2P neiworks involved
boasted a client install base of over 1.3 million systems.

C. System Exploits

System  exploits  take advantage of application-level
vulnerabilities duc to flaws in software. Exploits arc often
caplured in seripls and posted on hacker websiles that any
novice can access. They can be designed lo achieve a number
of malicious objcctives.

By far, the most common form of software system exploit is
the buller overflow auack. Buller overllows capitalize on
weak bounds checking of paramelers lo overwrile stralegic
regions of memory. In some cases, overflowing a parameter or
variable may have no discernable effect. On the other hand, it
may crash a system. In a skilled buffer overtlow attack,
execulable code is wrillen into memory and run, potentially
giving a hacker full control over a host. Other kinds of system
exploits, such as race conditions and trust abuse occur less
frequently, but can yield similar results

As in any prograni, P2P client sollware is susceplible (o
design and implementation flaws. Unfortunately, the open
naturc of P2P clicnts makes buffer overflow and other system
exploits more likely, and potentially more devastating.  P2P
clients musl, by delinilion, expose network service interfaces
and other [unctions that can easily be probed for Ilaws and
weaknesses by hackers.  Tor example, an alleged cross-site
seripting vulnerability was reportedly found in some carly
Gnutella clients and is cwrently under review [6].  The
weakness allows altackers to execule arbilrary code on remote
systoms. Unfortunately, the increasing richness of P2P client
service features and functions correspondingly incrcases the
potential number of latent soltware vulnerabilities, which can
lay dormant [or years unlil they are discovered by a hacker.

D Denial of Service Attacks

Denial ol Service (Do) allacks are among the most polent
weapons in a hacker’s arsenal.  They are alse the most
challenging to contend with. DeoS attacks can happen at any
level of a network and/or application. Some Do$ attacks may
consist of malformed packets designed to crash systems.
Others may rely on network traflic floods to lake down a
system or router, even engaging multiple hosts to force-
multiply the impact of the attack; the most extreme of these
enslave a legion of hosts in order to launch a massive wave of’

packets at a target in a Distributed enial of Service (D12oS)
altack.  Such atltacks can encumber substantial collaleral
damage; while the intended target may be a host, an entire
network could be cqually impacted

[n as much as DoS attacks degrade performance or disrupt
service lor nelworks and systems, they likewise impact 2P
users and networks. However, 1t 1s possible (hal cerlain lypes
of DoS attacks may target hosts, or even specific applications
on hosts, leaving ather system clements relatively unharmed.
For example, jamming (he upload queue ol a P2P client with a
flood of download requests may ellectively block other users
from accessing files on that host, but have no other substantial
impact on the hest itself or the network to which it is
comnecled.

Ir. Worms and Viruses

Worms and viruses have as much potential to overwhelm
compulers and networks as do DoS attacks. Both infeet hosts
via system exploil and/or social engineering, cover their
tracks, and repreduce to move across a network. Worms
propagate without human intervention, using network serviees
and communication channels to spread.  Viruses rely on
humans o move [rom system o syslem.  The payload in
viruses and worms may be malicious or benign, but in either
case the massive reproduction of sclf-replicating code may be
cnough to eripple hosts or regions of a network.

A recenl spale of virus atlacks has inflicted damage on
popular P2P networks [8]. One of the carliest, the “Benjamin”
virus, propagates itsclf across the Kazaa P2P network through
a combination of social engineering and localized replication
in share lolders. The virus relies on o user download 1o move
from machine to machine across the Internet. Ongce the code is
activated, the virus copics itsclf to a shared directory under a
varicty of names and displays a website containing banner
advertisements.

Even though these P2P viruses need humans lo download
them to spread, it is not difficult to cnvision a truc P2P worm
that replicates itself throughout shared folders by using
vulnerable client communication channels.  Such a worm
might infect a host by identilying and exploiting a latent bulfer
overflow exposure residing in client network service functions.
Copying its own code into the communication buffer, it would
not rely on human interaction to propagate, and therefore
could spread much [aster.

1V, P2P DIGITAL RIGITTS MANAGEMENT

As researchers seek elusive cryplographic solutions to the
digital rights management problem, a collection of clectronic
countermeasures have been developed that strike at digital
piracy distribution models. Blocking, inlerdiction, spoofling
and redirection all aim (o inhibit the trading ol copyrighted
media in P2P filc sharing cnvironments. It is important to notc
the schemes deseribed in this scetion do not engage “hacking”
techniques to foil digital media piracy. Each technique has its
relalive merits and  disadvantages, bul collectively, (hey
represent the only practical technological means of dealing
with copyright infringement over P2P notworks.
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A, Blocking

The most straightforward technique for inhibiting illegal file
rading in P2P environments 1s to block quenies and/or hil
response messages as they vy to move across a notwork
(Figure 3). This can be accomplished with a simple tirewall or
rouler by blocking the appropriale used by
communicating P2P clients. The net effect of this approach 1s
that regions of P2P networks are isolated from the rest of the
network, unable to communicate or trade files.  Successful
implementation ol this strategy requires control of some region
of (he network, and thus is ideally suited for enlerprises and
Internet Service Providers (ISPs). (While blocking helps some
private onterpriscs cut down on digital piracy and curb
bandwidth consumption, public ISPs appear more than
reluctant lo adopt this approach.))  Depending on (he
implementation, a blocking solution may restrict P2P

porls

communications for an cntirc CNtCTprise nctwork, a subnet or
collection of subnets, or an individual host.

Figure 3: Blocking.

The drawbacks to this approach arc significant. TBlocking
solutions typically cannot discriminate between illegal file
rading and legiimate queries and downloads. Moreover,
dependmg on the load of the network, the blocking hardware,
the countermeasurc may constitute a bottlencck.  Tastly,
simple port-hopping and tunncling strategics are effective
ways to elude nelwork blocking and fillering devices, making
it more difficult to locate and disrupt copyright nlinging
downloads and communications.

B. Interdiction

Interdiction constitutes a high-level Denial of Service attack
on 2P client download functions (Figure 4). The objective of’
this counlermeasure is o swamp the download request queue
of a copyright infringer with requests so that no illegal
copyrighted media can be downloaded from the infringet’s
system by third partics. Implementation engages an array of
hosls — mterdiction servers — dedicaled (o localing infringers
and 1ssuing a stream of download requests 10 keep their queues
filled over time

This approach differs from low-level Do§ attacks in that it
surgically strikes at an application-level weakness — (he limited
capacity ol the P2P client download request queue. Whereas a

conventional DoS flooding attack may direct thousands of
messages al a largel instantaneously, a slow bul sleady siream
of download requests will likely suffice to greatly diminish an
infringer’s ability to share files over a P2P network.  The
principal drawback of this approach is that requests for
legilimale media 1o the inlringer’s host are allected as well. In
addition, smart clients may be programmed (o 1gnore repeated
download attempts from the same client in an attempt to
circumvent the countermeasure

H-Hit

Q-Query
D - Download

Interdiction Server

Figure 4: Interdiction.

C. Spoofing

Like interdiction, spoofing countermeasures aim to prevent
digital media copyright infringement by overwhelming 2P
networks (Figure 5). Ilowever, while interdiction allacks the
download process, spoofing targets the search process. This
technique floods P2P indexes with decoy metadata in a
centralized architecture, e.g., Napster networks, and responds
to queries [or copyrighted media with bogus responses in a
decentralized architecture, e.g., Gnutella networks. The
intended offeet of spoofing is to make locating authentic files
in a trading network nearly impossible by ensuring that decoy
hits drastically oulnumber legitimale ones.

Figure 5: Spoofing.
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Spoofing typically requires an array of systems serving up
decoy information. The bandwidlh economics of spooling is
more attractive than interdiction becanse the process vields a
flood of media metadata, substantially loss expensive than the
constant stream of downloads incurred by queuc jamming.
Moreover, spoofling does not inhibil legitimalte lile trading by
anyone, 1L largets the media, not the infringer.

Decoy media manufacture and download strategics play a
key role in the success of spoofing schemes.  Decoy media
musl appear authentic in all ways to requesling clienls — in
size, name, format, and all other media characteristics visible
to uscrs in P2P scarch engines. The download process can be
metered to preserve network bandwidth.  Download preview
lunctions also pose a challenge to manulacturing decoys, bul
lechniques have been proposed to construct decoy media [iles
that appear authentic in their initial seconds of play. This
minimizes the effectiveness of preview functions as decoy
filters.

D, Redirection

Redirection perpetrates a bait and switch on users looking
for copyrighted digital media in file trading networks (Figure
6).  In Gnulella-siyle networks it exploits (he messaging
protocol, which mandates that the response path follow the
query path for media scarches. Tntermediate hosts along the
query path falsify and corrupt response messages (Figure 6 —
II1) so that subsequent download requests (Figure 6 — DS) are
musdirecled. Strictly speaking, redirection in Napsler networks
is not possible without penctrating the server index core
services.

Q- Query
H - Hit
D - Download

Figure 6: Redirection.

This appreach has an ultimate effect similar to that of
spoofing, oxeept that its “decoys” actually replace some
infringer search results. Would-be inlringers even can be
redirecled (o allenalive  content. Ilowever, a simple
modification to the P2P messaging protocol permitting dircot
query responses (as opposed to responses that follow the query
path) would eliminale the opportunity [or intervening clients to
aller or forge response messages.

V. CONCILUSIONS

Users and  adopters of peer-to-peer  technology  must
understand associaled operational hazards, including inherent
seeurity vulnerabilitics and exposures, as well as implications
of imminent P2P digital rights management strategics.  Next
generation 2P networks promise grealer anonymily, more
powerlul search engines, and anticipate an underlying Inlernet
infrastructure that delivers broadband connectivity to virtually
cvery desktop.  Unless security architectures and electronic
counlermeasures [or network media piracy keep pace with P2P
technology, developers, network administrators and users alike
will find increasing operational risk and greater digital media
copyright protection challenges in the future.
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Mr. SMITH. Thank you, Mr. Hale.

It seems to me that one of our goals today is to try to determine
what model works and also try to measure just how successful the
models to date have been. Penn State and UNC have been setting
the pace, I think, on college campuses today as to what should be
done and can be done. And that sort of will be the line of ques-
tioning that I'm going to embark on.

Ms. Rosen, let me direct my first question to you. In your pre-
pared statement—and by the way, I should say to you, I know
you've announced that you're going to be leaving your position at
the end of the year. We're all going to miss you.

Ms. RoOSEN. Thank you, Mr. Chairman.

Mr. SMITH. But I appreciate your being here today, particularly
since I know you haven’t been feeling well. So thanks for making
the effort.

In your prepared testimony, you said you expected a number of
technologies will show potential, and you say that you hope in the
future that legitimate online music subscription services will have
a greater presence on campuses.

But what is the goal of the RIAA? How much do you want to re-
duce campus piracy? What will you consider to be a success from
implementing the education, the enforcement, the technology?

Ms. RoOSEN. That’s an excellent question and one which doesn’t
have an easy answer. I think no one is under the illusion that
we're going to stop peer-to-peer activity or eliminate online piracy.
I think what we want to do, though, is get it to a point where the
legitimate business is actually thriving online and so that there is
a chance for new investment, new artists, and new opportunities
in the online area.

And right now, that’s just being drowned out. So that there has
been, you know, hundreds of millions of dollars of investment in
bringing legitimate services online. And so, we have to find—right
now, the balance is somewhere like this. I think we’d like it to be
somewhere around here.

Mr. SmiTH. Okay. So far, have you seen any appreciable reduc-
tion as a result of these various measures?

Ms. ROSEN. No. I think to date what we've seen is that these
companies are having an extremely difficult time competing with
free, if you will. And in large measure, I think that will continue.

Mr. SMITH. That’s a tough business model to compete with, when
the competition is free. You're right.

Dr. Spanier, let me go to you, and thank you for your forceful
comments as well and for what you’re doing on campus.

As a result of these efforts—and as I say, I think you're leading
the way—have you seen any reduction because of your educational
and enforcement efforts? Have you quantified your success?

Mr. SPANIER. It’s hard to know for sure because we have so many
students and our networks are so large. I suspect what has hap-
pened, if I can guess at the trend, is that the infringement—the
gross infringement by smaller numbers of students who, if we pro-
vided them unlimited bandwidth, would have continued to explode.
That has been curtailed because we do have this—we have,
through technological means, narrowed the pipe for them. We're
just not permitting massive infringement.
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But what I think still exists is that we have thousands of our
students who do a modest amount of it, and therein lies the prob-
lem. If you have thousands of students at a large university like
ours who are doing some of it, you multiply that by all of the col-
lege students in the country, it is a problem of the magnitude that
several of you summarized.

Mr. SMITH. Right. On the Penn State campuses, what would be
your guess as to what percentage you have reduced that illegal
downloading? It would be 10 percent or more or less?

Mr. SPANIER. It would be hard to say. Again, I think we have re-
duced substantially the illegal downloading of some infringers who
were doing it in a very substantial way. But we still undoubtedly
have a lot of students who are doing some of it.

It’s also fair to point out, and I think one could discern this from
several of our comments, that for a university like ours, as near as
I can tell, somewhere in the neighborhood of three-fourths of the
activity on our network:

Mr. SMITH. Is off campus.

Mr. SPANIER. Exactly. Is people coming in from outside and using
our students’ computers to upload material that is leaving the cam-
pus.

We have done something that I don’t think very many univer-
sities have done. We're employing some proactive technical means
to disrupt infringing activities by routinely scanning our networks
to find machines that have been compromised in some way or an-
other.

And one of the primary motivators for intruders to compromise
our machines is the establishment of unauthorized outside “Warez”
servers, which are generally used for illegally trading copyrighted
material. Just since January 1st of this year, we have found over
100 such intrusions into computers of our students in our own resi-
dence halls.

We go in. We take them off-line. We help them fix their com-
puter, and then we educate them about what’s happening. And this
really is a very good example of what our technical expert here was
describing.

Mr. SMITH. Right. Thank you, Dr. Spanier.

Ms. Render and Dr. Hale, I hope to have a chance to ask you all
some questions later on. Right now, I'll recognize the gentleman
from California, Mr. Berman, for his questions.

Mr. BERMAN. Well, thank you very much, Mr. Chairman. And I
join you in expressing best wishes and appreciation for the work
of Hilary Rosen in her stewardship of the RIAA. She is rock-n-roll.
No. [Laughter.]

And she gives as good as she gets, and she gets it a lot, and from
all sides. And does it with grace and wisdom and skill, and we're
going to miss her. But hopefully, this isn’t her farewell song today.

The academic witnesses are, in the context of all of this problem,
the good guys. They all represent institutions and organizations
that are sensitive to the problem, are focused on the problem, are
trying to do some things about the problem. And I appreciate that,
and I hope you won’t take my questions as hostile.
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But I do see in your testimony some flaws in your software, and
I would just like to exploit them a little bit. That sounds weird. No.
[Laughter.]

Let me start with President Spanier. You acknowledge the in-
fringing nature of this activity. But your testimony is reluctant to
support blocking P2P transactions because, in selected cases, there
might be a fair use?

Mr. SPANIER. Yes.

Mr. BERMAN. In the context of the uploading and downloading
we're talking about, where you're spreading it to thousands and
thousands of people, could you explain to me that hypothetical case
of fair use?

Mr. SPANIER. Yes. Well, as I said only very briefly, there are
clearly legitimate uses of peer-to-peer file-sharing. I would agree
with Hilary Rosen that that is not typically how that technology is
used now.

Mr. BERMAN. I'm just trying—but you talked about there cer-
tainly are—there are authorized works being distributed probably
that we all know and none of us want to ban P2P networks.

Mr. SPANIER. Yes. Yes.

Mr. BERMAN. So I think we should take that off. That’s not some-
thing Congress, I think, is seriously contemplating.

But you put it into the context of a fair use, a copyright protected
work whose distribution on a P2P system would be a legitimate
fair use. And I'm just wondering what that example is.

Mr. SPANIER. Well, the example is not any different than it has
been for decades in copyright law in the United States. There are
many, many examples when we had printed material, where pro-
fessors and students and librarians would recognize that it was
quite legitimate for instructional, research, and other academic
purposes to make fair use of copyrighted materials, which might in-
clude using excerpts or taking material and using them in legiti-
mate way in a classroom setting.

And it is also the case that in a digital environment, there may
be some legitimate fair use of copyrighted materials.

Mr. BERMAN. Remember, we’re talking about distribution on a
peer-to-peer system that has millions of people. I'm trying to under-
stand what—I know all kinds of examples of fair use.

Mr. SpaNIER. Well, if, for example, we have a faculty member
who is in the School of Music or in our program in integrative arts
or someone teaching cultural studies who is looking at the impact
of certain types of music in our society, and part of a classroom as-
signment is for students to learn about the music or analyze the
lyrics, it would be quite legitimate, I think, to look at that music,
to use it, to have it be part of the classroom presentation.

It would be legitimate for a doctoral student who was doing a
study of cultural trends to look at these questions. Those would be
examples off the top of my head.

Mr. BERMAN. Well, I couldn’t agree more. But none of that in-
volves uploading a copyrighted work of music in its entirety onto
alsystem which then allows it to be distributed to millions of peo-
ple.

Mr. SPANIER. To millions of people? No, absolutely not.

Mr. BERMAN. But that’s what this file-trading on P2P systems is.
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Mr. SPANIER. Well, quite right, and I would be the first to ac-
knowledge that, that the principal use at the moment of the peer-
to-peer file-sharing technology is to illegally download or upload to
others copyrighted material. And that is wrong, and that is some-
thing we have to cooperatively work at stopping.

What we’re concerned about in the higher education community
is not throwing the baby out with the bath water. We want to pro-
tect fair use in all of its respects, not just in relation to music. This
is a much larger issue for our community of librarians and for our
network administrators and for our researchers than just music.

Secondly, we want to recognize that there is a lot of marvelous
research going on on the use of peer-to-peer networks, which is still
in its infancy. And unfortunately, in its infancy, it’s mostly being
used improperly. But it has great opportunities in the scientific
community to be used well, and there are even studies being fund-
edlby the National Science Foundation to help work on that tech-
nology.

Mr. BERMAN. My time is up, so I don’t have any time for more
questions. But let me just say in—there are—universities are using
blocking technologies to stop legal activities—spam, pornography—
because only certain kinds of obscenity which—pornography which
meet an obscenity standard are illegal. They’re using—and, in
many cases, thereby blocking legal transmissions.

They’re not drawing some kind of calibration which says because
there is something legal that might be taking place, we can’t use
any blocking technology. There are a thousand different ways to
make sure that fair use rights are ensured: e-mails—digitally—e-
mails, limited networks that aren’t publicly accessible to ensure
that this kind of research and collaboration and instruction can
take place using copyrighted works in ways that are acknowledged
to be fair use.

I just think it’s funny to prevent any blocking technology here be-
cause there is a theoretical possibility of a fair use, which I can’t
quite put my finger on, when there are many other ways to dis-
tribute it. And then to use that same blocking technology for a va-
riety of other efforts, to stop hate speech and pornography and
spam, some of which is clearly legal communications. But thank
you.

Mr. SPANIER. There have been efforts to block certain things. It
turns out, at this point in time, they’re not all that successful be-
cause people have found so many ways to defeat them.

But this, in fact, what you've just described, and it’s an excellent
point, is the charge to our technology Subcommittee, to explore the
different technologies that are out there, to study them, sponsor
pilot studies, and ultimately to come up with solutions that univer-
sities could use if they so choose to use them.

We’re not sure a one-solution-fits-all outcome is workable. But we
want this Committee to survey what’s out there, test it, present
them to the university community. And I think when we have that
and when we know what’s really possible and what will work, I do
expect that some universities will adopt some remedies that go be-
yond what I've described at Penn State.

And as I mentioned in my comments, Penn State would be will-
ing to go even further if we knew that it worked and that it could
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really be done well, could be ramped up to a university of our size,
which, for example, transmits 3 million electronic e-mail messages
a day, and not all solutions, it’s clear, would work for our systems.
We’d be willing to look at something like that.

Mr. SMITH. Dr. Spanier? We need to move on. Thank you for
your comments.

Thank you, Mr. Berman.

The gentleman from Tennessee, Mr. Jenkins, is recognized for
his questions.

Mr. JENKINS. Thank you, Mr. Chairman.

Dr. Spanier, you perhaps approached this, but nothing has been
said about going down to the U.S. Attorneys Office or the local dis-
trict attorney in an effort to stop this illegal practice.

Has your legal staff, have they gone to the U.S. Attorneys Office
or to the district attorney’s office in an effort to present whatever
cases you may have knowledge of?

Mr. SPANIER. No. We don’t typically handle the problem that
way. As I mentioned

Mr. JENKINS. Well, if on your campus, you had an assault and
battery or you had a robbery or you had a murder, you would go
down to the local district attorney’s office, would you not, and con-
sult with them?

Mr. SPANIER. Here’s how we view it at the university. We are,
first and foremost, educational institutions. The lion’s share of our
students are in that transition from adolescence to adulthood. So
our approach, first of all, is an educational one. We try to educate
them.

If that educational approach doesn’t work, we restrict their serv-
ice or deny them access. If we find that they are repeat offenders
and trying to circumvent our systems, then they are charged
through the university’s judicial affairs process, and their status at
the university as a student can be affected. They can be suspended,
expelled.

We look to those kinds of mechanisms before we would ever want
to put this into a criminal situation.

Mr. JENKINS. And you’re doing as much as anybody in the coun-
try, and I, too, compliment you for it. But let me ask Ms. Rosen,
and you’re not in this business to provide an educational oppor-
tunity, have your folks gone down to the U.S. Attorneys Office or
the district attorney’s office?

I know there are some statutes. I know early on there were some
test cases. They wound up with acquittals. But since then, the law
has been changed. And so, have you gone down to the U.S. Attor-
neys Office or the district attorney’s office in the States?

Ms. RoseEN. Well, I think we should separate this into two areas.
On the university side, we actually send about 2,500 notices a
month to universities around the country when we see egregious
users uploading files, making files available. And usually, you
know, to a university, they take them down or they deal with the
student or they address it.

So, really, where we have—and that’s why we’re focusing now
with the university community on deterrence as opposed to punish-
ment. And what we are looking at, though, in the rest of the
world—I mean, there are obviously other bandwidth providers like
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ISPs have not been as cooperative as universities are, and that
issue, indeed, is in court.

But there are Federal criminal statutes that affect this. And we
have also encouraged the Department of Justice to look at deter-
rence programs because their use is so widespread.

Prosecution on individual basis is extremely difficult. But deter-
rence might be an avenue for them to go down as well.

Mr. JENKINS. Now, Ms. Render, you were not as sure as the oth-
ers that those criminal statutes might be effective, as I understood
your testimony. Is that right? I believe you said there were consid-
erable roadblocks that were placed in the way of policing this?

Ms. RENDER. I'm not exactly sure which of my comments you are
referring to. But let me reiterate that, very similar to Penn State,
I mean, we have levels of offense. And what we have found, not
being able to quote specific numbers, but on most of our campuses,
only about 1 percent are repeat offenders after they have gone
through some form of education and an attempt for remediation as
to any kind of potential infringement of copyright material.

Talking about some of the, I guess, roadblocks or complications,
I think there are still questions about the universities’ obligations
and responsibilities. I think there are competing laws around pri-
vacy and other issues that we have to take into consideration. And
so, because it’s multifaceted, I think that’s the primary reason for
a very careful and deliberate approach.

Very encouraged by the potential of the outcome of the work of
the technology task force particularly that might give us further in-
formation about how we can use the technology in a way that will
not be conflicting between those laws of privacy and those laws
protecting copyrighted material.

Ms. ROSEN. Mr. Jenkins, could I just comment briefly on the law
for 1 minute?

Mr. JENKINS. Sure.

Ms. RoseEN. The law is clear in this area that making files avail-
able for the distribution to millions of strangers on P2P networks
is illegal. And there has never been an acquittal. The criminal stat-
utes are clear, as the civil statutes are clear. There is no privacy
issue associated with that. The——

Ms. RENDER. If I could——

Mr. JENKINS. Well, Ms. Render, if 1 percent of your students at
the University of North Carolina were repeat offenders in assault
and battery, would you give them the same consideration as you
give these offenders, these repeat offenders in this area?

Ms. RENDER. Well, it’s my assessment that we treat students
pretty consistently regardless of the type of crime or potential
crime that is—that they may be accused of. And so, in the very
same way, I think that our students are initially given a first
chance, an opportunity to be educated and informed. And then as
the severity of their conduct or their crime increases, we take more
severe action.

Clarifying on my comment, what I was referring to was not a
conflict in the law from the standpoint of whether or not copyright
is criminal, I was talking about the responsibility a university has
as far as following the law of the land and also following laws rel-
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ative to privacy and protection. As far as things like divulging the
names of students, et cetera, was the example I was giving.

Mr. JENKINS. Thank you, ma’am.

Mr. SMITH. Thank you, Mr. Jenkins. The gentlewoman from Cali-
fornia, Ms. Waters, is recognized. But Ms. Waters, would you yield
to me for a second?

Ms. WATERS. Thank you.

Mr. SmiTH. Okay. I wanted to follow up on Mr. Jenkins’s ques-
tion of Ms. Rosen and ask her very, very quickly if you would ever
consider taking legal action against individuals?

Ms. ROSEN. Well, right now, nothing’s off the table. I think in the
university environment, we are extremely optimistic that the uni-
versities are not taking the position that Ms. Render just articu-
lated, that they don’t have an obligation to notify students of
wrongdoing. And even better, that Dr. Spanier and his colleagues
are leading a proactive effort on deterrence.

But with regard to the rest of the use, you know, we have clearly
and publicly repeatedly said that nothing is off the table now.

Mr. SmITH. Okay. Thank you, Ms. Rosen.

Thank you, Ms. Waters, and you are recognized.

Ms. WATERS. Thank you very much. I'd like to ask any of the wit-
nesses representing universities, have you ever expelled anyone be-
cause of the illegal and inappropriate use of a P2P? At Penn State?

Mr. SPANIER. To my knowledge, we haven’t expelled anyone. And
the reason probably is by the time they get into that zone, if I'm
remembering right, we give them three chances at Penn State. By
the time they get to that point, we have closed down their access
to our networks entirely. They’re not allowed to use it, so they
don’t—they don’t get a fourth chance.

Ms. WATERS. But basically, they are allowed to break the law
three times before

Mr. SPANIER. What we do is we’re not making a determination
at that point about whether theyre breaking the law, because we
have not gone in and taken their computers to see what’s inside
of them.

What we have done is given them ample warning that they are
exceeding their permitted use of the university’s bandwidth, which
has given us the suspicion, unless they can come up with a compel-
ling reason, we have assumed that they are illegally
downloading

Ms. WATERS. Doing something illegal. Okay.

Mr. SPANIER [continuing]. Music or videos. And so, when they get
to that third infraction, their use is suspended entirely. So that’s
usually how it ends.

Ms. WATERS. Does anyone else know of any instance where a stu-
dent has been expelled from university because of the illegal and
inappropriate use of P2P?

Ms. RENDER. No.

Ms. WATERS. No? All right. Let me just say this, I'm a little bit
torn, a little bit torn about all of this because we encourage our
students to be creative and curious and aggressive in the use of
new technology, and I think that spirit dominates in this—in this
society. And it’s too bad that it does come in conflict with—that
spirit—with some of the laws relative to copyright.
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However, I don’t know if I can be of very much help as we dis-
cuss this issue because the fact of the matter is the universities of
America are not going to criminalize America’s middle-class chil-
dren. You're just not going to do it.

Perhaps if this was taking place in a regional occupation center
in an inner-city, where kids were basically stealing other people’s
intellectual property, we’d see some movement. I don’t think this
Committee is going to do very much. I don’t think the universities
are going to do very much.

The fact of the matter is, while I'm sympathetic to the young peo-
ple, they’re breaking the law. And it’s a double standard here.

And unless the university is willing to get tough—I mean, this
business about “we suspect,” and “we have limited the amount of
use,” and “we go in and we check and we verify,” and by that time,
it’s too late. They have been stealing for 4 years, and then they're
gone, I mean, that’s just not—that’s not acceptable. I mean, you
know?

I know what you're saying, and I know what you don’t want to
do. And I don’t think that a public relations campaign—I think it
should go on. But I don’t think it should be a substitute for hard-
core offenders who are in these universities.

And this business about limiting their use, they just go to their
friends. I mean, they get together with this, and they go down the
hall somewhere and it just continues to go.

And until the university or this Committee is willing to do some-
thing about it, we’re just wasting everybody’s time. I wish I could
be more helpful, but it’s pretty clear to me.

Thank you, Mr. Chairman.

Mr. SPANIER. If I could just

Mr. SmiTH. Thank you, Ms. Waters.

And, Dr. Spanier, if you'll be very brief in your response?

Mr. SPANIER. Yes, I just want to follow up on what you’re saying
because I understand your point, and it’s an excellent one. But let
me point out that the universities are actually trying to do some-
thing about this. We do have some opportunities to get a handle
on this, and that is what we’re working on.

But let me point out that the universities are not the majority
of the problem. The majority of what we’re describing here is hap-
pening outside of the Nation’s universities.

Now with bandwidth of the kind we’re talking about increasingly
available right into the homes and into K-12 and everywhere else,
it is a national problem that doesn’t just rest squarely on the shoul-
ders of the universities.

So even if we are successful in solving this problem, and we
are—we want to. We're working on it. It still doesn’t change the
fact that it’s a broader issue. Hilary and her colleagues sent a let-
ter to corporations across the country asking them to get a handle
on this as well.

And so I would just say that as your Committee works on this
and takes action, please do keep in mind that the university is one
part of the problem. But here we'’re actually working on it, and the
rest of it is still going to be out there.

Ms. WATERS. If the gentleman will yield, today we’re just dealing
with the university. And of course, wherever crimes are being com-
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mitted, the law should be applied. And this Committee certainly
would support any efforts to use the law against those who are in
violation.

But today, we really are just talking about the university today.
And just because it is being done outside, it certainly doesn’t make
it right for it to be done in the corporation or in the university or
anyplace else. But I appreciate your problem.

Mr. SPANIER. I agree.

Ms. WATERS. Thank you.

Mr. SPANIER. Thank you.

Mr. SMmiTH. Thank you, again, Ms. Waters. The gentlewoman
from Pennsylvania, Ms. Hart, is recognized for her questions.

Ms. HART. Thank you, Mr. Chairman.

And I happen to agree with Ms. Waters on that point. If it’s
against the law, it’s against the law. And it shouldn’t matter
whether it’s a university student or somebody at home.

I mean, our issue is—I think a large part of it is education, and
that is education of young people to the fact that this is wrong, but
they need more than that. If there is no consequences, as we all
know, there won’t be a change in behavior.

Ms. Rosen, I have a question regarding some information we
heard from a 2002 Consumer Trends Report that noted that file-
sharing is also growing with younger children—teenagers, 12-18,
who are not college students. Does the Recording Industry Associa-
tion have any program where they work with high school students
to try to replicate some of the things you're doing on college cam-
puses, first?

And if you are doing that, are you learning—some of the informa-
tion that you’re learning with universities, is that being applied
also with the younger children?

Ms. ROSEN. You're right that probably, in some respects, the fast-
est and most disturbing growth in this area is the 12- to 18-year-
old. In some respects, we think that’s because it’s so penetrated at
universities, it’s leveled out. There is no more growth. It’s just
prevalent.

But they're doing it from home, not from their schools. They’re
doing it because mom or dad has bought broadband access, or
they’ve convinced them to buy it. And so, we have done some—had
some conversations at the high school level. And we did a program
with Scholastic on this.

But really, it’s an education that has to be done more directly
with parents. Parents have to feel that they are, in providing the
service at their home, doing—putting their kids in legal jeopardy
if they’re not educating their own kids.

And that’s why we've focused our efforts really more at the
adults on the legality side and the kids on telling them what the
artists and the musicians think about it.

Ms. HART. The universities both, I think, have stated that you
do educate the students as to what is proper and correct and legal
usage. Have you had any cooperation with schools like, you know,
K-12—1I guess, not K—but you know, the older kids through senior
year at all in cooperation with maybe the high schools in your com-
munities about this? Or is it something that you just do as a re-
sponsibility within your own universities?
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Ms. RENDER. I think that our focus has definitely been with the
incoming freshmen, starting with the incoming freshmen and the
students throughout their career at the university. I think, how-
ever, though our communications, particularly with the K-12 com-
munity and the fact that it’s becoming increasingly common for a
sharing of education network provisioning between K-12 and the
university community, that it’s a topic that’s being discussed more
so with the administrators and technical folk rather than focus on
the public relations piece.

Ms. HART. Okay. Thank you. Same at Penn State?

Mr. SPANIER. Yes, we really start the process the day they arrive
for freshman orientation, even before they’re students. But after
they’ve enrolled in the university, when they apply for their com-
puter account, they have to go through an educational program and
agree to certain things before we’ll give them an e-mail address
and let them onto the network.

Ms. HART. Are they told that there are any consequences for vio-
lating——

Mr. SPANIER. Oh, yes. Yes. And by the way, that is—we have a
whole program of education that continues. We have posters. We
take out advertising. It’s fairly extensive. Our efforts to reach the
students and to try to get them to understand what’s involved here
are very extensive.

But you know, it’s a little bit like cheating in the classroom. I
think any of you who have taught would understand this. When we
give—our students basically have been brought up with the right
values. They understand—they do understand right from wrong
when they come to college. And we have told them, even if they
didn’t know it already, that it’s wrong to be doing what they're
doing. And they know it’s wrong to cheat in the classroom.

Most of our students want proctors at the exams so there will be
no cheating, and there will be an even playing field. And they will
then follow the rules. But a lot of students will cheat if they are
in a classroom and nobody cares whether they’re cheating. And I
think we have a little bit of that kind of phenomenon here. It is
something that they can get away with, and therefore they do.

And as Hilary and others have said, it’s very hard to compete
with free. So people are doing it around them, and they have come
to convince themselves that it’s okay to do this. We're telling them
it’s not. But I think that’s one of the reasons why we’re so intent
on looking at the possibility of even more significant technical solu-
tions.

Because if we can find a way to prevent it from happening with-
out violating some of the other values that are very important to
us in the higher education community, then it’s something that
many of us would be willing to try, and the students would, of
course, just have to accept that.

Ms. HART. Well, I would thank you for that. I know my time is
up. But I would really counsel you both, especially from the univer-
sity community, that as we move forward on this issue, it’s only
going to get more difficult. And as long as students believe that it’s
okay to do it, as long as they get away with it, that’s the message
we're sending, and that’s the message the university administra-
tion is sending. That’s the message that society is sending.
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And sure, they may know the difference between right and
wrong. But, gee, it doesn’t really matter if it’s wrong and nobody
says anything and nobody does anything about it.

So I would hope that we'll continue to work to find a way to actu-
ally eliminate it, prevent the opportunity. But I think, in the mean-
time, there is nothing wrong with making some examples of some
students in the process.

Thank you, Mr. Chairman.

Mr. SmiTH. Okay. Thank you, Ms. Hart.

The gentleman from Michigan, Mr. Conyers, the Ranking Mem-
ber of the full Committee, is recognized for his questions.

Mr. ConYERS. Well, thank you very much, Mr. Chairman. But I'd
like to yield to the freshest Member on our side, Mr. Weiner of New
York. I mean, the new man on the Subcommittee. [Laughter.]

Mr. WEINER. Thank you, sir.

Can I ask the panel just a little bit about the technological solu-
tions to this technological infringement? And one of the things I'd
like to ask you, Dr. Hale, is that the concern that you expressed
in your testimony about interdiction as a countermeasure was that
it would have the undesirable side effect, in your words, of blocking
all download requests, even those that do not constitute a copyright
violation.

But that seems to be a small price to pay. I mean, frankly, you're
operating in a counterterrorist kind of mode that sometimes you've
got to get the person that does it. Is that the only problem, because
it seems like interdiction seems like the most promising of the
ways to do this?

Mr. HALE. No, that’s not the only problem. And I will admit that
it is a small problem. I mean, if somebody is pushing drugs and
they’re also selling popcorn, it makes sense to shut down the entire
store until they—until you figure it out.

But there is a legitimate concern over unintended effects of flood-
ing a download request queue. It could cause more serious harm
to the system, the entire system that the would-be infringer is run-
ning, and maybe also the network

Mr. WEINER. The would-be infringer, meaning the person re-
questing the download?

Mr. HALE. No. The person that has the material to be
downloaded.

Mr. WEINER. Okay. I'm not persuaded that’s a huge problem. But
what’s next?

Mr. HALE. But also potentially the ISP that that infringer is
using. All right? So, you know, maybe there are thousands of peo-
ple using an ISP, and the infringer is one of them. If you do this
poorly, then the potential impact could spread beyond that and af-
fect other people. Now, that’s if you do it poorly.

So there may be ways to do it safely, but we don’t—there hasn’t
been a lot of research done on really measuring that, and that’s
what needs to be done, because it is a promising approach.

Mr. WEINER. Is there, and I'm not sure if it was Ms. Rosen and—
is it mister or doctor?

Mr. SPANIER. Either works. [Laughter.]

Mr. WEINER. Well, I don’t want to—we’re very sensitive
about——
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Mr. SPANIER. It’s doctor. Yes.

Mr. WEINER. Dr. Spanier might have mentioned it.

Is there a way to—are there unique things about music files and
movie files that allow you to, from the outside without actually
going into the file, kind of scan it as it goes by, pick up identifiers,
and say this is a de facto—I mean, close enough. You know what
I mean?

Frankly, a 40-page research paper, I imagine, looks differently to
a computer scientist than a 2-hour movie.

Mr. HALE. Yes, you can detect the signature of different types of
media and determine, you know, without little—with little dif-
ficulty, say, well, this is an MP3. Now, you may not—it may take
further inspection to conclude it’s a copyrighted work, but you can
conclude it’s an MP3.

And so, that’s certainly, you know, within the realm of possi-
bility.

Mr. WEINER. And is that promising? It seems to then deal with
the concerns that some of the academics have about not infringing
traffic that shouldn’t be infringed.

Mr. HALE. It’s promising in the short term, but you have to un-
derstand the end-game of this entire thing is going to be that it’s
a big game of cat-and-mouse for the P2P developers. Once this sort
of intelligent blocking becomes prominent or prevalent, then they’ll
begin to encrypt communications. Once they do that, it’s

Mr. WEINER. Yes. But you know, there is a line in the movie
“The Untouchables,” and I'm sure someone’s studio is represented
here, where Sean Connery says, you know, “They put one of yours
in the hospital. You put one of theirs in the morgue. They come at
you with a knife. You come at them with a gun.”

I mean, on some level—I think we’re on some level pussyfooting
around this problem a little bit because of our concern. I mean,
there is—you know, we could fill this room with all the file-sharing.
Maybe one little corner is what’s going on legitimately.

And until we start to kind of do some things to make it clear to
the person who’s doing the illegal activity that there is some cost,
right now, we've really—I mean, not we—you all have, I think,
been relatively timid in their approach.

And I don’t agree with some of my colleagues that say, you know,
lock up a bunch of kids who are downloading Sum 41 songs. But
even though if you downloaded—Simon and Garfunkel fans, I think
you might get some attention.

But the—I mean, I think that on some level, we in Congress and
particularly—I should only speak for myself—want to see some se-
rious action to deal with the problem yourselves before we start
tiptoeing up to the line and figuring out what to do.

And if there are concerns that you have about violating the law,
then maybe we can come and tweak things to make it possible. But
I think, you know, we’ve been just convening a lot of roundtables
and doing a lot of things that I think—you know, I think if some
kid had his computer go up in flames because he’s downloading a
song, the message would get around the Penn State campus pretty
quick that that’s a bad idea. [Laughter.]
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Mr. HALE. I don’t know that—I don’t know that there’s any—I
don’t know that there’s any flame-enabling technology out there.
But [Laughter.]

Mr. WEINER. No. But there’s a guy at Farrell’s Bar in Windsor
Terrace who will break his kneecaps if he does. I'm not sure we
should do that. [Laughter.]

Mr. HALE. Let me respond. I would like to respond by saying I
don’t think there is anything timid about what, in particular, the
Center for Information Security is doing, the approaches we’re pur-
suing.

But you have to understand the thing about encryption is that
once those communications are encrypted, we can’t tell where
they’re coming from. It could be somebody buying something off of
Amazon.com. We wouldn’t know.

So blocking becomes, at the network level, more challenging. So
what you have to do is actually participate in the peer-to-peer net-
work to achieve a technological solution, all right? And that’s—
those are the kinds of things that we’re trying to do because we see
the end-game is going to be encryption. There’s nothing you can do.

Mr. WEINER. And as I yield back, I would say, you know, we
here, on the campus here, have firewalls set up. We exchange enor-
mous amounts of information, a lot of research. We even get things
right sometimes, and I don’t think having those firewalls has
brought our work here to a screeching halt. And so

Mr. BERMAN. Would the gentleman yield?

Mr. WEINER. Well, I'm out of time.

Mr. HALE. If I may respond to that? Firewalls—in the end, fire-
walls won’t work. They just won’t work.

Mr. SMITH. Thank you, Mr. Weiner.

The gentleman from California, Mr. Berman, is recognized. You
had a follow-up?

Mr. BERMAN. I'll wait.

Mr. SMITH. Okay. The gentleman from Virginia, Mr. Forbes, is
recognized for his questions.

Mr. FORBES. Thank you, Mr. Chairman. And I, too, want to echo
what everybody said in giving you our appreciation for your being
here and to tell you that we honestly do respect your opinions, and
that’s why you’re here.

And I only have 5 minutes. So I'm going to try to be as concise
as I can be and ask you three questions. And if you can’t answer
them now, if you'll just get back with us and give us the answer
so we can get them in the record.

The first one is, and I know you don’t have specificity on this,
but how much do you estimate all of this costs, with as close a pa-
rameters as you can get? So we have some feel for just the dollars
and cents of what this piracy is costing us.

And the second one, Ms. Rosen, is for you. Are there any univer-
sities out there that are doing everything you think they should do?
And if so, can you give us a list of those universities and what their
model might be?

And then the third question that I have is, up here, we function
kind of like a funnel, and it’s an interesting funnel because at the
top of the funnel we talk an awful lot about the problem. And we’ll
have hearing after hearing after hearing where everybody comes in
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and talks about the problem. And you’ve heard from most of the
Members of this Subcommittee they understand there’s a problem.

And then you move down to the next level of the funnel, and ev-
erybody talks about the parameters. We’re concerned about this,
but we want to avoid this.

And every great while, we will move down to the bottom of the
funnel, where we actually do something. And at that particular
point in time, that’s what I'm interested in your opinions on. And
if you could, and I know you don’t have all of the information. We
never have all of the information. But I'd like to hear from each
one of you, if you could get back to us, what specifically would you
like for this Subcommittee to do and, equally important, what
would you like for us to avoid doing?

And I commend you, unlike some of my colleagues, for not going
out and arresting every kid, you know, that’s on campus or making
huge examples. I know that’s a tough problem. You don’t want to
put all of them in jail. But we really would like to hear with some
specificity what would you like us to do and what would you like
for us to avoid doing?

And if you want to respond to any of those in a limited amount
of time, that’s fine. If not, if you could just get back to us, that
would be great.

Ms. ROSEN. Well, as a matter of costs, I think there are multiple
costs for the music industry and for the intellectual property indus-
tries. I think overall you're talking about, you know, hundreds and
hundreds of millions of dollars, jobs, lack of new artists, all sorts
of financial consequences that filter down into making less music
available for consumers.

Obviously, universities have bandwidth costs and other institu-
tional costs, and I'll leave it to them to try and quantify those.

In terms of what you ought to do, as has been said before, the
law is quite good in this area, thanks to a lot of work from a lot
of people in this room and on this dais. And so, what we are trying
to do is get cooperation on enforcing the law and on deterrence.
And where we can’t, find creative ways to have the law enforced
ourselves in a civil manner.

So, you know, what you have jurisdiction over in terms of re-
sources is Federal jurisdiction, for Federal resources in a criminal
area. You have—but in the civil area, I think there’s not much
more you can do right now to make the law better. It’s pretty clear
what’s being done is illegal.

Mr. FORBES. So youre comfortable with the state of the law, at
least, right now? It’s just the enforcement part of it?

Ms. ROSEN. I'm comfortable with the state of the law and
discomforted about the level of enforcement all around.

Mr. Berman had a creative idea last year, which I was sup-
portive of finding a good way to pursue. And unfortunately, got so
caught up in rhetoric and a disinformation campaign that it makes
thinking about responsible solutions extremely difficult because of
some people’s self-interest in avoiding solutions.

So to get more creative, I think, is a big hurdle.

Mr. SPANIER. Universities have costs on both sides of the issue.
The additional bandwidth that we have to provide for this illegal
activity that’s going on and to solve the problems when bad stuff
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comes in along with music, and our computers are invaded, and we
have to go back and fix that.

On the other side, on solving the problem, to deal with all the
cases that come to our attention where students are doing some-
thing wrong, to go in and remedy those, the enforcement process
and these technical solutions require staff time and programming.
So we see the costs on both sides.

But I do want to say we’re very sympathetic with the very sub-
stantial costs that apparently exist on the side of the entertain-
ment industry.

In terms of the end-game, what are we trying to see at the end
of that funnel, I just want to take the opportunity to reiterate that
we in the university community understand this problem. We are
sympathetic with it, and we want to see a stop to it.

This may be perceived as something adversarial. We do not, in
any way, see illegally—the illegal pirating of copyrighted material
by university students, in any way, to be in the best interests of
the university. We would like to put an end to it.

But the bottom line for us is how do we get that done with tech-
nical solutions that don’t violate some of the most basic principles
by which universities have always operated—freedom of speech,
freedom of expression, concerns about privacy.

Whether there’s a technical solution out there that can deal with
this at some gross level without us having to go into a faculty
member’s or a student’s computer, without having to literally scan
the content of incoming material that they think theyre transmit-
ting privately between colleagues.

If there is a good solution out there that preserves these prin-
ciples that are so fundamental to higher education, I think we
would want to take a very serious look at it, and many universities
would adopt it. But there are certain lines we're trying to be very
careful not to cross here. We're trying to be very sensitive to that.

Mr. FORBES. My time is up. And thank you all for your help.

Mr. SmITH. Thank you, Mr. Forbes.

We welcome another gentleman from Virginia, Mr. Goodlatte,
and he is recognized for his questions.

Mr. GOODLATTE. Thank you, Mr. Chairman. I want to commend
you for holding this hearing on a very important issue. It’s impor-
tant to me not only because I have a strong interest in copyright
protection, but also because I have more colleges and universities,
22 of them, in my congressional district than any other district in
the country. And so, I'm well aware of the nature of this problem.

I do have an opening statement that I'd ask be made a part of
the record. And I also want to join in the chorus of congratulations
and thanks to Hilary Rosen. As a good Republican, I never thought
that I would say about any Democrat named Hilary that “Hilary
rocks.” [Laughter.]

But that, indeed, is the case here because your work to protect
copyright transcends your representation of the Recording Industry
Association of America. It is something that is very, very important
to the long history we have in this country of building respect for
the creation and protection of intellectual property, and it tran-
scends this issue of peer-to-peer networking as well.
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So we thank you for your good work, and we know that in your
future works, you’ll continue to have some involvement with that
in some way, I hope.

Let me ask our college representatives something that is of inter-
est to me. Many of the institutions in my district and many around
the country have honor codes. And I wonder if any of you have con-
sidered whether or not unauthorized file-sharing, which is not only
illegal and is certainly a form of theft, whether your institutions
consider the theft of intellectual property a violation of your
school’s moral code of conduct?

And if so, are students informed about the seriousness of unau-
thorized file-sharing under such a code of conduct?

Ms. RENDER. I'll respond to that, and the answer is yes to that
question relative to institutions within the University of North
Carolina.

Most of these processes go through the honor system and an
honor court from the student standpoint. This type of violation is
included in that definition, and they are very seriously revisiting,
frankly, various aspects of the honor code, not just for this par-
ticular type of infringement, but others that are surfacing on our
campuses.

And I'd just like to comment that I think everyone is aware, but
emphasize the fact of the iterative nature of this issue. The tech-
nology is evolving sometimes faster than we can respond to the
processes within our universities. Sometimes theyre somewhat
painful and deliberate. But there are very good reasons why we
have shared governance and inclusion in those processes to ensure
that the university community is very well represented.

So I want to emphasize that the serious nature of the issue at
hand, I think, is well recognized throughout the university commu-
nity. We need to, I believe, be given some time for the joint work
of the two communities to bear some fruit and some results and
g}ilven the opportunity as a diverse group of campuses to react to
that.

I think scale is another issue that’s on both sides. We have very
large institutions and very, very small ones. And what it will re-
quire will be different for each.

Mr. GOODLATTE. Let me ask you about another aspect of this.
One of the more disturbing trends about this has been that stu-
dents are beginning to develop internal local area networks within
universities for file-swapping that does not reach beyond the uni-
versity’s network. And these types of networks do not deplete the
university’s bandwidth. So that problem that has gotten the atten-
tion of some universities is not here and—because they’re not using
the Internet as a viaduct.

Instead, files are swapped from one computer in the university’s
network to others within the same network. I believe these local
network file-swappings are also illegal, just as illegal as they may
be trading over the Internet. And I wonder if any of our university
representatives have any thoughts on that issue and whether
you’'ve attempted to address that issue in your—in your work?

Mr. HALE. I guess I would like to say that, yes, that’s a trend
that we've seen, and it’s a growing trend and a disturbing one. And
it’s not necessarily the case that it wouldn’t—it would not impact
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network performance in a university network. It depends upon the
architecture of that university’s network.

There are—there are things that can be done, and the same
types of countermeasures can work. But it’s a problem that’s a lit-
tle more difficult to detect and deal with.

Mr. GOODLATTE. Thank you. And Ms. Rosen, if I might ask, in
relation to the educational efforts that your industry is under-
taking, is there any thought to a massive public relations-type of
campaign, coupled—I noted recently that America Online,
TimeWarner have just launched a new fee service. A number of
other companies have that as well. And that is excellent.

But in order to beat free, there seems to me to be a very strong
need for some kind of a general public relations campaign about
the effect of peer-to-peer file-swapping on the possible—the prin-
ciple of file-swapping and the principle of copyright protection.

And I'm just wondering what your industry is doing and what
the copyright community at large is doing to have some kind of a
massive public relations campaign, to spend tens of millions of dol-
lars in a concentrated effort over a few months’ period of time to
try to change public attitudes about this?

Ms. ROSEN. You will see tens of millions of dollars spent over the
next several months promoting the legitimate services so that con-
sumers will understand that

Mr. GOODLATTE. But what about the other side of it? That there

is

Ms. ROSEN. On the other side, there has been a public relations
campaign which we actually unveiled last fall at this Committee,
which received, you know, significant air time on MTV and VHI1
and BET, and Clear Channel put it on multiple radio stations
around the country.

And we found that that education has had an impact, but there
is only so much that education is going to do. There’s going to have
to be some broader sense, we think, of consequences or significant
impact. But I think we’ll continue that campaign and, importantly,
the legitimate services will go out there.

And T have to say just on the state of the law for 1 second—and
this is relevant because it follows up on what Mr. Forbes said. If
we lose this pending Verizon case, which I don’t think we will—and
most of you know about it—I may come back and say the law isn’t
correct. [Laughter.]

So I have to reserve my option to do that.

Mr. SmiTH. Thank you.

Mr. GOODLATTE. Mr. Chairman, I wonder if I might submit one
more question for the record?

Mr. SMITH. Sure.

Mr. GOODLATTE. It’s directed to Professor Hale, and if he could
submit it in writing, he could perhaps respond in writing.

[The prepared statement of Mr. Goodlatte follows:]

PREPARED STATEMENT OF THE HONORABLE BOB GOODLATTE, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF VIRGINIA

Mr. Chairman, thank you for holding this important oversight hearing on peer-
to-peer piracy on our universities’ campuses.

Article I Section 8 of our Constitution lays the framework for our nation’s copy-
right and patent laws. It grants Congress the power to award inventors and cre-
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ators, for limited amounts of time, exclusive rights to their inventions and works.
The founding fathers realized that this type of incentive was crucial to ensure that
America would become the world’s leader in innovation and creativity. This truth
is still applicable today. As we continue our journey into the digital age, we must
be sure to continue to reward our innovators with the exclusive rights to their works
for limited periods of time. This incentive is still necessary to maintain America’s
position as the world leader in innovation.

However, the proliferation of copyright piracy in America is growing and is threat-
ening to undermine the very copyright protections our founding fathers envisioned.
Particularly disturbing is the growth of piracy on America’s university campuses. A
recent CNN/USA TODAY/Gallup Poll found that 39% of college students with Inter-
net access admitted to having downloaded music that they did not pay for. A recent
study of the FASTTRACK P2P system showed that 16% of the files available at any
given moment on the FASTTRACK network were located at IP addresses managed
by U.S. educational institutions. Furthermore, 26% of the supernodes on the
FASTTRACK network were being run from addresses assigned to universities.

In addition, last year a medium-sized U.S. state university used a prototype net-
work traffic-monitoring tool to provide a snapshot of network usage on its campus.
It monitored the activity of 54 users of only one P2P network, the Gnutella network,
during the university’s summer break. The results of the research showed that 89%
of the files transferred to and from the university network were infringing. Further-
more, those 54 monitored users uploaded 4,614 files. In addition, more than 75%
of the transferred data was from university users to individuals located outside of
the university network, which shows that there is a growing trend toward outside
pirates using university resources to download files.

These statistics are nothing short of staggering and show that the problem of pi-
racy on America’s university campuses cannot be ignored. Universities should be
concerned about copyright piracy for many reasons. I would like to highlight two
of these reasons.

First of all, file sharing is theft. When a student downloads a song without paying
for the song, that student is stealing. One of the greatest characteristics of our na-
tion’s universities is their commitment to honesty and honorable behavior. Most uni-
versities demand that students follow strict honor codes that prohibit such activities
as lying, cheating and stealing. However, when a university adopts a passive stance
on copyright piracy, it sends a mixed message that blurs the moral imperatives it
seeks to foster through its honor code.

Secondly, file sharing poses serious security threats to universities’ network re-
sources. The simple fact is that P2P networks connect universities’ computers to
networks that may never have been checked for viruses, worms or other destructive
computer codes. This leaves universities wide open to attack. Also, P2P developers
often create applications within their software that records users’ web browsing be-
haviors. P2P developers then sell this information to make additional profits. In ad-
dition to potential privacy concerns, these tracking applications can be attractive
targets for hackers and trespassers looking for weaknesses in universities’ networks.

Illegal file swapping is a serious problem for universities. Clearly, industry lead-
ers and university officials must coordinate their efforts to eliminate this illegal ac-
tivity. I am encouraged by the cooperation exhibited by the parties here today and
believe that their efforts to work together to solve these problems are commendable.
Through education and the development of best practices and competitive tech-
nologies, content providers and educational institutions can show the world that pri-
vate parties can work together to solve these complex piracy issues without heavy-
handed government regulation.

I look forward to hearing from the expert witnesses today regarding the progress
the groups are making. I also look forward to receiving the forthcoming reports from
the Joint Committee in a timely fashion, and I expect to see documented progress
resulting from this cooperation.

Thank you for taking the time to come and talk about your efforts to end copy-
right piracy on America’s university campuses.

Mr. SMITH. Absolutely. And that’s a good reminder. Any Member
is welcome, if it’s all right with the witnesses, to submit questions.
Now, before we adjourn, Mr. Berman has a follow-up question.

Mr. CoNYERS. Well, Mr. Chairman, would you forget the Ranking
Member or what?
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Mr. SMITH. Mr. Conyers, you yielded your time to Mr. Weiner.
I'll be happy to recognize Mr. Weiner for his time, and he can yield
it back to you, if you’d like.

Mr. CONYERS. Oh. So that’s the kind of Committee we’re going
to have—— [Laughter.]

Mr. SMITH. According to the rules.

Mr. CONYERS [continuing]. In the 108th.

Mr. SMITH. In any case, the gentleman from Michigan is recog-
nized if he has some questions.

Mr. CONYERS. Oh, that’s very nice of you. Ladies and gentlemen,
and Members of the Committee, this is a tough problem. And with-
out a solution, we begin to get into whether people from Farrell’s
Bar, Mr. Weiner, should be visiting the malefactors or whether the
Berman bounty-hunter’s notion, which I was sorry to hear Hilary
raised, you're going to get some—we’re going to take care of this
problem in a way you're all going to be very unhappy with.

So I have a solution. Let us all gather around the table and with
the electronics industry and with the content industry, let’s begin
to fashion a solution that we can all live with. Or you'll probably
all get a solution that you’ll all be very unhappy with.

Can we agree on that? Not yet.

Mr. SPANIER. I think that summarizes quite well why this Com-
mittee exists that Cary Sherman and I are co-chairing to try to
come up with solutions that we jointly prefer as opposed to some-
thing that is imposed on us that may not feel as comfortable.

Mr. CoNYERS. Well, Chairman Sensenbrenner, Ranking Member
Berman, and the gentleman from Virginia, Mr. Boucher, Mr. Can-
non of Utah, a number of us have been meeting on this very same
subject. Can we get this behind us in a way that before it gets so
big, you’re going to get some draconian kinds of results coming out
of here?

Now, I don’t want to remind anybody about this because some-
body may rush to put in a bill. But we did have mandatory mini-
mums on this violation for about 5 years. Mandatory. Criminal. We
took it off.

But you know, the general impression that may be happening as
a result of this hearing from our distinguished educators is that
this is just another visit to Washington, and maybe nothing much
is going to happen.

Please, I can assure you that that would—you’d be leaving Judi-
ciary Committee with the wrong impression. Because there are
people ready to take action, and it will probably go over the line
in terms of privacy concerns and the kind of things that we want.

Now, true, it’s a cultural problem. If how many young people say
this is a crime, a Federal crime which you could go to the slammer
for. And they'd say, please, everybody is doing it, including a lot
of their parents, by the way, since we're in the blame thing on kids
today. There are a lot of adults doing this same thing. So we have
to see from the educational community a ratcheting up of concern
about this.

No, you don’t have to start throwing kids out of school. The
Naval Academy was doing it for a while for these same kinds of
infractions that bring us here today. But we do have to make it
clear that there is a note of urgent seriousness that has not really
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Iinanifested itself to the rest of us looking in on what campuses are
oing.

So I hope we can all work together and be friends, and I would
like anybody that wants to give me any friendly advice on the
panel to please do so.

Ms. RoOSEN. Keep at it, Mr. Conyers.

Mr. CONYERS. Well, that’s easy for you to say. [Laughter.]

We work together so much. But thank you all very much. Thank
you, Mr. Chairman.

Mr. SmiTH. Thank you, Mr. Conyers. The gentleman from Cali-
fornia, Mr. Berman.

Mr. BERMAN. Just a couple of observations. One is to sort of reaf-
firm, as if it were necessary, what Mr. Conyers has said. It is great
you're working closely with some of the copyright industries to try
and find ways to deal with this problem, but don’t let the existence
of a process be the answer. The process has to get into concrete
steps and deal with the problem, and—and it’s important to do it
sooner rather than later.

The second observation is to Dr. Hale’s comment about
encryption. The fact is, yes, encryption can get around the different
kinds of blocking efforts. But the encryption also makes the system
less usable, less—more difficult for potential downloaders to know
what they’re downloading. It makes it more complicated.

Things which create—which make things more difficult provide
a useful service because they block the frequency and the amount
of the infringing activity. And so, in and of itself, the fact that
there are countermeasures that can be taken, but which make it
more difficult to utilize the peer-to-peer system are not necessarily
such a bad consequence.

Thirdly, I just want to make that point on the fair use to Dr.
Spanier. You can—if your university class in music wants you to
have the fair use advantage of comparing different kinds of music
and songs, there are so many different ways of setting up a net-
work for that class, for that school, with respect to these items
where you can use a network, but it’s not a publicly accessible net-
work that anybody with that software in their computer anywhere
in the world can get a hold of.

Because putting it onto that kind of a network that any computer
that had the software can get a hold of it is not a fair use. And
so, I don’t think that notion of the theoretical fair use should block
things from happening. There are so many alternatives.

And finally, to Ms. Render, I'd just ask you to revisit the Univer-
sity of North Carolina’s network acceptable use policy. Nowhere in
that policy, you talk about bandwidth problems and are very spe-
cific about certain things you don’t want to go on in that network,
but you never talk about copyright infringement and that those
trades are copyright infringement.

And I'd suggest getting the specificity of that notion into the—
into the policy and into the primer that all students who are a part
of your network have to get would be useful and specific kind of
a statement by the university that that’s wrong and should be re-
lated directly to infringement.

Mr. SMITH. Thank you, Mr. Berman.

Mr. BERMAN. It’s been a good hearing.
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Mr. SMITH. Let me make an observation as well, and that is
today, as a result of the testimony that we’ve heard, I've come to
kind of a surprising conclusion. And that is that what’s been done
so far in the way of education and enforcement—and I emphasize
so far—really hasn’t worked that well.

There hasn’t been an appreciable reduction in piracy, and cer-
tainly nothing quantifiable that we can point to. And that may well
mean that additional steps need to be taken in a number of areas.
And so, at least that’s one of the conclusions that I've come to as
a result of your very, very interesting and worthwhile testimony.

So we thank all of the witnesses for being here today. I thank
the Members for their presence as well, and we stand adjourned.
Thank you.

[The speech of Mr. Valenti follows:]

PREPARED STATEMENT OF JACK VALENTI

“. . . Man is the only animal

who both laughs and weeps,
because Man is the only animal
who understands the difference
between the way things are
and the way they ought to be”

Some comments on
the Moral Imperative
offered by

JACK VALENTI, President and CEO
Motion Picture Association of America

at

Duke University
Durham, North Carolina
February 24, 2003

No free, democratic nation can lay claim to greatness unless it has constructed
a platform from which springs a moral compact that guides the daily conduct of the
society and inspires the society to believe in civic trust. That “moral imperative”
connects to every family, to every business, every university, every profession and
to government as well. It is defined by what William Faulkner called “the old veri-
ties,” the words that define what this free and loving land is all about. Words like
duty, service, honor, integrity, pity, pride, compassion, sacrifice.

If you treat these words casually, if you find them un-cool, if you regard them as
mere playthings which only the rabble and the rubes, the unlearned and the unso-
phisticated, observe and honor, then we will all bear witness to the slow undoing
of the great secret of America.

Newspapers have been full of sordid stories of unbounded avarice by some cor-
porate executives, whose acts soiled the moral compact. But their dishonesty did not
indict the free market system. The system works. What was so contemptibly wrong
was the breakage of civic trust by some within the system who knew they were
cheating and stealing from employees and stockholder, but because it was easy to
do, because they had the power to do it, they did it.

It was a cynical, coarse defiance of the moral imperative. But the exposure of this
fiscal perfidy made most of us think hard and long about the lack of any moral ref-
erence within those corporate malefactors.

Most Americans with very little don’t resent those who have a lot more. Most
Americans believe if they work hard, educate themselves and play by the rules, they
will by their own effort rise to higher places and have more tomorrow than they
have today. That is the sanity and the beauty of the American dream.
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But the belief by the average citizen in the American moral compact is demolished
by the brute reality that some who have more got theirs through treachery and
trickery, which so cruelly mocked all those “fools” who trusted them.

There is no larger objective in this country than the reassembling of civic trust,
the reaffirmation of honorable conduct by the most powerful among us; in short,
holding fast to the sustenance of civic trust. How then does the university insert
within the young “the old verities” so that students not only understand and believe
in the compact but also live it in their daily moral grind? That’s the grand question
as we enter the new digital world. It’s a question that every guardian of the univer-
sity’s purpose must answer.

Someone once said that all movement is not necessarily forward nor is all change
necessarily progress. So it is that the digital world is not necessarily a better world,
but it is surely a different one. The divide between the digital world and the analog
world is a vast chasm. To put it another way, in Mark Twain’s words, the difference
between digital and analog is the difference “between lightning and the lightning
bug.” The digital Internet has the potential to become the greatest communications
delivery system ever known on this planet. It has the promise of allowing people
to find new ways to do new things, and do them with dazzling speed.

The nation’s universities, including Duke, are equipped with large pipe, high ve-
locity broadband state-of-the-art computer networks. None better, none faster. They
produce vast benefits to the university, allowing instant delivery of information and
knowledge for professors and research experts within the academy. They are also
accessible to students who are privy to not only this avalanche of data—but also
to movies. This is an Open Sesame opportunity for some students to take creative
property that does not belong to them with effortless ease and speed. And because
they have the power to do it, many, but not all of them, do it.

That is why today I choose to chat with you about the interlacing of the moral
compact, digital technology—and American movies—and to introduce you to a view
of the collision of values brought on by the migratory magic of digital ones and
Zeros.

One value says, “Digital technology gives me power to roam the Internet, there-
fore whatever is available, I can take, no matter who owns it.” The other value says,
“The fact that digital technology gives me power to use, doesn’t make it right for
me to use it wrongly.” That is where the collision of values takes place.

So it is we confront a contradiction that puts to hazard the moral compact that
guides the nation. How does the society deal with it? Importantly, how does the uni-
versity react to this challenge to civic trust flung down by the best and the bright-
est?

Viant, a Boston-based research film, estimates that between 400,000 to 600,000
movies are being illegally downloaded EVERY DAY! Sad to report, a large chunk
of that Internet abuse occurs on college campuses by students who are hourly visi-
tors to the digital realms of KaaZa, Morpheus, Grockster, Gnutella, etc, so-called
“file-swapping” sites and fill their hard drives with new movies, free of charge.

But there is a larger, darker issue here. Students would never enter a Blockbuster
store and with furtive glance stuff a DVD inside their jacket and walk out without
paying. They know that’s shoplifting, they know that’s stealing. They know they can
find themselves in big-ass trouble if they’re caught. That’'s why they don’t do it.
Then why would those same young leaders-to-be walk off the Internet with a movie
inside their digital jacket? Why? Is it because digital shoplifting is at this moment
a “no risk” activity? If that is so, why is it so? Is it because Ambrose Bierce’s defini-
tion of Conscience as “Something you refer to when you are about to get caught”
is an unwanted truth? Are the words “ethics”—“morality”—“principle”—alien words,
exiled from the student lexicon? It’s a sizeable question.

There are some critics who say, “Come on, movie industry, get with it. Stop your
whining and get a new business model.”

Fine, except no business model ever struck off by the hand and brain of Man can
compete with “Free.” And if critics don’t understand that, it’s because they just love
the status quo. When a new multi-million dollar film, just released, is suddenly on
the Net being abducted by millions of visitors to file-swapping sites, then that, dear
friends, is “the status quo.” Not a congenial status. Not a pleasant quo.

About two years ago, when Napster was in full blossom, I spoke to some 200 stu-
dents, the finest of the breed, at one of the most prestigious universities in the land.
My subject was “The Changing American Presidency.” In my opening remarks, I
said, “Before we talk about the White House, I have a question. Music is not my
turf. Movies are. But I wonder how many of you have bought a CD in the last sev-
eral months?” Some three or four hands were upraised. “Alright, now many of you
have been on Napster the last several months?” Every hand shot up.
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I fixed my gaze on a young man who I was told was going to graduate near the
top of his class. “You are,” I said, “about to graduate from one of the best schools
in the world. You are now an educated, civilized human being, those best fitted to
meet life’s changes and challenges with versatility and grace. Now, tell me, how do
you square that with the fact you’re stealing?”

He was crestfallen at first. Then his face brightened and he said, “Well, maybe
it is a kind of stealing, but everyone else is doing it and besides music costs too
much.” I smiled as I thought to myself, “for this version of a moral value, parents
are paying a small fortune in tuition.”

Making choices is a daily experience for Americans. Making the right choice
emerges from a process that is rooted in instinct and intuition which leap from
unshakable values. When you come to a fork in the road, which way do you go? If
choices chosen by young people early in their learning environment are infected
with a moral decay, how then can they ever develop the judgment to take the right
fork in the road? How will you, when many of you are in leadership roles in the
future, deal with younger employees who have learned as students that if you have
the power to take what doesn’t belong to them, you do it? As the leader of the enter-
prise, how will you come to grips with that? You'll be face-to-face with the breakage
of the moral compact and, guess what; it’s on your dime.

That’s why the university cannot stand aloof from this progression since adminis-
trators and professors set the final design before its graduates, in the words of that
old cliche—go on to “face life.” I am pleased to report the movie industry is now
meeting with a committee representing the nation’s colleges and universities. The
objective of these meetings is to urge the construction of a Code of Conduct for stu-
dents when they use the university broadband system, a Code of Conduct solely
within the confines and the authority of the university. Those discussions are going
well. The university representatives have a clear vision of this issue. Many of them
have developed or in the process of creating a Code of Conduct.

While digital technology is a hyper-modern phenomenon, its molecular connection
to the moral rostrum has an ancient ancestry. Many years ago, the British philoso-
pher, William Hazlitt, wrote: “Man is the only animal who both laughs and weeps
for he is the only animal who understands the difference between the way things
are and the way they ought to be.”

The digital world has the capacity to unlock knowledge hidden behind doors pre-
viously only partially open, and mostly closed to all but a few. What is yet to be
put in place is a clear understanding of how to conduct yourself when you have dig-
ital power available to you that you will not use because it causes injury to others.
William Hazlitt summed up that choice for us better than anyone else.

[The Electronic Privacy Information Center letter follows:]
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ELECYRONIC PRIVACY INFORMATION CENTER

S RENRE ER

February 25, 2003

Chairman Lamar Smith

Ranking Member Howard Berman

House Judiciary Subcommittee on

Courts, the Internet, and Intellectual Property
B-351A RHOB

Washington, DC 20515

Re: Oversight Hearing on “Peer-to-Peer Piracy on University Campuses.

Dear Representatives Smith and Berman:

The Electronic Privacy Information Center (EPIC) submits the attached letter for
inclusion in the hearing record for the February 26, 2003 Oversight Hearing on Peer-to-
Peer Piracy on University Campuses. EPIC sent this letter to college and university
presidents, student groups, and other stakeholders in November 2002 to alert them to the
risks to privacy and freedom of expression associated with monitoring peer-to-peer
network traffic. Further, the EPIC letter recommends approaches to peer-to-peer piracy
that do not impinge on individuals' privacy and are consistent with higher education
values.

EPIC is a not-for-profit research center based in Washington, D.C. It was established in
1994 to focus public attention on emerging civil liberties issues and to protect privacy,
the First Amendment, and constitutional values. If we can be of further assistance on this
matter, please do not hesitate to contact us.

Sincerely,

Marc Rotenberg
Executive Director

Chris Hoofnagle
Deputy Counsel
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ELECYRONIC PRIVACY INFORMATION CENTER

November 6, 2002
Dear College or University President,

We are writing in regard to a series of letters you recently received on issues of copyright
infringement and peer-to-peer (P2P) file trading networks.' The Electronic Privacy
Information Center (EPIC) is a not-for-profit research center that focuses on the right to
privacy and emerging civil liberties issues. We believe these issues require a circumspect
analysis of the impact of network monitoring on privacy and academic freedom. While
network monitoring is appropriate for certain purposes such as security and bandwidth
management, the surveillance of individuals' Internet communications implicates
important rights, and raises questions about the appropriate role of higher education
institutions in policing private behavior.

We recommend that your institution carefully consider the issues recently detailed in a
report by the National Science Foundation Logging and Monitoring Project (LAMP).*
The LAMP report examines the intersection of network logging, privacy issues, and
security risks. It also recognizes the unique environment of higher education institutions,
and recommends caution when engaging in monitoring.

While the Recording Industry Association of America (RTAA) has legitimate interests in
protecting against infringement, it is worth noting that copyright law sets limits on the
exclusive rights of content owners, making some uses of protected material legal® The
copyright trade association approach has not always been sensitive to these different
types of uses, while raising significant privacy and speech concerns.* Now, the RIAA
wishes to involve colleges and universities in the process of policing the communicative
activities of students, staff, and faculty in a way that is significantly outside institutional
missions. For this reason, and the considerations listed below, we urge caution in

1 Letter from Hillary Rosen, Chairman and CEQ, Recording Industry Association of America, to College
and University Presidents (Oct. 3, 2002), at http://www.riaa.com/pdf/Universityletter. pdf; Letter from
David Ward, President, American Council on Education, to College and University Presidents (Oct. 9,
2002), at http://www.riaa.com/pdf/Copyrightletter.pdf.

2 Virginia E. Rezmierski & Nathaniel St. Clair, TT, Tdentifying Where Technology Logging and Monitoring
for Increased Security Ends and Violations of Personal Privacy and Student Records Begin, Final
Report of the National Science Foundation Logging and Monitoring Project (2001), at

 http://www.aacrao.org/publications/catalog/NSF-LAMP pdf.

" See 17U.8.C. §§ 107-122,1008.

Jessica Litman, War Stories, 20 Cardozo Arts & Entertainment Law Journal 337 (2002) (forthcoming), at
http//www.law.wayne.edu/litman/papers/warstories.pdf; John Markoff, Scientists Drop Plan to Present
Music-Copying Study That Record Industry Opposed, New York Times, Apr. 27, 2001; Legal
Concemns Delay Publication of Research on 'Digital Watermarks,' Chronicle of Higher Education, Feb,
9,2001.
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adopting network monitoring and other similar methods to address concerns about
infringement.

Network monitoring can have a chilling effect on the marketplace of ideas. Itis
critical that higher education institutions set policies that foster open-mindedness and
critical inquiry. As Chief Justice Earl Warren noted in Sweezy v. New Hampshire,
"Teachers and students must always remain free to inquire, to study and to evaluate, to
gain new maturity and understanding; otherwise our civilization will stagnate and die."

Monitoring the content of communications is fundamentally incompatible with the
mission of educational institutions to foster critical thinking and exploration. Monitoring
chills behavior, and can squelch creativity that must thrive in educational settings.
Furthermore, in order to monitor at the level desired by the copyright industry—to detect
file transfers "without authorization"—institutions would have to delve into the content
and intended uses of almost every communication. Such a level of monitoring is not only
impracticable; it is incompatible with intellectual freedom.

Monitoring individuals' network usage leads to data protection responsibilities.
Monitoring of individuals’ network usage habits generates records subject to a system of
protections under the Federal Educational Rights and Privacy Act (FERPA). In addition
to the protections provided by FERPA, a 1997 report by CAUSE (Association for
Managing and Using Information Resources in Higher Education) recommends a full
system of Fair Information Practices (FIPs) for the treatment of these student records.
This framework includes notification of policies; minimization of collection of data;
limits on secondary use; nondisclosure and consent; a need to know before granting third
parties access to data; data accuracy, inspection, and review; information security,
integrity, and accountability; and education.’

Network monitoring appliances can be systems of general surveillance. The RIAA
has recommended widespread use of network monitoring to manage P2P file sharing.
These technical approaches can become systems of surveillance. Once installed on an
institution's network, they could be used for copyright control today, and the control of
ideas tomorrow. Institutions should not build in a network infrastructure that facilitates
monitoring because "[w]hat may begin as logging activity to protect the efficient and
effective functioning of one system can become targeted data collection and surveillance
of a specific individual. "

Free environments shun technological controls on behavior. Because individuals at
institutions of higher education must always remain free to inquire, colleges and
universities are not the place for technological restrictions on communication.

53541.8.234(1957).

620US.C. § 1232g.

7 Privacy and the Handling of Student Information in the Electronic Networked Environments of Colleges
and Universities, CAUSE, April 1997, at http://www.educause.edu/ir/library/pdfipub3 102 pdf.

8 Rezmierski & St. Clair at 1.2, Further, "College and university communities are vulnerable to unwitting
as well as purposeful abuses of network and information systems." 1d. at 1.1.
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Institutions of higher education should not practice content monitoring, an approach that
the controlled environments of corporate workplaces and kindergartens have adopted.

Further, institutions that simply install a network monitoring application circumvent
deliberative academic policymaking. All stakeholders of the university—including
students—must be involved in a process that recognizes the legitimate concerns of the
copyright industry without unduly hindering academic freedom, privacy, and fair use
rights. As Professor Virginia Rezmierski and Aline Soules have noted:

For a policy to be effective in guiding community behaviors, it must
reflect the full range of the community's values, must be understood and
embraced by community members, and must reinforce the most important
values and the mission of the institution as a whole. An effective policy
requires campus-wide discussion and the involvement of each of the major
constituencies of the community.”

The purported privacy and security risks of P2P are largely red herrings. The
copyright industry alleges that P2P programs jeopardize network security and privacy.
While all network-enabled applications raise security concerns, P2P systems are not
uniquely vulnerable and do not warrant special treatment on these grounds. Far more
damage to data integrity and privacy results from exploits of Microsoft OQutlook than
from P2P applications. Academic institutions have not responded to Outlook-based
security threats with prohibition or surveillance; instead, measures are put in place to
limit entry of known threats and educate network users about appropriate protection
measures.

Network surveillance and enforcement is likely to lead to an escalating network
"arms race,” potentially harming overall network integrity and performance. While
P2P traffic currently travels over easily identifiable TCP ports, if these ports are blocked
or unreasonably throttled, it is likely that this traffic will move to less easily filtered
modes. Certain P2P clients already use port 80 (usually reserved for Web browsing)
when they detect the presence of a firewall blocking other ports.'® Furthermore, file
sharing applications utilizing sophisticated encryption already exist, " and are likely to
become widely deployed in response to efforts to limit these systems. Academic
institutions should not adopt a confrontational role with respect to these technologies. By
permitting reasonable use of these applications, they can ensure that the traffic remains
identifiable for purposes of efficient bandwidth allocation without the use of needlessly
privacy-invasive techniques.

Under current law, educational institutions are required to take down infringing content
hosted on a university Web server. These provisions provide an adequate remedy to

9 Virginia E. Rezmierski & Aline Soules, Security vs. Anonymity: The Debate over User Authentication
and Information Access, EDUCAUSE Review (March/April 2000), at
http://www.educause.edu/ir/library/pdf/ERM0022.pdf

10 http://www.groove. net/,

11 http://www freenetproject.org/.
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address online infringement. But this new proposal would shift the burden to colleges
and universities to devote scarce resources to monitoring online communications and to
identifying and "prosecuting” individuals suspected of using P2P networks to commit
copyright violations. This is neither a reasonable nor an appropriate burden to place on
institutions of higher education. Refusing to accept this burden will not leave the
copyright trade associations without recourse in cases of infringement via P2P networks;
instead, the power to authorize policing and adjudicate guilt or innocence will remain
where it belongs, in the courts. 1f a copyright owner suspects such infringement, it can
initiate a lawsuit against the suspected wrongdoer.

We recommend that institutions take a careful approach to addressing the legitimate
concerns of the copyright industry. We also recommend that institutions not adopt
privacy-invasive technologies or policies that impinge upon academic freedom and
privacy in order to address those concerns. Network monitoring for bandwidth
management is appropriate, but monitoring of individuals' activities does not comport
with higher education values.

Sincerely,

Marc Rotenberg Chris Hootfhagle
Executive Director Legislative Counsel
Adam Kessel Ruchika Agrawal
IPIOP Fellow IPIOP Fellow

Cc: Mary A. Burgan, American Association of University Professors
Judith Boettcher, Corporation for Research and Educational Networking
Alan Charles Kors, Foundation for Individual Rights in Education
Robert Paterson, SIGUCCS, Americans for Computing Machinery
Julie Beatty, United States Student Association
Jackie Tyson, National Association of Graduate-Professional Students

5
[Whereupon, at 12 p.m., the Subcommittee was adjourned.]
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MATERIAL SUBMITTED FOR THE HEARING RECORD

PREPARED STATEMENT OF THE HONORABLE JOHN CONYERS, JR., A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF MICHIGAN

One middle-ground approach to stopping piracy seems to be working: for the in-
dustries to negotiate privately and then for the government to mandate the agree-
ment so that it can be enforced. This already has happened with the broadcast flag
issue, which revolved around how to make sure that DVD players and computers
would recognize and obey the rights management on broadcast digital TV signals.
The parties agreed on how to approach this and the FCC is working on a rule to
mandate the agreement.

These negotiations must continue and resolve these peer-to-peer issues. Copyright
piracy is one of the most serious economic problems facing this Committee. As the
whole world knows by now, we have absolutely rampant piracy over the Internet.
Consumers have grown accustomed to free music on the Web; movies and video
games are not far behind.

In the meantime, I believe that one potential solution is for an institution not to
monitor student activity on the Internet, but to warn students when a third-party,
typically the recording industry, notifies the university of an alleged transgression.
The student is then asked to remove the offending conduct and to stop the file-shar-

ing.

I think that it is critical that higher education institutions set forth policies that
foster open-mindedness and critical inquiry. I also believe that network monitoring
has the potential to stifle the creativity and academic freedom among students that
must thrive in educational settings.

There is no doubt in my mind we are at a crossroads in the content business. The
decisions we make this year in Congress, the state legislatures, and the courts will
have an impact on the future of the content industry, and whether we will even
have a viable content industry in the future.

So it is altogether fitting that we begin the Subcommittee’s agenda with a hearing
concerning peer-to-peer networks in college communities. File sharing among stu-
dents can provide many beneficial uses in education, research, and professional de-
velopment. Unfortunately, many students on university campuses have exploited
the intended use of the peer-to-peer network, engaging in the practice of trafficking
music, movies, software, video games, and other copyrighted material without per-
mission. Aside from raising issues of copyright infringement, this illegal use of the
peer-to-peer network can lead to invasions of student privacy, viruses, and other po-
tential security threats to the university’s network.

Last year, consumers swapped over 5 billion music files over peer-to-peer net-
works. An astonishing 58 percent of the American population between the ages of
12-21 have downloaded MP3s over the Internet in the past two years. That
amounts to hundreds of billions of dollars that are being stolen from creators. Clear-
ly this degradation and exploitation of what should be a beneficial system will con-
tinue to have a deteriorating effect on our economy, not to mention our livelihoods
as consumers in the content industry, if it is allowed to continue.

The content industry is stepping up its battle against digital copyright piracy on
college campuses, encouraging higher education leaders to monitor their students
and impose restrictions on violators. Those who oppose network monitoring argue
that, aside from raising privacy concerns, such monitoring can have a chilling effect
on the use of the peer-to-peer technology that can otherwise have valuable academic
rewards. The end result, they claim, would amount to an overall chilling effect on
the marketplace of ideas.

Monitoring can have the effect of turning university officials into spies for the con-
tent industry, thus creating an atmosphere in which the First Amendment and pri-

(65)
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vacy rights of students are significantly devalued. Piracy, however, has proven to
be a lethal threat to the content and technology industries and universities must
take care to address these legitimate concerns that continue to plague the copyright
industry.
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U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530

The Honorable Lamar S. Smith

Chairman

Subcommittee on Courts, the Internet,
and Intellectual Property

Committee on the Judiciary

U.S. House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

On behalf of the Department of Justice, we commend you for your dedication to
addressing the growing threat of copyright piracy and for holding a hearing on the issue of peer-
to-peer use at universities. With significant Congressional support, the Department has taken
major strides in the past few years to combat copyright piracy in all of its forms, and we look
forward to working with you on this and other issues in the future. The Department is pleased to
share with you and the Committee some thoughts on the issue of peer-to-peer systems and
universities.

It is important at the outset to acknowledge the Department’s firm belief in the virtues of
the Internet. In too many instances, people view government officials, especially those who work
in federal law enforcement, as anti-technology — intent only on stifling the growth of technology
and the Internet. This is simply not the case. The Internet’s benefits are too numerous and
obvious to restate here and we support the full development of the Internet and technology. But,
just as law enforcement must operate in a way that does not unnecessarily impede the
advancement of technology. so too must our critics acknowledge the need to address criminal
conduct, whether it occurs in physical space or online.

Based upon investigations that we have conducted across the United States, and in
dealing with various defendants in these cases, there can be little doubt that individuals exploit
university computer networks both here and abroad to engage in a wide array of infringing
activities. While peer-to-peer networks operated on university networks are a significant source
of infringing and potentially criminal activity, university systems are also being used for other
infringing conduct. For example, investigation has revealed that in addition to peer-to-peer,
individuals have used university systems:

. to run Internet Relay Chat (IRC), used by pirates to communicate, or solicit new members
into the piracy community;
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. to operate File Transter Protocol (FTP) servers, which can allow others to download
pirated products;

. and to host major computer sites, containing literally hundreds of thousands of copies of
pirated music, movies, software and games, especially by some of the most prominent
nternational piracy, or “warez” groups.

University systems, due to their size and volume of users (which makes it easier to avoid
detection) and their large bandwidth capacity (which makes downloading of large files easier and
faster), are prime targets of the illegal warez trade. In fact, we have learned that on many of the
publicly accessible TRC channels, it is not uncommon to find individuals soliciting people with
“.edu” usernames to host small warez sites on their computers on university systems. People
recruited in this fashion are asked to host a small cache of pirated music, movies, games or
software, which is generally made available to the public for unauthorized reproduction. By
distributing pirated products across a wider range of computers in this manner, groups hope to
avoid attention, as well as the significant losses that would be suffered if one single, very large
site were removed as a result of industry or law enforcement action.

In addition to facilitating illegal activity, the drain on university resources by this type of
conduct is substantial. In one recent investigation, the Department executed a series of warrants
at seven universities simultaneously, seizing computers operated by system administrators and
students alike. All were engaged in large-scale software piracy. At one of the universities where
warrants were executed, we were informed that, shortly after the seizures, the university
witnessed a 65% decrease in bandwidth usage. This enormous drop in usage simply could not
have occurred as a result of removing the handful of computers from the network, rather, it was
attributable to the news circulating that law enforcement was on the system investigating illegal
activity. Clearly, university systems are one of many mediums being exploited by individuals
and groups engaging in infringement, be it civil or criminal in nature. The hearing you are
holding today will no doubt shed much needed light on this situation and provide the American
people with a deeper understanding of the threat of piracy in the digital age.

In closing, the Department looks forward to working with you and the Congress on this
and other piracy-related issues in the months ahead. With the support of Congress we have had
many successes in the recent past, and look forward to greater achievements in the future. While
emerging technologies, such as peer-to-peer, pose new challenges to rights holders, the
Department is and will remain committed to strong enforcement of our criminal intellectual
property laws.
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If we can be of further assistance on this or any other matter, please do not hesitate to
contact this office.

Sincerely,

Jamie E. Brown
Acting Assistant Attorney General

cc: The Honorable Howard Berman
Ranking Minority Member
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