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MARITIME DOMAIN AWARENESS

Wednesday, October 6, 2004

HOUSE OF REPRESENTATIVES, SUBCOMMITTEE ON COAST
GUARD AND MARITIME TRANSPORTATION, COMMITTEE
ON TRANSPORTATION AND INFRASTRUCTURE, WASHING-
TON, D.C.

The subcommittee met, pursuant to call, at 10 a.m., in room
2167, Rayburn House Office Building, Hon. Frank A. LoBiondo
[chairman of the subcommittee] presiding.

Mr. LOBIONDO. Good morning. Thank you for coming today. The
subcommittee is meeting this morning to examine the efforts by the
Coast Guard and other Federal agencies to expand awareness and
activities occurring within the maritime domain.

Following the events of September 11, the Coast Guard has
spearheaded an interagency approach to enhance maritime domain
awareness. This effort includes the collection and use of informa-
tion and intelligence regarding activities of the maritime transpor-
tation industry coupled with a comprehensive knowledge of the
conditions occurring within the marine environment. Though the
security concerns have led to increased concerns about maritime
domain awareness, in fact a more complete understanding of who
is moving where in the waters under United States control is also
important for improved search and rescue capabilities, economic
management at ports, law enforcement and environmental re-
sponse planning.

Maritime domain awareness encompasses a wide range of efforts
that are being carried out by Federal agencies on a daily basis.
This committee has been especially involved with the Coast
Guard’s efforts to expand its capabilities to monitor and track ves-
sels on the high seas as they approach shore.

The Maritime Transportation Security Act requires the Coast
Guard to develop an implementation of an Automatic Identification
System, AIS, that would report the location and identity of vessels
to the Coast Guard and other officials in real time. This system
will enhance the Coast Guard’s capabilities to target and track ves-
sels and to promote the safe navigation of those vessels as they ap-
proach port. I hope that the witnesses’ testimony will include an
update on the implementation of this system.

I believe that AIS is an example of the vessel-tracking systems
that we must continue to develop to ensure safe navigation and to
protect the security of our ports. However, we must be able to ex-
tend our tracking capabilities beyond the range of the system. I un-
derstand that the Coast Guard has got a process of developing a
long-range vessel-tracking system in conjunction with the Inter-
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national Maritime Organization. A long-range vessel-tracking sys-
tem will further extend our maritime borders and enhance the
Coast Guard’s ability to monitor navigation and to protect our
homeland security.

In addition to the Coast Guard’s efforts, other Department of
Homeland Security agencies are carrying out programs designed to
enhance maritime domain awareness particularly in the area of
cargo security. The committee believes that we must continue our
efforts to improve the screening and tracking of maritime cargo
containers. The Maritime Transportation Security Act and the
Coast Guard and Maritime Transportation Act of 2004 both direct
the Coast Guard to develop and implement systems to meet these
objectives. I am encouraged by the Department’s current efforts to
improve cargo security and look forward to working with the De-
partment in the future to continue to address emerging needs in
the area of maritime homeland security.

In addition to collecting information on the vessels and maritime
cargo containers, maritime domain awareness requires a com-
prehensive understanding of the conditions occurring within the
maritime environment. The safety of the maritime transportation
industry depends on the accuracy of navigational charts as real-
time information on weather, tides, currents in coastal offshore wa-
ters. I understand that NOAA has begun to make the information
widely available in electronic form using GPS technologies. I am
hopeful that these technologies developed by NOAA can be com-
bined with Coast Guard systems, including AIS, to produce a com-
mon platform that can be used to improve navigation and vessel se-
curity.

Enhancing our awareness of activities in the maritime domain is
necessary to protect the safety and security of our maritime trans-
portation system. America is a maritime Nation that depends on
the steady flow of commerce in and out of its 361 ports. This com-
mittee will continue its efforts to ensure that the Coast Guard has
necessary resources, technology and authority to both secure Amer-
ica’s ports and maintain the safe movement of the maritime trans-
portation industry.

I want to thank the witnesses for coming today before the com-
mittee, and we look forward to their testimony.

Mr. DeFazio, would you like to make an opening statement?
Mr. DEFAZIO. Thank you, Mr. Chairman. Thank you for schedul-

ing this hearing on maritime domain awareness. This is a particu-
larly important issue in light of 9/11 and concerns about maritime
threats, but it has been of concern to the committee for a number
of years in terms of vessel tracking both in the proximate waters
of the United States and now hopefully a more ambitious program
to track vessels and/or containers more distant.

Many of us believe that the most likely form of weapons of mass
destruction attack on the United States of America will be through
delivery in a shipping container, of which at this point we are only
screening less than 5 percent for WMD; or in a vehicle crossing the
border, a truck, of which we also screen a minority. So this could
add to our defenses dramatically if we were able to better track
vessels at all times, even on the high seas, and hopefully, with a
further evolution, track containers.
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I note that some private shipping companies, because of concerns
about piracy, already are using this technology so they can con-
stantly monitor their ships and see if for some reason the ship has
stopped somewhere in or around the Straits of Malacca or some-
place else because it has been hijacked or changed its course. So
the technologies are out there, it is just a matter of the United
States insisting, using our clout in the International Maritime Or-
ganization to demand that these steps be taken. And ultimately if
these steps aren’t taken by foreign carriers, then, of course, we can
use our authority to prohibit their entry into the United States if
they have not utilized this equipment.

With that, Mr. Chairman, I would also like unanimous consent
to enter the statement of the Ranking Member Mr. Filner, who is
unavoidably detained.

Mr. LOBIONDO. Without objection, so ordered.
Mr. Coble.
Mr. COBLE. Mr. Chairman, the purpose of this hearing is signifi-

cantly important, as you and the gentleman from Oregon have
pointed out, and I thank you for having scheduled it. Unfortu-
nately, Mr. Chairman, I have two other meetings going on simulta-
neously, so I am going to be a floater today, but I appreciate you
having scheduled the hearing.

Mr. LOBIONDO. I understand you are a very important, busy
Member of Congress.

Mr. COBLE. Thank you for the comment.
Mr. LOBIONDO. Now I will introduce our panel. We have Mr. Jef-

frey P. High, Director of Maritime Domain Awareness for the
United States Coast Guard; Rear Admiral Sam DeBow, Director of
NOAA Marine and Aviation Operations; and Mr. Robert Jacksta,
who is the Executive Director of Border Security and Facilitation
for U.S. Customs and Border Protection.

We will start with Mr. High. Thank you for joining us, and
please proceed.

TESTIMONY OF JEFFREY P. HIGH, DIRECTOR OF MARITIME
DOMAIN AWARENESS, UNITED STATES COAST GUARD; REAR
ADMIRAL SAMUEL P. DeBOW, JR., DIRECTOR, OFFICE OF MA-
RINE AND AVIATION OPERATIONS, NATIONAL OCEANIC AND
ATMOSPHERIC ADMINISTRATION; AND ROBERT A. JACKSTA,
EXECUTIVE DIRECTOR, BORDER SECURITY AND FACILITA-
TION, U.S. CUSTOMS AND BORDER PROTECTION, DEPART-
MENT OF HOMELAND SECURITY

Mr. HIGH. Good morning, Mr. Chairman, and thank you very
much, and distinguished members of the committee, for this oppor-
tunity to talk to you about MDA. I would request that my written
statement be entered into the record. And with that, I will summa-
rize that statement with three main points: First, what is MDA,
and why is it important; second, how we are coordinating inter-
agency efforts; third, what we have done and what we are planning
to do with technology.

Maritime domain awareness is defined as the effective under-
standing of anything associated with the global maritime environ-
ment that could adversely affect security, safety, economy or the
environment of the United States. Comprehensive understanding of
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maritime domain means we must know what is normal and what
is not normal so we can identify potential risks.

MDA is not a new concept for the Coast Guard. We have always
been in the MDA business. Since September 11, 2001, the Coast
Guard, with the help of Congress and the administration, has
greatly expanded our maritime security capabilities, including
MDA. About a year ago, to coordinate our efforts, the Commandant
Admiral Collins established an MDA Program Integration Office
and Coast Guard MDA Steering Committee. He also sought, and
the Chief of Naval operation agreed, to supplement the staff with
Navy officers.

Since MDA is a national-level concern, the Coast Guard and the
Navy led an interagency effort to create a senior-level MDA senior
steering-level group, or SSG. I am pleased to report that the SSG
held its first meeting on September 24, and the SSG is cochaired
by the Deputy Secretary of Homeland Security Admiral Loy and
the Assistant Secretary of Defense For Homeland Defense, the
Honorable Paul McHale. It also includes senior representatives
from several agencies.

Its specific responsibilities include creating a national MDA plan,
designing the enterprise architecture for shared situational aware-
ness, and engaging other partners, State, local, industry and inter-
national.

Mr. Chairman, some of the capabilities necessary to enhance
MDA, including those you asked the Coast Guard to address in this
hearing, are already in place or are being built. Some will be devel-
oped and deployed in the near future. Technologies, like the ability
to detect anomalies in vessel behavior, require a great deal of in-
vestment and research, while others, like Automatic Identification
System, are mature and quickly exploited.

In fact, in accordance with the international accepted standards
in carriage requirements, AIS equipment is currently being carried
on thousands of ships worldwide. To see these ships, the Coast
Guard currently has or is installing AIS receivers at our Vessel
Traffic Services, or VTS, ports and selected areas of the coastline
where we are pursuing an accelerated AIS. These locations are
shown on the first figure before you. We have also entered into an
agreement with NOAA to install AIS receivers on offshore data
buoys, as shown on the second figure. Initial deployment of these
receivers will begin in early 2005

[The information received follows:]
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Mr. HIGH. To leverage AIS capability beyond the reach of our ter-
restrial base infrastructure, we recently contracted to install an
AIS receiver on board a commercial satellite to receive and forward
AIS from space. We expect the satellite to be launched in late 2005.
All of these capabilities will be incorporated into our nationwide
AIS major acquisition project. As we create that system, when pos-
sible, we will use infrastructure that we already own or are build-
ing, such as Rescue 21 towers. In addition, the Rescue 21 and
Deepwater recapitalization projects will contribute to MDA by pro-
viding new capabilities, including high-capacity, integrated, inter-
operable communication systems with extensive coverage areas.

Looking to the future, we are working closely with our partners
in DOD, DHS and elsewhere to evaluate new sensors and plat-
forms such as long-range radar systems, UAVs and lighter-than-air
airships like the one seen flying around the Capitol the other day.

It is crucial to all stakeholders, whether Federal, State or local
governments or partners in private industry, to work together to
achieve maritime domain awareness. If we do, our national mari-
time security strategies will succeed against a vast array of
threats, while sustaining the free flow of commerce, maintaining
our freedoms and respecting civil liberties.

Mr. Chairman and distinguished members of the committee,
thank you for this opportunity to discuss our efforts to enhance
MDA. We look forward to working with the Congress on our mari-
time security strategy and would be happy to answer any questions
you may have.

Mr. LOBIONDO. Thank you, Mr. High.
Admiral DeBow.
Admiral DEBOW. Good morning, Mr. Chairman and members of

the subcommittee. Thank you for the opportunity to testify on the
topic of the National Oceanic and Atmospheric Administration’s ca-
pabilities for supporting maritime domain awareness. I am Admiral
Sam DeBow, Director of the NOAA Corps and the NOAA Marine
and Aviation Operations, the office that manages NOAA’s fleet of
ships and aircraft. Until recently I served as a NOAA representa-
tive on the MDA implementation team and the predecessor to the
current steering committee. Before I begin, I would like to request
that my detailed written statement be submitted for the record.

Mr. LOBIONDO. Absolutely.
Admiral DEBOW. NOAA is not a security, defense or intelligence

agency, but we have an important role with respect to homeland
security and MDA. One of NOAA’s primary missions is to under-
stand and predict changes in the Earth’s environment. Our suite
of oceanographic, meteorological, environmental products and serv-
ices promotes situational awareness about the marine environment,
which is at the heart of a maritime domain awareness strategy.

MDA, as defined by Mr. High, is the effective understanding of
anything associated with the global marine environment that could
impact the security, safety, economy and environment of the
United States. These last three factors, safety, economy and envi-
ronment, are at the core of NOAA’s mission.

NOAA maintains the National Spatial Reference System, which
provides the baseline geographic reference for all marine activities.
We define the national shoreline and produce nautical charts of the
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U.S. Exclusive Economic Zone. Through a mix of private sector con-
tractors and in-house investments in new technology, we have
made progress in reducing our backlog of the most critical survey
areas. We are investing in new mapping technology, such as air-
borne laser mapping systems and state-of-the-art multibeam sonar
systems. In addition, we are presently testing the capability for an
autonomous underwater vehicles to support hydrographic surveys.

NOAA’s electronic navigational charts, or ENCs, are an impor-
tant part of NOAA’s suite of navigational products. These smart
charts can be incorporated with GPS and other oceanographic data.
They also serve as fully integrated base maps for use in geographic
information systems, which are essential to MDA efforts. NOAA’s
ENCs are available for free on the Internet. To date, over 3 million
ENCs have been downloaded. NOAA expects to have a complete
suite of fully maintained ENCs by the end of 2008.

NOAA provides tides, water level and current data via the Na-
tional Water Level Observation Network and the Physical Oceano-
graphic Real Time System, or PORTS. Our recent innovation to
PORTS are our oceanographic forecast models. These models rely
on real-time data to generate accurate forecasts of water levels 36
hours into the future.

NOAA’s Navigation Services enhance MDA by providing mari-
ners with information telling them where they are and what type
of physical features surround them. In addition, NOAA forecasts
environmental conditions that are likely to impact marine oper-
ations.

These capabilities would form a major part of an integrated
ocean observation system, but also support emergency response to
manmade and natural disasters. For example, NOAA ships carry-
ing sophisticated technology helped locate and map the wreck of
TWA flight 800, EgyptAir flight 990, and the aircraft piloted by
John F. Kennedy, Jr. In response to September 11, NOAA aircraft
flew remote sensing missions over the World Trade Center and
Pentagon to assist the recovery efforts. Our hydrographic survey
vessels spent over a year conducting baseline surveys of ports and
harbors to support the Navy’s homeland security mine detection
mission. Recently our navigation response teams rapidly located
and mapped wrecks and obstructions in the Atlantic and Gulf
coasts affected by the latest hurricanes. This enabled the seaports
to reopen quickly without risk to mariners.

NOAA’s scientific support coordinators provide advice and on-site
support regarding oil and chemical hazard assessment, habitat im-
pacts and cleanup strategies. NOAA also utilizes models to forecast
spill trajectories and impacts.

Now I would like to take a moment to share examples of other
capabilities presently in development with our Federal partners. As
Mr. High just said, NOAA’s Data Buoy Center has recently signed
an agreement with the Coast Guard to install Automatic Identifica-
tion System receivers on NOAA’s offshore data buoys, thereby ex-
panding the reach of MDA beyond our nearshore waters.

NOAA is presently evaluating the use of MDA fishery and vessel
monitor systems for MDA purposes. Although it is presently re-
stricted to fisheries enforcement, it offers the potential for fisher-
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men to act as America’s eyes and ears on the water and notify the
Coast Guard of suspicious activity.

And NOAA is actively working with our Federal partners toward
the development of an Integrated Ocean Observing System. One of
the advantages of this system would be to coordinate interagency
capabilities, enabling us to form a proactive forward-deployed mari-
time defense.

In summary, NOAA has a variety of products, services and ob-
serving systems that generate information about the marine envi-
ronment, information that directly supports public safety, the econ-
omy and the environment. This same information also enhances
maritime domain awareness. Together with our Federal partners,
we will continue to work hard to leverage our technology and serv-
ices for the security and benefit of the Nation.

Thank you for the opportunity to testify, and I would be happy
to answer any questions.

Mr. LOBIONDO. Mr. Jacksta.
Mr. JACKSTA. Good morning, Chairman and members of the sub-

committee. Thank you for this opportunity to update you on the
progress U.S. Customs and Border Protection has made in further
strengthening U.S. seaports and protecting our trade lanes and the
global trading system. To date, trained CBP officers, technology,
automation, electronic information and partnerships with the trade
and foreign governments are concepts that underpin CBP’s port se-
curity and antiterrorism initiatives. These concepts expand our bor-
ders and reinforce the components of our layered defense to better
secure maritime trade. These layers are interdependent and are de-
ployed simultaneously to substantially increase the likelihood that
weapons of terror will be detected.

I would like to focus on how this layered defense works with re-
gard to maritime security. Working with industry, we set out to de-
vise a strategy to secure the primary system of global trade, the
containerized shipping. Without grinding the global trade to a halt,
we have been able to achieve this and we have done so. We did this
by implementing four interrelated activities: the 24-hour rule, the
Container Security Initiative, the Customs-Trade Partnership
Against Terrorism, and the national targeting system using the
primary system available to them, the Automated Targeting Sys-
tem.

Every one of these initiatives is designed to make our borders
smarter by pushing our security well out beyond our physical bor-
ders. Moreover, these initiatives are designed to meet the twin
goals of vastly increasing maritime security, but doing so without
choking off the free flow of legitimate trade.

These are principles that have guided our strategy. They make
use of technology, advanced information, extended border concepts
and partnerships to achieve our goals. None of these initiatives ex-
isted before September 11.

In addition to the initiatives we have implemented, U.S. Customs
and Border Protection has worked closely with the U.S. Coast
Guard, our sister agency, and the Department of Homeland Secu-
rity. To effectively secure the ports of entry, CBP must have access
to electronic cargo and travel information in advance, the automa-
tion technology to manage this information, and the experienced
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personnel to evaluate and apply this information. Our National
Targeting Center achieves these goals through the mandate that
we obtain advanced electronic information on all cargo shipped to
the U.S. 24 hours before the cargo is loaded at a foreign port. All
oceangoing cargo containers that are identified through CBP’s
Automated Targeting System as posing a potential terrorist threat
are inspected, usually with large-scale imaging equipment and ra-
diation detection devices, on arrival at our seaports.

The Container Security Initiative came into being as a direct re-
sult of September 11. The purpose of the initiative is to extend our
Nation’s zone of security. Essentially CBP assesses the risk of
oceangoing containers headed for the U.S. before it is loaded on a
vessel at a foreign port and before that vessel is bound for the U.S.
With the prescreening of high-risk containers, the CSI program se-
cures the movement of legitimate trade as well as facilitates the
movement of trade. We have CBP targeting teams operating right
now at 26 foreign ports.

After September 11, CBP approached the trade community to de-
vise a joint strategy to protect the global supply chain. The Cus-
toms-Trade Partnership Against Terrorism was developed to meet
this need. Some of the basic tenets are strengthening and enhanc-
ing supply chain security and engaging trade associations and
international organizations in developing global security standards.
Participation in C-TPAT has grown. Currently there are over 7,000
private sector partners.

Nonobtrusive inspection technology and radiation detection tech-
nology is another cornerstone in our layered strategy. Technologies
deployed to our Nation’s ports of entry include large-scale X-ray
and gamma imaging systems as well as a variety of portable and
hand-held technologies.

CBP is also moving quickly to deploy nuclear and radiological de-
tection equipment. These large-scaled systems are deployed to sea-
ports on both coasts and the Caribbean. CBP has also initiated the
deployment of radiation portal monitors in the maritime environ-
ment.

CBP is also working with the industry to have a smart and se-
cure container that prevents and deters tampering, alerts govern-
ment and trade when tampering does occur, and is inexpensive.

Customs and Border Protection has led and implemented mari-
time security initiatives in partnership with the private sector and
other U.S. Government agencies. As I previously mentioned, our
most important partner in maritime security is the U.S. Coast
Guard. CBP also participates in various multiagency working
groups addressing maritime security issues, namely Operation Safe
Commerce and implementation of the Maritime Transportation Se-
curity Act of 2002.

I believe CBP has demonstrated and will continue to dem-
onstrate its leadership and commitment to maritime security ef-
forts, and we anticipate that working together, we will further
these efforts.

Thank you again, Chairman and members of the subcommittee,
for this opportunity to testify. I would hope to be able to answer
any questions you may have.

Mr. LOBIONDO. Thank you.
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Mr. DeFazio is going to start off with the questions this morning.
Mr. DEFAZIO. Thank you, Mr. Chairman.
Mr. High, we had the Maritime Transportation Security Act,

which required all commercial vessels to have transponders on
board by December 31, 2004. Are we going to meet that deadline?

Mr. HIGH. All commercial vessels?
Mr. DEFAZIO. Yes.
Mr. HIGH. Well, are you referring to the Maritime Security

Transportation Act of 2002, and we will have commercial vessels
that are—in other words, the international carriage requirements.
We will have—vessels in U.S. Government trade over 65 feet will
be carrying—it will not be every commercial vessel. There are cer-
tain exclusions: passenger vessels under 150 passengers; fishing
vessels, which you might consider commercial are not covered yet
in our regulations.

Mr. DEFAZIO. And why is that?
Mr. HIGH. Our process—we are following the regulatory process

where we identify our requirements to the field. We go through an
economic cost-benefit analysis, which is very rigorous.

What we have done is a notice of proposed rulemaking and an
intention to look at those other classes of vessels, and we are still
going through the process. We have not yet completed that process.

Mr. DEFAZIO. Isn’t part of the problem basically the change or-
ders or the add-ons to the system themselves? The addition of e-
mail capabilities has driven up the cost to about $10,000 a unit,
which is obviously a big hit for a smaller vessel. And as I under-
stand it, we are looking at something that is a stripped-down ver-
sion potentially for these vessels?

Mr. HIGH. Yes, sir. You make a good point that one of the issues
is—and we expect that as the industry expands their capability to
produce these machines, and the competition grows, we will see the
costs going down. There are class B AIS receivers for which stand-
ards are still being developed, and the costs are coming down. And
when the costs are lower, in the neighborhood of $500 to $1,000,
then the cost-benefit works out a lot better. And we are sensitive
to the industry’s concerns about that, but we are balancing that
with the security interest.

Mr. DEFAZIO. Representing a coastal area, I am sensitive to not
imposing overly large costs on struggling fishers and others, but I
am not sure that leeway exists in the law. And part of the problem
is that we overdeveloped the initial system. So about this B version
or whatever, are we just going to approve that for domestic use?
As you point out, the internationally governed ships already have
the other system, the full system.

Mr. HIGH. We are looking at that option. In fact, the Com-
mandant shares your sense of urgency. He requires the Coast
Guard to look at every class of vessels out there from recreational
vessels down to zero feet, how do we go after finding all these ves-
sels; and AIS is one answer, not all the answers. So we are looking
at all the options. Class B AIS would be one of the answers.

Mr. DEFAZIO. And class B is not something that we would have
to take to the IMO because these vessels aren’t going to be operat-
ing internationally, so, therefore, we could just approve it domesti-



12

cally. We don’t have to go through a lengthy negotiation and con-
sensus process at the IMO; is that correct?

Mr. HIGH. Our preference always when we deal with inter-
national efforts——

Mr. DEFAZIO. This wouldn’t be international, but these are ves-
sels that are not going to be going into international waters, right?

Mr. HIGH. When they were working in our waters, they wouldn’t
be going into international waters, but they may be the same ves-
sel that might take an international trip, and it is not very far
across our shores from Florida to international waters. So we al-
ways look for a preference. There are standards committees that
are looking at the class B right now, and we are trying to do our
best to work through that process. The regulation process is not my
main——

Mr. DEFAZIO. I have an ongoing concern about the U.S. working
through a consensus-based organization, the IMO, when it goes to
issues of safety and security. And I am generally fairly frustrated
with the length of time it takes. I think this is something we
should be able to expedite. I would hope to be able to get a less
expensive device approved for people who don’t need the bells and
whistles and doing e-mails on their fishing boats, but being able to
comply with the law.

Thank you, Mr. Chairman.
Mr. LOBIONDO. Thank you, Mr. DeFazio.
Mr. Jacksta, I am interested in hearing more about the current

efforts under way to develop systems to improve tracking and
screening of containers. And if you could talk a little bit more
about that, and particularly what is maybe in a test program. This
is one of our big concerns of how do we identify. I know a lot of
people have expressed the percentage of containers we are inspect-
ing, and that has changed dramatically in the sense that we are
inspecting containers not on a random basis, but based on some
specific information. The committee is interested in hearing on
where the next step may be.

Mr. JACKSTA. What I would like to do is begin and discuss a little
bit about what our approach is to security, and basically it begins
when we have a partnership with the importers or the exporters
of shipping containers, and it is important for us to work closely
with them and develop security measures in place so that the sup-
ply chain of that container, when it is transported, is secure. Once
we can establish that it is secure, we want to make sure there is
a mechanism for us to seal that container so there is no further
breach of security or concerns with the container having goods put
into it.

So we are working on the technology to improve container secu-
rity, and we are working with various other agencies as well as the
technology side of the house to develop what we are calling the
smart container. With that, what is also important to us is getting
the information regarding the shipment as far back in the process
as possible, when the container is being stuffed with the goods that
will be shipped. We want to make sure we have an idea of what
is in the container and whether it is of concern.

Partnering with the importers or the shippers allows us to get
that information. When we get that information, we can utilize it,
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and, working with the carriers, we can make a decision on whether
an examination is needed. With that, the Container Security Initia-
tive, where we have our teams over in 26 locations, allows us to
work with the foreign government to make a decision before that
container is put on a vessel, shipped to the United States or wheth-
er it needs to be examined. And the cooperation we have had with
these foreign governments has allowed us to do those examinations
overseas and make a decision if there is threat. That brings our
borders out as far as possible before they arrive in the United
States.

The 24-hour rule where we are requiring the shipper and the in-
dividuals that are going to ship goods to provide us information al-
lows us to make a decision on whether there is a concern with the
cargo. And I think what we are trying to do now, we are looking
to develop a system to begin the system using commercial data-
bases, to begin the process of tracking the container from the time
that the container may be stuffed by a foreign shipper to the point
when it gets on a vessel and then to the United States; what is
happening with that container; is there anything that is going to
be added to container by other shippers; is there anything that
might be of concern, we want to know about that, and we are in
the preliminary stages of trying to develop a system to do that. It
needs partnership with the industry, and we are currently having
those discussions. And I think that will help enhance the security
and an understanding of where that container is in the process.

Mr. LOBIONDO. We heard some of the discussions about devices
that would be either put on a container or part of a container that,
in essence, would be able to determine any biological, chemical, ra-
diological components that aren’t supposed to be there, if, in fact,
the container is open, when it is opened, GPS system hooked up
to it. Is anything like that can tested at this point?

Mr. JACKSTA. Yes, sir. We are currently testing with specific im-
porters and shipping lines technology which we are calling a smart
seal, a seal that allows us to determine electronically whether the
container has been opened or doors have been opened, has there
been a breach of security. And that technology is new. There are
lot of efforts to develop a system that we can count on, so when
there is a breach of security and we need to look at it, that we
know there has actually been a breach of security.

Currently, we are testing technology not only to tell us whether
the container has—the doors have been opened, but also we are
looking at different types of technology to determine if there is any
type of radiological material in the container. I must indicate that
the technology is developing right now, and it will be a while before
we are able to have technology that will probably determine wheth-
er biological or chemical devices are in that container. But the CBP
is working with DHS, the SNT and other organizations to look at
this. So we are testing today.

Mr. LOBIONDO. Do you have any guesstimate of when we might
expect to hear something back concerning how this is going? Are
we looking at 6 months, a year? What is your guess?

Mr. JACKSTA. I think there are a couple of things going on that
would help us make a decision on some type of technology. I think
that we were—we are working with the Operation Safe Commerce
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and the effort that we put grants out to various companies to take
a look at the seals and the different types of smart containers that
might be out there; the issue of us currently testing. And we are
going to be continuing our testing and expanding it during the next
couple of months.

I would be willing to say within another 6 months, we will have
a preliminary review of the security devices we put out there and
whether they are something we could pursue on a large scale, and
at the same time ensuring security, but at the same time not mak-
ing it so expensive that each seal would be too expensive to put on
a container.

Mr. LOBIONDO. At the subcommittee hearing that we had in Au-
gust, August 25, on the 9/11 Commission report, there was testi-
mony regarding a new program being put into place at the port of
Hong Kong to screen and photograph each cargo container that en-
tered the port by road or by rail. Are you involved at all, your agen-
cy, with assessing this program in Hong Kong?

Mr. JACKSTA. I am not familiar with it, but I will get back to you.
This is the first time I am hearing of it.

Mr. LOBIONDO. Are you aware of any technologies that are being
utilized in ports outside of the U.S. that are holding some promise
in this security area that you are paying attention to?

Mr. JACKSTA. Yes. I think we are continuing to work with the in-
dustry, and there are a number of tests; companies are trying to
test different technologies and making sure that the container is
secure. And we are constantly trying to evaluate every type of sys-
tem out there. And yes, we are in consultation through our inter-
national affairs with various governments and various partnerships
with the industry to find out what exactly can be utilized. We are
working very closely with the World Shipping Council also to get
feedback on anything that may be going on out there.

Mr. LOBIONDO. I have some more, but I’ll turn it over to you. Mr.
DeFazio.

Mr. DEFAZIO. Thank you, Mr. Chairman.
Mr. Jacksta, just to bring me up to speed on this C-TPAT pro-

gram, the certification, what percentage of the containers coming
into the country are coming in under that program?

Mr. JACKSTA. Basically, the exact number would be difficult.
Mr. DEFAZIO. You don’t have to be exact, just a ballpark.
Mr. JACKSTA. Basically 98 percent of the ocean carriers that

carry containers are C-TPAT members, and that means that can ei-
ther be an importer or a vessel operator. C-TPAT agreement and
partnership also works with the actual port authorities. So most of
the containers that are coming into the United States in the sea-
port environment have a C-TPAT involvement in some shape.

Mr. DEFAZIO. But not necessarily beginning to end, right? I
mean, this stuff came out of the plant, it was loaded into the con-
tainer, and that manufacturer certified the container was sealed
and monitored. And isn’t there another issue of less than a con-
tainer load? Isn’t that a big problem for us? If you certify—a manu-
facturer or an agent—but they are taking the stuff they are putting
into the containers from multiple sources. Isn’t that a problem?

Mr. JACKSTA. That is a concern we continue to evaluate. The fact
that the container might have mixed importers or mixed shipments
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in it does not prevent us from examining it. We would use our
Automated Targeting Systems to evaluate the shipper who put the
goods into the container. So there is a mechanism that we are
aware of what is in that container, whether it is being—if addi-
tional shipments are put into that container, we are aware of that
through the Automated Targeting System.

Mr. DEFAZIO. How comprehensive is overseas scrutiny of these
people who become certified under C-TPAT? I mean, in the U.S.,
we have this thing we use in aviation. Anybody walked in twice
and shown an ID, and we don’t know anything about them. Have
we done background checks on the principals of all of these compa-
nies and worked with intelligence services overseas to assess
whether they have any data regarding these companies? The mari-
time industry is pretty opaque, and Osama bin Laden could own
ships, and we wouldn’t know it the way the maritime registries
work.

Mr. JACKSTA. The beginning process to become a C-TPAT mem-
ber, the shipping line has to submit to CBP a detailed security
plan——

Mr. DEFAZIO. What is that?
Mr. JACKSTA. Customs-Trade Partnership Against Terrorism.

The member must submit to CBP a detailed plan how they are
going to enhance their security, and that includes a list of people
working for their company. It includes security measures they put
at their facilities to ensure that the areas cannot be violated or in
any way compromised. We also evaluate that security plan to make
sure there is consistent uniformity with how they handle cargo and
the various touch points they may have. We evaluate that, that ini-
tial application. If the company meets our security needs, we basi-
cally tell them that they are now a C-TPAT member.

With that, we have also established a program where we are now
going out and travelling around the world to the various locations
with CBP officers to validate that what they told us is actually
true. So we do have a validation program to make sure that when
you become a C-TPAT member, that there is a mechanism in place
that we are going to go out there and verify that you are complying
with what you told us. So we now have close to 40 members that
are now travelling around the world reaching out to the importers,
reaching out to the various port authorities, the ocean liners, and
having discussions with their security personnel on the security
measures they have put in place.

Mr. DEFAZIO. Sounds like a big job for 40 people. Has anyone
ever been denied certification?

Mr. JACKSTA. Yes, sir.
Mr. DEFAZIO. Has anyone ever had their certification revoked?
Mr. JACKSTA. Yes, sir. We do that on a regular basis.
Mr. DEFAZIO. In addition to having these 40 people, we are also

working through our intelligence services and diplomats. We are
utilizing everything we can bring to bear on this in terms of dif-
ferent sources, not just a paper verification from the companies or
shippers themselves?

Mr. JACKSTA. Yes, sir. One of the things I failed to mention,
when we do get that application, we initially review it. We not only
review it to make sure the company has security measures in
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place, but it is reviewed by our Intelligence Community to deter-
mine whether there is anything about this company that would
raise concerns from CBP’s perspective on whether we would ques-
tion there is proper security in place and whether proper people are
in that company.

Mr. DEFAZIO. Thank you, Mr. Chairman.
Mr. LOBIONDO. Thank you, Mr. DeFazio. Sort of across-the-board

question, Admiral. You mentioned that your offshore buoys are
going to be utilized for collection of AIS data. Are you all feeling
good about the level of cooperation and coordination with the Mari-
time Domain Awareness Program, and could you suggest any areas
that we need to be paying attention to through the committee to
strengthen this between the different agencies involved?

And, Mr. High, do you want to start off.
Mr. HIGH. Thank you, Mr. Chairman.
Actually, I think the interagency cooperation is a really good

news story here. We have been looking at maritime domain aware-
ness in a very broad light. If you look at our definition, it talks
about the effective understanding associated with the maritime en-
vironment, safety security environment. It is bigger than security
and includes all the missions that my colleagues have been talking
about. In fact, my colleagues were at the first meeting of our senior
steering group when we got all the agencies together.

So you mentioned our AIS on the buoys. This is a great partner-
ship we have with NOAA. There are benefits to NOAA to find out
what traffic is out and about. There is opportunities to share the
information that they have on weather, perhaps across an AIS sig-
nal. But at the same time, they have a natural picket fence, as you
can see from your drawing about where those buoys are, and they
give us a place to put our receivers. We can see ships coming in.

So I think the cooperation is excellent amongst the various agen-
cies, and I could go on and let you know our senior steering group,
which now has stood up, has established seven working groups that
are all chaired by different agencies that have members from var-
ious agencies, and looking at things like a common operational pic-
ture, and looking at things like technology and how we share tech-
nology. They are looking at intelligence systems, so that all of these
are aimed at trying to share across our Federal agencies.

Mr. LOBIONDO. In your opinion, are we being successful in avoid-
ing duplication of effort as we proceed with all this?

Mr. HIGH. We are beginning to get there. I think what we are
finding—and our first step will be to do the beginnings of a gap
analysis to look at what is the current state to see where there
might be some duplications. We understand if we pool our talents
and our technologies, we will find out who is doing something that
can share with others.

A good example of this is our drug process in the Caribbean, the
DOD-Coast Guard interagency efforts. We share information. This
is the kind of thing we are trying to get to with all of the other
missions we have got going.

Admiral DEBOW. As Mr. High said, we have participated in this
senior steering group, and we have members from NOAA on the
various working groups, as he said, technology, common operating
picture. In addition to the satellite and in addition to the weather
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buoys, we have the NOAA satellite search and rescue capability, an
integrated security alerting system mandated by the International
Maritime Organization. This involves discrete transmitters placed
onboard ships and can alert authorities of a hijacking or other ter-
ror incidents at sea.

Mr. LOBIONDO. That is operational now?
Admiral DEBOW. Mandated, and it is being worked on right now.
Mr. LOBIONDO. When would we expect it, an operational date

that we would say is across the board?
Admiral DEBOW. I have to get back with you on that. I don’t

have that information.
And as Mr. High said, we, working in all the working groups and

working toward a common working theme, our technology supports
the common operational picture. Our ENCs can be used as a base
layer which would be coordinated, and everyone can use that infor-
mation for seeing how the operation works.

Mr. JACKSTA. We have been involved with the Maritime Domain
Awareness Group. We are part of the committee there. We have
various people assigned to each one of the subcommittees and mak-
ing sure that CBP issues are addressed and providing support
where needed to ensure we have a comprehensive plan. And I
think it is important for us to be involved in that. Whether it is
the intelligence side of the house, the technology, targeting sys-
tems, we feel working together, we can have the best plan possible
to provide security. And I think this is a real positive step in the
right direction to make that happen.

Mr. LOBIONDO. Well, it sounds if we are certainly in the right
direction. We have sort of a lot of blank spaces that are going to
be filled in within the next couple of months. We will certainly
look, from a committee standpoint, to do some follow-up with you.

I am very anxious in a couple of areas, how coordination is going,
how else we can pull together resources to be more effective. The
container situation continues to be one that we all want to pay a
great deal of attention to. We want to wait for good technology, but
there will always be something that will be around the corner that
will be better. At some point we will look at implementation that
will give us a much better handle than we have now.

The coordination, the one last area I want to ask about, the co-
ordination of intelligence in helping to identify how we are picking
what we are going to be checking out, are you satisfied with how
that is going and the changes since September 11?

Mr. JACKSTA. Yes, sir. I think that what should be noted is that
our National Targeting Center is where we have the best people
that we have in targeting containers and targeting shipments for
examination. We have representations from various agencies as
well as from the Department. We have Coast Guard. We have TSA.
We have representatives from FBI. We have people from the De-
partment of Energy. We work together, sitting down on a daily
basis, determining what types of shipments should be looked at,
and that is extremely important to us. And we have very close rela-
tionships with the Intel Community so that any type of intelligence
can be quickly inputted into our system so that once we are aware
of something, we can make sure that we stop that shipment from
getting on board the vessel through our 24-hour rule.
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So I think there has been a lot of good work done. There still
needs to be more. We constantly have to be able to evaluate our
targeting systems to make sure that they are responsive to any
type of new threats or new type of concerns. So we have a lot of
work to do, but I think we are making progress, and I think we
will continue, and I think the maritime domain awareness is only
going to help it.

Mr. LOBIONDO. Mr. High.
Mr. HIGH. I would like to add to that. The intelligence is really

a centerpiece of this maritime domain awareness. The Coast Guard
has invested in intelligence fusion centers, and we have field infor-
mation, security-sensitive teams that look at intelligence. We have
worked very closely with the Navy out at Suitland. We have—this
is an unclassified hearing, so I won’t cite an example, but I can tell
you of an example of some groundbreaking intelligence relation-
ships we are building and breakthroughs in the way we are looking
at intelligence and sharing intelligence across the agencies.

One of the committees that we have in our senior steering group
is Intelligence, and they began their work even before they were es-
tablished. So there is a lot of good news on the intelligence front.
I think the sharing is very, very significant.

Mr. LOBIONDO. OK. I want to thank the panel for joining us
today. We will be looking to do follow-up. And thank you for the
good work you are doing.

Since there is a lot going on this morning, if there are any com-
mittee members who want to submit questions in writing, we will
give them that opportunity and be back to you.

The Committee stands adjourned.
[Whereupon, at 10:50 a.m., the subcommittee was adjourned.]
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