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I. AMENDMENT

The amendment is as follows:

Strike all after the enacting clause and insert the following:
SECTION 1. SHORT TITLE.

This Act may be cited as the “Computer Security Enhancement Act of 2000”.
SEC. 2. FINDINGS AND PURPOSES.

(a) FINDINGS.—The Congress finds the following:

(1) The National Institute of Standards and Technology has responsibility for
developing standards and guidelines needed to ensure the cost-effective security
and privacy of sensitive information in Federal computer systems.

(2) The Federal Government has an important role in ensuring the protection
of sensitive, but unclassified, information controlled by Federal agencies.

(3) Technology that is based on the application of cryptography exists and can
be readily provided by private sector companies to ensure the confidentiality,
authenticity, and integrity of information associated with public and private ac-
tivities.

(4) The development and use of encryption technologies by industry should be
driven by market forces rather than by Government imposed requirements.

(b) PURPOSES.—The purposes of this Act are to—

(1) reinforce the role of the National Institute of Standards and Technology
in ensuring the security of unclassified information in Federal computer sys-
tems; and

(2) promote technology solutions based on private sector offerings to protect
the security of Federal computer systems.

SEC. 3. VOLUNTARY STANDARDS FOR PUBLIC KEY MANAGEMENT INFRASTRUCTURE.

Section 20(b) of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3(b)) is amended—

(1) by redesignating paragraphs (2), (3), (4), and (5) as paragraphs (3), (4), (8),
and (9), respectively; an

(2) by inserting after paragraph (1) the following new paragraph:

“(2) upon request from the private sector, to assist in establishing voluntary
interoperable standards, guidelines, and associated methods and techniques to
facilitate and expedite the establishment of non-Federal management infra-
structures for public keys that can be used to communicate with and conduct
transactions with the Federal Government;”.

SEC. 4. SECURITY OF FEDERAL COMPUTERS AND NETWORKS.

Section 20(b) of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3(b)), as amended by section 3 of this Act, is further amended by inserting
after paragraph (4), as so redesignated by section 3(1) of this Act, the following new
paragraphs:

“(5) except for national security systems, as defined in section 5142 of Public
Law 104-106 (40 U.S.C. 1452), to provide guidance and assistance to Federal
agencies for protecting the security and privacy of sensitive information in
interconnected Federal computer systems, including identification of significant
risks thereto;

“(6) to promote compliance by Federal agencies with existing Federal com-
puter information security and privacy guidelines;

“(7) in consultation with appropriate Federal agencies, assist Federal re-
sponse efforts related to unauthorized access to Federal computer systems;”.

SEC. 5. COMPUTER SECURITY IMPLEMENTATION.

Section 20 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3) is further amended—

(1) by redesignating subsections (c) and (d) as subsections (e) and (f), respec-
tively; and

(2) by inserting after subsection (b) the following new subsection:

“(e)(1) In carrying out subsection (a)(2) and (3), the Institute shall—

“(A) emphasize the development of technology-neutral policy guidelines for
computer security practices by the Federal agencies;

“(B) promote the use of commercially available products, which appear on the
list required by paragraph (2), to provide for the security and privacy of sen-
sitive information in Federal computer systems;

“(C) develop qualitative and quantitative measures appropriate for assessing
the quality and effectiveness of information security and privacy programs at
Federal agencies;
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“(D) perform evaluations and tests at Federal agencies to assess existing in-
formation security and privacy programs;

“(E) promote development of accreditation procedures for Federal agencies
based on the measures developed under subparagraph (C);

“(F) if requested, consult with and provide assistance to Federal agencies re-
garding the selection by agencies of security technologies and products and the
implementation of security practices; and

“(G)1) develop uniform testing procedures suitable for determining the con-
formance of commercially available security products to the guidelines and
standards developed under subsection (a)(2) and (3);

“(ii) establish procedures for certification of private sector laboratories to per-
form the tests and evaluations of commercially available security products de-
veloped in accordance with clause (i); and

“(111) promote the testing of commercially available security products for their
conformance with guidelines and standards developed under subsection (a)(2)
and (3).

“(2) The Institute shall maintain and make available to Federal agencies and to
the public a list of commercially available security products that have been tested
by private sector laboratories certified in accordance with procedures established
under paragraph (1)(G)(ii), and that have been found to be in conformance with the
guidelines and standards developed under subsection (a)(2) and (3).

“(3) The Institute shall annually transmit to the Congress, in an unclassified for-
mat, a report containing—

“(A) the findings of the evaluations and tests of Federal computer systems
conducted under this section during the 12 months preceding the date of the
report, including the frequency of the use of commercially available security
products included on the list required by paragraph (2);

“(B) the planned evaluations and tests under this section for the 12 months
following the date of the report; and

“(C) any recommendations by the Institute to Federal agencies resulting from
the findings described in subparagraph (A), and the response by the agencies
to those recommendations.”.

SEC. 6. COMPUTER SECURITY REVIEW, PUBLIC MEETINGS, AND INFORMATION.

Section 20 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3), as amended by this Act, is further amended by inserting after subsection
(c), as added by section 5 of this Act, the following new subsection:

“d)(1) The Institute shall solicit the recommendations of the Computer System
Security and Privacy Advisory Board, established by section 21, regarding standards
and guidelines that are being considered for submittal to the Secretary in accord-
ance with subsection (a)(4). The recommendations of the Board shall accompany
standards and guidelines submitted to the Secretary.

“(2) There are authorized to be appropriated to the Secretary $1,030,000 for fiscal
year 2001 and $1,060,000 for fiscal year 2002 to enable the Computer System Secu-
rity and Privacy Advisory Board, established by section 21, to identify emerging
issues related to computer security, privacy, and cryptography and to convene public
meetings on those subjects, receive presentations, and publish reports, digests, and
summaries for public distribution on those subjects.”.

SEC. 7. LIMITATION ON PARTICIPATION IN REQUIRING ENCRYPTION STANDARDS.

Section 20 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3), as amended by this Act, is further amended by adding at the end the fol-
lowing new subsection:

“(g) The Institute shall not promulgate, enforce, or otherwise adopt standards, or
carry out activities or policies, for the Federal establishment of encryption standards
required for use in computer systems other than Federal Government computer sys-
tems.”.

SEC. 8. MISCELLANEOUS AMENDMENTS.

Section 20 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3), as amended by this Act, is further amended—

(1) in subsection (b)(9), as so redesignated by section 3(1) of this Act, by in-
serting “to the extent that such coordination will improve computer security and
to the extent necessary for improving such security for Federal computer sys-
tems” after “Management and Budget)”;

(2) in subsection (e), as so redesignated by section 5(1) of this Act, by striking
“shall draw upon” and inserting in lieu thereof “may draw upon”;

(3) in subsection (e)(2), as so redesignated by section 5(1) of this Act, by strik-
ing “(b)(5)” and inserting in lieu thereof “(b)(8)”; and



4

(4) in subsection (f)(1)(B)(), as so redesignated by section 5(1) of this Act, by
inserting “and computer networks” after “computers”.

SEC. 9. FEDERAL COMPUTER SYSTEM SECURITY TRAINING.

Section 5(b) of the Computer Security Act of 1987 (40 U.S.C. 759 note) is
amended—

(1) by striking “and” at the end of paragraph (1);

(2) by striking the period at the end of paragraph (2) and inserting in lieu
thereof “; and”; and

(3) by adding at the end the following new paragraph:

“(3) to include emphasis on protecting sensitive information in Federal data-
bases and Federal computer sites that are accessible through public networks.”.

SEC. 10. COMPUTER SECURITY FELLOWSHIP PROGRAM.

There are authorized to be appropriated to the Secretary of Commerce $500,000
for fiscal year 2001 and $500,000 for fiscal year 2002 for the Director of the National
Institute of Standards and Technology for fellowships, subject to the provisions of
section 18 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-1), to support students at institutions of higher learning in computer security.
Amounts authorized by this section shall not be subject to the percentage limitation
stated in such section 18.

SEC. 11. STUDY OF PUBLIC KEY INFRASTRUCTURE BY THE NATIONAL RESEARCH COUNCIL.

(a) REVIEW BY NATIONAL RESEARCH COUNCIL.—Not later than 90 days after the
date of the enactment of this Act, the Secretary of Commerce shall enter into a con-
tract with the National Research Council of the National Academy of Sciences to
conduct a study of public key infrastructures for use by individuals, businesses, and
government.

(b) CONTENTS.—The study referred to in subsection (a) shall—

(1) assess technology needed to support public key infrastructures;

(2) assess current public and private plans for the deployment of public key
infrastructures;

(3) assess interoperability, scalability, and integrity of private and public enti-
ties that are elements of public key infrastructures;

(4) make recommendations for Federal legislation and other Federal actions
required to ensure the national feasibility and utility of public key infrastruc-
tures; and

(5) address such other matters as the National Research Council considers
relevant to the issues of public key infrastructure.

(c) INTERAGENCY COOPERATION WITH STUDY.—AIll agencies of the Federal Govern-
ment shall cooperate fully with the National Research Council in its activities in
carrying out the study under this section, including access by properly cleared indi-
viduals to classified information if necessary.

(d) REPORT.—Not later than 18 months after the date of the enactment of this Act,
the Secretary of Commerce shall transmit to the Committee on Science of the House
of Representatives and the Committee on Commerce, Science, and Transportation
of the Senate a report setting forth the findings, conclusions, and recommendations
of the National Research Council for public policy related to public key infrastruc-
tures for use by individuals, businesses, and government. Such report shall be sub-
mitted in unclassified form.

(e) AUTHORIZATION OF APPROPRIATIONS.—There are authorized to be appropriated
to the Secretary of Commerce $450,000 for fiscal year 2001, to remain available
until expended, for carrying out this section.

SEC. 12. PROMOTION OF NATIONAL INFORMATION SECURITY.

The Under Secretary of Commerce for Technology shall—

(1) promote an increased use of security techniques, such as risk assessment,
and security tools, such as cryptography, to enhance the protection of the Na-
tion’s information infrastructure;

(2) establish a central repository of information for dissemination to the pub-
lic to promote awareness of information security vulnerabilities and risks; and

(3) promote the development of the national, standards-based infrastructure
needed to support government, commercial, and private uses of encryption tech-
nologies for confidentiality and authentication.

SEC. 13. ELECTRONIC AUTHENTICATION INFRASTRUCTURE.
(a) ELECTRONIC AUTHENTICATION INFRASTRUCTURE.—

(1) GUIDELINES AND STANDARDS.—Not later than 18 months after the date of
the enactment of this Act, the Director, in consultation with industry and ap-
propriate Federal agencies, shall develop electronic authentication infrastruc-
ture guidelines and standards for use by Federal agencies to assist those agen-
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cies to effectively select and utilize electronic authentication technologies in a
manner that is—

(A) adequately secure to meet the needs of those agencies and their trans-
action partners; and

(B) interoperable, to the maximum extent possible.

(2) ELEMENTS.—The guidelines and standards developed under paragraph (1)
shall include—

(A) protection profiles for cryptographic and noncryptographic methods of
authenticating identity for electronic authentication products and services;

(B) a core set of interoperability specifications for the Federal acquisition
of electronic authentication products and services; and

(C) validation criteria to enable Federal agencies to select cryptographic
electronic authentication products and services appropriate to their needs.

(3) COORDINATION WITH NATIONAL POLICY PANEL.—The Director shall ensure
that the development of guidelines and standards with respect to cryptographic
electronic authentication products and services under this subsection is carried
out in consultation with the National Policy Panel for Digital Signatures estab-
lished under subsection (e).

(4) REVISIONS.—The Director shall periodically review the guidelines and
standards developed under paragraph (1) and revise them as appropriate.

(b) LISTING OF VALIDATED PrRODUCTS.—Not later than 30 months after the date
of the enactment of this Act, and thereafter, the Director shall maintain and make
available to Federal agencies and to the public a list of commercially available elec-
tronic authentication products, and other such products used by Federal agencies,
evaluated as conforming with the guidelines and standards developed under sub-
section (a).

(c) SPECIFICATIONS FOR ELECTRONIC CERTIFICATION AND MANAGEMENT TECH-
NOLOGIES.—

(1) SpecIFICATIONS.—The Director shall, as appropriate, establish core speci-
fications for particular electronic certification and management technologies, or
their components, for use by Federal agencies.

(2) EVALUATION.—The Director shall advise Federal agencies on how to evalu-
ate the conformance with the specifications established under paragraph (1) of
electronic certification and management technologies, developed for use by Fed-
eral agencies or available for such use.

(3) MAINTENANCE OF LIST.—The Director shall maintain and make available
to Federal agencies a list of electronic certification and management tech-
nologies evaluated as conforming to the specifications established under para-
graph (1).

(d) REPORTS.—Not later than 18 months after the date of the enactment of this
Act, and annually thereafter, the Director shall transmit to the Congress a report
that includes—

(1) a description and analysis of the utilization by Federal agencies of elec-
tronic authentication technologies; and

(2) an evaluation of the extent to which Federal agencies’ electronic authen-
tication infrastructures conform to the guidelines and standards developed
under subsection (a)(1).

(e) NATIONAL PoLICY PANEL FOR DIGITAL SIGNATURES.—

(1) EsTABLISHMENT.—Not later than 90 days after the date of the enactment
of this Act, the Under Secretary shall establish a National Policy Panel for Dig-
ital Signatures. The Panel shall be composed of government, academic, and in-
dustry technical and legal experts on the implementation of digital signature
technologies, State officials, including officials from States which have enacted
laws recognizing the use of digital signatures, and representative individuals
from the interested public.

(2) RESPONSIBILITIES.—The Panel shall serve as a forum for exploring all rel-
evant factors associated with the development of a national digital signature in-
frastructure based on uniform guidelines and standards to enable the wide-
flpread availability and use of digital signature systems. The Panel shall

evelop—

(A) model practices and procedures for certification authorities to ensure
the accuracy, reliability, and security of operations associated with issuing
and managing digital certificates;

(B) guidelines and standards to ensure consistency among jurisdictions
that license certification authorities; and

(C) audit procedures for certification authorities.

(3) COORDINATION.—The Panel shall coordinate its efforts with those of the
Director under subsection (a).
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(4) ADMINISTRATIVE SUPPORT.—The Under Secretary shall provide administra-
tive support to enable the Panel to carry out its responsibilities.

(5) REPORT.—Not later than 1 year after the date of the enactment of this Act,
the Under Secretary shall transmit to the Congress a report containing the rec-
ommendations of the Panel.

(f) DEFINITIONS.—For purposes of this section—

(1) the term “certification authorities” means issuers of digital certificates;

(2) the term “digital certificate” means an electronic document that binds an
individual’s identity to the individual’s key;

(3) the term “digital signature” means a mathematically generated mark uti-
lizing key cryptography techniques that is unique to both the signatory and the
information signed;

(4) the term “digital signature infrastructure” means the software, hardware,
and personnel resources, and the procedures, required to effectively utilize dig-
ital certificates and digital signatures;

(5) the term “electronic authentication” means cryptographic or noncryp-
tographic methods of authenticating identity in an electronic communication;

(6) the term “electronic authentication infrastructure” means the software,
hardware, and personnel resources, and the procedures, required to effectively
utilize electronic authentication technologies;

(7) the term “electronic certification and management technologies” means
computer systems, including associated personnel and procedures, that enable
individuals to apply unique digital signatures to electronic information;

(8) the term “protection profile” means a list of security functions and associ-
ated assurance levels used to describe a product; and

(9) the term “Under Secretary” means the Under Secretary of Commerce for
Technology.

SEC. 14. SOURCE OF AUTHORIZATIONS.

There are authorized to be appropriated to the Secretary of Commerce $7,000,000
for fiscal year 2001 and $8,000,000 for fiscal year 2002, for the National Institute
of Standards and Technology to carry out activities authorized by this Act for which
funds are not otherwise specifically authorized to be appropriated by this Act.

II. PURPOSE OF THE BILL

The purpose of the bill is to update the Computer Security Act
of 1987 to improve computer security for federal civilian agencies
and the private sector.

IIT. BACKGROUND AND NEED FOR THE LEGISLATION

The Computer Security Act of 1987 gave authority over computer
and communication security standards in federal civilian agencies
to NIST. The Computer Security Enhancement Act of 2000
strengthens that authority and directs funds to implement prac-
tices and procedures which will ensure that the federal standards
setting process remains open to public input and analysis and that
will provide guidance and assistance on protection of electronic in-
formation to federal civilian agencies. H.R. 2413 promotes open and
public discussion, as well as the use of commercially available prod-
ucts to meet the information security needs of the federal civilian
agencies.

Since 1993, the General Accounting Office (GAO) has issued over
35 reports describing serious information security weaknesses at
major federal agencies. In 1999, GAO reported that during the pre-
vious 2 years serious information security control weaknesses had
been reported for most of the federal agencies. Recently, GAO gave
the federal government an overall grade of D minus for its com-
puter security efforts.

Much has changed in the years since the Computer Security Act
of 1987 was enacted. The proliferation of networked systems, the
Internet, and web access are just a few of the dramatic advances
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in information technology that have occurred. The Computer Secu-
rity Enhancement Act of 2000 addresses these changes and pro-
vides for greater security for the federal civilian agencies that base
their procurement decisions for computer security hardware and
software on NIST standards. H.R. 2413 also promotes the use of
commercially available products and encourages an open exchange
of information between NIST and the private sector. This renewed
emphasis on open discussion should help facilitate better security
in all communities.

IV. SUMMARY OF HEARINGS

On September 30, 1999, the Subcommittee on Technology held a
hearing to review H.R. 2413, the Computer Security Enhancement
Act of 2000, legislation introduced by Chairman Sensenbrenner,
Representatives Morella and Gordon.

Witnesses included Mr. Raymond Kammer, Director, National
Institute of Standards and Technology; Mr. Keith Rhodes, Director,
Office of Computer and Information, Technology Assessment, U.S.
General Accounting Office; Mr. Harris Miller, President, Informa-
tion Technology Association of America; and Dr. George Trubow,
Professor and Director, Center for Information Technology and Pri-
vacy Law, The John Marshall Law School and Member, Computer
System Security and Privacy Advisory Board (CSSPAB), NIST.

Mr. Kammer testifying on behalf of the National Institute of
Standards and Technology, stated that NIST’s computer security
program focuses on standards and guidelines, public key infrastruc-
ture and security research. Mr. Kammer noted that the President
has recently requested an additional $39M in FY 2000 for initia-
tives proposed to protect critical infrastructure, of which $5M
would be for NIST to establish an Expert Review Team to assist
Government-wide agencies in adhering to Federal computer secu-
rity requirements. NIST would consult with OMB and NSA on the
team’s plan to protect computer security for Federal agencies. Two
million would fund a 15 member team responsible for helping agen-
cies identify vulnerabilities, plan secure systems and implement
critical infrastructure plans. Three million would establish an oper-
ational fund at NIST for computer security projects among Federal
agencies. Projects would include independent vulnerability assess-
ments, computer intrusion drill and emergency funds to cover secu-
rity fixes for systems identified to have unacceptable risks.

Mr. Rhodes, testifying on behalf of General Accounting Office
(GAO), stated that H.R. 2413 aims to reinforce the role of NIST,
whose mission is to provide guidance and technical assistance to
government and industry to protect unclassified information sys-
tems. Mr. Rhodes discussed: (1) the urgent need to strengthen com-
puter security across the Federal Government; (2) the current and
future privacy concerns with any computer security legislation, (3)
GAOQO’s views on the proposed act, and (4) what can be done to fur-
ther strengthen security program management at federal agencies.
According to Rhodes, it is imperative that the Federal Government
swiftly implement long-term solutions both at individual agencies
and government-wide to protect systems and sensitive data. He
noted that the need to protect sensitive data and systems must be
weighed against cost, feasibility, privacy and security interests of
citizens and private businesses as well as national security and law
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enforcement agencies. Without computer security, privacy cannot
be assured. Without agreement among users, businesses, law en-
forcement, national security and other authorities on requirements,
there is no way to implement new technology or to establish stand-
ards that will be universally accepted. Finally, Mr. Rhodes stated
that it is important to ensure that NIST retains the ability to de-
velop security standards for unclassified data and decide which in-
dustry standards are appropriate for Federal agencies and that the
agencies consistently implement such standards.

Mr. Harris, testifying on behalf of the ITAA, stated that his asso-
ciation and its members support both goals of H.R. 2413, to assist
NIST in meeting the computer security needs of Federal agencies
and to allow the Federal Government through NIST to harness the
ingenuity of the private sector to help address its computer security
needs. He noted that computer security solutions should be indus-
try-led. Mr. Harris recognized that great opportunities for collabo-
ration between Federal Government and private industry currently
exist and that there is a need for information security computer
specialists and additional resources. Finally, Mr. Harris stated
there is a need for authentication through digital signatures and
a public key infrastructure.

Profesor Trubow, testifying on behalf of the Computer System
Security and Privacy Advisory Board (CSSPAB), warned that for
the Board to remain effective, it should maintain its role as an ad-
visory board. He noted that it is appropriate for the board to be
asked for its advice and wisdom. In his opinion, the board supports
the goal of H.R. 2413 to expand NIST’s activities in developing and
promoting the use of information system security technologies. He
noted that attention to privacy must not be overlooked. Finally,
Professor Trubow recommended that “privacy” be inserted in the
bill in several areas.

On April 15, 1999, the Subcommittee on Technology held a hear-
ing on “The Melissa Virus: Inoculating Our Information Technology
from Emerging Threats.” The hearing was held to review computer
security threats specifically computer viruses.

Witnesses included: Mr. Raymond Kammer, Director, National
Institutes of Standards and Technology, Mr. Michael Vatis, Direc-
tor, National Infrastructure and Protection Center, FBI, Dr. Rich-
ard Pethia, Director, CERT Coordination Center, Carnegie Mellon
University Software Engineering Institute, and Mr. Keith Rhodes,
Technical Director, Office of the Chief Scientist, U.S. General Ac-
counting Office.

Mr. Raymond Kammer, Director, National Institutes of Stand-
ards and Technology, testified that the Melissa virus is what is
known as a denial of service attack, whereby servers and routers
are literally overwhelmed by e-mail. Mr. Kammer stressed that we
as a nation must maintain a proper perspective in developing com-
puter security solutions and not target the problem of the moment.
Mr. Kammer stated that NIST has taken a broad perspective and
that the agency has several initiatives underway to strengthen the
IT security infrastructure of the U.S. economy.

Mr. Michael Vatis, Director, National Infrastructure and Protec-
tion Center, FBI, testified that the Melissa virus is a macro virus
spread through Microsoft Word 97 or Word 2000 e-mail attach-
ments. He explained that the problem with this particular virus
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was its ability to spread quickly. Mr. Vatis moved on to state that
we are fortunate this virus did not do more damage than it did.
However, he added that its occurrence should serve as a wake up
call for both the government and the private sector, because the
virus exploited known vulnerabilities. Mr. Vatis stated that the no-
tifications and information provided by the NIPC, CERT, and oth-
ers demonstrated the value of cooperative efforts by the private
and government sectors.

Dr. Richard Pethia, Director, CERT Coordination Center, Car-
negie Mellon University Software Engineering Institute, stated
that the Melissa virus was a warning siren of the increased vulner-
ability of our networks. He believes that the press acted respon-
sibly in reporting the outbreak. Dr. Pethia presumes that there will
be a need in the future for enhanced incident response capability,
faster communications, better analytical tools and techniques to
solve this problem. He contends that if we have multiple outbreaks
that spread at Internet speed, we would not be able to control the
virus. He reiterates that real solutions in the long term can only
come from improvements in technology. Along with virus-proof soft-
ware, there is a need to make use of encryption technology in the
form of digital signatures so those messages can be authenticated.

Mr. Keith Rhodes, Technical Director, Office of the Chief Sci-
entist, U.S. General Accounting Office testified that the Melissa
virus disrupted the operations of thousands of companies and some
government agencies, but did not permanently damage systems
and did not compromise government data. He discussed the broad-
er implications of the Melissa virus including how quickly the virus
proliferated due to the extensive connectivity of today’s networks.
He believes that the next virus will propagate faster, do more dam-
age and be more difficult to detect and to counter. He also claims
that it is imperative that Federal agencies and the government im-
plement long-term solutions to protect systems and sensitive data.
Furthermore, Mr. Rhodes is a supporter of the GAO’s Information
Security Best Practice guides. They offer a framework for agencies
to follow. Sustained government-wide leadership is needed to en-
sure that executives understand risks, monitor agency performs
and resolve issues affecting multiple agencies.

On May 10, 2000 the Subcommittee on Technology held a hear-
ing entitled, “The Love Bug Virus: Protecting Lovesick Computers
from Malicious Attack.” The hearing examined the features of the
“love bug” computer virus, explored its impact on the Federal Gov-
ernment and the private sector, and examined possible solutions
and preventative actions individuals and organizations should take
to prevent emerging threats form impacting information technology
systems and networks.

Witnesses included: Mr. Keith Rhodes, Technical Director, Office
of the Chief Scientist, U.S. General Accounting Office; Mr. Harris
Miller, President, Information Technology Association of America;
Ms. Sandra England, Senior Vice President, McAfee—A Network
Associates Company; Mr. Peter Tippett, Chief Technology Officer,
ICSA.net.

Mr. Keith Rhodes, Technical Director, Office of the Chief Sci-
entist, U.S. General Accounting Office, stated that the world does
not practice safe computing. He described how the “I Love You”
virus worked. He noted that there were 14 variances of this virus
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some even more damaging. The Love Bug hit many large corpora-
tions such as AT&T, TWA, Ford and the Washington Post, ABC
News, British Parliament, the IMF and at least 14 other United
States Federal Agencies. These viruses were spreading faster due
to the high dependency on our network systems. Mr. Rhodes claims
that there is no silver bullet that will stop the infection of viruses.
Therefore, agencies inside and outside the government must in-
crease awareness, ensure that existing controls are operating effec-
tively, ensure that software patches are brought up to date, use
automated scanning and testing tools to quickly identify problems
and be sure that common vulnerabilities are addressed.

Mr. Harris Miller, President, Information Technology Association
of America, testified that cyber crimes are given less priority than
other types of crime since there is no actual physical violence. This
attitude must change and the government agencies need to make
information security a much higher priority. He stated that infor-
mation sharing is the key challenge. He is working to create an in-
formation-sharing mechanism with over 100 IT companies. ITAA
will host the first global security summit in Washington, D.C. on
October 16 and 17. He hopes to establish the same type of inter-
national collaboration that existed with the Y2K bug. ITAA is also
working with the Department of Justice on the Cybercitizen Part-
nership to help promote cyber ethics. In his closing remarks he
stated that Cyber-crime must not become an accepted practice.

Ms. Sandra England, Senior Vice President, McAfee—A Network
Associates Company testified that the McAfee’s Emergency re-
sponse team, AVERT, immediately responded to the outbreak of
the “I Love You” virus. They were able to dispense a cure within
a couple hours of its first detection. She went on to add that many
viruses are detected on a daily basis and last year alone there were
$12 billion in damages due to various viruses. Ms. England claims
that even though viruses attack on a more frequent basis, not
much is being done to internal policies to respond to these new at-
tacks. The actual cost from the viruses is hard to assess mainly
since it is a loss of time and productivity. The anti virus companies
alone can not combat this problem. Anti-virus software must be
kept up to date, and signature files must be updated faithfully. She
agreed that more must be done to stop virus writers and in turn
stiffer punishments must be enacted.

Mr. Peter Tippett, Chief Technology Officer, ICSA.net discussed
the costs and risks associated with electronic, malicious code, pri-
vacy, down time, physical and human related factors. He described
ICSA as a new breed of Internet company that provides security
assurances services. Mr. Tippett states that every product that
ICSA certifies can detect, prevent and recover from every virus
that has ever been promulgated. However, after they are installed
into companies they become only 30% effective. He suggests better
education on how to use such software. He agreed with the other
witnesses in stating that stiffer laws must be invoked on those who
choose to write these malicious codes. ICSA estimates that 65% of
Northern American companies were infected as well as 133,000
desktops.
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V. COMMITTEE ACTIONS

On Wednesday, October 20, 1999, the Committee on Science,
Subcommittee on Technology convened to mark up H.R. 2413, The
Computer Security Enhancement Act of 1999, to enhance the abil-
ity of the National Institute of Standards and Technology (NIST)
to improve computer security. One amendment was offered at the
mark-up. It was adopted by a voice vote.

1. Mrs. Morella and Mr. Barcia offered an en bloc amendment
that would require NIST to access existing information security
programs at Federal agencies, make recommendations to improve
their security, and report to Congress annually on the information
security status of Federal agencies.

With a quorum present, Chairwoman Morella moved that H.R.
2413, as amended be reported. The motion was adopted by a voice
vote.

On Wednesday, July 26, 2000, the Committee on Science con-
vened to mark up H.R. 2413. An amendment offered by Mrs.
Morella and Mr. Barcia was offered and adopted by a voice vote.

1. Mrs. Morella and Mr. Barcia offered an amendment, which
consisted of the text of H.R. 2413 as reported by the Subcommittee
on Technology. The amendment was agreed to by a voice vote.

With a quorum present, Chairman Sensenbrenner moved that
H.R. 2413, as amended be reported. The motion was adopted by a
voice vote.

VI. SUMMARY OF MAJOR PROVISIONS OF THE BILL

H.R. 2413, the Computer Security Enhancement Act of 2000 pro-
vides for greater security for the federal civilian agencies that base
their procurement decisions for computer security hardware and
software on NIST standards. The legislation also promotes the use
of commercially available products and encourages an open ex-
change of information between NIST and the private sector. The
legislation authorizes a total of $8,980,000 in FY 2001 and
$9,560,000 in FY 2002. Specifically, the Computer Security En-
hancement Act of 2000:

* Requires NIST to encourage the acquisition of commercial off-
the-shelf (COTS) products to meet civilian agency computer secu-
rity needs. This measures should reduce the costs of computer se-
curity technologies for federal agencies.

» Enhances the role of the independent Computer System Secu-
rity and Privacy Advisory Board in NIST’s decision-making process
by requiring the Board, which is made up of representatives from
industry, federal agencies and other external organizations, to
make formal recommendations regarding proposed security stand-
ards and provide guidance to NIST on emerging computer security
issues.

» Clarifies that NIST standards and guidelines are to be used for
the acquisition of computer security technologies for the Federal
Government and are not intended as restrictions on the production
or use of encryption by the private sector.

» Updates the Computer Security Act by including references to
computer networking, which has become an increasingly important
component of the Federal Government Information technology sys-
tem.
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» Establishes a new computer science fellowship program for
graduate and undergraduate students studying computer security.
The bill sets aside $500,000 for the first year and $500,000 for the
second year, to enable NIST to finance computer security fellow-
ships under an existing NIST grant program.

* Requires the National Research Council (NRC) to conduct a
study to assess the desirability of public key infrastructures. The
NRC would also research the technologies required for the estab-
lishment of such public key infrastructures.

* Requires the Under Secretary of Commerce for Technology to
actively promote the use of technologies by the Federal Govern-
ment that will enhance the security of federal communications net-
works and information in electronic form; to establish a clearing-
house of information available to the public on information security
threats; and to promote development of a market driven consensus
standards-based infrastructure that will enable more widespread
use of encryption technologies for confidentiality and authentica-
tion.

« Establishes a National Panel for Digital Signatures for the
purpose of exploring all relevant factors associated with the devel-
opment of a national digital signature infrastructure based on uni-
form standards and of developing model practices and standards
associated with certification authorities. The Department of Com-
merce shall appoint the National Panel and provide necessary ad-
ministrative support.

VII. SECTION-BY-SECTION ANALYSIS (BY TITLE AND SECTION)/
COMMITTEE VIEWS

Sec. 1. Short title
Computer Security Enhancement Act of 2000.

Sec. 2. Findings and purposes
Details the findings and purpose of the bill.

Sec. 3. Voluntary standards for public key management infrastruc-
tures

Section 20 of the NIST Act is amended by authorizing NIST to
assist (upon request from the private sector) in establishing vol-
untary interoperable standards, guidelines, and associated methods
and techniques to facilitate and expedite the establishment of non-
Federal public key management infrastructures.

Committee views

Historically, NIST has been most effective when helping the com-
mercial sector, in a consensus process, to establish standards. The
Committee supports such efforts, so long as they are fully vol-
untary and reflect a true consensus process.

Sec. 4. Security of Federal computers and networks

Section 20 of the NIST Act is amended by authorizing NIST to:
(1) provide guidance and assistance to federal agencies in the
protection of interconnected computer systems (except for na-
tional security systems), including identification of significant
risks thereto;
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(2) promote compliance by Federal agencies with existing
Federal computer information security and privacy guidelines;
and,

(3) consult with and assist Federal agencies in response to
efforts related to unauthorized access to federal computer sys-
tems.

Committee views

The Committee believes it is important that NIST remain the
lead agency in securing the information technology infrastructure
of federal civilian agencies. NIST must place greater emphasis on
its duties in this area. NIST should provide guidance and assist-
ance to federal civilian agencies in helping to secure their informa-
tion technology systems.

Sec. 5. Computer security implementation.

Section 20 of the NIST Act is amended to specify the approaches
to be taken by NIST in carrying out its existing responsibilities for
developing standards and guidelines for the security and privacy of
sensitive information in federal computer systems and for assisting
federal agencies in meeting those standards and guidelines. Specifi-
cally, NIST must emphasize technology-neutral policy guidelines,
must actively promote commercially available products for meeting
the security and privacy requirements of federal agencies and pro-
vide assistance to agencies in the selection of products; and must
develop qualitative and quantitative measures for assessing the ef-
fectiveness of agencies’ information security and privacy programs,
perform evaluations of agencies’ security and privacy programs,
and promote appropriate accreditation procedures for agencies’ pro-
grams. In addition, NIST is required to develop uniform procedures
for determining the effectiveness of commercially available security
products; establish procedures for certification of private sector lab-
oratories to perform evaluations to promote the testing of products
and make available the results of such tests to agencies and to the
public.

Committee views

The Committee affirms NIST’s lead role in setting policy guide-
lines for computer security practices implemented by federal civil-
ian agencies. The Committee encourages the greater use of com-
mercially available security products by federal agencies by direct-
ing NIST to promote the use of such products whenever feasible
and appropriate. In order to identify the most effective security
products, the Committee tasks NIST to establish appropriate eval-
uation procedures and to establish requirements to certify the ca-
pability of private sector laboratories to conduct such tests.

The Committee expects NIST to expand its efforts to ensure the
compliance of federal agencies with the information security and
privacy guidelines developed by NIST in accordance with its statu-
tory responsibilities. The Committee tasks NIST to develop metrics
to assess the effectiveness of agencies’ security and privacy pro-
grams, to conduct on-site evaluations of agencies’ programs, and to
report to Congress on the results of these evaluations.
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Sec. 6. Computer security review, public meetings, and information

Section 20 of the NIST Act is amended by requiring NIST to so-
licit recommendations of the Computer System Security and Pri-
vacy Advisory Board regarding standards and guidelines that are
under consideration for submittal to the Secretary of Commerce for
promulgation as regulations and include such recommendations
with any subsequent submission to the Secretary. Funds are also
authorized for the Board ($1,030,000 for FY 2001 and $1,060,000
for FY 2002) to enable it to act as a forum for public discussion on
emerging issues related to computer security privacy and cryptog-
raphy. The Board is authorized to convene public meetings and to
publish reports and other information for public distribution.

Committee views

The Committee believes that an open and transparent system
should be used by NIST in promulgating federal standards. The
Computer System Security and Privacy Advisory Board (CSSPAB),
acting as an independent board, is uniquely positioned to make rec-
ommendations to the Department of Commerce. This Board will be
charged with submitting its recommendations along with NIST’s
proposals to the Secretary of Commerce for promulgation as regula-
tions. The Board is being provided with resources and specific di-
rection by the Committee to allow it to operate in an independent
and autonomous fashion to pursue public policy issues that are im-
portant for assuring the security and integrity of computing and
network systems, and the information they contain. The Board is
authorized to convene public meetings and to publish reports and
other information for public distribution.

The CSSPAB is to report directly to the Committee on Science
of the House of Representatives and the Committee on Commerce,
Science, and Transportation of the Senate. The Committee empha-
sizes that CSSPAB reports do not require prior clearance by OMB
or the Commerce Department before they are transmitted to the
Congressional Committees.

Sec. 7. Limitation on participation in requiring encryption stand-
ards

Section 20 of the NIST Act is amended by prohibiting NIST from
promulgating, enforcing, or otherwise adopting standards, or car-
rying out activities or policies, for the Federal establishment of
encryption standards required for use in computer systems other
than Federal Government computer systems.

Committee views

NIST does not currently promulgate, enforce or otherwise adopt
standards, or carry out activities or policies, for the federal estab-
lishment of encryption, or computer security standards required for
use in computer systems other than Federal Government computer
systems. It is the Committee’s intention that NIST not be used for
such purposes in the future.

Sec. 8. Miscellaneous amendments

Technical and conforming amendments to Section 20 of the NIST
Act as well as a language change which reasserts NIST’s role as
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the lead agency for handling standards for civilian agency com-
puter security.

Committee views

The Committee affirms NIST’s role as the lead agency for han-
dling standards for federal civilian agency computer security. The
Committee believes that it is imperative that this function remain
open to public scrutiny. NIST is the agency historically charged
with setting the standards for computer security in the civilian
agencies and it is the Committee’s intention that NIST direct ap-
propriate resources and expertise to this area.

Sec. 9. Federal computer system security training

Section 5(b) of the Computer Security Act of 1987 is amended by
adding an emphasis on protecting sensitive information in Federal
databases and Federal computer sites that are accessible through
public networks.

Committee views

The Committee wishes to focus NIST’s attention on security mat-
ters which have come about because of the changes in network in-
formation technology systems that have taken place since the en-
actment of the Computer Security Act of 1987. The World Wide
Web is just one example of new developments in network tech-
nology programs which raise unique security concerns.

Sec. 10. Computer security fellowship program

Funds are authorized under Section 18 of the NIST Act to pro-
vide grants for research on computer security to students at insti-
tutions of higher learning ($500,000 for FY 2001 and $500,000 FY
2002).

Committee views

The Committee supports efforts to increase the number of college
and graduate students in the field of computer security. NIST can
play an important, although limited, role in this effort through its
section 18 fellowship program.

Sec. 11. Study of public key infrastructure by the National Research
Council

This section authorizes funds ($450,000 for FY 2001 to remain
available until expended) and sets terms for the National Research
Council of the National Academy of Sciences to conduct a study of
public key infrastructures (PKI) for use by individuals, businesses,
and government.

Committee views

The Committee is aware that the Federal Government is aggres-
sively promoting the deployment of PKI technology. PKIs are not
yet commonplace in either the private sector or in government be-
cause a number of significant challenges must still be overcome be-
fore the technology can be widely deployed and implemented. The
NRC study will provide valuable information on the costs,
vulnerabilities and scalability issues of such an infrastructure.
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Sec. 12. Promotion of national information security

Requires the Under Secretary of Commerce for Technology to ac-
tively promote the use of technologies that will enhance the secu-
rity of communications networks and information in electronic
form; to establish a clearinghouse of information available to the
public on information security threats; and to promote development
of the standards-based infrastructure that will enable the more
widespread use of encryption technologies for confidentiality and
authentication.

Committee views

Through the requirements of section 12, the Committee intends
to designate a central government focus for increasing public
awareness of the need for improving the security of communica-
tions networks and the information accessed through such net-
works. The Committee notes that one of the central findings of the
comprehensive 1996 report from the National Academy of Sciences,
Cryptography’s Role in Securing the Information Society, is the rel-
ative lack of attention paid to securing electronic information. Al-
though the technical solutions for enhancing information security
are available, the public has not been energized about the impor-
tance of utilizing these tools.

H.R. 2413 encourages greater use of commercially available cryp-
tography products for protection of government information, which
may have the indirect effect of enhancing the general availability
of such technologies. To further increase public awareness of secu-
rity threats and to accelerate corrective action, section 12 of the bill
charges the Technology Administration in the Commerce Depart-
ment to actively promote greater use of cryptography and associ-
ated technologies by the private sector. One specific requirement is
for the Technology Administration to establish a clearinghouse of
information for the public on information security threats to
networked computers, including information about procedural and
technical approaches to guard against such threats.

The Committee intends that the Technology Administration ac-
tively promote the development of a national, standards-based in-
frastructure to support the uses of encryption technologies for con-
fidentiality and authentication by working closely with the private
sector and by assisting and supporting the development of stand-
ards through a private-sector oriented, consensus-based process.

Sec. 13. Electronic authentication infrastructure

Directs NIST to work in consultation with industry to develop
guidelines for electronic authentication infrastructures for use by
federal agencies to ensure the security of transactions and inter-
operability with transaction partners. NIST will develop and main-
tain a list of conforming commercially available electronic authen-
tication products used by federal agencies. NIST will develop cri-
teria/guidelines for use by agencies for electronic management sys-
tems such as maintaining security of databases and validity of cer-
tificates. Eighteen months after enactment, NIST shall report to
Congress on how agencies are deploying systems which are in ac-
cordance with guidelines developed by the agency. Guidelines de-
Veli)ped by NIST or any Federal agency should be technology neu-
tral.
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Establishes a National Panel for Digital Signatures for the pur-
pose of exploring all relevant factors associated with the develop-
ment of a national digital signature infrastructure based on uni-
form standards and of developing model practices and standards
associated with certification authorities. The Technology Adminis-
tration of the Department of Commerce shall appoint the National
Panel and provide necessary administrative support.

Committee views

The Committee finds that digital signature technology is essen-
tial for the full use of public networks, such as the Internet, for
commerce and for private communications. While P.L. 106-229, the
Electronic Signatures in Global and National Commerce Act cre-
ated the legal framework for the recognition and acceptance of elec-
tronic signatures, it does not address interoperability and other
technical issues. Digital signatures verify the identity of a business
or individual that is accessed via a network and assure the integ-
rity of the information being exchanged. In order for digital signa-
ture technology to be deployed, in most cases, a trusted guarantor
of the public identifier, or public key, of the digital signature must
exist. This is the role of the certification authority.

The Committee is aware that several States have enacted stat-
utes to regulate certification authorities. Unfortunately, this has
largely been an uncoordinated process resulting in the placement
of varying requirements on certification authorities. In order for a
truly national system to develop, which is required if use of digital
signatures is to become widespread, the Committee believes that
uniform market driven consensus standards must be in place for
the practices and procedures of the certification authorities. Other-
wise, variations in the requirements for certification authorities
will degrade the overall level of reliability and security of digital
signatures.

To promote the required uniformity, section 13 of the bill estab-
lishes a national panel, under the auspices of the Technology Ad-
ministration, to develop private voluntary model practices and pro-
cedures, promote uniformity among jurisdictions that license cer-
tification authorities, and private voluntary uniform audit stand-
ards for certification authorities. This national panel, with broadly
based representation, including users of digital signature tech-
nology, will provide for the coordination needed to put in place the
national technical infrastructure that is a prerequisite for the wide-
spread use of digital signatures.

Sec. 14. Source of authorizations

This section authorizes $7 million in FY 2001 and $8 million in
FY 2002 for NIST to carry out activities authorized by this Act for
which funds are not otherwise specifically authorized.

Committee views

In addition to the funds authorized in H.R. 2413, H.R. 2086—the
Networking and Information Technology Research and Develop-
ment Act of 1999—which has passed the Science Committee and
the House of Representatives—also authorizes funding for NIST to
conduct fundamental computer security research in the area of ad-
vanced encryption standards and algorithms.



18

VIII. CosT ESTIMATE

Rule XIII, clause 3(d)(2) of the House of Representatives requires
each committee report accompanying each bill or joint resolution of
a public character to contain: (1) an estimate, made by such com-
mittee, of the costs which would be incurred in carrying out such
bill or joint resolution in the fiscal year in which it is reported, and
in each of the five fiscal years following such fiscal year (or for the
authorized duration of any program authorized by such bill or joint
resolution, if less than five years); (2) a comparison of the estimate
of costs described in subparagraph (1) of this paragraph made by
such committee with an estimate of such costs made by any Gov-
ernment agency and submitted to such committee; and (3) when
practicable, a comparison of the total estimated funding level for
the relevant program (or programs) with the appropriate levels
under current law. However, House rule XIII, clause 3(d)(3)(B) pro-
vides that this requirement does not apply when a cost estimate
and comparison prepared by the Director of the Congressional
Budget Office under section 402 of the Congressional Budget Act
of 1974 has been timely submitted prior to the filing of the report
and included in the report pursuant to House rule XIII, clause
3(c)(3). A cost estimate and comparison prepared by the Director of
the Congressional Budget Office under section 402 of the Congres-
sional Budget Act of 1974 has been timely submitted to the Com-
mittee on Science prior to the filing of this report and is included
in this report pursuant to House rule XIII, clause 3(c)(3).

Rule XIII, clause 3(c)(2) of the House of Representatives requires
each committee report that accompanies a measure providing new
budget authority (other than continuing appropriations), new
spending authority, or new credit authority, or changes in revenues
or tax expenditures to contain a cost estimate, as required by sec-
tion 308(a)(1) of the Congressional Budget Act of 1974 and, when
practicable with respect to estimates of new budget authority, a
comparison of the total estimated funding level for the relevant
program (or programs) to the appropriate levels under current law.
H.R. 2413 does not contain any new budget authority, credit au-
thority, or changes in revenues or tax expenditures. Assuming that
the sums authorized under the bill are appropriated, H.R. 2413
does authorize additional discretionary spending, as described in
the Congressional Budget Office report on the bill.

IX. CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE,
Washington, DC, August 18, 2000.
Hon. F. JAMES SENSENBRENNER, Jr.
Chairman, Committee on Science,
House of Representatives, Washington, DC.

DEAR CONGRESSMAN: The Congressional Budget Office has pre-

pared the enclosed estimate for H.R. 2413, the Computer Security
Enhancement Act of 2000.
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If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contacts are Taman Morris and
Mark Hadley.

Sincerely,
ARLENE HOLEN
(For Dan L. Crippen, Director).

Enclosure.

H.R. 2413—Computer Security Enhancement Act of 2000

Summary: H.R. 2413 would direct the National Institute of
Standards and Technology (NIST) to develop policies to improve
computer security for federal computer systems and would author-
ize the appropriation of funds for this purpose in fiscal years 2001
and 2002.

CBO estimates that implementing the bill would cost $19 million
over the 2001-2003 period, assuming appropriation of the author-
ized amounts. H.R. 2413 would not affect direct spending or re-
ceipts; therefore, pay-as-you-go procedures would not apply. The
bill contains no intergovernmental or private-sector mandates as
defined in the Unfunded Mandates Reform Act (UMRA).

Estimated cost to the Federal Government: The estimated budg-
etary impact of H.R. 2413 is shown in the following table. For this
estimate, CBO assumes that H.R. 2413 would be enacted near the
start of fiscal year 2001 and that the amounts authorized will be
appropriated each year. Outlays have been projected on the basis
of historical spending patterns for NIST and information provided
by the agency. The cost of this legislation would fall within budget
function 370 (commerce and housing credit).

By fiscal year, in millions of dollars—

2001 2002 2003 2004 2005

CHANGES IN SPENDING SUBJECT TO APPROPRIATION

Authorization level 9 10 0 0 0
Estimated outlays 7 10 2 0 0

Pay-as-you-go considerations: None.

Intergovernmental and private-sector impact: H.R. 2413 contains
no intergovernmental or private-sector mandates as defined in
UMRA. Any costs incurred by states to participate in the National
Policy Panel for Digital Signatures are unlikely to be significant.

Estimate prepared by: Federal costs: Taman Morris and Mark
Hadley; impact on State, local, and tribal governments: Victoria
Heid Hall; impact on the private sector: Lauren Marks.

Estimate approved by: Peter H. Fontaine, Deputy Assistant Di-
rector for Budget Analysis.

X. CoMPLIANCE WITH PuBLIC LAw 104—4
H.R. 2413 contains no unfunded mandates.

XI. COMMITTEE OVERSIGHT FINDINGS AND RECOMMENDATIONS

Rule XIII, clause 3(c)(1) of the House of Representatives requires
each committee report to include oversight findings and rec-
ommendations required pursuant to clause 2(b)(1) of rule X. The
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Committee on Science’s oversight findings and recommendations
are reflected in the body of this report.

XII. OVERSIGHT FINDINGS AND RECOMMENDATIONS BY THE
COMMITTEE ON GOVERNMENT REFORM

Rule XIII, clause 3(c)(4) of the House of Representatives requires
each committee report to contain a summary of the oversight find-
ings and recommendations made by the House Government Reform
Committee pursuant to clause 4(c)(2) of rule X, whenever such find-
ings and recommendations have been submitted to the Committee
in a timely fashion. The Committee on Science has received no
such findings or recommendations from the Committee on Govern-
ment Reform.

XIII. CONSTITUTIONAL AUTHORITY STATEMENT

Rule XIII, clause 3(d)(1) of the House of Representatives requires
each report of a committee on a bill or joint resolution of a public
character to include a statement citing the specific powers granted
to the Congress in the Constitution to enact the law proposed by
the bill or joint resolution. Article I, section 8 of the Constitution
of the United States grants Congress the authority to enact H.R.
2413.

XIV. FEDERAL ADVISORY COMMITTEE STATEMENT

H.R. 2413 does not establish nor authorize the establishment of
any advisory committee

XV. CONGRESSIONAL ACCOUNTABILITY ACT

The Committee finds that H.R. 2413 does not relate to the terms
and conditions of employment or access to public services or accom-
modations within the meaning of section 102(b)(3) of the Congres-
sional Accountability Act (Public Law 104-1).

XVI. STATEMENT ON PREEMPTION OF STATE, LOCAL, OR TRIBAL LAw

The bill is not intended to preempt any state, local, or tribal law.

XVII. CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

In compliance with clause 3(e) of rule XIII of the Rules of the
House of Representatives, changes in existing law made by the bill,
as reported, are shown as follows (existing law proposed to be omit-
ted is enclosed in black brackets, new matter is printed in italic,
existing law in which no change is proposed is shown in roman):

SECTION 20 OF THE NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY ACT

SEC. 20. (a) * * *
(b) In fulfilling subsection (a) of this section, the Institute is
authorized—
(1) to assist the private sector, upon request, in using and
applying the results of the programs and activities under this
section;
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(2) upon request from the private sector, to assist in estab-
lishing voluntary interoperable standards, guidelines, and asso-
ciated methods and techniques to facilitate and expedite the es-
tablishment of non-Federal management infrastructures for
public keys that can be used to communicate with and conduct
transactions with the Federal Government;

[(2)]1 (3) as requested, to provide to operators of Federal
computer systems technical assistance in implementing the
standards and guidelines promulgated pursuant to section
5131 of the Clinger-Cohen Act of 1996 (40 U.S.C. 1441);

[(3)] (4) to assist, as appropriate, the Office of Personnel
Management in developing regulations pertaining to training,
as required by section 5 of the Computer Security Act of 1987;

(5) except for national security systems, as defined in section
5142 of Public Law 104-106 (40 U.S.C. 1452), to provide guid-
ance and assistance to Federal agencies for protecting the secu-
rity and privacy of sensitive information in interconnected Fed-
eral computer systems, including identification of significant
risks thereto;

(6) to promote compliance by Federal agencies with existing
Federal computer information security and privacy guidelines;

(7) in consultation with appropriate Federal agencies, assist
Federal response efforts related to unauthorized access to Fed-
eral computer systems;

[(4)] (8) to perform research and to conduct studies, as need-
ed, to determine the nature and extent of the vulnerabilities of]
and to devise techniques for the cost-effective security and pri-
vacy of sensitive information in Federal computer systems; and

[(5)]1 (9) to coordinate closely with other agencies and offices
(including, but not limited to, the Departments of Defense and
Energy, the National Security Agency, the General Accounting
Office, the Office of Technology Assessment, and the Office of
Management and Budget) to the extent that such coordination
will improve computer security and to the extent necessary for
improving gugh*security for Federal computer systems—

(A)
* * * & * * *

h(cl)l( 1) In carrying out subsection (a)(2) and (3), the Institute
shall—

(A) emphasize the development of technology-neutral policy
guidelines for computer security practices by the Federal agen-
cies;

(B) promote the use of commercially available products,
which appear on the list required by paragraph (2), to provide
for the security and privacy of sensitive information in Federal
computer systems;

(C) develop qualitative and quantitative measures appro-
priate for assessing the quality and effectiveness of information
security and privacy programs at Federal agencies;

(D) perform evaluations and tests at Federal agencies to as-
sess existing information security and privacy programs;

(E) promote development of accreditation procedures for Fed-
eral agencies based on the measures developed under subpara-

graph (C);
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(F) if requested, consult with and provide assistance to Fed-
eral agencies regarding the selection by agencies of security
technologies and products and the implementation of security
practices; and

(G)(Q) develop uniform testing procedures suitable for deter-
mining the conformance of commercially available security
products to the guidelines and standards developed under sub-
section (a)(2) and (3);

(it) establish procedures for certification of private sector lab-
oratories to perform the tests and evaluations of commercially
available security products developed in accordance with clause
(1); and

(iit) promote the testing of commercially available security
products for their conformance with guidelines and standards
developed under subsection (a)(2) and (3).

(2) The Institute shall maintain and make available to Federal
agencies and to the public a list of commercially available security
products that have been tested by private sector laboratories cer-
tified in accordance with procedures established under paragraph
(D(G)(ii), and that have been found to be in conformance with the
guidelines and standards developed under subsection (a)2) and (3).

(3) The Institute shall annually transmit to the Congress, in an
unclassified format, a report containing—

(A) the findings of the evaluations and tests of Federal com-
puter systems conducted under this section during the 12
months preceding the date of the report, including the frequency
of the use of commercially available security products included
on the list required by paragraph (2);

(B) the planned evaluations and tests under this section for
the 12 months following the date of the report; and

(C) any recommendations by the Institute to Federal agencies
resulting from the findings described in subparagraph (A), and
the response by the agencies to those recommendations.

(d)(1) The Institute shall solicit the recommendations of the Com-
puter System Security and Privacy Advisory Board, established by
section 21, regarding standards and guidelines that are being con-
sidered for submittal to the Secretary in accordance with subsection
(a)(4). The recommendations of the Board shall accompany stand-
ards and guidelines submitted to the Secretary.

(2) There are authorized to be appropriated to the Secretary
$1,030,000 for fiscal year 2001 and $1,060,000 for fiscal year 2002
to enable the Computer System Security and Privacy Advisory
Board, established by section 21, to identify emerging issues related
to computer security, privacy, and cryptography and to convene pub-
lic meetings on those subjects, receive presentations, and publish re-
ports, digests, and summaries for public distribution on those sub-
Jects.

[(c)] (e) For the purposes of—

(1) developing standards and guidelines for the protection of
sensitive information in Federal computer systems under sub-
sections (a)(1) and (a)(3), and

(2) performing research and conducting studies under sub-
section [(b)(5)] (b)(8),

the Institute [shall]l may draw upon computer system technical se-
curity guidelines developed by the National Security Agency to the
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extent that the Institute determines that such guidelines are con-
sistent with the requirements for protecting sensitive information
in Federal computer systems.
[(dD] () As used in this section—
(1) the term “computer system”—

(A) means any equipment or interconnected system or
subsystems of equipment that is used in the automatic ac-
quisition, storage, manipulation, management, movement,
control, display, switching, interchange, transmission, or
reception, of data or information; and

(B) includes—

(i) computers and computer networks;

(ii) ancillary equipment;

(iii) software, firmware, and similar procedures;
(iv) services, including support services; and

(v) related resources;

* * k & * * k

(g) The Institute shall not promulgate, enforce, or otherwise adopt
standards, or carry out activities or policies, for the Federal estab-
lishment of encryption standards required for use in computer sys-
tems other than Federal Government computer systems.

SECTION 5 OF THE COMPUTER SECURITY ACT OF 1987

SEC. 5. FEDERAL COMPUTER SYSTEM SECURITY TRAINING.
(a) ok ok
(b) TRAINING OBJECTIVES.—Training under this section shall be
started within 60 days after the issuance of the regulations de-
scribed in subsection (c). Such training shall be designed—
(1) to enhance employees’ awareness of the threats to and
vulnerability of computer systems; [and]
(2) to encourage the use of improved computer security
practicesl.]; and
(3) to include emphasis on protecting sensitive information in
Federal databases and Federal computer sites that are acces-
sible through public networks.

* * * * * * *

XVIII. COMMITTEE RECOMMENDATIONS

On July 26, 2000 a quorum being present, the Committee on
Science favorably reported H.R. 2413, Computer Security Enhance-
ment Act of 2000, by a voice vote and recommends its enactment.
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XIX. PROCEEDINGS OF THE SUBCOMMITTEE MARKUP
MARKUP ON H.R. 2413, THE COMPUTER
SECURITY ENHANCEMENT ACT OF 1999

WEDNESDAY, OCTOBER 20, 1999

HOUSE OF REPRESENTATIVES,
COMMITTEE ON SCIENCE,
SUBCOMMITTEE ON TECHNOLOGY,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:37 a.m. in room
2318, Rayburn House Office Building, Hon. Constance A. Morella
(chairwoman of the subcommittee) presiding.

Chairwoman MORELLA. I am going to convene the Technology
Subcommittee of the Science Committee. Good morning. Pursuant
to notice, the Subcommittee on Technology is meeting today. We
are going to consider H.R. 2413, a bill to amend the National Insti-
tute of Standards and Technology Act, to enhance the ability of the
National Institute of Standards and Technology to improve com-
puter security.

I ask unanimous consent for the authority to recess at any point.
Hearing no objection, so ordered.

Today we have one item of business to bring before the Sub-
committee; that is, the bill H.R. 2413, a bill to enhance the ability
of the National Institute of Standards and Technology to improve
computer security.

Computer security, as we all know, is an issue that is a priority
not just with the Technology Subcommittee, but also by the Science
Committee. In just this year, the Subcommittee has held three
hearings on this important issue, that has the potential to disrupt
public and private sector businesses, as well as to undermine the
American people’s confidence and trust in our rapidly developing
information technology systems.

In April, this Subcommittee met to explore the impact of the Me-
lissa computer virus and other evolving threats to computer and in-
formation security. In June, in the face of several well-publicized
cyberattacks, we met to review the security of federal agency
websites. And last month, we met to review the provisions of H.R.
2413, the legislation that we are marking up today.

In our hearings we repeatedly heard that federal agencies are
not doing enough to protect their critical information systems from
attacks and corruption. The Federal Government is not alone in its
need to secure electronic information; the corruption of electronic
data threatens every sector of our economy.

H.R. 2413 was introduced in July by myself, Chairman Sensen-
brenner of Wisconsin, and Congressman Gordon of Tennessee. It
strengthens the National Institute of Standards and Technology’s
historic role in computer security, which was established by the
Computer Security Act of 1987.

What the bill does is update the decade-old act, while giving
NIST the tools it needs to ensure that appropriate attention and
effort is concentrated on securing our federal information tech-
nology infrastructure.
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I don’t think it is necessary to go through each of the details of
the bill. I will, if unanimously approved, just simply submit it all
for the record. Hearing no objection, so ordered.

[A copy of H.R. 2413 follows:]
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106711 CONGRESS
181" SESSION

To amend the National lustitnte of Standards and Technology Act to enhance
the ability of the National Institute of Standards and Techuology to
improve eomputer seenrity, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES
Juny 1, 1994

Mr. SENSENBRENNER (for himself, Mr. GorDON, and Mrs. MORELLA)
introduced the following bill; which was referred to the Committee on Science

To amend the National Institute of Standards and Tech-
nology Act to enhance the ability of the National Insti-
tute of Standards and Technology to improve computer
security, and for other purposes.

i Be it enacted by the Sencle and House of Kepresenta-
toves of the United States of America in Congress assembled,

SECTION 1. SHORT TITLE.

fa Wb

This Act may be cited as the “Computer Security
Enhancement Act of 19997, “

SEC. 2. FINDINGE AND PURPOSES.

~3 O W

{a) FiroNes.—The Congress finds the following:
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(1) The National Institute of Standards and
Technology has responsibility for developing stand-
ards and guidelines needed to ensure the cost-effec-
tive security and privacy of seusitive information in
Federal computer systems,

{2} The Federal Government has an important
role in ensuring the protection of sensitive, but un-
classified, information controlled by Federal agen- 7
cies.

(3) Technology that is based on the application
of eryptography exists and can be readily provided
by private sector eompanies to ensure the confiden-
tiality, authenticity, and integrity of information
associated with public and private activities.

{4} The development and use of emeryption
technologies should be driven by market forces rath-
er than by Government imposed requirements.

{b} Purroses.—The purposes of this Act are to—

(1) reinforee the role of the National Institute
of Standards and Technology in ensuring the seeunl
rity of unclassified information in Federal computer
systems; and

(2) promote technology solutions based on pri-
vate sector offerings to protect the seeurity of Fed-

eral computer systems,

SHE 213 W,
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BEC. 3. VOLUNTARY STANDARDS FOR PUBLIC KEY MAN.

AGEMENT INFRASTRUCTURE.

Section 20(b) of the National Institute of Standards
and Technology Aet (15 U.8.C. 278g-8(b)) is amended—

{1) by redesignating paragraphs (2}, (3), (4),
and (5) as paragraphs (3), (4}, (7), and (8), respec-
tively; and

(2) by inserting after paragraph (1) the fol-
lowing new paragraph:

“(2) upon request from the private secfor,i to
assist in establishing voluntary interoperable stand-
ards, guidelines, and associated methods and tech-
nigues to facilitate and expedite the establishment of
non-Federal management mfrastructures for public
keys that can be used to communicate with and con-
duet transactions with the Federal Government;”.

SEC. 4. SECURITY OF FEDERAL COMPUTERS AND NET.
WORES,

Section 20(b) of the National Institute of Standards
and Technology Act (15 U.S.C. 278g-3(b)), as amended
by section 3 of this Act, is further amended by inserting
after paragraph (4), as so redesignated by section 3(1)
of this Act, the following new paragraphs:

“{5Y to provide guidance and assistance to Fed-
eral agencies in the protection of interconnected

computer systems and to coordinate Federal re-

SR 2418 IH
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sponse efforts related to unauthorized aceess to Fed-
eral computer Sysﬁenxs;

“(86) to perform evaluations and tests of—

“(A) information technologies to assess
security vulnerabilities; and
“(B) commercially available security prod-
uets for their suitability for use by Federal
agencies for protecting sensitive information in
computer systems;”.
SEC. §. COMPUTER SECURITY IMPLEMENTATION.
~Section 20 of the National Institute of Standards and
Technology Act (15 U.S.C. 278g--3) is further amended—

(1) by redesignating subsections {(¢) and (d) as
subsections (e) and (f), respectively; and

(2) by inserting after subsection (b) the fol-
lowing new subsection:

“{e) In carrying out subsection (a)(3), the Institute
shall—

“(1) emphasize the development of technology-
neutral policy gnidelines for eomputer security prac-
tices by the Federal agencies; ‘

“(2) actively promote the use of commercially
available products fo provide for the security and
privacy of sensitive information in ¥ederal computer

systems; and

HR 2418 IR
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“(3) participate in implementations of
encryption technologies in order to develop required
standards and guidelines for Federal computer sys-
tems, including assessing the desirability of and the
costs associated with establishing and managing key
recovery infrastructures for Federal Government in-

formation.”.
SEC, 6. COMPUTER SECURITY REVIEW, PURLIC MEETINGS,

AND INFORMATION, *

Section 20 of the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3), as amended by thig
Act, is further amended by inserting after subsection (¢},
as added by section 5 of this Act, the following new sub-
section:

“(d)(1) The Institute shall solieit the recommenda-
tions of the Computer System Security and Privacy Advi-
sory Board, established by section 21, regarding standards
and guidelines that are being considered for submittal to
the Secretary in aceordance with subsection {a){(4). No
standards or guidelines shall be submitted to the Secretary
prior to the receipt by the Institute of the Board’s written
recommendations. The recommendations of the Board
shall accomparny standards and guidelines submitted to

the Seeretary.

SHR 2418 TE
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“(2) There are authorized to be appropriated to the
Secretary $1,000,000 for fiseal year 2000 and 51,030,000
for fiscal year 2001 to enable the Computer System Secu-
rity and Privacy Advisory Board, established by section
21, to identify emerging issues related to computer secu-
rity, privacy, and erypitography and to convene public
meetings on those subjects, receive presentations, and
publish reports, digests, and summaries for public dis-
tribution on those subjects.”.

SEC. 9. LIMITATION ON PARTICIPATION IN REQUURING
ENCRYPTION STANDARDS.

Section 20 of the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3), as amended by this
Act, is further amended by adding at the end the following
new subsection:

“{g) The Institute shall not promulgate, enforee, or
otherwise adopt standards, or earry out activities or poli-
cies, for the Federal establishment of encryption standards
required for use in computer systems other than Federal
Government computer systems.”.

SEC, 8. MISCELLANEOUS AMENDMENTS, )

Section 20 of the National Institute of Standards and

Technology Act (15 U.8.C. 278g-3), as ameﬁ;ied by this

Act, is further amended——

SHR 2413 1R
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{1) in subsection (b}(8), as so redesignated by
section 3(1) of this Act, by inserting “to the extent
that such coordination will improve computer secu-
rity and to the extent necessary for improving such
security for Federal computer systems” after “Man-
agement and Budget)”;

(2} in subsection (e}, as so redesignated by sec-
tion 5(1) of this Act, by striking “shall draw upon’
and inserting in Heu thereof “may draw upon”;

(3) in subsection {e){(2), as so redesignéted by
section 5(1) of this Act, by striking “(b)}(5)” and in-
serting in leu thereof “(b}{8)”; and

{4} in subsection (HH{(IHB)(1), as éo redesig-
nated by section 5(1) of this Aet, by mserting “and

computer networks” after ‘‘computers”,

SEC. 3, FEDERAL COMPUTER SYSTEM SECURITY TRAINING.

Section 5(b} of the Computer Seeurity Act of 1987

(49 U.S.C. 759 note) is amended—

{1) by striking “and” at the end of paragraph
(1)

{2} by striking the period at the end of para-
graph (2) and inserting in lien thereof “; and”; and

(3) by adding at the end the following new

paragraph:

HR 2413 13
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“(3) to include emphasis on protecting sensitive

information in Federal databases and Federal com-

puter sites that are accessible through public net-

works.”.
SEC. 10. COMPUTER SECURITY FELLOWSHIPF PROGRAM.

There are authorized to be appropriated to the See-
retary of Commerce $250,000 for fiscal year 2000 and
$500,000 for fiseal year 2001 for the Director of the Na-
tional Institute of Standards and Technology for fellow-
ships, subject to the provisions of section 18 of the Na-
tional Institute of Standards and Technology Aet (15
U.5.C. 278g-1), to support students at institutions of
higher learning in computer security. Amounts authorized
by this section shall not be subject to the percentage limi-
tation stated in such section 18.
SEC. 11, STUDY OF PUBLIC EEY INFRASTRUCTURE BY THE

NATIONAL RESEARCH COUNCIL.

{a} Revisw BY NartioNal Resparca COUNCIL.—
Not later than 90 days after the date of the enactment
of this Aet, the Secretary of Commerce shall enter into
a contract with the National Research Council of the Na-
tional Academy of Sciences to conduct a study of publie
key infrastructures for use by individuals, businesses, and

government,

MR 2418 X
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(b) ConrtENTS.—The study referred to in subsection
{a) shall—

(1) assess technology needed to support publie
key infrastructures;

{(2) assess current public and private plans for
the deployment of public key infrastructures;

(3) assess interoperability, scalability, and in-
tegrity of private and public entities that are ele-
ments of publie key infrastructures;

{4) make recommendations for Federal legisla-
tion and other Federal actions required to ensure
the national feasibility and utility of publie key in-
frastruetores; and

(5) address such other matters as the National
Research Council considers relevant to the issues of
public key infrastructure. -

(e} INTERAGENCY COOPERATION WITH STUpy.—Al
agencies of the Federal Government shall cooperate fully
with the National Research Council in its activities in car-
rying out the study under this section, mecluding \aceess
by properly cdeared individuals to classified information if
1ECeSSary.

(d) Brrort.—Not later than 18 months after the
date of the enactment of this Act, the Secretary of Com-

meree shall fransmit to the Conmmittee on Science of the

R 2418 IR
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House of Representatives and the Committee on Com-
merce, Science, and Transportation of the Senate a report
setting forth the findings, eonclusions, and recommenda-
tions of the National Research Council for public policy
related to public key infrastructures for use by individuals,
businesses, and government. Such report shall be sub-
mitted in unclassified form.

(e} AUTHORIZATION OF APPROPRIATIONS.—There
are authorized to be appropriated to the Seeretary of Com-
merce $450,000 for fiscal year 2000, to remain available
until expended, for carrying out this seetion.

SEC. 12. PROMOTION OF MATIONAL INFORMATION SECU.
RIT&’..

The Under Seeretary of Commeree for Technology
shall-—

{1) promote the more widespread use of appli-
cations of cryptography and associated technologies
to enhance the security of the Nation's information
infrastrueture;

{2) establish a central clearinghouse for the col-
lection by the Federal Government anél dissernina-
tion to the public of information to promote aware-
ness of information security threats; and

(3) promote the development of the national,

standards-based infrastructure needed to support

=HR 2412 19
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commercial and private uses of eneryption tech-

nologies for confidentiality and anthentication.

SEC. 13. ELECTRONIC AUTHENTICATION IMNFBASTRUC-

TURE.

(a) ELECTRONIC AUTHENTICATION INFRASTRUC-

TURE,—

(1) GUIDELINES AND STANDARDS.—Not later
than 1 year after the date of the enactment of this
Act, the Director, in consulfation with industry,
shall develop electronic authentication infrastructure
guidelines and standards for use by Federal agencies
to enable those agencies to effectively utilize elec-
tronic authentication technologies in a manner that
18— |

{(A) sufficiently secure to meet the needs of
those agencies and their transaction partners;
and

(B) interoperable, to the maximum extent
possible.

(2) BELEMENTS.~The guidelines and standards
developed under paragraph (1) shall inelude—

(A) protection profiles for eryptographic
and noncryptographic methods of authen-
ticating identity for electromic authentication

produets and services;

R 2418 X
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{B) minimum interoperability specifica-
tions for the KFederal acquisition of electronic
authentication produets and serviees; and

(C) validation ecriteria to enable HKederal
agencies to select cryptographic electronie au-
thentication products aﬁd services appropriate
to their needs.

{3) COORDINATION WITH NATIONAL POLICY
PANEL~—The Director shall ensure that the develop-
ment of guidelines and standards with respect to
eryptographie electronic authentication products and
services under this subsection is carried out in co-
ordination with the efforts of the National Policy
Panel for Digital Signatures under subsection {(e).

(4) RevisioNs.—The Director shall periodically
review the guidelines and standards developed under
paragraph (1) and revise them as appropriate.

{b) VaLmaTION OF PRODUCTS.~—DNot later than 1
year after the date of the enactment of this Act, and there-
after, the Director shall maintain and make available to
Federal agencies and to ihe pu%:iﬁc a list of commercially
available electronic authentication produets, and other
such products used by Federal agencies, evaluated as con-
forming with the guidelines and standards developed

under subsection {a).

«HR 2418
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{e¢) BLECTRONIC CERTIFICATION AND MANAGEMENT

SYSTEMS. —

{1) Crrreria.—Not later than 1 year after the
date of the enactment of this Act, the Director shall
establish minimum technical eriteria for the use by
Federal agencies of electronic certification and man-
agement systems.

(2) EvanLuaTioN.—The Director shall establish
a program for evaluating the conformance with the
criteria established under paragraph (1) of electronic
certification and management systems, developed for
use by Federal agencies or available for such use.

{(3) MAINTENANCE OF LIST.—The Director
shall maintain and make available to Federal agen-
cies a list of electronic certification and management
systems evaluated as conforming to the criteria es-
tablished under paragraph (1).

{d) REPORTS.~—Not later than 18 months after the

date of the enactment of this Act, and annually thereafter,
the Director shall transmit to the Congress a report that

mehides—

(1) a deseription and a;ﬁalysis of the utilization
by Federal agencies of electronic authentication

technologies;

~HE 2418 1X
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(2) an evaluation of the extent to which Federal
agencies’ electronic authentication infrastructures
conform to the g1ﬁdelines and standards developed
under subsection {a){1);

(3) an evaluation of the extent to which Federal
agencies’ electronic certification and management
systems conform to the criteria established under
subsection (e)(1);

(4) the list deseribed in subsection (¢)(3); and

{5) evaluations made under subsection (b).

(e) NATIONAL POLICY PANEL FOR DIGITAL SIGNA-

TURES.—

{1) EsrABLISHMENT.—Not later than 90 days
after the date of the enactment of this Act, the
Under Secretary shall establish a National Policy
Panel for Digital Signatures., The Panel shall be
composed of government, academic, and industry
technieal and legal experts on the implementation of
digital signature technologies, State officials, includ-
ing ofﬁcials from States which have enacted laws
recogmzimg the use of digital Sigf;étures, and rep-
resentative individuals from the interested public.

(2) RespoNSIBILITIES.-—The Panel shall serve
as a forum for exploring all relevant factors associ-

ated with the development of a national digital sig-

«HR 2418 IH
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nature infrastructure based on uniform guidelines
and standards to enable the widespread availability
and use of digital signature systems. The Panel shait
develop-—

(A} model practices and procedures for
certification authorities to ensure the aeccuracy,
reliability, and security of operations associated
with issuing and managing digital certificates;

(B) guidelines and standards to ensure
consistency among jurisdietions that lcense cer-
tification authorities; and

(C) audit procedures for certification au-
thorities.

(3) CoorpiNaTION—~—The Panel shall ecordi-
nate its efforts with those of the Director under sub-
section (a).

(4) AppaNisrrarive  surporr—The Under
Seeretary shall provide administrative support to en-
able the Panel to carry out its responsibilities.

(5) BreporT.~Not later than 1 year after the
date of the enactment of this Act, the Under Sec-
retary shall transmit to the Congress a ;'e;)ort con-
taining the recommendations of the Panel.

(f) DERINITIONS ~—For purpeses of this section—

=HK 2418 16



(=T~ RS - AV T - S

[ S NG TR N R R e T et e T e e T e T T o T o T e
B I N = Y B~ B oo S S« O R - T o]

41

16

(1) the term “certification authorities” means
issuers of digital certificates;

{2) the term “digital certificate” means an elec-
tronic document that binds an individual's identity
to the individual’s key;

{3) the term “digital signature” means a math-
ematically generated mark utilizing key ecryptog-
raphy techniques that is unique to both the signa-
tory and the information signed;

{4) the term “digital signature infrastructure”
means the software, hardware, and personnel re-
sourees, and the procedures, required to effectively
utilize digital eertificates and digital signatures;

(5) the term ‘“electronic authentication” means
eryptographic or nonceryptographic methods of au-
thenticating identity in an electronic eommunication;

(6} the term ‘“‘electronic authentication infra-
structure” means the software, hardware, and per-
sonnel resources, and the procedures, required to ef-
fectively wutilize electronic authentication tech-
nologies;

{(7) the term “electronis eertiﬁeaﬁon and man-
agement systems’’ means computer systems, includ-

ing associated persomnel and procedures, that enable

+HE 2418 18
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individuals to apply unique digital signatures to elec-

tronic information;

(8) the term “protection profile” means a list of
security functions and associated assurance levels
used to deseribe a produet; and

(9) the term “Under Secretary” means the
Under Secretary of Commerce for Technology.

SEC. 14. SOURCE OF AUTHORIZATIONS,

There are authorized to be appropriated to the Sec-
retary of Commerce $3,000,000 for fiscal year 2000 and
$4,000,000 for fiscal year 2001, for the National Institute
of Standards and Technology to earry out activities an-
thorized by this Aet for which funds are not otherwise spe-

cifically authorized to be appropriated by this Aet.
O

HR 2413 I
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Chairwoman MORELLA. It is a very important bill, as we all
know. Last Congress, both the House of Representatives and the
Senate Commerce Committee passed this same legislation without
opposition or amendment, and unfortunately the bill didn’t clear
the Senate before the end of the 105th Congress.

While no single piece of legislation can fully protect our federal
civilian computer systems or overcome all barriers to the creation
of an interoperable electronic signature infrastructure, I think that
H.R. 2413 is an important step in the right direction, so I urge all
members to support its swift passage today, to move the bill on to
the full Science Committee.

I am now pleased to recognize Mr. Barcia, the distinguished
ranking member of the Subcommittee, for any opening statement
he may have.

Mr. BARCIA. Thank you very much, Chairwoman Morella. I will
be very brief in my remarks on H.R. 2413.

When the Subcommittee held a hearing on this bill on September
30th, I raised my concerns about the lack of a strong focal point
to advise agencies on improving computer security practices and
ensuring that such practices are implemented. H.R. 2413 strength-
ens the role of NIST in providing federal agencies with these serv-
ices. The provisions of H.R. 2413 are entirely consistent with rec-
ommendations made by NIST’s Private Sector Advisory Board and
the witnesses at our recent hearing.

In addition, the inclusions of Mr. Gordon’s provisions on elec-
tronic authentication technologies improves the security of federal
agencies’ electronic transactions. More importantly, these provi-
sions provide a framework that will enable federal agencies to
begin to effectively implement the Government Paperwork Elimi-
nation Act, which requires them to begin using electronic authen-
tication technologies.

I would also request that Chairwoman Morella continue to work
with us to clarify Section 7 of this bill. This language is unduly
broad and could be interpreted to prevent NIST from working with
industry to develop test beds and guidelines related to electronic
commerce and computer security. For example, the language as
drafted could be interpreted to prevent NIST from developing the
follow-on to the Digital Encryption Standard, or DES. The current
Digital Encryption Standard is widely used in industry, and NIST’s
work in this area has strong industry support.

No one on this Committee supports the concept of federal stand-
ards that industry must follow, and neither does NIST. Although
the concept behind this section is well-intentioned, as drafted it
would limit NIST’s activities to support industry’s development of
electronic commerce and computer security. H.R. 2413 would
strengthen the overall security of federal computer systems and
their electronic transactions.

This bill establishes a blueprint for the Federal Government to
become a model for good computer security practices. I fully sup-
port this legislation and urge my colleagues to support this well-
crafted bill.

I want to thank you, Chairwoman Morella, and with your indul-
gence I would like to yield the balance of my time to the distin-
guished Member from Tennessee, who has invested a great deal of
his time and energy into crafting this legislation and enhancing
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and improving the language in it, Representative Bart Gordon of
Tennessee.

Chairwoman MORELLA. The distinguished Member from Ten-
nessee is recognized.

Mr. GOrDON. Thank you, Mr. Barcia, for the good job you have
done, and Chairwoman Morella, on this bill, and thank you for
yielding to me. I also want to thank the staff for all the work they
have put into this bill.

I know most of you are sitting on the edge of your seats, waiting
for this electronic authentication technology bill to pass. But for the
ones of you who may not have been following it, let me give you
a quick update.

Some years ago we passed the Government Paperwork Elimi-
nation Act. That is going to allow us to reduce a lot of paperwork
within the government so that agencies can communicate with each
other, up and down and across, electronically. However, we ne-
glected to set any kind of—I hate to use the word “standards”—but
ability for them to do so in a way that there is continuity. It doesn’t
help if Department of Agriculture at different levels have different
types of authentication so that they can’t communicate with each
other. And so what this will do, it would allow NIST to set up a
framework, just simply guidelines, so that the agencies will know
that particular types of—hopefully—software, off the shelf, will
allow them to communicate with their own agencies as well as oth-
ers, and also allow them to set up an appropriate level of security.
Obviously, routine work takes less security needs than other
things.

So I think it will help us to really, truly eliminate paperwork and
allow some continuity, and I thank you for working with me on this
provision.

Chairwoman MORELLA. I thank you, Mr. Gordon, for your con-
tribution to this bill.

[The statement of Hon. Debbie Stabenow follows:]
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SUBCOMMITTEE ON TECHNOLOGY
MARKUP OF HR. 2413, THE COMPUTER SECURITY ENHANCEMENT ACT OF 1999

Opening Statement of Congresswoman Debbie Stabenow
of the 8% District, State of Michigan

Qctober 20, 1999

Madame Chairwoman, Ranking Member Barcia, I am pleased the Subcommittee is
proceeding this morning with the markup of this important legistation. As we heard at a hearing
just a few weeks ago, this bill is an important step toward refocusing efforts to ensure the
security of federal computer systems. As I said at the last hearing, the Internet, e-mail, and the
speed of computers have added a new dynamic to the threat of computer backing and terrorism.
The fact the Department of Defense endured 250,000 hacker attempts last year alone is indicative
of this trend. The threat of cyber-attack makes it imperative that federal computer security
efforts are updated and robust.

Madame Chairwoman, I appreciate the leadership that the Subcommittee leadership on
both sides of the aisle have shown on these important issues, and I would also like to
acknowledge the work that Mr, Gordon has done on digital signatures. His legislation is an
important addition to H.R, 2314, and I look forward to moving this legislation on to the full
Committee and hopefully soon to the House floor,
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I don’t think anyone else has any opening statements, so we will
move as quickly as possible.

As we now consider H.R. 2413, I ask unanimous consent that the
bill be considered as read and open to amendment at any point,
and I ask members to proceed with the amendments in the order
on the roster. And therefore, in our desire to move ahead, I am
going to offer an amendment, a Manager’s Amendment, a bipar-
tisan Manager’s Amendment, crafted in careful consideration with
the Ranking Member Barcia.

The Clerk will report the amendment.

The CLERK. Amendment to H.R. 2413, offered by Mrs. Morella
and Mr. Barcia

Chairwoman MORELLA. I ask unanimous consent to dispense
with the reading.

I recognize myself for five minutes, but I will take less time than
that to explain the amendment.

In cooperation with the Ranking Member Barcia, I am pleased
to offer the bipartisan amendment that has been crafted to improve
the bill. According to the General Accounting Office and other com-
puter security experts, there is a dire need for agencies to realize
their computer security vulnerabilities and to take immediate ac-
tion to address them.

The amendment tasks NIST to utilize their computer security ex-
pertise to assess existing information security programs of federal
agencies, and then to make recommendations to improve their se-
curity. What NIST would do is report to Congress annually on the
information security status of our federal agencies. We found this
to be very, very important.

NIST would also document on the process and progress of agen-
cies to implement recorded and recommended security improve-
ments.

[The amendment offered by Mrs. Morella and Mr. Barcia fol-
lows:]
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FATB\TC\COMPSEC9.007 HLC

AmENoymENT TO HL.R. 2418
OFFERED BY MEs. MORELLA AND RIR. BARCIA

Page 3, line 6, strike “(7), and (8)” and insert “(8),
and (9)".

Page 3, line 24, through page 4, line 9, strike para-
graphs (5) and () and insert the following:

1 “(b) to provide guidance and assistance to Fed-
2 eral agencies in the protection of information secu-
3 rity in interconneeted Federal computer systems, in-
4 cluding identification of significant risks thereto;

5 “(6) to promote complance by Federal agencies
6 with existing Federal computer information security
7 and privaey guidelines;

8 “(7) to coordinate Federal response efforts re-
9 lated to unauthorized saceess to Federal computer
16 systems;”.

Page 4, line 17, insert “(1)” after “(e)”.

Page 4, lines 19 and 22, and page 5, line 1, redesig-
nate paragraphs (1) through (3) as subparagraphs (4)
through (), respectively.

Page 5, after line 7, insert the following:

Octobar 20, 1999
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FATBVICACOMPSEC9.007 - HLC.
2
1 #(2) In carrying out subseetion (a}, the Institute shall
2 perform evaluations and tests—
3 “(A) at Federal agencies to assess existing in-
4 formation security and privacy programs; and
5 “(B) of eommercially available security products
6 for their conformance with guidelines and standards
7 developed under subsection (a}(2) and (3).
8 “(3) The Institute shall maintain and make available
9 to Federal agencies and to the public a list of commercially
10 available security products evaluated under paragraph
11 {2)(B) as conforming with the guidelines and standards
12 developed under subseetion (a)(2) and (3).
13 “(4) The Institute shall annually transmit to the
14 Congress a report containing—
i3 “{A) the findings of the evaluations and tests of
16 Federal computer systems eonducted under this sec-
17 tion during the 12 months preceding the date of the
i8 report, including the frequeney of the use of com-
19 mereially available security pméuﬁ?s evaluated under
20 paragrapn (2}(B);
21 “(B) the planned evaluations snd tests under
22 this seetion for the 12 months following the date of
23 the report; and
24 “(C} any recommendations by the Institute to
25 Federal agencles vesulting from the findings de-

Cictober 20, 1969
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FATBATC\COMPSECS.607 HLC.
3
H seribed in subparagraph (A), and the response by

2 the agencies to those recommendations.”.

Page 5, lnes 19 through 23, strike “No standards”

and all that follows through “written recommendations.”.

Qelobar 26, 1832
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Chairwoman MORELLA. The rest of my statement I am going to
submit for the record, but frankly, it enhances the role of NIST in
protecting the information security of federal agencies.

[The statement of Mrs. Morella follows:]
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Chairwoman Counstance A. Merella
Subcommittee Mark-op of BLR. 2413
Morella/Barcia En Bloc Amendment

Oetober 20, 1999

In cooperation with Ranking Member
Barcia, I am pleased to offer this bipartisan
amendment that has been crafted to improve
H.R. 2413, as introduced.

According to the General Accounting
Office and other computer securify experts,
there is a dire need for agencies to realize
their compufer security vulnerabilities and fo
take immediate steps to address them.

This amendment tasks NIST to utilize
their computer security expertise to assess
existing information security programs of
Federal agencies and then to make
recommendations to improve their security.

NIST would report to E@ﬁg%@gg annually
on the information security status of our
federal agencies.
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NIST would also document on the
progress of agencies to implement
recommended security improvements.

The addition of these important
provisions gives this Committee the tools we
need to provide responsible oversight on the
critical issue of Federal agencies and their
efforts to improve information security —
much like we have done with our oversight of
federal agencies and the Year 2000 computer
problem. '

While this amendment enhances the role
of NIST in protecting the information
security of Federal ageuncies, it does not shift
the responsibility away from the agencies.
Ultimately, agencies bear the primary
responsibility for maintaining the security of
their information systems.

Finally, the amendment makes certain
changes to Section 6 of the bill as recommend
by the Computer System Security and
Privacy Advisory Board and NIST.
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T urge all members to support this
bipartisan amendment.
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Chairwoman MORELLA. It doesn’t shift any responsibility away
from the agencies, but will also allow for some oversight.

Finally, the amendment makes certain changes to Section 6 of
the bill, as recommended by the Computer Systems Security and
Privacy Advisory Board and NIST. I urge all members to support
this bipartisan amendment.

At this point I want to recognize the Ranking Member of the
Subcommittee, Mr. Barcia, to speak on behalf of the amendment.

Before we do that, I want to note the presence of a recording
quorum.

Mr. Barcia.

Mr. BArciA. I want to thank Chairwoman Morella for her thor-
ough but concise explanation of the en bloc amendment. I, too, have
a more lengthy statement to make in support of the en bloc amend-
ment, and I certainly would urge my colleagues to support the
amendment.

I would just like to, on the record, though, however, say that I
do have one small reservation. This amendment increases NIST’s
responsibilities to assist agencies in protecting their information
systems without providing any additional funding to carry out
these additional responsibilities. Discussions with the General Ac-
counting Office indicate that security checks of civilian agencies’ in-
formation systems would cost around $4.8 million per year. If this
Committee is serious about strengthening this role in this area, we
must provide the resources to enable them to carry out the respon-
sibilities. The issue of inadequate resources has been the major
concern of NIST’s Advisory Board from its beginning.

I would hope that Chairwoman Morella would work with us in
a bipartisan way, as she has in the past, to help resolve this issue
before we proceed to the full Committee level.

With those brief remarks, I want to say I fully support the en
bloc amendment, and in the interest of time will not touch on the
strong recommendations I have in terms of the other language that
has been worked out. I just wanted to go on the record with that
one reservation I have about the resources being there to carry out
the responsibilities we’re assigning.

[The statement of Mr. Barcia follows:]
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Statement

Hon. James A. Barcia (D-MI)

Morella/Barcia En Bloc Amendment

H.R. 2413, The Computer Security Enhancement Act of 1999

20 October 1999

Chairwoman Morella has outhined the provisions in the amendment, so T will not go through the specific
provisions again. I would just iike to highlight that this & is the result of recommendations made by the

Computer System Security and Privacy Board, the General Accounting Office and the National Security
Agency.

1n 1957, the Advisory Board sent the Technology Subcommittee a statement by its chairman about the need tn
strengthen the implementation of the Computer Security Act. The Board recommended reinforcing the
commitment of NIST to provide direct assistance to civilian agencies on their information system security needs.
In fact, the Advisory Board passed Resolution 97-1 in June 1997 that calls on NIST to provide a central service
in the federal government to advise agencies on the selection, integration, and use of products and procedures for
securing non-classified systems as well as to provide a computer systems security assessment capability for
civilian agencies. Last month, during the Subcommittee’s hearing on HR. 2413, GAO testified about the urgent
need to strengthen computer security across the federal government on the basis of its past audits. GAO stressed
that therc was no mechanism to routinely test and evaluate the effectiveness of agencies” information security
programs.

In addition, the Computer System Security and Privacy Advisory Board’s Resolntion 97-1 called on NIST 1o
maintain a repository and act as a clearinghouse for information, techniques, guidelines, and consultation to aid
proper use of security features available in govermment-used commercial off-the-shelf software. When the
National Sccurity Administration (NSA) appeared before the Technology Subcommittee in June of this year, the
NSA witness pointed out that exaggerated claims are sometimes made about the secutity functionality of
commercial products. He recommended that federal agencies need a list of independently evaluated products for
procurement purposes. The NSA witness also suggested that products that have undergone stringent evatuation
and have been found to be satisfactory for security purposes should be agencies’ first choice.

This en bloc amendment, which I have drafted with Chairwoman Morella, specifically addresses these concerns.
T would urge mry colleagues to support this amendment.



56

Chairwoman MORELLA. Thank you, Mr. Barcia. I think every-
body knows that NIST is located in my District, and I, along with
this Committee, have been a strong advocate for it. As H.R. 2413
moves forward to the full Science Committee for consideration, I in-
tend to work with our Ranking Member and with Chairman Sen-
senbrenner to identify additional funding for NIST to carry out the
important responsibilities required under the bill. I think it is a
very important point that you bring up.

I wonder if there is any discussion on the amendment?

[No response.]

Chairwoman MORELLA. If no, the vote occurs on the amendment.
All in favor, say aye.

[Chorus of ayes.]

Chairwoman MORELLA. Opposed, no.

[No response.]

Chairwoman MORELLA. The yeas have it. The amendment is
agreed to.

Any further amendments?

[No response.]

Chairwoman MORELLA. Hearing none, the question is on the bill,
H.R. 2413, as amended. All those in favor will say aye.

[Chorus of ayes.]

Chairwoman MORELLA. All those opposed will say no.

[No response.]

Chairwoman MORELLA. In the opinion of the Chair the ayes have
it.

Mr. Barcia.

Mr. BARCIA. Yes, Madam Chairwoman. I move that the Sub-
committee favorably report H.R. 2413, as amended, to the full
Committee, and that the Chairwoman take all such necessary steps
to bring the bill before the full Committee for consideration.

Further, I ask unanimous consent that the staff be instructed to
make all necessary technical and conforming changes to the bill.

Chairwoman MORELLA. The Subcommittee has heard the motion.
Those in favor will say aye.

[Chorus of ayes.]

Chairwoman MORELLA. Those opposed, no.

[No response.]

Chairwoman MORELLA. The ayes have it. The motion is agreed
to. Without objection, the motion to reconsider is laid upon the
table.

I move that members have two subsequent calendar days in
which to submit supplemental, minority, or additional views on the
measure. Without objection, the motion is adopted.

Mr. Barcia had raised section 7. It was pointed out to me that—
I wanted to just have the record show that section 7 is necessary
because there is a great deal of concern by the private sector that
the Federal Government is interested in setting standards that
would be forced upon the private sector. And it wasn’t long ago
when NIST and the National Security Agency were involved in the
Federal Government’s so-called “Clipper Chip” initiative, and in
that case the Federal Government attempted to set a standard in
a manner that gave them the keys to otherwise private informa-
tion.
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So I am going to include further response to your question of sec-
tion 7 for the record.
[Information to be supplied follows:]
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Chatrwoman Censtance A, Movella
Subcommittee Mark-up of BL.R. 2413
Comments on Section 7 of HLR. 2413.

Section 7 of HR. 2413 is necessary because there is & lot of concern from
industry and privacy advocates that the Federal government is interested in setting
standards that will be forced upon the private sector. It was not that long ago that NIST
and the National Security Agency were involved in the Federal government’s “Clipper
Chip” initiative. Inthat case, the Federal government attempted to set 2 standard in 2
manner that gave them the “keys” to otherwise private information. Industry and the
privacy advocates still harbor significant levels of mistrust towards the Federal
government regarding any efforts to set standards under the guise of security.

Section 7 is intended to foster a more collaborative, cooperative relationship
between industry and the Federal government where ideas and information can be shared
in an open, trustworthy environment. Section 7 will not in any way prevent NIST from
promulgating computer security guidelines or recomumendations. Nor is this provision
intended to prevent NIST from working with industry on the new Advanced Encryption
Standard due out next vear. I would be happy to work with my colleague to draft
appropriate Committee Report language to clarify this provision in a manner that satisfies
his concerns that would be offered during full-committee consideration of HR. 2413,
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Chairwoman MORELLA. That being the case, the bill is approved
by this Subcommittee in a very expeditious and wise fashion, and
it will be reported to the full Committee, and staff have the author-
ity to do what has to be done to bring it to the full Committee for
its deliberate and expeditious passage.

I thank the Subcommittee. You have been just great. There is
now a vote on the Journal, and the Subcommittee is now ad-
journed.

[Whereupon, at 10:51 a.m., the Subcommittee was adjourned, to
reconvene at the call of the Chair.]

XX. PROCEEDINGS OF THE FuLL COMMITTEE MARKUP

BUSINESS MEETING

WEDNESDAY, JULY 26, 2000

HOUSE OF REPRESENTATIVES,
COMMITTEE ON SCIENCE,
Washington, DC.

The committee met, pursuant to call, at 2:04 p.m. in room 2318,
Rayburn House Office Building, Hon. F. James Sensenbrenner, Jr.
(chairman of the committee) presiding.

Chairman SENSENBRENNER. We will now go back to H.R. 2413,
the Computer Security Enhancement Act of 1999, as amended by
the Subcommittee on Technology.

This bill has been introduced by myself, Mr. Gordon, Mrs.
Morella, and Mr. Kuykendall. The legislation strengthens the Na-
tional Institute of Standards and Technology’s historical role in
computer security that was established by the Computer Security
Act of 1987, Public Law 100-235, and updates the act to give NIST
the tools it needs to ensure that appropriate attention and effort
is concentrated on securing our Federal information technology in-
frastructure.

Let me point out that this bill is not a knee-jerk reaction to re-
cent well-publicized computer security problems. In the last Con-
gress, this bill passed the House and was cleared by a Senate Com-
mittee without opposition or amendment but was unable to reach
the Senate Floor before the 105th Congress adjourned. Improving
the information security of Federal civilian agencies has been an
oversight priority of the Science Committee and I am now pleased
that H.R. 2413 will play an important role in this effort.

[A copy of the bill H.R. 2413 follows:]
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[COMMITTEE PRINT]

(Showing H.R. 2413 as amended by the Subcommittee on Technology
on October 20, 1999)

106TH CONGRESS
=90 HLR. 2413

To amend the National Institute of Standards and Technology Act to enhance
the ability of the National Institnte of Standards and Technology to
improve computer security, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

JuLy 1, 1999

Mr. SENSENBRENNER (for himself, Mr. GORDON, and Mrs. MORELLA)
introduced the following bill; which was referred to the Committee on Seience

A BILL

To amend the National Institute of Standards and Tech-
nology Aect to enhance the ability of the National Insti-
tute of Standards and Technology to improve computer
security, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

3

twes of the United States of America in Congress assembled,
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1 SECTION 1. SHORT TITLE.

2
3
4
5
6
7
8
9
0

1
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

This Act may be cited as the “Computer Security

Enhancement Act of 19997,

SEC. 2. FINDINGS AND PURPOSES.

(a) FINDINGS.—The Congress finds the following:

(1) The National Institute of Standards and
Technology has responsibility for developing stand-
ards and guidelines nceded to ensure the cost-effee-
tive security and privacy of sensitive information in
IFederal computer systems.

(2) The Federal Government has an important
role in ensuring the protection of sensitive, but un-
classified, information controlled by Federal agen-
cies.

{(3) Technology that is based on the application
of eryptography exists and can be readily provided
by private sector companies to ensure the confiden-
tiality, authenticity, and integrity of information
associated with public and private aetivities.-

(4) The development and use of ehcrypti@n
technologies should be driven by market forees rath-
er than by Government imposed requirements.

(b} PurrosES.—The purposes of this Act are fo—

(1) reinforce the role of the National Institute

of Standards and Technology in ensuring the secu-



24

SEC.
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3
rity of unclassified information in Federal computer
systems; and
(2) promote technology solutions based on pri-
vate sector offerings to protect the security of Fed-
eral computer systems.
3. VOLUNTARY STANDARDS FOR PUBLIC KEY MAN-
AGEMENT INFRASTRUCTURE.

Section 20(b) of the National Institute of Standards

and Technology Act (15 U.S.C. 278¢-3(b)) is amended—

SEC.

(1) by redesignating paragraphs (2), (3), (4),
and (5) as paragraphs (3), (4), (8), and (9), respee-
tively; and

(2) by inserting after paragraph (1) the fol-
lowing new paragraph:

“(2) upon request from the private sector, to
assist in establishing voluntary interoperable stand-
ards, guidelines, and associated methods and tech-
niques to facilitate and expedite the establishment of
non-Fedéral management infrastructures for public
keys that can be used to communicate w&th and con-
duct transactions with the Federal Government;”.

4. SECURITY OF FEDERAL COMPUTERS AND NET-
WORKS.

Scetion 20(h) of the National Institute of Standards

25 and Technology Act (15 U.8.C. 278g-3(b)), as amended
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1 by scction 3 of this Act, is further amended by inserting

2
3
4

O o0 I O W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

after paragraph (4), as so redesignated by section 3(1)
of this Act, the following new paragraphs:

“(5) to provide guidance and assistance to Ied-
eral agencies in the protection of information seeu-
rity in interconnected Federal computer systems, in-
cluding identification of significant risks thereto;

“(6) to promote compliance by Federal agencies
with existing Federal computer information security
and privacy guidelines;

“(7) to coordinate Federal response cfforts re-
lated to unauthorized aceess to Federal computer
systems;”.

SEC. 5. COMPUTER SECURITY IMPLEMENTATION.
Section 20 of the National Institute of Standards and
Technology Act (15 U.8.C. 278¢-3) is further amended—

(1) by redesignating subsections (¢) and (d) as
subsections (e) and (f), respectively; and

(2) by inserting after subsection (b) the fol-
lowing new subsection:

“(e)(1) In carrying out subsection (a)(3), the Insti-
tute shall—

“(A) emphasize the development of technology-
neutral policy guidelines for computer security prae-

tices by the Federal agencies;
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5

“(B) actively promote the use of commercially
available products to provide for the security and
privacy of sensitive information in Federal computer
systems; and

“(C) participate in  implementations of
encryption technologies in order to develop required
standards and guidelines for Federal computer sys-
tems, including assessing the desirability of and the
costs associated with establishing and managing key
recovery infrastructures for Federal Government in-
formation.

“(2) In carrying out subsection (a), the Institute shall

perform evaluations and tests—

“(A) at Federal agencies to assess existing in-
formation security and privacy programs; and

“(B) of commercially available security products
for their conformance with guidelines and standards
developed under subsection (a)(2) and (3).

“(3) The Institute shall maintain and make available

20 to Federal agencies and to the public a list of commercially

21

available security products evaluated under paragraph

22 (2)(B) as conforming with the guidelines and standards

23
24
25

developed under subsection (a)(2) and (3).

“(4) The Institute shall annually transmit to the

Congress a report containing—
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“(A) the findings of the evaluations and tests of
Federal computer systems conducted under this see-
tion during the 12 months preceding the date of the
report, including the frequency of the use of com-
mercially available security products evaluated under
paragraph (2)(B);

“(B) the planned evaluations and tests under
this section for the 12 months following the date of
the report; and

“(C) any recommendations by the Institute to
Federal agencies resulting from the findings de-
seribed in- subparagraph (A), and the response by
the agenecies to those recommendations.”.

SEC. 6. COMPUTER SECURITY REVIEW, PUBLIC MEETINGS,
AND INFORMATION.

Section 20 of the National Institute of Standards and
Technology Act (15 U.S.C. 278¢-3), as amended by this
Act, is further amended by inserting after subsection (c),
as added by section 5 of this Act, the following new sub-
section: .

“(d)(1) The Institute shall solicit the recommenda-
tions of the Computer System Security and Privacy Advi-
sory Board, established by section 21, regarding standards
and guidelines that are being considered for submittal to

the Scerctary in accordance with subsection (a)(4). The
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7
reecommendations of the Board shall accompany standards
and guidelines submitted to the Secretary.

“(2) There are authorized to be appropriated to the
Secretary $1,000,000 for fiscal year 2000 and $1,030,000
for fiscal year 2001 to enable the Computer System Secu-
rity and Privacy Advisory Board, established by section
21, to identify emerging issucs related to computer secu-
rity, privacy, and cryptography and to convene public
meetings on those subjects, receive presentations, and
publish reports, digests, and summaries for public dis-
tribution on those subjects.”.

SEC. 7. LIMITATION ON PARTICIPATION IN REQUIRING
ENCRYPTION STANDARDS.

Seetion 20 of the National Institute of Standards and
Technology Act (15 U.S.C. 278¢-3), as amended by this
Act, is further amended by adding at the end the following
new subsection:

“(g) The Institute shall not promulgate, enforee, or
otherwise adopt standards, or carry out activities or poli-
cies, for the Federal establishment of encry’pti@ standards
required for use in computer systems other than Federal

Government computer systems.”’.
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1 SEC. 8. MISCELLANEOUS AMENDMENTS.

2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

Section 20 of the National Institute of Standards and

Technology Act (15 U.S.C. 278¢-3), as amended by this

Aet, is further amended—

SEC.

(1) in subsection (b)(8), as so redesignated by
section 3(1) of this Act, by inserting ““to the extent
that such coordination will improve computer secu-
rity and to the extent necessary for improving such
seeurity for Federal computer systems” after “Man-
agement and Budget)”;

(2) in subsection (e}, as so redesignated by sec-
tion 5(1) of this Act, by striking “shall draw upon”
and inserting in lien thereof “may draw upon’’;

(3) in subscetion (e)(2), as so redesignated by
seetion 5(1) of this Aet, by striking “(b)(5)” and in-
serting in liew thereoft “(b)(8)"; and

(4) 1 subsection (H){1)X(B)(1), as so redesig-
nated by section 5(1) of this Aect, by inserting “and
computer networks’ after “‘computers”.

9. FEDERAL COMPUTER SYSTEM SECURIT.Y TRAINING.

Section 5(b) of the Computer Security Act of 1987

(40 U.8.C. 759 note) is amended-—

(1) by striking “and” at the end of paragraph
(1);
(2) by striking the period at the end of para-

graph (2) and inserting in licu thereof *“; and”; and
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9
(3) by adding at the end the following new
paragraph:
“(3) to include emphasis on protecting sensitive
information in Federal databases and Federal com-
puter sites that are accessible through public net-
works.”.
SEC. 10. COMPUTER SECURITY FELLOWSHIP PROGRAM.

There arc authorized to be appropriated to the Sec-
retary of Commerce $250,000 for fiscal year 2000 and
$500,000 for fiscal year 2001 for the Director of the Na-
tional Institute of Standards and Technology for fellow-
ships, subject to the provisions of section 18 of the Na-
tional Institute of Standards and Technology Act (15
U.S.C. 278g-1), to support students at institutions of
higher learning in computer security. Amounts authorized
by this seetion shall not be subject to the percentage limi-
tation stated in such section 18.
SEC. 11. STUDY OF PUBLIC KEY INFRASTRUCTURE BY THE

NATIONAL RESEARCH COUNCIL.

(&) REVIEW BY NATIONAL RESEARCH‘ COUNCIL.—
Not later than 90 days after the date of the enactment
of this Aect, the Secretary of Commerce shall enter into
a contract with the National Research Council of the Na-

tional Academy of Seciences to conduct a study of public
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10
key infrastruetures for use by individuals, businesses, and
government.

(b) CoNTENTS.—The study referred to in subsection
(a) shall—

(1) assess technology needed to support public
key infrastructures;

(2) assess current public and private plans for
the deployment of public key infrastructures;

(3) assess interoperability, scalability, and in-
tegrity of private and public entities that are ele-
ments of public key infrastructures;

(4) make recommendations for Federal legisla-
tion and other Federal actions required to cnsure
the national feasibility and utility of public key in-
frastructures; and

(5) address such other matters as the National
Rescarch Council considers relevant to the issues of
public key infrastructure. ‘

(¢) INTERAGENCY COOPERATION WITH STUDY.—All
ageneies of the Federal Government shall coéperate fully
with the National Research Council in its activities in car-
rying out the study under this section, including aceess
by properly cleared individuals to classified information if

necessary. N
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(d) REPORT.—Not later than 18 months after the
date of the enactment of this Act, the Secretary of Com-
merce shall transmit to the Committee on Science of the
House of Representatives and the Committee on Com-
merce, Science, and Transportation of the Senate a report
setting forth the findings, conclusions, and recommenda-
tions of the National Research Council for public policy
related to public key infrastructures for use by individuals,
businesses, and government. Such report shall be sub-
mitted in unelassified form.

(¢) AUTHORIZATION OF APPROPRIATIONS.—There
are authorized to be appropriated to the Seeretary of Com-
meree $450,000 for fiscal year 2000, to remain available
until expended, for carrying out this section.

SEC. 12. PROMOTION OF NATIONAL INFORMATION SECU-
RITY.

The Under Secretary of Commerce for Technology
shall—

(1) promote the more widespread use of appli-
cations of cryptography and associated technologies
to enhance the security of the Nation’s information
infrastructure;

(2) establish a central clearinghouse for the col-

lection by the Federal Government and dissemina-
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1 tion to the public of information to promote aware-
2 ness of information security threats; and

3 (3) promote the development of the national,
4 standards-based infrastructure needed to support
5 commercial and private uses of encryption tech-
6 nologies for confidentiality and authentication.

7 SEC. 13. ELECTRONIC AUTHENTICATION INFRASTRUC-
8 TURE.

9 (a) ELECTRONIC AUTHENTICATION INFRASTRUC-
10 TURE.—

11 (1) GUIDELINES AND STANDARDS.—Not later
12 than 1 year after the date of the enactment of this
13 Act, the Director, in consultation with industry,
14 shall develop electronic authentication infrastructure
15 guidelines and standards for use by Federal agencies
16 to enable those agencies to cffectively utilize clec-
17 tronie authentication technologies in a manner that
18 is— ‘

19 {A) sufficiently secure to meet the needs of
20 those agencies and their transactién partners;
21 and
22 (B) interoperable, to the maximum extent
23 possible.
24 (2) ELEMENTS.—The guidelines and standards

25 developed under paragraph (1) shall include—
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(A) protection profiles for eryptographic
and noncryptographic methods of authen-
ticating identity for electronic authentication
products and services;

(B) minimum interoperability specifica-
tions for the Federal acquisition of electronie
authentication products and services; and

(C) wvalidation eriteria to cnable Federal
agencies to sclect eryptographic clectronic au-
thentication products and serviees appropriate
to their needs.

(3) COORDINATION WITH NATIONAL POLICY
PANEL.—The Director shall ensure that the develop-
ment of guidelines and standards with respect to
eryptographic electronic authentication produets and
services under this subsection is carried out in co-
ordination with the efforts of the National Policy
Panel for Digital Signatures under subsection (e).

(4) REVIsIONS.—The Director shall periodically
review the guidelines and standards devéloped under
paragraph (1) and revise them as appropriate.

Not later than 1

(b) VALIDATION OF PRODUCTS.

23 year after the date of the enactment of this Act, and there-

24 after, the Dircetor shall maintain and make available to

25 TFederal agencies and to the public a list of commereially
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available electronic authentication products, and other
such products used by Federal agencies, evaluated as con-
forming with the guidelines and standards developed

under subsection (a).

(¢) ELECTRONIC CERTIFICATION AND MANAGEMENT

SYSTEMS.—

(1) CriTERIA.—Not later than 1 year after the
date of the enactment of this Act, the Director shall
establish. minimum technical criteria for the use by
Federal agencies of electronic certification and man-
agement systems.

(2) EvALUATION.—The Director shall establish
a program for evaluating the conformance with the
eriteria established under paragraph (1) of eleetronie
certification and management systems, developed for
use by Federal agencies or available for such use.

(3) MAINTENANCE OF LIST.—The Director
shall maintain and make available to Federal agen-
cies a list of electronic certification and management
systems cvaluated as conforming to the criteria es-
tablished under paragraph (1).

(d) REPORTS.—Not later than 18 months after the

23 date of the enactment of this Act, and annually thereafter,

24 the Director shall transmit to the Congress a report that

25

includes—
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(1) a deseription and analysis of the utilization
by Federal agencies of electronic authentication
technologies;

(2) an evaluation of the extent to which Federal
agencies’ electronic authentication infrastruetures
conform to the guidelines and standards developed
under subseection (a)(1);

(3) an evaluation of the extent to which Federal
agencies’ electronic certification and management
systems conform to the eriteria established under
subsection (¢)(1);

(4) the list deseribed in subsection (¢)(3); and

(5) evaluations made under subsection (b).

(e) NATIONAL PoLnIcY PANEL FOR DIGITAL SIGNA-

TURES.—

(1) BSTABLISIIMENT.—Not later than 90 days
after the date of the enactment of this Act, the
Under Sceretary shall establish a National Policy
Panel for Digital Signatures. The Panel shall be
composed of government, academic, and industry
technical and legal experts on the implementation of
digital signature technologies, State officials, includ-
ing officials from States which have enacted laws
recognizing the use of digital signatures, and rep-

resentative individuals from the interested publie.
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(2) RusPONSIBILITIES.—The Panel shall serve
as a forum for exploring all relevant factors associ-
ated with the development of a national digital sig-
nature infrastructure based on uniform guidelines
and standards to enable the widespread availability
and use of digital signature systems. The Panel shall
develop—

(A) model practices and procedures for
certification authorities to ensure the accuracy,
reliability, and security of operations associated
with issuing and managing digital certificates;

(B) guidelines and standards to ensure
consisteney among jurisdictions that license cer-
tification authorities; and

(C) audit procedures for certification au-
thoritics.

(3) CoorDINATION.—The Panel shall coordi-
nate its efforts with those of the Director under sub-
section (a).

(4) ADMINISTRATIVE SUPPORT.—The Under
Secretary shall provide administrative support to en-
able the Panel to ecarry out its responsibilities.

(5) REPORT.—Not later than 1 year after the

date of the enactment of this Aect, the Under Sec-
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retary shall transmit to the Congress a report con-
taining the recommendations of the Panel.
(f) DEFINITIONS.—or purposes of this section—

(1) the term “certification authorities” means
issuers of digital certificates;

(2) the term “digital certificate’” means an elee-
tronic document that binds an individual’s identity
to the individual’s key;

(8) the term “digital signature” means a math-
ematically generated mark utilizing key cryptog-
raphy techniques that is unique to both the signa-
tory and the information signed;

(4) the term “digital signature infrastructure”
means the software, hardware, and personnel re-
sources, and the procedures, required to effectively
utilize digital certificates and digital signatures;

(5) the term “clectronic authentication” means
cryptographic or noneryptographic methods of au-
thenticating identity in an electronic commuuication;

(6) the term “clectronic authentication infra-
structure” means the software, hardware, and per-
sonnel resources, and the procedures, required to ef-
fectively utilize electronic  authentication tech-

nologies;
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(7) the term “clectronic certification and man-
agement systems’ means computer systems, includ-
ing associated personnel and procedures, that enable
individuals to apply unique digital signatures to elec-
tronic information;

(8) the term “protection profile’” means a list of
seeurity functions and associated assurance levels
used to deseribe a product; and

(9) the term ‘“Under Seeretary’” means the
Under Secretary of Commerce for Technology.

14. SOURCE OF AUTHORIZATIONS.

There are authorized to be appropriated to the Sec-

retary of Commerce $3,000,000 for fiscal year 2000 and

$4,000,000 for fiscal year 2001, for the National Institute

of Standards and Technology to carry out activities au-

thorized by this Act for which funds are not otherwise spe-

cifically authorized to be appropriated by this Act.
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Chairman SENSENBRENNER. I will now recognize the gentleman
from Texas, Mr. Hall, for his opening statement on this bill. The
gentleman is recognized for five minutes.

Mr. HALL. Thank you, Mr. Chairman. Before I yield to Mr. Gor-
don, I would like to compliment him, Mrs. Morella, and others for
their very hard work on the question of computer security. This
has been a very important topic for the Committee for about 15
years, and dating back to when this Committee worked with Con-
gressman Jack Brooks to enact the first computer security law
dealing with federally owned computers.

H.R. 2413 brings our computer security efforts into the Internet
age by working to upgrade security of Federal computer systems
and networks. Thanks to the ideas of Mr. Gordon and to others, it
will also permit the Federal Government to advance e-commerce
and e-government by providing for secure electronic authentication
technology.

I plan to support the Morella-Gordon amendment in the nature
of a substitute and I urge my colleagues to do so.

I yield the balance of my time to Congressman Bart Gordon. And
before Mr. Gordon reports, I will yield to Mr. Barcia.

[The prepared statement of Mr. Hall follows:]

STATEMENT OF HON. RALPH M. HALL

Mr. Chairman, before, I yield to Mr. Barcia, the Technology Subcommittee Rank-
ing Member, I would like to complement him, Mrs. Morella, and Mr. Gordon for
their hard work on the question of computer security. This has been an important
topic for the Committee for 15 years or more, dating to when this Committee
worked with Congressman Jack Brooks to enact the first computer security law
dealing with Federally-owned computers.

H.R. 2413 brings our computer security efforts into the Internet age by working
to upgrade security of Federal computer systems and networks. Thanks to the ideas
of Mr. Gordon, it also will permit the Federal government to advance e-Commerce
and e-Government by providing for secure electronic authentication technologies.

I plan to support the Morella-Gordon amendment in the nature of a substitute
and urge my colleagues to do so as well.

I yield the balance of my time to Congressman Barcia.

Mr. BARCIA. Thank you very much, Ranking Member Hall.

Mr. Chairman, I will be very brief. H.R. 2413, the Computer Se-
curity Enhancement Act, represents more than four years of effort
by the Technology Subcommittee. During the past two years, the
Subcommittee has examined the impact of computer viruses and
the lack of good computer security practices at Federal agencies.
H.R. 2413 strengthens the role of NIST in providing Federal agen-
cies with needed advice on good security practices.

The provisions of H.R. 2413 are entirely consistent with rec-
ommendations made by NIST’s private sector advisory board and
the witnesses who testified at our hearings. The inclusion of Mr.
Gordon’s provisions on electronic authentication technologies also
serves to improve the security of Federal agencies’ electronic trans-
actions. In addition, the provisions provide a framework to enable
Federal agencies to effectively implement the Government Paper-
work Elimination Act, which requires agencies to begin using elec-
tronic authentication technologies.

H.R. 2413 will strengthen the overall security of Federal com-
puter systems and their electronic transactions. This bill estab-
lishes a blueprint for the Federal Government to become a model
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for good computer security and authentication practices. The Tech-
nology Subcommittee reported this bill with unanimous support.

I also want to say that I support the amendment in the nature
of a substitute to be offered by Representatives Gordon and
Morella, and I would urge all of my colleagues to support this bill.
And once again I thank the Chair of the Subcommittee for all of
her diligent work on this issue and the hearings that were held as
well as Congressman Gordon. And I yield my time back.

Chairman SENSENBRENNER. You have got two minutes left.

Mr. HaLL. I yield back my time, sir.

Chairman SENSENBRENNER. Okay. Time is yielded back.

Without objection, other members may insert opening statements
at this point in the record.

The Chair is aware of only one amendment in the nature of a
substitute by Mrs. Morella and Mr. Gordon. And at this point, the
Chair recognizes the gentlewoman from Maryland.

Mrs. MORELLA. Thank you, Mr. Chairman. And I do have an
amendment at the desk.

Chairman SENSENBRENNER. The Clerk will report the amend-
ment.

The CLERK. Amendment in the nature of a substitute to H.R.
2413, offered by Mrs. Morella and Mr. Gordon.

Mrs. MORELLA. Mr. Chairman, I move that the amendment be
considered as read.

Chairman SENSENBRENNER. Without objection. And the gentle-
woman is recognized for five minutes.

Mrs. MORELLA. Thank you. I am pleased to offer this bipartisan
amendment to improve H.R. 2413. It has been crafted in coopera-
tion with Congressman Bart Gordon.

First of all, Mr. Chairman, I want to thank you and Mr. Hall for
bringing this bill up. I want to thank Mr. Barcia for continuing the
legacy that began with Mr. Gordon and myself. This bill, as you
mentioned, has passed in the previous Congress and here it is back
again, a new enhanced version which we hope will get through the
House and through the Senate.

Over the past two years, the Technology Subcommittee, we have
had a series of computer security hearings, including a specific leg-
islative hearing focusing on this bill. As amended, H.R. 2413 au-
thorizes $9 million in fiscal year 2001, and $9.5 million in fiscal
year 2002 for the National Institute of Standards and Technology.
What these funds would do is they would allow NIST to promote
the use of commercially available off-the-shelf security products by
Federal agencies, have an independent advisory board review
NIST’s computer security and privacy protection efforts and make
recommendations, create a fellowship program in the field of com-
puter security to address IT worker shortages, establish an expert
review team to assist agencies to identify and fix existing informa-
tion security vulnerabilities.

Mr. Chairman, while no single piece of legislation can fully pro-
tect our Federal civilian computer systems, we really feel that H.R.
2413 is a necessary step in the right direction. It has already been
favorably reported by the Technology Subcommittee, endorsed by
the Information Technology Association of America, and I strongly
urge all members to support this amendment and this important
legislation.
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You know, we took care of the Y2K computer glitch but that had
a terminal period of January 1st and February 29th of this year.
But computer security goes beyond, and it is international in scope,
and this legislation is a good step toward trying to remediate that
terrible problem. And I yield back, Mr. Chairman.

[The statement on the amendment in the nature of a substitute
offered by Mrs. Morella follows:]

I am pleased to offer this bipartisan amendment to improve H.R. 2413 that has
been crafted in cooperation with Congressman Bart Gordon.

Over the past two years, the Technology Subcommittee has held a series of com-
puter security hearings, including a specific legislative hearing focusing on the bill.

As amended, H.R. 2413 authorizes §9 million in FY 2001 and $9.5 million in FY
2002 for the National Institute of Standards and Technology.

The funds would allow NIST to:

Promote the use of commercially available off-the-shelf security products by
federal agencies, an initiative strongly supported by the Information Technology
Association of America and others;

Increase privacy protection by giving an independent advisory boards more
responsibility and resources to review NIST’s computer security efforts and to
make recommendations;

Support the development of a well trained workforce by creating a fellowship
program in the field of computer security;

Study the efforts of the Federal government to develop a secure, interoperable
electronic infrastructure; and finally,

Establish an expert review team to assist agencies to identify and fix existing
information security vulnerabilities.

The General Accounting Office and other computer security experts have all rec-
ognized the need for H.R. 2413.

Mr. Chairman, while no single piece of legislation can fully protect our federal ci-
vilian computer systems; H.R. 2413 is a necessary step in the right direction.

It has already been favorably reported by the Technology Subcommittee and I
strongly urge all members to support this amendment to this important legislation.

Thank you.

COMMITTEE ON SCIENCE FULL COMMITTEE MARKUP, JULY 26, 2000—AMENDMENT
ROSTER FOR H.R. 2413, COMPUTER SECURITY ENHANCEMENT ACT OF 1999

No. and sponsor, description, results:
1. Mrs. Morella and Mr. Gordon, amendment to H.R. 2413, adopted by a voice
vote.

AMENDMENT IN THE NATURE OF A SUBSTITUTE H.R. 2413 OFFERED BY MRS.
MORELLA AND MR. GORDON

Strike all after the enacting clause and insert the following:
SECTION 1. SHORT TITLE.

This Act may be cited as the “Computer Security Enhancement Act of 2000”.
SEC. 2. FINDINGS AND PURPOSES.

(a) FINDINGS.—The Congress finds the following:

(1) The National Institute of Standards and Technology has responsibility for
developing standards and guidelines needed to ensure the cost-effective security
and privacy of sensitive information in Federal computer systems.

(2) The Federal Government has an important role in ensuring the protection
of sensitive, but unclassified, information controlled by Federal agencies.

(3) Technology that is based on the application of cryptography exists and can
be readily provided by private sector companies to ensure the confidentiality,
authenticity, and integrity of information associated with public and private ac-
tivities.

(4) The development and use of encryption technologies by industry should be
driven by market forces rather than by Government imposed requirements.

(b) PURPOSES.—The purposes of this Act are to—

(1) reinforce the role of the National Institute of Standards and Technology
in ensuring the security of unclassified information in Federal computer sys-
tems; and

(2) promote technology solutions based on private sector offerings to protect
the security of Federal computer systems.
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SEC. 3. VOLUNTARY STANDARDS FOR PUBLIC KEY MANAGEMENT INFRASTRUCTURE.

Section 20(b) of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3(b)) is amended—

(1) by redesignating paragraphs (2), (3), (4), and (5) as paragraphs (3), (4), (8),
and (9), respectively; and

(2) by inserting after paragraph (1) the following new paragraph:

“(2) upon request from the private sector, to assist in establishing voluntary
interoperable standards, guidelines, and associated methods and techniques to
facilitate and expedite the establishment of non-Federal management infra-
structures for public keys that can be used to communicate with and conduct
transactions with the Federal Government;”.

SEC. 4. SECURITY OF FEDERAL COMPUTERS AND NETWORKS.

Section 20(b) of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3(b)), as amended by section 3 of this Act, is further amended by inserting
after paragraph (4), as so redesignated by section 3(1) of this Act, the following new
paragraphs:

“(5) except for national security systems, as defined in section 5142 of Public
Law 104-106 (40 U.S.C. 1452), to provide guidance and assistance to Federal
agencies for protecting the security and privacy of sensitive information in
interconnected Federal computer systems, including identification of significant
risks thereto;

“(6) to promote compliance by Federal agencies with existing Federal com-
puter information security and privacy guidelines;

“(7) in consultation with appropriate Federal agencies, assist Federal re-
sponse efforts related to unauthorized access to Federal computer systems;”.

SEC. 5. COMPUTER SECURITY IMPLEMENTATION.

Section 20 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3) is further amended—

(1) by redesignating subsections (c) and (d) as subsections (e) and (f), respec-
tively; and

(2) by inserting after subsection (b) the following new subsection:

“(c)(1) In carrying out subsection (a)(2) and (3), the Institute shall—

“(A) emphasize the development of technology-neutral policy guidelines for
computer security practices by the Federal agencies;

“(B) promote the use of commercially available products, which appear on the
list required by paragraph (2), to provide for the security and privacy of sen-
sitive information in Federal computer systems;

“(C) develop qualitative and quantitative measures appropriate for assessing
the quality and effectiveness of information security and privacy programs at
Federal agencies;

“(D) perform evaluations and tests at Federal agencies to assess existing in-
formation security and privacy programs;

“(E) promote development of accreditation procedures for Federal agencies
based on the measures developed under subparagraph (C);

“(F) if requested, consult with and provide assistance to Federal agencies re-
garding the selection by agencies of security technologies and products and the
implementation of security practices; and

“(G)(1) develop uniform testing procedures suitable for determining the con-
formance of commercially available security products to the guidelines and
standards developed under subsection (a)(2) and (3);

“(i1) establish procedures for certification of private sector laboratories to per-
form the tests and evaluations of commercially available security products de-
veloped in accordance with clause (i); and

“(111) promote the testing of commercially available security products for their
cor:iforr)nance with guidelines and standards developed under subsection (a)(2)
and (3).

“(2) The Institute shall maintain and make available to Federal agencies and to
the public a list of commercially available security products that have been tested
by private sector laboratories certified in accordance with procedures established
under paragraph (1)(G)(ii), and that have been found to be in conformance with the
guidelines and standards developed under subsection (a)(2) and (3).

“(8) The Institute shall annually transmit to the Congress, in an unclassified for-
mat, a report containing—

“(A) the findings of the evaluations and tests of Federal computer systems
conducted under this section during the 12 months preceding the date of the
report, including the frequency of the use of commercially available security
products included on the list required by paragraph (2);
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“(B) the planned evaluations and tests under this section for the 12 months
following the date of the report; and

“(C) any recommendations by the Institute to Federal agencies resulting from
the findings described in subparagraph (A), and the response by the agencies
to those recommendations.”.

SEC. 6. COMPUTER SECURITY REVIEW, PUBLIC MEETINGS, AND INFORMATION.

Section 20 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3), as amended by this Act, is further amended by inserting after subsection
(c), as added by section 5 of this Act, the following new subsection:

“d)(1) The Institute shall solicit the recommendations of the Computer System
Security and Privacy Advisory Board, established by section 21, regarding standards
and guidelines that are being considered for submittal to the Secretary in accord-
ance with subsection (a)(4). The recommendations of the Board shall accompany
standards and guidelines submitted to the Secretary.

“(2) There are authorized to be appropriated to the Secretary $1,030,000 for fiscal
year 2001 and $1,060,000 for fiscal year 2002 to enable the Computer System Secu-
rity and Privacy Advisory Board, established by section 21, to identify emerging
issues related to computer security, privacy, and cryptography and to convene public
meetings on those subjects, receive presentations, and publish reports, digests, and
summaries for public distribution on those subjects.”.

SEC. 7. LIMITATION ON PARTICIPATION IN REQUIRING ENCRYPTION STANDARDS.

Section 20 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3), as amended by this Act, is further amended by adding at the end the fol-
lowing new subsection:

“(g) The Institute shall not promulgate, enforce, or otherwise adopt standards, or
carry out activities or policies, for the Federal establishment of encryption standards
required for use in computer systems other than Federal Government computer sys-
tems.”.

SEC. 8. MISCELLANEOUS AMENDMENTS.

Section 20 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3), as amended by this Act, is further amended—

(1) in subsection (b)(8), as so redesignated by section 3(1) of this Act, by in-
serting “to the extent that such coordination will improve computer security and
to the extent necessary for improving such security for Federal computer sys-
tems” after “Management and Budget)”;

(2) in subsection (e), as so redesignated by section 5(1) of this Act, by striking
“shall draw upon” and inserting in lieu thereof “may draw upon”;

(3) in subsection (e)(2), as so redesignated by section 5(1) of this Act, by strik-
ing “(b)(5)” and inserting in lieu thereof “(b)(8)”; and

(4) in subsection (f)(1)(B)(1), as so redesignated by section 5(1) of this Act, by
inserting “and computer networks” after “computers”.

SEC. 9. FEDERAL COMPUTER SYSTEM SECURITY TRAINING.

Section 5(b) of the Computer Security Act of 1987 (40 U.S.C. 759 note) is
amended—
(1) by striking “and” at the end of paragraph (1);
(2) by stnkmg the period at the end of paragraph (2) and inserting in lieu
thereof “; and”; and
(3) by adding at the end the following new paragraph:
“(3) to include emphasis on protecting sensitive information in Federal data-
bases and Federal computer sites that are accessible through public networks.”.
SEC. 10. COMPUTER SECURITY FELLOWSHIP PROGRAM.

There are authorized to be appropriated to the Secretary of Commerce $500,000
for fiscal year 2001 and $500,000 for fiscal year 2002 for the Director of the National
Institute of Standards and Technology for fellowships, subject to the provisions of
section 18 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-1), to support students at institutions of higher learning in computer security.
Amounts authorized by this section shall not be subject to the percentage limitation
stated in such section 18.

SEC. 11. STUDY OF PUBLIC KEY INFRASTRUCTURE BY THE NATIONAL RESEARCH COUNCIL.

(a) REVIEW BY NATIONAL RESEARCH COUNCIL.—Not later than 90 days after the
date of the enactment of this Act, the Secretary of Commerce shall enter into a con-
tract with the National Research Council of the National Academy of Sciences to
conduct a study of public key infrastructures for use by individuals, businesses, and
government.

(b) CONTENTS.—The study referred to in subsection (a) shall—
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(1) assess technology needed to support public key infrastructures;

(2) assess current public and private plans for the deployment of public key
infrastructures;

(3) assess interoperability, scalability, and integrity of private and public enti-
ties that are elements of public key infrastructures;

(4) make recommendations for Federal legislation and other Federal actions
required to ensure the national feasibility and utility of public key infrastruc-
tures; and

(5) address such other matters as the National Research Council considers
relevant to the issues of public key infrastructure.

(¢) INTERAGENCY COOPERATION WITH STUDY.—AIl agencies of the Federal Govern-
ment shall cooperate fully with the National Research Council in its activities in
carrying out the study under this section, including access by properly cleared indi-
viduals to classified information if necessary.

(d) REPORT.—Not later than 18 months after the date of the enactment of this Act,
the Secretary of Commerce shall transmit to the Committee on Science of the House
of Representatives and the Committee on Commerce, Science, and Transportation
of the Senate a report setting forth the findings, conclusions, and recommendations
of the National Research Council for public policy related to public key infrastruc-
tures for use by individuals, businesses, and government. Such report shall be sub-
mitted in unclassified form.

(e) AUTHORIZATION OF APPROPRIATIONS.—There are authorized to be appropriated
to the Secretary of Commerce $450,000 for fiscal year 2001, to remain available
until expended, for carrying out this section.

SEC. 12. PROMOTION OF NATIONAL INFORMATION SECURITY.

The Under Secretary of Commerce for Technology shall—

(1) promote an increased use of security techniques, such as risk assessment,
and security tools, such as cryptography, to enhance the protection of the Na-
tion’s information infrastructure;

(2) establish a central repository of information for dissemination to the pub-
lic to promote awareness of information security vulnerabilities and risks; and

(3) promote the development of the national, standards-based infrastructure
needed to support government, commercial, and private uses of encryption tech-
nologies for confidentiality and authentication.

SEC. 13. ELECTRONIC AUTHENTICATION INFRASTRUCTURE.

(a) ELECTRONIC AUTHENTICATION INFRASTRUCTURE.—

(1) GUIDELINES AND STANDARDS.—Not later than 18 months after the date of
the enactment of this Act, the Director, in consultation with industry and ap-
propriate Federal agencies, shall develop electronic authentication infrastruc-
ture guidelines and standards for use by Federal agencies to assist those agen-
cies to effectively select and utilize electronic authentication technologies in a
manner that is—

(A) adequately secure to meet the needs of those agencies and their trans-
action partners; and
(B) interoperable, to the maximum extent possible.

(2) ELEMENTS.—The guidelines and standards developed under paragraph (1)
shall include—

(A) protection profiles for cryptographic and noncryptographic methods of
authenticating identity for electronic authentication products and services;

(B) a core set of interoperability specifications for the Federal acquisition
of electronic authentication products and services; and

(C) validation criteria to enable Federal agencies to select cryptographic
electronic authentication products and services appropriate to their needs.

(3) COORDINATION WITH NATIONAL POLICY PANEL.—The Director shall ensure
that the development of guidelines and standards with respect to cryptographic
electronic authentication products and services under this subsection is carried
out in consultation with the National Policy Panel for Digital Signatures estab-
lished under subsection (e).

(4) REVISIONS.—The Director shall periodically review the guidelines and
standards developed under paragraph (1) and revise them as appropriate.

(b) LISTING OF VALIDATED PRODUCTS.—Not later than 30 months after the date
of the enactment of this Act, and thereafter, the Director shall maintain and make
available to Federal agencies and to the public a list of commercially available elec-
tronic authentication products, and other such products used by Federal agencies,
evaluated as conforming with the guidelines and standards developed under sub-
section (a).

(¢c) SPECIFICATIONS FOR ELECTRONIC CERTIFICATION AND MANAGEMENT TECH-
NOLOGIES.—
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(1) SpeCIFICATIONS.—The Director shall, as appropriate, establish core speci-
fications for particular electronic certification and management technologies, or
their components, for use by Federal agencies.

(2) EVALUATION.—The Director shall advise Federal agencies on how to evalu-
ate the conformance with the specifications established under paragraph (1) of
electronic certification and management technologies, developed for use by Fed-
eral agencies or available for such use.

(3) MAINTENANCE OF LIST.—The Director shall maintain and make available
to Federal agencies a list of electronic certification and management tech-
nologies evaluated as conforming to the specifications established under para-
graph (1).

(d) REPORTS.—Not later than 18 months after the date of the enactment of this
Act, and annually thereafter, the Director shall transmit to the Congress a report
that includes—

(1) a description and analysis of the utilization by Federal agencies of elec-
tronic authentication technologies; and

(2) an evaluation of the extent to which Federal agencies’ electronic authen-
tication infrastructures conform to the guidelines and standards developed
under subsection (a)(1).

(e) NATIONAL PoLiCcY PANEL FOR DIGITAL SIGNATURES.—

(1) ESTABLISHMENT.—Not later than 90 days after the date of the enactment
of this Act, the Under Secretary shall establish a National Policy Panel for Dig-
ital Signatures. The Panel shall be composed of government, academic, and in-
dustry technical and legal experts on the implementation of digital signature
technologies, State officials, including officials from States which have enacted
laws recognizing the use of digital signatures, and representative individuals
from the interested public.

(2) RESPONSIBILITIES.—The Panel shall serve as a forum for exploring all rel-
evant factors associated with the development of a national digital signature in-
frastructure based on uniform guidelines and standards to enable the wide-
spread availability and use of digital signature systems. The Panel shall
develop—

(A) model practices and procedures for certification authorities to ensure
the accuracy, reliability, and security of operations associated with issuing
and managing digital certificates;

(B) guidelines and standards to ensure consistency among jurisdictions
that license certification authorities; and

(C) audit procedures for certification authorities.

(3) COORDINATION.—The Panel shall coordinate its efforts with those of the
Director under subsection (a).

(4) ADMINISTRATIVE SUPPORT.—The Under Secretary shall provide administra-
tive support to enable the Panel to carry out its responsibilities.

(5) REPORT.—Not later than 1 year after the date of the enactment of this Act,
the Under Secretary shall transmit to the Congress a report containing the rec-
ommendations of the Panel.

(f) DEFINITIONS.—For purposes of this section—

(1) the term “certification authorities” means issuers of digital certificates;

(2) the term “digital certificate” means an electronic document that binds an
individual’s identity to the individual’s key;

(3) the term “digital signature” means a mathematically generated mark uti-
lizing key cryptography techniques that is unique to both the signatory and the
information signed;

(4) the term “digital signature infrastructure” means the software, hardware,
and personnel resources, and the procedures, required to effectively utilize dig-
ital certificates and digital signatures;

(5) the term “electronic authentication” means cryptographic or noncryp-
tographic methods of authenticating identity in an electronic communication;

(6) the term “electronic authentication infrastructure” means the software,
hardware, and personnel resources, and the procedures, required to effectively
utilize electronic authentication technologies;

(7) the term “electronic certification and management technologies” means
computer systems, including associated personnel and procedures, that enable
individuals to apply unique digital signatures to electronic information;

(8) the term “protection profile” means a list of security functions and associ-
ated assurance levels used to describe a product; and

(9) the term “Under Secretary” means the Under Secretary of Commerce for
Technology.
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SEC. 14. SOURCE OF AUTHORIZATIONS.

There are authorized to be appropriated to the Secretary of Commerce $7,000,000
for fiscal year 2001 and $8,000,000 for fiscal year 2002, for the National Institute
of Standards and Technology to carry out activities authorized by this Act for which
funds are not otherwise specifically authorized to be appropriated by this Act.

Chairman SENSENBRENNER. The gentlewoman yields back the
balance of her time.

Is there further discussion on the amendment?

The gentleman from Tennessee.

Mr. GORDON. Mr. Chairman, I move to strike the last word.

Chairman SENSENBRENNER. The gentleman is recognized for five
minutes.

Mr. GORDON. Thank you. First, I want to thank Chair Morella
for working in such a bipartisan manner on this amendment. Pri-
marily, the amendment incorporates comments and clarifications
that we received from the Administration on the electronic authen-
tication provisions in the bill. However, we also have strengthened
this role in improving security practices at Federal agencies as well
as advising them on the effective deployment of electronic authen-
tication technologies.

The underlying principle of H.R. 2413 and this amendment is
that they recognize that government and the private sector com-
puter security needs are similar. This amendment ensures that the
private sector has a strong voice in the development of any elec-
tronic authentication guidelines for use by Federal agencies and
that the agencies rely on commercially available products and serv-
ices as much as possible.

I also want to thank Chairman Sensenbrenner for his leadership
on this issue and for working closely with me on the development
of this legislation. We both have been motivated by the importance
that we place on the Science Committee to act on the broad issue
of electronic security. Additionally, I want to thank Mike Quear for
the long and good hours of staff work on this issue. This has been
a good bill, is a good amendment, and it represents sound policy.
I urge my colleagues to support this amendment.

[The prepared statement of Mr. Gordon follows:]

STATEMENT OF HON. BART GORDON

Mr. Chairman, First, I want to thank Chair Morella for working in such a bipar-
tisan manner on this amendment.

Primarily, the amendment incorporates comments and clarifications that we re-
f)elilved from the Administration on the electronic authentication provisions in the

ill.

However, we have also strengthened NIST’s role in improving computer security
practices at federal agencies as well as advising them on the effective deployment
of electronic authentication technologies.

The underlying principle of H.R. 2413 and this amendment is that they recognize
that government and private sector computer security needs are similar.

This amendment ensures that the private sector has a strong voice in the develop-
ment of any electronic authentication guidelines for use by federal agencies and that
agencies rely on commercially available products and services as much as possible.

I also want to thank chairman Sensenbrenner for his leadership on this issue and
for working closely with me on the development of this legislation.

We have both been motivated by the importance that we place on the Science
Committee to act on the broad issue of electronic security.

This is a good bill, a good amendment and it represents sound policy. I would urge
my colleagues to support this amendment.

Chairman SENSENBRENNER. Does the gentleman yield back?
Mr. GORDON. Yes.
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Chz;irman SENSENBRENNER. Further discussion on the amend-
ment?

Ms. LOFGREN. Mr. Chairman.

Chairman SENSENBRENNER. The gentlewoman from California.

Ms. LOFGREN. I move to strike the last word.

Chairman SENSENBRENNER. The gentlewoman is recognized for
five minutes.

Ms. LOFGREN. Mr. Chairman, I would like to thank members on
both sides of the aisle for working to address some concerns that
this bill in its original form raised for me. I think that this amend-
ment in the nature of a substitute offered by Mr. Gordon and Mrs.
Morella is a real step in the right direction and I am very happy
to support it.

I look forward to continuing to work with members on the Com-
mittee Report to this bill to clarify that our intentions are unani-
mously benign relative to encryption and key recovery. In par-
ticular, I hope that the report will emphasize that we are in no
manner encouraging the promulgation of third party encryption
key recovery systems into the private sector. In addition, I hope it
will express that we do not intend, the Federal Government,
through the force of its purchasing powers, one of the world’s larg-
est contractors, to impose its encryption standards and regulations
on the companies with which it does business.

I look forward to working further with my colleagues and I great-
ly appreciate their tremendous and well-guided efforts on this bill
to this point, and in particular this bipartisan amendment. And I
yield back.

[The prepared statement of Ms. Lofgren follows:]

STATEMENT OF HON. ZOE LOFGREN

Mr. Chairman, I would like to thank Members on both sides of the aisle for work-
ing to address some concerns that this bill in its original form raised for me. I think
that this amendment in the nature of a substitute offered by Mr. Gordon and Mrs.
Morella is a real step in the right direction, and I am very happy to support it. I
look forward to continuing to work with Members on the Committee Report to this
bill to clarify that our intentions are unanimously benign relative to encryption
technology.

In particular, I hope that the Report will emphasize that we are in no manner
encouraging the promulgation of third-party encryption key recovery systems into
the private sector. In addition, I hope it will express that we do not intend the Fed-
eral Government, through the force of its purchasing powers as one of the world’s
largest contractors, to impose its encryption standards and regulations on companies
with which it does business. I look forward to working further with my colleagues
and I greatly appreciate their tremendous and well-guided efforts on this bill to this
point and, in particular, this bipartisan amendment.

Chairman SENSENBRENNER. Will the gentlewoman yield?

Ms. LOFGREN. I certainly will, sir.

Chairman SENSENBRENNER. The Chair enthusiastically endorses
the request of the gentlewoman from California to put the language
in the Report language so that we can make it quite clear that this
is a cooperative venture rather than a hammer in the hand of the
Federal Government.

Ms. LOFGREN. Thank you, Mr. Chairman. I yield back.

Mrs. MORELLA. Mr. Chairman.

Chairman SENSENBRENNER. The gentlewoman from Maryland
has already been recognized on this amendment. Somebody else
want to move to strike the last word?

Mr. ETHERIDGE. I move to strike the last word.
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Chairman SENSENBRENNER. The gentleman from North Carolina
is recognized for five minutes.

Mr. ETHERIDGE. I yield to the lady from Maryland.

Mrs. MORELLA. I thank the gentleman for yielding. And I really
only need probably about 30 seconds simply to indicate that I do
understand the concerns that the gentlewoman from California
posed with regard to Section 7. I just want to reiterate that it was
really intended to be a safeguard to reflect the concerns, what she
was offering, the concerns of the private sector and to reiterate the
fact that it is not intended to prevent NIST from working with in-
dustry to develop voluntary—voluntary encryption standards and
guidelines. So I emphasize on a voluntary basis. I yield back. I
thank the gentleman from North Carolina.

Chairman SENSENBRENNER. Further discussion on the amend-
ment?

[No response.]

Chairman SENSENBRENNER. Hearing none, all those in favor of
the amendment in the nature of a substitute by Mrs. Morella and
Mr. Gordon will signify by saying aye.

[Chorus of ayes.]

Chairman SENSENBRENNER. Opposed, no.

[No response.]

Chairman SENSENBRENNER. The ayes have it, and the amend-
ment is agreed to.

Are there further amendments to the bill?

[No response.]

Chairman SENSENBRENNER. Hearing none, the Chair recognizes
the gentleman from Michigan for purposes of a motion.

Mr. BArcIA. Thank you, Mr. Chairman. I move that the Com-
mittee favorably report H.R. 2413, as amended, to the House with
the recommendation that the bill as amended do pass.

Furthermore, I move that staff be instructed to prepare the legis-
lative report and make necessary technical and conforming amend-
ments, and that the Chairman take all necessary steps to bring the
bill before the House for consideration.

Chairman SENSENBRENNER. You have heard the motion of the
gentleman from Michigan to report the bill favorably. Is there any
discussion on the motion?

[No response.]

Chairman SENSENBRENNER. Hearing none, the Chair notes the
presence of a reporting quorum. Those in favor will say aye.

[Chorus of ayes.]

Chairman SENSENBRENNER. Opposed, no.

[No response.]

Chairman SENSENBRENNER. The ayes appear to have it. The ayes
have it, and the bill is reported favorably.

Without objection, members will have two subsequent calendar
days in which to submit supplemental, minority, additional, or dis-
senting views on the measure.

Without objection, the bill will be reported in the form of a single
amendment in the nature of a substitute reflecting amendments
adopted today.

And finally, without objection, pursuant to clause 1 of Rule 22 of
the Rules of the House, the Committee authorizes the Chairman to
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offer such motions as may be necessary in the House to go to con-

ference with the Senate on the bill just reported.
Without objection, these unanimous consents are agreed to.

O
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