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CREDIT CARD DATA PROCESSING:
HOW SECURE IS IT?

Thursday, July 21, 2005

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The subcommittee met, pursuant to notice, at 10:13 a.m., in room
2128, Rayburn House Office Building, Hon. Sue Kelly [chairwoman
of the subcommittee] presiding.

Present: Representatives Kelly, Pryce, Bachus, Castle, Kennedy,
Garrett, Renzi, Price, McHenry, Gutierrez, Maloney, Hooley, Moore
of Kansas, Matheson, Scott, Davis of Alabama, and Cleaver.

Chairwoman KELLY. I call this hearing on the Subcommittee on
Oversight and Investigations to order.

Over the last few months, disturbing information has come to
light about breaches in data security across the financial services
industry. Millions of consumers have found out that their personal
information may have been compromised. Millions more are now
worried about personal data protection with the attention given
these breaches.

This is an issue that personally affects all of us. In cities and
towns across my congressional district in New York and all across
our country, we rely on credit cards day in and day out. We expect
nothing less than a safe and secure system of processing them.

These breaches harm the network of financial transactions that
gives the United States the most productive economy in the world.
These breaches cause consumers to lose confidence in the payment
systems that drive sales growth. They impose new risks and costs
on merchants and threaten some with the loss of customers and
their livelihood. We need to do everything possible to ensure that
our personal information remains privileged and protected when
we make any financial transaction.

Today’s hearing will deal specifically with the recent data breach
at CardSystems where more than 40 million credit card accounts
of 4 major credit card brands may have been exposed. At least
200,000 accounts were definitely stolen, and evidence exists that a
routine may have been in place to allow the culling of credit card
information on a regular basis.

In response to these breaches, Visa and American Express are
terminating their relationship with CardSystems, while the com-
pany itself is putting in new measures to ensure data security.

Yesterday, in testimony to the Financial Services Committee,
Federal Reserve Chairman Greenspan noted that increased regula-
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tions may have the consequence of killing the electronic innovation
and productivity that have kept our economy and our markets
growing. He also noted that in a free market economy all compa-
nies that hold personal data have a huge financial incentive to
keep it as secure as possible. Unfortunately, in this case and oth-
ers, those incentives either failed or were overcome by the financial
incentives of fees.

What we need to learn today from the witnesses in this case is,
what happened, what was supposed to happen, and what can be
done to prevent this from happening again.

I welcome the witnesses, and I yield now to the gentleman from
Illinois.

Mr. GUTIERREZ. Good morning. I want to thank Chairwoman
Kelly for calling this hearing entitled, “Credit Card Data Proc-
essing: How Secure Is I1t?” I think the answer to many people read-
ing the news lately is, not secure enough.

Data security is very important to many of us here on this com-
mittee, and I am pleased that we will be joined later on by some
of our colleagues who will ask to participate.

This issue is also personally important to me. I am proud to have
served as a conferee on the FACT Act, which dealt with similar
issues.

In March, I coauthored a bill with Congresswoman Melissa Bean
on this issue, and I am proud to be an original cosponsor of the re-
cent bill introduced by Representatives Bean and Artur Davis.
There are many other worthy bills on this topic, and I suspect we
are going to be working together to craft a solution before the end
of the year.

We need to understand what happened here and where the gaps
in the law are so they can be fixed. We also need to determine the
proper way to notify and protect consumers and inform the credit
rating agencies when consumer data compromise can lead to iden-
tity theft. We need to make sure that consumer notification takes
place in language the consumer can understand.

I look forward to hearing from the witnesses so that we can learn
from the problems they experience and minimize similar occur-
rences. At the proper time, I will inquire about the audit processes
or credit processes and how CardSystems could have been certified
while maintaining an adequate software and retaining customer
data in violation of its Visa contract.

Additional checks and balances may be necessary in the system
of certification. The largest banks, I am told, have supervision in
the form of professional examiners from their regulator onsite
every day of the year. It might make sense to employ a similar
process when we are talking about security of large amounts of
data in an entity that is not a bank but is performing functions of
a bank. It would also be helpful to determine the actual scope of
the compromised data and the degree of fraudulent activity that
may be related to this incident.

I am pleased to welcome all of the witnesses, and I especially
want to welcome Evan Hendricks whose quarter century of exper-
tise proved invaluable during consideration of the FACT Act issues,
and I am certain he will be helpful today. I understand that he has
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a plane to catch early this afternoon, but we are especially grateful
that he could make the time to be with us today.

Thank you so much, Mr. Hendricks, for being here.

We have been joined by Mr. Matheson, and I ask unanimous con-
sent that he be permitted to make an opening statement.

Chairwoman KELLY. So moved.

We have been joined by a number of members who are not on
this particular subcommittee but that are on the Financial Services
Committee as a whole. We are honored by their presence. We have
Mr. Kennedy, Mr. Castle, and Mr. Bachus with us this morning,
and I ask unanimous consent that they too may be able to make
an opening statement. So moved.

So without objection, all members’ opening statements will be
made part of the record.

I turn now to Mr. Garrett.

Mr. GARRETT. Thank you, Madam Chairwoman, for holding to-
day’s hearing on data security and credit card systems in light of
recent headlines. I think it is both timely and necessary that we
have these hearings, not only so that we can learn more about the
apparent data breach at CardSystems affecting the four major
credit card companies, but also we can learn how this committee
may be able to respond in an appropriate manner.

The data breaches that were recently disclosed by financial insti-
tutions have generally, in the past, involved lost data tapes or simi-
lar mishaps which do not necessarily suggest criminal intent. How-
ever, in this circumstance it appears that someone was able to com-
promise their database system to obtain information for malicious
purposes.

So while the other types of data breaches are obviously cause for
concern, it is especially troubling when we learn that sensitive in-
formation has fallen into the hands of apparent criminals. There-
fore, I am particularly interested in learning about how consumers
are protected against credit card fraud or other problems resulting
from this breach.

I think we also need to examine how the breach at CardSystems
could have been avoided. Is there a shortfall in the law? Do we
need new laws? Or do companies simply need to be more respon-
sible in complying with existing laws and any of their contractual
obligations?

My hunch is that CardSystems’ apparent lack of an adequate
data security regime may simply be that they were running cross-
wise with existing laws or contractual obligations. So we simply
need to learn now how the existing lay of the land has been applied
in this situation before we move on and consider making more
laws.

I think we also may want to use this as an opportunity to at
least explore and understand a little bit what potential impact the
decisions that may affect CardSystems’ future may also have indi-
rectly on any of their vendors or other players in the system.

I would also like to say for the record that I appreciate
MasterCard’s efforts to bring the situation at CardSystems to light,
as they were under really no direct obligation to do so, but I think
that they did so in thinking what was most responsible for getting
the information out in the interest of their cardholders. And for
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that reason, I believe that they should be commended for their ac-
tions.

Thank you again, Madam Chairwoman, for holding this hearing,
and I yield back the balance of my time.

Chairwoman KeLLY. Thank you.

Ms. Maloney?

Mrs. MALONEY. Thank you very much, Madam Chairwoman, for
having this hearing today that continues to address the really very
pressing issue of data security and identity theft through this se-
ries of hearings.

This hearing focuses on a particularly terrible example of a
breach of data security: The exposure of 40 million credit and debit
card accounts at a data processing company handling Visa,
MasterCard and American Express. Based on an FBI investigation
it appears that the data processor, CardSystems, blatantly violated
the contractual data security restrictions imposed by each of the
credit card companies.

But this would not have come to light had it not been for a huge
breach and resultant fraudulent transactions. I expect that each of
the credit card companies here today will explain to us that they
spend a great deal of time, money and resources preventing credit
card fraud and protecting consumers from the effects of credit card
fraud through zero liability policies and card reissuance.

This is all very laudable but the issue before the committee today
is not just credit card fraud: the issue before us is the much more
complex issue of identity theft, because it does not simply involve
a fraudulent charge on a card, it is typically the opening of a new
account in the name of the victim. Identity theft is harder to find,
harder to assess, and harder to combat, but it is the main issue we
need to address.

For example, we may have a good idea now of all the credit card
fraud that is likely to result from the CardSystems breach, but that
does not mean that we know the extent of the identity theft risk.

Similarly, the credit card companies often identify credit card
fraud right away, but in this case they appear to have been abso-
lutely clueless for months while personal data was removed from
the database.

At present, the main protections against identity theft are con-
tractual agreements between credit card companies and the banks
and data processors that handle the information. The CardSystems
incident is a spectacular failure of this private sector protection
and suggests that more regulation, more enforcement and more
penalties are necessary in this area.

For example, until yesterday, it appeared that the credit card
companies would continue to do business with CardSystems even
though CardSystems had not complied with the data security re-
quirements.

Moreover, there is a huge regulatory gap under Gramm-Leach-
Bliley. The respective financial regulators are responsible for mak-
ing sure that financial institutions who contract out data proc-
essing functions ensure their contractor’s compliance. And the FTC
rules require data processors to preserve the confidentiality of per-
sonal financial data. But in this case, the regulators appear to have
played “toss the hot potato” with this whole incident.
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So far, all the consequences of data security breaches could be
viewed by a data processor as the cost of doing business.

Yesterday, perhaps bowing to the pressure of this important
hearing, Visa and American Express terminated their business
with CardSystems, but MasterCard still has its data processing
handled by them. This situation is not acceptable, and we need to
provide the legal structure to fix it.

I am a proud cosponsor and original sponsor of this legislation
that has been introduced by my colleague, Representative Bean
from Illinois, and it is a good first step in this area. I look forward,
as always, to hearing the witnesses’ views and some of the alter-
natives and ideas that they may have, and I hope that we can ben-
efit as we move forward with this bill, and I thank all of you for
being here. It is extremely important.

I must say that one of the biggest credit card theft rings is in
the district that I represent in New York, in Queens, and it is just
a terrible problem once it happens, and so our efforts to prevent
it are very important. Thank you.

Chairwoman KeLLY. Thank you, Ms. Maloney.

Mr. Kennedy?

Mr. Price?

Mr. PrICE. Thank you, Madam Chairwoman. I appreciate the op-
portunity to participate in this hearing, and I want to thank all of
the witnesses for being here.

I want to especially welcome Mr. John Perry of CardSystems,
who has a portion of his business in my district. I am sorry I am
late but I want to echo the comments of others who have talked
about the importance of having security within the credit card sys-
tem. I am somewhat astounded by some of the comments that I
just heard, however, in view of the fact that CardSystems, itself,
discovered the breach, notified the companies of the breach, and is
working aggressively and actively to correct the challenges that
they and the industry have.

Greater regulation and greater penalties I am not certain—which
is oftentimes the knee-jerk reaction to a challenge that we have in
any area—I am not certain that is indeed the answer at all.

So I look forward to the testimony before us today. I look forward
to increasing my knowledge of this area, and I also hope that indi-
viduals will lower the rhetoric, calm down, and work toward solu-
tions in this area as opposed to bomb-throwing. And I yield back.

Chairwoman KeLLY. Mr. Moore?

Mr. MoOORE OF KANsaAS. Thank you, Madam Chairwoman. I
would like to thank you for holding today’s hearing and thank the
witnesses for appearing today to share their information with us.

The focus of this morning’s hearing is data security within the
credit card payment system, specifically the recently publicized
data breach at CardSystems Solutions that could have affected ap-
proximately 40 million credit and debit card accounts.

I look forward to Mr. Perry’s testimony this morning. I appre-
ciate your being here, sir, to discuss what steps CardSystems is
taking to secure deficiencies in the system.

The CardSystems breach, among many others of businesses as
diverse as data brokers, retailers, and banks, begs the question of
what Congress should be doing to protect consumers from identity
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theft. As we have all seen over the last few months, States across
our country have been enacting or considering data security notifi-
cation laws to deal with the problem of data breaches.

The proliferation of State activity in the area of data security
and notification, though, is now creating a confusing patchwork of
conflicting laws that is adding to the cost of doing business nation-
wide. I think it is time for Congress to act to protect consumers
from data breaches and create a uniform national standard that
seeks to create a level of certainty for consumers and national busi-
nesses.

Representatives Deborah Pryce, Mike Castle, and I have been
working on data security legislation that would, for the first time
under Federal law, require companies to notify consumers when
their sensitive personal information has been accessed in a way
that could lead to identity theft. There should be a few guiding
principles behind any data security bill that Congress considers.

Number one, companies should be required to safeguard their
data. Number two, breached businesses should be required to no-
tify consumers, law enforcement, regulators, and relevant third
parties when sensitive personal information is compromised. Num-
ber three, breached entities need to ensure that consumers are pro-
tected after their data is compromised through credit file moni-
toring and other such actions. And, number four, Federal preemp-
tion, we believe, is necessary to create a meaningful uniform na-
tional standard.

Our legislation embodies each of these guiding principles, and we
will be introducing our bill today. Additionally, I know you will not
believe this but sometimes when Congress sees a problem they
overreact, and I hope that—what are you laughing about?

[Laughter.]

I hope that is not the case here, because we do need to address
and correct this problem but at the same time not overreact. We
have one of the best credit systems in the whole world right here
in this country, and it is a benefit to consumers that they can get
a quick answer to a credit check. What we do not need, though, is
to go too far and hurt the industry which has set up this wonderful
credit system.

As Congress considers data security legislation, we need to again
correct this problem without overreacting. As this process moves
forward, I look forward to continuing to work with Members on
both sides of the aisle to pass the best bill we possibly can. This
should not be about Republicans and Democrats, it should not be
partisan at all. We need to address this in a bipartisan fashion,
and I am confident we can do that here. I am very proud of our
committee, because we have worked well together in other areas in
the past, and I believe we can do that here.

Thank you again, Chairwoman Kelly. I look forward to hearing
from our witnesses.

Chairwoman KELLY. Thank you very much.

Mr. McHenry?

Mr. McHENRY. Thank you, Madam Chairwoman. Thank you so
much for having this hearing today, and I appreciate your leader-
ship on this issue.
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I will make this brief because I know we have a lot of testimony
to hear. The last time I saw this many witnesses lined up at a
table before a hearing we had baseball players in. So, Mr. Sosa,
Mr. McGwire, thank you all for being here today.

But in all seriousness, data security should be a top concern of
all financial institutions and all financial service industry related
folks. And what I would like to examine is what is being done now.
I would also like to examine whether or not there are market forces
that would influence how you protect data.

I do not think that the government should step in when the mar-
ket can actually dictate, and I think there are repercussions for
companies that do not protect data. I think there are repercussions
financially on their bottom line for companies that do not do what
is appropriate and right and do not secure data appropriately. Cus-
tomers will leave, merchants will refuse to deal with you, and the
market will deal with it.

Now, does the government need to intervene if the marketplace
is going to deal with companies on these issues? That is what we
need to understand as a committee, and we need to see where we
need to go. If there is a marketplace that is going to determine
data security, government intervention may hurt in this regard and
actually may have an adverse effect on data security rather than
the true spirit of what we would attempt to do as a government.

So I welcome the testimony today. I look forward to hearing from
all of you and look forward to hearing what has happened and ac-
tually what is occurring currently and what you view as the best
way to secure data going forward. Thanks so much.

Chairwoman KeELLY. Thank you.

Mr. Davis?

Mr. DAvis OF ALABAMA. Thank you, Madam Chairwoman, for
calling this hearing, and I am going to try to follow Mr. McHenry’s
lead and be somewhat brief, given the fact there are so many of
you and a lot of us who are here to question you. Let me just make
a few general observations.

The first one, one of the happy things, I suppose, about this kind
of climate is that the industry, frankly, has as much of an incentive
to have this institution act in a responsible way as the consumer
does. I think all of you who are here as industrial representatives
and corporate representatives understand that your ability to pro-
vide a service to your consumers, your ability to attract consumers
is in peril if they do not have confidence in how their information
is being handled. That is the bottom line.

So you have the same incentive, and I think that is why Mr.
Moore and some of us can confidently say that this should not be
a left-right kind of issue, it should not be a business-consumer kind
of issue because you are in the same place in terms of wanting to
promote consumer confidence.

The second observation that I will make—this is something that
I see routinely on this committee—is that the world of financial
service transactions now, the world of financial service in general
is so numbingly complex that a lot of people that you serve every
day and that we serve every day frankly just want to throw up
their hands and say, “We do not understand this.”
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And they feel so detached from their own ability to go out and
make purchases and all of a sudden you have this information
about security breaches and I am willing to bet that probably
makes them feel even more detached. And then, worst-case sce-
nario, they will learn weeks later that there may have been a
breach that they did not even know about.

I think we have to speak to that consumer anxiety. I think we
have to speak to people who feel that somewhere out there things
may be happening that are adverse to their interests that could in-
volve a fraud or a theft and they did not even know for several
weeks. We have to speak to that anxiety.

The final point that I will make, Ms. Bean, Mr. Frank, and I are
the lead sponsors on a bill that I think all of you are aware of. It
is referred to by some in the press as the Democratic bill. I hope
that this is the beginning of a conversation that can draw the best
instincts from my side of the aisle and the best instincts of our
partners on the other side of the aisle

And this committee has done it before. We did it very recently
in the context of GSE’s, an enormously complex issue. Most people
did not think, given the acrimony of last year’s hearings, that we
would get to a middle ground on GSE’s. We got there. I wish the
[}Jl.S. Senate would respect the fact that we got there, but we got
there.

We got there on the question, because of my colleague from Ala-
bama, Mr. Bachus’ leadership, on the extension of the Fair Credit
Reporting Act several years ago. Nobody expected us to build a con-
sensus that helps protect the best credit system in the world.

So I drew inspiration from those things.

Again, I thank the chairwoman for having this hearing and look
forward to working with all of you.

Chairwoman KeLLY. Thank you.

We turn now to Mr. Bachus.

And I would like to say that for the ex officio members, because
we have a lot of people here, many opening statements, I am going
to ask the people who are ex officio, and we welcome them here,
buthI am going to ask them to keep their statements to 3 minutes
each.

Mr. Bachus?

Mr. BACHUS. I appreciate that, Chairwoman.

As with any legislation that comes before the subcommittee on
which I am chairman, it obviously is something of great concern to
me, and I commend you for having this hearing and for your lead-
ership over the past several years, not only on this issue but iden-
tity theft and credit card fraud.

Credit card fraud, identity theft, and data security breaches are
really three different things, and we sometimes have a tendency to
mix and match them. But as we go about this hearing, we should
bear that in mind.

And I appreciate the remarks of the gentleman from Alabama.
The gentleman from Alabama has introduced a bill along with the
ranking member, Ms. Bean, and Chairman Pryce and Chairman
Castle and Mr. Moore have introduced this morning a bipartisan
piece of legislation. And, further, we have had two other members,
Mr. LaTourette and Ms. Hooley, who have introduced a third bill.
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Mr. Garrett questioned whether existing law is sufficient or do
we need new laws? Can we just enforce those laws on the books?
A great deal of this is going to be, yes, we just need to enforce what
is there.

Law enforcement has a role in this. This was a criminal viola-
tion; somebody hacked in. This was a criminal act not by the victim
but by a criminal. But I will answer the question, yes, we do need
to address this, and I think that the Members’ bills, as we go
through this, we just need to do, as Mr. Price said, we need to show
caution, and I associate myself with his remarks and Mr. Garrett’s
remarks.

With that, I do want to say two other things, if I could. One,
CardSystems Solutions was a victim of a criminal act by a hacker,
and they did report this to MasterCard. They voluntarily reported
it, and they should be commended for that. That is my under-
standing.

And, furthermore, I would like to note that we learned of the sit-
uation at CardSystems Solution through a public announcement by
MasterCard International. This announcement was not required by
the law; rather, MasterCard played the role of a good citizen, good
corporate citizen in notifying the public of the situation, even
though MasterCard itself was not the subject of the breach. And I
commend MasterCard for their efforts.

So in the aftermath of this hacking incident, I think the system
worked well, and these companies responded in an appropriate
way. But I do believe that really the solution to this is that we first
in this Congress pass a law, and I know Chairman Castle and
Chairman Pryce and others are working on it with Mr. Moore and
others and Mr. Davis, on establishing a national uniform standard
protecting all Americans.

And with that, I yield back any time I have.

Chairwoman KELLY. Thank you, Mr. Bachus.

Mr. Cleaver has indicated he has no opening statement, so we
will turn to Mr. Scott.

Mr. Scort. Thank you very much, Chairwoman Kelly, and I
want to thank you and Ranking Member Gutierrez for holding this
very important hearing on credit card fraud and identity theft.

I certainly also want to take this opportunity to welcome Mr.
John Perry, who is president and CEO of CardSystems from At-
lanta, Georgia, my hometown.

Of course we all know that recent news continues to affirm the
viewpoint by many consumers that their personal credit is con-
stantly at risk for fraud or abuse. It is a major, major problem fac-
ing this country. Tens of millions of consumers have been exposed
to credit fraud or theft, and these data attacks and frauds have hit
major credit card issuers and banks, many of whom already have
high standards for data protection.

And in my hometown of Atlanta, some of the major events and
incidents have occurred at ChoicePoint and at CardSystems. But it
is important to note that ChoicePoint is recovering from its security
breaches, and CardSystems has responded to this and they are
working their way through the fallout, and I certainly commend
you in the steps that you are taking and wish you speedy success.
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It is also important to note that the incidence of theft has gained
national attention. From my own constituents, for example, we
have had many discussions with privacy issues. Many of them are
asking what they can do to protect themselves and what Congress
can do to punish the credit thieves.

Credit theft and identity fraud can be devastating to a family.
Their credit can be ruined, it can take countless hours and re-
sources to repair their good name, and I believe that Congress
should provide additional protections that are substantive and not
merely reactionary.

I look forward to learning more in this hearing and hearing this
distinguished panel. Thank you.

Chairwoman KeLLY. Thank you, Mr. Scott.

Chairman Castle?

Mr. CASTLE. Thank you, Chairwoman Kelly. Thank you for allow-
ing me to speak in my 3 minutes, so I will jump right to it, and
I will jump out of what I was going to say formally and just talk
a little bit about our legislation that has been referenced by several
people that Chairwoman Pryce and Dennis Moore and I introduced
today.

I believe very strongly that we do need a national solution, and
we need it fairly rapidly. There is a lot happening in the States.
Maybe there are certain State-relevant things that need to exist,
but I think we need to speak to this sooner rather than later. I am
delighted we are doing it on a bipartisan basis. Actually, we have
bi-legislative basis right now. We have two bills out there, maybe
others before we are done, but we are moving forward.

I would like to have compliance. I am not particularly interested
in enforcement, but obviously you need the enforcement behind it
to get the compliance. But our hope is that once we share informa-
tion and we have a clear standard, which is something else I want
in our legislation, I want everybody to be able to clearly under-
stand what it is that we are doing.

I agree with Chairman Bachus, there is a lot out there now,
there are a lot of enforcement mechanisms which are out there
now, but we need to make sure that everybody understands what
they are dealing with in this particular area.

We need to expand this to entities not under financial regulation
now, Gramm-Leach-Bliley and those who regulate under Gramm-
Leach-Bliley, because a lot of the breaches that have happened
have happened from entities away from that, and that is also sig-
nificant.

And I think there is an issue of consumer angst here. I was one
who received a notice. I did not have much idea of what to do.
Eventually, I figured it out. And my concern is who is going to real-
ly open that envelope, who is really going to know when you will
be mailing it out, the whole business of not over-involving the con-
sumer but making sure the consumer is absolutely protected when
the consumer has to be.

Those are at least some of our goals in drafting this. I hope that
some day we have this legislation before us and we do it unani-
mously, quite frankly. I have no interest in having something that
is divided in this committee with respect to where we are going.
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So we appreciate you being here today. We appreciate your con-
tributions to this information. It is simple to say what I have just
said, but it is a little hard to write it, as we have learned. So we
know it is complicated, and we are going to need a lot of help to
do it, but I think we have a very strong determination, and it is
one of those issues that should move forward and it is one of those
issues that really should not get hung up on politics but should be
able to be resolved fairly rapidly.

And with that, I yield back, Madam Chairwoman.

Chairwoman KeELLY. Thank you.

Ms. Wasserman Schultz?

Ms. WASSERMAN SCHULTZ. Thank you, Chairwoman Kelly and
Ranking Member Gutierrez, for convening today’s important hear-
ing.

I particularly want to welcome Zyg Gorgol from American Ex-
press, which is one of the largest employers in my district, in South
Florida.

What I am hoping to hear from our guests’ testimony today will
focus on lessons learned from recent events and how to best move
forward to ensure that America’s consumers are protected. We have
a steady drumbeat of high profile data security breaches in the last
6 months, and that has given many Americans, I would say most
Americans, cause for concern.

My constituents are no different. Since I was first elected and
came to Congress in January of this year, my office has received
dozens of calls, letters and e-mails on this matter. In fact, it is
probably the thing that has gotten the most attention and volume
in my office.

One woman in Hollywood, Florida, wrote to me and said, “I am
outraged that private companies can hold information about me
without any national standards for whether or how they protect
that information.”

From another one of my constituents in Fort Lauderdale, she
said, “It is time for Congress to give Americans meaningful identity
theft protection, insist on strong security standards for information
brokers with real penalties if they fail to keep my personal infor-
mation secure.”

The apparent ubiquity of these cases has clearly caused a great
deal of alarm and also caused some confusion. What I would like
to hear from the credit card company representatives today is for
you to help clarify the difference between identity theft and credit
card fraud, because there is clearly a difference. Both are very seri-
ous matters, but the credit card companies have developed effective
consumer fraud protections to combat fraud and I think it is impor-
tant to make that distinction.

Part of our challenge here is that many of the industry’s guide-
lines and best practices that have been developed to protect con-
sumer information have not been adopted by third party vendors
and retailers; in other words, those in the payment stream. And I
have always believed in personal responsibility, and this standard
certainly applies to vendor and third party processors. Any com-
pany touching consumer data must be responsible and accountable
for the way in which that data is managed.
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Two of the largest security breaches announced this spring in-
volved merchants that had maintained unnecessary credit card
magnetic strip information, including card verification and replace-
ment codes in violation of industry security rules. It has become
quite clear to me that we need effective and consistent national
standards for both how consumer data is managed and when con-
sumers are notified about potential breaches.

We also have to make sure that we do not set fire alarms off for
no reason. If there has been data that has been compromised but
it is not necessarily a danger to the consumer, telling them abso-
lutely everything that they think they need to know is not nec-
essarily wise. Existing regulations are simply not sufficient,
though, and I encourage my colleagues on both sides of the aisle,
as Chairman Castle has, to build upon the industry’s existing best
practices and ensure that our consumers are protected.

Thank you. I yield back the balance of my time.

Chairwoman KeLLY. Thank you.

Chairwoman Pryce?

Ms. PrYCE. Thank you, Madam Chairwoman. I appreciate the in-
vitation to be here today.

The effects of data breach can be staggering to the American
public. It is a problem that has to be addressed sooner or later. I
just want to thank you for your interest in it, for you holding this
hearing and commend Mr. Castle and Mr. Moore and Ms. Hooley
and Mr. LaTourette for working together on a bipartisan basis to
address this, and I look forward to moving legislation, as Mike
said, sooner rather than later, because it is a problem of national
significance, and I think the consumer confidence issues will begin
to affect the economy if we do not do something soon.

So thank you so much for holding the hearing, Madam Chair-
woman.

Chairwoman KELLY. Thank you very much.

Ms. Hooley?

Ms. HoOLEY. Thank you again for holding this hearing and for
allowing me the opportunity to speak.

The topic of identity theft is one I have been working on for over
8 years, and the wave of data security breaches over the last few
months has been one of the most troubling developments I have
witnessed in that time.

Identity theft represents a fundamental threat to our e-com-
merce, to our overall economy and to our homeland security. No
longer are we facing just “hobby hackers” looking to create a nui-
sance. Increasingly, these attacks are driven by skilled criminals.
ID theft is huge business in this country.

Today, with Congressman LaTourette, we have introduced legis-
lation that requires universal and timely notification to consumers
when their personal, sensitive financial information is put at risk,
as well as one free year of credit monitoring service when a breach
places consumers at risk of identity theft.

I look forward to working with all of my colleagues on this com-
mittee and Ms. Pryce and Mr. Castle and Mr. Moore to pass the
best possible legislation.

I am particularly concerned about the breach that occurred with
CardSystems this May. The behavior of CardSystems was in direct
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violation of agreements with MasterCard, Visa, and American Ex-
press. CardSystems placed 40 million consumers’ financial accounts
at risk. Now, while I recognize only 200,000 accounts were actually
compromised—that is still a lot—in this case, I am not certain that
consumer notification is enough.

Valuable financial information that was not rightfully owned or
stored by CardSystems is what is at question here. I would like to
applaud Visa and American Express for no longer doing business
with CardSystems until they are sure that the problem has been
resolved. And I am looking forward to seeing what CardSystems
has done in the last few months.

Again, I thank you, and I look forward to this hearing and testi-
mony from the panel. Thank you.

Chairwoman KeELLY. Thank you.

Mr. Renzi?

Mr. RENZI. I thank the chairwoman for allowing me to be on the
dais today and to participate.

I am a member of the Intelligence Committee and every morning
have a chance to look and see the threat against the United States.
There is no cybersystem security system available in the commer-
cial marketplace that cannot be hacked. There are few systems
that the government has that have not been hacked to date, but
they necessarily are not in the commercial world. I say that to you
in order to make the point that there is no perfect system.

I had a chance earlier this morning to meet with both the rep-
resentatives from CardSystems and Visa. I am thankful that you
both have expressed a good faith to meet privately and expedi-
tiously within the next few days to see if you can work through the
real facts, not those that just appeared in the paper that were just
quoted, but work through some of the real facts and see if you can
come up with solutions. I think that needs to happen.

We have over 100 Arizonans who work for CardSystems, whose
jobs will be immediately lost, but a death knell will be put to
CardSystems. Now, that has a chilling effect on those in the indus-
try who have come forward and worked with investigators to show
the truth and say, “Hey, look, this is what happened,” rather than
hide it.

So while some may applaud Visa and MasterCard for their ac-
tions, think about unintended consequences that may also occur.

So let me come back and say thank you to Visa and to
CardSystems for giving me their word that they will meet in an ex-
peditious manner, in a good faith manner to work through the facts
that hopefully may work and lead to compromise. Either way, I am
hopeful that there could be a solution that will be found that will
protect both American consumers as well as those people who are
an integral part of the credit card system here in America.

I thank the gentlelady for yielding me the time.

Chairwoman KeELLY. Thank you.

Mr. Matheson?

Mr. MATHESON. Thank you, Madam Chairwoman.

And thank you, Ranking Member Gutierrez.

I am pleased the Oversight Subcommittee has scheduled this
hearing regarding data security, and I am also pleased to be here
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this morning to welcome David Watson, who is chairman of
Merrick Bank, based in my home State of Utah.

I appreciate Mr. Watson taking the time and effort to travel to
Washington to participate in this hearing regarding data security.
I know that Merrick Bank and its employees have a good reputa-
tion with their clients and customers, and I appreciate their com-
mitment to working with us on the credit card data issue.

The issue of data security is incredibly important to all of our
constituents. Many people are concerned about the potential for
credit card fraud and identity theft. I look forward to hearing the
testimony of Merrick and all the other witnesses on the panel so
we can learn more from their experiences and understand whether
there are more reasonable steps, and I want to emphasize reason-
able steps, that we can take to increase data security so that we
can prevent theft of data and identity.

And with that, I will yield back my time to Madam Chairwoman.

Chairwoman KeELLY. Thank you very much.

I am turning now to the panel.

We have a very distinguished panel with us: Mr. Joshua Peirez,
who is the senior vice president and associate general counsel of
the Legal Department of MasterCard; Mr. Steve Ruwe, executive
vice president, Operations and Risk Management, Visa; Mr. Zyg
Gorgol, senior vice president, Fraud Risk Management, American
Express; Mr. Carlos Minetti, executive vice president, Cardmember
Services, Discover Card; Mr. David B. Watson, chairman of the
Merrick Bank; Mr. Mallory Duncan, general counsel of the Na-
tional Retail Federation; Mr. John M. Perry, president and chief
executive officer, CardSystems Solutions, Incorporated—and I have
to say, sir, I am delighted to have you here, and I admire your
courage for being here—and Mr. Evan Hendricks, editor and pub-
lisher of Privacy Times.

Mr. Peirez, we begin with you.

STATEMENT OF JOSHUA PEIREZ, SENIOR VICE PRESIDENT
AND ASSOCIATE GENERAL COUNSEL, LAW DEPARTMENT,
MASTERCARD INTERNATIONAL

Mr. PEIREZ. Good morning, Chairwoman Kelly, Ranking Member
Gutierrez and members of the subcommittee. My name is Joshua
Peirez, and I am a senior vice president and associate general
coulﬁsel at MasterCard International, located in Purchase, New
York.

It is my pleasure to discuss the important topic of fighting fraud
and safeguarding financial information, and I commend the sub-
committee for holding this important hearing.

MasterCard takes its obligation to safeguard financial informa-
tion and protect consumers extremely seriously. This issue is a top
priority at MasterCard where we have a team of experts devoted
to working with law enforcement and maintaining the integrity
and security of our payment systems. Our great success in pro-
tecting consumers and preventing fraud is due in part to the con-
stant efforts we undertake to keep our networks secure. This is
why our overall fraud rates are at an historic low, well below one-
tenth of 1 percent of our volume.
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MasterCard’s information security program is comprehensive and
we continually update it to ensure that it provides strong protec-
tion. MasterCard requires each of our customers and merchants
and any third party acting on their behalf to safeguard cardholder
information. In addition, MasterCard has a variety of consumer
protection and antifraud tools.

Importantly, MasterCard has voluntarily implemented a zero li-
ability rule. Under this rule, consumers will generally not be liable
for any unauthorized use of their cards. In addition, MasterCard is
focused on preventing unauthorized use in the first place through
enhanced security features on the card, the MasterCard address
verification service and our proprietary fraud reporting system
Wlhich helps identify and prevent fraud from occurring in the first
place.

We also offer services to our issuers and assist them in
proactively identifying and stopping fraud.

I would now like to discuss the CardSystems situation. Several
months ago, MasterCard and a few of our issuers noticed a small
pattern of fraud. Working with our issuers, we traced the pattern
of fraud to the acquirer, Merrick Bank, and then on to
CardSystems, a third party processor the bank had hired. Once no-
tified of the situation, CardSystems identified a script in its system
designed to export cardholder data.

CardSystems then engaged a data security firm to conduct foren-
sic analysis of its networks. The forensic investigation found that,
first, CardSystems was storing transaction information on its sys-
tem in violation of our rules. This was remedied in short order.
Second, the investigation confirmed the presence of a malicious
computer script on CardSystems systems, along with other serious
security vulnerabilities. And, third, there was evidence that some
cardholder data had been compromised.

Based on the findings, we believe approximately 68,000 different
MasterCard accounts and well over 100,000 accounts of other
brands were exported from the CardSystems database. The matter
is under investigation by the FBI.

Upon learning this information, we demanded that we be pro-
vided with the account numbers impacted as soon as possible, and
we received the file on June 16th. We notified the banks that had
issued the impacted accounts beginning the very next day and are
i:)ontli{nuing to monitor the potentially affected accounts with those

anks.

Given the circumstances of this case, MasterCard made the deci-
sion that a public disclosure of the event was warranted. Thus, on
June 17th, we issued a press release to notify the public of the situ-
ation at CardSystems.

I would like to stress that we provided broad public disclosure
because it was the right thing to do, even though we had no legal
obligation to do so. We continue to closely monitor CardSystems’ ef-
forts to cure their deficiencies and have given them only until the
end of August to do so.

Let me now turn to a brief discussion of possible legislative
measures to help address the issue. MasterCard strongly supports
the legislative efforts to enact uniform national standards and be-
lieves it is critical that any legislative solution: one, strengthen
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criminal penalties to be in line with the severity of these crimes;

two, provide notification to consumers in appropriate cir-

cumstances; and, three, establish strong data protection require-

Xlents for entities not already covered by the Gramm-Leach-Bliley
ct.

MasterCard looks forward to working with you as you tackle
these important issues, and I would be pleased to answer any ques-
tions you may have.

[The prepared statement of Mr. Peirez can be found on page 98
of the appendix.]

Chairwoman KELLY. Thank you very much.

Mr. Ruwe?

STATEMENT OF STEVE RUWE, EXECUTIVE VICE PRESIDENT,
OPERATIONS AND RISK MANAGEMENT, VISA U.S.A. INC.

Mr. RUWE. Chairwoman Kelly and members of the subcommittee,
my name is Steve Ruwe. I am the executive vice president of Oper-
ations and Risk Management for Visa U.S.A., Incorporated. Visa
appreciates the opportunity to appear at today’s hearing on the
issue of information security.

The Visa Payment System, of which Visa U.S.A. is a part, is a
leading consumer payment system and plays a pivotal role in ad-
vancing new payment products and technologies, including initia-
tives for protecting cardholder information and preventing fraud.

Cardholder security is never an afterthought at Visa. For Visa,
it is about trust. Our goal is to protect consumers, merchants and
our members from fraud by preventing fraud from occurring in the
first place.

This commitment to protecting consumers from fraud includes
Visa’s zero liability policy, which protects Visa cardholders from
any liability for fraudulent purposes.

Because the financial institutions that are Visa members do not
charge their cardholder customers for fraudulent transactions,
those members absorb most of the cost from fraudulent trans-
actions.

Visa has implemented a comprehensive and aggressive security
program known as the Cardholder Information Security Program,
CISP, which applies to all entities that store, process, transmit, or
hold Visa cardholder data. Visa also provides sophisticated neural
networks that flag unusual spending patterns for fraud that enable
our members to block authorization transactions where fraud is
suspected.

Only yesterday, Visa announced a new nationwide data security
education campaign that will involve both the payments industry
and merchants in the fight to protect cardholder information. Visa
believes that all parties who participate in the payment system
share responsibility to protect cardholder data.

When cardholder information is compromised, Visa notifies the
issuing financial institution and puts the affected card numbers on
a special monitoring status. Visa also uses an array of other secu-
rity measures that are described in my written statement to pre-
vent particular fraudulent transactions. As a result of these strong
security measures, fraud within the Visa system is at an all-time
low of 5 cents for every $100 worth of transactions.
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Visa was recently informed by payment processor, CardSystems
Solutions, Incorporated, CSSI, about an unauthorized intrusion
into CSSI’s computer system. Visa immediately worked with the
processor, law enforcement, and affected member institutions to
prevent card-related fraud and respected law enforcement protocol
to keep the information about the investigation confidential.

Visa notified all of the potentially affected card issuing institu-
tions and provided them with the necessary information so that
they could monitor the accounts and, if necessary, advise customers
to check their statements or cancel or reissue cards to their cus-
tomers. The card-issuing institutions that are members of the Visa
system have the direct responsibility and relationship with their
customers, and because of Visa’s zero liability policy for card-
holders, bear most of the financial loss if fraud occurs. Visa institu-
tions can best determine the appropriate action for each customer
that might have been affected.

We have determined that about 22 million Visa card numbers
from the CSSI database were put at risk. In many of these cases,
CSSI, by its own admission, knowingly and improperly retained
magnetic stripe information, which was a clear violation of the
cardholder information security program.

Because of CSSI’s failure to follow Visa’s security requirements,
Visa is terminating CSSI’s ability to act as a processor for Visa
members. Protecting our cardholders was, and remains, Visa’s pri-
mary goal in responding to this incident.

Significantly, the information retained by CSSI did not include
the cardholders’ date of birth, address, Social Security number, or
driver’s license number. Visa believes that the information involved
in this incident cannot be used to commit identity theft—identity
fraud against an individual in which a criminal opens a new ac-
count in the individual’s name.

Thank you for the opportunity to present this testimony today.
I would be happy to answer any questions.

[The prepared statement of Mr. Ruwe can be found on page 119
of the appendix.]

Chairwoman KELLY. Thank you very much.

I wanted to step into a bit of housekeeping. The two boxes at the
end of the table indicate green, yellow, and red lights. The green
light means you have 5 minutes, the yellow means you have one
minute to sum up, the red light means that it is time to end your
testimony.

I just simply wanted all of you, in case you have not testified be-
fore Congress before, to understand how that system works and if
you wondered what those lights were doing.

Mr. Gorgol?

STATEMENT OF ZYG GORGOL, SENIOR VICE PRESIDENT,
FRAUD RISK MANAGEMENT, AMERICAN EXPRESS

Mr. GORrRGOL. Chairwoman Kelly, Ranking Member Gutierrez,
members of the subcommittee, my name is Zyg Gorgol, and I am
a senior vice president of Fraud Risk Management at American Ex-
press.

My responsibility is to protect our customers by preventing fraud
or identifying and minimizing it as quickly as possible. I appreciate
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the opportunity to testify today about the recent data security
breach at CardSystems Solutions and its impact on American Ex-
press cardmembers.

We view this breach with great concern and have taken steps to
protect any cardmembers who may have been affected by it.

I would like to highlight a few key points today, so the complete
body of my comments have been submitted to the committee.

First, I would like to discuss the Payment Card Industry Data
Security Standards. They provide an industry-wide approach to
safeguarding charge and credit card customer data. These PCI
standards were developed by a cross-industry working group that
included American Express and the other major card networks.

American Express fully endorses these standards as an appro-
priate industry baseline for data security in the payments industry.

Let me now specifically discuss CardSystems. As background,
CardSystems Solutions processes less than 1 percent of American
Express card transactions. Upon learning of the breach at
CardSystems, we began an investigation to determine any impacts
on American Express cardmembers. We also put additional security
and fraud prevention measures in place for all American Express
card accounts that were on their database. We are continuing to
closely monitor these accounts for any suspicious activity on an on-
going basis.

Based upon our current analysis, we have determined the fol-
lowing: 1.6 million American Express card accounts were stored on
the database; information relating to approximately 12,000 Amer-
ican Express card accounts appears to have been acquired by unau-
thorized persons. Although the information relating to these 12,000
accounts included the card account number and expiration data, it
did not include any personally identifiable information, such as
name, address or Social Security number.

While we have been closely monitoring these accounts, we have
not detected any increased incidences of fraud on these 12,000 ac-
counts, nor have we detected any increased incidence of fraud
across the total number of accounts that were on the CardSystems
database. We are continuing to monitor all of these accounts for
any suspicious activity every day, and we continue to investigate
where the criminals accessed any other American Express card ac-
counts.

It is important to know that American Express employs sophisti-
cated monitoring systems and controls to detect and prevent fraud-
ulent activity. Historically, this has been an area of emphasis for
American Express. Over the last several years, we have invested
tens of millions of dollars to enhance our fraud prevention capa-
bility to better protect cardmembers.

If fraudulent charges are placed on an American Express card
account, we stand behind our cardmembers. American Express
cardmembers are not held liable for fraudulent charges.

Finally, we believe there are some tangible steps that can be
taken to better protect consumers. Most importantly, we rec-
ommend that Congress extend Gramm-Leach-Bliley-like safeguard
standards to those companies involved in processing card payments
that are not currently subject to those safeguards today.
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Sensitive customer information should be consistently protected
as it passes throughout the payment card transaction cycle.

In conclusion, I want to assure the subcommittee that American
Express is strongly committed to protecting the security of our
cardmembers’ personal information. It is clear that recent events
have raised the public’s concern regarding security of their per-
sonal information. We share this concern and are constantly work-
ing to protect the security of our cardmembers’ information so that
when a customer makes a transaction they have a confidence that
it will occur in a safe and secure manner.

We appreciate the opportunity to share our views on this issue
and look forward to working with you and members of the Finan-
cial Services Committee.

This concludes my testimony. I would be happy to answer any
questions you may have.

[The prepared statement of Mr. Gorgol can be found on page 66
of the appendix.]

Chairwoman KeLLY. Thank you very much.

Mr. Minetti?

STATEMENT OF CARLOS MINETTI, EXECUTIVE VICE
PRESIDENT, CARDMEMBER SERVICES, DISCOVER CARD

Mr. MINETTI. Madam Chairwoman and members of the sub-
committee, thank you for inviting Discover Financial Services to
share our views on the issue of data security breaches affecting
credit card information.

My name is Carlos Minetti, and I am responsible for operations
and risk management at Discover. This includes oversight of Dis-
cover’s information security and antifraud efforts. Discover works
very hard every day to prevent customer information from falling
in the hands of individuals who would hope to use it for criminal
purposes, like account fraud or identity theft.

Discover Bank, the issuer of Discover cards, is a financial institu-
tion subject to Gramm-Leach-Bliley information security standards
and the interagency guidance on security breach response pro-
grams. The FDIC examines Discover Bank for compliance with
those standards, and our data security program is designed to per-
form with them.

At Discover, we have a number of different fraud and identity
theft prevention programs, which are described in my written
statement. In fact, in 2005, “Identity Fraud Safety Scorecard for
Credit Card Issuers,” conducted by Javelin Strategy and Research,
ranked Discover as number one in overall card safety features.

Today, I will focus on our response initiatives. Because we oper-
ate both a large merchant network and issue the Discover Card, we
are often able to learn about computer hacking and other signs of
data compromises when they first occur. In fact, Discover was the
first network to uncover evidence of data compromises in many of
the recently publicized security breaches involving large merchants
and payment processors.

Upon learning of a data security breach that may affect Discover
Cardmembers, such as the CardSystems Solutions incident, we im-
mediately commence an investigation. We first ascertain the type
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of information involved to determine whether the data could be
used to commit identity theft or otherwise harm the consumers.

We also identify the specific accounts that were affected, monitor
those accounts, and take further action if necessary, such as con-
tacting our customer or closing the accounts.

Where the breach occurs at merchants or processors, we must
rely on information from those companies. We work with them and
with their party of forensic investigators to validate the breach and
its impact on Discover Cardmembers. We also work with other card
networks when their account data is affected. It is critically impor-
tant for all these parties to cooperate fully in the investigative
process.

Discover carefully weighs all relevant facts and impacts on our
customers to determine the proper course of action. If we determine
that a breach is likely to harm our customers, we notify them in
accordance with the Interagency Guidelines and the requirements
of State laws. We also take further action as may be necessary to
prevent harm, such as further monitoring or closing the accounts.
We coordinate our efforts with the FDIC and with law enforcement
personnel who may be investigating the incident.

As the subcommittee is aware, not every data breach resulted in
any theft of consumer exposure to substantial costs and time-con-
suming efforts to remedy misuse of personal information. As a re-
sult, it is often not necessary to immediately notify consumers,
close accounts, provide credit report monitoring, or put fraud alerts
in consumers files.

Discover Cardmembers are not responsible for unauthorized
charges, and our 24-7 customer service allows to quickly remove
the fraudulent charges from their account. Industry resistance to
across-the-board up-front notification, card reissuance, and other
requirements is not based on the cost involved.

Given the fact that potential fraud-related losses are incurred by
credit card issuers and not by the consumers and can quickly
eclipse the cost of notification and/or card reissuance, the customer
notification/reissuance is generally not the driving factor for deci-
sions about how best to react in a given situation.

Our investigation of the CardSystems Solutions security breach
is ongoing. This breach is very troubling and should never have oc-
curred. Based on what we know today, it does not appear that Dis-
cover Cardmembers were exposed to a risk of identity theft, be-
cause the Discover data was limited to purchase transaction infor-
mation.

While the CardSystems breach did involve a loss of Discover data
that could be used to commit account fraud, Discover Cardmembers
will not experience financial loss as a result of this incident.

As the committee considers the need for legislation, addressing
information security and identity theft, we hope you will consider
our recommendations. First, a single national standard for respond-
ing to security breaches affecting personal information is appro-
priate. Second, the Interagency Guidelines coupled with onsite
compliance examinations establishes an effective and proper re-
gime for information held by the national institutions. It also pro-
vides regulators with the flexibility they need to adjust breach re-
sponse standards.
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Finally, when a data breach affecting credit card information oc-
curs, notification is best handled by the card issuer, not the entity
whose security was breached. An entity whose security was com-
promised must cooperate fully in investigating the incident and
preventing further fraud, but it should not be charged with con-
tacting credit card customers who may have been affected. A single
notice is the best way to protect credit card users, and card users
are in the best position to determine whether and when that notice
is appropriate.

We appreciate the opportunity to discuss information security
issues, and we would be pleased to provide further information that
would be useful to the subcommittee.

[The prepared statement of Mr. Minetti can be found on page 85
of the appendix.]

Chairwoman KeELLY. Thank you.

Mr. Watson?

STATEMENT OF DAVID WATSON, CHAIRMAN, MERRICK BANK

Mr. WATSON. Madam Chairwoman, ranking member, and mem-
bers of the subcommittee, thank you for inviting me to testify
today. My name is David Watson.

As a cardholder myself and as chairman of a card-issuing bank,
I commend this committee for its diligence and its interest in for-
mulating good public policy on credit and security—a topic of im-
portance to virtually every American.

Merrick Bank is a Utah financial institution, subject to regula-
tion and annual examination by the FDIC and the Utah Depart-
ment of Financial Institutions. We issue credit cards to
accountholders, and we make payments of processed credit card
transactions to merchants.

Credit card and account holder security is a fundamental prin-
ciple of our business; it has to be.

First, a little bit about the credit card payment process and then
Merrick’s relationship with CardSystems.

To most consumers, the credit card system seems marvelously
simple and dependable but behind the scenes multiple players and
a sophisticated series of steps are triggered in each of the millions
of daily credit card transactions. Each step must be performed with
precision, for the integrity and security of the process is only strong
when the performance of each party is strong.

The merchant initiates the transaction, the processor authorizes
the transaction and sends the notice for payment to the card-
holder’s bank and then ensures that the merchant is paid. The pay-
ing bank is then reimbursed by the card issuer’s bank through the
Visa and MasterCard settlement networks. All of this is conducted
according to rules imposed by the individual card associations.

Like many other banks, Merrick Bank makes payment to mer-
chants who use CardSystems for processing. Before September
2003, we did not have any significant business contacts with
CardSystems, although they were a known entity in the card proc-
essing field.

Following 2003 discussions concerning the transfer of certain
Provident Bank merchant contracts to Merrick, we advised
CardSystems that we could not consider participating in any proc-
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essing unless and until CardSystems became compliant with the
Customer Identification Security Program, which you have heard is
the CISP Program, and the Visa Data Security Accreditation Pro-
gram.

CardSystems then engaged Cable & Wireless, an auditor from
the Visa group auditor list, to conduct the CISP assessment. Cable
& Wireless was selected by CardSystems, paid by CardSystems,
and the audit report that resulted was sent to Visa. In June 2004,
Visa informed CardSystems that it was just approved, and
CardSystems so notified Merrick Bank.

We then successfully took over most of Provident Bank’s mer-
chant payment contracts effective September 30, 2004. From that
point to May 2005, Merrick’s payments for the transactions pre-
sented by CardSystems proceeded routinely.

After initial inquiries from MasterCard regarding potential fraud
activity, on May 22, 2005, CardSystems identified a security breach
in its operation and on May 23rd, contacted the FBI. On May 25th,
CardSystems contacted Merrick and advised us of a possible intru-
sion and export of cardholder data at CardSystems.

Merrick reviewed this information and notified Visa and
MasterCard of the potential security breach. On May 27, 2005,
with the approval of MasterCard and Visa, Merrick engaged
Ubizen, a well known forensic IT audit firm to thoroughly inves-
tigate the breach at CardSystems, and Ubizen began an onsite ex-
amination of CardSystems at its Tucson facility on May 31, 2005.
We also sent our chief security officer and our senior network engi-
neer to the CardSystems site to investigate the issue and see that
immediate action was taken to prevent any further breach.

The Ubizen audit identified two issues at CardSystems. First,
CardSystems had retained certain transaction data on their system
in violation of association procedures. Ubizen reports this data re-
tention practice had been followed by CardSystems since 1998,
even though it was inconsistent with CISP standards.

This was not identified by the Cable & Wireless report in the
2004 Visa certification process.

Second, Ubizen identified certain issues with CardSystems serv-
ers and software, which were compromised by the intruding party.
Again, unfortunately, the Cable & Wireless report did not make
any mention of these vulnerabilities.

Merrick Bank, Ubizen, CardSystems, Visa, and MasterCard have
all been aggressively working together to see that the issues per-
mitting the breach are corrected and that CardSystems’ data envi-
ronment is fully secured. Visa and MasterCard have identified the
cardholders whom they believe may have been compromised and
have sent notice to the issuing banks of the potentially affected
cardholders. This was accomplished by June 17th.

Merrick is taking additional steps. We are preparing a contin-
gency plan to assure our merchants are serviced without disruption
in a secure environment. In addition, in consultation with security
and data experts, Merrick is developing its own set of requirements
to assure card processor compliance with all applicable card asso-
ciation standards.

I want to conclude by reiterating our absolute commitment to
data security. We are very closely monitoring for unusual activity
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the accounts of any affected cardholders. While we deeply regret
any impact that this breach has had on consumers, we understand
this presents all of us with an opportunity to help our industry im-
prove our systems and processes and thereby better protect con-
sumers’ interests.

I want to again commend this committee for its hard work and
good work to formulate sound public policy that will assist us in
achieving this goal. Thank you.

[The prepared statement of Mr. Watson can be found on page
127 of the appendix.]

Chairwoman KeLLY. Thank you.

Mr. Duncan?

STATEMENT OF MALLORY DUNCAN, GENERAL COUNSEL,
NATIONAL RETAIL FEDERATION

Mr. DuNcaAN. Thank you, Madam Chairwoman. I am Mallory
Duncan, senior vice president and general counsel for the National
Retail Federation. The NRF is the world’s largest retail association
with membership that comprises all retail formats and channels of
commerce. We appreciate the opportunity to testify here today.

There has been a substantial increase in the reported incidence
of identity theft. Federal Trade Commission data indicates that
identity theft complaints increased 8-fold to nearly 250,000 be-
tween 2000 and 2004. Recently, an FTC survey estimated 10 mil-
lion people experienced identity theft within the past year. Even
larger numbers have been published elsewhere.

The reported numbers are rising, but we do not know how much
of that is a real increase as opposed to increased awareness of
those reporting; versus mischaracterization of the problem.

As striking as these figures are, it is important to recognize that
the fraud that they reflect comprises a variety of activities, not all
of which are true identity theft.

I suggest we look at this issue broadly. We have to ask, how do
businesses know who we are? Relatively few of us reside in commu-
nities with bankers and shopkeepers who have known us since
birth. Instead, proof of our identity has shifted from being some-
thing others vouch for to something that is inferred: from identi-
fiers such as driver’s license and Social Security numbers, and
quick recall of personally related facts, such as date of birth, moth-
er’'s maiden name, and office telephone numbers.

True identity theft occurs when someone appropriates identifying
data for the purpose of secretly committing fraud. The thief may
attempt to open credit and checking accounts, purchase a car, even
buy a condominium using the victim’s excellent credit history. So
long as the thief makes payments, it might be years before anyone
discovers the fraud. On the other hand, the thieves may decide to
stiff the creditors, potentially ruining the victim’s credit report. In
that case, it could takes months or years for victims to recover
their good name. Worse, if not apprehended, there is the possibility
the thieves will strike again.

In contrast, much of what is commonly referred to as identity
theft is in fact credit card fraud. While it can be a problem for
those affected, credit card fraud is much closer to a serious nui-
sance than it is the horror of identity theft. Equally important,
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Congress long ago approved many of the tools needed for its correc-
tion. Under the Fair Credit Billing Act, the consumer may chal-
lenge charges and be held harmless for the loss. Either the retailer
or the card issuer bears the cost of the loss.

With this distinction in mind, it is clear that the incidence of
identity theft is, fortunately, considerably different than some of
the numbers that have been cited. Even if one accepts the 10 mil-
lion estimate by the FTC, it turns out that two-thirds of that is not
truly identity theft.

Now, I go into this distinction because the remedies for these two
frauds are quite different. Credit card fraud is usually is an on-off
event. Once discovered, credit card fraud is relatively simple to
stop by closing the account and reopening a new account number—
a pain, but it can be stopped.

On the other hand, when identity theft occurs, it is not a simple
matter to change an individual’s Social Security number, date of
birth, or mother’s maiden name. If society has limited resources
that it can devote to fighting crime, then we ought to tilt toward
using those resources to help consumers faced with the more seri-
ous consequences.

Indeed, this committee recently established many new protec-
tions for identity theft victims with the FACT Act. Now, although
identity theft grabbed the headlines, retailers have devoted consid-
eralll)le attention to reducing the incidence of credit card fraud as
well.

Several retailers issue their own cards. They want to protect the
integrity of their cards and essentially treat all cards with the
same level of security. Currently, merchants are coming online
with the Visa and MasterCard new security program. Initially de-
veloped for your Internet transactions, the card associations are ex-
tending these to all channels of commerce.

The FTC recently entered into a proposed settlement with Bd’s
Wholesale Club as a result of system attacks in 2003. Retailers are
paying particularly close attention to the requirements of that set-
tlement. And when there are losses, they are typically borne by the
retailers, yet another incentive for us to want to reduce the inci-
dence of both types of fraud.

In closing, identity theft is a fairly focused but especially per-
nicious form of fraud. Proof of identity has become a more elusive
quality at the very moment that our society is investing greater
amounts of trust in its veracity.

Viewed from a distance, our credit system is marvelous. Families
receive a meal in exchange for a swipe of plastic. Individuals secure
home financing from bankers they have never met. These benefits
flow not from credit cards but from the trust our society invests in
the identities of persons seeking credit. If we are to preserve these
benefits, society must crack down on those who would abuse that
trust by appropriating the core elements of identity.

With the passage of the FACT Act, Congress has begun to pro-
vide tools to those who have been victimized. It should now provide
incentives to ferret out and prosecute those who make use of those
tools necessary.

Thank you for the opportunity to appear today. I will take your
questions.
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[The prepared statement of Mr. Duncan can be found on page 54
of the appendix. ]

Chairwoman KELLY. Thank you.

Mr. Perry?

STATEMENT OF JOHN M. PERRY, PRESIDENT AND CHIEF
EXECUTIVE OFFICER, CARDSYSTEMS SOLUTIONS, INC.

Mr. PERRY. Good morning, Madam Chairwoman and members of
the subcommittee. Thank you for inviting CardSystems to appear
before you today. We appreciate the opportunity to address the
issue of data security and more specifically the recent security at-
tacks perpetrated against us.

First and foremost, we truly regret this occurrence of data theft.
We have readily acknowledged our error and continue to work non-
top to ensure that we do not become a target of another breach.

I had planned to provide you with some prepared remarks today
discussing policy implications of the security incident hat occurred
at our company, and I had an opportunity to discuss that impor-
tant issue with some of your staff yesterday. But today, a small
company with 115 employees, in Atlanta and Tucson, is facing im-
minent extinction. That concerns me greatly, not just because of
how it will impact our company but because how it will impact
110,000 merchants who rely on CardSystems to process their trans-
actions.

If CardSystems is forced to close its doors, many of these mer-
chants will be unable to process credit card transactions for days
or even weeks. Signing up with a new processor is not merely as
simple as changing from one phone company to another. It can
cause significant disruptions to a business’ operation. Moreover, I
am concerned about the signal that our experience sends to other
payment card processors and businesses, one of which undoubtedly
faces a similar security incident in the future.

We came forward in May to report this incident to law enforce-
ment officials and our sponsor bank. As a result of coming forward
with this important information, CardSystems is being driven out
of business. Our experience should send a troubling message to pol-
icy makers. Other companies will have less incentive to come for-
ward in the future when similar breaches will undoubtedly occur,
knowing the potentially catastrophic effect that they could have on
their businesses as well.

We are still learning from the ongoing investigation but we do
know this: That the attack on our system was very sophisticated.
Based on the forensic investigation, we know of only one confirmed
instance of which data was exported and that is the May 22nd inci-
dent that has brought us here today. I am relieved to report that
this breach, to our knowledge, has not resulted in identity theft. By
design, information is fragmented among different players in the
payment card industry. This means processors like CardSystems do
not have access to complete information, such as Social Security
numbers, which could greatly facilitate identity theft.

Additionally, this breach has not, to our knowledge, resulted in
credit card fraud. Make no mistake, exposure of information about
one card is too many. We will not be satisfied until we are con-
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fident that everything that can be done has been done to prevent
this from ever happening again.

Turning to the issue of security compliance, all businesses that
handle cardholder data are directed by the payment card networks
to follow rigorous security standards. CardSystems was audited
and certified in the late fall of 2003 by a qualified Visa security as-
sessor. More recently, Via and MasterCard have developed the pay-
ment card industry, or PCI, data security standard, which has been
adopted by all the card networks. We have hired an independent
security auditor who has reviewed our systems and has affirmed
that we will be PCI compliant by the end of the month.

We are also pleased to hear today that Visa has agreed this
morning to meet and discuss and, I am confident, to resolve our dif-
ferences. As MasterCard has just noted, I am sure that we will
complete the necessary work to satisfy all requirements for con-
tinuing our work as processors by August 31st.

We appreciate the opportunity to participate in this hearing, and
we welcome the chance to address any questions from the sub-
committee. Thank you.

[The prepared statement of Mr. Perry can be found on page 105
of the appendix.]

Chairwoman KeLLY. Thank you.

Mr. Hendricks?

STATEMENT OF EVAN HENDRICKS, EDITOR AND PUBLISHER,
PRIVACY TIMES

Mr. HENDRICKS. Thank you, Chairwoman Kelly, Ranking Mem-
ber Gutierrez.

This is my first time back since the 2003 FACT debates. That
year inspired me to write my book, “Credit Scores and Credit Re-
ports,” which spends a lot of time trying to explain to consumers
what to do in situations like this. It also has a chapter dedicated
to Congress’ and this committee’s work, which was an exciting and
productive year, I think, for all of us.

I think it is also worth pointing out that this committee, your
subcommittee, was the first one to hold a hearing on a data breach
involving a credit card processor, I think it was April 2003. So you
continue to be out in front of this issue, and look at the response
you get by shining the spotlight. I think it is very commendable.

I think there are several lessons from this event. One is that
some companies will not have adequate security unless they are
forced to. They will continue to treat security as an afterthought.
I think you used to say that privacy is good for consumers and good
for business. I think we have elevated to the point now where pri-
vacy and security is not only good, it is essential, and that you see
by blowing it on privacy and security, that there are serious eco-
nomic repercussions.

Here a company is faced with an enforcement action that could
close them down or seriously reduce them in size. It would have
been good to have considered not to keep personal information that
you were not supposed to keep in the first place and if you were,
to encrypt it so it would be rendered useless with robust
encryption. I hope other companies will learn the lesson that in ig-
noring privacy and security, you do so at your own risk.
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I think the other thing that we have to remember is the con-
sumer. These incidents impose real costs and hardships on con-
sumers. I have already heard from a few who did not receive any
notice of this event, went into the retailer and found out that their
account had been flagged and were unable to make purchases.
Some were accompanied by friends or by business associates.

Other people, consumers, have called to try and find out, “Has
my information been compromised?” Some credit card companies
were fairly responsive. Others did not have a clue what to tell peo-
ple, and so this again contributes to the anxiety. If we are going
to have a system where notice is not going to be required for every
little event, then it is incumbent upon organizations to have a
mechanism in place to inform people who are trying to find out
what is going on.

The other lesson from this is some companies will not notify con-
sumers unless they have to. Some companies will make the judg-
ment that there is no real harm to people. And the problem with
that is that if you get a credit card number in this sophisticated
hack, the sophisticated hackers and identity thieves can use a cred-
it card number as leverage to get a Social Security number through
pretext and other means. We need to stop treating the lowest pri-
ority as the consumer because the consumer is the basis for this
entire credit card system.

If we look at the breaches that we have had this year,
ChoicePoint, Bank of America, CitiFinancial, 3.9 million Social Se-
curity numbers about to go out the door and what do they do, they
call UPS. They are not encrypted, and the information is lost by
UPS. And now with CardSystems and potentially 40 million, the
number of Americans that are potentially exposed to these security
breaches equals the number of Americans that originally signed up
for the “Do Not Call” list. So it is sort of an eerie mirror of the pri-
vacy issue.

The other thing that shows the inadequacy is what is not known.
I mean, there are more things that we do not know about what
happened with this data, how it went out, who it went to, and,
again, there is no transparency, there is no reporting to the public.

The lack of encryption is very troubling. We want to encourage
encryption, but we also want to keep in mind that encryption by
itself 1s never going to solve the problem. It is a multifaceted prob-
lem and encryption has to be robust and meet certain standards.
Just because you call it encrypted does not mean that it is ade-
quately protected in this day and age.

The biggest threat here, I think, is the one to our society, is the
lack of confidence that is going to entail from all of these events.
If you look at each event and then total them up, as a consumer
you do not think there is anyone out there looking for your data
and that lack of confidence could have enormous implications, just
as it is having for the Cingular company. If there is falling con-
fidence in our credit card system, the numbers on that could be
really scary.

And think what Congress did to build confidence in the credit
card system. Congress, you like to beat up on yourselves, all the
members like to joke about yourselves, but give yourselves credit.
You passed the Fair Credit Billing Act a couple decades ago to
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make sure consumers were protected, to put confidence in the sys-
tem so that people were not going to lose their finances if some-
thing went wrong with their credit card. That is the kind of protec-
tion we need in terms of people’s data. That is how this has mi-
grated.

Chairwoman KeELLY. Mr. Hendricks, will you please sum up?

Mr. HENDRICKS. Yes. In closing, I would say this is a very multi-
faceted problem. I urge the committee to be as comprehensive as
possible in addressing it and to look at the key moment, the reason
thieves steal identities is because the credit report continues to be
disclosed when the thief applies for credit in your name.

Thank you, and I am sorry to have gone over.

[The prepared statement of Mr. Hendricks can be found on page
78 of the appendix.]

Chairwoman KELLY. Thank you very much.

I would like to ask a question about a company that is not rep-
resented here. I would like to ask Visa, Cable & Wireless security
was part of your approved auditor list and CardSystems picked
Cable & Wireless from that list.

I would like to know how Visa certified Cable & Wireless, and
I would like to know since Cable & Wireless has been bought by
an international company, now it is called the SAVVIS Company
apparently, I would like to know if that SAVVIS Company has
been tasked to do a better job than Cable & Wireless.

What can you tell me, Mr. Ruwe?

Mr. RUWE. Yes. Cable & Wireless is one of a number of vendors
that are approved by Visa and/or MasterCard to perform assess-
ments in this environment. As you said, the processor in this case
selects from a list of those assessors and contracts with them to
conduct the assessment and provide the assessment results to Visa
or MasterCard or whoever it is going to.

In the case of Cable & Wireless, they are now, as you mentioned,
SAVVIS. Visa has asked SAVVIS to explain how there could be
such a discrepancy in the report of compliance between what was
reported to Visa in reality. We have temporarily suspended
SAVVIS from being able to do any more security assessments, and
we have asked them to revalidate the last “X” number of assess-
ments they have conducted.

So the investigation as to what happened in terms of the discrep-
ancy that was very large of what was the case at CSSI versus what
was in the report provided to Visa on behalf of CSSI is still under
investigation.

Chairwoman KELLY. Mr. Ruwe, and I would ask you too, Mr.
Peirez, how do you set up the goals that you expect the auditing
companies to meet? What standards are you applying before you
put them on your list?

Mr. Peirez?

Mr. PEIREZ. Thank you, Madam Chairwoman.

Well, obviously at this point in time, a lot of this information is
new to us as well, in terms of what happened in this particular in-
stance, as we were not privy to this report.

That being said, we obviously are looking at the measures in
order to have auditors who are effective, who know what they are
doing, and who can give accurate reports. We look for auditors who
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follow standard auditing practices and look for them to issue re-
ports that are within those guidelines. There are many standards
out there for best practices of auditors, and that is what we look
at.

Chairwoman KELLY. So you use whatever the standards are that
are in the industry but do not have separated standards of your
own.

Mr. Ruwe?

Mr. RUWE. There are in the case of assessors that Visa uses, and
I believe this is true now of MasterCard, perhaps it was not at that
time, there is a set of documentation that the assessor is given as
a minimum that could be provided to the committee if they would
like to see it, a minimum of standards that define and delineate
and categorize the things that they have to check within that envi-
ronment. That is as a minimum.

Beyond that, as a processor, assessor in this space, these compa-
nies have proven themselves to be viable and capable of doing this
work, otherwise they would not be on the list.

So there is an actual process that is defined that they have to
go through as a minimum for the PCI Program, and then beyond
that they have their own additional assessments that they conduct.

Chairwoman KeLLY. Mr. Gorgol, Mr. Minetti, I would like to
have you please chime in on this. Tell me what your standards are.

Mr. GORGOL. At American Express—

Chairwoman KELLY. Mr. Gorgol, I am sorry—

Mr. GORGOL. Sorry.

Chairwoman KeELLY. Thank you.

Mr. GORGOL. At American Express, we have the data standards
in our contract with companies like CardSystems, the processors,
and there are consequences to not meeting those standards. And
you can see recently that those consequences do have teeth. But we
also rely on the industry, and we would expect processors to draw
from the industry and bring in professional help to make sure that
they are meeting that contractual obligation.

Chairwoman KeLLY. Mr. Minetti?

Mr. MINETTI. Our requirements are also outlined in our con-
tracts. In addition to that, when we select the vendors we conduct
an RFP, a request for proposal. I am not familiar with the criteria
in the RFP, but it was a competitive process and we selected the
top vendors of that list.

Chairwoman KELLY. Perhaps, Mr. Minetti, you could—

Mr. MINETTI. I can provide it.

Chairwoman KELLY. —advise the committee in writing. It is
something of concern because if you all rely on auditors, then it is
important that reliance is a correct one.

Mr. MINETTI. And I will be happy to provide you with a written
statement that outlines the criteria.

Chairwoman KELLY. Fine. Thank you very much. My time is up.

Mr. Gutierrez?

Mr. GUTIERREZ. Thank you.

Well, first, I want to commend Mr. Ruwe and Visa for being a
leader in the industry and initiating heightened security which be-
came the PCI standard for the industry, and I commend the other
companies for working to make this an industry standard. I think
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it is a step in the right direction in terms of securing data of the
public, which Mr. Hendricks so clearly elaborated we should be
most focused on here at this hearing.

And I think, Madam Chairwoman, I think your questions about
the audits are excellent, and we should examine who performs
these audits and what standards are used and what the best prac-
tices are for these audits that are used by Visa and MasterCard
and all of the other credit issuing companies, because if you have
a bad audit, they all have bad information and our checks and bal-
ances, I think, are all out of whack.

So I think it is a great place. I am happy that you went in that
direction, and I am going to be asking Visa to put in writing, if
they would for me, just what happens at the audit, what flaws they
saw in the audit and what actions they took with the auditor after
they saw the vulnerabilities of the audit.

I would like to say also that it seems to me that we have a very,
very serious problem here, because trying to set aside the issues of
the processor and the credit card issuing companies, I mean, as I
read these prepared statements and I look back and they say that
there were—and I would like to ask Mr. Perry about this—your
testimony has indicated that the data relating 239 accounts was
transferred out of your system.

And this looks as though this number—239,000, thank you very
much—this look as though this number can be tracked to only one
day of transfer activity since the hacker software was on your sys-
tem since September of 2004 through May of this year and was de-
signed to download data every 4 days. That is in your testimony
that he actually entered your system—he or she, they actually en-
tered your system in September.

So it just seems extremely unlikely that a hacker, a sophisticated
hacker would enter your system in, say, September, October, No-
vember, December, January, February, March, April and finally in
May decide to download this information. And Merrick Bank did an
audit, a forensic audit and their auditor suspects and found infor-
mation that your system was probably already vulnerable as early
as April of 2004.

Do you have any other information, I mean, is it your testimony
that the only information that you have is of the 239,000 names
downloaded that one day, that was the only security breach at
CardSystems?

Mr. PERRY. Mr. Gutierrez, regarding that question, the only ex-
port of data that has actually been confirmed where it is possible
to actually describe the number of accounts that were exported
from the system was the security incident that occurred on May
the 22nd, Sunday afternoon, I believe, when I heard about it.

Mr. GUTIERREZ. Well, it just seems rather unlikely and given the
forensic information that Merrick Bank put together in saying that
your system was probably already hacked into and that you were
vulnerable much earlier than that, that a hacker would just wait
that long to download information on one particular day, which
only tells us that we need to be more secure, because even in your
testimony and other people’s testimony, you were vulnerable for
months if not for over a year before you found out that somebody
actually downloaded some information.



31

And, secondly, the information that you held, why did you hold
information that clearly was established in the contract, at least
with MasterCard, in the information I have received, with
MasterCard and Visa that you were not supposed to have in your
system?

Mr. PERRY. Mr. Gutierrez, the data that was actually exported
on that day that we notified the FBI and Merrick about was from
a database that was used primarily for research purposes.

Mr. GUTIERREZ. I guess my question is, why did you have the
data in your system if your contract with MasterCard and Visa, I
do not know about the other two companies, but at least with those
two companies they said, “This is part of our contract. We do not
want you to have this information.”

Mr. PERRY. Mr. Gutierrez, we have stated that we were in error
by keeping that data. That data was specifically designed to pro-
vide customer service to the merchants that might have had a
transaction that did not properly execute, it did not properly proc-
ess, and the individuals in that case that managed that database
believed it enhanced customer service to provide the merchants
with the information they would need to conduct their business.

Chairwoman KeLLY. Thank you.

We turn to Mr. Garrett.

Mr. GARRETT. Thank you.

I appreciate Mr. Watson’s opening comments about the simplicity
of the system and how the average consumer just deals with it in
an easy manner. From a government point of view, I can go to a
local government agency, whatever it is, try to transact some sort
of action with the government, it may take me some hours or days
or even weeks to get some sort of response from the government,
but I can go across the country or across the world and just open
my wallet and bring out my credit card and given it them and lit-
erally within seconds or a minute or 2 they know who I am and
I can get into a hotel or, as you say, have dinner or something like
that.

So it is an amazing ability that we have developed or that you
all have developed, and I guess the track record has been fairly
good in the scheme of things, and unfortunately we come to this
point in time when it occurs as it does here, but I think I want to
commend that it has been able to move the economy as it has in
the system that we have had so far.

The concern we have is whether we need to be taking additional
actions right now or, as I see from one of the charts that we have
here, literally the litany of regulations that applies to the various
players, whether it is the issuing banks, the merchants, the ISO’s,
the card services, and it goes from the Federal banking laws, the
FACT Act, the FTC safeguard rules, the bank regulators acts and
so on. So we have a lot on the books already, and I know some of
you who are before us are involved in the regulatory side of the
game.

Let me turn first to Mr. Perry then on that regard. Someone else
had made mention, I believe, earlier with regard to Gramm-Leach-
Bliley and how that applies here or it does not apply here. Your
understanding as to whether that applies to you or not?
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Mr. PERRY. Mr. Garrett, we are currently conformed to the regu-
lations and rules of the card associations who set before us, includ-
ing Visa and MasterCard, who set before us the rules on how we
process timeframes, etc.

Mr. GARRETT. Okay. If anyone else would like to address the
question with regard to Gramm-Leach-Bliley, whether that should
be applying to them now or in the future.

Yes?

Mr. HENDRICKS. My understanding is that Gramm-Leach-Bliley
does not apply to the processors, and one of the reasons was that
they do not keep the information. So when they keep the informa-
tion, it really becomes problematic.

Mr. GARRETT. Okay. Does anybody else have a comment on that?

Mr. GOorGoL. We would agree to have Gramm-Leach-Bliley apply
to the processors as well.

Mr. GARRETT. That it should.

Mr. GORGOL. It should.

Mr. GARRETT. Okay.

And, Mr. Hendricks, as long as you are answering the question,
in the situation that we have right now and the descriptions that
you have here and I guess in your book as well, is there recourse
for the consumer in some other avenue other than through the reg-
ulatory scheme from civil action or anything else on those matters
to recourse?

Mr. HENDRICKS. That is why I like Visa taking action here. The
only enforcement action after all these breaches has been Visa in
this case. There have been several class action lawsuits filed after
various breaches, and those are going to drag on forever, and the
companies, the defendants are going to say, “The law does not
apply to us,” and they are going to point out more holes in the law.

So there is no simple solution for consumers. It is just an enor-
mous burden on them to constantly be monitoring their credit re-
ports and their credit card statements because the smart thieves
are going to wait for the 30-, 60-, 90-day period or even over a year
before they use the information, particularly if they get Social Se-
curity numbers.

Mr. GARRETT. The other people that can be harmed to a degree,
not as much as the consumer can be, but that is the issuing compa-
nies and the small, I guess they are called the acquiring banks, the
small merchant banks are involved here, because they have to pay
for the reissuance of the card.

Can some of you discuss that as far as how they are reimbursed?
I understand that sometimes it is in the contract, and sometimes
I understand that it is difficult for the smaller players, the credit
unions as well, that have to get in under the line here to deal with
those contracts. Can some of you address that issue, how that is
reimbursed and is made or is not made?

Mr. PEIREZ. Thank you, Congressman. I would be happy to ad-
dress that in so far as the MasterCard system is involved.

First of all, we provide protection against issuers, large and
small, both for the cost of monitoring their accounts as well as for
the cost of reissuing accounts if that becomes necessary as a result
of a data compromise scenario.
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There is no distinction between how those rules would apply to
a small or large institution. Indeed, our experience is that smaller
institutions tend to take us up on that more often. So that is how
it works with MasterCard.

Mr. GARRETT. Okay.

Mr. RUWE. In the Visa world, if there is fraud perpetrated on an
issuer, whether it is large or small, there is no distinction as well.
They have a system of being able to apply for compensation for
that through Visa. It is based on actual fraud occurring subsequent
to the event.

Mr. GARRETT. My time is up, but thank you.

Chairwoman KELLY. The gentleman’s time is up. Please answer
the question and then we have to go to another member.

Mr. GARRETT. I do not know if any of the other gentleman from
the other—

Mr. GORGOL. It does not really apply to American Express. We
are the only issuer and the only acquirer.

Mr. GARRETT. Sure.

Chairwoman KELLY. Thank you very much.

Mr. Davis?

Mr. Davis oF ALABAMA. Thank you, Madam Chairwoman.

Let me follow Mr. Garrett’s lead and kind of ask you in the time
that I have to react to some of the legislative issues that Congress
will wrestle with in the next few months based on distinctions from
these various bills.

Let me ask you, obviously one of the differences in the bills
around the table is the question of preemption, the question of
whether or not State law will be set aside in favor of a Federal
standard. Let me ask you, do any of you believe that general State
tort laws or general State breach of contract laws that are not spe-
cific to data security should be preempted? Is there anybody on this
panel who believes that a State breach of contract law that is al-
ready in place or a State tort law should be preempted by this bill?

Does anyone have an affirmative answer to support that?

Mr. RUWE. Yes, Congressman. I think Visa would support a na-
tional level approach.

Mr. DAVIS OF ALABAMA. So you support a national approach
which would take a State breach of contract law that is in place
right now and say it cannot be applied even if it is not specific to
data security.

Mr. RUWE. That is correct.

Mr. Davis oF ALABAMA. What about Mr. Peirez, would you sup-
port that kind of standard? Just give me a quick yes or no because
of the time.

Mr. PEIREZ. Congressman, I will have to follow up with you and
look at specifically what you have in mind in terms of the laws in
question.

Mr. DAvis OF ALABAMA. Well, I mean, the specific question was,
preexisting State tort law, preexisting State breach of contract law,
it is not specific to data security, you have no position.

Mr. Gorgol, do you have a position?

Mr. GORGOL. I am a little bit out of my league. I would have to
get—

Mr. DAvis oF ALABAMA. Okay.
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Mr. Minetti?

Mr. MINETTI. Same here.

Mr. DAVIS OF ALABAMA. You are out of your league or you do not
have a position?

Mr. MINETTI. Both.

Mr. DAvis OF ALABAMA. All right.

Mr. Watson?

Mr. WATSON. As I understand what you are saying, it is not just
a preemption of regulations but a preemption of remedies, and I
guess one needs to go hand in hand with the other.

Mr. DAVIS OF ALABAMA. So your position would be if they go
hand in hand with the other, they should be preempted or not.

Mr. WATSON. Yes.

Mr. DAvis OF ALABAMA. All right.

Mr. Duncan?

Mr. DUNCAN. I am not absolutely clear on the question.

Mr. DAvViS OF ALABAMA. The question is, preexisting State breach
of contract law, not a data security law, but a general breach of
contract law that a litigant tries to enforce in State court today,
should it be preempted by Congress?

Mr. DUNCAN. Again, from a retailer perspective, I am not sure
what the cause of action would be.

Mr. DAVIS OF ALABAMA. It would be—

Mr. DUNCAN. But if Congress is attempting to develop a national
standard, then retailers would like to see preemption to the extent
that data protection is covered.

Mr. Davis oF ALABAMA. Mr. Hendricks, I am not quite sure I
have heard an answer to my question yet. Would you like to briefly
weigh in on it?

Mr. HENDRICKS. Yes. It would be a really bad idea because con-
tracts are between two parties, and I do not think we want the
Federal law jumping in between that kind of relationship.

Mr. DAvViS OF ALABAMA. And let me turn to another scenario.
One of the issues or the differences is a question of when you dis-
close a breach, and the bill that Ms. Bean and I have would, if I
can use the shorthand, probably create something of a presumption
in favor of disclosure. Some of the other bills would frankly prob-
ably create a presumption in favor of nondisclosure.

What if you had this scenario, and I will not, for the sake of
time, ask you all to react to it, but what if you had this scenario:
What if a company believed that its database was compromised but
in no specific instance could it identify a specific breach for a par-
ticular consumer? Do any of you believe that a company in that in-
stance should not be required to disclose under Federal law if we
pass a standard? Anybody want to weigh in on that?

Mr. DUNCAN. I guess I will start by saying I am not sure: if you
think there may have been a breach, but you cannot show par-
ticular evidence of—

Mr. DAvis OF ALABAMA. No, no. Let’s say that you know there
has been a compromise of your system but you cannot identify the
instance of a specific consumer that there has been a breach.
Should Congress mandate a company that believes its system has
been compromised to go ahead and notify the public or should the
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company be able to say, “We know we have been compromised but
we cannot tell them the specific instance.”

Mr. DUNCAN. I think you run the risk in that situation, if you
have notification, that unfortunately we run into with some of the
Gramm-Leach-Bliley notices. People receive privacy notices by the
boatload, and at some point they stop reading them.

Mr. DAvIS OF ALABAMA. And, Mr. Hendricks, I am going to ask
one last quick question and you can respond to the one you want
to on this one.

I am interested from hearing from Mr. Hendricks on how other
professions handle this. I used to be a lawyer, well, still am a law-
yer, just do not have to practice now. In my profession, confiden-
tiality is at the bedrock of what we do. Doctors, confidentiality is
at the bedrock of what they do; same for hospitals.

What is the standard, Mr. Hendricks, as someone who is an ex-
pert on privacy, for a lawyer who believes that his or her files have
been compromised? What are the ethical obligations of that lawyer
for notifying the client, and what are the ethical obligations of a
doctor or the medical world for notifying the patient if their secu-
rity or their identity or their information, rather the confidentiality
has been compromised?

Mr. HENDRICKS. They basically would have to notify very specifi-
cally each client and then take whatever remedial actions were
necessary depending on what kind of information was breaches. So
it would be some heavy lifting, yes.

Mr. DAvis oF ALABAMA. So that is the current ethical standard.

Chairwoman KELLY. The gentleman’s time is up. Thank you very
much.

Mr. McHenry?

Mr. McHENRY. Thank you, Madam Chairwoman. As votes are
approaching, I will try to not use up my full amount of time.

I want to start by saying thank you, first of all, to Visa and to
MasterCard and to the others for actually disclosing that this oc-
curred. That was not a motivation mandated by law but it was the
right thing to do for your customers, and I certainly appreciate you
all stepping forward and disclosing to your cardholders and to the
public at large that this occurred. I know it was not easy but it was
certainly the right thing to do.

And that goes directly to my question for you all, and I will leave
this for the panel. Is there a marketplace motivation, is there a
market force for data security? We are talking about possibly pass-
ing legislation to force you guys to do certain things. My question
is, is there a market force for data protection and data security?
Now, one at a time. Okay. Slow down here.

Chairwoman KELLY. And please remember that we have been
called for a vote, and we need to have answers rapidly.

Mr. PEIREZ. Yes. There is a marketplace for data security.

Mr. McHENRY. Great answer.

Next?

Mr. WATSON. Congressman, I can tell you there is no stronger
marketplace call for data security than the potential undermining
of the consumers’ confidence in this system. If the consumer does
not believe in this system, then we do not have a system and we
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d}(l) ngt have a business. What could be a stronger market force than
that?

Mr. GOorGOL. I would agree. Trust is the bedrock of our business.

Mr. RUWE. We agree.

Mr. PERRY. We agree as well.

Mr. MINETTI. We concur as well.

Mr. McHENRY. The problem is it is kind of a negative market
force that would hit in after the fact, which is why I think we need
to get in front of the issue. Inside companies where they have offi-
cers who push for security, they still run up against, “Well, why do
we really have to do this?” So that is where the public policy has
a good role to play.

Mr. Duncan, do you want to chime in?

Mr. DuNcaN. To some extent, it depends on the kind of breach.
I spoke with a retailer yesterday who, because they were seeing a
fair amount of identity theft, had taken great efforts to reduce that
number. Marketplace forces work because they eat those losses.

Mr. McHENRY. Well, that sounds very encouraging. If there is a
marketplace for this to occur, then perhaps legislation is not the
right route for us to take. If the marketplace is going to deal with
this, let’s watch it, let’s monitor it, and let’s make sure that you
all are doing your part to adhere to Gramm-Leach-Bliley, to adhere
to the standards we currently have on the books. Let’s make sure
that is the right thing to do. And I certainly appreciate in par-
ticular Visa and MasterCard stepping up to the plate, disclosing
fully and doing what was right in a timely manner. That makes a
big difference, and it makes a big difference for this committee.

Chairwoman KEeLLY. Thank you, Mr. McHenry.

We have been called to a vote at the Capitol. I am going to ask
the committee to recess for approximately 15 minutes. We will go,
we will vote, it is 2 votes, and we will be back here and reconvene
in approximately 15 minutes.

[Recess]

Chairwoman KELLY. Let us continue. Thank you for your for-
bearance.

We turn now to Mr. Price.

Mr. PrICE. Thank you, Madam Chairwoman, and I appreciate
you having a recess and allowing us to come back.

You are welcome to take as long as you want answering my
questions.

I want to thank you all again for coming, and I want to commend
you for the work that you do. I am constantly in awe of the literally
billions of transactions that occur without any errors or without
any violation at all. And so I want to commend you for the work
that you do.

And I understand, as I think Mr. Garrett said, it may have been
Mr. Renzi, that there are bad guys out there and they are trying
as hard as they can to break your systems, and I think it is impor-
tant for us to appreciate that we are all on the same team, we are
all interested in making certain that the consumer has the con-
fidence in the system and that it works as easily, frankly, as it
does now.

Mr. Ruwe, I heard Congressman Renzi say that he had spoken
with Visa and with CardSystems and that you all had agreed to
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get together and work. I heard Mr. Perry say that, but I did not
hear you say that. Are you committed to working with
CardSystems and trying to work out a solution that is hopefully
more equitable to all involved?

Mr. RUWE. I spoke with Congressman Renzi before the meeting
and said I would talk to CSSI. That is what I said. I would meet
with them.

Mr. PRICE. And help me understand a little bit about—
MasterCard is comfortable apparently right now with allowing
CardSystems to continue with the work that they are doing and
understanding and I heard a commitment from CardSystems that
they would have PCI standards in effect by the end of the month,
I believe. How is it that you all reached a different conclusion
about your relationship with CardSystems?

Mr. RUWE. I think the crux of our problem is the discrepancies
in the audit that we were provided on behalf of CSSI and reality,
and there is a huge gap between that, and we feel that CSSI bears
responsibility for the accuracy of an audit conducted on their prem-
ises.

Mr. PrICE. But CSSI is not the auditor, are they?

Mr. RUWE. They are not the auditor, but they are responsible for
what is in the audit report.

Mr. PRICE. Mr. Perry, were you aware—Mr. Gutierrez talked to
you about the error being in error and holding that information.
Were you aware that you were in error? Was CardSystems aware
that they were in error?

Mr. PERRY. Mr. Price, until the incident that took place in May,
I was not aware. When I joined the company in April of 2004, I did
look at the CISP report prepared by Cable & Wireless. It was an
unqualified report, it was a very clean report, and to be quite—I
took that report and reviewed it with management, and we were
gratified to get the unqualified certification from Visa.

Mr. PRICE. So you thought you were in complete compliance.

Mr. PERRY. Yes, sir.

Mr. PRICE. And to Visa, isn’t the culpability here potentially with
the auditor and not with CardSystems?

Mr. RUWE. In our system, the culpability is with the party who
is being audited. Now, if there is a problem with the audit—

Mr. PrICE. But they believe, however, that they are in compli-
ance because the auditor has told them they are in compliance.

Mr. RUWE. Then I think that if you look at the audit finding
versus what turned out to be reality in the environment, the gap
is quite large, and we do not understand how there could be a gap
of that size between what was true in the environment and what
was in the audited report. I do not know what went on between
the auditor and CSSI, but it is a joint responsibility in our view.

Mr. PRICE. But you are willing to work with CardSystems and
see what that discrepancy was and see if you cannot work out a
relationship.

Mr. RUWE. We said we would take a meeting on that. We have
asked for explanation on this gap previously and not received satis-
factory answers.

Mr. PricE. Okay.
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Mr. Hendricks, I would like you to comment, please, on the sense
that I believe is possible and that is a chilling effect in the industry
if in fact the individual who stands up and says, “Look, I am in
error here, and I am working as hard as I can to comply or correct
the situation,” what about that chilling effect?

Mr. HENDRICKS. Well, yes, we always want people to have full re-
porting, so we take the remedial measures and make sure it does
not happen again. I do like to focus on the fact that there was a
decision made by somebody to keep personally identifiable informa-
tion that was not allowed by contract. And we have to find out why
that happened, why that decision was made, because that is what
created the problem, what is exposed here today.

And I think Visa deserves a lot of credit, because if they know
that there is a huge gap there and security is not being protected,
they have to take enforcement action; otherwise, they become
complicit in it and other processors will think, “Well, they do not
take this seriously either.”

Mr. PRICE. And I appreciate that. And nobody wants there to be
these violations or breaches, understanding that no loss occurred as
a result of this, is my understanding.

Mr. HENDRICKS. I mean, in terms of loss, I do not think we really
know how much the bad guys got and what they did with it. The
whole point that they are in the system for over a year and we only
have a record of the stuff going out the back door one month, I look
forward to the results of the investigation.

Mr. PrICE. Thanks.

My time is up, Madam Chairwoman, but I look forward to being
able to submit other questions.

Chairwoman KELLY. And, certainly, you may.

I would like to ask about the PCI standard. The PCI standard,
according to page 6 of CardSystems’ testimony, is based on Visa’s
CISP, and it was adopted by Visa, MasterCard, Discover, American
Express, Diner’s, and JCB in December of 2004.

In theory, the PCI standard did not work here, if you look at it.
So are you still using the same standard or has the standard been
changed?

And let’s start with you, Mr. Peirez.

Mr. PEIREZ. Thank you, Madam Chairwoman.

I think I would say that the standard is relatively new in terms
of being an industry standard and only having been implemented
at the end of last year, the compliance date for everyone was June
30th of this year.

We, at MasterCard, have gone out with letters to the over 300
third party processors of whom we are aware, making them crystal
clear on those standards as well as requiring them to provide us
with a certification within 60 days that they are not storing the
type of sensitive data that led to this particular breach event. So
we think the standards are still sound. We think they were not fol-
lowed here.

Mr. Ruwe. I would like to, if I can, take an opportunity to clarify
one thing. The PCI standard became effective in December of 2004,
which was the result of the four large card companies getting to-
gether and agreeing on a set of rules. However, prior to that, the
Visa standards were fully in play and people were fully responsible
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to be compliant with them. So in the timeframe that we are dis-
cussing here, prior to 2004, the CISP standards would have been
in place and Visa players would have been responsible for being
compliant with them.

As far as whether or not they work, I think that the CISP stand-
ards do work if they are followed. And in this case, up to this point,
it appears to us they were not followed.

Chairwoman KELLY. Anyone else like to respond to that?

Mr. Gorgol?

Mr. GOrRGOL. I agree. I believe the standard is sound. I believe
it is an enforcement issue here.

Chairwoman KeLLY. Mr. Minetti?

Mr. MINETTI. I also believe the standard is sound. Again, it is
just not following the standard that created the problem.

Chairwoman KeLLY. Okay.

Mr. DUNCAN. Madam, may I—

Chairwoman KELLY. Yes, by all means.

Mr. DUNCAN. One of the things from the retail perspective, the
standards are an excellent idea in terms of trying to work out a
coordinated approach, but they are extremely complicated, and that
may be part of the issue. Some retailers have mentioned difficulties
with the complications as well.

Chairwoman KELLY. Thank you. Thank you for that observation.

That goes to a question I would like to ask of Mr. Gorgol.

In your testimony, on page 2, your explanation of the PCI stand-
ard, I would like you to define those standards in light of what Mr.
Duncan just said, in terms of their impact on small business cus-
tomers. Do you impose the same security standards on small busi-
nesses for the privilege of using your card that you impose on large
businesses?

Mr. GORGOL. Yes, to answer your question directly. I think the
standards to protect the data need to be the same for everyone
throughout the transaction chain. I think it is incumbent upon us
as an industry to make it easy as possible for the small mom and
pop stores to be able to meet those standards.

Chairwoman KELLY. Mr. Duncan, you said you think they are a
bit complicated. I am concerned because, as I read Mr. Gorgol’s tes-
timony outlining some of the expectation levels here, how a mom
and pop store, just a small business retail store on a corner, can
maintain the six elements of what Mr. Gorgol’s testimony—you
probably have the testimony in front of you, I can go through them
if you do not remember what they are—but I am concerned about
its impact and the cost on small businesses.

Mr. DUNCAN. Ideally, there should be risk-reward basis in the
standard, and I think there has been some effort to achieve that;
that is, that at the original CISP standards there were more re-
quirements for larger merchants than there were for smaller mer-
chants. And this makes a certain amount of sense because if there
is a breach, it is likely there is going to be more data captured from
a large merchant than a small merchant.

That said, I have heard a number of merchants complain about
complications in understanding the enforcement standards, but
they are making their best effort to do so.
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Chairwoman KELLY. Well, I think we need to make sure that the
cards must be secure, that the standards of the industry may not
need to be all the same for every industry. It may be a little more
difficult for someone in the situation I described, the business per-
son in the situation I described, to, for instance, to keep a written
notebook.

Looking at the standard, they were to build and maintain a se-
cure network. Obviously, that is possible. Protect cardholder data.
That is possible. Maintain a vulnerability management program. I
am not sure what that means. And I do not know how complicated
that is. Does that mean you have to have a notebook, you have to
have somebody outside coming in to audit? How expensive is this
protection?

You have to implement strong access and control measures. That
is totally possible for somebody in a small retail business. Regu-
larly monitor and test networks. That is possible. Maintain an in-
formation security policy. What does that say?

Those are some problems I see for small businesses, Mr. Duncan.
I would like you to answer them.

Mr. DuNCAN. Well, for a number of small businesses, it can be
a challenge. You think of a modest retailer that might have 6 or
10 stores in their chain. Chances are they are buying their equip-
ment, the point-of-sale equipment already in a single package, and
they really have to rely upon the software and hardware provider
to have it right. They probably do not have the facility to do an in-
depth study.

So there have to be some allowances for this, and, as I said, it
is a challenge.

Chairwoman KELLY. It is a challenge, but I think it is important
that we consider this, that the major credit card companies con-
sider this. Having been a retail merchant, a small merchant, and
accepting Visa, MasterCard, American Express in my business, I
know that I would have been surprised if somebody walked in the
door and said, “How are you protecting this information from some-
one from the credit card companies? Do you take it on faith, do you
go and inspect?” What are the standards that you are asking small
businesses to do to protect the information at that level?

It is a concern, it is a cost to small businesses, and it is some-
thing I think that we need to think about in terms of protection,
both for the customer and the retail merchant as well as the credit
card issuer.

That being said, I want to go to the concern that I think many
small businesses—again, customers of Merrick Bank through the
credit card systems will lose their access to credit cards. That could
drive them out of business. Was the impact on small business cus-
tomers considered when the decisions were made from Visa and
MasterCard and so on?

What are you doing, Visa, in particular, to help the small busi-
nesses stay in their card network?

Mr. RUWE. When Visa selected October 31st as the termination
date, as has been stated, we took into consideration how much time
it would take for an acquirer to move from one processor to an-
other, and that was felt to be a reasonable amount of time.
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I believe the statements that have been made regarding the
small merchants’ inability to move or inability to retain new serv-
ices or the situation where they would be out of touch or unable
to operate or transmit or conduct Visa transactions have been over-
stated. We believe that they will be able to find new processor ac-
commodations within that timeframe, and that is something we
will work with our banks on, our acquirer banks.

I have not heard this complaint from my acquirer banks. I have
only heard it from CSSI. So if my banks tell me we need more
time, then we will take that into consideration. We are not going
to leave merchants hanging, but the statements that have been
made so far regarding merchants and being cut off and being left
in the cold have been overstated, in our view.

Chairwoman KELLY. But have you done any outreach on that
score to allay the fears of the merchants?

Mr. RUWE. That would be done through the acquiring banks who
have the direct relationships with the merchants. That is not done
by Visa.

Chairwoman KELLY. All right. I understand that. I mean, I ap-
preciate your response.

When a merchant says to me, “I am not going to accept American
Express, I will accept Visa,” that is your brand. What has hap-
pened here with CardSystems affects your brand. And I under-
stand your wanting to protect your brand, but I also want to make
sure that we set standards in such a way that the industry can re-
spond in a way that it is possible for them to. A law is no good un-
less it can be followed.

So it is extremely important that outreach be made, I believe,
from your brand to the small businesses to help them understand
not to panic, because from what I understand you are letting the
banks take care of that, but, sir, are you sure that the banks are
actually in touch with their small businesses and helping them un-
derstand and get through and find access to what they need?

Mr. RuweE. Madam Chairwoman, we have every intention of
working with the acquiring banks and to support them any way we
can in this space. My response was more of a factual one than any-
thing else. We do not have direct contact with merchants any more
than we have direct contact with cardholders, but we certainly will
support our acquirers in this transition. Whatever we need to do
to support them or make sure that the merchants are comfortable
and feel knowledgeable about what is going on, we will support
them in that regard, yes.

Chairwoman KELLY. I would be interested in Am Ex and Dis-
cover’s response to that, as well as MasterCard.

Mr. GorGoL. Well, American Express will be offering our mer-
chants a different choice for processing. They will have a number
of different options. We will work with them directly over the next
couple of months, including the option to come directly to American
Express and avoid using a processor all together.

Mr. MINETTI. From our perspective, we have not finalized a deci-
sion. We wanted to be thoughtful and have all the information be-
fore we reach a conclusion. We have been working with CSSI all
along, and we have a meeting scheduled to talk to them next week.

Chairwoman KELLY. Thank you, Mr. Minetti.
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Mr. Peirez?

Mr. PEIREZ. Madam Chairwoman, similar to Discover, we have
not shut off CSSI at this point. We expect them to be in full compli-
ance by the end of the August, as they have told us they can be.
If it becomes necessary for something to happen that would put
their ability to process MasterCard transactions at risk, we would
certainly make sure that the small merchants would not be im-
pacted in any way. We would do the outreach necessary to get to
that point, but we are not there at this time.

Chairwoman KeELLY. Thank you.

Yes, Mr. Perry?

Mr. PERRY. Madam Chairwoman, may I just add that I have
been in this industry for a long time with quite a few different pay-
ment processors, and we have 110,000 small businesses around the
United States that are typically not 6-location merchants but one-
location merchants, one-location restaurants, and some of those
restaurants take up to 80 percent of their sales, or credit card
sales, if not 100 percent.

It is my belief that it will not be possible to move a portfolio or
part of a portfolio of 110,000 mom and pop merchants over the
course of 3 months in an orderly fashion. Changing your credit card
processing is not similar to changing your cell phone service, and
some of us that have done that also understand how difficult that
can be.

There are a variety of different issues involved, including under-
writing, technology, changing bank accounts, scheduling, as we all
know is very difficult with a small business because at the end of
the day they are very focused on moving product out the door, not
necessarily the payment type that they take. And this will be a
huge inconvenience to the small business, and we are very, very
concerned how we continue to take care of these small businesses.

Chairwoman KeELLY. Thank you.

Mr. Cleaver, thank you for returning.

Mr. CLEAVER. Thank you, Madam Chairwoman. I have 6,000
questions. I will reduce it to five.

One of the personal issues I have shared, and maybe Mr. Hen-
dricks can respond, about 4 weeks ago the host of one of the “hate”
radio shows in my hometown went on the air and said that he had
my Social Security number, and he said on the air, “And I plan to
use it to find out everything about him.” I called the FBI. They
said, “Well, we do not get involved in this.” I called the Federal
Communications Commission and they said, “Well, we do not get
involved in this.” I ended up calling four or five different Federal
agencies, and finally I called the U.S. Marshals Office and they
began to monitor the radio show.

It seems to me that there ought to be something wrong with
somebody essentially promoting identity theft. And it was done on
radio, the record is there, the tape is there, the whole 9 yards, but
there is apparently no law against that. I did not think it was a
good idea that people could promote the commission of a crime, but
apparently you can do it with impunity on the public airwaves.

Is there anything or any way that you think that kind of thing
can be corrected?
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Mr. HENDRICKS. Well, first of all, I am really sorry to hear that.
That is absolutely horrible, and I cannot imagine someone can do
that without being ashamed of themselves, but obviously—

Mr. CLEAVER. No, he is not ashamed.

Mr. HENDRICKS. Yes. Obviously, he did. We in the privacy and
consumer community would like to see a rollback of the Social Se-
curity number. It is required for many things in our society, but
we need to start getting them out of courthouses, we need to stop
using them as insurance company identification numbers if they
are doing insurance. And there is legislation pending to have better
protections for Social Security numbers so that he could not get it
in the first place. That is the first thing.

Obviously, using a Social Security number to harass someone,
yes, maybe that is not covered by statute now but that is some-
thing that we should consider looking at.

And in terms of the other problem, where does the consumer go
for help, and I have to point out that in every other Western coun-
try except the United States there is a national office in charge of
privacy issues, where people can go to get answers to these sort of
questions, and sometimes you can get an investigation. It is called
a privacy commissioner or data protection commissioner, and I
think as big as this issue is getting, I think we should start revis-
iting that issue, because I think we need one here for situations
like this.

Mr. CLEAVER. Thank you.

My other question—this will be the last, Madam Chairwoman—
I was the mayor in Kansas City and in an attempt to confuse the
crooks, we encrypted our system, communications system, so that
people who had the radio ban sitting around would not know what
we were doing and when we were going to do it. Is encryption an
option for us that could possibly either reduce or prevent identity
theft, particularly with credit cards?

Mr. DuNcaN. Congressman Gutierrez—excuse me, Cleaver—

Mr. CLEAVER. He is shorter.

[Laughter.]

Mr. DuNcAN. What am I doing? Encryption can be a partial solu-
tion, but there are tradeoffs with encryption. There is highly de-
tailed information on credit cards, but obviously we do not want to
have stores retain informatin that one could use to make a clone
card. But there is fairly basic information, the original numbers,
the name, the expiration date, that if you encrypt it, you may save
some problems, but you also may create more problems on the
other side. Let me give you an example.

Many consumers go into a retail store where they have bought
something and they would like to return it but they do not have
their receipt. If the checkout clerk who is taking the item back has
to decrypt data in order to accomplish a return, it makes it much
more difficult or maybe impossible in many situations. So there has
to be a balancing as to how we achieve that.

As to your first question, may I say that one of the points we
wanted to focus on in our testimony is the need for more enforce-
ment. Currently, if retailers find evidence of identity theft and take
that to the State attorneys general offices, oftentimes they will not
enforce unless they have $100,000 worth of damage. So we would
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like to see a situation where Congress would encourage State offi-
cials to take a more active role in going after those who are com-
mitting crimes.

Mr. CLEAVER. Thank you.

Chairwoman KeLLY. Thank you, Mr. Cleaver.

Mr. Price, you said you had another question. Feel free to ask.

Mr. PrICE. I may?

Chairwoman KELLY. Yes.

Mr. PricE. Thank you, Madam Chairwoman. I appreciate it.

I think this is an incredibly important topic, and I think we can
overreach in so many ways, but, again, I think it is imperative that
we make certain that folks have confidence in the system.

Mr. Gorgol, if you would not mind, please, commenting on the po-
tential culpability of the auditor vis-a-vis CSSI review and ultimate
problems that they had.

Mr. GORGOL. We relied via our contract on CardSystems meeting
their contractual obligations to meet the data standard. And they
were the ones we worked with. We did not work directly with the
auditor, so I cannot comment on it.

Mr. PrICE. Mr. Duncan, there has been a discrepancy between
responses on the effect on merchants with the cessation of the rela-
tionship between Visa and CardSystems. Would you comment on
what you believe that consequence would be or the effect on mer-
chants?

Mr. DUNCAN. We are not privy to all the details involved in this
dispute. Obviously, as in this whole issue, you do not want to over-
react in a credit card fraud situation as opposed to, say, an identity
theft situation. And this strikes me as one where the risks are per-
haps lower than a true identity theft, and so maybe that same
guidance should apply.

Mr. PRICE. Mr. Ruwe, I have affinity for Mr. Perry and
CardSystems, obviously. I also think, again, we are all on the same
team in this in trying to make certain that violations of informa-
tion do not occur. Do you believe that Visa’s relationship with
CardSystems is fatally flawed?

Mr. RUwWE. Well, fatal is a very big word.

Mr. PRICE. Yes. That is what is going to happen to them.

Mr. RUWE. It is certainly stressed. I think that Visa spent a
great deal of time trying to evaluate what position we were going
to take on this, and I believe we made several attempts to get in-
formation that we needed and did not get it. And as we said ear-
lier, we will sit down with CSSI, but I think we are going to have
to have more information and more forthcomingness, if you will,
than we have had to date before I would make any commitment
on anything fatal or otherwise.

Mr. PricE. I appreciate that. If I am able to facilitate any of that,
please let us help.

Mr. Perry, I would like you to comment, if you would, on the dis-
crepancy that Mr. Ruwe pointed out or stated existed between the
audit and the reality of the information that you all held.

Mr. PERRY. Yes, Mr. Price. We did receive some requests from
Visa for information regarding the discrepancy between the CISP
audit and what was subsequently found by the forensic analyst.
Unfortunately, I was able to provide to Mr. Ruwe and Visa all of
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the data that I was able to find prior to my arrival at CardSystems
in April of 2004. We stated to Mr. Ruwe and some of his associates
at Visa that we were providing all of the information possible.

We attempted to contact former employees, former auditors from
Cable & Wireless and other former vendors to be able to fully an-
swer Mr. Ruwe’s questions. Unfortunately, it was very difficult to
track a lot of these people down who had left the company some-
time in 2003, early 2004. And, unfortunately, because we were not
able to provide all of that information, it was deemed that it was
not enough information.

Mr. PriCE. Help me with the audit. Was there an actual question
on the audit that said, “Is CardSystems in full compliance with the
agreement with Visa?” Is that the kind of question that is on there?

Mr. PERRY. There are several questions that you would see in an
audit that are fairly detailed as to very different aspects of the
audit having to do with network security and, specifically, the error
that we have owned up to, which is the storing of this data that
should have been masked. And that is a specific block or question.
That specific block had a checkmark by the auditor without quali-
fication or any compensating controls in that area.

When I specifically reviewed—

Mr. PrICE. Checkmark saying?

Mr. PERRY. We were compliant. When I reviewed that, I felt pret-
ty good and relied upon the audit and the auditor that we were in
compliance in that area.

Mr. PRICE. May I ask one more general question, Madam Chair-
woman?

I am interested from all the card companies as to whether or not
there is agreement or consensus in the industry about the defini-
tion of a data breach and fraud. Is there consensus among the com-
panies about what that is?

Mr. PEIREZ. Congressman, I think there is general consensus on
what would constitute credit card fraud. In terms of your question
about breach, it is a very complicated question, and I think we are
in general agreement, but any specific case you would have to look
at the specifics and see whether we all agree.

Mr. PrICE. Mr. Ruwe?

Mr. RUWE. I would concur with that.

Mr. MINETTI. Yes, I would agree as well.

Mr. PRICE. Is there a need to define those terms? Are they de-
fined legally as it relates to data breach?

Mr. PEIREZ. Congressman, I think that, first of all, the terms
that most often get confused and really do need to be used carefully
and accurately are the distinction between fraud and identity theft
or identity fraud. Those are the two things that really need to be
very, very clearly identified because the consequences of either of
those events are quite different and can be handled in different
ways effectively.

In terms of definition of breach, I think that depends on what
happens if there is a breach as so defined. So I would be happy to
work with your office if you are looking at something specific, but
as to the general question on breach, I really cannot answer.

Mr. PRICE. Any other general comments about that?
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Mr. WATSON. I would say that the language is unclear, and it is
unclear with respect to impact and timing. For instance, you could
say the system was breached in April of 2004. Accounts were com-
promised possibly at some other time and certainly in May of 2005.
But the definitions are not clear with respect to time or effect, and
I think in putting forth any legislation they are going to need to
be very clearly defined.

Mr. DUNCAN. Congressman, there is one additional element, and
this goes back to the question that the chairwoman mentioned, and
that is for smaller retailers in particular, if they are buying off-the-
shelf equipment, they want to make certain that if they bought
something from IBM or NCR or something else, that they are not
deemed to be in breach because of something they innocently pur-
chased. And that is a distinction that has to be maintained.

Mr. HENDRICKS. The California State law does a pretty good job
of defining a breach by saying it is personal information or account
numbers/Social Security numbers that can be used to commit
fraud. And as to the distinction, there is a distinction between
identity theft takeover and credit card fraud, but under the Iden-
tity Theft Deterrence Act and under FACTA, Congress has defined
some forms of credit card fraud as identity theft, as it should, be-
cause we need to maximize protection for consumers, and you see
this reflected in FTC regulations.

So I agree with industry that we need to look very carefully and
draw these distinctions so we have appropriations responses to
each one, but I want industry to respond that some forms of credit
card fraud are also identity theft.

Chairwoman KeLLY. Thank you.

Mr. PrICE. Thank you, Madam Chairwoman.

Chairwoman KELLY. Thank you, Mr. Price.

Mr. Cleaver, you said you had another question or two.

Mr. CLEAVER. Admittedly, this is personal for me, but I am curi-
ous as to whether other Western countries, Mr. Hendricks, have
strong laws with regard to identity theft. When I say strong laws,
I mean when there is a data breach it could result in someone
being just wiped out.

So do you know of any other country where someone could do
something and actually regret it?

Mr. HENDRICKS. Do something in terms of using personal infor-
mation?

Mr. CLEAVER. Yes.

Mr. HENDRICKS. Well, a lot of the European countries and others
do not have the biggest problem with identity theft as we do be-
cause they do not rely on the Social Security number the same way
that we do. So they do not have specific laws on identity theft.

Mr. CLEAVER. What do they rely on?

Mr. HENDRICKS. Well, they have their own usually national iden-
tification number or another set of identifiers. We need a country-
by-country report. It is a very long question and answer. But they
had old-fashioned comprehensive laws which are based on what we
know as fair information principles, and that ends up covering a
lot of these sorts of events.

So they are constantly trying to upgrade them and oversee and
implement them, but it becomes more of a compliance issue be-
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cause they have a general framework which covers most personal
information, creates rights for individuals, duties on organizations.

Mr. CLEAVER. I do not know if you collect data that would pro-
vide information about how long it would take after a breach before
the fraudulent act begins. And is there any data that would allow
us information to know the time between the breach and the time
of the commission of a fraud?

Mr. HENDRICKS. There is no real research on that has been made
public, but it ranges from immediate to long term. The meth-
amphetamine users that hit mailboxes they try and use something
right away, that is just their nature. The very sophisticated crimi-
nal rings will sit on information and use it down the road.

Mr. CLEAVER. So my radio host is sitting on it.

Mr. HENDRICKS. Yes, but I think maybe someone should sit on
him. I think he deserves some more attention.

Mr. CLEAVER. Thank you.

Chairwoman KeELLY. Thanks, Mr. Cleaver.

Mr. Gorgol, you raised a very important issue in your testimony
and we have not talked about it, and that concerns phishers with
a “ph.” I think you mentioned that you were concerned that
phishers might take advantage of the breach and other publicized
incidents to look around to see what they can find from card cus-
tomers.

I would like this panel to describe whether or not you have seen
a reaction like that in this case, and I would also like to know
whether small businesses are likely to be contacted by fraudsters
that are claiming to represent interested parties in this case?

And with the terminations and so on that are imminent, appar-
ently, I am wanting to know what you are doing to reach out to
small businesses to keep them secure from phishers who are likely
to call them and say, “We are checking on this information,” and
so forth. They do not know who is at the other end of the phone.
I want to know what you are doing to protect these people from a
fraudulent inquiry and a fraudulent solicitation during the change-
over period.

Mr. GorGgoL. Well, first, I mean, phishing is a serious problem
and I think it is something to consider if we think about legislation
that requires notification. If we overnotify people, that will provide,
I think, a vehicle for phishers, sort of weeds that they could hide
in if we overnotify. It is one of the dangers of overnotification.

But I think the most powerful tool we have, to answer your ques-
tion directly of what we can do and how we can help small busi-
nesses, is education and just raise their awareness that phishers
are out there and just be very careful in how they share their infor-
mation.

Chairwoman KELLY. How do they know if someone calls and
says, “I represent such and such, and I want this information”?

Mr. GORGOL. There are basic rules. They are not to share per-
sonal identifiable information over the phone unsolicited or you are
not sure who you are sharing it with.

Chairwoman KELLY. Well, if they are solicited, they are going to
share it because they do not know the difference. My concern is
that there be some sort of an interception there, direction, edu-
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cation, however you do it, so that the small businesses during the
changeover will not become a victim of phishing.

Mr. GorGoOL. Well, during this specific changeover, they would be
working directly with American Express employees, so we will be
able to contact them directly.

Chairwoman KELLY. Anybody else?

Mr. Ruwe?

Mr. RUWE. I think that would add to the education, and part of
the education is making sure they understand that if they get one
of these calls, that they should say, “Thank you very much.” And
they have been trained to say, “Give me a number where I can call
you back, please,” and then they can verify with their true business
relationship. That is one of the things that we have tried to reem-
phasize over and over again in our educational materials.

But, typically, the phishers do not necessarily target small busi-
nesses. They may be affected by this, but they really go for the big
broadcast over the Internet. That is why it is called phishing. They
go out and really attack the masses is usually their MO.

Chairwoman KELLY. In the 1970’s and 1980’s, a number of banks
spun off the card processing units and now some of the banks are
bringing them back in-house. There are pros and cons on this, and
we have not heard from any of you about that.

Mr. Watson, you may be the first one to answer that question.
What are the pros and cons?

Mr. WATSON. I actually have worked for data processors in the
past prior to my career at Merrick Bank. I think data processing
for both card holder and merchant business is very, very much a
scale issue, and in-house processing is really only affordable by the
very, very largest issuers and the very, very largest merchant
banks.

Without the access to high quality, secure third party processors,
the credit card business, both the issuing side and the merchant
banking side, would be in the hands of a very, very small number
of banks because they would be the only ones who could afford it.

Chairwoman KELLY. Okay. So you think that unless a large bank
like Bank of America, Citi, Chase made the decision to bring it
back in-house, no one else is likely to because it is expensive; is
that correct?

Mr. WATSON. Yes.

Chairwoman KeLLY. Okay. Thank you.

My last and final question to you, Mr. Perry, there was a 3-day
time lag between the time you discovered that there was a problem
in the system and the notification that went out, you called the
FBI, but it was not until the next day, it was basically a 3-day time
lag. You found out on the 22nd and on the 25th Merrick Bank
fou‘gld out and the card people found out. What caused that time

ag?

Mr. PERRY. Madam Chairwoman, the time lag was we found out
of a suspicious production issue on Sunday, late afternoon, Sunday,
May the 22nd. On Monday, May the 23rd, we contacted the Phoe-
nix office of the FBI and on actually Tuesday, May the 24th, we
had not heard back from the Phoenix FBI and then contacted the
Atlanta FBI because we were very concerned that this might be a
situation that law enforcement needed to be aware of immediately.
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Once we heard back from the FBI on the 25th that they had as-
signed a case officer and we had disclosed everything to them, we
also asked if it was okay under the investigation to contact the
bank and notify the bank so they could go through their proper no-
tification procedures, and they said, yes. Unfortunately, there were
2 days of lag where we missed speaking to the FBI from Atlanta
or Phoenix to receive proper instructions.

Chairwoman KELLY. So the time lag, if I understand you cor-
rectly, was caused by the FBI not getting back to you in a timely
manner. In the meantime, the 44 million people whose information
had been perhaps compromised were still out there with their in-
formation compromised and nobody knew it.

Mr. PERRY. At that time, all that we were aware of was the ex-
port of the 239,000 discrete cards that we found about later. I do
not want to say that the FBI did not react, but we did contact the
Phoenix office on Monday, and when we did not hear back from
them on Tuesday we contacted the Atlanta office. At that point,
both offices coordinated and once they got back to us, we also asked
them if we could move to the next step of notification, which we
saw as critical, which is contacting our sponsor bank, Merrick
Bank.

Chairwoman KELLY. I am just curious because under a contrac-
tual agreement with the credit card companies, wouldn’t that have
been in the contract that you had to notify them immediately if you
discovered any kind of a breach?

Mr. PERRY. At that point, on May the 22nd and even on May the
23rd, we were unclear as to the scope of the potential compromise.

Chairwoman KELLY. But you knew you would been compromised.

Mr. PERRY. We believed we had, yes.

Chairwoman KELLY. But it was just a matter of degree. So if
there was a contractual agreement for notification to the credit
card people—

Mr. PERRY. Because we believed there had been a crime per-
petrated against the company and its merchants, we believed it
was incumbent upon us to contact law enforcement first and make
sure that they would help us and guide us through this situation.
This is a situation that we had not previously experienced in the
past, and we wanted to make sure that in no way would we com-
promise any future investigation.

Chairwoman KeLLY. Thank you.

I want to thank this panel for your patience. You have been won-
derful for staying with us, and I appreciate very much the fact that
you have given us so much of your time and your expertise today.

The Chair notes that some members may have additional ques-
tions for this panel, which they may wish to submit in writing. So
without objection, this hearing record will remain open for 30 days
for members to submit written questions to the witnesses and place
their responses in the record.

This hearing is adjourned.

[Whereupon, at 1:12 p.m., the subcommittee was adjourned.]
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Statement of Congressman Michael N. Castle

Oversight and Investigations Subcommittee Hearing on
“Credit Card Data Processing: How Secure Is It”

July 21, 2005

Thank you Chairwoman Kelly and Ranking Member Gutierrez for holding this important
hearing today before the Oversight and Investigations Subcommittee. As a member of the full
committee but not of this particular subcommittee, [ would also like to thank you for the
opportunity to attend.

In recent months, a number of "data breaches" have come to light. We know of at least
50 breaches of database security that have occurred since the beginning of 2005 that, taken
together, could impact over 51 million Americans. Among the most troublesome is the
CardSystem breach we are examining today. The initial reports of 40 million consumer accounts
compromised has heightened consumer awareness of this issue. While I am thankful this initial
number appears to be well above the number of cards actually exposed, which I understand is
closer to 200,000, this is still 200,000 too many. I've read that CardSystems was not following
the "Payment Card Industry Data Security Standards" as required by Visa and MasterCard -- if
this is true, this is a lapse that should not have occurred.

I strongly believe that something must be done on a federal level to ensure sensitive data
is being properly protected. To this end, I am pleased to have introduced legislation today with
the Gentlewoman from Ohio, Ms. Pryce, and the Gentleman from Kansas, Dennis Moore, which
would address this by creating uniform national security standards for sensitive data as well as
consumer notification and mitigation procedures in the unfortunate instance in which a breach
occurs.

While our financial institutions, as defined by the Gramm-Leach-Bliley Act, are already
required to secure their sensitive data, we must ensure this standard is being enforced and clearly
in light of problems in the retail and data broker sector need to ensure it is extended it to all
sectors that have sensitive consumer information.

As we examine this and other data breaches, I believe we must understand the facts of
each case and use information as we work to create a national standard. Does losing an account
number pose the same risk as a breach that includes a consumer's name, address and social
security number? When consumers are notified are they taking the proper steps to protect
themselves from future harm? And frankly, are they even opening the envelope from the
breached entity to inform them that their information has been placed at risk? These are all
questions that we must answer as we move forward on legislation and I look forward to hearing
from our witnesses today.

The flow of information in our society is important -- it helps consumers everyday with
access to credit, price competition, and even with issues related to public safety -- but we must
ensure that sensitive information has a standard of protection around it that extends to all sectors
handling the data. Simply put we can not have a gap in the system. Madam Chairwoman, [ thank
you for holding this hearing today and again, I look forward to hearing from each of our
witnesses.



MMITTEE ON TRANSPORTATION COMMITTEE ON
co AND INFRASTRUCTURE FINANCIAL SERVICES
CHAIFMAN, SUBCOMMITTES ON RALROADS COMMITTEE ON
GOVERNMENT REFORM

Steven €. Lalourette

Congress of the United States
14th Bistrict, Shio
Opening statement of Congressman Steven C. LaTourette
July 21, 2005
Subcommittee on Oversight and Investigations

Chairwoman Kelly, thank you for holding this hearing today on what has become a
critical issue for this Committee.

When I flip back through the last few months of financial services news clips, I have to
ask myself, how have we allowed our data security standards to get so lax as to allow tens of
millions of American consumers’ sensitive information to be put at risk? If we look across the
pond, we as a nation are a good decade behind Europe in terms of stringent rules guarding the
protection of consumer data.

This morning, my colleague Darlene Hooley and 1 introduced legislation creating a
national standard requiring financial institutions and the many “data brokers™ that compile
sensitive, financial information about American consumers to send a uniform notice to
consumers whose information was put at risk due to a breach or compromise of data. Our bill,
the Consumer Notification and Financial Data Protection Act, puts the burden to safeguard data
where it belongs — on the numerous entities that maintain our fi ial data — and requires them
to take the necessary steps to investigate and remedy a security breach if one occurs. It also
makes sure affected consumers know what’s going on, how they can protect themselves further,
and makes available to them a year of a free credit file monitoring service.

In addition to the introduction of our bill, my colleagues on this Committee Deborah Pryce,
Mike Castle, and Dennis Moore also introduced legislation on this issue today, The Financial
Services Committee has a long record of protecting consumers and their credit from financial
fraudsters. With these two bills, this Committee can now continue the process of making sure
that the bill considered by the full House is the best solution for American consumers and
industry.

This is our opportunity as a Committee to continue the good work we did by passing the
FACT Act. This hearing today, in retrospect, is a direct result of that legislation, because
without it, our nationwide credit system wouldn’t exist. There’s no doubt in my mind that our
system has been an invaluable asset to countiess people, but obviously it is not without its faults.
Finding a solution to protecting American consumers when companies suffer a breach of data
security is a critical first step, but it is not the end of what I believe we should do. There are
larger data security issues that need to be addressed, and I look forward to opening a dialogue
with our panelists today.
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Good morning | am Mallory Duncan, Senior Vice President and General
Counsel for the National Retail Federation. | appreciate the opportunity to testify
at today’s hearing. By way of background, the National Retail Federation is the
world's largest retail trade association, with membership that comprises all retail
formats and channels of distribution including department, specialty, discount,
catalog, Internet and independent stores as well as the industry's key trading
partners of retail goods and services. NRF represents an industry with more than
1.4 million U.S. retail establishments, more than 23 million employees - about
one in five American workers - and 2004 sales of $4.1 trillion. As the industry
umbrella group, NRF also represents more than 100 state, national and

international retail associations.

The Nature of the Problem

There has been a substantial increase in reported incidents of identity
theft over the past several years. Precise year-to-year comparisons among the
competing estimates are difficuit to make because the methods of measuring
prevalence, awareness of the issue and the definition of the problem itself differ
significantly among those who are reporting and those keeping track. in May,
2003 the Department of Justice, in conjunction with the Solicitor General of
Canada, issued a Public Advisory and Special Report to retailers on identity theft.
At that time, the Department of Justice indicated that identity theft complaints to

the Federal Trade Commission (“FTC") had increased fivefold since 2000, from
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31,117 to 161, 819 in 2002. The Canadian PhoneBusters National Cali Centre
received 7,629 identity theft complaints in 2002 with reported total losses of $8.5
million. The advisory further indicated that two major Canadian credit bureaus
received approximately 1,400 to 1,800 complaints of identity theft per month. On
February 1, 2005, the FTC released its 2004 complaint numbers. Again, reports
of identity theft continued to climb, reaching 215,093 in 2003 and 246,570 in
2004'. Recently, the FTC completed a national survey in which it projected
approximately ten million people experienced identity theft within the past year.
Even larger numbers have been published elsewhere.

As striking as these figures are, it is important to recognize that the frauds
they reflect comprise a variety of activities, not all of which are true identity theft
and not all of which are susceptible to the same analysis or solutions. For
purposes of today’s hearing, let me explain what we mean when we speak about
true identity theft.

Compared to fifty years ago, we live in a mobile, fragmented society.
Relatively few of us reside in the community in which we were born, and even
fewer of us have neighbors or shopkeepers who've known us since birth.
Although passports and other such documents have long existed, day-to-day
proof of our identity has shifted from being something that was known or vouched
for by others to something that is inferred from documentation and our

knowledge of relatively obscure facts. In today’s world, individual identifiers such

! The FTC further breaks down identity theft complaints to include: credit card fraud (28 percent), phone or
utilities fraud (19 percent), bank fraud (18 percent), loan fraud (5 percent), other identity theft (22 percent),
government documents or benefits fraud (8 percent), employee-related fraud (13 percent) and attempted
identity theft (8 percent).
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drivers licenses or social security numbers, and quick recall of personally-related
facts such as date of birth, mother's maiden name, and office telephone
numbers, substitute for actual proof of identity. This is an accommodation we've
made in order to allow millions of us to routinely travel thousands of miles from
our birthplaces to work, to reiocate and to recreate. This system worked
reasonably well so long as the identifiers were unique, the personally-related
facts were largely buried, and the pace of business was slow.

True identity theft occurs when someone appropriates another individual's
identifying data for the purpose of secretly assuming that person’s identity. For
example, a thief, by the name of Susan Kelly may decide to become “Sue Kelly.”
The thief may associate the real Sue Kelly's name, social security number, date
of birth and other facts with her, Susan Kelly’s “new” address. The thief may go
on to obtain a driver’s license, open credit and checking accounts, purchase a
car, even buy a condominium, using Sue Kelly's excellent credit history. So long
as the thief keeps up her payments or doesn’t otherwise draw attention to
herself, it might be months or years before anyone discovers the fraud, if ever.

These true identity thefts are the frauds that make the crime of that name
so frightening. At some point the thief may decide to start writing bad checks and
to stop making payments on the car, the house or the cards, stiffing the creditors
and potentially ruining the victim’s consumer report. it could take months or
years for the victim to recover her or his good name. Worse, if the thief is not

apprehended, there is always the possibility that she or he will lay low, wait one,
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fwo or seven years, and attempt to repeat the process again. The victim may
need to be ever vigilant.

In contrast, much of what is commonly referred to as identity theft is, in
fact, relatively straightforward credit card fraud. While retailers do not by any
means make light of it, and it can be a problem for those affected, it is much
closer to a serious nuisance than it is to the horror of true identity theft. Equally
important, Congress has already provided many of the tools victims need for its
correction.

In a typical credit card fraud someone obtains all or enough information
from an individual’s credit or debit card in order to accomplish a transaction. The
crime could be as simple as an attendant making two impressions of a credit
card on an embossing machine, and submitting both for payment; or it could be
as sophisticated as capturing all of the critical data from a card and creating a
phony “cloned copy” of the card that is sold on the black market or used for an
intensive shopping spree. Regardless, the individual who'’s card information was
taken will be made aware of the fraud either through a contact from the credit
card company, inquiring as to the suspicious activity, or when the monthly
statement arrives detailing the fraudulent charges. Congress has provided
(under Truth-in-Lending, Fair Credit Billing Act) that the consumer may challenge
those charges and, unless the consumer were contributorially negligent, the
consumer is held harmiess for the loss. Either the retailer or the card issuer
bears the burden. | would like to repeat that point: retailers typically bear the

financial burden of credit card fraud.
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With these distinctions in mind, it is clear that the incidence of identity theft
is considerably different than some of the numbers that are cited. While reported
cases have been in the hundreds of thousands, even if one accepts the ten
million cases estimated by the FTC, on closer analysis it turns out that two-thirds

of those are not truly identity theft.

What also is important to note about these two types of fraud is that the
remedies are quite different. Credit card fraud is usually a one-off event. Once
the crime has been discovered it is relatively simple to stop the thief from
continuing to victimize that individual by closing the account and reopening a new
account with a different number. Within a matter of hours or minutes the thief's
card information essentially becomes useless. On the other hand, when true
identity theft occurs, it is not a simple matter to change an individual's social
security number, date of birth or mother's maiden name. The tools to commit the
crime again remain in the thief's possession. It is for these reasons that it is
important Congress not lump these very different frauds into the same basket. If
society has limited resources that it can devote to fighting crime, then we ought
to tilt toward using those resources to help those confronted with the most
serious conseguences, e.g. true identity theft.

Thus, fraud alerts and regular monitoring of consumer reports might
makes greater sense when there has been frue identity theft. They put up a red
flag to those who would grant credit, informing them that a thief has been

impersonating the consumer and can provide the consumer with an opportunity
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to ensure that new accounts are not being opened in his or her name. On the
other hand, consumer report monitoring, for example, is virtually useless at
detecting credit card fraud. The thief is not opening new accounts, he is running
up charges on existing accounts; charges that the consumer can eliminate at
month’s end. Therefore, it makes little sense to expend huge amounts of money
{o provide regular monitoring to those who have experienced unauthorized use of
their credit cards when those funds might better be spent on other protections,
such as even more sophisticated neural networks or improved payment systems.
This underscores another important point. In contrast to the identity theft-
sensitive information discussed above, most of the information retailers maintain
is fairly innocuous. They may maintain some credit card data. In general, when
a purchase is made on a card, the retailer transmits all of the necessary card
data to its acquiring bank or processor for authorization. Once authorization is
received retailers are directed to eliminate all but the most basic credit card
information from their files. Basic credit card information (name, account number
and expiration date, but absent the information necessary to create a cloned
card) may be retained in order to facilitate customer returns. Beyond basic card
data, and independent of the financial services systems, information about prior
purchases or customer preferences (e.g. sizes, colors or styles) may be
maintained in order to provide more personalized service. Mailing addresses
may be used to speed future transactions and for quality or security purposes.
From an identity theft perspective all information is not equal, and none of

the foregoing is directly implicated. We have an exceedingly complex economy.
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The use of different types of information poses greatly differing levels of risk and
provides differing levels of benefit to consumers. If identity theft prevention is the
goal, Congress should be especially sensitive to the associated costs and
benefits of the type of information at issue, and its usage in various

environments, so as to avoid painting with too broad a brush.

What Has Been Done

The growing reports of identity theft led to a significant amount of
testimony before the House Financial Services Committee in 2002 and 2003, as
part of a series of hearings held on the reauthorization of the Fair Credit
Reporting Act. Indeed, this Commitiee went on to establish many new
protections for identity theft victims in the Fair and Accurate Transactions Act
(FACTA), including the right to block fraudulent information on their credit reports
and the creation of new fraud alert systems so that new credit would not so
readily be extended to identity thieves. After extensive rulemaking, many of
these new rules and protections are now just coming on-line, and there is still
much work left to do.

As members of the Committee are aware, shorily before the FACT Act
was signed into law, a new California statute was enacted requiring the public
disclosure of security breaches under certain circumstances. This law, and the
data security events that it has caused to be made public, has brought the issues

of data security, consumer privacy and identity theft to the public’s attention like
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never before. These highly publicized stories appear to have eclipsed somewhat
the important work Congress did to protect consumers just a year and a half ago.
The reported breaches have ranged from the mistaken sale of thousands of files
full of sensitive personal information to criminals posing as legitimate businesses,
as in the case of ChoicePoint, to encrypted data tapes containing account
information literally disappearing in the cargo hold of a plane, as in the case of
Bank of America. In the retail sector, reported cases have involved criminals
attacking and hacking into computer systems in order to steal customer credit

card information.

What is telling about the recent media stories is that almost all the large
disclosures have involved credit card data, not identity theft data. In some ways
this suggests it currently may be easier for thieves to obtain the iess damaging
type of information. Nevertheless, a great deal of attention has been focused on
means of reducing the incidence of credit card fraud. Over the course of this
summer, substantial numbers of merchants are expected to come on line with
Visa and MasterCard’s new card security program. Begun several years ago to
protect credit card purchases on the then nascent Internet, the card association
are extending the security requirement to cover virtually all credit card
transactions.

The FTC recently entered into a proposed seftlement with B.J.’s
Wholesale Club as the resuilt of one these system attacks in late 2003 that

resulted in millions in fraudulent charges on their customers’ credit accounts.
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Part of the settlement alleges that B.J.s was in violation of the type of bank
security rules that | described above. The B.J.’s case, however, has been
something of an anomaly, and other reported retail computer attacks, to our
knowledge, have been discovered and managed before they have resuited in

significant losses.

Retail Specific Difficulties

From a retailer perspective, there are some areas where the damage
caused by true identity theft and that caused by credit card fraud can overlap. If
a true identity thief is able to apply for and obtain a credit card, he may use it to
make purchases, either remotely or in person. Depending on the circumstances
the retailer innocently accepting the card may be forced to absorb the cost of the
fraud. On the other hand, when full file credit card data is stolen from an entity
and enough information is captured to clone that card (create an exact duplicate
with an active magnetic strip), it is often difficult for a merchant, or any other
entity, to detect that a card used at point of sale is indeed a fraudulent card.
Once the magnetic strip is duplicated it allows the cloned card to run over
electronic authorizations channels just like an authentic card, and unless the
original card has been reported lost or stolen, or the card companies’ neural
networks have detected potentially fraudulent spending patterns, it will be
approved just like an authentic transaction. Nevertheless, the merchant may or
may not be responsible for the transaction depending on a variety of factors. As

mentioned above, it is the card companies, who are in the best position to
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develop these fraud detection systems. They “see” a broader range of
transactions, have a larger body of customer shopping pattern experience, and
thus are more likely first to discover that a card number breach or cloning pattern
has occurred.

This is important because by and large retailers are not in a position to
bargain as to the terms of card acceptance. Penalties, requirements and ever-
changing rules are largely dictated as a condition of acceptance. While the card
systems are premised on mutual benefit, most of the leverage is on one side.
We ask that you carefully consider any legisiative changes so as not to further
disadvantage those who already pay so large a portion of the cost of fraud. To
the extent Congress directs its attention to the core problem, true identity theft,

this is less likely to occur.

In summary, identity theft is fairly focused, but harmful, form of fraud.
Proof of identity has become a more elusive quality at the same time that our
society has invested greater amounts of trust in its veracity. Viewed objectively
and from a distance our credit granting system seems miraculously facile.
Families receive high-quality meals in exchange for a swipe of plastic.
Vacationers are able to take possession of cars hundreds of miles from home
merely by presenting out-of-state documents and cards. Individuals are able to
secure funds to purchase their homes from bankers they have never before met.
These benefits flow not from the credit cards, but rather from the trust our society

invests in the identities of the persons seeking credit. |f we are to preserve

10
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these benefits, society should crackdown on those who would abuse that trust by
appropriating the core incidents of identity. With the passage of the FACT Act
Congress has begun to provide tools to those who have been victimized; it now
should provide funding to ferret out and prosecute those who make the use of

such tools necessary.

Thank you for the opportunity to appear here today. | would be happy to

answer your questions.
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Chairwoman Kelly, Ranking Member Gutierrez, members of the Subcommiittee,
my name is Zyg Gorgol and I am Senior Vice President of Fraud Risk Management at
American Express. American Express Company was founded in 1850 and is today a
diversified worldwide travel, network and financial services provider. We are leaders in
charge and credit cards, Travelers Cheques, travel, network services and international
banking.

1 appreciate the opportunity to testify today about the recent data security breach
at CardSystems Solutions, Inc. and its impact on American Express Cardmembers. We
view this breach with great concern and have taken steps to protect any Cardmembers
who may have been affected by it. I also want to comment today about American
Express’ data security standards for merchants and third-party processors. We believe
our work in this area is a critical element in helping to ensure that sensitive Cardmember
information that is processed on the American Express network remains secure.
Background |

American Express operates what is often referred to as a “closed-loop” network.
American Express issues charge and credit cards to customers, and also has direct
arrangements with merchants who accept American Express Cards. This can be
distinguished from an open network arrangement, where the entity that maintains
arrangements with merchants for card acceptance is typically not also the card issuer. In
an open network environment, the network provider or association serves as a conduit
between the issuer and the acquirer.

In terms of data security, which is the focus of this hearing, there is nothing

technically more secure in an open or closed loop network. However, we at American
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Express have through the years used what we learned from our closed loop environment
to build state-of the-art systems to detect and prevent fraud. I believe our fraud
prevention efforts have benefited significantly from the valuable information our closed
loop network provides.

American Express also operates a Global Network Services business where we
partner with select banks to issue cards on the American Express network. In this case,
our partners issue cards on the American Express network, while we continue to maintain
the merchant relationship. In the United States, MBNA, Citibank, Juniper Bank, and
USAA have signed up to issue American Express Cards to their customers.

Payment Card Industry Data Security Standards

The Payment Card Industry Data Security Standards (referred to as the PCI
Standards) provide an industry-wide approach to safeguarding charge and credit card
customer data. The PCI Standards were developed by a cross-industry working group
that included American Express, Visa U.S.A., MasterCard International, Diner’s Club,
JCB, and Discover.

Specifically, the PCI Standards apply to any merchant or processor that handles
any cardholder data. The Standards require merchants and processors to (1) build and
maintain a secure network; (2) protect cardholder data; (3) maintain a vulnerability
management program; (4) implement strong access and control measures; (5) regularly
monitor and test networks; and (6) maintain an information security policy. With respect
to protecting cardholder data, the PCI Standards specify encryption standards to protect
stored data and transmission of cardholder data and sensitive information across public

networks. In addition, the Standards specify that merchants and processors must not
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store the full contents of any information from the magnetic stripe on the back of the card
or the validation identification code that appears on the card.

While American Express fully endorses these Standards as an appropriate
industry baseline standard for data security in the payments industry, we recognize that
the PCI Standards do not resolve all issues. Indeed, in the case of the data security
breach at CardSystems, the PCI Standards apparently were not followed in a number of
important ways.

CardSystems Breach

CardSystems Solutions processes less than one percent of American Express Card
transactions. Upon learning of the breach at CardSystems, we began an extensive
investigation to determine any impacts on American Express Cardmembers. We also
followed our practice of flagging potentially affected accounts and putting additional
security and fraud prevention measures in place for those accounts. We are continuing to
closely monitor those accounts for any suspicious activity on an ongoing basis.

Based upon our investigation into the CardSystems breach, in which we worked
directly with the computer forensics firm Cybertrust, we have determined the following:

. The CardSystems database that was accessed by unauthorized persons

contained records of approximately 40 milﬁon charge and credit card
accounts -- only a small percentage, approximately four percent, of these
were American Express Card accounts.

. Our analysis indicates that information relating to approximately 12,000

American Express Card accounts in the CardSystems database appears to

have been accessed by unauthorized persons.
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. Although the information relating to these 12,000 accounts included the
card account number and expirafion date, it did not include any personally
identifiable information of American Express Cardmembers, such as
name, address, or telephone numbers, nor did it include any other sensitive
personal information, such as Social Security numbers or driver’s license
numbers.

. ‘While we have been closely monitoring these accounts, we have not
detected any increased incidences of fraud on these 12,000 accounts. We
are continuing to monitor these accounts for any suspicious activity.

According to reports from CyberTrust and other published reports, the intrusion

into the CardSystems database was made possible by the failure to have appropriate
computer intrusion protection and detection measures in place. This was exacerbated by
the storage on CardSystems’ database of credit and transaction data that should have been
purged from its records, and it was further exacerbated by the failure to encrypt the stored
data. Such actions would violate both American Express’ data security policies and the
PCI Standards.

We take these violations very seriously. Based on our current analysis, we have

notified CardSystems of our intention to end the processing relationship with them.

Fraud Detection and Prevention

American Express employs sophisticated monitoring systems and controls to
detect and prevent fraudulent activity. Historically, this has been an area of emphasis for
American Express. Over the last several years, we have invested tens of millions of

dollars to enhance our fraud prevention capabilities to better protect Cardmembers. It is
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in our interest to do so, since by minimizing fraud we reduce the considerable costs to us
and the industry each year from fraudulent activity. If fraudulent charges are placed on
an American Express Card account, we stand behind our Cardmembers. American
Express Cardmembers are not held liable for fraudulent charges.

Since 2001, both the transaction volume and charge volume on our network has
increased substantially. During this period the overall fraud rate has declined
significantly. We are constantly adjusting our fraud prevention techniques to adapt to the
changing strategies of fraudsters. While we do not disclose the details of our fraud
prevention measures in order to prevent criminals from having knowledge of our
procedures, steps we take to protect our Cardmembers include the following:

* Customer Password: Every American Express Cardmember is asked to
establish a password in the voice response system, providing an additional
level of authentication for account maintenance.

e Charge Verification: On transactions above $200, if fraud is suspected by
a merchant, the merchant can contact American Express and we will speak
directly with the Cardmember to authenticate the transaction.

e Card Identifier Digits/Card Identification Number (CID): The CID number
provides an additional level of verification for merchants (both online and
off). This 4-digit number is printed on the front of all American Express
Cards (also referred to as CVV2 or CVC2 as a 3 digit number on the back
signature panel of bank cards).

e Zip Code Verification: This provides for an additional level of

authentication at the point of sale by enabling merchants to ask
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Cardmembers to provide their zip code, which may be a piece of
information a fraudster would not have.
¢ Automatic Address Verification (AAV): This verifies for the merchant
that the address provided by the customer matches the billing address on

file with American Express. Our AAV technology is very sophisticated

and is considered a “best practice” in the industry.

In the case of the CardSystems breach, we have implemented additional security
and fraud prevention measures for all of the American Express Card accounts with
information stored on CardSystems’ database. In addition to our normal fraud detection
procedures, we continue to closely énd more intensely monitor these particular accounts
for any suspicious activity on an ongoing basis.

If we detect any unusual activity on these accounts that may be fraud, we will
contact the customer. In many instances, we detect fraud well before a customer
becomes aware of any unusual activity on an account, and we proactively reach out to
affected customers. If we verify with the Cardmember that fraud has occurred we will
replace the Card.

If we learn that any merchant, processor, or any other participant in the payment
card transaction cycle may have been subject to a breach, we quickly apply additional
anti-fraud measures. It is important that we learn about any potential breach promptly so
that our additional fraud detection and prevention measures can be implemented as
quickly as possible. Itis also important to reiterate that American Express Cardmembers

are not held liable for any frandulent charges.
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Identity Theft Prevention

It is important to distinguish between two different types of criminal activity:
credit card fraud and identity theft. Fraud occurs when a criminal places a fraudulent or
unauthorized charge on a card account. Identity theft occurs when a criminal uses
information about a person to open a new account in the victim’s name or to take over
use of an existing account by changing, for instance, the name or billing address on the
account. Typically, a criminal needs access to sensitive personal information, such as the
date of birth, a driver’s license number, or a Social Security number, to commit identity
theft. This distinction becomes important when analyzing particular data elements that
may have been compromised and the harm to customers that might result from the misuse
of compromised information.

In order to help consumers detect and prevent identity theft, American Express
provides free Identity Theft Assistance to all American Express Cardmembers. This
assistance includes access to representatives who are on call 24 hours a day, seven days a
week, to offer help on how to protect against identity theft; it also suggests steps
Cardmembers can take if they notice any suspicious activity on their accounts. American
Express Cardmembers can also sign up to receive alerts for any irregular account activity,
via cell phone, PDA, or e-mail. This alerts program is available at no cost to our
Cardmembers.

In addition, American Express has a long history of working externally with
consumer and privacy advocate organizations to educate consumers on issues such as
information security, fraud and identity theft. Most recently, we hosted a roundtable

discussion on identity theft that included participation from the U.S. Department of
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Treasury, FBI, FTC, and the Council of Better Business Bureaus. We also published a
consumer brochure in cooperation with the California-based Privacy Rights
Clearinghouse and the Identity Theft Resource Center on how consumers can protect
themselves against identity theft and the steps consumers can take if they become
victims. We are also major supporters of the National Consumers League online Fraud
Information Center and are active members of the Alliance Against Fraud in
Telemarketing and Electronic Commerce.

Later this year, we are co-sponsoring a summit to address the growing problem of
“phishing." One concern is that “phishers” will take advantage of known data breaches to
send out counterfeit notifications seeking personal sensitive information. Summit
participants will include consumer advocates, federal and local law enforcement officials,
internet service providers, technology companies and academics. As has been our
tradition, we will continue to work in cooperation with consumer advocates to increase
consumer awareness of these issues and identify solutions.

Customer Notification

American Express supports a consistent and effective national notification
standard as an important component of data security response program. Notification to
consurers is appropriate when compromised information is reasonably likely to be
misused to the harm of the consumer and the notification will provide the consumer a
meaningful opportunity to take appropriate steps to protect against that harm. We believe
the current notification regime could be improved by addressing three important areas.

First, there should be an appropriate threshold to trigger notification. The intent

of notification is to prevent harm to the customer; over-notification can result in
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consumers becoming desensitized to the many notices they might receive. As a result,
consumers could pay insufficient attention to a significant incident and fail to act when
preventive measures are necessary.

Second, we believe that notification requirements must take into account the
scope of the particular information that has been compromised and the harm to
consumers that could result from the misuse or potential misuse of compromised
information. Notifications are useful to consumers if they communicate the significance
and likelihood of the potential harm caused by a breach and provide guidance on how to
prevent or mitigate the potential harm. All compromises are cause for concern, but not
all compromises present the same potential consequences or potential harm to consumers.

Third, a consistent and effective national standard for notification serves
consumers best. It will enable uniform application across the country and lead to uniform
enforcement by regulators and law enforcement authorities. It is undesirable and
impractical to have a patchwork of consumer notification requirements that vary by state
or entity.

Recommendations

In light of these recent data security breaches, we believe there are some tangible
steps that can be taken to better protect consumers. First, payment card transactions are
handled by regulated and unregulated companies, and we recommend that Congress
extend Gramm-Leach-Bliley (GLBA)-like safeguard standards to those companies
involved in processing card payments that are not currently subject to these safeguards.

Sensitive customer information should be consistently protected as it proceeds

through the payment card transaction cycle. All participants in the payment card



76

transaction cycle that possess or control sensitive customer information should have a
direct legal obligation to implement appropriate data security measures to safeguard that
information.

We would also suggest that appropriate cross-industry measures be implemented
to certify, and verify on an ongoing basis, adherence to the PCI Standards by all entities
in the payment card transaction cycle. This effort should include processes to notify,
promptly and simultaneously, all potentially impacted issuers and network providers if a
breach is discovered.

We also support increased criminal penalties for those who steal sensitive
personal information and those who commit computer fraud. While we recognize that it
is often very difficult to catch those who commit this type of fraud, we believe that
enhanced criminal penalties would provide law enforcement additional tools to go after
fraudsters and is an important step in helping to combat this activity.

The issues discussed here today are complex; appropriately addressing these
issues will require dialogue among legislators, regulators, law enforcement agencies and
the industry. By working together, wWe can provide the protection consumers need while
maintaining the convenience of using charge and credit cards that consumers have come
to rely on.

Conclusion

1 want to assure the Subcommittee that American Express is strongly committed
to protecting the security of our Cardmembers’ personal information. It is clear that
recent events have raised the public’s concern regarding the security of their personal

information, and how this information may be compromised and potentially misused.

10
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We share this concern and are constantly working to protect the security of our
Cardmembers’ information so that when a customer makes a transaction using an
American Express Card, they have confidence that it will occur in a safe and secure
manner. Data security is a critical issue for our entire industry, and we are committed to
working with all interested parties to ensure a secure payments environment.

We appreciate the opportunity to share our views on this issue, and we look
forward to working with you and other members of the Financial Services Committee.
This concludes my prepared testimony. I would be happy to answer any questions that

you may have.
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Madame Chairwoman, thank you for the opportunity to testify before the
Subcommittee. My name is Evan Hendricks, Editor & Publisher of Privacy Times, a
Washington newsletter since 1981. For the past 25 years, I have studied, reported on and
published on a wide range of privacy issues, including credit, medical, employment,
Internet, communications and government records. I have authored books about privacy
and the Freedom of Information Act. I have served as an expert witness in litigation, and
as an expert consultant for government agencies and corporations.

I am the author of the book, “Credit Scores and Credit Reports: How The System
Really Works, What You Can Do.”

Due to pre-existing travel plans and other commitments, I am not able this time to
provide as detailed a prepared statement as normal. Please allow me to make some
fundamental points.

The breach of the credit card data of 40 million consumers underscores several
important weaknesses in our national privacy policy.

1) Our traditional approach to privacy problems, reacting to anecdotal problems with
narrowly tailored legislation has left major gaps in what information is protected,
and to what extent it is protected. Credit card processors argue that they are not
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covered by the Fair Credit Reporting Act, the Gramm-Leach-Bliley Act, or other
laws to protect financial privacy.

2) If institutions have discretion not to notify consumers of a breach, some
institutions won’t notify consumers.

3) Individuals seeking to learn if they’re information was compromised cannot
always get straight answers from customer services representatives.

4) Breaches impose real costs and damages on consumers, including loss of time,
energy and opportunity, and stress

5) Individuals are often left without direct recourse or a remedy, despite the
damaging nature of some breaches.

6) For many organizations handling sensitive consumer data, security remains an
afterthought.

Loss of Consumer Confidence

Given the nature of recent breaches potentially affecting 50 million Americans, it
should be no surprise that consumer confidence in the security of credit card data and
other sensitive information is falling. This could have enormous, negative implications
for the economy. The conventional response is to fret more about the effect that
increased privacy protections will have on the prerogatives of large organizations. This
case should show that we’ve reached a tipping point, where the risk to consumers
individually, and the economy as a whole, is too great to put off an aggressive legislative
platform for protecting consumer data. Just reflect upon the fall in small investor
confidence following the burst of the “dot-com bubble,” and more troubling, the
accounting scandals of Enron and WorldCom. The current breaches indicate that our
financial data systems are heading for a fall in consumer confidence.

FACTA Was Progress, More Is Needed

Thanks in large part to the work of this Committee, the FACT Act represented
important progress in expanding more comprehensive protections for consumer privacy.
Unfortunately, the recent breaches underscore that more needs to be done.
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Starter List For More Progress

Leading lawmakers are working hard on more comprehensive solutions,
Many of the efforts are bipartisan. Reps. Frank, Hooley, Barton and others are all
working on the issue. Sens. Specter and Leahy are working together at Senate
Judiciary Committee. At the Commerce Committee Sens. Gordon Smith and Bill
Nelson are working with Sens. Daniel Inouye, John McCain, Mark Pryor and
Stevens. One of the more comprehensive measures is the one introduced earlier
this year by Sens. Nelson and Schumer.

The challenge is to be able to advance federal legislation that does not
preempt State law. Because of recent progress in the states in the areas of breach-
notification laws and credit report “freeze” laws, it would be very
counterproductive to preempt State laws in these areas.

Here are some of the areas that need to be addressed to restore consumer
confidence in the security of their data:

1)  Extend to all data brokers and information aggregators the rights of Fair
Information Practices (FIPs), including (1) access to and (2) correction of
records, (3) purpose specification, (4) collection limitation;

2)  Create a private right of action so people have a remedy when they are
unreasonably damaged by breaches

3)  Restrict the uses of Social Security numbers

4)  Create a national standard for breach notification, but only if it improves
upon the California law
a) Require companies responsible for breaches to offer victims free

credit monitoring services
b) Create a federal seal for the outside of the envelope to notify people
that the a notice of a data-security breach is inside

5)  Extend security safeguards to non-financial institutions

6)  Create a national standard for freezing credit reports, but only if it
doesn’t preempt State law

7)  Require more matching of identifiers before a credit report can be
disclosed (see California statute)

8)  Create a U.S. Privacy Commission to oversee privacy policy, investigate
complaints, and advise Congress

I’d be happy to answer any questions. I’ve attached a related article that
published in the March 6, 2005 Washington Post.



81

www.washingtonpost.com/wp-dyn/articles/A9101-2005Mar5 .html

When Your Identity Is Their Commodity
By Evan Hendricks

Sunday, March 6, 2005; Page B01

So you think it's your personal information? That's not the viewpoint of the mega-companies
compiling and selling data about you. As they see it, if they collect the information, they own it.
Sure, it's about you, but it's theirs. You might think "privacy," but they see a commodity -- and a
valuable one at that.

And for now, they're right. Never mind that there's a fundamental conflict built into this
arrangement. The same companies entrusted with safekeeping our essential information make
money only if they sell that information, and they do so in bulk. What's more, the current system
places the burden on you to put a stop to any practices you don't like -- provided you discover
them. You have to obtain your credit file, dispute errors, "opt-out,” call, write -- and hope for the
best.

Those are a few of the lessons emerging from a pair of privacy debacles last month that left
millions of Americans asking how they can protect themselves and their data in an age when
identity theft is the crime of choice. The first of these fiascos involved a company called
ChoicePoint Inc., which admitted that it had been tricked into providing information on 145,000
people to a group of bogus companies, and the second stemmed from Bank of America's loss of
credit data on 1.2 million federal employees. The incidents suggest that our sensitive personal
information has been treated as just another commodity, deserving no more respect (and maybe
less protection) than soybeans or pork bellies.

The scandals have re-stoked congressional interest. The day after Sens. Arlen Specter (R-Pa.)
and Patrick Leahy (D-Vt.) announced Judiciary Committee hearings on the ChoicePoint scam,
Leahy learned that his credit card data was on the Bank of America backup tape that disappeared
without a trace. Like the growing number of Americans victimized by such "leakages," he didn't
sound too happy.

Perhaps these events will prove to be the tipping point for policymakers and will educate
consumers as to their stake and role in what has been aptly termed the "Data Revolution.”

Did we say we wanted this revolution?

In fact, we did -- or at least we didn't complain about its benefits. Without the data revolution,
there would be no information age. Personal information is vital to this new epoch. The
collection and sharing of that information has powered the economy by increasing the
availability of consumer credit, while at the same time lowering the cost of granting it. It also
facilitates screening of employees, tenants, nannies and others who are entrusted with access to
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offices and homes. It makes it more convenient for our highly mobile population to buy houses,
rent apartments and get instant store credit.

But there's a dark side: The current system invites identity theft, a fast-growing and distressing
crime.

Ultimately, privacy has a very good chance of prevailing over the forces chipping away at it. Not
only do Americans overwhelmingly view privacy as a fundamental right that must be preserved,

but the economics of the electronic age also dictate the need for innovations that will protect that
personal information while continuing to enable the information age.

Brace yourself, however: it's going to get worse before it gets better.

As the Supreme Court has recognized, the key to protecting privacy in the modern world is
ensuring that individuals maintain reasonable control over their personal data. Reaching that goal
requires a mix of strong national policy, good use of technology and consumer awareness.

ChoicePoint's recent lapse shows how far we have to go. A still at-large fraud ring became
"customers" of ChoicePoint by posing as 50 fake businesses, including debt collectors and
check-cashing firms. The thieves used ChoicePoint as a portal for accessing at least one major
credit bureau, enabling them to filch Social Security numbers, other identifiers such as addresses,
and sensitive credit report data. Although the full extent of the damage is not yet known, it's
clearly one of the worst cases ever: ChoicePoint sent letters to 145,000 consumers warning that
their data were compromised; 750 individuals were confirmed victims of identity theft.

The perpetrators picked quite a target. ChoicePoint is a symbol of the "commodification” of our
personal data, having compiled 19 billion records covering virtually every American adult. A
spinoff of Equifax, the giant credit bureau, ChoicePoint taps a wide range of taxpayer-subsidized
sources, including local property records; driver records; boating, pilot and professional licenses;
and court records showing bankruptcies, liens, judgments and divorce. Its sales to corporations
and governments last year topped $900 million. (Other database companies are Acxiom,
LexisNexis, Westlaw and Seisint.) While some of ChoicePoint's mammoth databases are filled
with public records, these records are no longer "public” once ChoicePoint houses them. The
company will give you access to some of the files it keeps on you, as required by the Fair Credit
Reporting Act (FCRA). But it recently argued to the Electronic Privacy Information Center
(EPIC), a public interest research center here in Washington, that other data are not subject to the
FCRA.

That means you cannot see your data or correct errors -- even though other companies and
government agencies could buy the same data and use them for making decisions about you.

With the Byzantine nature of the laws governing personal information and of the electronic
systems that house such information, you need a scorecard to know when your information is
protected by federal statute: credit reports (yes), video rental records (yes), federal agency
records (yes), medical records (generally no), bank and credit card records (kind of), non-credit
database company records (who knows?).
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Our system evolved this way because Congress has declined to take a comprehensive approach
that would establish a baseline of protection for all personal information. Instead, it has focused
on some sectors, or responded to problems as they have arisen.

Congressional action became imperative after the Supreme Court ruled in 1976 that the
Constitution did not protect personal data held by banks and other private firms. In essence, the
court held that by becoming a bank customer, you surrender your information to the flow of
commerce, and thereby surrender your privacy. The information might be about you, but if
financial institutions collect and keep it, they own it.

So yes, your information is a commodity; and no, you don't get a cut.

The credit report is at the epicenter of identity theft. First it enables the crime and later it
becomes the main source of damage to the victim.

There are three major credit reporting agencies (CRAs) -- Equifax, TransUnion and Experian
(formerly TRW). Each maintains electronic credit reports on 200 million American adults. The
industry proudly proclaims the system as the best in the world, and claims it has boosted the
economy by reducing the cost of credit while increasing convenience for businesses and highly
mobile consumers.

Throughout the 1990s, however, complaints about glaring inaccuracies and the CRAs' inability,
or unwillingness, to correct them prompted Congress to act. In 1996, it strengthened the first
privacy law, the Fair Credit Reporting Act of 1970. Burgeoning identity theft led to more FCRA
amendments in 2003.

We know why Willie Sutton robbed banks. Identity thieves also know where the money is. Once
they steal identities, thieves can get credit in the victim's name and go on a shopping spree.

When a thief applies for credit using your name and Social Security number (SSN), the CRAs
disclose your credit report. Typically, their algorithms will tolerate conspicuous discrepancies in
name and address, even in city and state, as long as the fraudster puts your exact SSN on the
credit application, It turns out to be a relatively low-risk, high-reward crime.

A Federal Trade Commission survey estimated that nearly 10 million Americans were victims of
some form of identity theft in 2003, triple the number in 2001. Yet, in a little-noticed report that
year, the TowerGroup, a Massachusetts-based consulting firm, said the incidence of identity theft
was such a small fraction of transactions that most financial service companies could not justify
the extra expense of preventing it.

That's not much comfort to the victims who describe such crimes as a form of "data rape" that
leaves them deeply scarred. It takes a maddening amount of time and effort to persuade credit
bureaus to remove fraudulent accounts from credit reports, or to convince creditors to stop
reporting them. In the meantime, unpaid debts and collections can ruin a victim's credit score,
often leading to denials of mortgages or other credit. The aggravation and frustration tend to
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compound. The burden is on the victim to write certified letters, keep records and follow up until
the problem is solved.

How can you protect yourself? It's ironic, but the best method of protection is regularly checking
your own credit report for early signs of identity theft. The report shows which companies have
pulled it and why. So if you live in Virginia and a car dealer in Texas pulled your report -- that's
ared flag. Another sign is an unpaid debt that isn't yours. Starting Sept. 1, East Coast residents
can get all three of their credit reports once a year for free - thanks to Congress's 2003 overhaul
of the FCRA. Marylanders already are entitled under state law.

To its credit, ChoicePoint is offering free credit reports and a free report-monitoring service to
the 145,000 recipients of its warning letter. Monitoring services offer a glimmer of hope, as they
give you regular access to your credit report and alert you to new entries. Such alerts could
enable you to nip identity theft in the bud. The main problem is that each credit bureau charges
about $100 a year for the service. It's a bit like a protection racket. They will charge you so you
can make sure that they did not improperly divulge data to help an identity thief. That's good
work if you can get it.

Since the FCRA already requires "maximum possible accuracy,” and directs bureaus to curb
identity theft, why aren't such services "standard features," rather than "extras"?

Price aside, these services prove a vital point: Database technology has finally allowed us to plug
into our own personal information, a privilege thus far reserved for the CRAs and ChoicePoints
of the world -- and the thousands of companies they sell to. This will enable individuals to ensure
the accuracy and proper use of their data, and to promptly rap the knuckles of those who cross
the line.

The information age, understandably viewed as detrimental to privacy, can be turned to privacy's
advantage. In the future, all individuals will routinely monitor their personal data, and not just
their credit reports. The companies that now seem to be the crux of the problem have incentives
to make us all part of the solution. Government agencies and major corporations can save
billions of dollars by converting personal data transactions from paper to electronics, but public
resistance will continue until there's a strong privacy regime in place. The ChoicePoints of the
world could even profit by helping, but they'll have to view us as more than just "data subjects.”
It's ironic that large firms, which have been careless about privacy, might discover they have
financial incentives to become genuine privacy advocates, and figure out ways to live up to the
task. Of course, that realization is probably a ways off.

Meanwhile, go check your credit report. .

Author's e-mail: evan@privacytimes.com

Evan Hendricks is editor and publisher of Privacy Times and author of "Credit Scores & Credit
Reports: How the System Really Works, What You Can Do" (Privacy Times).
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Madam Chairman and Members of the Subcommittee, thank you for inviting Discover
Financial Services' to share our views on the issue of data security breaches affecting

credit card information.

As Discover’s Executive Vice President for Cardmember Services, I am responsible for
operations, customer service and risk management. This includes oversight of Discover’s

information security and anti-fraud efforts.

! Discover Financial Services, Inc., headquartered in Riverwoods, IL, is a business unit of Morgan Stanley. It
operates the Discover Card with more than 50 million Cardmembers, the Discover Network with more than 4
million merchant and cash access locations and the PULSE ATM/Debit network currently serving more than

4,000 banks, credit unions and savings institutions,
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The subject of today’s hearing — the security of financial information ~ is very important
to financial services providers and the consumers we serve. Security breaches and the
appropriate responses to them are issues that must be addressed in a consistent manner so
that consumers nationwide have the same protections and confidence in the security of

their financial information no matter where they live.

Security Breach Prevention

Discover works hard every day to prevent customer information from falling into the
hands of individuals who would hope to use it for criminal purposes, like account fraud
or identity theft. Identity theft involves unauthorized use of personal information (such as
an individual’s name, address and Social Security number) to open new accounts with
financial institutions or other service providers in the name of the victim, but without the
knowledge of the victim. Identity theft can result in frustrating efforts to reclaim one’s

identity and other costly consequences.

Account fraud, on the other hand, involves the use of an existing credit card without
authorization of the cardholder to make purchases or obtain cash advances. The real
victim of this crime is generally not the consumer whose account was involved, but rather
the credit card issuer. Federal law limits consumers’ responsibility for unauthorized
transactions (Discover customers’ liability for fraudulent transactions is zero), and
consumers can generally have these transactions erased from their accounts with little

difficulty.
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-At Discover, we continually review, and if necessary upgrade, internal efforts to ensure
that access to information is limited to individuals who have a legitimate business need to
see it; that employees are adequately screened, trained and monitored; that computerized
information is maintained securely; that the identity of card applicants is verified; and
that customer accounts are monitored for signs of suspicious activity. Financial
institutions, like Discover Bank, the issuer of our cards, are subject to the Gramm-Leach-
Bliley Act’s information security standards and the Interagency Guidance on security
breach response programs. The FDIC examines Discover Bank for compliance with those

standards.
Protection of Discover Cardmembers

Discover monitors its 50 million Discover Cardmember accounts nationwide for signs of
unauthorized activity, and notifies Cardmembers in the event of suspected account
misuse. We provide Cardmembers with information and educational messages about
safeguarding personal information and with tools to enhance the security of that
information.” Our Customer Service Representatives are available 24 hours 5 day, every
day, to assist all Discover Cardmembers with inquiries or concerns about information
security and to resolve issues about unauthorized transactions promptly. These

representatives are empowered to address customer inquiries expeditiously, without

% For example, Cardmembers who shop over the Internet can use Discover’s secure online shopping service
that generates a single-use card number to be used in lieu of the Discover Card account number.
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requiring the customer to make multiple calls, navigate through menus of options, or

listen to lengthy recorded messages.

In the event that a consumer believes that he or she is a victim of identity theft involving
a Discover account, we assién a Personal Fraud Specialist to assist the individual in
working with creditors, law enforcement personnel, and consumer reporting agencies.
Consumers appreciate the ability to stay in contact with the same Specialist throughout

the process of resolving identity theft issues.

A 2005 “Identity Fraud Safety Scorecard for Credit Card Issuers” conducted by Javelin
Strategy & Research ranked Discover first in “overall card safety features” and first for

“detection safety features.” *

Data Held by Merchants, Their Processors and Other Service Providers

As Discover and other credit card issuers and networks improve internal defenses against
computer hacking and other threats to the information we hold, criminal enterprises have
begun to focus on what they may see as “soft targets.” These include merchants and
service providers that accept credit cards, and the third party vendors that they use to

process payment information and manage their businesses.

% 2005 Issuer Scorecard” by Javelin Strategy & Research (www.javelinstrategy.com). Javelin’s study
scored issuers on 38 categories of capabilities for fraud prevention, detection and resolution.

4
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The millions of businesses that accept crédit card payments include the largest American
companies that accept cards for billions of dollars in sales and account for a significant
volume of total retail sales (and credit car& transactions). The largest merchants are the
most attractive targets for would-be identity thieves or fraudsters, but they also tend to
have the most sophisticated information processing systems and data protection regimes,
backed up by internal security teams. Cards are also accepted by millions of smaller
entities, some of them part-time businesses operated by a single individual. Although
smaller merchants may not have similar information security systems or resources, they
are also less likely to be targeted by large scale ID theft or fraud rings because the
volume of data they hold may simply not be worth the effort involved in stealing it. In
evaluating the adequacy of efforts to safeguard personal financial information held by
merchants and service providers, it is important to be mindful of these differences, so that
resources are allocated appropriately and unnecessary and unworkable approaches are

avoided.

Discover’s contracts with the merchants that accept Discover Network cards requires
them to safeguard account information, and to use it only for specified purposes related to
payment processing. The merchants agree that they will not store the full information
encoded in a card’s magnetic stripe or the three-digit card validation code, and that they
will destroy or purge obsolete transaction data. Merchants also commit to providing
access to the data only to processors, software vendors, and other agents or service

providers that have security standards that comply with these requirements.
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The Discover Network has direct relationships with each of the merchants and service
providers who accept Discover Network cards. Discover communicates regularly with
theée merchants to remind them about our data security requirements, inform them about
emerging threats and software or other vulnerabilities, and provide information about
resources and technical assistance for enhancing data security. Discover provides its
merchants with tools and services that can be used to validate their compliance with our
requirements for secure information processing and transmission. For online merchants,
who are particularly vulnerable to security breaches, our Merchant Operating Regulations
give the Discover Network the right to perform periodic data security scans to ensure that
the merchant remains in compliance with Discover’s security and encryption

requirements.

Discover reviews merchant and processor data daily. This helps to pinpoint areas of
vulnerability by identifying suspicious transactions and patterns of activity. It is a risk-
based approach that allows us to focus compliance efforts where they are needed, and is
the basis for identifying merchants or processors for targeted responses in the form of

alerts and inquiries, transaction monitoring, and physical audits.

Discover’s security requirements, which we revised in 2004, are consistent with the
“Payment Card Industry Data Security Standard.” This is an industry-wide standard for
the protection of account data that allows merchants to use the same procedures

regardless of the cards they accept or the processors and agents they use. It also allows
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merchants to use a single set of security standards in assessing the adequacy of their

efforts to safeguard information about their customers’ payment card transactions.

Discover’s Security Breach Response Measures

Discover’s response to data breaches are consistent with standards specified in the
Interagency Guidance on Response Programs and a growing number of state laws. We
also have a strong financial interest in addressing security breaches, because as noted -
previously Discover, and not our Cardmembers, absorbs the losses from fraudulent
transactions. When information obtained by virtue of a data breach is used to make
purchases or cash withdrawals on a Discover account, we promptly delete the charge

from the account and absorb the loss.*

Because we operate both a large merchant network and issue the Discover Card, we are
often able to learn about computer hackings and other signs of data compromises when
they first occur. In fact, Discover was the first network to uncover evidence of data
compromises in many of the recently publicized security breaches involving large

merchants and payment processors.

* The notion that card issuers are not concerned about data breaches because the chargeback process
insulates them from financial loss is simply untrue. We do not routinely charge back purchases to
merchants who accept a stolen or counterfeit card or process a transaction not authorized by the cardholder
unless the merchant fails to follow card authentication procedures (e.g., obtaining the three-digit security
code for online or telephone transactions where no card is presented).



92

An internal Discover Task Force is responsible for maintaining effective procedures for
addressing security breaches. Comprised of individuals from both our card issuing and
payment network businesses, the Task Forée meets regularly to discuss security issues,
and is convened in the event of a breach to assess the appropriate responses. It has
developed response action plans to address different forms of data compromise. The Task
Force is also responsible for the development of customer education information

regarding account fraud and identity theft.

Upon learning of a data security breach that may affect Discover Cardmembers (such as
the incident involving credit card data held by CardSystems Solutions, Inc.), we
immediately commence an investigation. We first ascertain the type of information
involved to determine whether the data could be used to commit identity theft or
otherwise harm the customer. For example, did the incident involve unauthorized access
to account numbers? account numbers and security codes? customer names and
addresses? Social Security numbers? We also identify the specific accounts that were
affected, information that we need to monitor those accounts and take further action if

necessary, such as contacting our customers or closing accounts.

Where the breach is external (e.g., data held by merchant or processor) we must rely on
information from the affected companies. We work with these companies and with third
party investigators to evaluate the impact on Discover Cardmembers. We gather
information and assist the entity whose security was compromised in retaining (and

sometimes in paying for) the services of forensic investigative firms that specialize in
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evaluating data breaches. We also work with other card networks when their account data

is affected.

If we determine that the data that was accessed without authorization is likely to result in
customer harm, we notify affected Cardmembers in accordance with the Interagency
Guidance and the requirements of state laws. We also take further actions that may be
necessary to prevent harm, such as further monitoring or the closing of accounts.’
Discover coordinates its efforts with the FDIC and with law enforcement personnel who

may be investigating the incident.

Data security breaches do not necessarily expose the consumer to ID theft or even to
account fraud. In some instances, the breach may be the work of a hacker who had no
criminal intent, or involve encrypted or incomplete information of no value to a criminal.
‘Where the breach resulted in account fraud, protection of the consumer may require no

more than account monitoring and the removal of unauthorized charges.

Nevertheless, some industry observers have suggested that credit card issuers should
notify all customers and possibly reissue cards in every case in which any potential risk is
found (evén if the incident can not be verified or the consumers affected can not be
validated). They also propose that consumers receive other assistance such as free credit

report monitoring. These observers assume that the industry is resistant to such

% Account closure and the establishment replacement accounts is often unnecessary and entails costs that
exceed the benefits. Where account closure is warranted, Discover facilitates the process. For example,
preauthorized payment requests are automatically transferred to the new account so the customer does not
have to contact the merchant or service provider and furnish the new account number.
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requirements pqrely due to the cost involved. Given the fact that potential fraud-related
losses are incurred by credit card issuers (not by consumers) and since actual fraud losses
can quickly eclipse the cost of notification and/or card re-issuance, the cost of
notification/re-issuance is generally not the driving factor for decisions about how best to

react to a given situation.

Discover carefully weighs all relevant facts and impacts on our customers to determine
the proper course of action (obviously complying with all relevant legal requirements).
No purpose is served by notifying consumers who are not at actual risk of identity theft
about data breaches if the consumer does not need to act to protect his or her information
or avoid costs. Likewise there is no need to re-issue cards on accounts that have very low
fraud risk. This provides no consumer benefit, but rather may cause inconvenience to
consumers who have to activate their new cards and revise their numbers with all
“recurring bills” (such as Internet, utility, and health care vendors) to avoid rejected

transactions and potential lapse of service.

Of course, after-the fact notification, card re-issuance or other remedies do nothing to
address the root cause of a given problem — identity theft. Prevention of data breaches
and protection of information should be the primary focus of industry, regulators and the

law.

Following the resolution of a data security incident, Discover’s data breach Task Force

reviews the situation and Discover’s response to it to determine if changes are needed to

10
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respond better to future incidents. The development of effective response initiatives is an
evolutionary process due to changes in the threats we face. As criminals involved in

identity theft become more sophisticated and nimble, we must respond accordingly.

CardSystems Solutions Data Breach

In response to the breach of credit card information held by CardSystems Solutions, we
followed the procedures that I have described. The investigation of the incident is
ongoing. But based on what we know today, it does not appear that Discover
Cardmembers were exposed to a risk of identity theft as a result of CardSystem’s loss of
Discover data. And while the CardSystems breach did involve a loss of Discover data
that could be used to commit account fraud, Discover Cardmembers will not experience

financial loss as a result of this incident.

These conclusions are based on two facts. First, the Discover information involved in the
CardSystems incident was limited to purchase transaction data. This information would
not be useful to an identity thief in opening accounts with other financial institutions or
otherwise taking over the identity of a Discover customer. Second, to the extent that the
criminals involved in the CardSystems breach are able to use the information or make
unauthorized transactions on some Discover accounts, our zero dollar fraud liability
policy protects Cardmembers from financial loss. Our one-stop, 24/7, customer service

program expedites the removal of unauthorized transactions from customer accounts.

11
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Legislative Considerations

1. A national standard for responding to security breaches affecting personal financial
information is appropriate. Criminals seeking access to consumer financial information
rarely target residents of a single state: large-scale breaches potentially affect individuals
across the country. Investigation, reporting, notification and remediation requirements
that vary depending on the residence of an individual customer are more likely to impede
than facilitate appropriate and prompt responses. National uniformity is needed.
Legislation addressing security breach prevention or responses should preempt state laws

addressing this subject.

2. For information held by financial institutions, we believe that the Interagency
Guidance, coupled with on-site compliance examinations, establishes an effective and
proper regime. It also provides regulators with the flexibility they need to adjust breach
response standards over time as security threats evolve and the ability to prevent or react
to them changes due to technological improvements and enhanced surveillance

techniques.

3. Congress is considering proposed data protection and data breach legislation for -
unregulated entities that hold or process consumer financial information, but are not
directly subject to statutory requirements. Coverage of such entities would be analogous
to laws requiring merchants to protect customers (and payment card issuers) by

suppressing or truncating credit card account numbers that are printed on sales receipts.

12



97

If Congress concludes that such broader security breach legislation is appropriate, the
Interagency Guidance provides a good model for appropriate definitions, a consumer

notice triggering mechanism, and response standards.

4. Finally, in the event of a data breach affecting credit card information, notification is
best handled by the card issuer, not the entity whose security was breached. That entity
whose security was compromised must cooperate fully in providing the details necessary
to ensure efficient response and notification by the issuer, and to prevent further fraud.
But requiring merchants or processors to directly notify affected cardholders may impose
an obligation that they cannot readily achieve (since they may not have the necessary
consumer contact information), and can needlessly alarm individuals who were not
adversely affected by the breach. This might encourage consumers to take steps that are
unnecessary (e.g., closing accounts, placing fraud alerts on credit reports). A single
notice is the best way to protect credit card users, and card issuers are in the best position

to determine whether and when that notice is appropriate.

Conclusion

Discover Financial Services appreciates the opportunity to discuss information security
issues with the Subcommittee. We would be pleased to provide further information that
would be useful to the Subcommittee in assessing the scope of the problem and the

adequacy of current safeguards and response measures.

13
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Good morning Chairwoman Kelly, Congressman Gutierrez, and members of the
Subcommittee. My name is Joshua Peirez and I am a Senior Vice President and Associate
General Counsel at MasterCard International in Purchase, New York. It is my pleasure to appear
before you this morning to discuss the important topic of information security and I commend
the Committee for holding this hearing. MasterCard is a global organization comprised of more
than 23,000 financial institutions that are licensed to use the MasterCard service marks in
connection with a variety of payments systems. It is important to note that MasterCard itself
does not issue payment cards nor does it contract with merchants to accept those cards. Instead,
those functions are performed by our customer financial institutions. The financial institutions
that issue payment cards bearing the MasterCard brands are referred to as “card issuers.” The
financial institutions that enter into contracts with merchants to accept MasterCard-branded cards
are referred to as “acquirers.” MasterCard provides the networks through which the customer
financial institutions interact to complete payment transactions and sets the rules regarding those
interactions.

MasterCard takes its obligations to protect MasterCard cardholders, prevent fraud, and
safeguard financial information very seriously. In fact, this issue is a top priority for us, and we
have a team of experts devoted to maintaining the integrity and security of our payment systems.
We are also proud of our strong record of working closely with federal, state, and local law
enforcement agencies to apprehend fraudulent actors and other criminals. Included among the
federal law enforcement agencies with which we work closely are the U.S. Secret Service, the
U.S. Department of Justice (including the Federal Bureau of Investigation), the Federal Trade
Commission, the U.S. Postal Inspection Service, and others. MasterCard also fields calls from
local law enforcement regularly. MasterCard believes its success in fighting fraud is perhaps
best demonstrated by noting that our fraud rates are at historically low levels, well less than one-
tenth of one percent of our volumes.

Information Security

Our success in protecting consumers and thwarting fraud is due in part to the constant
efforts we undertake to keep our networks secure. The MasterCard information security program
is robust, and we continually update it to ensure that security remains strong. Our customer
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financial institutions also have information security protections in place including those required
under applicable banking law, such as the Gramm-Leach-Bliley Act (GLBA). For example, here
in the U.S. our customer financial institutions must adopt a comprehensive written information
security program to protect their customers’ personal information that includes administrative,
technical, and physical safeguards to protect the security, confidentiality, and integrity of
customer information. These safeguards must be approved and overseen by the customer
financial institutions’ board of directors. The safeguards must include an assessment of risk,
procedures to manage and control risk, the oversight of service provider arrangements, and a
mechanism to monitor and adjust the written information security program as necessary.

MasterCard also requires its customer financial institutions to adhere to a comprehensive
set of rules established by MasterCard to ensure the integrity and safety of MasterCard’s
payment system. For example, MasterCard’s bylaws and rules require each customer financial
institution, and any third party acting on behalf of such customer, to safeguard transaction and
account information. Not only must our customer institutions safeguard MasterCard transaction
and account information, but our bylaws and rules require any merchant that accepts a
MasterCard-branded payment device to prevent unauthorized access to, or disclosure of, account,
cardholder, or transaction information.

MasterCard, along with other participants in the payment card industry, has also adopted
the Payment Card Industry Data Security Requirements (“PCI Standards™). The PCI Standards
apply to all customer financial institutions, merchants, and service providers that store, process,
or transmit cardholder data. Compliance with the PCI Standards is mandatory as of June 30,
2005. The PCI Standards are comprised of twelve general requirements designed to: (i) build
and maintain a secure network; (ii) protect cardholder data; (iii) ensure the maintenance of
vulnerability management programs; (iv) implement strong access control measures; (v)
regularly monitor and test networks; and (vi) ensure the maintenance of information security
policies. For example, not only must our customer banks have comprehensive data security
controls in place, but so must the merchants and service providers with which they contract. Ifa
customer bank, or its merchants or service providers, fail to comply with the PCI Standards, the
customer bank can be subject to significant penalties. In addition, MasterCard offers a multi-
tiered, comprehensive set of global security services designed to help protect participants in our
system from hack and attack. MasterCard designed these services to be a cost-effective
diagnostic tool to allow participants to understand any systems vulnerabilities they may have.
Furthermore, MasterCard also recommends actions that can be taken to reduce the potential
systems vulnerabilities.

Consumer Protection and Fraud Prevention

In addition to the strong information security programs in place, MasterCard remains
constantly vigilant in an effort to detect potential data breaches or other potential fraudulent
activity in order to mitigate any damage. MasterCard has an array of consumer fraud protections
and anti-fraud tools, which are publicly available to merchants and consumers, some of which I
would like to describe.
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Zero Liability and “Chargeback” Protection

First and foremost, MasterCard has taken steps to ensure that MasterCard cardholders are
not responsible for fraudulent activity on their U.S.-issued MasterCard consumer cards. In fact,
we believe that our cardholder protections are among the most important consumer benefits a
cardholder has as these benefits provide consumers with the security and comfort necessary to
make the MasterCard system “the best way to pay for everything that matters.” For example,
MasterCard has voluntarily implemented a *“zero liability” policy with respect to the
unauthorized use of U.S.-issued MasterCard consumer cards. It is important to note that
MasterCard’s protection with respect to zero liability is superior to that required by law,
Specifically, the Truth In Lending Act imposes a $50 liability limit for the unauthorized use of a
credit card. Under the Electronic Fund Transfer Act a cardholder’s liability for unauthorized use
of a debit card can be higher. However, MasterCard provides all U.S. MasterCard consumer
cardholders with even more protection. Under our rules, a cardholder victimized by
unauthorized use generally will not be liable for any losses at all. This has greatly enhanced
consumer confidence, including with respect to shopping on-line. A MasterCard cardholder can
shop with the confidence that he or she will have no liability in the event that his or her account
number is used without authorization.

Cardholders who use MasterCard cards also gain additional protections against merchants
who do not perform as expected. In many instances, if a cardholder uses his or her MasterCard
card to pay for a product or service, and the merchant does not provide the product or service as
promised, the issuer can “chargeback” the transaction and thereby afford its cardholder a refund.
This is a valuable consumer protection that is obviously not available with other forms of
payment such as cash, checks, or travelers checks.

Card Security Features and Address Verification Service

MasterCard payment cards have significant security features designed to prevent
criminals from counterfeiting our cards. For example, MasterCard cards have a highly
sophisticated hologram. Our research suggests that this is not simple to duplicate in a credible
manner. Furthermore, our cards include a magnetic stripe on the back. Not only does the
magnetic stripe include such essential data as the payment card number, but it also includes
additional information used to verify the card’s genuine issuance. The back of the card also
includes a specialized signature panel with numbers engraved into it, making it more difficult to
reproduce. Of course, issuers also add security features to the card, such as photographs of the
cardholder or distinctive graphics and card designs.

‘We have also provided security features in the event a criminal obtains a cardholder’s
account number. It would seem ironic to say this, but MasterCard has worked to ensure that the
account numbers alone on a MasterCard payment card do not hold much value. By this I mean
that MasterCard has several systems in place to thwart a criminal who steals an account number,
but steals little else. For example, it seems obvious but it is worth noting that if a thief
fraudulently obtains a cardholder’s account number, he or she would have a difficult time
walking into a merchant to make a purchase because the thief would not have the card itself to
present to the cashier.
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MasterCard has worked hard to make it just as difficult for a criminal to make use of a
card number in transactions where the card is not present, such as in telephone, mail, or Internet
transactions. One tool to ensure that the person presenting the number is actually the cardholder
is the added security features on the back of the card. MasterCard cards have the last four digits
of the account number printed on the back of the payment card, with an additional three digits
which do not appear on the front of the card. Many phone, mail, and Internet merchants now
request these additional three digits as part of the consumer’s payment transaction. In this
regard, these three digits can be used to ensure that the person presenting the card number
actually has possession of the card—not just the account number.

A tool to fight similar fraud is MasterCard’s Address Verification Service (AVS). A
criminal who obtains access to a MasterCard account number is unlikely to know the billing
address of the individual who holds the account. MasterCard has developed its AVS fo take
advantage of this fact and prevent the criminal from using the account number. Merchants
accepting a MasterCard account number by phone, mail, or Internet are increasingly using AVS
as a resource and are asking for the consumer’s billing address. At the time of payment, the
merchant submits a portion of the billing address into the MasterCard system to verify with the
card issuer that the billing address match the account number provided. If AVS indicates that the
billing address and the account number do not match, the merchant can take additional steps to
verify that the person presenting the number is the legitimate cardholder, or the merchant may
simply decline the transaction.

MasterCard SecureCode

MasterCard has developed a service that provides added security when cardholders shop
on-line. A cardholder registers his or her MasterCard card with the issuer and creates a private
SecureCode. Each time the cardholder makes a purchase at a participating merchant, a box will
automatically pop up asking the consumer for the SecureCode—similar to the way an ATM will
ask for a PIN when withdrawing money. By correctly entering the SecureCode during an on-line
purchase at a participating merchant, the cardholder confirms that he or she is the authorized
cardholder. If the correct SecureCode is not entered, the purchase will be declined.

"SAFE” (System to Avoid Fraud Effectively)

MasterCard’s System to Avoid Fraud Effectively (SAFE) program is a multi-purpose tool
to thwart fraud. The SAFE program is built with the use of data provided by issuers of
MasterCard regarding fraud-related transaction information. The SAFE program allows
MasterCard to identify fraud at merchant locations and allows us to better focus our global
merchant auditing programs. The SAFE program also allows us to analyze certain trends. As
just one example, MasterCard may identify countries where certain types of fraud may be
unusually high. MasterCard and our customer financial institutions use this data to take the
appropriate precautions or otherwise react to the trends as necessary. The SAFE program also
helps us to identify potentially fraudulent actors relatively early in the process, before the
problem escalates.
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Transaction Monitoring

In addition to the proactive protections provided to prevent fraud from occurring,
MasterCard and our acquirers have also implemented mechanisms to monitor transactions for
potential fraud. For example, MasterCard’s systems monitor transaction activity for signs of
potential fraud, such as through monitoring merchant or cardholder transaction volume, the
incidents of chargebacks, or other unusual activity,. We often use this information to pinpoint
suspected fraudulent activity so that merchants and banks can take the appropriate precautions.

MasterCard Alerts

One mechanism to place banks on notice is called MasterCard Alerts. MasterCard has
developed a reliable and efficient system to notify the appropriate card issuers when MasterCard
determines that MasterCard account numbers may have been compromised (e.g. fraudulently
obtained by others). For example, if MasterCard learns that a card number may have been
compromised, it will determine which bank issued the card bearing that account number and will
notify the issuer that the account may be compromised. We have the capability to disseminate
large numbers of account numbers to issuers in a short period of time through MasterCard Alerts.
The issuer has the option to determine how best to address the problem, which may include
increased monitoring of the affected account’s activities to determine whether the account is
being used fraudulently, canceling the account and reissuing a new card and account number to
the consumer, or perhaps notifying the cardholder. MasterCard also assists the issuer in
monitoring the account usage in order to detect patterns of fraud.

Issuers Clearinghouse Service

MasterCard requires its customer financial institutions in the U.S. to participate in the
Issuers Clearinghouse Service (ICS), a system built by MasterCard and Visa using data provided
by card issuers regarding, among other things, the fraudulent use of consumer data. More
specifically, MasterCard’s U.S. customer institutions provide ICS with data regarding customer
addresses, phone numbers, and social security numbers that have been associated with fraudulent
activity. Furthermore, MasterCard customer financial institutions are required to access ICS in
connection with each application to open a MasterCard account. The ICS database allows
MasterCard and its customers to detect suspicious activity and to prevent consumer harms, such
as identity theft. For example, the centralized ICS database would allow MasterCard and its
customers to notice whether a particular social security number was used to open a number of
accounts using different addresses. Such activity may indicate that the social security number is
being used in a fraudulent manner. MasterCard customer institutions would be provided this
data if they received an application with the same social security number or address and the
customer institution could evaluate it and take appropriate action. .

The CardSystems Situation

1 have described some of MasterCard’s efforts to fight fraud and keep our systems secure.
1 would now like to discuss how we addressed the situation with CardSystems Solutions when it
occurred. Several months ago, MasterCard and a few of our issuers noticed a small cluster of
fraud which had no discernable source. As a clear pattern developed, MasterCard’s security
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team, working with issuers, was able to identify certain merchants as the source. These
merchants shared a similar acquirer. MasterCard, working with the merchants’ acquirer, was
ultimately able to trace the pattern to a particular third party processor the acquirer utilized,
CardSystems Solutions. Based on these factors, MasterCard required CardSystems’ acquirer,
Merrick Bank, to engage a MasterCard-approved data security firm to conduct a forensic
analysis at CardSystems.

Upon being notified of the situation, CardSystems identified the presence of a malicious
computer script in its system. The script was designed to export cardholder data without
authorization. The Federal Bureau of Investigation was then contacted by CardSystems.
Subsequently, the outside data security firm performed a forensic audit. The forensic
investigation determined that (1) CardSystems was storing transaction information on its systems
in violation of MasterCard rules; (2) there was a computer script found on one of CardSystems’
systems, along with other serious security vulnerabilities; and (3) the forensic analysis uncovered
specific evidence of a security breach of CardSystems’ computer network. The preliminary
results of the forensic audit were provided to the acquirer and to MasterCard in mid-June. Final
results were provided in July. Based on these findings, it appears that information regarding
approximately 68,000 different MasterCard payment card accounts and well over 100,000
payment card accounts of other brands had been exported from the CardSystems database.

MasterCard received a file of the affected account numbers on June 16. Following our
established procedure, we used the MasterCard Alerts process to notify the banks affected as
quickly as possible, which in this case began the very next day and was completed by Saturday,
June 18. We also are working with our customer banks to monitor the potentially affected
accounts to determine what additional steps, if any, are necessary. Given the circumstances of
this case, MasterCard made the decision that a public disclosure of the event was warranted.
Thus, we issued a press release to notify the public of the situation at CardSystems on June 17.
I would like to stress that we provided broad public disclosure because it was the only
responsible thing to do—not because we had a legal obligation to do so.

As demonstrated by our public announcement, our priority with respect to the
CardSystems situation is to protect cardholders. With this in mind, we are now focusing our
efforts on ensuring compliance with our data security requirements. For example, we recently
sent letters to registered third party processors participating in our system reminding them of
their need to comply with MasterCard’s rules. Furthermore, we have required certification from
the recipients of the letter that they have examined their systems and that such systems do not
store sensitive cardholder information. We have also required CardSystems to bring its systems
into compliance with our security requirements by August 31, 2005. We are holding weekly
meetings with CardSystems to monitor its progress. If, however, CardSystems cannot
demonstrate that they are in compliance by August 31, 2005, its ability to provide services to
MasterCard customers will be at risk. Of course, we are considering penalties to be assessed
with respect to the CardSystems breach as well.

Issuer Reimbursement

We understand the costs to consumers and to our card issuers associated with
compromises of cardholder information. As I explained above, MasterCard has programs in
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effect to ensure that U.S. cardholders are not liable for fraudulent transactions. MasterCard also
has established a program under which our card issuers can obtain reimbursement for the
monitoring and reissuance of cards as a result of a security breach.

Legislative Issues

We believe that Congress has established a solid framework for addressing issues relating
to data protection. Based on our experience, we urge Congress to consider three improvements
to law. First, we believe that stronger criminal penalties and more specific prohibitions should
be provided for those criminals who compromise, or attempt to compromise, sensitive personal
information. Second, we would like to work with Congress in establishing an appropriate
consumer notification mechanism in situations where a data breach poses actual significant risks
to consumers. Third, we believe that the law should establish clear data protection requirements
for entities in possession of sensitive personal information if such entities are not already covered
under the Gramm-Leach-Bliley Act. MasterCard looks forward to working with you as you
tackle these important issues.

Conclusion

MasterCard continually strives to provide its customer financial institutions and
cardholders with strong protections against fraud and similar activity. These protections include
strong information security programs, comprehensive anti-fraud measures, and complete
consumer liability protections. Although we are proud of our efforts to protect cardholders,
customer financial institutions, and our payment systems against fraud, we will continue to
develop new strategies and tools to thwart those who seek to do harm. Furthermore, we will
continue to work hand in hand with law enforcement to apprehend perpetrators and continue to
make MasterCard payment cards the best—and safest-—way to pay for “everything that matters.”
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Good morning Madame Chairman and Members of the
Subcommittee. Thank you for inviting CardSystems to appear before
you today. My name is John Perry, and as President and CEO of
CardSystems, I welcome the opportunity to discuss the issue of data
security. More specifically, CardSystems believes this hearing will
help inform the panel, cardholders and the public at large about the
facts concerning the security incident perpetrated against us.

First and foremost, we truly regret this occurrence of data theft.
We have repeatedly acknowledged our error, and are committed to
making sure it does not happen again. As I will discuss in some
detail, CardSystems has been working virtually non-stop since this
incident, both to thoroughly diagnose what went wrong and to do
whatever it takes to prevent any recurrence of this problem.

Make no mistake: exposure of information about one card is
one too many. We will not be satisfied until we are confident that
everything that can be done has been done to prevent this from

happening again.
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Despite these efforts, both Visa and American Express have
informed CardSystems this week that they both will terminate us as a
transactions processor as of October 31, 2005. We are disappointed
with these actions and, in light of our diligent efforts to remediate,
hope that both Visa and American Express will agree to discuss their
decision with us and reconsider, lest we be forced to permanently
close our doors.

Introduction

At the outset, let me offer some comfort and assurance to the
Subcommittee that we believe what happened to us did not lead to
consumer identity theft.' The payment card system is designed so that
processors like CardSystems do not have access to complete
information, such as social security numbers, which could greatly
facilitate identity theft.

Turning to the specifics of our situation, CardSystems identified
a potential security incident on Sunday, May 22, 2005. Because of
the criminal nature of the intrusion, we contacted the FBI on Monday,

May 23. On May 25, we notified our sponsor, Merrick Bank.

-2
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Immediately after identifying the incident, CardSystems began
reviewing all of its systems and hired an independent security firm to
assess its operations and to recommend additional security measures.
CardSystems has since adopted those recommendations and has
installed upgraded security systems to protect them from being
targeted again.

CardSystems also has been helping to facilitate all government
inquiries, and will continue to do so. These inquiries include those
being conducted by the FBI, the FDIC, and the Attorneys General of
forty-six of the states, the District of Columbia and three U.S.
territories.

Our cooperation with the FDIC includes assisting them in their
continuing on-site review at our facilities which began in the third
week of June. Also participating in this inquiry at CardSystems'
facilities are the Office of Thrift Supervision (OTS), the Office of the
Comptroller of the Currency (OCC), and the Federal Reserve.

The State Attorneys General have requested information from

CardSystems regarding this incident, with a focus on potential
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consumer harm, protection and notification. CardSystems has had
multiple discussions with various representatives of the Attorneys
General, and has provided and will continue to provide them with
information they request as it becomes available to us.

We are still working with the payment card networks, as well as
with our customers, who have stood by us as we have investigated this
attack on our system. We hope that we may reach a favorable
arrangement with Visa and American Express so that we can continue
to stay in business.

About CardSystems Solutions, Inc.

CardSystems is headquartered in Atlanta, Georgia and its
operating facilities are located in Tucson, Arizona. We are a
relatively small business with approximately 115 employees.

CardSystems has been in operation for over 15 years, and has
been processing payment transactions for more than 8 years. We
currently handle payment transactions for over 110,000 small to mid-
sized businesses, including restaurants, retail shops and local

government entities. CardSystems, like other processors, routes

_4-
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requests for transaction authorization from the point of sale (such as a
card swipe terminal) to a payment card network, and then arranges for
settlement of funds back to the merchant, although CardSystems does
not actually receive or disburse those funds.

In order to gain access to the Visa and MasterCard networks,
processors are required to obtain sponsorship from a Visa or
MasterCard member bank. As I previously noted, CardSystems'
sponsoring bank is Merrick Bank of South Jordan, Utah. Merrick
Bank is a member of both Visa and MasterCard, and acts as a liaison
between CardSystems and the card associations.

In addition to Visa and MasterCard, CardSystems authorizes
transactions for American Express, Discover, JCB and Diners Club.
Data Security Standards in the Payment Card Industry

All merchants and service providers that store, process or
transmit cardholder data are directed by the payment card networks to
follow security standards. Before December 2004, these standards

varied by network. Visa required compliance with its Cardholder
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Information Security Program (CISP), which included a mandatory
audit by a Visa-certified assessor.

In late Fall 2003, CardSystems was audited and certified by a
qualified Visa CISP security assessor, Cable & Wireless. The Cable
& Wireless audit, which concluded that CardSystems was
unequivocally in compliance with Visa's CISP requirements, was
reported to Visa in December 2003. The 2003 CISP audit determined
that there were no deficiencies which were not covered by
compensating controls. As a result, Visa qualified CardSystems as
security-compliant in June 2004. Based on Visa's acceptance,
CardSystems relied upon the CISP audit and certification as an
assurance that it was compliant.

More recently, the payment card industry has developed a
standard known as the Payment Card Industry Data Security Standard
(or "PCI" Standard). The PCI Standard is based upon Visa's CISP,
and was adopted by Visa, MasterCard, Discover, American Express,
Diners and JCB in December 2004 to align their data security

programs into a single uniform set of requirements.
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The combined PCI Standard lists twelve requirements that all
retailers, online merchants, data processors and other entities handling
payment card data must meet, such as requiring installation and
maintenance of a firewall and anti-virus software and regular virus
definition updates. The PCI Standard also sets technology mandates,
including requirements for secure storage of data. Entities that do not
comply with the mandated security requirements may face sanctions.

Visa and MasterCard required all entities handling payment
card data to comply with the PCI Standard by June 30, 2005. In light
of CardSystems' recent incident, Visa and MasterCard had agreed to
extend the time for CardSystems to conclude its PCI audit until
August 31. CardSystems expects to be fully certified as compliant
with the PCI Standard requirements at that time. While MasterCard
continues to indicate that our compliance will allow us to remain an
approved processor, Visa has this week changed its mind, and as of

now plans to terminate us no later than October 31, 2005.
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How the Security Breach Occurred

In September 2004, an unauthorized party placed a script (a
sequence of instructions interpreted or carried out by another
program) on the CardSystems platform (an underlying computer
system on which application programs run) through an internet-facing
application that is used by our customers to access data. In contrast to
scripts, viruses and worms are programs or programming code that
replicate indiscriminately and may result in file destruction.

This script ran on our system and caused records to be
extracted, zipped into a file, and exported to an FTP site (similar to a
web address). It was a sophisticated script that targeted a particular
file type, and was scheduled to run every four days. Based on all of
the forensic investigations conducted externally, by independent scans
and investigations and by the payment card providers, we know of
only one confirmed instance in which any data was exported, and that
is the May 22 incident that has brought us here today.

The offending script searched our computer servers for records

with track data (the data on a card's magnetic stripe, which is affixed
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to cardbacks and contains identifying data). The most complete
information that could have been obtained for any one cardholder
would have been that person's name, account number, expiration date
and CVV code (contained in the magnetic stripe). Since this data
does not include the cardholder's social security number, we believe
that there is virtually no risk of identity theft resulting from this
intrusion.

The data stored in the files that were confirmed to have been
exported by the script consisted of transactions which were not
completed for a variety of reasons. This data was stored for research
purposes in order to determine why these transactions did not
successfully complete. As we have repeatedly acknowledged, our
error was that the data was kept in readable form in violation of Visa
and MasterCard security standards. As of May 27, 2005, track data is
no longer stored by CardSystems.

Number of Consumers Impacted by the CardSystems Security
Breach

As the result of the extensive forensic analysis in which we

have participated, we know for certain that three files were wrongfully
9.
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removed from the CardSystems platform. Of these three files, one
was empty, one contained about 4,000 records, and the third contained
approximately 259,000 records. The total 263,000 records correspond
to 239,000 discrete account numbers. The only records that are
confirmed to have left the CardSystems platform were those 263,000
records (representing the 239,000 unique account numbers) that were
exported on May 22.

From the card numbers extracted from CardSystems' archived
data, the card associations have been able to determine which card
issuing banks were affected. By virtue of the rules govemning the
payment card industry which were enacted in part to protect the
privacy of cardholder information, CardSystems does not possess the
data that would enable it to notify cardholders who may have been
impacted by this incident. Instead, the card issuing banks, through
their direct relationship with cardholders, have the complete records
that include the names and addresses of cardholders.

So far, out of all of the account numbers that may have been

affected, we have not been notified of any that have been used
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fraudulently. As I have indicated, the security systems in place in the
payment card industry are set up to ensure that minimum cardholder
account information is provided to payment processors like us. This
also means that CardSystems has no access to the information which
would provide us the means to directly monitor consumer fraud. The
payment card networks and the card issuing banks, on the other hand,
do have such means, and they are continuing to closely monitor
cardholders' accounts.

Steps CardSystems is Taking to Prevent Any Future Security
Breach

Almost immediately after the breach was detected,
CardSystems contacted an outside security solutions firm located in
Tucson to identify any additional vulnerabilities from further outside
intrusion, and to insure that the actions taken by CardSystems
personnel shortly after the intrusion was discovered would prevent the
script from continuing to run.

Merrick Bank also retained security assessment and forensic
experts immediately after Memorial Day. The role of these experts

was to identify the source of the compromise, ensure that there was no
11 -
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risk for continued compromise, and recover as much data as possible
to identify the full extent of the breach.

Merrick's experts determined that the breach resulted in the
installation of a script onto CardSystems' computer system through an
internet-facing web application in September 2004,

CardSystems continues to cooperate with the inquiries of the
regulatory agencies, the FBI, Merrick Bank and the card associations.
We continue to focus intensely on remediation and implementation of
best practices security as defined by outside security assessment and
forensic experts. We have been particularly focused on complying
with Visa CISP and PCI standards. For example, CardSystems no
longer stores track data, and all track data is now otherwise masked or
rendered unreadable.

Based on CardSystems' efforts to address the situation and to
ensure that it does not recur, Visa and MasterCard agreed to extend
the deadline for CardSystems' PCI security compliance to August 31,
2005. In conjunction with our efforts to achieve PCI security

compliance by August 31, we have selected AmbironTrustWave, a
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Qualified Data Security Company (QDSC), to perform our official
PCI Standard assessment. The assessment will enable us to mitigate
risk by validating compliance with the PCI Standard, and therefore
with the data security programs of Visa, MasterCard, Discover,
American Express, Diners and JCB.
Conclusion

As Chairman Spencer Bachus noted in his opening statement
before the Subcommittee on Financial Institutions and Consumer
Credit on May 18, 2005, "[e]ven the most prudent company can
become the victim of a hacker or other criminal." While we agree
with this, CardSystems is learning from this breach and improving the
way we do business. CardSystems remains committed to protecting
its customers and to ensuring the security of cardholder data.

Madame Chairman, this Subcommittee is to be commended for
dedicating its time and attention to the important issues we are

discussing today. Thank you for allowing us to participate.
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Chairwoman Kelly and Members of the Subcommittee, my name is Steve Ruwe.
I am the Executive Vice President of Operations and Risk Management for Visa U.S.A.
Inc. (Visa”). Visa appreciates the opportunity to address the important issues raised by

today’s hearing on information security.

The Visa Payment System, of which Visa U.S.A. is a part, is a leading consumer
payment system, and plays a pivotal role in advancing new payment products and
technologies, including technology initiatives for protecting personal information and

preventing identity theft and other fraud.

Visa commends the Subcommittee for focusing on the important issue of
information security. As the leading consumer e-commerce payment system in the
world, Visa considers it a top priority to remain a leader in the development of
technology, products and services that protect consumers from the effects of information
security breaches. As a result, Visa has long recognized the importance of strict internal

procedures to protect the customer information of Visa’s members.

Visa has substantial incentives to maintain strong security measures to protect
customer information. Cardholder security is never just an afterthought in the transaction
cycle at Visa. For Visa, it’s about trust. Our goal is to protect consumers, merchants and
our members from fraud by preventing fraud from occurring in the first place. This
commitment to fighting fraud extends to Visa’s Zero Liability policy which protects Visa
cardholders from any liability for fraudulent purchases. Because the financial institutions
that are Visa members do not impose the losses for fraudulent transactions on their

cardholder customers, these institutions and, in some cases, the merchants that honor
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Visa cards, incur costs from fraudulent transactions. These costs primarily are in the
form of direct dollar losses from credit that will not be repaid to card issuers. Typically,
these losses are borne by the card issuer; however, if the merchant fails to follow proper
authorization procedures for face-to-face iransactions, costs may be passed back to the
acquiring bank or the merchant that participated in a fraudulent transaction. For Internet,
telephone and mail transactions, merchants are generally responsible for unauthorized
purchases; however, Visa provides merchants with a number of tools to prevent fraud,
and, by using Verified by Visa, merchants can shift these losses to the card issuing bank.
In order to protect its members from these costs, Visa aggressively protects the customer

information of its members.

Visa’s Information Security Programs

Visa employs a multi-faceted approach to combat account fraud and identity theft.
Visa has implemented a comprehensive and aggressive customer information security
program known as the Cardholder Information Security Program (“CISP”). This security
program applies to all entities, including merchants, that store, process, transmit or hold
Visa cardholder data, and covers enterprises operating through brick-and-mortar stores,
mail and telephone order centers or the Internet. CISP was developed to ensure that the
customer information of Visa’s members is kept protected and confidential. CISP
includes not only data security standards, but also provisions for monitoring compliance
with CISP and sanctions for failure to comply. Visa has been able to integrate CISP into
the common set of data security requirements used by various credit card organizations

without diluting the substantive measures for information security already developed in
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CISP. Visa supports this new, common set of data security requirements, which is

known as the Payment Card Industry Data Security Standard (“PCI Standard”).

Visa also provides sophisticated neural networks that flag unusual spending
patterns for fraud that enable our members to block the authorization of transactions
where fraud is suspected. When cardholder information is compromised, Visa notifies
the issuing financial institutions and puts the affected card numbers on a special
monitoring status. If Visa detects any unusual activity in that group of cards, Visa again
notifies the issuing institutions, which begin a process of investigation and evaluation of

the need for any card re-issuance.

In addition to the CISP and the neural networks that monitor spending patterns,
Visa has implemented a variety of security measures designed to detect and prevent

particular fraudulent transactions:

o Visa’s Address Verification Service (“AVS”) matches shipping and billing

addresses and other information to confirm that a transaction is valid.

* Visa maintains an exception file comprised of a worldwide database of
account numbers of lost or stolen cards or other cards that issuers have
designated for confiscation or other special handling. All transactions
processed through the Visa system have the account numbers checked

against this exception file.

s The Cardholder Verification Value ("CVV™) is a unique three-digit code

included in the magnetic strip located on the back of all Visa cards. The
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CVV is electronically checked during the authorization process for card-

present sales to ensure that a valid card is present.

s The CVV2 is a unique three-digit code printed on the signature strip on
the back of all Visa cards. These codes help merchants confirm that
cardholders are in possession of the actual card. Online merchants or
telephone merchants conducting transactions when the card is not present
can verify that their customers have the actual card by requesting the

customer to provide the CVV2 number.

* Verified by Visa both protects customers and allows merchants to avoid
charge back costs in online transactions by having cardholders
authenticate their identities while shopping online. Its password

protection reduces the potential for fraud over the Internet.

+ Advance Authorization provides an instantaneous analysis of the potential

for fraud at the time of a transaction.

As a result of these strong security measures, fraud conducted within the Visa system is

at an all-time low of five cents for every $100 worth of transactions.

In addition, only yesterday Visa and the U.S. Chamber of Commerce announced a
new nationwide data security education campaign that will involve both the payments
industry and merchants in the fight to protect cardholder information and reduce fraud.
Visa believes that all parties who participate in the payment system share responsibility

to protect cardholder information.
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Security Breach Incident Involving The Payments Processor

Visa was recently informed by payments processor CardSystems Solutions, Inc.
(“CSSI”) about an unauthorized intrusion into CSSI’s computer system. As soon as Visa
was aware of this potential breach, Visa immediately began working with the processor,
law enforcement and affected member financial institutions to prevent card-related fraud.
While the initial investigation was underway, Visa respected standard law enforcement

protocol regarding keeping information about the investigation confidential.

After being notified by the processor, Visa’s rapid response quickly went to work
with our member banks to monitor and manage potentially exposed accounts. Some of
our member banks have their own fraud monitoring systems to supplement the Visa

monitoring systems.

Visa notified all of the potentially affected card-issuing banks and provided them
with the necessary information so that they could monitor the accounts independently,
and, if necessary, advise customers to check their statements or cancel and reissue cards
to their customers. The card-issuing financial institutions that are members of the Visa
system have the direct relationship with their customers who carry Visa cards, and
because of Visa’s Zero-Liability policy for cardholders, bear most of the financial loss if
fraud occurs. These institutions are in the best position to determine the appropriate
action with respect to each customer account that might have been affected by a security

breach such as the CSSI breach.

To date, we have determined that approximately 22 million Visa card numbers
from the CSSI database were put at risk. In many of those cases, CSS], by its own

admission, knowingly and improperly retained magnetic stripe information that can be
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used to help create counterfeit cards. This action by CSSI was a clear violation of the
CISP. Visa believes that there is no valid reason for merchants or acquirers to retain
security code information. Retention of this information in a database makes the
database a much more attractive target for criminals and would require more robust
security and additional costs. As a result of CSSI’s failure to follow Visa security

requirements, Visa is terminating CSST’s ability to act as a processor for Visa members.

Significantly, the information that was retained by CSSI did not include the
cardholder’s date of birth, address, social security number or driver’s license number. As
aresult, Visa believes that the information invelved in this incident cannot be used to
commit identity fraud against any of the potentially affected individuals in which a

criminal opens a new account in the individual’s name.

Protecting our cardholders was—and remains—Visa’s primary goal throughout
the process of responding to this incident. We are actively monitoring the situation on a
real-time basis, using our state-of-the-art fraud-fighting technologies, such as Advanced
Authorization and Visa’s neural networks. Visa will continue to protect for our
cardholders and assist law enforcement in their efforts to find those who are responsible

for this crime.
Pending Data Security Legislation

Visa has not taken a position on specific pending legislation in this area. In
general, we favor federal legislation that would extend reasonable risk-based security and
notification requirements to all entities that have sensitive customer information. We

also believe that these policies should be consistently applied nationwide to avoid a clash
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of conflicting state laws in this area. Finally, we favor stronger penalties for identity theft

and additional resources for state and local law enforcement to combat identity theft.

Thank you, again, for the opportunity to present this testimony today. I would be

happy to answer any questions.
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Statement of David B. Watson
Chairman, Merrick Bank
before the House Committee on Financial Services
Subcommittee on Oversight and Investigations
regarding Security of Credit Card Data Processing

July 21, 2005

Madam Chair, Mr. Gutierrez and Members of the Subcommittee:

On behalf of Merrick Bank, thank you for the opportunity to testify before the Subcommittee on
the issue of credit card security. As a cardholder and as Chairman of a card-issuing bank, I
commend this Committee for its diligence and interest in formulating good public policy on a
topic of intimate importance to virtually every American. Merrick Bank is a Utah financial
institution, subject to regulation and annual examination by the FDIC and the Utah Department
of Financial Institutions. We issue credit cards to account holders, and we make payments of
processed credit card transactions to merchants. Both services are important to our customers
and to the merchants, and we apply stringent privacy and data integrity standards to both. Credit

card and account holder security is a fundamental principle of our business. It has to be.

The specific subject of this hearing is data security. There have been several well-publicized
financial data security breaches over the past few months, the most recent involving the credit
card transactions processor CardSystems Solutions. Merrick is one of at least seven banks which
make payments to merchants who use CardSystems for processing. Although any potential

breach of private data raises serious issues, the nature of merchant card processing does limit the
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amount of data, which might be exposed by the processor. The merchant processor does not
typically have the kind of personal identifying information of the cardholder which would
precipitate identity theft; rather it has transaction data, which could be used to perpetrate
fraudulent transactions. It is unknown at this point the extent to which the CardSystems breach
has resulted in any attempted fraudulent transactions and, like other card issuing banks, we are

aggressively monitoring accounts to detect any potential fraudulent transactions.

Today we will describe the card payment process, the specifics of the background and breach by
CardSystems, and detail our actions, both regarding CardSystems and with any card processor

We use.

Any bank’s involvement with credit cards is as a partner with other key players in the transaction
chain. Each entity involved in credit cards, including card issuing banks, merchants, card
processors, transaction payment banks, and Visa and MasterCard must properly and accurately
fulfill its role to assure the protection of the consumer. The integrity and security of the process

is strong when the performance by each party is strong.

To most consumers, the credit card system is simple and dependable. But behind the consumer's
view of that simple process of charging a purchase, there is a sophisticated series of steps
involving several players for each transaction, a series of steps that is repeated millions of times

daily.
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Most consumers are generally aware of how a credit card is issued. Consumers apply and, after
approval, are issued credit cards by financial institutions. This process is reasonably
straightforward in terms of data security. In most cases the consumer's billing information is
maintained by the issuing institution and used to generate monthly statements and to record
payments. The issuing bank must ensure the security of its own credit card program. Merrick
Bank is a significant issuer of credit cards. This security issue, however, arose not with the
issuing part of the credit card system, but with the merchant transaction processing part. We and

other banks make payments to merchants who use CardSystems for processing.

Maintaining and upgrading our card data security systems is a major priority, and must be for
any financial institution. Our commitment to the industry standards of security in this field is
reflected by our insistence that CardSystems meet the formal Visa accreditation standards before
we began our business relationship with them, and our aggressive steps to investigate the
problem and assure immediate remediation after we were informed of the data breach by
CardSystems on May 25, 2005. We are committed to ensuring that any processors with whom
we work are compliant with the industry standards of data security. We want to work with the
Committee and other participants in this process toward improvements that would help ensure
that systems we work with will protect consumer data. As technology advances, so inevitably

does the sophistication of hackers and others who attempt to misuse or breach the technology.

1t is useful to describe the broad picture as to how card processing works in general and in our
experience. Credit card transaction processing is a multi-party transaction, involving not only

card holders, merchants and their processors, but also the card issuing bank, the merchant
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payment bank, and the card associations. The merchant either does business directly with the
processor or, particularly for smaller merchants, through an independent sales organization (ISO)
which aggregates many small merchants and arranges for their processing. The cardholder
initiates the transaction with the merchant. The processor performs the "back office” operation
of seeing that the transaction is authorized, sending notice for payment to the cargholder's bank,
and ensuring that the merchant is paid for the transaction. In some cases processing agents are
themselves banks and can make the payments. In many cases the processor or the 1SOs have
agreements with banks to make the payments of approved charges to merchants. The paying

bank is reimbursed by the card issuing bank through the Visa or MasterCard settlement network.

All of these operations are conducted according to rules imposed by the Visa and MasterCard
Associations and other card systems. In the case of CardSystems, its transactions predominantly
involve Visa and MasterCard acardholders. The Associations reserve the right to approve the
issuers of cards and the processors of card transactions. The Association rules dictate standards
for card processing. They set forth the procedures which merchants and processors must use for

processing various types of transactions, including handling fraudulent transactions.

Aside from this regulation of typical day-to-day transaction activities, Visa and MasterCard have
developed, over the past five years, a specific accreditation program for card processors. As of
January 1, 2003, Visa, MasterCard, American Express, and Discover have agreed on one set of
criteria, Payment Card Industry (PCI) Data Security Standards, to unify the standards and
certification processes, which had developed separately over the past few years. PCI approval

must be certified by an outside auditor, which itself is certified by Visa, MasterCard and the
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other card companies as eligible to make a PCI assessment. After the initial PCI approval, card
processors are required to undertake an annual audit, again to be performed by an Association-
approved reviewing firm. Should there be disputes about activities of any participants in the card
processing system, which include merchants, processors, and paying banks, the Associations

reserve the right to determine remedies against various parties.

With that background, I will describe Merrick's perspective on the CardSystems Solutions events.

Merrick has been working with merchants and card processors for more than five years. In
September 2003, we were approached by representatives of CardSystems regarding the
development of potential business with CardSystems and regarding the transfer of certain ISO
contracts to Merrick from Provident Bank. CardSystems was a known entity in the card
processing field, having been engaged in card processing with a number of banks for several
years. CardSystems was doing business with at least five other banks in addition to Provident
Bank. We did not have any significant business contacts with CardSystems before 2003. During
a preliminary due diligence review following those 2003 discussions, we determined that
CardSystems was not CISP certified by Visa. CISP, the Cardholder Information Security
Program, was VISA’s data security standard and accreditation process prior to the adoption of
today’s PCI data security standards. Visa had implemented the CISP standards in 2001, and was
allowing processors like CardSystems until September 30, 2004 to secure this CISP certification.
We advised CardSystems that we would not consider participating in any processing transactions

with CardSystems until and unless CardSystems became CISP certified.
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CardSystems engaged an auditor, Cable & Wireless Security, from the Visa-approved auditor list
to conduct the CISP assessment. That assessment appears to have begun in 2003, while our
predecessor Provident Bank was acting as a merchant payment bank for CardSystems. Cable &
Wireless was selected by CardSystems and paid by CardSystems. The audit report was sent by
Cable & Wireless to Visa. Cable & Wireless reported to CardSystems and to Visa that
CardSystems had taken the necessary steps to be compliant with Visa's CISP standards. In June
2004 Visa informed CardSystems that it deemed CardSystems an approved Association

processor, CardSystems so advised Merrick, and we then confirmed with Visa.

The Cable & Wireless "Visa U.S.A. Cardholder Information Security Program (CISP) Service
Provider Report on Compliance” (the Report) stated that CardSystems
has implemented sufficient security solutions and operates in a manner that is consistent
with industry best practices and the intent of Visa's CISP program. CardSystems is
dedicated to protecting the security of their customer’ {sic] information and approaches
the process of security with determination.
Further, the Report concluded that
[t]he results of this assessment will provide CardSystems and VISA U.S.A. with
valuable assurance that appropriate precautions have been taken to secure sensitive
cardholder data, and will assist in upcoming annual compliance audits.
The Report asserted that the audit included a thorough evaluation of CardSystems' operating
environment, including "all systems and network components that retain, store or transmit
cardholder data”. The Report stated that the Security Engineers completed their review by
complying with Visa's standards, performing assessments on the selected systems outlined in the

Visa U.S.A. CISP Security Audit Procedures and Reporting and utilizing Visa's Testing

Procedures as the primary guide to evaluate CardSystems for compliance with the CISP.
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With CardSystems having met our requirement to become CISP certified, as determined by the
auditor and Visa, we negotiated with Provident Bank and other parties over the assignment of
their merchant payment contracts and ISO agreements. These negotiations were successful, and
the assignment of payment responsibilities from Provident Bank to Merrick was effective

September 30, 2004.

From that point to May 2005, Merrick's payments for the transactions presented by CardSystems
proceeded routinely. On May 22, 2005, CardSystems identified a security breach in its operation,
and on May 23 contacted the FBI. On May 25, CardSystems contacted Merrick and advised us
of a possible intrusion and export of cardholder data at CardSystems. Merrick reviewed this
information and notified VISA and MasterCard of the potential security breach. On May 27,
2005, with the approval of VISA and MasterCard, Merrick engaged Ubizen (a well known
forensic IT audit firm) to thoroughly investigate the security breach at CardSystems, and Ubizen
began an onsite examination of CardSystems at its Tucson facility on May 31, 2005. We also
sent our Chief Security Officer and Senior Network Engineer to the CardSystems site to

investigate the issue and see that immediate action was taken to prevent any further data breach.

The forensic audit has identified two issues at CardSystems which, in combination, made this
breach possible. First, CardSystems retained certain transaction data on their system in clear
violation of Association rules. These data retention practices were inconsistent with CISP

standards, and it is unclear to us why the Cable and Wireless Report did not note any objection to
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the practice, which was ongoing when the CISP certification was approved by Visa in 2004.

Ubizen reports this data retention practice had been followed by CardSystems since 1998.

Second, Ubizen identified certain issues with CardSystems servers and software, which were
compromised by the intruder. The Cable & Wireless Report did not make any mention of these
system vulnerabilities. Ubizen reports that CardSystems servers showed evidence of
unauthorized activity as early as April 2004. The Ubizen report does not confirm, however, any
actual data export until May 2005. It has been reported that as many as 40 million accounts may
have been exposgd. That estimate is based on the number of unique accounts authorized by
CardSystems from August 2004 to May 2005. The investigation of exactly how much data was
actually exported confirms only one export of information on about 263,000 cards. Thisisa
serious and troublesome breach to be sure, and we are committed to dealing aggressively with

any breach regardless of the number of cardholders involved.

Merrick, Ubizen, CardSystems, Visa and MasterCard have been aggressively working together
to see that the IT issues permitting the breach are corrected and that the CardSystems data
environment is firmly secured. Visa and MasterCard have identified the cardholders whose
accounts they believe may have been compromised and have sent notice to the issuing banks of

the potentially affected cardholders. This was accomplished by June 17, 2005.

Merrick is taking three further steps. First, in consultation with the Associations we have
carefully evaluated the findings of the forensic auditor and required CardSystems to immediately

address the issues the assessment has raised. Second, Merrick, immediately upon being notified
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of the breach, initiated a search for alternate processors to serve our client merchants. Finally, in
consultation with security and data experts, Merrick is developing its own set of requirements for
card processors for whom we make payments to assure their compliance with all applicable card
association standards. For example, not only will processors have to be current with the PCI
certification and annual audit requirements, but they must continue to allow Merrick or its

auditor to do separate examinations .

I want to conclude by reiterating our absolute commitment to data security in the card transaction
and payment process. Merrick insisted upon and relied upon the CISP certification for
CardSystems. When we were informed of the breach, we immediately called in expert forensic
IT auditors and insisted upon immediate remediation. We are very closely monitoring the
accounts of any of our potentially affected cardholders whose for unusual activity. We have
been and will continue to work with our processors and Visa and MasterCard to ensure that the
processing system continues to function with security, dependability and integrity. I want to
again commend this Committee for its hard and good work to formulate sound public policy that

will assist in achieving that goal. Thank you.
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ut rnational

Established in 1956, ARMA International (ARMA) is the non-profit membership
organization for the records and information management profession. The 10,000 members
of ARMA include records and information managers, imaging specialists, archivists,
technologists, legal administrators, libratians, and educators. Our mission includes providing
education, research, and networking opportunities to information management
professionals, as well as serving as a resource to public policy makers on matters related to
the integrity and importance of records and information.

ARMA also serves as a recognized standards developer for the American National Standards
Institute (ANSI), participating and contributing toward the development of standards for
records and information management.” ARMA is also a charter member of the information
and documentation subcommittee of the International Organization for Standardization
{AS0), aiding in the development of its records management standard.”

Because of the essential role of effective and appropriate information management in today’s
economy, ARMA International has a strong interest in issues pertaining to safeguarding
consumer information and other personally identifiable information possessed by business
and government.

Records and information management plays an important role in the private sector. In this
new centuty, the most valuable commodity of business is information, often in the form of
data bases of essental information required by the service sectors of our economy. This
includes personally identifiable information and other sensitive information of consumers.

The greatest responsibility for organizations will be managing and maintaining the integrity
of an ever-growing flow of information, including the establishment of appropriate
safeguards for sensitive information and in establishing retention schedules complaint with
regulatory and statutory requirements. Issues such as what information has intrinsic value
and what information will be shared and with whom are critical to the future success of 21
century organizations. These challenges call for increased recognition of the role of
managing critical information and providing appropriate protections for personally
identifiable information. ARMA believes that technology alone will not provide the level of

! The ARMA/ANSI publications are: (1) “Glossary of Records and Information Management Terms”
(ANSVARMA 10-1999, 2* ed); (2) “Establishing Alphabetic, Numeric and Subject Filing Systems”
(ANSIVARMA 12-2005); (3) “Framework for the Integration of Electronic Document Management
Systems and Electronic Records Management Systems Technical Reports” (ANSI/AIIM ARMA TR48-
2004); (4) “Records Center Operations, 2™ ed.” (ANSI/ARMA TR-01-2002); (5) “Retention Management
for Records and Information” (ANSI/ARMA 8-2005); (6) “Requirements for Managing Electronic
Messages as Records” (ANSI/ARMA 9-2004); and (7) “Vital Records Programs: Identifying, Managing,
and Recovering Business-Critical Records” (ANSI/ARMA 5-2003). See also “Managing Recorded
Information Assets and Resources: Retention and Disposition Program™ which may be viewed at
http://www.arma.org/standards/public/document_review.cfm?DoclD=22.

% The ISO Standard on “Information and documentation — records management” is published in two parts.
1SO 15489-1:2001, “Information and documentation — records management — Part 1: General”, contains the
International Standard, and ISO/TR 15489-2:2001, “Information and documentation — records management
- Part 2: Guidelines”, contains the Technical Report.
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safeguards against unauthorized access to these data bases; instead, safeguards must include a
records and information management program that tasks the hurnan capital of an
otganization to ensure that records and information are properly maintained, accessed, and
ultimately disposed of in accordance to statutory and regulatory requirements as well as
consumer expectations.

ARMA firmly believes that organizations that embrace records and information management
will add 2 level of safeguards and accountability not achievable by technology alone. ARMA
also believes that organizations that embrace records and information management as being
strategic and mission critical will ensure their competitive advantage and remain appropriate
stewards of information that contains personal and private records. Any records and
information management requitements established by statute or regulation should
complement the competitive advantage that records and information management has
traditionally promised.

D ecuri B sitive to a Wide Variety of Facto

Americans demand security and privacy of their personally identifiable information. Identity
theft complaints continue to rise.” The establishment of new systems that allow easy access
and transference of personally identifiable data between parties should to be sensitive to
personal privacy and grant assurance to Americans that their data will not be misused or end
up in the wrong hands. ARMA believes that these systems must incorporate the best
practices of records and information management.

Of primary importance from a records and information management perspective is ensuring
the privacy and security of the information. Whatever information management systems are
in place must ensure protection of the records and information in these two critical areas.
Public sector agencies and private sector entities should not have access to personally
identfiable information unless the information is essential to the organization’s mission ot
business mandate. It is impottant that public and private sector entities identify what
information is actually mission critical, who within their organizations should have access to
the information, and then ensuring that the information cannot be accessed by unauthorized
parties.

Established records and information management policies that follow best practices
concerning retention, disposition, categorization, maintenance, or disposal may apply to

*The Federal Trade Commission reported over 400,000 complaints of identity theft logged into its ID Theft
Clearinghouse as of December 2003. See prepared statement of the Federal Trade Commission on Identity
Theft: Prevention and Victim Assistance, presented by Betsy Broder, Assistant Director, Division of
Planning and Information, Bureau of Consumer Protection, before the Subcommittee on Oversight and
Investigations of the House Committee on Energy and Commerce (December 15, 2003).
http.//www_ftc.gov/os/2003/12/03121 Sidthefttestimony.pdf. Concerns have aiso begun to emerge with
health care providers, financial institutions, and other users of consumer information sending personally
identifiable information overseas for processing. This practice, known as “information offshoring” is
becoming more and more common as organizations seek to curb costs by sending data to countries such as
India, Pakistan, and Bangladesh for processing. Unfortunately, these nations lack any statutory controls for
the protection personally identifiable information and it remains unclear whether existing U.S. laws, such
as HIPAA, apply.
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aggregated data just as they apply to records in other formats.' The requirements for
protecting records during their use cannot simply be “added on” at the end of a technology
implementation. Records and information management policies are integral to the
functioning of any regime which stores, retrieves and protects information, and therefore
must be considered duting each phase from design to final implementation and system
maintenance,

Why Records Retention and Destruction Policies are Important for Data Security

Information is among the most valuable commeodities of any organization. In the case of
organizations that possess, process, and use sensitive consumer information, this
information is a part of the organization’s strategic business model. As such, these
organizations have a significant responsibility to manage and maintain the integrity and
secutity of this information, including the implementation of appropriate safeguards against
unauthorized use and the proper disposal of the information.

ARMA notes that a significant tisk of identity theft occurs at a point when a given record
should be destroyed — and the best practices of records and information management and a
record’s retention schedule would require not only appropriate measures to ensure
destruction, but also the documentation of the destruction or final disposition action.

Within the context of managing the life cycle of any information, assuring that records and
information are destroyed appropriately — at the time and in the manner anticipated by the
organization’s retention and disposition program, and in compliance with any applicable law
or regulation — is as important and deserves the same level of attention and stewardship as
assuring that the information is propetly maintained — both for the use of an organization in
pursuit of its business purposes as well as for safeguarding the information from improper
use during the useful life of the information. The appropriate destruction of a record at the
end of its life cycle will assist with efforts to curb identity theft, such as the growing problem
of “dumpster diving.” The same best practices will safeguard the misapproptiation of
records stored in electronic format.

ARMA’s comments are informed by recognized practices of documenting the disposal of
information and records. ISO 15489-1 Clause 9.9, “Implementing disposition” provides in
part: “The following principles should govern the physical destruction of records —

1) Destruction should always be authorized.

2) Records pertaining to pending or actual litigation or investigation should
not be destroyed.

3) Records destruction should be carried out in a way that preserves the
confidentiality of any information they contain.

4) All copies of records that are authorized for destruction, including security
copies, preservation copies and backup copies, should be destroyed.”

* See “Managing Electronic Messages as Records (formerly: Guideline for Managing E-mail)”
(ANSIVARMA-9-200x).
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The Fair and Accurate Credit Transactions Act of 2003 (FACT Act), approved by this
Committee, contains a provision requiring the Federal Trade Commission and the various
banking regulators to develop a disposal rule for sensitive customer information. This rule
may provide a model for businesses in other industry sectors for the appropriate disposal of
personally identifiable information. In its comments to the disposal rules proposed by the
Commission and the various banking regulators, ARMA strongly recommended that an
orgnization’s safeguards include a formal, written records and information management
program, consistent with ISO 15489.

Safeguards and proper disposal are essential elements of an otganization’s information
retention and disposition program. ARMA believes that any safeguard regime for personally
identifiable information must include the formal endorsement by senior management of 2
written records and information management program. This would include the appropriate
investment in personnel, training and organization-wide communications. It would also
ensute that third party relationships endorse the same safeguards with approptiate means of
ensuring compliance. This employment of the human capital of an organization will be
essential to any safeguard regime. ARMA firmly believes that technology alone does not
represent the foundation of an effective safeguard regime.

ARMA recommends specific identification of records and information management in any
statutory or regulatory requiremnent for the establishment of safeguards for sensitive or
personally identifiable information. In this regards, the term “records and information
management program” means a written statement of policy and procedures put in place to
manage the life cycle of information that is endorsed by the chief executive officer of a
covered entity, communicated to all employees of the information broker and affiliates or
third parties with access to or with responsibilities of the management of covered
information, and is based on the best practices of records and information management as
informed by the standards developed by the American National Standards Institute with
ARMA International or the ISO standard 15489: Information and documentation —
Records management, promulgated by the International Organization for Standardization.

In today’s distributed work environments, a wide variety of individuals create records and
must therefore take responsibility to ensure those records are captured, identified and
preserved. It is no longer enough to train administrative staff and assume they will make
sure the records end up in the records management program. All members of management,
employees, contractors, volunteers and othet individuals share the responsibility for
capturing records so they can be properly managed throughout the length of their required
retention period.

Conclusion

ARMA International applauds the leadership of Chairman Oxley and Ranking Member
Frank for examining the data security issue. ARMA recommends to the Committee the best
practices of records and information management as an effective element for any data
security or safeguards initiatives or policies.

Respectfully submitted,
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Cheryl L. Pederson, CRM
President

ARMA International

13725 W. 109th St., Suite 101
Lenexa, KS 66215
800.422.2762/913.341.3808
Fax 913.341.3742
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*VISA, MasterCard, etc.

The above chart is a simplified representation of the typical precesses a transaction flow might involve
and the possible participants. Actual transactions may vary dependent on card type,
1SO/Merchant/Bank contract terms, origination source and type of transaction.
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Issuing Bank

Issuing Bank grants credit and
issues card to Customer.

Customer

Card may be presented in person,
by Internet, phone or other remote
means.

Merchant

Merchant sends card and purchase
data to Independent Servicing
Crganization (I50). Merchant must
have a tri-party agreement with
IS0 and the Sponsoring Bank to
access the Card Network.

Iso

ISO sends transaction to Credit
Card Network for approval.

Credit Card
Metwork {(VISA,
MasterCard, etc.)

Credit Card Network
approves/deciines the transaction,
and notifies the Issuing Bank. Or
the Credit Card Network forwards
the transaction to the Issuing Bank
for authorization.

Issuing Bank

Issuing Bank approves/declines
the transaction, and notifies the
Card Network. Issuing Bank retains
transaction information to send to
customer in the account statement.

The above chart is a simplified representation of the typical processes a transaction flow might
involve and the possible participants. Actual transactions may vary dependent on card type,
1SO/Merchant/Bank contract terms, origination source and type of transaction.




Credit Card
Network
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Once the transaction is
authorized, the Credit Card
Network sends the transaction to
the Sponsoring Bank.

Sponsoring Bank

Sponsoring Bank receives the
transaction. If it has a Merchant
reserve account for the Merchant
initiating the transaction,
Sponsoring Bank adjusts the
reserve account. Then, it
transmits the transaction to the
ISO.

IS0

IS0 notifies the Merchant
whether or not the transaction
was approved. ISC retains the
information for settlement with
the bank during periodic batch
process.

Merchant

Merchant then delivers the goods
or services to the customer.
Process takes up to 10 seconds.

The above chart is a simplified representation of the typical processes a fransaction flow might
involve and the possible participants. Actual transactions may vary dependent on card type,
1SO/Merchant/Bank contract terms, origination source and type of transaction.
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