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SWINDLING SMALL BUSINESSES:
TONER-PHONER SCHEMES AND OTHER
OFFICE SUPPLY SCAMS

TUESDAY, MARCH 28, 2000

UNITED STATES SENATE,
COMMITTEE ON SMALL BUSINESS,
Washington, D.C.

The Committee met, pursuant to notice, at 9:43 a.m., in room
SD-562, Russell Senate Office Building, the Honorable Christopher
S. Bond (Chairman of the Committee) presiding.

Present: Senator Bond.

OPENING STATEMENT OF THE HONORABLE CHRISTOPHER S.
BOND, CHAIRMAN, SENATE COMMITTEE ON SMALL BUSI-
NESS, AND A UNITED STATES SENATOR FROM MISSOURI

Chairman BOND. Good morning. The hearing will come to order.
Unfortunately, my colleague and Ranking Member, Senator Kerry,
has a Commerce Committee hearing in which he is deeply involved,
so he will not be able to join us.

Last fall this Committee commenced a series of hearings on de-
ceptive or unfair trade practices that are particularly harmful to
the small business community. Our first hearing focused on slot-
ting fees, a method that large companies use to preclude competi-
tion from small businesses getting onto supermarket shelves. The
Committee then followed up with a hearing on unscrupulous web
site creators cramming unauthorized charges onto the telephone
bills of unsuspecting small businesses.

Today’s hearing is the third in this series. This morning we will
address another scam targeting small businesses; the fraudulent
telemarketing of office suppliers, particularly copier and printer
toner. While the fraudulent telemarketing of toner cartridges may
at first glance seem to be “no big deal,” I am here to tell you that
it is actually an extraordinarily widespread problem, and to be this
high on our agenda it has to be. The Committee has received esti-
mates that this type of fraud victimizes businesses up to $250 mil-
lion per year.

The toner cartridge in my hand is the tool scam artists use to
ensnare small businesses. This is what is being sold, and these car-
tridges are usually of very inferior quality and are sold at very in-
flated prices.

The FTC has several ongoing investigations of companies that
deceptively cold-call businesses to sell toner cartridges. According
to the FTC, the offers are rife with fraudulent statements and mis-
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representations. The bottom line on these types of scams is that
small businesses and non-profit entities are shipped low-quality of-
fice supplies that they did not order at grossly inflated prices,
sometimes up to 20 times conventional prices.

Our witnesses today will testify about the many different meth-
ods these scam artists use to persuade small businesses to accept
shipments of vastly overpriced toners. In many cases, the tele-
marketers will expressly or implicitly represent that they are asso-
ciated with the business’ regular supplier of photocopier toner or
the photocopier manufacturer. The telemarketers may also rep-
resent that they are calling to confirm an order placed by an em-
ployee’s predecessor when no order had been previously placed.

In addition, the companies may call a business to receive the
name of an employee and then ship unordered merchandise and an
invoice containing that particular employee’s name. It is not un-
common for telemarketers to send a free gift to employees with
whom they have spoken so that the employees feel obligated to pay
the invoice they receive.

One of the most common practices is for telemarketers falsely to
claim that prices have or are about to increase, but as a courtesy—
what a courtesy—an order has been reserved for the business at
the “regular” price. It would be more appropriate to state that the
prices are highly “irregular.” As some of our witnesses will testify
today, the prices of the toner cartridges sold by telemarketers are
substantially higher than prices for similar products available from
reputable suppliers.

Once the telemarketer has scammed a business into agreeing to
accept the delivery of the toner, it may use several other methods
to coerce businesses into paying. Typically, invoices are sent a week
following the unordered merchandise as the inflated price is not as
obvious after the merchandise has been stocked and there is a rea-
sonable chance that it has already been used.

Moreover, the fraudulent telemarketers usually spend significant
time and energy on collection efforts including, drafting invoices
containing unenforceable contract terms to coerce businesses into
paying; stamping “Past Due” on first-time invoices; resorting to
bogus or real collection agencies; threatening legal action; negoti-
ating lower prices; or claiming that if the items are to be returned,
the company will be charged a “restocking fee.”

Finally, if the telemarketer finds a business that is willing to pay
for the overpriced toner, a telemarketer will “reload” and send
unordered merchandise and invoices as long as the business con-
tinues to pay.

While the FTC and certain States’ attorneys general have been
active in prosecuting businesses engaged in deceptive office supply
sales, they have limited resources. To be successful in putting these
scam artists out of business it is imperative that the Federal Gov-
ernment act as an information clearinghouse. We must ensure that
small businesses and small not-for-profits are aware of the scams,
and inform them how they can protect themselves. That is why we
are holding the hearing today.

We do not need to change existing law to provide the authority
to Federal law enforcement agencies to prosecute fraudulent tele-
marketers. The FTC already has the authority to seek civil pen-
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alties. The Department of Justice has the authority to prosecute
criminally bad actors. The FBI and the Postal Inspection Service
also have the authority to investigate the fraudulent sale of office
supplies.

The FTC has been particularly active in bringing enforcement ac-
tions in this type of fraud, and their efforts are ones we commend.
Nevertheless, it appears that even companies that are successfully
prosecuted often simply change their business name and continue
the same fraudulent activities. The Committee is interested in
hearing about what the FTC and other agencies are doing to de-
crease recidivism, and what Congress can do to assist in their ef-
forts. My personal view is that that might begin to border on the
criminal responsibility side.

Additionally, the Committee has learned that many States’ attor-
neys general may not have appropriate statutory authority to seek
civil penalties. While most States have “Little FTC Acts,” which
prohibit deceptive business practices, some of these acts may not
apply to sales of business to business. Accordingly, we intend to
work with States through their legislatures, Governors, and attor-
neys general to suggest to them that this business-to-business scam
merits their attention as well.

The FTC has been extremely helpful in providing the Committee
with background information on this problem and their enforce-
ment actions. I am especially grateful for the extraordinary effort
of FTC Chairman Robert Pitofsky, and FTC staff members Elaine
Kolish, James Reilly Dolan, Elena Paoli, and Matthew Downs.

[An attachment to the statement of Senator Bond follows:]
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Kit’s 10 Tips to Avoid Office-Supply Fraud

1.

10.

Be suspicious of telemarketers’ claims if they are not your
regular supplier.

Don't give out information about your office equipment.

Be wary of price-increase warnings on toner and office
supplies.

Understand the terms of the offer and get them in writing.

Don'tbuy from telemarketers who won't give you their name,
address, and phone number.

Use caution in giving your credit card or bank account
information to an unknown telemarketer.

Ifyou receive merchandise you didn't order, you may keep it
as a gift.

Keep careful records on all purchases from a telemarketer.

If you suspect a telemarketer, contact your local Better
Business Bureau, your state attorney general, the Federal
Trade Commission (FTC)—1-800-FTC-HELP, or your local
consumer protection agency.

If you are harassed by a telemarketer, promptly notify your
local Better Business Bureau, your state attorney general,
local law enforcement authority, the FTC, or your nearest
FBI field office.
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Chairman BoOND. We are fortunate to have four panels this
morning. Our first panel consists of representatives of two small
businesses, and a non-profit organization that were targeted by
fraudulent telemarketers. Our second panel is an ex-employee of a
telemarketing company who will give us a look inside as to how
these operations work. The third panel consists of a representative
of the ISC, and a reputable small office supply firm. Finally, a
fourth panel, a representative of the FTC who will give us the re-
sults of its recent enforcement actions and a new grass roots edu-
cation initiative. We look forward to hearing from and working
with each of our witnesses.

Accordingly, to begin the hearing I would like to call as the first
panel Ms. Joan Bailey, administrative assistant, Brownstone Real
Estate Company, Hershey, Pennsylvania; Mrs. Linda Easton-Saun-
ders, data base and LAN administrator, Prospect Associates, Silver
Spring, Maryland; and Mr. George Everding, communications coor-
dinator, Feed My People, St. Louis, Missouri.

As you come forward I am going to submit for the record a state-
ment from Senator Coverdell.

[The prepared statement of Senator Coverdell is in the APPEN-
DIX:]

Chairman BOND. I also submit for the record a statement from
the Xerox Corporation in Rochester, New York; and a statement
from the Postal Inspection Service in Washington, D.C.

[The statements are in the COMMENTS FOR THE RECORD:]

Chairman BoOND. Good morning and welcome. Ms. Bailey, would
you care to begin?

STATEMENT OF JOAN BAILEY, ADMINISTRATIVE ASSISTANT,
BROWNSTONE REAL ESTATE COMPANY, HERSHEY,
PENNSYLVANIA

Ms. BAILEY. Thank you. First off, I want to introduce our firm.
I am with Brownstone Real Estate Company, an independent real
estate brokerage firm in Hershey, Pennsylvania. We have been in
business since 1971. I joined the firm in 1995 and have acted as
the administrative assistant since 1998. My responsibility include
ordering and monitoring inventory of office forms, supplies, and
items for computers, fax machines, and our copiers.

At this time I would like to explain my recent experience with
a distribution company that solicited us for business. On July 7,
1999 I received a phone call. As per standard practice I identified
myself and asked the caller how I could be of assistance. A female
responded, “Hi, Joan, I am calling about your Lanier copier. What
is the serial number on your copier?”

My initial response was, “Why do you need that?”

I was told there was a pending price increase on toner and the
caller wanted to get me under the old pricing of $549. I asked how
much of a price increase and was quoted a ridiculously high
amount like $800—a very drastic difference.

I told the caller I would have to verify this offer with our ac-
countant and asked her to please hold. I explained this offer, as I
understood it, to our accountant—toner prices were about to in-
crease for our Lanier copier, but if we acted immediately we could
still get the old pricing. The accountant and I compared the offer
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with our most recent purchase of similar toner which we purchased
on May 18, 1999. At that time we had paid $695 for one case of
four toner bottles. So this was a natural assumption on my part
that this was a case. We were not in dire need of toner at the time,
but given the price, both my accountant and I felt that it would be
beneficial to make this purchase at this time.

When I returned to the person who was on hold, who I believed
to be a Lanier representative, I informed her we would take advan-
tage of the offer. I, of course, gave her my name and complete mail-
ing address.

I did not give another thought to this purchase until the next
day, July 8, when a gentleman called identifying himself as “Bill.”
He told me he was calling to verify my toner purchase, which I did
confirm. Again, I did not think anything of this out of the ordinary
because Bill is the name of our copier repairman with Lanier. Coin-
cidence? I do not know. I do remember thinking it a bit odd that
Bill was calling in reference to a toner order, but maybe Bill made
a job change. I do not know.

A week later, about July 19, I received another call from La-
nier—this one from our representative, Brooks Bracken, who I had
spoken with many times. She wanted to know if we needed any-
thing in the way of supplies, particularly toner. I asked, “How
many times is Lanier going to call wanting to know if we need
toner? How many copies do you think we make in a week?”

She informed me this was her first call she had made in this cur-
rent quarter, and furthermore, she was the only one to contact me
for an order. My first red flag went up.

She immediately wanted to know who had called and how they
represented themselves. I repeated the chain of events ending with
how I purchased the toner. This was when I first heard the term
“Paper Pirates.” I was furious, embarrassed to think I was swin-
dled by this fast-talking rep, but our only consolation at this time
was the fact that we had not yet received it and we were not out
of any money. Now my true Lanier representative faxed me com-
pleted details educating me on what I had just fallen victim to.
With her help and per enclosed instructions I began to prepare for
when this toner finally arrived.

That was on or about July 20, 1999. I was shocked to find the
box contained only one bottle of toner, not the case of four I had
expected. The enclosed packing slip was not from Lanier, but rath-
er Global Distribution Center located in Marina Del Rey, Cali-
fornia.

Chairman BOND. This is what you received?

Ms. BAILEY. Right. An invoice was not included. I have since
learned that is part of the scam—hoping that you would open the
package, use it, and then, of course, feel obligated to pay. Thanks
to Lanier that was not going to happen. I made a copy of the toner
label and the packing slip; packed the toner back up and waited
for the invoice to arrive.

On or about August 2, 1999, 13 days later, the invoice arrived
separately. I was appalled at the charge of $549 for this single bot-
tle of toner. In addition there were $60.40 in shipping charges that
were never disclosed in our original conversation. August 5, per
Lanier’s instructions, I sent a brief but direct letter to Global Dis-
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tribution Center. Basically stating, “You misrepresented the sale.”
Get your things within 30 days or we are going to get rid of it. “We
do not want it.” But I did forget in my haste to send it certified.

On that same day I sent a copy of this letter, all the pertinent
information: packing slip, invoice, and toner label, to the names
and organizations on the list I received from Lanier which was part
of this. So to get rid of this I just made a file, “Information” and
filed it.

August 9 we received an invoice for $609.40. I told the account-
ant, forget it, we are not paying it. Disregard it. August 12 our ac-
countant received a call from Kelly Glen of Global Distribution
Center regarding payment of this toner. Our accountant informed
her we sent her a letter and we had no intention of paying it. Ms.
Glen claimed Global had not received it. We asked for the fax num-
ber and said we would gladly fax that letter over, at which time
she informed me according to terms and conditions we had 15 days.
We were past that 15 days. We told her basically, end of discus-
sion. The toner is here. You come get it. We are not paying for it,
and we are not paying anything else.

When she received this fax Kelly Glen responded with a letter
dated August 12 very different to the events that occurred, basi-
cally outlining they were up front, they always identify themselves,
they made it clear how many it was. Not the case. August 16, a
United Parcel service tag was issued and the toner was finally
picked up. On that same day however we did receive another in-
voice for $609.40 and we figured it just crossed in the mail. August
26, we received a final invoice stamped past due. We responded on
August 27, by remailing everything we had sent, a copy of our let-
ter, Kelly Glen’s letter, and again stating we are not paying this.
We are done.

Basically we thought that was the end, and as far as that com-
pany, it was. But it was not the end of the calls from the toner-
phoners. To this day I receive many calls. Again they do not iden-
tify themselves or they will just give a first name, but do not give
a company name. They use similar lines, we want to call about
your copier, do you have that number? And all we have to basically
say is, “Don’t you have it? You would if you were my representa-
tive.” What I have learned is, it is very easy to really get rid of
them. You ask what their name is, they hang up. “Who are you
with?” They hang up.

So I feel lucky that Lanier educated us, and that we were not
taken by this. There are similar incidents that have happened, not
just toner-phoner. In conclusion, I would like to express my need
for the continued investigation, not only of the toner-phoner and of-
fice supply scams but all who are constantly trying to swindle
small businesses. This heightened distrust of business relationships
has a severe impact on the workplace environment. Basically, can
we not trust anyone?

Thank you.

[The prepared statement and attachment of Ms. Bailey follow:]
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Testimony of Ms Joan Bailey, Administrative Assistant
Brownstone Real Estate Company, 1106 Cocoa Avenue, Hershey, PA 17033
Presented before The United States Senate Committee on Small Business

Hearing entitled
“Swindling Small Businesses: Toner-Phoner Schemes and Other Office Supply Scams.”
March 28, 2000

Mr. Chairmen and Members of the United States Senate Committee on Small Business, thank
you for allowing me to testify at your hearing, “Swindling Small Businesses: Toner-Phoner
Schemes and Other Office Supply Scams.”

Let me introduce you to my firm: Brownstone Real Estate Company is an independently owned
real estate brokerage firm, which has provided service to Central Pennsylvania since 1971. I
joined Brownstone in 1995, and have acted as the Administrative Assistant since 1998. My
responsibilities include ordering and monitoring inventory of office forms, supplies, and items
for computers, fax machines and copiers.

At this time I’d like to explain my recent experience with a distribution company that solicited us
for business.

On July 7, 1999 I received a phone call. As per standard practice, I identified myself and asked
the caller how I could be of assistance. A female responded: “Hi Joan, I’'m calling about your
Lanier copier. What is the serial number on your copier?”

My initial response was, “Why do you need that?”

I was told there was a pending price increase on toner and the caller wanted to get me under the
old pricing of $549.00.

1 asked how much of a price increase and was quoted a ridiculously high amount like $800.00—a
drastic difference.

1 told the caller I would have to verify the offer with our accountant and asked her to hold. Ithen
explained the offer as I understood it to our accountant—toner prices were about to increase for
our Lanier copier, but if we acted immediately we could still get the old pricing. The accountant
and 1 compared the offer with our most recent purchase of similar toner on May 18, 1999. At
that time, we had paid $695.00 for one case of four toner bottles. In my industry, when we refer
to “one toner” it means one case of four toner bottles. This was a natural assumption on my part.
We were not in dire need of toner at the time, but given the price, both my accountant and I
agreed it would beneficial to make the purchase. When I returned to the person whom I believed
to be a Lanier representative, I informed her we would take advantage of the offer. I gave my
name and complete mailing address.
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1 didn’t give the purchase another thought until the next day, July 8, 1999 when a gentlernan
called, identifying himself as “Bill.” He told me he was calling to verify my toner purchase,
which I then confirmed. Again, T didn’t think anything out of the ordinary, because “Bill” is the
name of our copier repair wan. Coincidence? I don’t know. 1dp remember thinking it 2 bit odd
that Bill was calling in reference to a toner order, Hey, maybe he wanted a change.

A week later on July 19, 1999, I received another phone call from Lanier—this one from our
usual representative, Brooks Bracken. She wanted to know if we nesded anything in the way of
supplies, particularly toner. 1 asked: “How many times Is Lanier going to call wanting to know if
we need toner? How many copies do you think we make in a week?”

She informed me this was the first call she’d made in the current quarter, and furthermore, she
was the only one who would contact me for an order.

Uh Oh! Red Flag!! . She immediately wanted to know who had called and how they’d presented
themselves. I repeated the chain of events as they occurred, ending with how I had placed an
order for toner. This was when I first heard the term “Paper Pirates.” I was furious and
embarrassed to think I had been swindled by fast talking reps—my only consolation the fact that
we still had not-received the toner and thus were not out the mongy. My true Lanier
representative then faxed me complete details educating me on what I"d just fallen victim to.
With her help and per inclosed instructions, ] began preparing for when the toner finally did
arrive.

That was on or about July 20, 1999, T was shocked to find the box contained only one bottle of

" toner, not the case of four I had expected. The enclosed packing slip was not from Lanier, but
rather a “Global Distribution Center,” located in Marina Del Rey, California. An invoice had not
been included. - T've since learned this is part of the scam, counting on the fact I would open and
use the toner and feel obligated to pay for it. Thanks to Lanier, that wasn’t going to happen. 1
made a copy of the toner label and packing slip; packed the toner back up and waited for the
invoice to arrive.

On or sbout August 2, 1999, thirteen days later, the invoice arrived separately. 1was appalled at
the charge of $549.00 for a single bottle of toner. In addition there were $60.40 shipping charges
which were never disclosed inmy original conversation.

August 5, 1999—per Lanier’s instructions, [ sent a brief but direct letter to Global Distribution
Center. In my haste to put this to an end, however, I neglected to send it certified mail.

Also on August 5* I'sent a copy of this same letter along with copies of pertinent information;
packing slip, invoice, and toner label, to the names and organizations on the list I received from
Lanier.

Eager to put all of this behind me, I compiled my information and filed it.

On August 9, 1999, our office accountant received an invoice from Global Distribution Center
for $609.40. 1told her to disregard it.
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On August 12, 1999, our accountant received a phone call from Kelly Glen, of Global
Distribution Center regarding payment for our toner purchase. Our accountant informed her of
the letter that had been sent, and made it clear we had no intention of paying the invoice. Ms.
Glen claimed Global had received no such letter. Our accountant acquired her fax number and
faxed the letter.

Upon receiving this fax, Keﬁy Glen responded immediately with a letter dated August 12, 1999,
explaining their side of the story. Very different to the actual events as they occurred.

August 16, 1999—a United Parcel Service call tag was issued and the toner was finally picked
up.

Also on August 16, 1999 we received yet another invoice——on the same day an UPS call tag was
issued. Cormnmonly referred to as “crossed in the mail.”

August 26, 1999—we received one final invoice stamped PAST DUE. We responded on August
27, 1999 by re-mailing a copy of my original letter of dissatisfaction, plus a copy of Kelly Glen’s
letter of misunderstanding. That was finally the end of our involvement with Global Distribution
Center.

Sadly, it was not the end of phone calls from “Toner-Phoners.” To this day I still receive calls
from péople who do not identify themselves or their company. Some use the same line as my
first encounter; some are more inventive. All in all it’s not hard to pick them out, now that I
know what oo look for. It doesn™t take much effort to determine whether or not they’re
legitimate. When 1 ask for a name or the name of the company they represent, they hang up.
‘When they want the serial number for my Lanier copier, I now reply: “If you were my
representative, you would have that already,” at which point they hang up.

I traly felt this entire experience had made me conscious of scams. I believed I was educated to
the point I would not become a victim again. I honestly thought I could pick a scam out a mile
away. Yet I now realize that isn’t the case. One of my additional responsibilities at Brownstone
is advertising. While in the process of preparing my testimony for this hearing, I received a call
regarding advertising placement-—a routine call in the course of my day. The caller identified
herself by name and informed me her publication ran a special feature once a year for local
professionals and businesses. This year they wanted to showcase Brownstone Real Estate. The
ad was to appear in a local paper and would feature Brownstone exclusively. The caller even
read a sample of what she’d place in the ad, to which I contributed pertinent facts, embellishing
it further. 1 was very impressed.

AsIneeded to submit the ad to my Manager for final approval, I asked the caller to fax me a
sample copy. She agreed. Along with the copy she faxed, was a statement reflecting the cost of
$249.50 for 2“3 X 5" column ad. That part was never disclosed over the phone. Again, in
advertising, when a paper offers to run a “feature ad,” that customarily means “no charge.” The
caller did contact me again the following day, but because the paper was not within our main
market area., my Manager declined. I thanked the caller for her interest.
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1 never thought anything about the call until the editor of the same publication phoned about
another ad I was preparing. Iasked him about the feature ad, wanting to vesify that typically it's
free of charge. When he confirmed it was, I told him about the offer. He then explained how
anyone can purchase a full page in the newspaper, but the publication can’t dictate the
advertising copy. Thus a purchaser can turn around, phone local businesses, imply the paper
endorses the ad space, then resell it at a much higher cost than originally paid. That same “3 X
5" eolumn ad would normally only cost $60.00 if purchased directly from the publication. I
couldn’t believe it—yet another scam!

In conclusion, I would like to express the need for continued investigation—not only of “toner-
phoner and office supply scams,” but all who are constantly trying to swindle small businesses.
This heightened distrust of business relationships has a severe impact on the workplace
environment. Can’t we trust anyone?
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- GLOBAL DISTRIBUTION CENTER .
@ 333 W, Washington Bivd. - Sulte 126 InVche
ina Del Rey, CA 90292 :
r:;:: (370) 38-1362 cr9 (800) 639-5188 Number: 303066

Fax  (310) 448-1364 or (800) 639-9188 Date:  July 08, 1999

Bill To: Ship To:

Brownstone Real Estate ! Brownstone Real Estale
Altn: Accounts Payable EAﬂn: Joan Bailey

1106 Cocoa Ave | 1106 Cocoa Ave
Hershey, PA 17033 iHershey, PA 17033

i

PO Number Terms Customer # Phone Ordered By

Ship

VBL Net 30 303085 717-533-6222 Joan Bailey UPS 7/8/99

Item # Description - Quantity Price Each | - Tax

Amount

3ME755T Lanier 6755 Toner 1.00 549.00
z0000  [S&H 0.00!

543.00
80,40

Sub-Total
State Tax 8.25% on 0.00
Total

FEDERAL TAX 1D# 774488874
“Thark you for yout order from Global Distribution Center which Is unaffifiated with mg other suppller,

A istributor or any seller, lossor, or sarvicer of equipment. Prices may be
unrdiated to any prics or otherwiss aveilable, No retums after fifteen (15) days. Al returns
must have gﬂm 3 (“5%%_86&0“‘ rostock on ali retums. No cash .

FOR YOLL FREE CUSTOMER SERVICE OR TG RE.ORDER, PHONE 1-800-550-9660 ~ 7:Q0AM - 2:00PM PST,

$609.40
0.00°
P
$608.40°

¢ -30 days 31 - 60 days 61 -90 days > 80 days

Total

$608.40 $6.00 - $0.00 $0.00

$809.40

Y
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TERMS AND CONDITIONS

SOLE AGREEMENT
This invoice constitutes the entire agreement between the parties named hereto, and may be changed or
amended only by a written document by both parties hereby. Each party acknowledges that such party has
no repr i warranties, conditions or provisions which are not expressly set forth in this invoice.

APPLICABLE LAW

This invoice, and all matters relating to the performance hereof regarding the purchase of merchandise,
shall be governed by the laws of the State of California. This invoice is entered into and is effective in the
County of Los Angeles, State of California. The parties hereto -expressly submit to the jurisdiction of the
courts located in the County of Los Angeles, State of California, for the purpese of resolving any disputes
that may arise pertaining to your purchase of merchandise. The parties hereto agree that any litigation
concerning any rights or duties regarding this invoice, and all matiers relating to the performance hereof
and to the purchase of merchandise, shall be filed and heard in the courts of the County of Los Angeles,
State of California.

PRODUCT WARRANTY

All merchandise is guaranteed to be free from material defects at the time of delivery of such merchandise
to your location. Any merchandise that is defective at time of defivery will be replaced at no charge if
within 60 days from the date the merchandise was received at your location: (a) Global Distribution
Center receives notification of such defect; and (b) the merchandise is returned to Global Distribution
Center within such 60 day period. RIGHT TO CANCEL — You may cancel this order for any reason
whatsoever within three (3) business days from your receipt of this order. You may call Global
Distribution’ Center at the telephone numbers indicated on the front side of this invoice to make
arrangements for the retum of the merchandise. You will not be obligated for any shipping charges,
restocking charges, or any other charges. Time for cancellation will be extended for good reason.

RETURN OF MERCHANDISE
Any merchandise can be returned to Global Distribution Center within 15 days. All Returns must have
prior authorization. Fifteen percent {15%) Re — Stocking fee may be charged to you for return of
merchandise. No cash refunds.

SHIPPING & HANDLING CHARGES
Charges indicated on the front side of this invoice for Shipping and Handling are determined solely by
Globat Distribution Center. Shipping and Handling charges include the common carrier cost of shipping
the merchandise to your location plus the cost of handling, packaging, repackaging, and related services
provided by Globat Distribution Center. Shipping and Handling charges may be higher than yoy have
paid or are available elsewhere.

MERCHANDISE CHARGES & PACKAGING
Charges indicated on the front side of this invoice for merchandise are determined solely by Global
Distribution Center. Merchandise charges may be higher than you have paid or are available elsewhere.
Global Distribution Center does not make any claim about the prices stated in comparison with prices
elsewhere. Units per carton may be different from units per carton available elsewhere.

ATTORNEY'S FEES
In the event of a dispute between the parties hereto regarding the terms, conditions, or obligations of this
invoice; or any matters relating to the performance hereof; or the purchase of the merchandise, the
prevailing party to such dispute shall be entitled to recover the attommey’s fees, court costs, disburserjents
and all other costs of coliection incurred in ion therewith.

DISCLAIMER: Global Distribution Center is an independent supplier of office supply products, and is
not affiliated with any other company. Global Distribution Center is not the manufacturer or seller of
your equipment. Prices may be unrelated to any price previously paid or otherwise available.
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Chairman BoOND. Thank you very much, Ms. Bailey. Thank you
for going through the steps with us and outlining how your real
supplier was very helpful. We congratulate you on standing up to
them.

Ms. Linda Easton-Saunders.

STATEMENT OF LINDA EASTON-SAUNDERS, DATABASE/LAN
ADMINISTRATOR, PROSPECT ASSOCIATES, SILVER SPRING,
MARYLAND

Ms. EASTON-SAUNDERS. Good morning. I am Linda Easton-
Saunders and I have been employed with Prospect Associates for
the past 5 years. I am the data base/LAN administrator in the In-
formation Technology department. As part of my job I cost and pur-
chase computer and printer hardware, software, and supplies for
the company.

On approximately October 3, 1997, I received a telephone call
from a female from WorldTech Computers selling toner cartridges.
I recall that the female was very rude after I told her that we did
not buy toner from phone calls. She said, “What kind of manager
are you? Don’t you want to save your company money?” I again
told her that we were not interested.

A day or so later I was paged while I was in a meeting to answer
a phone call from a man from the same company. I told him that
I was in a meeting and that we only buy authentic HP toner, not
remanufactured. A man identifying himself as Sam Million, office
manager, called back later. I told him that we only buy HP and
that 1 did not appreciate his salespeople and their attitudes. He
s}allid that he did not train their people that way and would talk to
them.

He then said they were working with HP on a pilot program with
a new type of toner which would produce more copies since it had
300 grams instead of 100 grams. Also the drum was longer lasting
and he was willing to invite us to try it saying, “How can we sell
it if you do not try it?” He said that if we did not like it after trying
it we could send it back and owe nothing. He also offered to send
a promotional gift, a clock radio, along with the toner, that I could
keep whether we kept the toner or not. I then said, go ahead, just
to get rid of him.

Not being sure that this was an HP promotion I went on the
Internet to the HP site to see if I could find out anything about this
new pilot program. Finding nothing on this, I called HP to ask
them about it and was told that this was not an HP program.

HP put me in contact with Thomas G. Byrne, an investigator
with M. Morgan Cherry & Associates, who told me to accept the
toner cartridge and call him when it arrived. I received the
Laserjet 5Si MX toner cartridge on October 16, 1997, via UPS and
called Mr. Byrne. I recall meeting Mr. Byrne and talking to him
about my experience and at some point giving him the toner, but
I do not have the dates when this occurred documented.

I was sent a fax on October 20, which gave me the e-mail ad-
dress and fax information for Toni Berria, HP’s supplies operations
person. On October 21, I sent an e-mail to Toni advising her that
I had received the invoice from WorldTech for $297.50. This price
was double the price that I normally pay for the same toner. I men-
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tioned in the e-mail that there were a couple of sentences on the
back of the invoice that I could raise an objection with. One of
them is the SOLE AGREEMENT which is on the terms and condi-
tions up here on the exhibit.

I also told Ms. Berria that WorldTech had represented the toner
as being HP toner and not remanufactured toner and on the front
of the invoice it said, “LASERJET means high remanufactured
quality.” I felt that this was something that I could object to as I
did not agree that the invoice supersedes anything told to me over
the phone.

On October 27, I called and talked to Paul Derek who claimed
to be the general manager of WorldTech. I informed him that I was
not happy and wanted to talk to Sam Million, office manager, to
tell him that he had misrepresented their product. Mr. Derek in-
formed me that he was Mr. Million’s boss. I let him know that Mr.
Million had told me their product was HP toner and it was not re-
manufactured, as I had informed Mr. Million that we only buy HP
toner and do not purchase remanufactured toner.

I also informed him that Mr. Million had stated that WorldTech
was selling these toners under a pilot program approved by HP.
Mr. Derek appeared to be upset stating that Mr. Million cannot do
this as it is illegal. He went on to state that he was going to rep-
rimand Mr. Million today and Mr. Million would be suspended.

I asked Mr. Derek to explain further about the toner. He said
that the parts are remanufactured, the drum has been recoated
and is stronger than HP’s, which makes it last longer. They put
300 grams of microfine toner, approved by HP, in their cartridges
instead of the 150 grams which is put in HP’s cartridges. Com-
paring apples to apples, HP toner will render 11,000 to 12,000 cop-
ies while their toner will render around 30,000.

He stated that they have been in business for over 20 years and
HP approves their product. He even told me to check with HP. He
asked that I try the product and offered to lower the price to $240
including shipping and handling. He also stated that if I liked the
product he would keep the $240 for future orders.

On October 30, 1997, M. Morgan Cherry & Associates sent Pros-
pect a check for $240 to cover the cost of the toner cartridge that
was received. Prospect in turn cut a check to WorldTech Computers
to pay for the toner.

On November 18, 1997, I received a call from WorldTech. The
man on the other end said he was my toner representative. He
mentioned receiving our check and something about closing out the
account, which confused me. He then said that WorldTech was
going to send me five cartridges because they have a minimum
order and that the one we received was only a trial. This statement
angered me and I said, “NO, we do not want any more cartridges.”
He restated that they have a minimum order. In my anger, I was
extremely rude and said some bad words and said that I did not
care about his minimum order. I do not want any more cartridges.
Take us off of your list. Do not call me any more. He was taken
aback and then hung up.

I did not hear from WorldTech again until about a year ago. The
person said she was from WorldTech and she wanted to know what
type of printer we had. The name rang a bell and I immediately
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said that I had dealings with them before and that I did not want
to buy any toner from them. The person hung up.

I receive many phone calls from people trying to sell toner car-
tridges. Most of them use similar tactics as WorldTech’s. Some are
quite creative and change how they approach their caller. Some
will talk as if they are a long-standing supplier, when in fact you
have never heard of them. Many will start out saying they had a
gift they want to send and ask which one you would prefer, like
the computer cleaning supply vendor that said she had a sports cap
and which team did I want on it. When I told her I have never
done business with her company before and did not plan to, all of
a sudden the niceness went away. She was no longer my long lost
buddy, and hung up.

I have learned to tell these people that we have a contract with
a vendor already and do not wish to purchase any from them. Un-
fortunately, not all small businesses are aware of the scams out
there and get caught by these companies. They are cunning and
continually changing their tactics to catch the consumer unaware.

These companies have been doing this for over 30 years that I
can recall going back to when I was an office manager at a small
plastics plant back in Michigan. I do not know what you can do to
stop these people but I hope you will continue to look into this
problem and come up with a solution.

Once again, thank you for the opportunity to testify before your
committee today.

[The prepared statement and attachment of Ms. Easton-Saun-
ders follow:]
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Testimony of Mrs. Linda Easton-Saunders, Database/LAN Administrator
Prespect Associates, Silver Spring, Marylaod 20901
Presented before The United States Senate Committee on Small Business

Hearing entitled
"'Swindling Small Businesses: Toner-Phoner Schemes and Other Office Supply Seams.”
March 28, 2000

Mt. Chairmen and Members of the United States Senate Committee on Small Business,
thank you for allowing me to testify at your hearing, "Swindling Small Businesses: Toner-Phoner
Schemes and Other Office Supply Scams.”

Prospect is a'health sciences research and communications firra with approximately 120
employees. We'provide both communications and scientific support to help clients combat and
solve foremost health problems in areas such as communicable diseases; family
planning/population/ maternal and child heﬁlth; cancer; heart, lung, and blood discases; diabetes
and other chronic diseases; mental disorders; women's health; and the health of the aging
population. We are currently located in Silver Spring, Marvland.

I have been smployed with Prospect Associates for the past five years and am the
Database/LAN Administrator in the Information Technology department. As part of my job [
cost and purchase computer and printer hardware, software, and supplies for the company.

On approximately October 3, 1997, I received a telephone call from a female from
WorldTech Computers selling toner cartridges. I recall that the female was very rude after I told
her that we did not buy toner from phone calls. She said, "What kind of manager are you? Don't
you want 1o save your company money?" I again told her that we did not want to order any
toner,

A day or so later I was paged while in 2 meeting to answer a phone call from 2 man from
the same company. [ told him that I was in a meeting and that we only buy authentic HP toner,
not remanufactured. A man identifying himself as Sam Million, Office Manager, cailed back
fater that day. T hold him that we only buy HP and that I did not appreciated his sales people. He
said they did not train their people that way and would "talk to our people.” He then said they
were working with HP on a pilot program with a new type toner which would produce more
copies since it had 300 grams instead of 100 grams. Also, the drum was longer lasting and he
was willing to invite us to fry it, saying "how can we sell it if you don't try it?" He said that if we
didn't like it after trying it, we could send it back and owe nothing. He also offered to send a
promotional gift, a clock radio, along with the foner that I could keep whether we kept the toner
or niot. 1 then said go ahead, just to get rid of him.

Not being sure that this was an HP promotion, I went on the Internet to the HP site to see
if I could find out anything about this new pilot program. Finding nothing on this, I called HP to
ask them about it and was told that this was not an HP program.
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HP put me in contact with Thomas G. Byme, Investigator with M. Morgan Cherry &
Associates. Ltd., who told me to accept the toner cartridge and call him when it arrived. 1
received the Laserjet 581 MX toner cartridge on October 16, 1997 via UPS and called Mr. Byrne.
1 recall meeting Mr. Byme and talking to him about my experience, and at some point giving him
the toner, but I do not have the dates when this occurred documented. I was sent a fax on
Octeber 20, 1997, which gave me the e-mail address and fax information for Toni Berria, HP's
LaserJet Supplies Operations person.

On QOctober 21, 1997 1 sent an e-mail to Toni Berria advising her that I had received the
invoice from WorldTech for $297.50. This price was double the price I would normally pay for
the same type toner. As I had promised to turn over the toner cartridge to Ms. Beiria, I was
unsure if I should try to get the price lowered, as I was concerned that they might tell me to
return the cartridge. I mentioned in the e-mail that there were a couple of sentences on the back
of the invoice that I'could raise an objection with:

"Each party acknowledges that such party has made no representation, warranties,
conditions or provisions which are not expressly set forth in this invoice. You acknowledge that
any representations made by the Company with respect to the purchase of the merchandise are
superseded by this invoice and that this invoice constitutes the sole understanding as to the terms
and conditions of the purchase of the merchandise.”

I also told Ms. Berria that WorldTech had represented the toner as being HP toner and not
remenufactured toner and on the front of the invoice it said, "LASERJET means high
remanufactured quality.” I felt that this was something that I could object to as I did not agree
that the invoice supersedes anything told to me over the phone.

Ms. Berria e-mailed me back and stated, "1 find the statement on their invoice about
LaserJet means high quality remanufactured very offensive.” She also advised me as to how I
shouid handle the situation and what questions to ask.

On October 27, 1997, I called and talked to Paul Derek, who claimed to be the General
Manager of WorldTech. [ informed him that I was not happy and wanted to talk to Sam Million,
Office Manager, to tell him that he had misrepresented their product. Mr. Derek informed me
that he was Mr. Million's boss. T let him know that Mr. Million had told me their product was
HP toner and it was not remanufactured, as I had informed Mr. Mitlion that we only buy HP
toner and do not purchase remanufactured toner. I also informed him that Mr. Million had stated
that WorldTech was selling these toners under a pilot program approved by HP. Mz, Derek
appeared to be upset, stating that Mr. Million cannot do this as it is illegal. He went on to state
that he was going to reprimand Mr. Million today and Mr. Million would be suspended.

Fasked Mr. Derek to explain further about the toner. He said that the parts are
remanufactured. The drum has been recoated and is stronger than HP's, which makes it last
longer. They put 300 grams of microfine toner, approved by HP, in their cartridges instead of the
150 grams which is put in HP's cartridges. Comparing apples to apples, HP toner will render
11,000 to 12,000 copies while their toner will render around 30,000 (because they put more toner
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in the cartridge). He stated that they have been in business for over 20 years and HP approves
their product. He even told me to check with HP. He asked that I try the product and offered to
lower the price to $240, including shipping and handling. He also stated that if I liked the
product, he would keep the $240 price for future orders.

On October 30, 1997, M. Morgan Cherry & Associates, Ltd., sent Prospect a check for
$240 to cover the cost of the toner cartridge that was received. On November 3, 1997, I, in turn,
then requested that Prospect cut a check to WorldTech Computers to pay for the toner. As
requested, I asked accounting to flag the payment to assure that when we received the canceled
check that we made a copy of it and sent it to the lawyer.

The check was-mailed to WorldTech on November 11, 1997. On November 18, 1997, 1
received a call from WorldTech. The man on the other end said he was my toner representative.
(I neglected to write down his name as I was in the middle of something when he called and my
defenses were down.) He mentioned receiving our check and something about closing out the
account, which confused me. He then said that WorldTech was going to send me 5 cartridges
because they have a minimum order and the one we received was only a trial. This statement
angered me and I said, "NO! We do not want any more cartridges.” He restated that they have a
minimum order. In my anger I was extremely rude and said, "I don't give a [explitive] about
your minimum order. I do not want any more cartridges. Take us off of your list. Don't call me
any more.” He was taken aback and then hung up.

I did not hear from WorldTech again until about a year ago. The person said she was
from WorldTech, and she wanted to know what type of printer we had. The name rang a bell,
and [ immediately said that I had dealings with them before and that I did not want to buy any
toner from them. The person hung up.

I receive many phone calls from people trying to sell toner cartridges. Most of them use
similar tactics as WorldTech's. Some are quite creative and change how they approach their
caller. Some will talk as if they are a long-standing supplier, when in fact you have never heard
of them. Many will start out saying they have a gift they want to send and ask which one you
would prefer. Like the computer cleaning supply vendor that said she had a sports cap and which
team did I want on it. When I told her I have never done business with her company before and
did not plan to, all of a sudden the niceness went away, she was no longer my long lost buddy,
and hung up.

T have learned to tell these people that we have a contract with a vendor already and do
not wish to purchase any from them. Unfortunately, not all small businesses are aware of the
scams out there and get caught by these companies. They are cunning and are continually
changing their tactics to catch the consumer unaware. These companies have been doing this for
over 30 years that I can recall, going back to when I was an Office Manager at a small plastics
plant back in Michigan. I do not know what you can do to stop these people, but I hope you will
continue to look into this problem and come up with a solution.

Once again, thank you for the opportunity to testify before your committee today.
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WORLDTECH COMPUTERS, INC.

l INVOICE

16161 VENTLRA BOULEVARD, =083, ENCINO. CALIFORNIA 91430
{818) 379-2400 « FAN {BI8) 3TH-2424 » (885) 484-BGOD

§  PROSPECT ASSOCIATES i
o ATTN: LINDA EASTON P
{ 1891 ROCKVILLE PIKE 3

ROCKVILLE,

g seests -

BD 20852

10/03/37

30 DAYS

"ROCKVILLE,

NVOIGE |-
NywBER: A

{ G1B837 10/03/97

. CALIFORNIA 91434 §

PROSPECT ASSOCIATES
ATTN: LINDA EASTON
1801 ROCXVILLE PIKE
¥p 28882

S0

ORSERES

{ASERJIEY & SI MX

PER E&

HANDLING & INSURANCE
SHIPPING CHARGE
PROMOTIONAL ITEM ENCLOSED

i

1

WORLDTECH COMPUTERS, INC.. hercinafier referred to as the

*Company™. is not the user of the ises you have

tinder DESCRIPTION: OEM means originai brand and LASERJET means high
revesse side for important information on

ungt other tereos,

ORIGINAL INVOICE

NVOICEDRTE |

018837

250.00

- Sigrovénno. -

S

47.50

Fhants ?m INVOICE NO.
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TERMS AND CONDITIONS

ORDERING IS EASY: Call by telephane, 5 days per week from 6:00 a.m. to 2:00 p.m. West Coast Time (888) 484-8600 Nation-
wide or (818) 379-2400 within Califomia.

PRODUCT WARRANTY, 100% GUARANTEE, AND RETURN POLICY: All merchandise is guaranteed by the Company to be
free from material defects at the time of delivery of such merchandise to your location. Any merchandise that is defective at time
of delivery will be replaced by the Company at no charge if within sixty (60) days from the date the merchandise was received at
your lacation: (a) the Company is notified of such defect{s} and (b) the merchandise is returned to the Company within such sixty
day period. The Company will absorb expenses for retuming such merchandise by issuance of Call Tags initiated by the Company.

EXCHANGE POLICY: Certain items may be exchanged up to two (2) years after your order is placed. Ask your Customer Service
Representative about our 2-Year Exchange Policy Guarantee.

RIGHT TO CANGEL: You may cancel this order for any reason whatsoever within three (3) business days from your receipt of
this arder. You may call the Company Customer Service Department at the numbers listed on the front of the invoice to make
arrangements for return of the merchandise at ihe Company's expense. You will not be obligated for any shipping charges, restocking
charges, or any other charges. Time for cancellation will be extended for good reason.

RETURN OF MERCHANDISE: Except as set forth above, no merchandise may be returned to the Company without
return merchandise authorization number (RMA) to be issued by Customer Service Department. For returns, please send
merchandise to our Warehouse address: Worldtech Computers, Inc., 15760 Ventura Bivd., Ste A-14, Encino, CA 81436.

MERCHANDISE CHARGES AND PACKAGING: Charges on the front side of this invoice for merchandise are determined by
you and your sales representative at point of sale. Merchandise charges may be higher than you have paid or are available
elsewhere. The Company does not make any claim about the prices stated in comparison with prices available elsewhere. Units
of packaging may differ from units of packaging available elsewhere.

SHIPPING AND HANDLING CHARGES: Charges indicated on the front side of this invoice for Shipping and Handling are
determined by the Company and include the commen carrier cost of shipping the merchandise to your focation plus the cost of
Handling, Packaging and R ing and refated services provided by the Company. Shippingand Handfing Charges may be higher

than you have paid or are available elsewhere. .

SHELF LIFE GUARANTEE: Ask your Customer Service Representative about our Shelf Life Guarantee. Certain items that are
ordered in quantity may be repiaced at no charge to you within a five year period of time should they prove to be defective when
used.

SOLE AGREEMENT: This invoice constitutes the entire agreement between the parties named hereto, and may be changed or
amended only by a written document signed by both parties hereby. Each party acknowledges that such party has made no
representations, warranties, conditions or provisions which are not expressly set forth in this invoice. You acknowledge that any
representations made by the Company with respect to the purchase of the merchandise are superseded by this invoice and that
this invoice constitutes the sole understanding as to the terms and conditions of the purchase of the merchandise.

APPLICABLE LAW: This invoice and all matters relating to the performance hereof and to the purchases of the merchandise shall
be govemed by the laws of the State of California. This invoice is entered into and is effective in the County of Los Angeles, State
of California. The parties hereto expressly submit to the jurisdiction of the courts located in the County of Los Angeles, State of
California, for the purpose of resolving any disputes that may arise pertaining to your purchase of merchandise. The parties hereto
agree that any liigation concerning any rights or duties regarding this invoice, and all matters relating to the performance hersof
and to the purchase of the merchandise, shall be filed and heard in the courts of the County of Los Angeles, State of California.

ATTORNEY'’S FEES: In the event of a dispute between the parties hereto regarding the temms, conditions and obligations of this
invoice, or any matters relating to the performance hereof, or the purchase of the merchandise, the prevailing party to such dispute
shall be entitled to recover the attomey's fees, court costs, disbursements and all other costs of collection incurred in connection
therewith.

DISCLAIMER: Worldtech Computers, Inc. is a completely independent Supplier of Business Data and Office Products.
Worldtech Computers, inc. is not the Manufacturer or Seller of your Equipment. All items are unconditionally guaranteed.



22

Chairman BoND. Thank you very much for providing us that
story, Ms. Easton-Saunders, and thank you for being strong with
those people. Unfortunately, a few bad words apparently is not
enough to discourage them.

Now let us turn to Mr. Everding. Welcome.

STATEMENT OF GEORGE EVERDING, COMMUNICATIONS
COORDINATOR, FEED MY PEOPLE, ST. LOUIS, MISSOURI

Mr. EVERDING. Thank you, Mr. Chairman, for allowing me to tes-
tify at this hearing. My name is George Everding and I live in St.
Louis, Missouri. I retired from the U.S. Navy after having served
over 32 years of active duty as an officer and enlisted man.

For almost 15 years I have been a volunteer at Feed My People,
a charity organization located in St. Louis County. Feed My People
is dedicated to feeding the poor and hungry, and to helping them
become independent, self-supporting citizens. In addition to food,
clothing and help with utility bills, we provide budget and job
search counseling and a variety of other services. Our board of di-
rectors is made up of representatives from over 25 churches of var-
ious denominations.

I am the communications coordinater at Feed My People. Among
my duties is the maintenance and support of computers, copiers,
and other office equipment. Feed My People has over 300 volun-
teers and only five paid employees, so we have different volunteers
at the reception desk each day. Sometime in 1997 our volunteer re-
ceptionist received a call from a representative of Ikon Supply
Service. He asked our receptionist what kind of office copier we
were using. She looked at our copier and told him the make and
model number which was printed on the side of the machine.

When he asked who did the ordering of office supplies she trans-
ferred the call to me. He started the conversation by saying that
there would soon be a price increase in the cost of the Xerox dry
toner cartridges we used in our copier. Since he seemed to be famil-
iar with our equipment I assumed that he was from Ikon Office So-
lutions, a supplier with an office in our local area.

The caller offered a special price of $329 if four toner cartridges
were ordered. His implication was that the $329 was for the box
of four toners. This would have resulted in a price of about $80 per
cartridge, a price somewhat less than we had been paying. Since
we were in need of toner at that time I consented to order four car-
tridges.

Shortly after this I went into the hospital for emergency repair
of an aortic aneurysm. When I returned a month or so later Shirley
Beeson, Feed My People treasurer, said she had been receiving sev-
eral collection calls from ITkon Supply Service in California demand-
ing payment for toner cartridges. She had no record of having re-
ceived an invoice or a bill from them so I asked Ikon to fax a copy
of the invoice. We received an invoice for two dry ink cartridges at
$329 each. None of our volunteers could remember having received
a package from Ikon but I found two cartridges in our storeroom
so I told Shirley to pay the bill. First mistake.

In March or April 1998 Shirley began to receive calls from a
Steve Nelson asking for payment for four cartridges supposedly
shipped in December 1997. This time I asked for a UPS receipt as
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well as a copy of the invoice. We received invoice number 98775 for
four cartridges at $329 each for a total of $1,316, and a UPS re-
ceipt. The UPS receipt indicated that a package had been delivered
on December 10, 1997, but did not indicate the weight or size of
the package. And it was a copy of a copy and illegible in some
places. I now believe that that UPS receipt was for the two car-
tridges we had received earlier. But at the time we considered the
UPS receipt proof that we had received the package and no way
of proving that we had not received the cartridges, so we mailed
them a check. Second mistake.

Several months later Shirley started to receive calls from an Ikon
representative claiming that we had ordered 12 cartridges and ask-
ing for payment of $987 for three cartridges he claimed were
shipped. He became rude and threatening, probably thinking that
he could frighten her into sending another check.

I then addressed a letter to the CEO of Ikon Supply Service stat-
ing all the things that I have just mentioned here and ended it by
writing: “We are a charitable organization operating on a very lim-
ited budget and supported solely on donations by individuals and
small companies. We cannot understand why you would want to
take advantage of someone like us. By copy of this letter we are
asking the Los Angeles County District Attorney’s Office to inves-
tigate this situation for us and to determine why we were billed
$1,964 for six cartridges worth at the most $360. A copy of this let-
ter is being sent to the Better Business Bureau and the Conoga
Park Chamber of Commerce.”

The Los Angeles County District Attorney referred my letter to
the Postal Inspection Service. On September 10, 1999, I received a
phone call from Mr. C.F. Dudley, a postal inspector. In response to
his questions I repeated most of what I have already said here. He
said they were taking action against Ikon. Apparently they had
swindled others.

I have since learned from a news article dated March 16, 2000,
that William H. Chatham, the owner of Ikon Supply Service, was
sentenced to 300 hours of community service and ordered to pay
$7,500 in fines and $20,428 in restitution to the Naperville, Illinois
office of Hartford and Feed My People, thanks to the investigative
service. Now we have not seen any of this money. The two checks
we sent to Ikon were endorsed by William H. Chatham. If Mr.
Chatham is looking for a place to perform his community service,
Feed My People is, as always, looking for volunteers to help us
meet our goals. I have got several jobs I can think of for him.

Chairman BOND. I was going to suggest that that would be a
great place. We could use him on some of the heavy lifting.

Mr. EVERDING. We certainly could use him.

Thank you, Mr. Chairman, for permitting me to testify before
this Committee.

Chairman BOND. Thank you very much, Mr. Everding. It is dis-
gusting when we see people preying on not-for-profits that are op-
erating to do very, very important work using volunteers. This is,
unfortunately, an occurrence when we talk about scams affecting
small business. In the cramming hearing we had representatives
from churches talking about how they had been abused by these
unscrupulous operators. Thank you so much for telling your story
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and we hope that your example will serve as a warning to not-for-
profits, charities, churches and others that they too can be victim-
ized by these frauds.

Mr. EVERDING. Yes, sir. We passed that information around to all
of our fellow charities around the St. Louis area.

Chairman BOND. We appreciate that and I hope that your story
and your experience will be taken to heart by others.

This is a busy day with other hearings. If you have further
thoughts, as you hear from the other witnesses who are here, we
would ask that you submit your questions or your further com-
ments in writing within a week. Thank you very much for taking
the time to come and tell your story, and we very much appreciate
your being here.

Now we will call Mr. Peter Grosfeld of Miami, Florida. Thank
you, Mr. Grosfeld, and welcome.

STATEMENT OF PETER GROSFELD, MIAMI, FLORIDA

Mr. GROSFELD. Thank you. Good morning, Mr. Chairman. Thank
you for allowing me to testify at your hearing, “Swindling Small
Businesses: Toner-Phoner Schemes and Office Supply Scams.”

I began working for ABC telemarketing in June 1997. I was
hired to be their telemarketing manager and was placed in charge
of their main phone room. My job was training all the new hires
and making sure that the FTC-approved phone presentation was
the only one being used. Before I was hired, the FTC had shut this
company down. Prior to being allowed to resume business they had
to place a performance bond and the FTC had to approve their
phone presentation. I was hired to make sure that the tele-
marketers were complying with this new phone presentation.

This company’s main product was copier toner. They sold toner
to schools, religious institutions, daycare centers, banks, and basi-
cally any type of small business. Any business could fall victim to
their sales practices. The size of the business was not important.
Having enough leads for the telemarketers to call on a daily basis
was.

The phone presentation being used by the employees that were
hired before the FTC sanctions implied that the call was being
made by the customer’s normal supplier. For example, “Hi, this is
Peter and I am just calling to double-check the model number of
the photocopier.” The key words here are, double-check. They imply
that we know the model number of the photocopier and thus we
are your normal supplier.

Once this model number was given, the telemarketer was trained
to name the machine. For example, the person would come back
and say model number 2020. The telemarketer would say, “That is
your Xerox machine; that checks.” Again leading the person to be-
lieve that the caller was their normal supplier. The rest of the
phone script would continue that it was time again for their yearly
sale and that we would be shipping your order a little bit ahead
of when you would normally get it so that you would be able to
take advantage of it. As a handshake they would ask the person
to spell their last name.

The mistaken shipment pitch was also being used by former em-
ployees that returned after the sanctions and it started the same
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way. After the model number was established the telemarketer
would tell a story about another company close by that had the
same machine, and that they were sent toner before it was realized
that they had switched machines. Since this company was just
down the road, would it be possible if we sent their toner over to
t}}?em a little bit ahead of when they would normally call to order
it?

As a new person in the phone room learned the approved phone
presentation they would be moved closer to the older employees
where they would learn the different variations of the pitch. The
only printed copy of the phone script was the approved one. Every
once in a while I would find a handwritten copy of a non-approved
phone presentation but everyone was told to keep those out of the
building. They had learned from their previous FTC raid what not
to have in the phone room.

Since this phone call’s real objective was to trick a person into
placing an order, the price was never discussed. The telemarketers
were never trained in the prices of the toner they were selling. Not
only was the price of the toner not discussed; the amount of toner
being shipped was never discussed either. Technically, a sale had
not been made. The price and quantity of toner had not been estab-
lished. The following day is when the sale was made. The day after
the original call was placed, a confirmation sales call was made.
This call was taped and most of the information about the sale was
disclosed.

For example, “Hi, my name is Peter and I am calling from the
ABC company on a recorded line about the toner that you ordered
yesterday with Sally. I am calling back today to go over the ship-
ping and billing information so that we can get this toner over to
you. The order called for eight, but we are only shipping four boxes
of toner at 250 a box for a total of 10 54 98. Your address is 1410
West Main Street, on and on.”

If the person objected, the tape was stopped. If the objection was
overcome, the tape would be resumed. If not, the tape would be
rewound for the next call.

The amount of toner that was ordered was important to get on
tape because it enabled the shipping of future toner. This second
call was made as soon as the first payment was received. “Hi, this
is Peter from ABC telemarketing and just letting you know that
the second half of your order is on the way to you. You remember,
last month’s toner was for eight boxes but we only shipped you
four. We just shipped the remaining four boxes of toner and they
are on the way out to you; we will call you next month when your
regular order goes out.”

From then on a call was made every single month notifying that
this month’s regular order just went out and we would call next
month when the regular order was to be shipped. This would con-
tinue until someone questioned the price or noticed that they
should not be paying for toner.

After working for this company for approximately 2 months I
started catching on to what was happening. As the new employees
left my direct control they would start learning variations of the
phone pitch. This enabled them to have more orders, thus earn
larger bonuses. I brought this to the attention of the owner and he
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assured me that he would look into it and fix the matter. I kept
bringing it up at all meeting for about 3 weeks. I was then taken
out of the main phone room and placed into the confirmation sales
room.

It was during my time in the confirmation phone room that I
learned the true nature of the business that I was working for. The
50-plus telemarketers in the main phone room were really only
looking for people who either were new at their job or just plain
did not care. The first call was set up for the confirmation call. The
confirmation call was geared only to get the person on tape so that
their company could be sent a bill for about 51,000. Then just wait
and see who paid, keep on sending toner and charge outrageous
amounts of money until someone noticed.

In conclusion, I would like to express the need for much stiffer
penalties for any company or their owners that are caught and con-
victed of telemarketing fraud.

Thank you for the opportunity to testify before this Committee.

[The prepared statement of Mr. Grosfeld follows:]
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Peter Grosfeld
Director of Admissions
American Flyers
Florida

Good morming Mr. Chairmen and Members of the United States Senate Committee on Small
Business, thank you for allowing me to testify at your hearing, “Swindling Small Businesses:
Toner-Phoner Schemes and Other Office Supply Scams”

I began working for ABC telemarketing in June of 1997, T was hired to be the telemarketing
manager and was placed in charge of the main phone room. My job was training new hires and
making sure that the FTC approved phone presentation was the only one being used.

Before I was hired the FTC had shut this company down. Prior to being allowed to resume
business they had to put up a performance bond and, the FTC had to approve the phone
presentation that was going to be used. I was hired fo make sure that all the telemarketers were
complying with the phone presentation and were only using the approved phone script.

The ABC company’s main product was copier toner. They sold toner to Schools, Religious
Institutions, Day Care Centers, Banks and all kinds of small businesses; any business office
could fall victim to their sales practices. The size of the company was not important, having
enough leads for the telemarketers to call, was.

The phone nuribers that were being called could be purchased from any List broker. If someone
wanted to buy a list, a good one is readily available called Pro Phone CD. This CD can be
purchased for under $100 at any large office supply siore. The list categorizes companies by
location and US Agriculture Dept. Business classifications. All of lists that we were using
categorized companies by employee size. The larger the company the more likely you would get
someone on the phone that might help you. Smaller companies were a hard sale, but still very
much targets.

The phone presentation being used by employees that were hired before the FT'C sanctions
implied that the call was being made by the customer’s normal supplier. Hi this is Peter and I am
just ealling to double check the model number on the photocopier. The key words are double
check, they imply that we do in fact know the model number thus we are your supplier.

Onee the model number was given to the telemarketer they were trained to name the
machine.(example: model # 2020 the telemarketer would say: “that's your Xerox that checks,”
again leading the person to believs that the caller was their normal supplier). The rest of phone
seript would continue “that it was time again for onr yearly sale in the month of.. {current month)
and that we would be shipping out your order a little head of when you would normally order it,.
OK”. They would then ask the person to verify the spelling of their last name.

The mistaken shipment pitch was also being used by the former employees that returned after the
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FTC sanctions, it started the same way. Hi this is..... After the model number was established the
tzlemarketer would tell a story about another company close by that had the same machine, and
that they were sent toner before it was realized that they had switched machines, Since, this
company was just down the road from them would it be possible if we sent them the toner a little
shead of when they would normally call and order it?

As a new person would learn the approved phone presentation they would be moved closer to the
older employees where they would learn all the different versions of the pitch. The only printed
copy of the phone script was the approved one. Every once in a while I would find a hand wriiten
copy of one of the variations; everyone was told to keep them out of the building. ABC had
learned from the first FTC raid what not o have in their phone room.

Since the first phone call's real objective was to trick the person into placing an order, the price
was never discussed. The telemarketers were never trained in the prices of the toner they wheve
seliing. Not only was the price of the toner not discussed, the purchaser did not know how many
cartridges were going to be shipped.

Technically the sale had not been made yet, the price and quantity of the toner had not been
established. The following day is when the sale was made. The day after the original cali was
placed a confirmation sales person would call back and confirm the order. This call was taped
and most of the information was disclosed and 2 sale was made. Hi my name s Peter and T am
calling from ABC company on a recorded line about the order that you placed with SALLY
vesterday, I'm just calling back today to go over all the shipping and billing information so we
can get this order over to you. The order called for 8 but we are shipping 4 boxes of the toner at 2
50 a box for a total of 10 54 98, your address is 1410 West Main St..... If the person objected the
tape was siopped. If the objection was overcome the tape would be resumed, ifnot, the tape was
rewound to the end of the last order.

The amount of toner ordered was important to record on tave because it enabled the shipping of
future toner. This second call was made as soon as the first payment was received. Hi this is
Peter From ABC just letting you know that the second half of your order is on the way to you.
You remember last months toner order was for 8 boxes but we only shipped 4, we just shipped
the other 4 boxes and they are on the way out there; we will call you next month when your
regular order goes out,

From then on a call was made every month notifying that this months regular order just went out
and we would call next month when their regular order was shipped. This would continue until
someone questioned the price or noticed that they should not be paying for toner.

Once the order was on tape it was shipped. If the company called back and stated that they never

ordered toner the tape recording was played back. If the order was returned there would be a 20%
restocking fee, if they kept the order a price could be negotiated.

The pricing as I understood it was simple, if the cost of the toner was less than $15 the sale price
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This price is in most cases was 13 or 20 times what some one might payiat their local supplier. )

After working for this company for about 2 months I started catching on to what was happening.
As the new employees left my direct control they would start learning the variations of the phone
pitch. This enabled them to have more orders thus earn larger bonuses. I brought this to the
attention of the owner he assured me that he would look in to the matter and fix it. [ kept
bringing this fact up at all meetings for about 3 weeks, I was then placed in the confirmation
sales room.

It was during my time in this confirmation phone room that I learned the true nature of the
company I was working for. The 50 plus telemarketers in the main room were really only
looking for people who were new at their jobs or just did not care. The first call was only a set up
for the confirmation call. The confirmation call was geared only to get this person on tape so that
their company could be sent 2 bill for $1000. Then wait and see who paid, keep sending toner
and charge an outrageous amount of money until someone noticed.

In Conclusion, I would like to express the need for stiffer penalties for any company and their
owners that are caught and convicted of telomarketing fraud.

Thank you for the opportunity to testify before your committee.
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Chairman BoND. Mr. Grosfeld, ABC telemarketing obviously is a
supposed company name. Was this a single person—who was the
real brains behind this operation?

Mr. GROSFELD. I was told not to answer any specific questions
at this hearing, Mr. Chairman.

Chairman BOND. All right. Do you know how much he collected
in checks.

Mr. GROSFELD. Yes, I do. I can tell you that every Monday morn-
ing there would be a little party at about 10 o’clock when the
checks totaled over $250,000. And that was every single Monday
morning.

Chairman BOND. Just thinking generally without getting into the
specifics here, what kind of enforcement actions would be effective
to take the man behind ABC telemarketing and people of his ilk
out of the field permanently? Do we need criminal sanctions?

Mr. GROSFELD. I do believe that they do border on criminal prac-
tices. But I believe the money is what they are after, so one of the
main things that has to be done is taking their money away. Most
of the fines that I am reading about or hearing are basically slaps
on the wrist, and it is the cost of their doing business.

Chairman BOND. Three hundred hours of community service is
not much of a deterrent unless they show up at Feed My People.
I want to be there to watch that community service. But I think
that that might be a problem.

Do you have any information regarding whether your former em-
ployer is continuing to engage in similar activities?

Mr. GROSFELD. As of right now, no, I do not.

Chairman BoND. Thank you very much, Mr. Grosfeld. As I said
earlier, we will have additional questions for the record. We very
much appreciate your coming to be with us and giving us an inside
look at how these scams operate.

Mr. GROSFELD. Thank you, Mr. Chairman.

Chairman BOND. Thank you, sir.

Now I would like to call Mr. William R. Duffy, president and
chief executive officer, Imaging Supplies Coalition for International
Intellectual Property Protection Inc. of Lexington, Kentucky, and
Ms. Tricia Burke, vice president of Office Equipment Company,
Inc., Louisville, Kentucky on behalf of Independent Office Products
and Furniture Dealers Association of Alexandria, Virginia.

This has got to be a major headache for your business. Let me
now call on Mr. Duffy to begin the presentation.

STATEMENT OF WILLIAM R. DUFFY, PRESIDENT AND CHIEF
EXECUTIVE OFFICER, IMAGING SUPPLIES COALITION FOR
INTERNATIONAL INTELLECTUAL PROPERTY PROTECTION
INC., LEXINGTON, KENTUCKY

Mr. Durry. Thank you, Mr. Chairman. I am delighted to have
the opportunity to speak to you today regarding the toner phoner
schemes that are swindling small businesses and costing manufac-
turers an estimated $125 million annually at manufacturer’s cost
1and 1also causing significant damage to their brand reputation and
oyalty.

The Imaging Supplies Coalition is a non-profit trade association
made up of original equipment manufacturers of consumable sup-
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plies such as toner, toner cartridges, ink cartridges, and ribbons,
and also the equipment in the printer, copier and fax industry. The
members of the coalition are Brother International, Canon, Epson,
Konica Business Technologies, Katun, Lexmark, OKI, and the
Xerox Corporation.

The mission of the coalition is to protect our members’ customers
from misrepresented products and services by seeking worldwide
protection of intellectual property and related assets of the imaging
supplies industry’s distributors, suppliers, and manufacturers. This
is accomplished by training and education in counterfeit product
identification, methods of product security, techniques for avoiding
telemarketing fraud—the focus of today’s hearing—and by pro-
moting laws and their enforcement.

Since you have already heard this morning about these scams I
will focus my testimony on the scope of the problem that has been
plaguing our industry for approximately 20 years. I will also dis-
cuss the trends we see and what the ISC members and other
OEM'’s have done and actions we plan to take to curtail the fraudu-
lent telemarketing of copier and printer toners and cartridges.

A 1999 survey of original equipment manufacturers in the indus-
try estimated that intellectual property violations exceed $1 billion
at retail per year on a worldwide basis. Telemarketing fraud was
reported as the second largest problem; second only to product
counterfeiting.

The revenue impact is almost double what was reported in our
1997 survey. Twenty percent of the respondents reported a signifi-
cant increase in telemarketing fraud, 30 percent a moderate in-
crease, and 30 percent said that it had remained the same. The
survey also revealed that 90 percent of the companies’ complaints
regarding telemarketing fraud came from their end user customers,
while 10 percent came from authorized dealers and companies’ own
employees.

Xerox alone receives over 5,000 complaints a year. Of the com-
plaints received, 39 percent report being victimized while 61 per-
cent reported attempted solicitations. This ratio of attempts versus
swindles has improved since our 1997 survey which I would like to
think is a direct result of our various education programs and the
anti-telemarketing fraud programs by the FTC and others.

Revenue impact and lost profits are only part of the problems
manufacturers must contend with as a result of this illegal activity.
Perhaps even larger than the financial loss is the damage done to
the company’s brand and customer loyalty. OEM’s spend virtually
hundreds of millions of dollars in product development and manu-
facturing to ensure that their customers receive the highest quality
printed output from their printers, copies, and fax machines. In
cases where the telemarketing fraudsters do deliver the product it
is often of lower quality resulting in poor output and can also cause
damage to the machines.

This results in technical support hotline calls, service calls, and
dissatisfied customers. Customers look to the manufacturer to solve
these problems and the OEM’s do address them at considerable ex-
pense since they want to ensure customer satisfaction and contin-
ued brand loyalty which certainly affects future hardware and sup-
plies purchases.
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Additional problems are created for the legitimate hardware and
supplies resellers. Many of them are small, independent businesses
who invest in sales and service training, product inventories, and
sales, service, and marketing expense. They must compete with
these scam artists, and like the manufacturers, lose revenue, prof-
its, and must service the customers once the fraud is discovered.
State, local, and Federal Governments lose when legitimate jobs
are lost and taxes are not paid. Basically everyone loses but the
scam artist.

Recognizing all of these problems and wanting to ensure cus-
tomer satisfaction, the OEM’s have undertaken various programs
to educate their employees, resellers, service providers, and end
users. The Imaging Supplies Coalition has developed and imple-
mented a telemarketing incident reporting process for the OEM’s
who did not already have one in place. This closed-loop process en-
sures that complaints are captured, reported, and most impor-
tantly, that the customer is satisfied. Since our inception in 1994,
we have published numerous articles on the subject in various in-
dustry trade publications which are targeted at the manufacturers
and resellers in the industry. We have also published a number of
end user articles.

As part of our efforts to educate our resellers, we speak at indus-
try seminars sponsored by various industry trade associations such
as BTA, the Business Technology Association, what was formerly
BPIA, now known as the Independent Office Products and Fur-
niture Dealers Association, as well as conferences sponsored by
various resellers.

We publish a quarterly newsletter. We have established a web
site. It describes how to spot a scam, the FTC Telemarketing Sales
Rule, and links to the FTC web site and various consumer protec-
tion agencies, as well as the OEM’s. We even provide a list of all
50 States’ attorneys general offices and fraud contacts so that con-
sumers can report these scams. All of this information, including
our 1999 survey, is published and can be downloaded by our cus-
tomers.

We run an annual conference and in the past we have had rep-
resentatives from the Federal Trade Commission and the manufac-
turers speak. We had Steve St. Claire from Iowa, a member of At-
torney General Tom Miller’s staff, discuss how his State has suc-
cessfully dealt with fraudulent telemarketing including toner
phoners. We have heard cases where telemarketing fraud boiler-
rooms post “Do not call ITowa” on the wall. This shows that meas-
ures can be effective and it is our goal to have all 50 States on the
do not call list. In 1999, we had both a keynote speech and tele-
marketing fraud seminar conducted by investigative reporter and
the author of “Scam School,” Chuck Whitlock.

Last year, the Imaging Supplies Coalition was awarded an
Association Advance America Award from the American Society of
Association Executives for our telemarketing fraud process and
education. In our short history, we have done a great deal to help
combat these scams.

The manufacturers are committed to continue to battle these
crimes that so adversely impact their companies and their cus-
tomers. You will hear later about Project BOSS, Banish Office Sup-
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ply Scams, from the Federal Trade Commission. The members are
committed to supporting that by distributing the materials from
the FTC, linking to the web sites, and getting the word out to their
customers.

In summary, we have been battling these crimes for many years
and we are making progress. The manufacturers have and will con-
tinue to spend considerable resources, both time and money, in the
fight to stop this illegal activity. We believe by working together
and utilizing all available Government resources we can have suc-
cess in stopping these crimes and protecting our customers.

I thank you for your time today and welcome any assistance you
can provide us in our fight against telemarketing fraud.

[The prepared statement of Mr. Duffy follows:]
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IMAGING SUPPLIES COALITION TESTIMONY

Mr. Chairman and Members of the Small Business Committee, I am delighted to have the
opportunity to speak to you today regarding Toner Phoner Schemes that are swindling Small
Businesses and costing Manufacturers an estimated $125 Million at manufacturers cost and
causing significant damage to their brand reputation and loyalty.

The Imaging Supplies Coalition is a non-profit trade association made up of Original
Equipment Manufacturers of consumable supplies such as toner, toner cartridges, ink cartridges
and ribbons, and equipment in the Printer, Copier and Fax Industry. The members of the
Coalition are Brother International Corporation, Canon USA, Incorporated, Epson America,
Incorporated, Konica Business Technologies, Katun Corporation, Lexmark International, OKI,
and Xerox Corporation.

The Mission of the Coalition is to protect our members’s customers from misrepresented
products and services by seeking worldwide protection of intellectual property and related assets
of the Imaging Supplies Industry’s distributors, suppliers, and manufacturers. This is
accomplished by training and education in counterfeit product identification, methods of product
security, techniques for avoiding telemarketing fraud, the focus of today’s hearing, and by
promoting laws and their enforcement.

Since you have heard or will hear this morning about these scams from victims and a
small business reseller and service provider and how they are victimized by these illegal
operators, [ will focus my testimony on the scope of the problem that has been plaguing our
industry for approximately twenty years. I’ll also discuss the trends we see, and what the ISC
Members and other OEM’s have done and actions we plan to take to curtail the fraudulent
telemarketing of copier and printer toners and cartridges.

A 1999 Survey of Original Equipment Manufacturers in the Industry estimated that
intellectual property violations exceed $1 Billion at retail per year on a worldwide basis.
Telemarketing fraud was reported as the second largest problem, second only to product
counterfeiting. At Manufacturer Costs
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The revenue impact is almost double what was reported in our 1997 survey. Twenty
percent of the respondents reported a significant increase in telemarketing fraud, thirty percent a
moderate increase and thirty said it has remained the same. The Survey also revealed that ninety
percent of the Companies’ complaints regarding telemarketing fraud came from their end user
customers, while ten percent came from authorized dealers and the companies’ own employees.
Xerox alone receives over 5000 complaints a year. Of the complaints received thirty nine
percent reported being victimized while sixty one reported attempted solicitations. This ratio of
attempts versus swindles has improved since our 1997 survey which I’d like to think is a direct
result of our various education programs and anti-telemarketing fraud programs.

The survey also showed that all of the companies responding felt that telemarketing fraud
had a high impact on their products and that addressing these preblems is very important to their
supplies business, their company and the industry.

Revenue impact and lost profits are only part of the problems manufacturers must
contend with as a result of this illegal activity. Perhaps even larger than the financial loss is the
damage to the company’s brand image and customer loyalty. OEM’s spend virtually hundreds of
millions of dollars in product development and manufaciuring to ensure that their customers
receive the highest quality printed output from their printers, copiers and fax machines. In cases
where the telemarketing fraudsters do deliver product it is often of low quality resulting in poor
output, and can also cause damage to the machines since the products do not have the system
matched materials that the original products use. This results in technical support hotline calls,
service calls and dissatisfied customers. We also find that the counterfeiters utilize these
channels to get their illegally trademarked product into the end user. We see trade dress
violations as well. Customers look to the manufacturer to solve these problems and the OEM’s
do address them at considerable expense since they want to ensure customer satisfaction and
continued brand loyalty which effects future hardware and supplies purchases.

Additional problems are created for the legitimate hardware and supplies resellers. Many
of these are small independent businesses who invest in sales and service training, product
inventories, and sales, service and marketing expense. They must compete with these scam
artists and like the manufacturers lose revenue, profits, and must service the customers once the
fraud is discovered.

State, local, and the federal governments lose when legitimate jobs are lost and taxes are
not paid. Basically everyone loses but the Scam Artist.

Recognizing all of these problems and wanting to enure customer satisfaction, the
OEM’s have undertaken various programs to educate their employees, resellers, service providers
and end user customers.

The Imaging Supplies Coalition has developed and implemented a telemarketing incident
reporting process for the OEM’s who didn’t already have one in place. This closed loop process
ensures that the complaints are captured, reported and most importantly that the customer is
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satisfied. Since our inception in 1994, we have published numerous articles on this subject in
various industry trade publications which are targeted at the manufacturers and resellers in the
industry. We've also published articles in end user publications, such as Purchasing Magazine,
Purchasing Management, Association Management and others.

As part of our efforts to educate our resellers we have spoken at Industry seminars
sponsored by the various industry trade associations such as BTA, the Business Technology
Assceiation, BPIA, the Business Products Industry Association, as well as conferences sponsored
by various Resellers.

We publish a quarterly Newsletter which is mailed to our various constituents and each
Newsletter has included valuable information on telemarketing fraud. We have established and
maintain a website which includes a section on Telemarketing Fraud. It describes how to spot a
scam, the FTC Telemarketing Sales Rules, and Hnks to the FTC website and various consumer
protection agencies, as well as the OEM’s. We even provide a list of all fifty states Atiorney
General Offices and fraud contacts so that consumers can report these scams, Al of this
information including our 1999 survey is published and can be downloaded for use by the
customers, resellers, and manufacturers, For those who do not have web capabilities we also
send the complete package via fax or mail. We have been an FTC Partner in Consumer
Education for a number of years.

Since 1996 we have been conducting an annual Conference on Counterfeiting and Fraud
in the Imaging Supplies Industry, At each of these Conferences we have speni time educating the
participants on how to deal with telemarketing fraud.. We have had speakers from the FTC, and
the Manufacturers. In 1998 we had Steve St. Claire from Iowa, a member of Attorney General
Tom Miller’s staff, discuss how his state had successfully dealt with fraudulent telemarketers
including “Toner Phoners™. We have heard cases where telemarketing fraud boiler rooms post
*Don’t cail Jowa” on the wail, This shows that measures can be effective and it's our goal to
have ali fifty states on the don’t call list.  In 1999 we had both a keynote speech and
telemarketing frand seminar conducted by Investigative Reporter and Author of Seam Schoo,
Chuck Whitloek.

Last year the Imaging Supplies Coalition was awarded an “Association Advance America
Award” from the American Society of Association Executives for eur Telemarketing Fraud
Process and Education.

In our short history 'we have done a great deal to help cornbat these scams. The
manufacturers are committed to continue to battle these crirnes that so adversely impact their
companies and their customers.

The ISC and the manufacturers have committed to continue the fight and are once again
parmering with the Federal Trade Commission on their Preject BOSS (Ban Office Supply
Scams). The [SC will issue a press release, add the FTC Banner Ad to our website and distribute
FTC educational material to manufacturers, resellers and others on our mail list. Fach of our
member companies is linked to our website and the FTC. The Members of the ISC as well as
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other OEM’s will distribute educational material to their various constituents. Several are also
including the material in their own internal publications and distributing the FTC brochures to
their employees. Some will mail the brochures to their customers and resellers with a cover
fetter, others will include them with invoices and product shipments. One Company, Xerox
Corporation, has produced a seven minute video aimed at educating their employees, resellers
and end user customers. The video which addresses counterfeiting and fraud has been copied
onto CD ROM and distributed to the Xerox sales forces so that they can show the video on their
laptop computers to their customers.

In summary, we have been battling these crimes for many years and we are making
progress. The manufacturers have and will continue to spend resources, both time and money in
the fight to stop this illegal activity. We believe that by working together and utilizing all the
available government resources we can have success in stopping these crimes and protecting our
consumers.

1 thank you for your ime this morning, and welcome any assistance you can provide in
our fight against telemarketing fraud.
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Chairman BOND. Thank you very much, Mr. Duffy.
Now, Ms. Burke.

STATEMENT OF TRICIA BURKE, VICE PRESIDENT, OFFICE
EQUIPMENT COMPANY, INC., LOUISVILLE, KENTUCKY, ON
BEHALF OF INDEPENDENT OFFICE PRODUCTS & FUR-
NITURE DEALERS ASSOCIATION, ALEXANDRIA, VIRGINIA

Ms. BURKE. Mr. Chairman, thank you for allowing me to testify
today before you at today’s hearing on this very important issue af-
fecting small businesses like mine. I am here testifying as a small
businesswoman and on behalf of the Independent Office Products
and Furniture Dealers Association. Before I tell you about our asso-
ciation and what we are doing to combat this problem, let me first
tell you about my business.

I am Tricia Burke, vice president of OEC, Office Equipment
Company, in Louisville, Kentucky. We are family-owned and -oper-
ated and we were founded in 1907 by A.E. Meffert. My grandfather
bought the company in 1934. Office Equipment Company has been
in our family for three generations. OEC is a small family-owned
company with 35 employees that sells office products and furniture,
toner being one of our key products. OEC does about $8 million a
year in sales and we lose roughly $25,000 a year in business due
to telemarketing scams.

Now that I have told you a little bit about myself and our com-
pany, let me focus the rest of my comments on how telemarketing
scams are affecting my business and what we and the association
are doing to combat this problem in our industry.

Each year the office products industry loses $225 million to tele-
marketing scams. This is a staggering figure for companies like
mine to comprehend. Not only are these scams having a detri-
mental impact on my industry, it is estimated that each year con-
sumers lose roughly $40 billion to telemarketing scams.

OEC receives about 60 complaints a year having to do with this
issue. You might not think this is a significant number of com-
plaints for a business to receive each year, but for one issue a small
business like ours, OEC, this is a significant amount. My goal as
vice president of OEC is to make sure that our company is competi-
tive in today’s marketplace while ensuring quality service to our
customers. I am not able to focus on this goal when I am spending
valuable time each day trying to figure out how we can fix the
problem brought on by unscrupulous telemarketers.

When I am focusing on how to handle ramifications on our busi-
ness brought on by these types of scams that means there is less
time for me to focus on our business and the customers we serve.
This is a tremendous burden for small businesses like mine. We
need to focus our attention and energy on our business, making
sure they are profitable, that we are serving the customer, and not
combating abuse by those trying to scam customers.

Let me tell you a personal story of how telemarketing scams
have affected my business and my relationship with my customers.
Back in March 1995 a gentleman by the name of “Terry Sullivan”
was making phone calls to office products dealers throughout the
States of Indiana and Kentucky letting them know that he was
running a contract operator service for Ameritech pay phones and
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he was setting up a local office in the area. Mr. Sullivan was ex-
tremely knowledgeable of the office products industry. He told deal-
ers that when his company orders from dealers his company has
a policy that they pay their bills off statement at the end of the
month and that a check would be cut within 5 days. We liked that.

Mr. Sullivan proceeded to tell the dealer that he was in the mar-
ket to buy transcribers and recorders. He bought four of each. An
office products dealer in Indiana proceeded to deliver the merchan-
dise to Mr. Sullivan’s company. When the dealer went to collect at
the end of the month, Mr. Sullivan was nowhere to be found. In
fact, the bill was never paid, the phone was disconnected, and
when the dealer went to the address given by Mr. Sullivan to see
what was going on, all that was found was an empty office with
empty transcriber and recorder boxes. That means he did get his
merchandise.

This was not an isolated incident, but happened to a number of
small businesses in the Indiana and Kentucky areas. I hate to say
it, but OEC was one of those small businesses that fell victim to
Mr. Sullivan’s illegal telemarketing scam. Our company received a
call from “Terry Sullivan” back in 1995 where he proceeded to tell
our customer service representative a similar story. However, in-
stead of ordering transcribers and recorders from OEC, he ordered
a Panasonic microcassette recorder worth $300. When we followed
up in our credit check process we discovered that the information
Mr. Sullivan provided was false.

As vice president of OEC, I do everything I can to make sure our
employees are trained to catch these type of scams. But the sad re-
ality is, until an individual actually experiences it firsthand or is
knowledgeable about these type of scams, you do not know what
signs to look for. Looking back I wish we would have done some
things differently, as I can imagine everyone who has been
scammed does. But unless something is done to seriously crack
down on telemarketing scams, small businesses are going to con-
tinue to be a target. Today is the first step, but small business
owners like myself need to be provided with the tools that will help
us recognize the signs of these scams before we are bilked out of
thousands of dollars.

Now let me give you another example of how these scams not
only hurt my business, but more importantly, my relationship with
a customer. In the spring of 1998, a gentleman began calling com-
panies in the Louisville area telling them that he was in the copier
business and could provide them quality service at an inexpensive
price. The gentleman proceeded to ask the companies he called for
the model number of their copiers so that he could send them
toner.

When asked what company he was calling from, the gentleman
informed the dealer he was calling from none other than OEC, Of-
fice Equipment Company. Shortly thereafter, we received a call
from an OEC customer who had been contacted by this gentleman.
The customer asked me if we called earlier trying to sell them copi-
er products, and if so, why did OEC need their copier model num-
bers? I assured this customer, who has been doing business with
us for years, that we were not making these calls and that we only
sell them the products they order. We informed our OEC employees
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about this situation and let them know that someone was out there
misrepresenting us. We wanted them to be aware of the incident
and to keep us informed of any additional complaints.

As a company, we may only receive 60 complaints a year from
customers dealing with scams, but OEC receives dozens of calls a
week from those trying to scam our company out of money or prod-
ucts. These scams range from selling us advertising in publications
we have never publicized in or even heard of, to selling us light
bulbs, janitorial products, copier toner and supplies. The caller will
ask to talk to the person in charge of a particular department, the
general office, maintenance, marketing, copy room, then proceed to
use a hard sell approach. Those involved in these criminal activi-
ties hurt companies like mine who are legitimate resellers of office
products and “play by the rules.”

Our association, the Independent Office Products and Furniture
Dealers Association is working hard to combat it. We have come up
with a brochure that we make available to our customers to be able
to send out to their customers informing them of the situation.

Chairman BoND. If you do not mind, we would like to have cop-
ies of that for the members of the Committee and for the record.

Ms. BURKE. Sure. We have hundreds for you.

Chairman BOND. I do not need hundreds, but thank you.

[Laughter.]

Ms. BURKE. This has been a wonderful opportunity for me to
come before you and tell you how telemarketing scams are affecting
my business. I would like, before I leave, just to offer a couple sug-
gestions.

Telemarketing scams are a problem in this country not just for
businesses like mine but for businesses large and small. According
to the FBI there are 14,000 illegal telephone sales operations
bilking consumers in the United States every day. It is sometimes
hard to distinguish between reputable telemarketers and criminals
who are using the phone for fraudulent purposes. But if you know
what to look for you can identify the “red flags of fraud.” This is
why the best thing that the Government can do for businesswomen
and men in this country is to provide them with educational tools
and resources that will help them avoid being taken advantage of
by telemarketing scams.

Mr. Chairman, thank you for this opportunity and we would be
happy to work with you on a solution to this problem, and we will
answer any questions you might have.

[The prepared statement and attachment of Ms. Burke follow:]
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Mr. Chairman and Members of the Committee, thank you for allowing me to testify
before you at today’s hearing on this very important issue affecting small businesses like
mine.

1 am here testifying as a small businesswoman and on behaif of the Independent Office
Products & Fumniture Dealers Association. Before I tell you about what our association is
doing to combat this problem, let me first tell you a little about my business.

My name is Tricia Burke and I am Vice President of Office Equipment Company, Inc.
located in Louisville, Kentucky. OEC is a family-owned and operated company founded
in 1907 by A.E. Meffert, and then purchased by my grandfather William P. Kelly in
1934, Office Equipment Company has been in.our family for 3 generations. OECisa
small family-owned company with 35 employees that sells office products & firniture.
OEC does about $8 million dollars in sales per year and loses roughly $25,000 a year in

i due to tel keting scams.

Now that I have told you a little bit about myself and our company, let me focus the rest
of my commenis on how telemarketing scams are affecting my business and what we and
the association are doing to combat this problem for our industry.

Each year the office products industry loses $225 million to telemarketing scams. Thisis
a staggering figure for companies like mine to comprehend. Not only are these scams
having a detrimental impact on my industry, it is estimated that each year consumers lose
roughly $40 billion to telemarketing scams.

OEC receives about sixty complaints a year having to do with telemarketing scams. You
might not think this is a significant sumber of complaints for a business to receive each
year, but for a small business like OEC, this is a significant amount for me to handle. My
goal as Vice President of OEC is to. make sure that our company is competitive in today’s
marketplace while ensuring quality service to our customers. I am not able to focus on
this goal when I am spending valuable time each day trying to figure out how OEC can
fix the problems brought on by unserapulous telemarketers. When I am focussing on
how to handle ramifications on our business brought on by these types of scams means
ihere is less time for me to focus on our business and the customers we serve. Thisisa
tremendous burden for smail

businesses like mine to bear. We need to be able to focus our attention and energy on our
businesses, making sure they are profitable, and not on combating abuse by those trying
10 scam consumers.

Let me tell you a personal story of how telemarketing scams have affected my business
and my relationships with my customers.

Back in March of 1995, a gentleman by the name of “Terry Sullivan” was making phone
calls 1o office products dealers throughout the states of Indiana and Kentucky letting

- them know that he was running a contract operator service for Ameritech pay phones,
and that he was setting up a local office in the area. Mr. Sullivan was extremely
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knowledgeable of the office products industry. He told dealers that when his company
orders from dealers that his company has a policy that they pay their bills off of the
statement at the end of the month and that a check would be cut within 5 days. Mr.
Sullivan proceeded to tell the dealer that he was in the market to buy transcribers and
recorders. He bought four of each. An office products dealer in Indiana proceeded to
deliver the merchandise to Mr. Sullivan’s company. When the dealer went to collect at
the end of the month, Mr. Sullivan was nowhere to be found. In fact, the bill never was
paid, the phone was disconnected and when the dealer went to the address given by Mr.
Sullivan to see what was going on, all he found was an empty office with empty
transcriber and recorder boxes. This was not an isolated incident, but happened to a
number of small businesses in the Indiana and Kentucky areas. I hate to say it, but OEC
was one of those small businesses that fell victim to Mr. Sullivan’s illegal telemarketing
scam. Qur company received a call from “Terry Sullivan” back in 1995, where he
proceeded to tell our customer service representative a similar story. However, instead of
ordering transcribers and recorders from OEC, he ordered a Panasonic Micro-cassette
recorder worth $300.00. When we followed up in our credit check process, we
discovered that the information Mr. Sullivan provided us was false. When we went to
collect, we too found that Mr. Sullivan had disappeared.

As Vice President of OEC, I do everything I can to make sure our employees are trained
to catch these types of scams, but, the sad reality is, until an individual actually
experiences it first hand or is knowledgeable about these types of scams, you don’t know
what signs to look for. Looking back, I wish we would have done things differently, as I
can imagine everyone who has been scammed does, but unless something is done to
seriously crack down on telemarketing scams, small businesses are going to continue to
be a target. Today is the first step, but small business owners like myself need to be
provided with the tools that will help us recognize the signs of these scams before we are
bilked out of thousands of dollars.

Now let me give you another example of how these scams not only hurt my business, but
also more importantly, my relationship with a customer. In the spring of 1998, a
gentleman began calling companies in the Louisville area telling them he was in the
copier business and could provide them quality service at an inexpensive price. The
gentleman proceeded to ask the companies he called for the mode! number of their
copiers so that he could send them free samples to try. When asked what company was
he calling from, the gentleman informed the dealer he was calling from Office Equipment
Company. Shortly thereafter, we received a call from an OEC customer who had been
contacted by this gentleman. This customer asked me if we called earlier trying to sell
them copier products, and if so, why did OEC need their copier model numbers? 1
assured this customer, who we have been doing business with for years, that we were not
making these calls and that we only sell them the products they order. We informed our
OEC employees about this situation and let them know that someone was out there
misrepresenting us. We wanted them to be aware of the incident and to keep us informed
of any additional complaints.
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As a company, we may only receive sixty complaints a year from customers having to do
with telemarketing scams, but OEC receives dozens of calls a week from those trying to
scam our company out of money or products. These scams range from selling us
advertising in publications we have never publicized in or even heard of, to selling us
light bulbs, janitorial products, copier toner and supplies. These people are slick and
often times know exactly what they’re doing. The caller will ask to talk to the person in
charge of a particular department i.e. the general office, maintenance, marketing, copy
room, etc. then proceed to use a hard sell approach. Those involved in these criminal
activities hurt companies like mine, who are legitimate resellers of office products and
“play by the rules”.

Office Equipment Company, Inc. works hard to earn its customers® trust. Those involved
in telemarketing scams can destroy that trust and relationship you have spent years
developing in the matter of minutes if they can link your company’s name to these types
of criminal transactions. H s extremely important to small business that company's take
the necessary steps to set up effective and efficient procurement methods that will not
permit these telemarketing scam company’s to succeed.

Now that 1 have fold you my story, T would like to tell you a little bit sbout the
Independent Office Products & Furniture Dealers Association (IOPFDA) and what we
are doing to help our members deal with this problem.

The Independent Office Products and Furniture Dealers Association i the trade
association of 2,000 independent dealers of office products and office furniture. The
association is comprised of two membership divisions: NOPA, the National Office
Products Alliance, representing office products dealers and their trading partners; and the
OFDA, the Office Furniture Dealers Alliance, representing office furniture dealers and
their trading partners.

Formerly The Business Products Industry Association (BPIA), the Independent Office
Products and Furniture Dealers Association is dedicated to serving independent dealers
and working with their trading partners to develop programs and opportunities that help
strengthen the dealer position in the marketplace.

First and foremost, IOPFDA is educating its members on these unscrupuious practices.
We have developed a brochure entitled “Don’t Be The Victim of an Office Products
Telemarketing Scam” which I have brought with me and would be happy to share with
you. The biggest thing we can do as an association, is educate our members on these
practices and how they can avoid becoming a victim. We are also in the process of
developing educational programs that we will be able to offer to our members that will
give them tips on how to safeguard their business against these types of unethical
practices. Qur association is taking a proactive approach to educating our members on
this issue and will continue to do so,
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This has been a wonderful opportunity for me to come before you and tell you how
. tel keting scams are affecting my business. I would also before Ileave today, like to
offer you some suggestions,

Telemarketing scams are a problem in this country not just for businesses like mine, but
for all businesses large and small. According to the FBI there are 14,000 illegal
telephone sales operations bilking consumers in the United States everyday. It’s
sometimes hard to distinguish between reputable tel keters and criminals who are
wsing the phone for fraudulent purposes. But, if you know what to look for, you can

- identify the “red flags of fraud.” This is why the best thing that the government can do
for business:men and woman in this country is to provide them with the educational tools
and resources that will help them avoid being taken advantage of by these types of
telemarketing scams.

Businesses in this country need to take-some responsibility in this area, I know our
company has.. At OEC we train our-employees on what to Jook for when taking calls
from customers. It should be the responsibility of every business in this country to train
its employees on how to catch these types of scams. 1 don’t want to lay the blame on
business. because as I said earlier, unless you have actually gone through it, the signs that
you are being scammed are hard to identify. These criminals are good at whatthey do. If
they weren’t, they wouldn’t be succeeding in bilking consumers out of $40 billion
annually. OEC is taking a proactive approach to combating this problem because we
cannot afford to lose the amount of employee time and money trying:to figure out where
we went wrong. Today’s hearing should be a wake up call for business and consumer’s
alike to wake up and educate themselves on this problem before they experience what
OEC and other companies like mine have.

With that said, I would like 1o add, whatever Congress decides to do after today’s
hearing, I urge you to act cautiously and think about the effects any action you take will
have on these honest telemarketers in this country. Many of TOPFDA’s mermbers use
what you would consider to be telemarketers and do so in a very professional and ethical
manner. These people are in some cases very vaiuable employees, especially for small
businesses trying to compete against the giants of their industry.

I agree with everyone in‘this room that telemarketing scams are a real problem in this
country, but urge caution in our efforts to enact any law, rule or regulation that would
have a devastating impact on the honest telemarketers in this country, including those

. used by our industry. I would hate to see honest, hard-working people penalized while
criminal’s continue to flourish. Education not legislation may be the solution to this
problem.

Mr. Chairman, I thank you and the Committee for this opportunity and would be happy to
work-with you on a solution to this problem and will answer any questions you have for
me today.
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Chairman BoND. Thank you very much, Ms. Burke. Let me ask
very briefly first, Mr. Duffy, can you give us any idea of why the
frequency of this type of fraud seems to have increased so signifi-
cantly? From your standpoint do you see any reason why this
should be so much more prevalent now?

Mr. DUFFY. I think there are really a couple of basic reasons.
First of all, there is dynamic growth in the industry. The industry
is roughly a $25 billion industry in the United States growing at
$28 billion in the next couple of years. There are some 52 million
machines that use imaging supplies installed in millions of estab-
lishments in the United States. The compound growth rate over the
last decade has been about 10 percent year to year. So the industry
is growing.

I think that the penalties are low. They are not a deterrent to
these telemarketing fraudsters. And frankly, I think we see the im-
pact has doubled in our survey because, I think, we see better re-
porting of it. We see better reporting from our various constitu-
encies.

Chairman BOND. So it has been there but we are just now begin-
ning to see the extent of it?

Mr. DUFrFY. Right. I believe it is just the tip of the iceberg.

Chairman BOND. That is scary. You have indicated some of the
steps your members are taking. Are these fraudulent operators get-
ting products from the original equipment manufacturers, from
your people, or are they just dealing in the aftermarket? Do your
individual members have a means of cutting off supplies to these
fraudulent operators?

Mr. DUFFY. Typically, they do not buy from the manufacturer.
There, of course, is a very legitimate aftermarket business in office
supphes that many reputable companies represent. Typically, these
people would buy the product offshore. In many cases it also in-
volves trademark violations, certainly tradedress violations. You
can see that on some of the examples up here today using the HP
trademarks on the invoices, for example, and on the material itself.

So there are some suppliers outside the United States that these
people would buy the raw product from. Typically they repackage
it, put their own labels on it, and as I mentioned there are other
intellectual property crimes involved in it also.

Chairman BOND. There are not, in your view, sufficient penalties
to discourage those frauds?

Mr. DurFry. I think as the previous witness said, it is a cost of
doing business. It is a slap on the wrist. In my view, the only pen-
alty that will work is some criminal action and jail time.

Chairman BOND. Thank you. Ms. Burke, you said that you need-
ed to get some additional tools to help prevent this kind of unfair
competition which is not only a scam and a fraud on your cus-
tomers, either potential or actual customers, but obviously a great
loss to them. Are there any other tools that you would suggest?
What kinds of things specifically do you need besides the informa-
tion that you put out in your bulletins and other sources?

Ms. BURKE. I think the best opportunity to address this issue is,
to educate consumers as much as we can. I know brochures are one
way, but to keep talking about it; the whole idea of top-of-mind
awareness. I know with our company when there are buyers of
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product, it is very important that people have effective procure-
ment methods—that there really are designated people at a com-
pany who are the one and only who can make those purchases.
Usually those folks, after week two of being in that position are ex-
tremely assertive at saying, “No” on the phone, and they know that
those things are not legitimate.

But where there is danger is when people go on vacations and
things like that and there is the temporary assistant person who
is just doing it this week. I would encourage companies to have a
game plan. We all have game plans when it comes to fire drills. Let
us have a game plan when it comes to procurement so that there
are designated buyers. When you do orientation of employees, peo-
ple are made aware of this issue and that is enforced within a com-
pany.

So I think the more education—I realize there is discussion here
too regarding additional laws and things like that. I want to say
that there are legitimate telemarketers out there, and in the office
products industry there are very legitimate people who are calling
and sell by phone. But to deal with the scam artist, it is very im-
portant to just say, “No;” to come up with methods.

Chairman BOND. Is your association working with local, State,
and Federal law enforcement agencies? Do you have a game plan
for getting these people turned over to the law enforcement com-
munity?

Ms. BURKE. I know we are involved with coming up with more
educational processes. But to be honest, I do not know that—
awareness has been our key goal, but working with the different
law enforcement agencies, I do not know at this point if we are.

Chairman BoND. Thank you very much, Ms. Burke. Mr. Duffy,
again we will have questions from the rest of the Committee. We
thank you very much for your time and being here today.

Now I would like to call the fourth panel, Ms. Jodie Bernstein,
the director of the Bureau of Consumer Protection in the Federal
Trade Commission. Again, welcome, Ms. Bernstein. Glad to have
you back with us to discuss another fun and interesting area of
fraud.

STATEMENT OF JODIE BERNSTEIN, DIRECTOR, BUREAU OF
CONSUMER PROTECTION, FEDERAL TRADE COMMISSION,
WASHINGTON, D.C.

Ms. BERNSTEIN. Thank you, Mr. Chairman. It is a great pleasure
for us to appear at your hearings, which are especially valuable to
us because they help to call attention to the particular issues that
we have to face today. Nothing is better than making people aware
of these scams so they can prevent them. Again, I will summarize
the Commission’s full statement, if I may.

Chairman BOND. Your full statement will be made part of the
record and we hope to have that avilable for the media and others,
and I appreciate your making some summary comments.

Ms. BERNSTEIN. Thank you. I wanted to point out also, of course,
that the Commission wants to thank you, Mr. Chairman, and the
Committee again for holding these hearings.

The FTC has had a long tradition of protecting consumers and
businesses against fraud, including office supply fraud, and we ap-
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preciate the chance to discuss them with you and the Committee.
In just the last 4 years the Commission conducted three law en-
forcement sweeps targeting office supply fraud, Operation Copycat,
Operation Clean Sweep, and Operation Misprint. During these
sweeps the Commission filed 19 Federal court actions against more
than 45 companies and individuals. States and other Federal agen-
cies participated in the sweeps by filing 17 additional cases of their
own.

Office supply fraud cases have a common pattern that starts, as
you know and have heard from other witnesses, with the scammers
placing an unsolicited telemarketing call to a small business or not-
for-profit organization and they pitch, most always, copy machine
or printer toner, hence the designation “toner-phoner fraud.” Gen-
erally the callers make the recipients feel as if they are dealing
with their regular supplier.

Sometimes the telemarketers try to get the name of the em-
ployee, or the brand or serial number of the copier the office uses
under the guise that they are verifying existing records. At other
times the caller merely asks the employee if the business wants to
get a free gift or a sample. The bottom line is that through these
false pretenses, the caller seemingly gets somebody’s consent to
ship office supplies or makes it appear as if the consent or the au-
thorization has been given.

Shortly after that, the business or the organization receives its
supplies, sometimes, usually a smaller quantity and a lower quality
than expected, and separately from the supplies, always an inflated
bill. These bills usually contain information like an employee’s
name or the brand of copier machine that makes the bills really
look legit.

These sales practices are illegal and violate Federal laws like the
Telemarketing Sales Act. The Telemarketing Sales Rule prohibits
misrepresentations and requires up-front disclosure of the purpose
of the call and the material conditions of the offer. We prosecute
defendants to stop these practices, impose bans and bonding re-
quirements on specific types of telemarketing, and obtain redress
to give money back to the victims of the fraud. That is always our
principal goal, to get redress and get the money back to the busi-
nesses that have been victims.

As a result of settlements in several sweep cases and other FTC
law enforcement actions, the Commission soon will be giving more
than $4 million in redress to small businesses and not-for-profit or-
ganizations that lost money to these scams. The Commission is
pleased to announce that it obtained the largest-ever civil penalty
under the Telemarketing Sales Rule, $500,000, as part of a recent
settlement in an Operation Misprint office supply case.

Unfortunately, office supply scammers, as you have also heard,
continue to prey on small business and others despite our and oth-
er’s enforcement and education efforts. One reason is that the pool
of potential victims seems to grow larger every year. That is why
the Commission is announcing what we call Project BOSS. That
stands for Banish Office Supply Scams. It is a new grass roots edu-
cation campaign that seeks to stop fraud before it starts.

Because of the tremendous growth in the number of new small
businesses each year—and we are delighted with that figure—edu-
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cating new employees and volunteers to be aware of and on the
lookout for office supply fraud must be an ongoing effort. Project
BOSS builds on the past FTC education campaigns with expanded
industry and business association partnerships and new materials
for small business to use to banish office supply scams.

With the help of our industry, business association, and Govern-
ment partners, the Commission hopes to distribute educational ma-
terials to thousands of small businesses through mailings and web
site links. We recently forged a new partnership with the National
Association of Secretaries of State through which participating Sec-
retaries of State will distribute BOSS materials to prospective new
businesses at the time that they register in the State to do busi-
ness. Hopefully, they will become aware of the problem by reaching
them before they become victims.

In addition, the Commission has created a page for small busi-
nesses on our web site that provides information about various of-
fice supply frauds and how to avoid them. The Small Business Ad-
ministration, the Better Business Bureaus, Independent Office
Products and Furniture Dealers Association, the National Federa-
tion of Independent Business, the Yellow Pages Publisher Associa-
tion, the U.S. Chamber of Commerce, and others have created or
will create links on their web site to ours.

We also have a new animated and attention-grabbing public
service banner ad for web sites that companies and organizations
may use on their sites to link to the FTC web site, and a new tip
sheet designed to look like a page from an employee manual that
employers may post or give to new employees as part of training
on office procedures. The Imaging Supplies Coalition, Business
Technology Association, the International Sanitary Supply Associa-
tion, and the Office Products Wholesalers Association all have
agreed to distribute these and other educational materials to their
members, reaching more than 4,000 manufacturers, distributors,
and wholesalers of office products.

In addition, the Commission will distribute a new Powerpoint
and speech package that many people will be able to use to spread
the message, which we hope will be effective. Our partners have
helped us form this information chain, and hopefully as the chain
grows and is implemented it will reach those who might fall victim
to the fraud.

The Commission is going to continue to attack office supply fraud
in the courts as well. Through campaigns like Project BOSS, the
Commission will continue to spread the message and take innova-
tive measures in this effort to avoid fraud in the first place.

Mr. Chairman, thank you again for giving the FTC the oppor-
tunity to testify on our efforts, and hopefully together we can bring
more awareness to the American people about this very damaging
practice. Thank you and I will be glad, of course, to answer your
questions.

[The prepared statement and attachments of Ms. Bernstein fol-
low:]
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Office Supply Fraud Testimony

Ms. Jodie Bernstein

Director, Bureau of Consumer Protection
Federal Trade Commission

L Introductien

Mr. Chairman, I am Jodie Bernstein, Director of the Bureau of Consumer Protection at
the Federal Trade Commission." I am pleased to be here today to testify about office supply
fraud. Twant to thank the Committee for holding this hearing and drawing public attention to
these scams. Such scams cost victims of office supply fraud, typically small businesses and non-
profit organizations, an estimated $200 miltion a year.

Office supply scams have been around for at least 20 years® and show little signs of
abating despite aggressive and continuous law enforcement efforts by the FTC and other federal
and state agencies. In just the last nine years, the FTC has brought 25 office supply fraud cases.
One of the most common forms of office supply fraud occurs when businesses receive bills for
merchandise that they never ordered, shipments that were never authorized, or bills for products
that were never received. These scams succeed because the bills the scammers send look just
tike the legitimate invoices that arrive at a small business every day, and the products they
receive are ones they regularly order. And, the incredible growth in the number of small
businesses in the past few years provides a steady supply of potential new victims.*

! The views expressed in this statement represent the views of the Commission, My
responses to any questions you may have are my own.

% Imaging Supplies Coalition. The ISC is a non-profit trade association; its members are
10 major manufacturers of consumable imaging supplies. The ISC combats counterfeiting,
telemarketing fraud and other illegal activities that affect its members and their members’
customers. A 1999 ISC survey estimates that telemarketing fraud causes $125 million in losses
to imaging supply manufacturers annually, which, when adjusted for dealer mark-up, results in
higher losses for the end-users. The ISC data underestimate the total amount of fraud because
figures are not available for other office and cleaning supply industries.

3 The Business Technology Association reports that it began to assist law enforcement
efforts against toner fraud in the late 1970s. The BTA is an international organization with 3100
members who are primarily independent dealers of office supplies and business equipment.

* According to the U.S. Small Business Administration, new business formation reached
a record level in 1998 (the most recent year for which statistics are available), up 1.5% from
1997, with an estimated 898,000 new companies opening their doors.
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1 am pleased to announce today recent law enforcement successes in this avea and the
launch of an extonsive, grass-roots based business education campaign called Project BOSS
{Banish Office Supply Scams). Through new and expanded partnerships, Project BOSS will
reach companies at inception and provide existing organizations with new educational tools to
assist them in detecting and aveiding office supply scams.

L. Background

The FTC is the federal government’s primary consumer proteciion agency., Congress has
directed the FTC, under the Federal Trade Commission Act,’ to take action against “unfair or
deceptive acts or practices” in almost all sectors of our economy and to promote vigorous
competition in the marketplace. The FTC Act authorizes the Commission to halt deception
through administrative cease and desist actions and equitable actions filed by FTC attorneys in
federal distriet court.’ Typically these civil actions seck preliminary and permanent infunctions
to halt the targeted illegal activity, as well as redress for victims. Where redress is impracticable,
the Commission obtains disgorg: to the U.S. Treasury of defendants’ #l-gotten gains or, in
certain situations, uses the money to conduct educational campaigns to prevent further fraud.

The Commission attacks office supply fraud in several ways. Because almost all
fraudulent office suppliers use the telephone, the Commisgion typically alleges violations of the
Telemarketing Sales Rule. The Rule defines and prohibits deceptive telemarketing practices and
aflows the Commission {(and the states) to seek injunctive relief, redress and/or civil penalties for
Rule violations.” In prosecuting office supply scams, the Commission also uses its broad
authority under Section 5 of the FTC Act, which prohibits unfair or deceptive practices, to charge
that scammers misrepresented their identities, the purpose of their calls and the goods and
services they-sold.® The Conunission typically prosecutes office supply fraud cases as civil
actions in federal court, and seeks gx parte temporary relief such as asset freezes (to ensure that
money will be available for victims when the proceeding is over), and permanent injunctive
relief, such as bans on telemarketing, and redress or disgorgement.

* The Commission also has responsibilities under more than 40 additional statutes.
¢ 15 U.S.C. §§ 45(a) and 53(b).

" 16 CFR. Part 310. The Telemarketing Sales Rule does not generally apply to
business-to-business sales calls, The Commission’s enforcement experience with office supply
scarns, however, led it to create an exception in the Rule for telephone calls “involving the retail
sale of non-durable office or cleaning supplies.” 18 CFR. § 310.6(g).

& QOn oceasion, the Commission also may allege violations of the “Upordered
Merchandise Statute,” 39 U.8.C. § 3009 of the Postal Reorganization Act, which prohibits
mailing unordered merchandise and bifling for it and makes such conduct a violation of Section 5
of'the FIC Act.
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IN.  Office Supply Frauds

Office supply scams involve the deceptive sale of non-durable, or consumable, products
that are used in the course of business and purchased on a regular basis. The fraud is committed
through misrepresentations over the telephone and by direct mail. By far, the most prevalent
product pitched by fraudulent office suppliers is copier machine or printer toner, and is known
throughout the industry and law enforcement as “toner-phoner fraud.”

A, How the Fraud Works

No matter the product, office supply scams generally operate the same way. Most
fraudulent office supply companies use generic, common names, such as “Central Supplies,”
“Industrial Chemical, Inc.,” “United Wholesalers,” and “Regional Copier Supply” to avoid
standing out.'® Operating out of boilerrooms furnished with dozens of desks and telephones,
telemarketers arm themselves with lists of businesses and non-profit groups and their telephone
numbers (e.g., all the car dealerships or churches in one area). Then, the telemarketers call."!
Sometimes they try to obtain the name of an employee, or the brand or serial number of the
copier the office uses under the guise that they are verifying existing records. They make the
recipients feel as if they are dealing with their regular supplier. At other times, the galler merely
asks the employee if the business wants to receive a free gift or sample. Either way, through
false pretenses the caller seemingly obtains someone’s consent to ship office supplies or makes it
appear as if consent had been given.

Some time after that easily forgotten telephone call, toner cartridges or cleaning supplies
or light bulbs arrive. They are likely to be overpriced and not the brand, quantity, quality, size or
type that the office usuaily orders.'> A short while later, armed with information they obtained

® Other products, such as light bulbs and maintenance supplies, are also “consumables.”
1" These are names of some of the companies the Commission has sued.

" In some Commission cases, consumers report that they did not get a phone call but
received unordered merchandise and 2 bill, nonetheless. This scenario is more common to
unordered services, rather than unordered merchandise, schemes. For example, in F7C v. AKOA,
Inc., 97-7084 (C.D. Cal. 1997), organizations recejved bills, but no phone call, for unordered
compuizs maintenance contracts. Some victims, such as churches, didn’t even own a computer.

' For example, in FTC v. Commercial Electrical Supply, Inc., 96-1982 (D.Md. 1996), a
church in Arizona received 120 unordered light bulbs costing more than $3 each. An associate
pastor stated that the church would never buy that many light bulbs from a company in Maryland
when they could be bought for .55 cents each locally, without any shipping costs. Similarly, a
Jewish Community Center in Florida received 120 unordered incandescent light bulbs; it didn’t
even have any fixtures that used such bulbs.
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during their calls {e.g., an employee’s name, the copler brand), telemarketers send invoices that
make it appear that they are the business” regular supplier. The invoices typically range from a
couple hundred dollars up to $1,000. Based on our recent law enforcement experiences, the
initial invoice scammers send averages $550 for toner and $160 for cleaning or maintenance
supplies. If the initial bill is paid, the business continues to receive more unordered and
unwanted supplies and ever higher bills for them.

B. ‘Why Office Supply Scams Work

Office supply scams succeed for several reasons. First, the svam invoices appear to be
fegitimate and can easily blend in with other invoices an organization receives. Second, the
organization mzy not have a well-established protocol for purchasing goods, or employees or
volunteers at small organizations may be handling bill payment duties sporadically or for short
lengths of time. Thus, they may only have limited knowledge about who are the regular vendors
and suppliers and how much office supplies should cost. Third, the person who receives the
goods and the person who receives the invoice often are different people so the bigh price
charged for the inferior goods may not get noticed. Fourth, even if an employee realizes that the:
business has been tricked, the employee may feel that he or she consented to the order or started
using the supplies before realizing that the business has been scammed. Thus, the employee
believes that the company is obliged to pay. Fifth, if an employee becomes aware of the scam, he
or she may try 1o get the sender to cancel the invoice and accept retum of the product. In those
instances, the scammer typically tries to persuade the caller to keep the goods for a “lower
price,”™ refuses to accept the returned merchandise, or charges a substantial “restocking fee”
before accepting return of the unordered merchandise. If the business pays to retumn the product,
agrees to pay “restocking fees,” or is convinced to pay a lower price, the scam has succeeded
because the fraudulent company has made a profit or has the product back so that it can be
shipped to another victim. Above all, the fraudulent companies purposefislly create confusion
over the invoice or goods and exploit the fact that ofien new or inexperienced personnel may be
handling thege matters.

The problem doesu’t stop with the phony invoice. Despite fisting toll-free “customer
service pumbers” on their involces, fraudulent office supply telemarketers give consumers the
run-around, harass them into paying, guestion thelr honesty, and almost never give refunds.
Complaint letters go unanswered, and many victims give up.** For many businesses, and even
some non-profit organizations, the hassle of dealing with these fraudulent companies is not worth
the effort. In those situations, the telemarketers have won,

B In reglity, this “lower price” is still much bigher than the company’s true supplier’s
price for the amount shipped.

* Often a company issues arefund if 2 complaint is filed with the Better Business
Bureau or a state Attorney General’s office fo ward off attention from law enfbrcement
anthorities.
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C. The Extent of the Problem

Understandably, it is difficult to quantify the extent of the office supply fraud problem.
From 1995 through 1999, the Commission logged in nearly 4,000 complaints regarding toner-
phoner fraud and nearly 1,000 complaints about other types of office supply fraud.”® As with
other frauds, these numbers undoubtedly underestimate the number of victims. In one
Commission case where we were able to determine the number of victims, we found that a
medium-sized fraudulent toner operation victimized 23,000 small businesses and non-profit
organizations in a four-year period.!®

The complaints and our prior law enforcement actions indicate, however, that there are
many office supply boilerrooms doing business on a relatively small scale compared to other
frauds. For example, in Operation Misprint, our most recent law enforcement initiative, the 1999
annual gross sales of the twelve targeted companies totaled approximately $34 million. The
average annual gross sales per company, therefore, were about §2.8 million. At the extremes,
however, the itwelve companies had annual sales ranging from $200,000 to $11 million. These
numbers and the fact that we receive complaints about dozens of companies (usually only a few
for each one) strongly suggest that there are many small boilerrooms that understandably do not -
always attract law enforcement attention, but nonetheless cause significant financial harm and
annoyance to thousands of small businesses and other organizations.

D. The Growth of Small Businesses

Office supply fraud persists in part because the pool of potential victitas grows larger
every year. There are about 24 million small businesses in the United States, representing 99%
of all U.8. businesses. This past decade has seen a great increase in the rate of new business
formation with small businesses providing virtually all of the nearly 20 million new jobs added to
the economy since 1992.'7 Most small businesses have copiers and printers and need
maintenance and cleaning supplies, so all are potential victims of unscrupulous telemarketers.

¥ These figures are from Copsumer Sentinel, the first Internet-based, binational
computerized consuimer frand database in North America. Consumer Sentinel receives
complaints from consumers via email, telephone calls and letters that are processed through the
FTC’s Consumer Response Center. Other public and private consumer organizations, including
Better Business Burcau offices, the National Fraud Information Center and Project Phonebusters
in Canada, also submit data to Consumer Sentinel. In addition, companies such as Xerox, which
receives many complaints about toner-phoner frand, contribute complaints to Consumer Sentinel.

18 FTC v. Michael Chierico, 96-6671 (8.D. Fla.).

7 The Small Business Administration’s Advocacy Office provided data on small
businesses.
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Individual stores and franchisees, even though they may be part of very large
corporations, also are susceptible to offfee supply fraud. Likewise, charitable organizations,
places of worship, government offices, college sororities and fraternities, even congressional
offices, are victimized.

IV,  The FY{’s Law Enforcement Reaponse

The Commission has a tradition of teckbng all types of fraud regardless of whether the
victims are individuals or small businesses.” In fact, some of the earliest hard-core fraud vases
brought by the Commission in federal courts in the mid-1980s were toner-phoner frauds. Since
1986, the Commission bas prosecuted 28 office supply fraud lawsuits involving nearly 60
corporations and 60 individual defendants. ™

Many of the Commission’s office supply fraud cases were brought as pari of law
enforcement “sweeps.” A sweep Is a coordinated, multi-agency effort to target a particular type
of fraud nationwide or frauds located in a partionlar geographic area.™ Sweeps involve the filing
of many cases at the same time by federal, siate and local government authorities and the
launching of consumer and business education campaigns aimed at preventing fisture losses. The
Comsmission brought s first sweep involving office supply fraud, catied “Operation Copycat,” in
1996. At that time, the Commission filed five cases, and the U.S, Postal Inspection Servies, the
States of Iincis, Indiana, Jowa, Pennsylvania and local authorities in Ventura County,
California, and Aurora County, Colorado filed twelve others, The five Commission cases
resulted in govrt orders banning cestain practices, requiring performance bonds to be posted and
awarding $13.7 million in redress. In February 1999, the FTC, U.S. Postal Inspection Service
and the States of Hinols and Indiana brought four cases as part of “Operation Clean Sweep,”
which targeted cleaning and janttorial supply fraud. Thus far, court orders entered in those cases
ban individuals from telemarketing office and cleaning supplies and award nearly $200,000 in

¥ Besides office supply fraud, small businesses also are the targets of other fraudulent
schemes. For example, on October 25, 1999, Bureau of Consumer Protection Director Jodie
Bernstein addressed this Committes about Web Site Cramming, the practice of causing
unauthorized charges for Web site services to appear on small businesses’ telephone bills, The
Commission also has prosecuted unordered advertising in illegitimate phone directories (“Yellow
Pages” scam), and fund-raising on behalf of nonexistent charitable or civic groups.

¥ Court-ordered redress In the 28 cases totals $11,000,000. See Attachment 1 for a
summary of the FTC’s cases and education programs since 1986,

# Since 1995, the Commission has participated in 50 law enforcement sweeps.
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redress. In December 1999, the FTC announced “Operation Misprint,” with the FTC filing
twelve cases and the State of Iinois filing two ™

The Comrmission is pleased to announce that recent settlements and completed collection
efforts in prior cages will return more than $4.2 million to office supply fraud victims in the near
future. In United States v. Ultra Ribbons, Inc., an Operation Misprint case, a consent decree
requires the company to pay an estimated $100,000 in redress and $500,000 in civil penalties for
Telemarketing Sales Rule (TSR) violations, the largest TSR civil penalty ever.” In FTCvw.
National Maintenance Supply,” a case filed as part of Operation Clean Sweep, the FTC and the
co-plaintiff’ State of Illinois obtained a court order on February 8, 2000, awarding $80,000 in
consumer redress and imposing a ban on telemarketing office supplies on the individual
defendant. Finally, the Commission soon will o e redress programs resulting from: five
cases that will return approximately $4 million to small businesses and non-profit
organizations™

The Commission also has taken action to ensure compliance with court orders, For
example, after a federal court ordered it to stop deceptive telemarketing practices and to pay
$1 million in redress, a Florida toner-phoner continued to mislead smail businesses into paying
for unordered toner. As a result, the Commission sought and obtained an order finding the

' 1n addition, as part of Operation Misprint, the Beilerroom and Telemarketing (BAT)
Task Force executed search warrants at eight locations to gather evidence of possible wire fraud.
BAT Task Force members include state and local California law enforcement authorities and
several federal agencies.

2 The Ultra Ribbons settlement has been referred, as required by the FTC Act, to the
U.S. Department of Justice, Office of Consumer Litigation, for filing on the FTC’s behalf
Located in Southern California, Ultra Ribbons was an unusually large boiferroom, employing
more than 700 telemarketers. It sold computer ribbons, printer cartridges and other supplies.

B FTC v. National Maintenance Supply, 99C-1057 (N.D, TIL.) (alleged deceptive sale of
fluorescent light bulbs and urinal deodorizers).

** These five cases are: FTC, State of New Jersey and State of Michigan v. Sparta Chem,
96-3228 (D.NLJ.) ($303,000; alleged deceptive sale of unordered cleaning and maintenance
supplies), FTC v. National Business Distributors, 96-4470 (C.D. Cal.) {$200,000; alleged
deceptive sale of office supplies), FTC v. MTK Marketing, 96-230 (C.D. Cal) ($1.5 million;
alleged deceptive sale of toner); FTC v. North American Supply, 95-4264 (C.D. Cal.) ($826,000;
alleged deceptive sale of toner); FTC v. United Wholesalers, 94-8620 (S.D. Fla.) ($1.3 million;
alleged deceptive sale of cleaning supplies). In MTK Marketing, the Commission also obtained
the proceeds of a bond that the company posted to comply with California’s Telemarketing
registration law. The bond proceeds, $100,000, also will be returned as redress to injured
business victims.
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1, Aafand

defendants in civil cc pt of court, resulting in a ban from keting for the
and an order to pay additional redress.® This matter is currently on appeal.

V.  Project BOSS (Banish Office Supply Scams)

Preventing fraud in the first place obviously is preferable to prosecuting scam artists.
Because of limited resources, the FTC and state and local officials can only detect and prosecute
& portion of the fraud that s ocourring, and even then, full redress for all victims is rarely
obtained. Consequently, the FTC routinely alerts businesses and consumers about ongoing
frauds and how to detect and avoid them. For example, for many years the Comumission has
published educational brochures about office supply fraud and has distributed them o
associations representing businesses and non-profit groups that are frequently the targets of such
scams.

Today the Commission announces “Project BOSS,” its largest, grass-roots based business
education initiative to date regarding office supply fraud. Project BOSS is a multi-faceted
partnership to help the people who work at small businesses or non-profits spot and dodge fraud.
Project BOSS involves extensive outreach efforts to organizations through new or expanded
partnesships and new and iraditional mediums. ¥ includes issuance of new tools such as a Public
Service Banner Ad for the Web, new training materials, and distribution of an existing brochure,
“Avoiding Office Supply Scams,” initially issued in 1996 and revised in March 2000,

Grass Roots Components

. Gateway For New Businesses. The FTC and the National Association of Secretaries of
State (NASS) have established a new partnership. Participating states will provide
information on office supply and other business-oriented scams to new businesses that
register with the state and provide links from their Web sites to the FTC.

» Employee/Volunteer Training Assistance, The FTC has prepared a tip sheet for
organizations to distribute to staff or volunteers.

. Industry Partnerships
. Trade Associations. The Imaging Supplies Coalition, the Business Technology
Association, the Infernational Sanitary Supply Association, which represents
4,100 manufacturers and distributors of cleaning and maintenance supplies used
in commercial settings, and the Office Products Wholesalers Association, which
represents 100 office supply wholesalers, have all agreed to distribute Project
BOSS materials. The BTA and I8C will supplement their ongoing business

¥ FIC v. Michael Chierico, 96-1754 (S.D. Fla.) (In 1998, the court ruled defendants in-
contempt of the 1996 stipulated final judgment).
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education efforts by disseminating the Commission’s brochures and other
materials to thelr members and o their members” customers. In addition, some
ISC members are taking extra steps to spread the word. Xerox, for example, has
~created a short video.on telemarketing fraud that its sales force can play for

customers from a laptop computer. The ISSA and OPWA, which are new
Commission partners, will send email and fax alerts to their members and print
materials for redistribution to retail customers.

» Business Newsletters. In December 1999, at the FTC’s suggestion, the American
Chamber of Commerce Executives featured an article in its bi-monthly electronic
newsletter to members and established a Iink to the FTC Web site.

Non-Profit Qutreach. To supy prior outreach, the FTC will do a mass mailing of
Project BOSS materials targeted to non-profit and refigious organizations,

The New Road Show. The FTC has prepared a Power Point presentation and speech
package on detecting and avoiding office supply scams, which can be presented by FTC
staff, state and Jocal officials, or industry groups at meetings of organizations such as
'Chambers of Commerce and Rotary Clubs.

Other Initiatives

Cyber Tools
Dedicated FTC Web Page. The FTC has created a new campaign page on the
FTC Web site devoted to educating the public about frauds targeting small
businesses, with links and information on where to file complaints with the
C issi andother ies and organizations. Go to:
www fie. gov'hop dooams Ji dex. fimi

. A New Public Servnce Banner Ad The FTC has created a PSA on office supply
fraud-for use on industry and association Web sites; it allows visitors to link
directly to information and educational materials on the FTC’s Web site.

. ‘Web Links. The Small Business Administration, Better Business Bureaus,
Ind dent Office Products and Fumniture Dealers Association, the National

- Federanon of Independent Business, the Yellow Pages Publishers Association, the

1.S. Chamber of Commerce and others have created or will create links on their
‘Web sites to the FFC’s Web site,

Media Education. The FTC will mail 5,000 copies. of the “Avoiding Office Supply
Scams” business education brochure to media contacts to encourage stories about this
fraud and its effect on Jocal businesses.
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VIi.  Conclusion

The Commission greatly appreciates the Committee’s support and its putting the spotlight
on this chronic and pervasive problem. The Commission has battled office supply fraud for many
years in the courts and has undertaken substantial efforts to educate businesses on how to
recognize and avoid the scam. Office supply fraud, however, continues to be a thorn in the sides
of small businesses and nou-profits and, thus, continues to be of concern to the Commission, We
hope that our new grass-roots based campaign and today’s hearing wil help prevent more smail
businesses from becoming victims. Thank you for your assistance and for providing the
Commission the opportunity o explain its work. )
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Attachment 1

FTCActions Against Fraudulent
‘Office Supply Telemarketers

duly__

FTCv. Copy Data Systems, Inc., and Ira J,
Seaver, No. 87-0495 (E.D. Va. filed July 1986)
« Toner in Culver City, California

+ Targeted small businesses and non-profit groups

« Settlement in May 1987 provided $300,000 in redress

FTC v. North American Office Systems, Inc.,
National Copy Supply, Inc., United Photo
Supply, Inc., Daia’Mark Industries, inc., and
KG Industries; Inc., William H, Keller and
Christopher Greenberg, No. 3-86-1850-G (N.D.
Tex. filed July 1986)

< Boiler rooms in Alabama, California and Texas

¢« Toner and other office supplies

+ “Settlement in April 1987 included $60,000 payment

87

QOcigher

FTCv. Mytel International, Inc., and Gilbert
Michaels, No. 87-07259 IMI (GHKx) (C.D. Cal.
filed October 1987)

d/b/a District Distribution Center

+ -Scheme involved toner supply company and its
telemarketing boiler rooms

Settlement agreement filed November 1288
Defendants agreed to pay $250,000

Civil contempt action filed against Michaels for
violating 1988 decree .

.

S

B

April

FTC v, Mark Critienden, Regional Supply Co.,
Regional Supply Center, Regional

Copier Supply, United Supply Co., and Jamie
Reiber, No. CV 91-2019 JGD (Tx) (C.D. Cal.)
+ TRO granted April 193]

» Case involved toner supply company an separate
telemarketing boller rooms

Toner

Settlement agreements filed July 1992

.

.

+ Crittenden required te post $200,000 performance bond
+ $240,000 in redress distributed to 860 businesses and
non-profit groups

1994

July

FTC v. Main Distribution Center, Inc., Corpo-
rate Business Products, Fuc., Authorized Distri-
bution Center, Inc., et af., No, 94-4467-SVW
{SHx} (C.D. Cal.)

TRO granted July 5, 1994

Four individuals named as defendants

Toner

Settiement filed in court January 1995

Individuals liable for almost $1,206.000 in redress
Three defendants barred from telemarketing

et e v e s

Ociober

FTC v. Central Supplies, Inc., Hitrenies, Inc.,
and David C, Ashley, Civ. No. 94 C 6391 (N.D.
1)
» TRO granted Qct. 25, 1994

Defendants targeted churches and other non-profit
groups

Light bulbs, urinal deodorant blocks and cleaners

Final order entered July 1995

individual required to post $400,000 performance bond
prior to telemarketing

Almost $44,000 in uncashed checks returned to
consumers

.

.

.

e

.

N 5
FTC v. United Wholesalers, Long Life Indus-
tries, International Research Corporation and
Innovators of Success, Civ. No. 94-8620-CIV-
Moore (S.D. Fla.)

* TRO granted November 1994

* Four.individuals mamed in complaint

Defendants had three betler rooms, 2 in Florida and 1
in New Jersey

Final settiement agreement filed in court January 1996
Defendants pay $1.3 million to FTC in redress
Individuals required to post $500,000 performance
bonds prior 10 telemarketing

Cleaning supplies




1995

June

FTC v. North Amevican Supply and American
Computer Industries, Inc., No. CV.95-4264
LOB(ATWx} (C.D. Cal))

« TRO granted June 1998

Three individuals also named as defendants

Toner, coraputer supplies, and other office supplies by
allegedly misrepresenting existence of prior relation-
ship and offering 30-day no-risk trial period

Court entered final order setifing case in November
1993

Redress judgment set for $1.8 million, with $900,000
due immediately

1996

’

.

.

March

FTCv. MTK Marketing, Inc., et al, Civ. No.
96-230 LHM (EEX) (C.D. Cal.)

+ TRO granted March 1996

< Complaint named 7 corporations and § individuals

« d/b/a District Supply Center, Central Supply Center and
National Supply Center

Copier toner

Court entered final order against all individuals and
corporation in August 1996

Redress to consumers totaled $865,000

+ Two defend banned from telen i

Six other individuals required to post bonds

.

-

[& /Busi Education Publication:
Avoiding Office Supply Scams

June-July

“Qperation CopyCat” Sweep

FTC v, Michael Chierico, Teri Chierico, Ameri-
can Business Supplies, Inc., Interstate Office
Systems, Inc., Nationwide Office Products, Inc,,
and Creative Business Consultants, Inc., No.
96-6671-CIV-Moore (§.D. Fla.)

TRO granted June 28, 1996

Sold copier machine toner by allegedly mistepresent-
ing the existence of a prior relationship, among other
deceptive sales practices

Court entered final order November 1996

Defendants paid $} million in redress

Michaet Chierice and wife must obtain performance
bonds before engaging in telemarketing

1988 CIVIL CONTEMPT ACTION Chierico i

.

.

.
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+ Individuals banned from telemarketing
+ Performance bond forfeited
« Approximately $4.8 million in redress ordered

FTC v. Nationii Business Distributors Co. Inc.,
Rapliael Ralph Azari and Deborak L. Azari,
No. CV 96-4470 JGD (Mex) (C.D. Cal))

TRO granted June 23, 1996

Computer ribbons, packaging tape and other office
supplies

Court entered final order November 1996
Individual defendants required to pay $200,000 in
caonsumer redress, relinquish rights 1o assets of the
carporation and to each obtain a $200,000 perfor-
mance bond prior to telemarketing

.

FTC v. Commercial Electrical Supply, Inc., and
Michael C. Spence, No. WMN 96-1982 (D.
Md.}

« TRO granted June 26, 1996

« d/bfa Commercial Distributors, Kemtech Industries,
Crown Electrical Supply and American Industrial
Supplies
Light bulbs, cleaning supplies and other office sup-
plies to small businesses and non-profit organizations
Court eptered final order November 1996
individual defendant required to post a $106,000
bond before engaging in telemarketing

.

»

FTC, State of New Jersey and State of Michi-
gan v. Sparta Chem, Inc., Compu-Kieen, Inc.
and Dennis J. Saccarato, Civ. No, 96-3228
(AMW) (D. N.J)

» TRO granted July 1, 1996

* Industrial and office supplies, including cleaning

solutions, il absorbent and concrete cure
- + Final settlement entered November 1996
» Commission obtained $305,000 in redress
* State of New Jersey awarded $50,000 in costs

FTC v, Michael McGowan, Industrial Chemi-
cal, Inc., and Amna Medical Products Corp.,
Civ. No. 96-3227 (AMW) (D, N.J.)

« TRO granted July 1, 1996

+ d/b/a National Safety & Supply, Med-Amna Products
and First Aide Care
First-aid kits, rock salt and other office supplies to
small businesses based on misrepresentations
U.S. Postal Service filed complaint concurrently with
FTC
Settlemeny filed April 1997; bans McGowan from
Telemarketing and imposes suspended judgzment of
$317,000

.
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“Qperation Clean Sweep”
Telemarketing Fraud Coses
FIC and State of Hlinois v. National Mainte-
nance Supply and Jack Nugent, 99C-1057
NLD. L)

+ Tllinois files suit

» FTC joined lllinois lawsuit July 1999

« Fluerescent light bulbs and urinal.deodorizers

+ $86,000 in redress

« Barred from selling office supplies

FTC v. Southern Maintenance Supplies and
Don Ashley, 99C-0975 (N.D. 1IL.)

* TRO granted February 1999

+ Light baibs and piae cleaner

* Court entered final order August 1999

¢ Defendants barred from telemarketing

* $110,000 in redress

o /B Education Publication:
Avoiding Office Supply Scams (Revised)

Decamber

"Qperation Misprint”
Telemarketing Fravd Cases
FTCyv. Business Services Center, Inc., Ceniral
Imaging S| Th Ford and Pradence
Ford, SACV99-1513(C.D. Cal.}
<« TRO granted December 1999
+ Toner-phoner

FTC v. David Moreno, 99-12837 (C.D, Cal.)
+ dba Continental Business Systems, Urited Products,
* TRO entered December 1999
» Toner

FTC v, General Supply Centers, Inc. and Mark
E. Gershick, 99-12827 (MMM) (RZx) (C.D.
Cal)

* TRO entered December 1999

« Toner-phoner .

FTC v. International Business Network, Inc.,
Danny Yahalom and Oren Ben Eikanah, 99-
12831 (C.D. Cal)

+ TRO entered December 1999

» Toner-phoner

FTC v. International Supply Center, Inc., 99
Civ {2163 (Sweet) (SDNY)
« Complaint seeking Preliminary Injunction filed
December 20, 1999
« Toner

FTCv. Laser Express of Tennessee, Ltd., and
Jeff Richfield, No. 3:99-1135 (M.D. Tenn.)

* dba Laser Express Limited, Data Supply Interna-
tional, Cartridge Express Limited, International
Cartridge Supply, International Data Supply Co.,
International Supply Co.

» Temporary restraining order-entered December 1999

+ Toner-phoner

FTIC v, Modern Concept Marketing, Inc., 99-
13003 (C.D. Cal)

« dba Central Data Supply

* TRO estered December 1999

* Toner

FTC v. National Supply & Distribution Center,

Inc., Data Distribution Services, Steve

Rayman, Larry Ellis, Lee Siegel and Scott
Earl, 99-12828 HLH (ATWx) (C.D, Cal.)

< TRO entered December 1999

+ Toner-phoner

FTCv. Nationwide Industrial Technologies
Co., Inc,, 99C-8164 (N.D. IiL.)

* TRO eatered December 1999

+ Cleaning supplies

FTC v. Qualizy Maintenance Supplies, 99C-
7946 (N.D. 1L}

* TRO entered December 1999

+ Cleaning supplies

FTC v, United Maintenance of Iifinois Corp.,
99C-8163 (N.D. 111y

* aka Maintenance Supplies, Inc.

¢ 3 individuals

» TRO entered December 1999

* Cleaning supplies

United States v. Ultra Ribbons, Allstate Imag-
ing, Inc., Russel L hat, Stuare L fral,
Frank Montelione and Alan Jurick

~ Settlement agreement provides $500,000 under

Telemarketing Sales Ruie

« Approximately $100,000 in redress

« Computer tibbons, printer cantridges

* 4 individuals
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b '_BUSinés’s Alert L

Federal Trade Commission M Bureau of C F i B Officeof G and B

Five Steps 10 Avoiping Orrice SuppLy Fraup

Bus'messes, churches, and fraternal and charitable organizations are losing millions of dollars to bogus
office supply firms. Any organization that lacks adequate purchasing controls can become a victim
of an office supply scam. The Federal Trade Commission suggests a few simple precautions to protect
organizations from paying for goods and services they didn’t order, from labels to light bulbs, toner to
toilet paper. We’ve also attached a tip sheet — Inter-Office Memo: Don’t Get Bilked by an Office
Supply Scam — that you can adapt to your organization and distribute to staff.

1. Know your rights.
If you receive supplies or bills for services you didn’t order, don’t pay. Don’t return the unordered
merchandise, either. Treat any unordered merchandise you receive as a gift. It’s illegal for a seller
to send you bills or dunning notices for merchandise you didn’t order or ask you to send back the
merchandise — even if the seller offers to pay the shipping costs. What’s more, if the seiler sends
you items that are different from your order in brand, type, quantity, size, or quality — and hasn’t
gotten your approval first — you may treat the substitutions as unordered merchandise. Treat
unordered services the same way. At the same time, you should consider the possibility that the
seller has made an honest mistake.

The FTC’s Telemarketing Sales Rule offers other protections in business-to-business sales of
non-durable office or cleaning supplies and most sales of goods or services to individuals, groups
or associations. According to the Rule, telemarketers must tell you it’s a sales call — and who’s
doing the selling — before they make their pitch. And before you pay, they must tell you the total
cost of the products or services they're offering, any restrictions on getting or using them, and
whether a sale is final or non-refundable. In addition, it’s against the law for telemarketers to
misrepresent any information about the goods or services they’re offering.

2. Assign designated buyers and document your purchases.
Designate certain employees as buyers. For each order, the designated buyer should issue a pur-
chase order to the supplier that has an authorized signature and a purchase order number. The
purchase order can be electronic or written. The order form should tell the supplier to put the
purchase order number on the invoice and bill of lading. The buyer also should send a copy of
every purchase order to the accounts payable department, and keep blank order forms secure.

Federal Trade Commi

wwviftc.gov

For the Consumer

March 2000
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Check all documentation before you peay the bills.

When merchandise arrives, the receiving employee should verify that the merchandise matches the
shipper’s bill of lading and your purchase order. Pay special attention to brands and quantity, and
refuse any merchandise that doesn’t match up or isn’t suitable for your equipment. If everything is
in order, the receiving employee should send a copy of the biil of lading to the accounts payable
department. Reconcile bills for services the same way. That is, don’t pay any supplier unless the
invoice has the correct purchase order number, and the information on the invoice matches the
purchase order and the bill of lading.

Train the staff.

Train all staff in how to respond to telemarketers. Advise employees who are not authorized to
order supplies and services to say, “I’m not authorized to place orders. If you want to sell us
something, you must speak to and get a purchase order.” Establish a team that
includes the employees who buy and receive merchandise or services, and those who pay the bills,
and develop some standard operating “buying procedures.” For example, buy only from people
you know and trust. Be skeptical of “cold” or unsolicited calls and practice saying “no” to high
pressure sales tactics. Legitimate companies don’t use pressure to force a snap decision. Finally,
consider asking new suppliers to send a catalog first.

Report fravd.

Report office supply scams to the FTC, or your state Attorney General, local consumer protection
office or Better Business Bureau. In addition, consider sharing your experiences with other busi-
nesses in your community to help them avoid similar rip-offs.

File a complaint with the FTC by contacting the Consumer Response Center (CRC) by phone: toll-free
1-877-FTC-HELP (382-4357); TDD: 202-326-2502; mail: Consumer Response Center, Federal Trade
Commission, 600 Pennsylvania Ave, NW, Washington, DC 20580; or online: use the complaint form
at www.ftc.gov. Although the Commission cannot resolve individual problems for consumers or
businesses, it can act against a company.if it sees a pattern of possible law violations.

For more information about office supply scams, order Avoiding Office Supply Scams from the FTC
or read it at www.ftc.gov.

Toil-free 1-877-FTC-HELP
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- INTER-OFFicE Memo:

Don'r Ger Biuke gy An-Ofrice Suppty Scan

We need your help to make sure we don’t become a victim to costly office supply fraud.
This is a nationwide problem affecting businesses, churches, and fraternal and chari-
table organizations; altogether, organizations like ours lose millions of dollars to bogus office

SUpply (NS,

The Federal Trade Commission has a number of suggestions that we can follow to help us
avoid paying for goods and services that we didn’t order. from labels to light bulbs, toner to

toilet paper. We need to be cautious in our dealings with telemarketers and implement and
follow good purchasing control practices. Please review and follow these suggestions.

e _Get o know our designated buyers.
Cur buyers are and can be reached at
All purchase orders should go through these employees. If someone calls you about order-
ing supplies, say, “I’m not authorized to place orders. If you want to sell us something,
mu o and get a purchase e alls asking
for the manufacturer and model of our copiers. refer them to our designated buyers. Be
skeptical of “cold” or unsolicited calls and practice saying “no” to high pressure sales
tactics. Legitimate companies don’t use pressure to force a snap decision.

SpEaK SOMEONE

e Check all docuimentation.

‘When merchandise arrives, verify that it matches the shipper’s bill of lading and our
purchase order. Pay special attention to brands and quantity, and refuse any merchandise

that doesn’t match up or isn’t suitable for our equipment. If everything is in order. send a
copy of the bill of lading to in Accounts Payable.

e Exercise our rights.
If we recei lies or bills for ices we didn’ er, don’ . Don

>

unordered merchandise, either. If you're reasonably confident that there has not been a
legitimate mistake about the order, we can treat any unordered merchandise we receive as
a gift. It’s illegal for a seiler to send us bills or dunning notices for merchandise we didn’t
order or ask us to send back the merchandise — even if the seller offers to pay the ship-
ping costs. What’s more, if the seller sends us items that are different from our order in
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brand, type, quantity, size, or quality — and hasn’t gotten our approyval first — we may
weat the substitutions as unordered merchandise. We can treat unordered services the
e way. But alwa; nsider the ibility that the seller h: de an honest mis-
take.

The FTC’s Telemarketing Sales Rule offers us other protections in business-to-business
sales of non-durable office or cleaning supplies and most sales of goods or services to

individuals, groups or iati A ding to the Rule, telemarketers must tell us it’s
a sales call — and who's doing the selling — before they make their pitch. And before

we pay, they must tell us the total cost of the products or services they’re offering, any
feti ing or usin, m. and whether a sale is final or non-refundable.

© Report fravd.

If you think we’ve been scammed. contact in our office
at We will report the fraud to the FTC, or our state Atiorney

General, local consumer protection office or Better Business Bureau.

I you have questions about these procedures, please contact
at If you’d li iness- wi

can help protect our organization, visit the FTC online at www.ftc.gov.

O
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Grass Roots Components

m Gateway For New Businesses ~ FTC partnership with the National
Association of Secretaries of State. Getting information to newly
incorporated or registered businesses.

u Employee/Volunteer Training Assistance ~ FTC materials to help
businesses traln staff on proper purchasing procedures and handfing
telemarketing calls.

@I Non-Profit Outreach — FTC mailing to targeted non-profit and
refigious organizations.

@B The New Road Show ~ FTC Power Point presentation and speech
package on detecting and avoiding office supply fraud. Use at
meetings of local business organizations,

@B Dedicated FTC Web Page — New FTC Web page devoted to
educating the public about frauds against small businesses.

@IED> New Public Service Banner Ad ~ FTC PSA for use on industry
and association ng sites. Provides direct link to FTC information.

@B Media Education ~ FTC mailing to 5,000 media contacts to
encourage stories.

G Web Links ~ Partners to link to FTC site for quick access to office
supply fraud information,
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Partners

American Chamber of Commerce Executives
Better Business Bureaus

> Business Technology Association

imaging Supplies Coalition

> Independent Office Products and Furniture
Dealers Assoclation

International Sanitary Supply Association
National Assoclation of Secretarles of State

Matlonal Federation of Independent Business

Office Products Wholesalers Association
Small Business Administration

U.5. Chamber of Commerce

Yellow Pages Publishers Asscciation
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Couki your organization be 2 vietim
of an office supply scam? If you
don't have adequate purchasing
contrls, probably so. Businesses, churches,
and fraternal and charitable organizations
are being bilked out of millions of dollars
by bogus office supply firms. You can
protect yourself by learning to recognize the
scams and understanding your rights.

The typical office supply scam involves
goods or services that you routinely order:
copier paper, toner and maintenance
supplies, equipment MaIRIeRANCE CONUEACES,
or classi ising, When d
telernarketers call, they often lie to get you
to pay for iterns you didn’t oxder, or to get
you to pay more than you agread 0. How?
The calter may falsely claim to be your
“regular supplier™ or to telf you that the
offer i “special” or “good for a limied
tirme didy. " Con artisis take advantage of
foles in your organization’s purchasing

dures or of pect P
wha may not be aware of office practices.
What's worse, the oftice supplics peddled
by these bogus firms often are overpriced
and of poor quality; the services usually are
worthiess.

The Scams

Offiee supply scam artists generally use
three ways io 1ake your money ~ the
pheny-invoice, the pretender, and the gift-
horse.,
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Phony-invokee Scams

‘The goal of the phony-invoice scam is to get
the name and address-of an employee so
your organization can be shipped and billed
for unordered goods or services. The
invoice includes the employee’s name a5 the
“authorized” buyer. Scam operators use

*various ploys to get an employee’sname:

They may call asking for belp completing
2n order, claiming that “the accounting
department fost the name of the person we

. should send these supplies 10,” or they may

ask for the name of the person-in charge of
your Yellow Pages advertising.

Once the con artist has an employee's namg
and address, he'll ship the unordered
merchandise. The phony invoice armives 2
week or s0 after -~ for two reasons: First,
the inflated price — as much 25 10 times
what you'd pay Tor the same goods from 2
tegitimate supptier — is less obvious if the
invoice arrives after the merchandise has
been received and stocked. Second, the
chances are good that you've used the.
merchandise before the invoice arrives.

- Many organizations mistakenly believe that

they must return unordered merchandise or
pay. for unordered merchandise if they've
used it.

A twist on this appreach may have the
fraudulent seller timing a phony inveice to
roatch your purchase of fegitimate services
from another vendor. For example, the
setler sends yeu a bill for unordered
classified advertising soon after your ad

runs in a legitimate publication. The scam
operatar hopas you'l! be confused and pay
his bill instead of, or in addition to, the one
fromthe legitimate company. .

The Pretender Scam

In the pretender scam, the calier may
pretend to be your regular or previous
supplier, 2 replacement, or an “authorized”
supplier. By convincing you that the goods
or services and prices offered are the same
as before, the caller hopes you won't bring
up prices, quantities, and brands, Bven if
you do, the sefler may 4y to brush you off
by saying, “We’ve supplied you in the past,
but it's been a while,” or “The price is the
same as {at time.” If you insist on a price
quote, the setler may give a price that
sounds reasonable for ene carton but is
actually for a single unit, such a5 “319.95in
acarion of 10.™ Translation: the carton
price is 1) times $19.95 —or $199.50.

In one variation on this scam, the-caller
mistepresents the quality, quantity, fype,
price, or brand name. For example, the
ribbens for your IBM typewriters may not
be IBM brand ribbans, or the toner for
your Xerox copier may not be Xerox brand
toner. Some scam artisis try to duplicate
brand name packaging; others self half a
carton of merchandise at the fult-canon
price. Similarly, sellers of Yellow Pages
advertising may actually represent {Ty-by-
night ousfits that distribute few, if any,
telephonedirectories.



In another twist, the calier uses high
pressure tactics to rush your purchase
decision and dodge questions about price,
quantity and brand names. The seller may
falsely claim that prices are going up soon,
someone was forced out of business, a
warehouse is overstocked, or a limited
inventory of government surplus is
available. Or that a computer glitch delayed
notification of a price increase, but, as a
courtesy, an order has been reserved for
you at the “regular” or “old™ price.

Cr, the seller may misrepresent the purpose
of the call, saying that he’s calling to send
you a promotional item such as a cordless
screwdriver, free samples, or a catalog so
you’ll “think of him next time you order.”
Or the seller may claim that he's conducting
a survey of office equipment or updating
company records, leading you to believe
that he’s the regular or previous supplier.
Before hanging up, the caller may mention
— in passing — actual merchandise. “I'fl
send that screwdriver to you right away ...
and while I'm at it, T'll throw in a few
deodorant Blocks. ” Soon, a shipment
arrives, followed by the bill.

The Gift-Horse Scam

The gift-horse scam tries to create mistrust
within an organization. The scheme starts
when the caller tricks an employee into
accepting a gift — a free promotional item
— with a passing reference to merchandise
or services. You receive overpriced
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unordered merchandise, followed by an
invoice with the employee’s name. When
the organizati ions the employee, the
fraudulent seiler is betting that the employee
will be nervous about the gift when he
denies placing the order. The hope is that
the organization will doubt the

When this scheme works, the organization
believes that the employee blundered into
ordering something that must be paid for.

After the Invoice Arrives
Scam artists spend significant time and
energy on collection efforts. They send as
many invoices as it
takes to get your
money. Invoices
often are stamped
“Past Due.” In
extreme cases,
they'll resort to real
or bogus coflection
agencies and threats —
of legal action.

An organization that pays for unordered
goods or services also may be targeted for
additional scams. This practice is called
“reloading.” For example, the seller may
send a second shipment of “back ordered”
merchandise and another bill, or bills for
service tipgrades. Additional invoices follow
as long as you continue to pay. The con
artist also may sell your organization’s name
to other scam operators, or move to another
bogus operation and target you with a new
scheme.

The Brush-Off

‘When organizations complain that they
didn’t order the merchandise or services or
that the price is too high, the scam seller
reacts in some predictable ways:

e Bullying. The seller argues if you
express any uncertainty about whether
the supplies or services were ever
ordered: “They were ordered. We
have a recording of Mr. Jones. If you
don’t pay, we can take you to court.”

= Negotiating. Here, the seller agrees to
accept a lower price. After all, the
goods and services are so grossly
overpriced that almest anything the
seller gets is profit. If you complain
about price, the seller may say, “You
were charged what? They must not
have given you the discount for ....”
The seller then tries to negotiate “a
beiter deal.” Sometimes, the seller
appeals for sympathy: “We really need
the business. I’ll let you have it for....”

& Charging for returned merchandise.

The seller claims you can return
merchandise if you pay a “restocking
fee.” In fact, the fee is often more than
the goods are worth. Similarly, the
sefler may try to get you to pay
shipping charges to return the items.



Protect Your Organization
You can protect your organization from
paying for unordered goods and services.
Here’s how:

1.

EKuow your rights. If you receive
supplies or bills for services you didn™t
order, don't pay, and don’t return the
unordered merchandise. You may treat
unordered merchandise as a gift. By
law, it's illegal for a seller to send you
bills or dunning notices for unordered
merchandise, or ask you o return it —
even if the seller offers to pay for
shipping. Further, if the seller sends
you items that differ from your order in
brand namme, type, quantity, size, or
quality — without your prior express
agreement — you may treat the

hetinitions o Fored f

Unordered services are treated the
same way. However, first consider the
possibility that the selfer made sn
honestmistake.

The FTC's Telemarketing Sales Rule offers
" ARG o

in

sales of non-durable office or leaning

0

supplies and most sales of goods or services
individs fati The

S, OF

Eroup:
Rule requires telemarketers to tell you it's

sales call ~— and who's doing the selling —
before they make their pitch. They must teli
you the total cost of the products or services
they’re offering, any restrictions on getting

or using them, and that a sale is final or
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ron-refundable before you pay. I's illegal
for telemarketers to misrepresent any
information, including facts about the goods
or services being affered.

2

3.

Assign designated buyers and
document your purchases. For each
order, the designated empioyee should
issue a purchase order — electronic or
writter — to the supplier with an
authorized signature and a purchase
order number. The order form should
instruct the supplier 1o note the
purchase order number on the inveice
and bifl of lading. The buyer should
send a copy of every purchase order to
your accounts payahle department.
Keep blank order forms secure.

Check your documentation before
paying bills. When merchandise
arrives, the receiving employee should
verify that it maches the shipper's bill
of lading — paying special atiention to
brands and quantity — and your
purchase order. Refuse merchandise
that doesn’t. If everything’s in order,
the employee should send a copy of the
bill of lading to your accounts payable
department. Bills for services should be
reconciled the same way. A supplier
should net be paid unless the invoice
has the correct purchase order number
and the information on the invoice, the
purchase order and the bill of lading
match.

4. Train your staff. Train everyore in
how to respond to telemarketers.
Advise employees whe are not
authorized to order supplies and
services 1o say, “I’'m not authorized to
place orders. If you want to sell us
something, you must speak to

and get a purchase
order.”

Buy from people you know and trust.
Authorized employees should he skeptical
of “cold” or unsolicited calls and feel
comfortable saying “no” to high pressure
ics. Legiti iesdon’t

pressure you o make a snap decision.
Finally, consider asking new suppliers to
send a catalog first.

Where to Complain

Report office supply scams to the Federal
“Trade Commission, your state Attorney
General, local consumer protection office,
or Better Business Bureau. In addition, you
may want to share your experiences with
other businesses to help them avoid a rip-
off.

To leamn more about your rights or to file a
complaint with the FTC, contact the
Consumer Response Center by phone, wll-
free at 1-877-FTC-HELP (382-4357);
TDD: 202-326-2502; by mail: Consumer
Response Center, Federal Trade
Commission, 600 Pennsylvania Avenue,
NW, Washington, DC 20580; or by e-mai
use the complaint form at www.fic.gov.
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Although the FTC generally does not
intervene in individual disputes, the
information you provide may indicate a
pattern of possible law violations requiring
action by the Commission.

Your Opportunity to
Comment

The Small Business and Agriculture
Regulatory Enforcement Ombudsman and
10 Regional Fairness Boards collect
comments from small business about federal
enforcement actions. Each year, the
Ombudsman evaluates enforcement activities
and rates each agency’s responsiveness to
small business. To comment on FTC
actions, call 1-888-734-3247.

-[Federal Trade Commission Rl R RE A
For the Consumer

: :www.ﬂc.gov}
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Chairman BoND. Thank you very much, Ms. Bernstein. As I
think we have mentioned to you before, a little over 30 years ago
I was chief counsel of the consumer protection office in the Mis-
souri Attorney General’s Office, and you know some things never
change. The technology is new, the scams are new, but the same
old fraud are used. When you mentioned the sending out of the free
gift, that was a red flag 30 years ago; it still works. An operating
rule that I advised our citizens at the time was, if an offer sounds
too good to be true, it is. Is that still operative today?

Ms. BERNSTEIN. It certainly is, Mr. Chairman. Unfortunately,
these folks seem to be with us forever, and they do use new tech-
nologies and new techniques. So I guess the challenge to all of us
is to try to use those techniques and new ways of catching them
and preventing them in the first place. But certainly, if it sounds
too good to be true, it is.

Chairman BOND. I thank you for your great information efforts,
and we are going to work with you and with the associations and
with the witnesses we have had here today. But let us go to the
law enforcement side of it.

During the time we were investigating the problem the Com-
mittee uncovered two instances of individuals who were subject to
enforcement actions by the FTC and the Postal Inspection Service
for deceptively selling toner cartridges apparently engaging in the
same activity several years later, merely using different company
names. How large a problem is this recidivism? I get the sense that
these people just take a fine or a requirement for community serv-
ice as a cost of doing business and gear up and keep going. What
is your assessment of the repeat offender situation?

Ms. BERNSTEIN. We believe that it is a problem, and a couple of
years ago we really began to focus on it, on the recidivism, because
we were seeing the same thing that you identified, Mr. Chairman.
So we made a concerted effort to target some, slightly at least, dif-
ferent approaches to begin to deal with the recidivist particularly.
First of all, we did bring 50 sweeps initially, and then we went
back and looked at those to see if we could identify people who
were engaged in the same activities.

So we started first of all looking for stronger provisions in our
orders. We are imposing bans and bonds, and that has not always
been the case, significantly strengthening the Commission’s orders.

Then we began an operation we call Operation Scofflaw, which
was really to bring attention and prioritizing our review, and moni-
toring and following up, on Federal court orders. In the past our
orders had been administrative orders. Now for the first time the
Commission has shifted to the Federal courts and we made a deter-
mined or dedicated effort to following those up.

The increased penalties that we seek there are, of course, dif-
ferent than administrative cases. That is, we can seek civil and
criminal contempt. And we have. So we have not had a huge num-
ber of people that have been subject to criminal contempt, but we
have had some, and some jail sentences have been imposed on re-
cidivists. So we are going to continue that effort. We are trying to
work with the Justice Department and others to make that a more
effective effort.
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Chairman BoND. That was going to be my second question, but
you have answered it. It seems to me that when you go through
the mill the first time, you can enter an order and they pay a fine.
Having the additional order, having the court order I guess is es-
sential to bringing a much higher penalty action against a subse-
quent involvement because once they go through the motions, hav-
ing that extra noose around their neck would seem to me to be very
effective. About how many of those actions have you taken? Are
these usually brought against just the top individual in the com-
pany, or do you catch a number of people typically?

Ms. BERNSTEIN. Certainly we go after the top one. As you know,
as a former prosecutor, of course, we have to have direct evidence
of employees that might have been involved in it. We have brought
cases against at least eight recidivists, criminal contempt actions.
And to the extent that we can develop evidence—and of course, it
is easier to get civil contempt than criminal, but we are really fo-
cusing on criminal contempt now. We will try to get as many of the
others who were involved in the operation as we can. Principally,
we have gone after the main operator.

Chairman BoOND. Mr. Grosfeld testified earlier that his ex-
employer was obtaining lists of businesses to call from commercial
list providers. Again, Ms. Burke mentioned the fact that there are
many legitimate telemarketers so you do not want to crack down
on them. But are there any circumstances in which FTC has
brought action against list providers who were working in concert
with the toner-phoner fraud perpetrators?

Ms. BERNSTEIN. It is a tough one to say but it does kind of sum-
marize what the whole thing is about. Yes, we have tried to focus
on list providers, and as you know, the standard for going after a
list provider who is a third party would be “assisting and facili-
tating,” the legal standard, and to the extent that they knew that
they were facilitating and assisting in the basic fraud—we have
done that.

We have actually pursued one list enterpriser by itself and actu-
ally brought a lawsuit under the Telemarketing Sales Act for those
violations. That resulted in a considerable recovery. To the extent
that we can include in our orders prohibitions on obtaining lead
lists where we have found them to be abused in the past, we are
also doing that. Then we can monitor that as we go forward.

I meant to mention one other thing which I think may be effec-
tive in connection with recidivists, Mr. Chairman. That is, we are
imposing in our orders requirements that the convicted or the de-
fendant notify us of a change in employment and tell us where they
are working if it is a new job or new opportunity so that we can
monitor those activities. That should be helpful too in terms of fol-
lowing up on those people who seem to go from one enterprise to
another.

Chairman BoOND. I will discuss with you later some ideas on how
{:o follow up with them. I know that that is an interesting chal-
enge.

Let me ask one final question. Are there steps that we in Con-
gress can take to help you minimize this deceptive activity, and
particularly the repeat activities that seem to be hitting so many
small businesses and not-for-profits?
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Ms. BERNSTEIN. One thing that I have just briefly been thinking
about is the extent of our penalties are $11,000 per violation. Now
as you know, Mr. Chairman, that is an old statutory provision, and
perhaps it has not kept pace.

Chairman BOND. Mr. Grosfeld said $250,000 a week. You could
clear a nice amount of money and still pay $11,000 a day if you
are raking in $250,000 a week. That is not bad.

Ms. BERNSTEIN. That is right. And I mention it because I really
think it has not kept pace with what Congress has imposed in
other similar kinds of violations of various statutes. I thought per-
haps in the future that might be increased substantially. It would
help us a good deal, although as I said before, redress is where we
get the big bucks, if we can locate the money.

I suppose finally, the FTC is still pretty small for dealing with
this extensive fraudulent operation. I know you have been sup-
portive of us in the past in terms of helping us out with our re-
source needs.

Chairman BOND. It all comes back to appropriations.

Ms. BERNSTEIN. Usually.

Chairman BOND. Ms. Bernstein, my sincere thanks to you and to
all our witnesses today. As I said, the record will be kept open for
a week for any comments from the witnesses, or those who are
here either in the audience or watching us by means of TV cov-
erage. We will be asking Committee Members to review the record
and submit any questions. We would ask that you reply to those
as promptly as possible.

And with our best wishes to everybody who is working to focus
attention on this fraud, to help identify it and drive it out of busi-
ness, our sincere thanks. The hearing is adjourned.

[Whereupon, at 11:08 a.m., the Committee was adjourned.]
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APPENDIX MATERIAL SUBMITTED
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PREPARED STATEMENT OF SENATOR PAUL COVERDELL
Senate Committee on Small Business
Committee Hearing entitled
“Swindling Small Businesses: Toner-Phoner Schemes and Other Office Supply Scams™
March 28, 2000

Mr. Chairman, I appreciate your leadership in holding this hearing on toner-phoner
schemes and other such office suppty scams. Many small businesses struggle simply to
survive their first few years. During that period, it is essential that every dollar earned by

the finm be used to maximum advantage. Bven after a small business becomes

established, expenditures for everyday needs must be monitored carefully.

When these small businesses become targets for frandulent scams, I believe our whole
economy suffers. Fledgling enterprises that could evolve into the pext Microsoft or Wal-
Mart are crippled and stripped of much needed capital by these cons. In addition, these

schemes could bring down a small business that is a corerstone of a local community.
Testimony this moming hopefully will illustrate where the need for attention or enhanced
enforcement of existing anti-fraud methods should focus. We must look at the facts and

develop strategies that help protect small business concerns from these dangers.

Again, Mr, Chairman, thank you for your leadership.
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Statement by John F. XKerry, Ranking Member
Committee on Small Business
Hearing entitled
“Swindling Small Business: Toner-Phener Schemes and Other Office Supply Scams”
March 28, 2060

‘Thank you, Chairman Bond for scheduling this hearing today, and I would also like to thank the
witnesses that will be testifying before the committee. I appreciate the time and effort that all of
the witnesses have taken to be here and inform our Committee, your peers in the business world
and the nation about predatory business practices being undertaken by unscrupulous individuals

and finms.

Under the Chairman’s leadership this session, this Committee has begun to take a close look at
the state of small business in this country and has shed new light on the hazards that small
businesses are faced with. It is a difficult enough proposition to create and maintain one’s own

business, and people who prey on small firms make running one’s own business even harder.

So-called “toner-phoner fraud” is a growing problem according to the Federal Trade Commission

and the Imaging Supplies Coalition for International Intellectual Property Protection

Incorporated. These groups esti that this fraudulent business practice, which involves the

sale of wildly overpriced toner.cartridges sold under false pretenses o unsuspecting firms, cost

businesses over $250 million doHars per year.

Today, we are scheduled to hear testimony from small business owners who have fallen victim to
these schemes, a former employee of a firm that engaged in toner fraud, and a representative
from the FTC who will discuss enforcement actions taken against “toner-phoners,” and also
discuss-steps a small business can do to protect itself. I am sure that this information will prove

to be invaluable to us all.

* It is my hope that this hearing will inform and educate small businesses, and ¥ thank the
witnesses again for.taking time out to address this committee,
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UNITED STATES POSYAL INSPECTION SERVICE

CONGRESSIONAL AND PUBLIC AFFAIRS

STATEMENT SUBMITTED BY THE
UNITED STATES POSTAL INSPECTION SERVICE
SENATE SMALL BUSINESS COMMITTEE

MARCH 28, 2000

The Postal Inspection Service is the criminal investigative arm of the U.S.
Postal Service. We are responsible for protecting postat employess, the
mail, and postal facilities from criminal attack, and for protecting
consumers from being victimized by fraudulent schemes or other crimes
involving the mail. We also work to rid the mail of drug trafficking and
maoney laundering; mail bombs; and perhaps one of the most despicable
crimes: child exploitation. The Postal Inspection Service, which employees
about 2,200 Postal Inspectors, 1,400 Postal Police Officers and 800
professional, technical and support employees, has performed many of
these duties for over 200 vears and is one of the oldest federal law
enforcement agencies,

A number of statutes enable us to take action against fraudulent practices
involving the use of the mail. Our primary weapons include two statutes
originally enacted over 125 years ago: the criminal mail fraud statute and
the civil false representations and lottery statute. The public policy that
underlies these statutes remains valid today: The postal system created by
Congress to serve the American public should not be used to conduct
schemes that seek to cheat the public.

The nation’s mail service was designed to ensure a reliable, efficient,
affordable, and secure means of communication for its citizens. A recent
Harris Poll affirmed that the American public feels significantly more
confident about the security of mail than they do with telephone or
Internet communications. Even in & world of advanced technology and
instant communications, the people and businesses of this land fesl more
secure with a hard copy delivery system. Qur mission is to prevent
unscrupuleus promoters from damaging that confidence.

475 L'Enant PLaza SW Room 3416
WasHingron DC 20260-2175
Teweerong: 202-268-5400

Fax: 202-288-3390



87

The Postal Inspaction Service has been fighting all types of fraud against
businesses, government agencies, and postal customers since ths mail
fraud statute was enacted in 1872, While some schemes may change, cor
artists take advantage of economic trends and current events and plan
their schemes accordingly. With today’s fast-paced society and modern
technology, the magnitude of mail fraud schemes is much greater and
impacts more people than ever before.

Qur investigations focus on a variety of schemes conducted through the
mail in an effort to maintain its integrity, and to ensure the confidence and
trust all postal customers place in the Postal Service. Because of their
complexity and far-reaching implications, mail fraud investigations are
often conducted jointly with other local and federal law enforcement
agencies to take advantage of the expertise of each agency and to
maximize our resources. Postal Inspectors also work with other law
enforcement agencies and consumer groups in prevention efforts designed
to raise public awareness of ongoing fraud schemes. Thd Postal Inspectior
Service currently has approximately 300 Postal Inspectors assigned to
investigate mail fraud. During fiscal year 1999, the Inspection Service
responded to approximately 70,000 consumer fraud complaints and
conducted a total of 3,247 mail fraud investigations.

While the Postal Inspection Service works hard to identify and prosecute
promoters of mail fraud, we also recognize our ability to lessen the impact
of fraud upon the public through various prevention campaigns. In a surve
commissioned by the Postal Inspection Service, it was revealed that 48
percent of respondents who were victims of fraud did not report the crime
often citing they did not know where to go for help.

In an effort to educate consumers, the Postal Inspection Service in
November 1999 joined forces with several federal, state and private
agencies, including the Department of Justice, Federal Bureau of
Investigation, Federal Trade Commission, Securities and Exchange
Commission, National Association of Attorneys General, AARP and Better
Business Bureau to launch project KNOW FRAUD. This initiative is the
iargest consumer protection effort ever undertaken, designed to connect
the public with those agencies that can help and provide consumers with
new resources to stop telemarketing and mail fraud. Every household in
America received an easy-to-read postcard with tips and practical
guidelines to prevent telemarketing and mail fraud. A toll-free number and
a KNOW FRAUD Web site were also established to provide consumers wit
additional fraud prevention information and to link them with law
enforcement officials who would share the information.
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Protecting Businesses Against Mail Fraud

Postal Inspectors devote considerable resources to protecting our business
community from being victimized by mail fraud. During fiscal year 1999,
Postal Inspectors conducted 1,393 investigations related to fraud against
businesses that resulted 548 arrests and 522 convictions. The Postal
Inspection Service leads three proactive industry groups established to
reduce theft and specific types of fraud conducted through the mail and
targeting the business community: Credit Card Mait Security, Rebate Fraud
Task Force, and the Mail Order Task Force.

While the Postal Inspection Service investigates numerous mail fraud
schemes that victimize businesses, two schemes of particular concern deal
with office supplies and “Yellow Pages” invoices. Following are
descriptions of these types of schemes.

Office Supply Schemes

Businesses are conned out of millions of dollars each year by bogus office
supply firms. Typically, the schemes involve goods or services that are
routinely ordered by businesses: copier paper, toner, maintenance supplies,
equipment maintenance contracts, or advertising. Con artists take
advantage of businesses’ inadequate purchasing procedures or of
unsuspecting employees who may not be aware of office practices. Often,
office supplies peddled by con artists are overpriced and of poor quality;
services are usually worthless.

The Postal Inspection Service advises businesses to protect themseives
from office supply scams by doing the following:

a  Requiring that all requests for information about the business be made
in writing.

8 Training employees to refuse to purchase supplies from unknown office
supply companies without first verifying the reliability of the company.

= Instituting strict accounting controls so that the handling of invoices is
centralized and authorizations closely reviewed.

3 Alerting all employees to office supply scams.

s Watching out for calls asking for verification of the office manager’s
name or any other employee likely to purchase office supplies.
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Yellow Pages Schemes

The Postal Inspection Service cautions businesses to watch out for
invoices for yellow pages advertisements designed to look like they are
from local telephone directory publishers. The invoices are almost always
bogus. Charges for genuine yellow pages advertising appear on focal
telephone bills. Invoices may bear the “walking fingers” logo and the
yellow pages name. It should be noted that neither the name nor logo is
protected by federal copyright or trademark registration. Additionally, most
misleading invoices include disclaimers required by postal regulations to
distinguish the solicitation from an invoice. However, recipients who do
not read the fine print may be misled by the names of the soliciting
companies, which can resemble those of well-known business directory
distributors, and by the famitiar logo. Misleading invoices may be stamped
“Renewal” or “Amount Due,” and may warn that businesses failing to pay
promptly will be left out of the next telephone directory. It is important for
businesses receiving invoices for a yellow pages listing to scrutinize them
carefully. With few exceptions, charges for legitimate directory listings are
included in advertisers’ monthly phone bills, not billed separately.

Toner Fraud Schemes

Postal Inspectors are currently investigating 14 firms involved in the
questioned sale or distribution of office toner. In one investigation, con
artists fraudulently opened boxes at commercial mail receiving agencies
(CMRAs) located across the country and mailed bogus invoices for toner to
businesses nationwide. Payments were directed to the CMRA boxes and
later forwarded to unknown destinations. Businesses scammed by the con
artists indicated they never ordered the subject supplies and refused to pay
for them. Instead, victims reported the incidents to the Postal inspection
Service for review and appropriate attention. This scheme is described as a
direct mail solicitation and often involves an effort by con artists to
legitimize the bogus invoice by including a microscopic disclaimer, such as
“This is not a bill, this is a solicitation.” In most instances, however, the
disclaimer fails to meet postal regulations that require disclaimers to meet
specific requirements for type size and boldness and must be placed on the
solicitation where it will catch the reader’s eye.

In another false billing scheme, Postal Inspectors nationwide joined forces
to halt a scheme that targeted businesses throughout the United States
with mailings of fraudulent invoices for toner and computer supplies. Postal
Inspectoars identified approximately 54 CMRA addresses used in the scam.
Most of the mail going to the addresses was being forwarded to bank
accounts outside of the United States, and losses exceeded $1 million.
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Other toner fraud schemes may be classified as telemarketing schemes. In
those instances, suspects: often establish a telephone “boiter room,”
wherein cailers contact customers nationwide and represent themselves as
a customer’s regular supplier. The caller might then falsely represent that
was a price increase for the product, and suggest a timely order, At other
times, the caller may aliege that a customer’s “order” actually consisted of
multipie shipments, and advise the customer that he or she was required to
accept and pay for all additional shipments. The products {if any) supplied
by fraudulent telemarketers may be priced several times higher than
comparable items.

The Inspection Service has also investigated cases involving telemarketers
that provide gifts or bonuses to purchasing agents at the time of the initial
sale. Subsequently, bonus payments are escalated to the point where the
purchasing agent is made to feel that he or she has become part of the
scheme. The purchasing agent is then persuaded to continue accepting
shipments of the grossly inflated product. In fiscal year 1999, Postal
Inspectors investigated 100 false billing cases, which resuited in 28
convictions.

In an effort to further assist consumers and businesses, the Postal
Inspection Service prepared & brochure entitled Consumer & Business
Guide To Preventing Mail Fraud, which is being offered today. You may
also wish to visit our Web site for additional information at

www. usps.gov/postalinspectors. We hope you find the brochure and Web
site informative and helpful.

Contact: Dennis Jones, Postal inspector
Congressional & Public Affairs
202-268-5088
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Publication 300-A duly 1998

Consumer & Business Guide to Preventing Mail Fraud

1. Purpose. This booklet was prepared by the U.S. Postai Inspection Service to help consumsrs and businesses
identity different types of mail fraud. Every yeat, thousands of people and businesses are victimized by mail fraud
schemes. The bookiet is full of fips and ideas an how not to become a victim. The protection of the U.S. Mait and
the mait system is the responsibility of the Postat inspection Service. As a law enforcement arm of the US, Postal
Service, the Postal Inspection Service is a highly fal ional organization p ing criminal
investigations, sscurity, and crime prevention functions. The U.S. Postal inspection Service investigates viclations
of federal mail fraud Jaws, Consumer compiaints are the primary basis for investigation by Postal inspectors.

2 Requisition. To obtain a copy of this booklet, postal employees must submit Form 7380, MDC Supply Requisition,
ta the Topeka Material Distribution Center. Private citizens and businesses also must contact the Topeke Materiat
Distribution Center Customer Service office at 1-800-332-0317 or by facsimile at 785-861-2039.

3. {Questions and Comments. Check the back of the booklet for Postal inspection Service focations and contact
aumbers. If you would fike to make suggestions or comments about this bookiet, please Send them to

INSPECTOR IN CHARGE
CONGRESSIONAL & PUBLIC AFFAIRS
US POSTAL INSPECTION SERVICE
475 LENFANT PLAZA SW RM 3620
WASHINGTON DC  20260-2175

4. Cancefigtions. This bookiet replaces Fublications 300 and 301,

5. Effective Date. This publication is effective upon receipt.

Ky Nuotin
K., Hunter
Chief Postal Inspectar
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What is Mail Fraud?

“Free” Prizes

“Fres” Vacations

Governmant Look-Alike Mail

Solicitations Disguised As invoices

Foreign Lotierles

Chain Letiers

Charity Fraud

insurance Fraud

Medical Fraud

Land Frau

Phony inheritance Schemes

Home Improvernent and Home Repair Frauds
investment Fraud

Fees Charged For Nommazlly Free Services
Advance Fes Loans

Credit Repalr and Credit Card Schemes
“Work-at-Homs" Offers

Distributorship and Franchiss Fraud

Phory Job Opportunities

Unsolicited Merchandise

Sexually Orienterd Advertisements

How to Gontact the Postal Inspection Service )
Postal inspection Service Assistance for Businesses

Cansumor & Businsr Guite Ty Pravanting Wall Frsvd
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What iS » Ma" FraUd? it’s @ scheme o get money or something of

3. Pontat inapaciion Survicy

- vatue from you by offering a praduct, service,
or investment opportunily that does not live up Io iis claims. Prossculors
must prove the claims were intentionally misrepresented and that the
maif was used to carry out the scheme.

Although most mail-order companies ars honest and stand
behind their products and services, unfortunately there are a low rotten
appies who give direct mall adveriisers a bad name. They cheat people
by paddiing worthless products, medical quackery, and get-rich-quick
schames. Some fiy-by-nights take your money and send you nothing.

Unscrupulous businesses dor't mind taking advantage of
an unwary customer. “Let the buyer beware® is their motio — and you
might be the buyer.

Mail fraudsters frequently raly on the same old tricks, You
may aven be famifiar with some of them. The following pages include
sorme of the more mall fraud and other (R
sumer problems. Watch out for themi




“Free” Prizes

Sweepstahes and

. Thousands of paopie are

notified by mall that they have won a free prize. Usually,
it's a postoard that says your prize will be one of four or
five “valuabie" items — like a new car, a color television,

or & $1,000 savings bond.

Typically; con artists whose sole purpose is
to rip you off mail these nolices. When you confact the
company by phone to claim yvour prize, the scam artist will

tell you that vou are required to pay & “pro-
cessing fee” and pressure you to give aut
your eredit card number. Dor’t do it! The
con artist may rnake thousands of dollars
in unauthorized charges o your account.
if you refuse o give out your credit card
number, beware of the con artist’s other
scam —convineing you to cover the
processing fee by sending a-check for
hundreds of dollars:by overnight courier.

Either way, you can be cer-
tain that your prize will cost vou more than
it's worth, wilt be worthless junk — ot it
gy never arrive at alf.

It happens every day.

-Businass Tip: Advertising specialty prod-
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ucts ik pans, key iags, basaball caps,
andice strapers, fo name & fow, have
helped meny companies gain recognition.
However, legel “boiler room® operations
8IS0 UBS thESH Products 10 eNINere own-
73 andd employeas of small companies in
a fraud sehems.

The schema begins with 8 aotification
That you've won & big prize in a swoep~
stakos promotion. But there'’s & catch =
youi 2ro fok! that you must purchsse a
certain quantity of Hiems with your com-
Bany name and 1ogoto svoid & ‘gt tax”
The purchase, which can amount to
savemt thoussnd dollars, may result in
infarior merchandise or nothing at all,
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llFreell

Vacations “Congratuiations! You have won
a free vacation for two in beau-
tiful, sun-drenched Bermuda.” Sound too gooad 1o be wue?
it probably is.

There’s aiways a catch. I the most common
form of this scam, to be eligible for the free vacation you
wiil either be required to pay a service charge or 1o pur-
chase a membership 56 a travel club. Don’t pay it. And do
not, under any cirgumstances, give the company your
credit card number or even its expiration date. If you do,
here's what you can expect:

» There will be many‘ restrictions on when you can take
your irip.

= You may be required to pay an additional handling
charge to book your reservation.

w The travel dates you prefer will very likely

ba unavailable.

= If you complain, you may be offered an upgraded plan
for still another additional fee.
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Government
Leak-Alike Mail That brown envelope in your mailbox laoked
so official you thought it was from a govern-
ment agency. Even the name, return address, and seal looked official.
Such mailings can be deceptive and confusing, and are sometimes illegal.
They typically contain sweepstakes solicitations or requests for donations
to political causes. Such maifings are no longer allowed unless:
= The entity actually has a government connection, approval,
or endorsement.
@ The mail and its envelope bear a notice by the U.S. Postal Service that
disclaims such connection, approval, or endorsement.
» The material is contained in a publication purchased or requested by
the addressee.
Carefully read the material inside the envelope to deter-

mine if it really is from a government agency.

Consumer.& Businesa Guide To Pravanting Malf Fraud
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Invoices get you to order goods or services by maiiing
solicitations that ook Tike invoices. The
unscrupulous individuals who mail these know that some unsuspecting
individuats will be fooled by their appearance and will automatically pay,
thinking they may have placed an crder but forgot about i
Some solicitations disguise their true nature. Others identify
themselves as solicitations, but only in the fine print. In either case, with-
hold payment untii you have verified whether you actually ordered and
received the goods oF services v
- reflected on the document. i . : - .
Business Tip: Waich out for “Yollow
Pages* advertising invoices designed lo
received a solicitation in the leok like they're from your local telephone’
guise of an invoice, directory publisher. You can almost always
be assured that these biils are bogus.
Charges for gepuine Yollow Pages adver-

VT tsing wil sgpear on your ocal wleppone 70
M

’//////,//

not, do not pay. You may have
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Forezign
Lotteries You hear the state lotto jingle
on the radio. The jackpot bas
bean raised to $10 million. You've got lotta fever! Next
thing you inow thers's a brochure In your matibex urging
you to participate it some foreign country’s lottery —
maybe one in Australia cr Canada — via the convenient
mali-order purchase of lottery tickets, of of @ share in a
pool of lottesry tickets.
We've got 2 hot tip for your  Don't fall for itt
Here's why:
& [t's illegal. A federal statute prohibits mailing paymerts
o purchase any ticket, shars, or chants in a foreign
iottery, Excapt for state-owned and -operated Iotieties,

{aderal iaw prohibits sending loltery material through
the mail.

£

# t'a probably & seam, Most — if not all — foreign lotlery
come-ons sent to U8, addresses through the malt are
bogus. They don't some from forsign government agen-
cies or ficensess. Instead, they come from con ariishy
who take your mongy and give you nothing in return.

N\

,\\‘\\\f\i\\l '
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Chain Letters
Have you ever received a

chain letter or e-mail message guarantesing you'll "earn
big $333” with one small investment?-All you have to do is
send $10 to everyone on the list, place your name at the
baottom of the fist and mail it to 10 friends. Then just sit
back and watch the checks fill your mailbox.

Don’t waste your money. Chain lstters don’t
work. What's more, if you mail chain letters, you could be
commiting a federal crime. The same law that prohibits

lottaries covers chain letters as welt.

Look at the chart. You can
No. ot Participants

see that more participants are required
6

28

216
1.208 some money, but later participants rarely

than there ars people in the entire world!
The first investor in the chain may receive

1,776 get even their original investments back.
48,656
279,836
1,679,616
10,077,696
60,466,176
362,797,058
2,176,782,336
13,060,604,016

LT T T S - S R

PrOETOT
&R S

U.S. Population: Almost 300 Miflion
World Pupulation: Over 4 Biflion

3. Postal inspne ice

/"\
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Charity Fraud )

Most mail solicitations for
charitable contributions are jegitimate appeals for a good
cause. Some are phony. Charity fraud does a fot of harm.
The swindler takes advantage of people’s good will and
takes their cash - monsey meant for people in nead.

Give o charities you know, Check out the

ones you have never heard of, or whose names are similar

o well-known charfies. Also:

= Be suspicious of charitles that accept only cash.

® Always make out your check or money order to the
organization to which you want to donate money, not to
an individual,
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Insurance Fraud
Slick operators wha run
insurance policy schemes will try to sell you anyvthing
in the insurance line, regardiess of your existing
coverage of need. The premiums far exceed those
charged by reputable insurance firms, Watch for these
scam-refated hricks:
& A request for cash payments.
u A request for lump-sum payments as far as a year
in advanoce.
u An offer of last-chance insurance bargains
# A request that you sign a biank insurance form.
‘When purchasing insurance, be sure to
read all the fine print on documents and purchase only
the insurance coverage you nead. Discuss the offer with
an attorney or a knowledgeable frignd or relative before
signing any document,
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For years
medical quacks have soid powders, pills, lotions,

-and other gimmicks through the mail to poople sesking
cures for baidness, obesity, or sexual dyshunction. Recently,

tremendous medical advances have made the sueeessful reatmmert of

such conditions a reality. Despite such legitimate medical breakihroughs

it these areas, snake-oit merchants continus to peddie their worthiess

potions, offering “miracies” like:

= Instant cure for arthritist

= Lose weight overnight!

= Look years younger!

The gadgsts and gimmicks advertised are not tested by

oty nt medical ities, and some are downright dangerous, 507
« Don't rust your heaith to & salésperson.
= Don't believe olaims of a secret cure or miracte drug. (AR such
advances make big news worldwide,)
= Be suspicious of claims of excessive weight ioss,
- = Don't believe exaggerated claims of regained youth or the perfect figure.
Protect your health and your pocketbook, Before purchasing
any cure-alls, cunsult your family physician.

Cosuamer § Husinves Quide Yo Fravantiag ias} Fraud
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Land Fraud
Whether you're looking for a vacation home,
a placs fo retire. or an investment, you need to exercise cauticn before
buying a piece of land. Attractive reai estate brochures in the mail may
indicata the land Is in a warm and hospitable climate with recreation and
conveniences nearby. However, if you don't personalty see the land, you
may later discover too late that # is in the middie of nowhere, far away
from utilities and other amenities, and cannot be resoid for even a frac-
tien of the price you paid. !
Before buying rea: estate, a wise and cautious
investor should:
® Visit the property before deciding whether to buy.
= Get any verbal promises and guarantees in wriling. )
= Obtain 2 property report from the salesperson or developer.
= Contact your local Better Business Bursau to determine if there have
besn any complainis against the developer.
= Contact a local real estate broker and obtain comparative prices for

other iots nearby.
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Phony
inheritance Wouldn't it be nice if you unex-
Schemes pactedly came into an inheri-

tance from a fong-lost relative
or friend? It rarely happens. i you receive a notification in
the mail from an “estate locator” saying that there is an
unglaimed inheritance waiting for you, bewarae! You could
be the target of a slick ¢con artist,

These unsorupuious white-collar criminals
alse cail themselves ‘research specialists” — but they
didn't find you by. doing research. You are one of thousands
across the nation who are targeted in mass mallings.
Many of these recipients are lured into matling a fee —
sometimes $30 or more — for an "sstate eport.” All the
individuals on the maliing st receive the same information,
so chances are almost zero that you are the heir.

You can protect yourself by checking other
soutces before sending funds in response to an estate-
focator solicitation. Thosa who have been named to dis-

. tribute estate funds to rightiul heirs normally do not
reguest you to pay a fee 1o find out about your share of
the estate. )

ovonitng Ha
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Home

Improvement Because home repairs and
and Home improvements are expensive,
Repair Frauds con artists and thieves have

entered the industry to rip you
off, Be careful if someone mails you a brochure offering to
<o an expensive job for an unusually fow price. Once you
sign the contract, you will learn why the price is so low:
The firm never delivers the service you paid for in
advance.

Fres inspections by con artists turn up
plenty of expensiva repairs you don't need. Some shady
aperators ofter to do the work on the spot. However, when
they leave, you may be ieft with a large bill and & faulty
repair joh. Here are some precautions you can take to
make an informed decision:

w Always get several estimates for every repair jab.

= Verify the company’s name and address.

» Ask for references and check them out.

= Contact your local Better Business Bureau to check the
company’s reputation before you authorize work or pay
any money.

» Make sure you understand the details of a contract
before you sign.

# Inspect the finished product before yau pay, and never
pay in cash, '
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investment
Fraud Whether they're selfing bogus securities,
commodities, or oil wells, frauduient invest-
ment promoters try to get you to Invest money — lots of it. They will
promise you either 2 large increase In the value of your investment,
higher-than-market interest on your capital, or both.
Investment schemers market by mail and by telephone, i
armed with high-pressure and sophisticated selling technigues. Some
swindlers surround themsalves with the trappings of legitimacy — rerted
office space,-a receptionist, investment counselors, and professionally
designed color brochures describing the investment.
You may be dealing with an investment swindler i you can’
answer "yes” 10 the following:
# Does the salesparson make it sound as if you can't loge?
* Are you promised an unusually high rate of rewrn or interest payment
on your ¢capital?
# Are you pressured 10 make a decision because new investment units
“are selling fast™?

Sonmumsy 8 Susiness Guite O Preventing Wai Frard
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Fees Charged

For Normally Many services are availabls

Free Services free of charge hom the gov-

ammend or other organizations,

A recent come-on involves offering such services for afee
in the hope that you are unaware the services are avail
able at no cost elsewhere. Beware of mait solicitations that
try @ gel you ta pay a fee for such services as:
= Child support collection assistancs.
» Unglaimed income 1ax refunds.

W Property tax exemptions.

Coniact the federal, state, and local agen-
dies rosponsibie for these services, and chanoes are
vyou'll gst the information and assistance you need free of
charge,

A similar scheme preys on those whose
loved ones are missing, i you have missing relatives of
frisnds, be cautious about people who contact You 1o affer

nformation on the wh boute of your joved ones for 2
fae. If you receive such a solicitation, contact law enforce-
ment authorities. !
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Advance
Fee Loans Have you had difficulty obtain-
ing a personal or busingss
loan through normal sources? i so, you may become the
target-of an advance fee loan schame, where a corn artist
offers you a "guaranteed” loan for a fee naid in advance.
The awindier claims 1o bs able 1o obtain a
{oan for you with ease from a legitimate lending institution,
such as a savings and loan association. However, the
swindler has no ability to secure a loan for you. Instead,

the swindler steals your fee and either disappsars or
remaing in the area to bilk other unsuspecting victims
white stalling you with excuses as to why your loan has
not been funded. Protect yourself! Know you're with a

legitimate lending institution before enter-
ing into a negotiation for any loan, and be
certain you understand the terms before
vou sign on the dotted line.

Business Tip: Yeu may get a lotter from a
mysterious government officisl who offers
Your cormpany a percentage for its halp

in secrolly ransterring mitilons of dollars
nut of & fareign country. To become a
participant in the lucrative scheme, alf
you have to 8o is provide your company’s
letterhead, invoices, and bank account
aumbar. Executives who have fellea
for this pitch — which is a complete
tabrication -~ have told horror stories.
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Credit Repair
and Credit Have you baen denied a major credit card
Card Schemes due to a poar credit rating? Watch out for
phony credit repalr or credit card offers.
Some offers will end up costing you lots of money, and you won't get
what you think is being offered
Scam artists may offer you credit repair services. After
paying a large fee, all you receive is a list of banks that offer & secured
Visa or MasterCard. “Secured” cards are issued after you deposit enough
money to cover any charges you make and ars offered by many banks.
Save your money and look up these banks in your local Yellow Pages.
Scarn artists may aiso offer a *major credit card” for a fee.
But when your card arrives, it can unly be used with a specific store or
catalog that also happens io be owned by the company that issued your
credit card. "Singie-use credit cards” are not a new concept, but scam
artists misrepresent them as being all-purpose bank credit cards. it can
get worse when the merchandise in the catalog from which you must
choose your purchasas is either inferior or grossly overpriced,
1 you have poor credit, be careful when responding to an
offer for credit. I you are not satisfied with the information provided in the

offer, do not pay any fees up front. Otherwise, you may become a victim.
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“Work-at-
Home"” Offers Con artists know that working
at home is an attractive alter-
native for many. That's why they place such ads. Maybe
you've even responded to one. Thousands of people
have, helping these unscrupulous promoters pocket mil-
lions of victims' hard-earned dollars.

Beware! Work-at-home schemes will not
guarantee regular salaried employment. They will require
you to invest your money before you learn how a plan
works or before you are sent instructions. The work you
are asked to do often continues the fraud by getting other
victims involved.

The most common type of work-at-home
fraud is envelope stuffing. Typically, there is nothing to
stuff. Instead, you receive instructions on how to deceive
others by placing an ad like the one you responded to!
Other schemes require you to assemble gift and specialty
products for which there is littie or no market.

Always suspect any ad claiming you can
earn unusually high income with little or no effort on

your part.
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Distributorship
and Franchise Distributorships and fanchises
Fraud can be legititnate and often

profitable forms of business
entarprises. Fast food and guick-printing franchises arg
examples of opporiunities offered by nalional organiza-
tions to individuals witling to invast a substantial amount of
money for the right o operate such businesses.
Unfortunately, there are some devious pro-
moters who uge the cover of legitimate businesses 10
advertise fraudulert opporiunities. They take their
investors’ money and quietly go out of business.
Watch for these warning signs:
w Promises of unrealistic profits.
= Promoters who seem more Interested in seliing thelr dis-
tributorship or franchise than they are in the product of
service being offered.
= Promoters who are reluctant to let you contact

current franchisees.
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Phony jeb
Opportunities Beware of advertisements that make unbe-
ligvable claims about job opportunities. The

ads misrepresent wages and the number of jobs actually available, and
you must always pay a fee to receive more information. You shoutd
beware of job opportunity pitches that:
» Guarantee placement in a job.
= Ciaim no expetience or special skills are needed to qualify.
= Offer too-good-to-be-true wages.
= Offer overseas employment.
Especially be wary of ads that promise to get you a job with the U.S.
Postal Service. in return for your money, you may only get generic

information that is available free from the Postal Service and from some

public libraries. Save your money and contact your nearest Postal
Service employment office to determine if postal jobs are available in

your area and to obtain the necessary application forms.
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Unsolicited
Merchandise A company sends you & gift in the mail — a
tie; & good luck charm, or a key chain. You
dign't order it. What do you do? i you're the kind of person they are
fooking for, you'li feef guiity and pay for it. But you don’t have to. What
you do with the merchandise is erdirely up to you.
= If you have not opened the package, mark it “Return to Sender.” The
Postal Service will send it back at no charge to you.
= §f you open the packags and don’t fike what you find, throw it away.
= I you open the package and fike what you find, keep it — free. This is
a rare instance where “finders, keepers” applies unconditionaity.
Whatever you do, don't pay for it — and don’t get conned
if the sender follows up with & phone call or visit. By law, unsolicited
merchandise is yours to keap,
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Sexually
Oriented Are you concerned about
Advertisements unsolicited sexually provoca-
tive material coming to your
home? It happens. You shouldn't have to be the unwilling
recipient of such explicit publications — especially if you
have children.

There is a Postal Service form you can use
to stop delivery of unsolicited sexually criented advertise-
ments to your home, Form 1500, Application for Listing
andfor Prohibitory QOrder. The form was developed as the
result of a law passed by Congress aimed at safeguarding
you and your family from undesirable mail,

The form authorizes the Postal Service to
issue an order prohibiting a specific mailer from sending
you ads that you think are erctic, arousing, or sexually
provocative. it will alsc give you the option of adding your
name fo & list of people who do not want {o receive sexu-
ally explicit ads from any mailer. By law, those who pub-
lish explicit material must exclude people who are on the
list. Failure to do so could be a federal crime carrying
stiff penatlties.

Take action to stop unwanted advertising.
To get Form 1800, ask a clerk at your post office for the
Sexually Oriented Advertising (SOA) Consumer
Protection Packet.
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Postal Inspection

Service

Flarida Division

3400 Lakeside Or 6th ¥t
Miramar FL 33027-9242
854-436-7200

Fax: 954-436-7282

Gulf Coast Division

PO Box 1276

Houston TX 772511276
713-238-4400

Fax: 713-238-4460

Michiana Divisian

PO Box 330118

Detroit Ml 48232-6119
313-226-8184

Fax: 313-226-8220

Mid-Aflantic Division

PO Box 3000

Charlotte RC 28228-3000
704-329-9120

Fax: 704-357-0038

©.5.Pootel taspeciion Sarvies

Midwest Divisior

1106 Wainut St

St Lowis MO £3199-2201
314-539-9%00

Fax: 314-389-9306

New York Mstro Division
PO Box 555

New York NY 10116-0555
212-330-3844

Fax: 212-830-2720

Newark Divigion

PO Box 509

Newark NJ 07101-0509
975+693-5400

Fax: 973-645-0800

HNortheast Division

425 Jumimer St 7th F
Bostan MA 02210-1736
617-464-8000

Fax: 617.484-8123

Nerthern California Division
PO Box 882528

San Francisco CA 94188-2528
415-278-5800

Fax: 415-778-5822

For assit

with postal

fated problems

of a Jaw enforcement nature, please contact

the naarest inspection Service Division.

Northern Jliinois Division

433 W Harrison 8t Rm 50180
Chicago iL 506686-2201
312-983-7800

Fax: 312-983-8300

Northwest Division

PO Box 400

Seatitle WA 98111-4000
206-242-5300

Fax: 208-442-6304

Philadefphia Metro Divisior
PO Box 7500

Philadelphia PA 19101-8000
215-895-8450

Fax: 215-805-8470

Rocky Mountain Division
1745 Stout St Ste 900
Danver CO 80Z02-3034
303-313-5320
Fax:-303-313-5351

Southeast Division
PO.Box 16489

Atlanta GA 30321-0489
404-508-4500

Fax: 404-608-4508

Southern California Division
PG Box 2000

Pasudena GA 91102-2000
826-405-1200

Fax; 626-405-1207

Southwest Division

PQ Box 162929

Ft. Worth TX 76161-2629
817-317-3400

Fax: 817-317-3430

Washingtori Metra Division
PO Box 96086

Washington DG 20086-6026
202-556-2300

Fax: 202-636-2287

Western Allegheny Division
1001 Calitornia Ave Rm 2101
Pittshurgn PA 15290-9000
412-359-7900

Fax: 412-359-7682
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Postal inspection Service Assistance for BUanesseS

The U.8. Postal Inspection Service can provide more infor-
mation about establishing a secure mail center, detecting
mall bombs, and protecting your business against mail
fraud schemes or any other postal crimes. Contact your
nearest Postal Inspection Service location for details.
Inspectors can perform on-site security sur-
veys for larger firms and assist your firm in giving security
wraining presentations. Inspectors can also provide guid-
ance or assistance in the investigation and prosecution of
dishenest mail-center employees who may be stealing

company mall or funds intended for mailing.
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Xerox Corporation

100 Clinton Avenue South
Xerox Square -138
Rochester, New York 14644

3

COMMENT FOR THE RECORD BY XEROX CORPORATION BEFORE THE
SENATE COMMITTEE ON SMALL BUSINESS AT A HEARING ENTITLED
“SWINDLING SMALL BUSINESS: TONER-PHONER SCHEMES AND OTHER
OFFICE SUPPLY SCAMS”

Telemarketing fraud is perpetrated in the Imaging Supplies Industry by a cast of
characters referred to as toner phoners. They operate from telemarketing centers known as
“boiler rooms”, and either ship orders themselves or contract with fulfillment houses to ship
orders. These toner phoners have a profound effect upon Xerox Corporation and its customer
base. They falsely represent themselves as Xerox Sales Representatives, and use a variety of
untoward practices to sell Xerox products at prices up to six times the price available to the
customer direct from Xerox. The frequency with which this happens and the dollars involved
are a testament to the command toner phoners have of such qualities as deception, intimidation
and larcenous intent.

Xerox Corporation receives about 5,000 toner phoner complaints each year from its
customer base, which involve supplies for copy machines. Many of these calls come from small
businesses, nonprofits, and varying sized religious institutions. The toner phoner will prey upon
the multi-tasked employee oftentimes found in these venues, and take advantage of the
employee’s lack of specific knowledge pertaining to the ordering of supplies for their copy
machine. The copy machine may have been purchased, leased, or'rented. It may be on a cost
per copy contract or a sold contract. The cost of supplies to operate the machine may be
included in the cost of the machine or be the separate responsibility of the customer. All these
variables lend themselves to the complexity of the issue, which in turn favors the toner phoner
with his smooth well rehearsed deception. The result in about 18% of the reported instances is a
very costly fraud perpetrated on an unsuspecting victim, which inflicts serious financial
consequences on the small business and may even jeopardize the continued employment of the
person placing the order.

The usual approach that 2 toner phoner takes is an initial call to a business wherein the
caller may simply pose as someone secking information for a study they are conducting. The
purpose of this call is to identify the make and model of the copier at the location, and the
identity of the person responsibie for ordering supplies for it. Filler conversation relative to the
performance of the copier will also be included, and the conversation will end with a heartfelt
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thank you for taking the time to answer the questions. Armed with this information the
customer is now set up for a call from a person identifying themselves as the customer’s new
Xerox Sales Representative, who has just reviewed their account and discovered that they were
not notified of the latest price increase. Since this was a mistake on the part of the Sales
Representative and not the customer, the Sates Rep is willing to guarantee the old price for up to
a year if the customer will make a purchase now. This offer combined with the overwhelming
desire to contro! expenses is often sufficient for the customer to agree to the order. In some
instances this call is followed up by a call from a person in the toner phoner operation known as
a “Verifier”. The purpose of this call is to confirm the order without using language that
connects the caller with Xerox Corporation. This call is usually tape recorded by the toner
phoner so that it can be used to intimidate the customer into paying the bill when they dispute
the order or discover that they have been scammed. Of course, ensuing battles over the actual
quantity ordered, restocking fees for returned orders, and exorbitant shipping charges combined
with threats for collection actions and reports to credit agencies provide a plethora of issues that
the toner phoner utilizes to grind the customer into a position of submission on the billing.

Awareness of toner phoner scams is very helpful to the small business community, but
in no way assures protection from the sometimes persistent telephone solicitations by toney
phoners. Business names and contacts are often shared amongst boiler rooms in an attempt to
keep the cusiomer off guard, especially if a customer was scammed in the past. A customer
who successfully detects a toner phoner invasion at its initial stages, and asks probing questions
to validate who they are talking to, can expect to be subjected to a litany of profanity and
vulgarities as the toner phoner slams the phone in their ear. Unfortunately, this is no guarantee
that the customer has heard the last from the toner phoner because they will often continue
calling for up to weeks later while continuing to associate themselves with Xerox Corporation.

Herox Corporation has taken a very aggressive approach to combating toner phoner
fraud. We have cstablished an 800 telephone number that customers can utilize to submit their
complaints. These complaints are recorded both in hard copy and on computer disks for
inclusion in & perpetual database. This database is routinely queried for collections of
complaints that are shared with the various law enforcement and administrative agencies
invelved with enforcement and regulatory issues. The weight of these collective complaints has
generated quicker response than is afforded individual complaints. In response to customer
requests for assistance when they receive shipments from a toner phoner, a letter has been
crafted which summarizes the telemarketing law pertaining to items that individuals receive
under false pretenses. Customers are encouraged to send this Jetter certified mail return receipt
requested to the toner phoner so that they have some tracking for the notification. This
notification gives the toner phoner 15 days to issue a call ticket for the pick up of the shipment
or the customer will simply consider it a free gift. This also makes the toner phoner responsible
for the cost of the return shipping and not the customer. Additionally, customers are provided
with flyers explaining toner phoner fraud, which they can spread around their workplaces to
increase awareness of this issue.

Enforcement in this area has been sporadic. Just recently Xerox Corporation supported a
Jjoint operation involving the Federal Trade Commission, U.S. Postal Inspector’s Office, and
Federal Bureau of Investigation with complaint information from our database. This aperation
involved raids on 14 boiler rooms located on the West Coast. Prior to this, complaint
information was supplied to a unit in the [owa State Attorney General’s Office that resulted in
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raids on several bailer rooms located on the West Coast. These raids were so effective that
enforcement officials noted signs posied in boiler rooms instructing their callers not to call
Towa. Several other smailer operations conducted by the Federai Trade Commission across the
country were also supported. The frustration in this area is best depicted by the tracking of
major boiler rooms that has ocourred over the last three years. This tracking has identified 141
major boiler rooms with 120 of them being located in Southetn California. These boiler rooms
do not attempt to hide, but do change locations periodically if enforcement action is taken or
anticipated. A normal response to enforcement action is that the boiler room simply closes the
door and moves down the street under a different name.

The experiences of Xerox Corporation in the area of telemarketing fraud that have been
characterized in this statement reflect some very basic injustices affecting small businesses
across the country on a daily basis. Owners and employees must be on constant guard to avoid
being victimized by a group whose only motivation is greed. There is nothing palatable about
being duped into purchasing copicr supplies for six times their fair market value. The potential
losses in both dollars and productivity can be devastating.

On behalf of the thousands of small businesses across this country that we proudly calt
our customers, we pledge to continue support of ongoing enforcement activities, and ask for
your assistance in eradicating this scourge from the imaging supplies industry.
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