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MEMORANDUM FOR LISA ROSS
ACTING ASSISTANT SECRETARY (MANAGEMENT)
  AND CHIEF FINANCIAL OFFICER

FROM: Dennis S. Schindel /S/
Assistant Inspector General for Audit

SUBJECT: Final Audit Report: Review of the Critical
Infrastructure Protection Program

This memorandum transmits our Final Report on the Review of
the Critical Infrastructure Protection Program.  This audit
was identified as a priority area in the Office of Inspector
General’s (OIG) Annual Audit Plan for Fiscal Year 2000.  For
this audit, we evaluated the progress made by the Department
of the Treasury (Treasury), and its offices and bureaus, in
implementing its Critical Infrastructure Protection Program
for protecting its cyber-based systems.

We included three findings and three recommendations to assist
Treasury in the implementation of Presidential Decision
Directive (PDD) 63.  Overall, our review found that Treasury
is making reasonable progress towards fulfilling the cyber-
related requirements of PDD 63 and the National Plan for
Information Systems Protection Version 1.0, Invitation to a
Dialogue (National Plan).  However, improvements could be made
to assist Treasury in fully implementing PDD 63 and to meet
the deadlines imposed by the National Plan and PDD 63.
Specifically, we noted that funding and resources to implement
PDD 63 are inadequate and implementation oversight can be made
more effective.  In addition, Treasury needs to identify its
critical infrastructure assets.  A lack of detailed knowledge
of Treasury-wide system assets may be viewed as a Federal
Manager's Financial Integrity Act material weakness.

In response to our October 13, 2000, draft audit report, you
agreed with the findings and provided actions responsive to
our recommendations.  Specifically, you indicated that your
office completed the activity of identifying and prioritizing
critical cyber assets via the National Critical Infrastructure
Assurance Office (CIAO) on October 23, 2000.  While we
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consider these actions as tacit concurrence with the
recommendations, you classified them as a non-concurrence as
the desired actions had already been taken by the date of your
response.  We do not believe that any further action is needed
on this issue.

For recommendation number three, however, the OIG does not
agree with your planned timeframe established for updating the
Department of the Treasury Critical Infrastructure Protection
Plan (TCIPP), dated November 18, 1998.  The TCIPP has not been
updated to reflect the comments made by the Expert Review Team
in the timeframes established by the National CIAO for the
update.  In addition, PDD 63 requires that the plan be updated
every 2 years.  The plan should be immediately updated to
reflect the current status of the effort and should include
revised timeframes for completion of the remaining tasks for
both the cyber and non-cyber sides of the effort.  Once the
initial update is completed, the Department should revise the
plan on a periodic basis as the effort evolves.

We appreciate the courtesies and cooperation provided to our
staff during the audit.  If you wish to discuss this report,
you may contact me at (202) 927-5400, or a member of your
staff may contact Clifford H. Jennings, Director, Office of
Information Technology Audits at (202) 927-5771.

Attachment
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