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CYBER SECURITY: RECOVERY AND
RECONSTITUTION OF CRITICAL NETWORKS

FRIDAY, JULY 28, 2006

U.S. SENATE,
SUBCOMMITTEE ON FEDERAL FINANCIAL MANAGEMENT,
GOVERNMENT
INFORMATION, AND INTERNATIONAL SECURITY,
OF THE COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 9:35 a.m., in room
342, Dirksen Senate Office Building, Hon. Tom Coburn, Chairman
of the Subcommittee, presiding.

Present: Senator Coburn.

OPENING STATEMENT OF CHAIRMAN COBURN

Chairman COBURN. The Subcommittee on Federal Financial
Management, Government Information, and International Security
will come to order.

Today’s hearing is titled “Cyber Security: Recovery and Recon-
stitution of Critical Networks.” This is the second hearing in a se-
ries we will be conducting on cyber security. It is actually the third.
We have had a high-level secured briefing and hearing on this, as
well. On July 19, 2005, this Subcommittee held a hearing on the
importance of cyber security to our Nation’s critical infrastructures.
The hearing highlighted the importance of forging a public-private,
and I will emphasize private, partnership to protect critical infra-
structure and focused on challenges facing the Department of
Homeland Security (DHS) in facilitating and leveraging such part-
nerships.

Things that we have learned through the September 11 terrorist
attacks and the response to Hurricane Katrina further emphasize
these challenges. Today, despite spending millions of dollars over
the past year, DHS continues to struggle with how to effectively
form and maintain effective public-private partnerships in support
of cyber security, including how to protect Internet infrastructure
and how to recover it in the case of a major disruption. The public-
private partnership necessary to accomplish DHS’s goals in secur-
ing computer networks continues to remain a public-private divide.

I am grieved to note that our Nation’s security from a cyber-
based attack has not improved since we were here last year. The
objective of today’s hearing is to highlight immediate steps that
DHS and the private sector can take to formalize a partnership
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and to ensure effective response and recovery to major cyber net-
work disruptions.

Our economy and national security are reliant on the Nation’s in-
formation and communications infrastructure, including the Inter-
net. The Internet connects millions of information technology sys-
tems and networks together, which, in sum, provide e-commerce to
the country and critical services allowing the government to func-
tion. On July 19, 2005, we learned that these computer networks
can also control physical infrastructure, such as electrical trans-
formers, chemical systems, and pipelines.

DHS recently released its National Infrastructure Protection
Plan (NIPP), 3 years after its due date. This plan highlights the
importance of cyber security and the Internet to critical infrastruc-
ture, stating that the U.S. economy and national security are high-
ly dependent upon the global cyber infrastructure. But according to
today’s GAO report, DHS fails to adequately plan for recovery of
key Internet functions. Moreover, the Department has not ade-
quately prepared to effectively coordinate public-private plans for
reconstitution from a cyber Internet disruption.

The success of the protection efforts in the NIPP hinges on infor-
mation sharing between the Federal Government and the private
sector. However, a number of barriers exist to information sharing.
Recent incidents at the Department of Veterans Affairs, Depart-
ment of State, and a national laboratory indicate that the govern-
ment has trouble protecting sensitive information. The government
also does not have a good record of sharing sensitive intelligence-
derived threat data with the private sector.

GAO identified numerous challenges to development of a plan
and is here today to present the recommendations to strengthen
the Department’s abilities. Government agencies and private com-
panies, including telecommunications companies, cable companies,
peering organizations, and major data carriers, need clarity on
what is expected of them in a crisis. Overlapping and unclear roles
and responsibilities lead to frustration and confusion, and will
hamper recovery efforts in a crisis, which will be deeply injurious
to our Nation.

The overarching concern for the Committee is whether the De-
partment of Homeland Security knows what functions of govern-
ment need to be protected, how those functions interact with State
and local governments, and what is DHS’s role and responsibility
in working with the private sector during a cyber or telecommuni-
cation-based incidence of national significance.

The recently released DHS plan requires the use of a risk assess-
ment method that has been criticized as not focusing on what real-
ly needs to be protected in the information technology and tele-
communication sectors, and focusing heavily on physical assets.
The risk assessment methodology should be reevaluated, as it could
lead to significant wasteful spending.

While this sector has physical assets to protect, government
needs to understand that this sector is about protecting critical
functionality, not assets. The private sector and government must
work together to ensure the Nation’s critical infrastructure can
function in the reliable and stable fashion that the American public
expects.
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Therefore, private industry must devise plans in coordination
with the government to ensure critical functions do not fail or can
be recovered quickly when faced with an incident of national sig-
nificance. The National Communications System has worked under
this concept for years.

Both government and private industry admit there are vulner-
abilities in the networks that can and have been exploited or dam-
aged by accident or natural causes. A perfect system cannot be
built. We realize that. The difficult part of any organization, espe-
cially government, is how does it respond, recover, and reconstitute
after an incident.

The Homeland Security Act of 2002 and Presidential Directives
lay out a clear mandate on cyber security at the Department of
Homeland Security. They require DHS to assess our vulnerability
to a cyber attack, develop a plan to fix it, and implement that plan
using measurable goals and milestones. In order to implement the
plan, the Department has the admittedly difficult task of engaging
and securing action from diverse players, which include State and
local governments, other Federal agencies, and especially and most
importantly, key industry actors.

The nature of terrorists is to attack private citizens, as we re-
cently saw in the horrific railway attacks in India. There can be
no excuse for not effectively engaging the private sector, even
though it is hard. We ask no less of our food safety, airline safety,
and pharmaceutical industries. The issue is lack of leadership and
lack of courage.

Nobody wants to micromanage the private sector or DHS. How-
ever, America does expect the Department of Homeland Security
and the private sector to take every reasonable measure to protect
us from terrorism. I am not convinced that threshold has been met.

If America is to be safe from the damage of a cyber attack, we
will need a plan, a budget tied to that plan, and Congressional
commitment to the implementation of the plan. One year ago, the
Department announced the creation of the position of Assistant
Secretary for Cyber and Telecommunications Security to elevate
the importance of cyber critical infrastructure protection. Today,
this position remains vacant. This vacant post was designed by the
Department to lead the Nation in buttressing our critical informa-
tion technology and telecommunications systems against threats.
The Department, working in conjunction with the private sector,
needs to find that person and set that person to the task of reform-
ing the plan and then implementing it. A leader can and will be
found, and I am encouraging DHS to exhaust every effort to fill
this position, ensure the proper authorities are in place to succeed,
and ensure that this person receives adequate support from the top
leadership at DHS to fulfill the mission.

To that end, I look forward to hearing from our witnesses, NSA,
DHS, OMB, GAO, AT&T, VeriSign, and Internet Security Systems,
as well as the Business Roundtable. I welcome each of you.

The Department of Homeland Security’s testimony came in late
last night. It is unavailable to me, the Chairman of this Sub-
committee. It will not be accepted as part of it and it is a message
to anybody else that wants to play games with the Subcommittee.
You are going to send us the information that you want to testify
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about on a timely basis so we can do our job. And this is an exam-
ple of exactly what is happening at DHS on cyber security. You
can’t meet the goals. You can’t meet the expectations. This Sub-
committee hearing was noticed June 12—6%2 weeks ago, and for
the testimony to come in last night is unacceptable and it will not
be accepted.

Let me welcome our guests. First is the Hon. George Foresman.
He was first confirmed by the U.S. Senate on December 18, 2005.
He is responsible for synchronizing national preparedness efforts
under the direction of Homeland Security Secretary Michael
Chertoff and Deputy Secretary Michael Jackson. He previously
served in the Commonwealth of Virginia as Assistant to the Gov-
ernor for the Commonwealth Preparedness and Homeland Security
Advisor, a cabinet-level position. In this capacity, he was the prin-
cipal advisor and overall coordinator for homeland security and
preparedness efforts, as well as relations with military commands
and installations throughout the Commonwealth. He is nationally
recognized in the fields of emergency preparedness and homeland
security.

Richard Schaeffer is the Information Assurance Director at the
National Security Agency (NSA). He is responsible for the Informa-
tion Assurance Directorate at that agency. The Directorate’s mis-
sion is to provide products and services critical to protecting our
Nation’s critical information and information systems. Moreover, he
is responsible for defining and implementing the information assur-
ance strategy to protect the Department of Defense’s global infor-
mation grid and supporting the ongoing military operations against
terrorism.

Next is the Hon. Karen Evans. She is Administrator of E—Gov-
ernment and Information Technology (IT), Office of Management
and Budget. She is here as a break from her vacation. I want to
tell you how much I appreciate you doing that. She oversees the
implementation of IT throughout the Federal Government, includ-
ing advising the Director on the performance of IT investments,
overseeing the development of enterprise architectures within and
across those agencies, directing the activities of the Chief Informa-
tion Officer Council, and overseeing the usage of E—Government
funds to support interagency partnerships and innovation. She also
has responsibilities in the areas of capital planning and investment
control, information security, privacy, accessibility of IT for persons
with disabilities, and access to, dissemination of, and preservation
of government information.

Next is Keith Rhodes, Chief Technologist, Government Account-
ability Office (GAO). Mr. Rhodes is currently the Chief Tech-
nologist at GAO and Director of the Center for Technology and En-
gineering. He has been the senior advisor on a range of assign-
ments covering continuity of government and operations, export
control, computer security, privacy, e-commerce, E—Government,
voting systems, and various unconventional weapons systems. Be-
fore joining GAO, he was supervisory scientist leading weapons and
intelligence programs at the Lawrence Livermore National Labora-
tory.

I would like to recognize each of you. Thank you for taking the
time to be here. Mr. Foresman, you are recognized for 5 minutes.
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TESTIMONY OF GEORGE FORESMAN,! UNDER SECRETARY
FOR PREPAREDNESS, U.S. DEPARTMENT OF HOMELAND SE-
CURITY

Mr. FORESMAN. Mr. Chairman, thank you, and thank you for the
opportunity to appear today to discuss the recovery and the recon-
stitution of critical cyber networks. Congressional discussion on
this particular topic is absolutely essential and it is critical to the
success that we need to achieve as a Nation toward strengthening
our levels of preparedness.

Mr. Chairman, I would like to highlight several key issues today
and outline the Department’s roadmap for success in advance of a
very important discussion on the security and the protection of our
cyber communications networks.

The findings of the GAO report on the development of a joint
public-private plan for recovering critical cyber infrastructure and
the recent Business Roundtable’s recommendations for strength-
ening cyber preparedness both echo the overall resounding themes
that the Department of Homeland Security is pursuing in its work
to lead a national effort to protect America’s cyber assets. While
these reports offer somewhat differing recommendations on the
exact steps that we need to take, the shared national vision further
reflects two very important and sometimes overlooked issues.

First, the risk posed to the critical cyber infrastructure is becom-
ing both better and more widely understood, both in the public sec-
tor and in the private sector. Second, the importance of mitigating
these risks, whether on the individual, corporate, or government
level, is also better understood. We know we must be ready for the
cyber version of Hurricane Katrina or the September 11 attacks.

Mr. Chairman, let me outline for you the Department’s three
strategic priorities on the cyber preparedness front. They include,
one, preparing for a large-scale cyber disaster; two, working to
forge more effective partnerships, as you noted in your opening
statement; and three, fostering a culture of preparedness to pre-
vent cyber incidents and mitigate damage when disruptions do, in
fact, occur.

Our primary strategic goal as part of our overall risk manage-
ment approach is to prepare for high-consequence incidents. These
would include, for example, a widespread disruption involving the
Internet or critical communications infrastructure, whether it origi-
nates from an attack or from a natural disaster. The Department
has established the Internet Disruption Working Group, the IDWG,
to address the resiliency and recovery of Internet functions in the
event of a major cyber incident. The IDWG is not examining all in-
dividual risks, but rather focusing on nationally significant Inter-
net disruptions in a prioritized fashion. The IDWG is developing
not only policy recommendations for cyber response, but also oper-
ational proposals and protocols to improve the deployment of Fed-
eral resources in the event of such an event and how to ensure co-
ordination with local, State, and private sector partners of these as-
sets.

I am also pleased to share with you that the Department con-
ducted its first national cyber security exercise, Cyber Storm, this

1The prepared statement of Mr. Foresman appears in the Appendix on page 33.
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past February, and this was the largest multinational cross-sector
cyber exercise to date and assessed the policies and procedures as-
sociated with a cyber-related incident of national significance. The
Department will soon be releasing a public exercise report on this
effort that will outline findings to help bolster protective measures
for potential cyber attacks. I will also note that these lessons, like
those of Hurricane Katrina and other incidents, will not sit idle.
They will be incorporated into our operations processes under the
National Response Plan and these will be retested during Cyber
Storm II in 2008, if not before.

Cyber Storm demonstrated the close cooperation and information
sharing needs across Federal agencies, across international bound-
aries, and most importantly, between the public and the private
sectors. The exercise tested for the first time the full range of
cyber-related response policy, procedures, and communications
methods required in a real-world crisis. We know that there were
successes. We also know that there is room for improvement.

Another significant accomplishment in preparing for a nationally
significant cyber disruption is last month’s completion, as you
noted, of the National Infrastructure Protection Plan. The NIPP
sets forth a comprehensive risk management framework and clear-
ly defines critical infrastructure protection roles and responsibil-
ities for DHS, Federal sector-specific agencies, other Federal, State,
local, tribal, and territorial agencies, as well as our private sector
security partners. The plan addresses the physical, human, and
cyber elements of the critical infrastructure issues which cross all
sectors. This release of the NIPP is an important milestone, as it
accompanies 17 sector-specific plans that will help build a safer
and more secure and more resilient America by enhancing protec-
tion of the Nation’s critical infrastructure and key resources to in-
clude the cyber community.

Our second strategic goal is to improve the Department’s part-
nership programs and practices. Homeland Security Presidential
Directive 7, the Administration’s policy on critical infrastructure
protection, explicitly recognizes the importance of partnerships,
which are essential for many sound reasons. In the cyber security
arena, the Department is working to nurture existing partnerships
and establish new relationships with three key stakeholder commu-
nities, the private sector, Federal departments and agencies, and
the State, local, and tribal governments, as well as academia.

Third, we must create a culture of preparedness, both to prevent
a cyber disaster and to mitigate damages if a widespread disrup-
tion occurs. We are working every day to influence how individual
citizens, government, and the private sector prepare for the secu-
rity challenges of the coming decade. As with our other strategic
priorities, this goal demands a focused and disciplined approach.
We need interconnected strategies and processes, not individual ac-
tions. Just as our cyber systems are interconnected, so must be our
approach to dealing with disruptions.

Our national cyber security efforts are rapidly maturing and we
have clear legislative and presidential direction and private sector
interest. There is no magic wand that will allow us to do this over-
night. There is, however, a growing coalescing of effort between
government and the private sector as just two of the key entities.
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Chairman COBURN. I need for you to summarize, if you will.

Mr. FORESMAN. Yes, sir, and I am finishing up. To create a long-
term culture of preparedness, we are developing clear organiza-
tional doctrine which memorializes strategic policies, clarifies roles
and responsibilities, and defines measures of accountability. The
road ahead is critical and we are committed to ensuring success.
Thank you.

Chairman COBURN. Thank you. Mr. Schaeffer.

TESTIMONY OF RICHARD C. SCHAEFFER, JR.,! DIRECTOR OF
INFORMATION ASSURANCE, NATIONAL SECURITY AGENCY

Mr. SCHAEFFER. Good morning, Mr. Chairman.

Chairman COBURN. Good morning.

Mr. SCHAEFFER. I appreciate the opportunity to be here today to
talk briefly about the NSA’s information assurance mission and its
relationship to the work of the Department of Homeland Security
and others concerned with helping operators of crucial information
systems prepare for and recover from hostile acts or other disrup-
tive events.

The NSA’s information assurance mission focuses on protecting
what National Security Directive 42 defines as national security in-
formation systems, systems that handle classified information or
are otherwise critical to military or intelligence activities.

Historically, most of our work has been sponsored by and tailored
for the Department of Defense. Today, national security systems
very often rely on commercial products or infrastructure or inter-
connect with systems that do. This creates significant common
ground between defense and broader U.S. Government and home-
land security needs. More and more, we find that protecting na-
tional security systems demands teaming with public and private
institutions to raise the information assurance level of products
and services more broadly. If done correctly, this is a win-win situ-
ation that benefits the whole spectrum of information technology
users, from warfighters and policy makers to Federal, State, local
governments and operators of critical infrastructure and major ar-
teries of commerce.

This convergence of interests has been underway for some time
and we can already point to several examples of the kind of fruitful
collaboration it inspires. For instance, the NSA and the National
Institute of Standards and Technology have been working together
for several years to characterize cyber vulnerabilities, threats and
countermeasures to provide practical cryptographic and cyber secu-
rity guidance to both IT suppliers and consumers.

Among other things, we have compiled and published security
checklists that harden computers against a variety of threats. We
have shaped and promoted standards that enable information
about computer vulnerabilities to be more easily cataloged and ex-
changed, and ultimately, the vulnerabilities themselves to be auto-
matically patched. And we have begun studying how to extend our
joint vulnerability management effort to directly support compli-
ance programs, such as those associated with the Federal Informa-
tion Security Management Act. All of this is unclassified and ad-

1The prepared statement of Mr. Schaeffer appears in the Appendix on page 50.
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vances of cyber security in general, from national security and
other government networks to critical infrastructure and other
commercial and private systems.

The NSA partners similarly with the Department of Homeland
Security. In 2004, DHS joined the NSA in sponsoring the National
Centers of Academic Excellence Program to foster training and
education programs to support the Nation’s cyber security needs
and increase the efficiency of other Federal cyber security pro-
grams. The NSA has supplied trained personnel and other tech-
nical support to the U.S. Computer Emergency Readiness Team,
and we routinely alert one another to possible or emerging hostile
cyber threats. In fact, DHS has just named an integree to work in
the NSA-Central Security Service Threat Operations Center,
which has as one of its missions to monitor the operations of the
global network in real time to identify network-based threats to
DOD and intelligence community networks.

NSA and DHS cooperate on investigations and forensic analysis
of cyber events and malicious software, and together, we look for
and mitigate the vulnerabilities in various technologies that would
render them susceptible to similar attacks. We each bring to these
efforts complementary experience, insight, and expertise based on
the different problem sets and user communities on which we con-
centrate, and we each then carry back to those communities the
dividends of our combined wisdom and resources.

With regard to post-incident response, the NSA supplies tech-
nical personnel, advice, and equipment to support an efficient re-
sponse and recovery to disasters. The NSA has worked with the
DHS Infrastructure Protection Division to plan for interoperable
communications systems needed to support response and recovery.
We did this for Hurricane Katrina and do it for other disasters, as
well.

When it comes to reconstructing networks, however, beyond just
communications systems, bringing in replacement technology may
be the easy part. The real challenge is knowing what to recon-
struct. That means maintaining an up-to-date understanding of
what set of data, functions, and connections available to what set
of users qualify as critical.

Looking forward, NSA and DHS interests will continue to merge
and the opportunities needed for shared network and mutual sup-
port will continue to grow.

Finally, beyond technical convergence, in the post-September 11
world, the NSA and DHS are bound together by the need to pro-
vide for communications across once unbridgeable chasms of classi-
fication and practice, from the President all the way to first re-
sponders and the owners and operators of critical infrastructure.
As a starting point, the NSA and NIST have established a suite of
unclassified algorithms that can be implemented in commercial off-
the-shelf offerings as well as specialized high-end government
equipment. This sets the stage for interoperable encryption and
message authentication and is an important step, although just one
step in the broader effort to ensure that the Nation can recognize
and respond to impending emergencies or their aftermath.
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Once again, thank you, Mr. Chairman, for giving me the oppor-
tunity to appear before you today and for your leadership in this
area.

Chairman COBURN. Thank you, Mr. Schaeffer.

Next, Ms. Evans, just a side note. Thanks for all your help on
our Government Accountability and Transparency Act. It passed
the Committee unanimously yesterday.

TESTIMONY OF KAREN EVANS,! ADMINISTRATOR FOR ELEC-
TRONIC GOVERNMENT AND INFORMATION TECHNOLOGY,
OFFICE OF MANAGEMENT AND BUDGET

Ms. Evans. Congratulations. Good morning, Mr. Chairman, and
thank you for inviting me to speak about “Cyber Security: Recovery
and Reconstitution of Critical Networks.” My testimony today will
focus on OMB’s activities to improve security and resilience of the
Federal Government’s cyber critical assets.

Last year, the Director of OMB issued a regulation on maintain-
ing telecommunication services during a crisis or an emergency.
The regulation required each agency to review its telecommuni-
cations capability in the context of planning for contingencies and
continuity of operation situations. OMB also asked each agency to
confirm that they were complying with directives issued by the Na-
tional Communications System (NCS), and guidance issued by the
Federal Emergency Management Agency (FEMA).

In August 2005, all large agencies submitted reports on the sta-
tus of their telecommunications services. OMB and the NCS anal-
ysis revealed the need for additional guidance to the agencies re-
garding the use of redundant and physically separate telecommuni-
cations service entry points into buildings and the use of physically
diverse local network facilities.

In October 2005, the NCS hosted a Route Diversity Forum for
representatives from over 70 Federal agencies. In addition, the
NCS developed a Route Diversity Methodology, enabling agencies
to self-assess their own facilities.

When an agency initiates new telecommunications procurements,
the agency must determine the appropriate level of availability,
performance, and restoration that is required. The General Service
Administration’s upcoming Networx procurement will specify tele-
communications infrastructure security requirements to protect
contract network services, infrastructures, and information proc-
essing resources against cyber and physical threats, attacks, or sys-
tem failures. The Networx program will ensure that telecommuni-
cations capabilities are continuously ready to meet the needs of the
Federal agencies during national emergencies.

On December 17, 2003, the President signed Homeland Security
Presidential Directive 7, “Critical Infrastructure Identification,
Prioritization, and Protection.” This directive established the na-
tional policy for Federal departments and agencies to identify and
prioritize U.S. critical infrastructure and to protect it from terrorist
attacks. OMB worked with the Department of Homeland Security
to evaluate the protection plans. We have provided each agency

1The prepared statement of Ms. Evans with an attachment appears in the Appendix on page
53.
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with a written response explaining our approval, our disapproval
of the agency’s cyber security plan, and highlighting areas where
improvements were needed.

Additionally, each year, agency CIOs, chief information officers,
and program officials conduct IT security reviews for systems that
support their programs. As part of their evaluations, agencies are
asked to categorize their information systems into high, moderate,
and low impact and document the security controls implemented
for each.

Last, the National Cyber Response Coordination Group is the
principal Federal interagency mechanism to coordinate the prepa-
ration for and response to cyber incidences of national significance.
OMB is a member of the group, along with other agencies having
a statutory role in cyber security, cyber crime, or protection of crit-
ical infrastructure. During a cyber incident, the member agencies
would integrate their capabilities in order to assess the scope and
severity of the incident, govern response and remediation efforts,
and advise senior policy makers. The group would also use their es-
tablished relationships with the private sector and State and local
governments to help manage the cyber crisis and develop recovery
strategies.

In conclusion, each agency is responsible for ensuring the contin-
ued availability of its mission-essential services. Strategic improve-
ments in security and continuity of operations planning can make
it more difficult for attacks to succeed and can lessen the impact
of attacks when they occur. The Administration will continue to
work with the agencies, Congress, and GAO to ensure appropriate
risk-based and cost-effective IT security programs, policies, proce-
dures are put in place to protect the Federal Government’s critical
cyber infrastructure.

I would be happy to take any questions, sir, that you may have.

Chairman COBURN. Thank you, Ms. Evans. Mr. Rhodes.

TESTIMONY OF KEITH RHODES,! CHIEF TECHNOLOGIST AND
DIRECTOR, CENTER FOR TECHNOLOGY AND ENGINEERING,
U.S. GOVERNMENT ACCOUNTABILITY OFFICE

Mr. RHODES. Thank you, Mr. Chairman. We appreciate the op-
portunity to testify on our Internet reconstitution report being re-
leased today that we completed at your request.

Last summer when GAO testified before your Subcommittee, we
discussed the work that remained for DHS to fulfil its cyber secu-
rity responsibilities in 13 key areas, including developing a plan for
recovering the Internet when it is disrupted. Despite Federal policy
requiring DHS to develop this integrated public-private plan, to
date, no such plan exists.

Today, at your request, we will briefly discuss the growing
threats to the Internet, where our Nation is in its efforts to develop
this plan, and recommendations to both DHS and the Congress to
facilitate public and private efforts to recover the Internet when
major disruptions occur.

First, threats. Criminal groups, foreign intelligence services,
hackers, and terrorists are all threats to our Nation’s computers

1The prepared statement of Mr. Rhodes appears in the Appendix on page 111.
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and networks. A recent intelligence report on global trends fore-

casts that terrorists may develop capabilities to conduct both cyber

and physical attacks against infrastructure nodes, including the

Internet. In fact, the Internet itself has been targeted and attacked

and private companies who own the majority of the Internet infra-

f)tructure deal with cyber and physical disruptions on a regular
asis.

For example, viruses and worms are often used to launch “denial
of service” attacks that result in traffic being slowed or stopped.
Several recent cyber attacks highlight the importance of having ro-
bust Internet recovery plans, including a 2002 coordinated denial
of service attack that targeted all 13 Internet route servers.

For most of these attacks, the government did not have a role in
recovering the Internet, but recent physical attacks like the ter-
rorist attacks of September 11, 2001, and Hurricane Katrina, high-
light the need for public-private coordination associated with Inter-
net recovery. DHS has begun a variety of initiatives to fulfill its re-
sponsibility for developing an integrated public-private plan, but
these efforts are not yet complete nor are they comprehensive.

Specifically, DHS has developed high-level plans for infrastruc-
ture protection and national disaster response, but components of
these plans that are to address Internet recovery are incomplete
and inadequate. For example, the National Response Plan Cyber
Annex does not reflect the National Cyber Response Coordination
Group’s current operating procedures. DHS has started a variety of
initiatives to tackle this problem, including working groups to fa-
cilitate response and exercises to practice recovery efforts. How-
ever, these efforts are immature and the relationships among
groups like the Internet Disruption Working Group and others are
not evident.

Regarding challenges that have impeded progress, first, it is un-
clear what government entity is in charge, what the government’s
role should be, and when it should get involved. Expanding on each
of these, DHS National Cyber Security Division and the National
Communications System have overlapping responsibilities. In addi-
tion, there is a lack of consensus about the role DHS should play.
The government is pursuing the grandiose plan approach with the
NIPP and the National Response Plan, while the private sector
wants more of an assist or tactical role from the government that
our report lays out in detail. And triggers that clarify when the
Federal Government should be involved are unclear.

Second, our Nation is working in a legal framework that doesn’t
specifically address the government’s roles and responsibilities in
the event of an Internet disruption. In addition, the Hurricane
Katrina recovery effort showed that the Stafford Act can create a
roadblock when for-profit companies that own and operate critical
infrastructures need Federal assistance during national emer-
gencies.

Third, the private sector is reluctant to share information with
DHS because it does not always see value in sharing, does not nec-
essarily trust the government, and views DHS as an organization
lacking effective leadership.

To address these inadequacies, our statement includes nine spe-
cific recommendations for DHS, including determining who should
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be in charge given the convergence of voice and data communica-
tions, developing a plan that is consistent with what the private
sector infrastructure owners need during a time of crisis, and incor-
porating lessons learned from incidences and exercises.

In addition, the Congress should consider clarifying the legal
framework that guides roles and responsibilities for Internet recov-
ery.

In summary, Dr. Coburn, exercises to date and a recently issued
report by the Business Roundtable found that both the government
and private sector are poorly prepared to effectively respond to
cyber events. Although DHS has various initiatives underway,
these need to be better coordinated and driven to closure. Until
that happens, the credibility of the Department will not be where
it needs to be to build effective public-private relationships needed
to effectively respond to major Internet disruptions.

This concludes our statement. Thank you, Mr. Chairman, and we
are prepared to answer any questions the Subcommittee may have.

Chairman COBURN. Thank you very much.

Mr. Foresman, your response to Mr. Rhodes’ report?

Mr. FORESMAN. Mr. Chairman, let me offer two responses. One,
as we have gone through that report, we clearly agree that the
road ahead, whether we are talking about GAO or the private sec-
tor, we agree on the road ahead.

I would, however, not agree with him in terms of the perception
that he might leave in the relationship with the private sector. My
fourth day on the job back in January, one of the first groups I met
with in this particular case was the Business Roundtable and one
of the key issues we talked about were cyber security, the concern
about reconstitution and recovery of the Internet, and I think that
as you said in your statement, Mr. Chairman, this is not easy and
there are a lot of folks who have said, well, it is not where it should
be, and I would agree. But we need to have definitive milestones.
We need to have definitive deliverables.

But I will tell you, sir, just as your comment to us that we need
to work closely with the private sector, getting agreement across
the various elements in the private sector, whether it is the infor-
mation technology sector or the telecommunications sector, this is
not easy. We are not in a position to force them. We are coalescing
the road ahead.

So I would agree that we share the vision. I think his assessment
in terms of progress is much bleaker than what is the actual
progress to date.

Chairman CoBURN. Why would the private sector be reluctant to
give DHS information on this?

Mr. FORESMAN. Mr. Chairman, I think there are three things.
There are those elements of the private sector that are reluctant
to give us information and there are those elements of the private
sector that are not reluctant to give us information. A conversation
with a handful of people does not, I think, effectively reflect the
private sector as a whole because the private sector is rapidly big.

But as you know, there are a couple of issues here. One, there
is the concern of our private sector partners out there, the propri-
etary nature of the information that they have in a business com-
petitive environment. They want further and stronger assurances
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that proprietary information is not going to be shared with com-
petitors.

The second issue, and frankly is a legitimate issue, is govern-
ment and the private sector have typically operated in a regulator-
regulatee relationship over the past 20 or 25 years. When we talk
about the IT community, it is not, if you will, regulated by govern-
ment, and clearly there are the institutional

Chairman COBURN. Thank goodness.

Mr. FORESMAN. Yes, sir, and clearly, the institutional barriers to
getting beyond a 25- or a 50-year culture to get into a collaborative
partnership is not a culture that you change overnight. And so I
think it is part policy, it is part culture, but we are seeing more
and more every day as we collaborate with the private sector. As
our US-CERT, for instance, gets specific information provided to us
through a variety of sources, such as the NSA, we rapidly get that
information out to the private sector and they rapidly come back
to us with information. So it sometimes comes down to who did you
talk to last and what is it that they said to you?

Chairman COBURN. Well, the group that I talked to last were the
ISPs and the telecommunications companies, and I would tell you
in that meeting, uniformly, there was no trust of DHS with any of
their proprietary data, and that was in a classified briefing I had
3 months ago. How do you establish the leadership role and the
trust that allows the private sector to do what they know how to
do that you don’t know how to do?

Mr. FORESMAN. Well, Mr. Chairman, this comes down to the con-
tinued interaction. As Ms. Evans identified and as other folks have
identified, we have got a number of working groups where we have
got government and the private sector sitting side by side, devel-
oping sector-specific plans, for instance, under the National Infra-
structure Protection Plan, and trust is not a function of me coming
into the room and sitting with our private sector partners and say-
ing, trust me. We have to prove it.

This is the benefit of these joint planning activities. As much as
we would like them to be done in immediacy overnight, they are
not. But just as it is taking time to develop those plans, one of the
important byproducts is that we are raising trust every day when
we put these people in the room together.

Chairman COBURN. I will be submitting some questions to you
separate from that. I would hope that we could get a timely re-
sponse.

Mr. FORESMAN. Mr. Chairman, I will ensure that you get a time-
ly response and I will acknowledge that we were remiss in not hit-
ting the deadline on getting our testimony to you. I accept full re-
sponsibility and I will give you my personal assurance that we will
correct those issues in the future.

But I also want to underscore, by no means were we trying to
not get information to you. This is a critically important area. This
Subcommittee is one of the few committees across the Congress
that has shown a continuing interest in this area. It is not an eas-
ily understood area, and frankly, this level and more of this type
of dialogue is going to be absolutely critical to our success.

Chairman COBURN. Mr. Schaeffer, at NSA, tell me about your re-
lationship with the private sector and trust and relationship and
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information sharing and how have you developed that and how do
you utilize that. Have you emphasized recovery more than physical
asset protection?

Mr. SCHAEFFER. Well, sir, I think our relationship with industry
or the private sector is on a number of levels. Clearly, there are,
as I mentioned in my testimony and others did, as well, the de-
pendence upon the private sector to deliver the technology, the ca-
pabilities that we need within the national security community,
and quite frankly, across the entire Nation, is dependent upon the
reliability, the security of that technology. So we have a very deep
relationship with the private sector in establishing on a one-on-one
basis the availability of vulnerability information of the products
that they provide, assisting them in increasing the overall security
or assurance of those products, and then we also work with the in-
frastructure providers themselves to understand the vulnerabilities
within those environments and help them address the situation,
the improvements that can be made in that environment.

Most of our relationships that are strong come from a one-on-one
basis with the agency. We participate. We collaborate with industry
associations and do that in a very open and, I think, positive way.
But I think as Mr. Foresman outlined, it is a situation that takes
a tremendous amount of work with individual companies, then
with industry or association groups, and then in larger forums to
build the trust and confidence that information that is exchanged
with the government, and in this case NSA, receives the appro-
priate level of protection. It is something that we work on every
day. It takes that sort of attention and commitment.

And we have seen actually tremendous progress over the last
several years as the community at large, the public-private commu-
nity, has come to better understand the risks associated with oper-
ating in this highly networked environment and the need for close
collaboration amongst public-private enterprises to better under-
stand the vulnerabilities and ways of mitigating them.

I think we are an example of where it has worked because we
have developed the trust and confidence over a long period of time
with companies, trade groups, industry associations, and so forth,
and I see promise in what DHS is leading, in what DHS is partici-
pating in, and quite frankly, what I see the entire IT industry par-
ticipating in. We are just at the bottom of a very steep hill.

Chairman COBURN. Has NSA’s main focus been on functionality?

Mr. SCHAEFFER. No, sir. NSA’s main focus has been on the assur-
ance of the functionality that is provided in the devices, so

Chairman COBURN. That is what I mean. But the goal is func-
tion. The ultimate goal for security is to maintain function, or to
recover function.

Mr. SCHAEFFER. Yes, sir. That is correct.

Chairman COBURN. All right. Mr. Rhodes, you mentioned the
working groups aren’t communicating. We don’t have cross-ref-
erence. You also mentioned a role that is more grandiose rather
than recovery. Talk for a minute, if you would, about the working
groups that have been established and what you see that needs to
be changed there so that we accomplish this goal of protecting and
recovering functionality.
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Mr. RHODES. The big struggle with the working groups seems to
be that there are a lack of roles and responsibilities and clear lines
of authority. There seems to be a not clear definition of how the
working groups relate to one another:

Chairman COBURN. In other words, they could come up with a
really appropriate plan, but have no authority to get that plan im-
plemented?

Mr. RHODES. And no milestones. Your original point about budg-
et against effect, a recommendation with money, a recommendation
with schedule, not just—they can come up with that, but then what
is their schedule? What is their time line? What is their relation-
ship? That is the main struggle we see.

Also, working groups without authority. What purpose do they
serve? If they don’t—if no one has the hammer, if no one has the
authority to get anyone to do anything, then it is just another
group that meets to meet instead of meeting to get something done.
As you say, they could have very fine recommendations, but where
do they go from there?

Chairman COBURN. OK. One last question for you, the comment
on the Stafford Act. I don’t believe we have gotten anything, and
I may be wrong, from the Administration on modifying the Stafford
Act so that we can help the telecommunications industry and the
Internet industry to recover by assisting them with either protec-
tion or transportation or security as they bring these systems back
up. Would you agree that is something that we ought to hear from
the Administration? And we may have, I am just not aware of it.

Mr. RHODES. We haven’t seen anything, either, but when you
look at the tactical needs, the tactical view that private industry
takes, they are talking about just those things—fuel, access, trans-
portation. They are not talking about, tell me how to bring the
Internet back up. They are saying, let me get into the disaster area
with my business credential or some emergency credential issued
by the U.S. Government so I can go to the location to do the job
that the government can’t.

Chairman COBURN. And modify the law so that the government
assets——

Mr. RHODES. And modify the law——

Chairman COBURN [continuing]. And assist that effort.

Mr. RHODES. Absolutely. I mean, what we hear from private—
and it is not just relative to the Internet, it is whether we are talk-
ing to the chemical industry or we are talking to gas and oil or we
are talking about the power grid or folks like that, they are all say-
ing, let me do my job. I am not the enemy because I am for profit.

Chairman COBURN. Yes.

Mr. RHODES. I am the infrastructure. Let me go into the area I
am supposed to in order to fix it.

Chairman COBURN. Right. Which we saw lots of problems with
during Hurricane Katrina.

er. RHODES. Absolutely, and saw it during September 11, 2001,
also.

Chairman COBURN. All right. Ms. Evans, not long ago, the Fed-
eral Government’s critical infrastructure protection coordination ef-
forts were run out of the White House and some in private sector
viewed this, and I think probably still do, as a higher Administra-
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tion priority than it is now. Should these initiatives remain within
DHS or should we consider the prior model?

Ms. Evans. The model that we have right now is in place as a
follow-on from the Homeland Security Act as well as the Presi-
dent’s HSPD-7, which clearly outlines that the Secretary of Home-
land Security has the responsibilities for these activities. This does
not mean that the Administration does not view this as a priority,
because oversight activities still occur out of the White House and
the Executive Office of the President, with the Office of Manage-
ment and Budget, myself, as well as the Homeland Security Coun-
cil. So the Administration is very much committed to this and con-
tinues to have cyber security reconstitution, continuity of oper-
ations, as a priority.

I do think that the model that we have in place right now is an
effective model and can work, because the actual work and execu-
tion happens in the agencies. The President holds the Secretary ac-
countable for these actions. The President holds him accountable
for getting these plans in place with clear milestones. This clearly
has been talked about, and to achieve the results.

We, in the White House, do not do the actual execution. The
work is done out in the agencies. And so it doesn’t diminish that
the Administration doesn’t view this as a priority by having a per-
son clearly responsible for the execution of these activities at a de-
partment level.

Chairman COBURN. Any of you can respond to this if you want.
It just seems to me that 75 percent of this is private sector. Why
wouldn’t the Administration’s view say, OK, you are the guys that
know all this. You are the guys who are responsible for it. Your
bottom line depends on it staying up and working. Why don’t you
go tell us what you think we ought to do rather than us tell you
what we think you ought to do? Why shouldn’t the debate be, pri-
vate industry, come tell us what to do. Why shouldn’t the organiza-
tional framework be, let us listen to them and then let us create
the framework based on what they suggest we ought to do rather
than top-down? Why not private industry up?

Mr. FORESMAN. Mr. Chairman, if I might, that is exactly what
we are doing, and that is why we have the National Infrastructure
Protection Plan. That is why we have the development through the
sector coordinating councils. The role of the Federal Government is
not to tell the private sector what to do. It is to create the environ-
ment to provide for a national approach, and what I mean by that
is the Federal Government is uniquely positioned to bring together
the elements of local government, State government, tribal and ter-
ritorial, the private sector partners, because this is a homeland se-
curity issue. It is a national security issue.

So our job is to get all of the players around the table and to go
through and get the best and the brightest in the room to say,
what is it that we, as a Nation, need to be doing, because this is
not a Federal issue. It is clearly a national issue.

Chairman COBURN. Do you think that is happening right now?

Mr. FORESMAN. Senator, I don’t think it is happening to the de-
gree that it should, and I think, as all of the folks have pointed out,
this continues to be a growth effort, a growing effort on the part
of this Nation in the post-September 11 era. When I was vice
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chairing the Gilmore Commission prior to September 11, we raised
the whole issue of critical infrastructure protection and the fact
that a significant amount of work needed to be done. I don’t think
we have reached the optimal level of private sector direction and
input into it, but at the end of the day, I don’t think we were going
to start—we are not going to start at the perfect position. This is
very much a learning process for everyone, Federal, State, local,
public sector, and private sector.

Chairman COBURN. Well, the private sector is being attacked all
the time now and they are responding, both in terms of physical
assets and software and encryption and everything else. They are
doing the things because they are seeing the attacks anyway. It
just seems to me we have got it backwards. We ought to have the
private sector come together and say, here is how we think you
ought to mobilize State and local governments. Here is how we
think you ought to set up the structure to best maintain this. Here
is how we think you assure protection.

What would happen to this economy if you had a 4-week disrup-
tion, interruption of the Internet? We would be on our back, and
everybody knows that, and yet the urgency to make sure that can’t
happen, or if it did happen to recover quickly, I don’t see anywhere
except in the private sector.

Mr. FORESMAN. Mr. Chairman, I would respectfully disagree in
this context. We are aware of a variety of things we obviously can-
not get into in an open hearing——

Chairman COBURN. I understand that.

Mr. FORESMAN [continuing]. But we are aware of a significant
number of things that have occurred in recent time that the private
sector was not aware of had government not made them aware of
it. So we are doing our part to give them the information. They,
in turn, are assessing the situation, bringing recommended solution
sets back to us, implementing solution sets in the broadest of
terms, and so our role wasn’t to go to them and say, here is the
problem. Here is what we want you to do to fix it. We made them
aware of the problem. We know that they are the owners and the
providers of a lot of the critical IT backbone. They assessed it. They
took steps. And this happens hundreds, if not thousands, of times
every month. I would very much underscore that US-CERT, as just
one example, there is daily ongoing dialogue between Federal agen-
cies and the private sector, not in the context of here is what you
have to do, but here is the problem and please come back to us.

Now, I will tell you that there are going to be times that the pri-
vate sector is going to assess the risk differently than we do in gov-
ernment and then they are forced to make a business decision
about whether they are going to invest the time and effort into it
to address it. So this is all part of the trust process that we can
get to an equal common ground.

Chairman COBURN. Fair enough. One last question for Ms.
Evans, and I will have questions for each of you. I also would like
for you to have staff stick around here to hear our other panelists
because routinely I see Administration witnesses leave before those
that have a different position and constructive criticism can be
heard.
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Ms. Evans, do you have enough staff to handle the cyber security
of critical infrastructure and Federal information security manage-
ment?

Ms. Evans. My answer would be yes, sir, that I do. We have sub-
ject matter experts for each of the areas that I am responsible for
and the way that we manage within OMB is that we have port-
folios of agencies and we work very closely with all parts of OMB
so that we are managing the issues across the board as they affect
each of the agencies. So it isn’t just my staff, but it is the entire
resources that are available within OMB because we take a port-
folio approach to this.

There is one thing that I would like to follow up on, Mr.
Foresman’s comment, and this is what the government is doing as
a whole, at least from a Federal perspective. We do view it as we
are buying services, because we don’t own the infrastructure. There
are activities that we have done and that we are continuing to do.
In my written testimony, I have included the information security
line of business.

But as you know, we spend $65 billion on information tech-
nology, so in the course of that spending, we make it very clear
what the services are that we need, what the risk is associated
with the services and the information we need to protect, and as
Mr. Foresman said, then it is up to industry to offer us the solu-
tions back, and the way that we structure those procurements is
not to tell them, we want you to do X, Y, and Z, but to really frame,
this is the service, this is the recovery level, this is the level of risk
that we are willing to accept. Here is the type of protection that
we think we need to have. And then we do look to private industry
to give us the solutions that can best service those needs, because
as you have said, sir, it is about the functionality and the mission
critical nature of the services that we provide that we need to have
that reliability.

Chairman COBURN. I would like you to repeat that number so ev-
erybody can hear what you spend annually on IT.

Ms. EvaNs. Sixty-five billion dollars.

Chairman COBURN. This Subcommittee will have a hearing on
whether or not that is spent properly or not. I can tell you, from
the Defense Travel System, you certainly haven’t spent the money
properly. So we will be looking at that.

Ms. Evans. Well, we are looking forward to it, yes, sir. [Laugh-
ter.]

Chairman COBURN. Sixty-five billion dollars is a lot of IT.

Thank you. You will each receive questions. Thank you for the
report from GAO. I thank each of you for your service to our coun-
try and I would dismiss this panel and ask our next panel to come
forward.

I am going to start introducing our witnesses while they are
being seated. Thomas Noonan is Chairman, President, and Chief
Executive Officer for Internet Security Systems (ISS). He is respon-
sible for the overall strategic direction, growth, and management of
the company. Under his leadership, ISS revenues soared from
start-up in 1994 to nearly $330 million in its first decade. The com-
pany has grown to more than 1,200 employees with operations in
26 countries. In 2002, President Bush appointed Mr. Noonan to
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serve on the National Infrastructure Advisory Council, a homeland
defense initiative that protects information systems that are crit-
ical to the Nation’s infrastructure. He currently chairs the NIAC
Evaluation Enhancement of Information Sharing and Analysis
Working Group.

Robin Bienfait, Senior Vice President, Global Network Oper-
ations, AT&T, welcome. She is the first woman in company history
to be responsible for AT&T’s global network, including local, data,
and voice network worldwide. I pay them a lot of money every
month. In addition, she leads teams that manage network security
and global network disaster recovery. And additionally, she pre-
viously led AT&T’s international and domestic core network oper-
ations and technical support division and has held a variety of
other technical and leadership positions of increasing responsibility
since joining AT&T in 1985. She is a graduate of the Georgia Insti-
tute of Technology with a Master’s degree in management of tech-
nology. She also holds a Bachelor’s degree in engineering from Cen-
tral Missouri State University and an Associate in Business degree
from Maryland University, European Division.

Michael Aisenberg, Director of Government Relations for
VeriSign, serves as the company’s principal liaison with the Admin-
istration and Federal agencies, including the Departments of
Homeland Security, Defense, State, and Justice. He manages a
portfolio of policy issues, including global infrastructure security,
digital signatures, e-health, intellectual property and government
procurement on behalf of the world’s leading Internet trust and
identity provider. He is the Vice Chairman and Chair-Elect of the
Information Technology Sector Coordinating Council. In 2004, he
was elected Chairman of the ITAA’s Information Security Com-
mittee. He leads VeriSign’s participation in the President’s Na-
tional Security Telecommunications Advisory Committee. He holds
a B.A. from the University of Pennsylvania, a J.D. from the Uni-
versity of Maine Law School. He attended Georgetown University
Law Center in 1975 and 1976, and upon graduation served 5 years
as an attorney advisory and legislative counsel at the FCC.

Karl Brondell, Strategic Consultant State Farm Insurance Com-
panies, representing the Business Roundtable here today. He is a
CPCU, a strategic consultant in the Strategic Resources Depart-
ment of State Farm Insurance Company. He is the past Chairman
of the Board of Directors for the Insurance Placement Facilities of
Pennsylvania and Delaware. He is a member of the national CPCU
International Insurance Section Committee and an at-large Board
of Director for Villanova University’s Executive MBIA Alumni As-
sociation. He received a Bachelor’s degree from Benedictine Col-
lege, Acheson, Kansas. I, by the way, have visited there. He has
a Master’s degree from Villanova University in Villanova, Pennsyl-
vania. He earned the Charter Property and Casualty Underwriter
Designation and holds an Associate in Claims certificate and a cer-
tificate for general insurance.

Welcome to you all. We will start with you, Mr. Noonan.
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TESTIMONY OF THOMAS E. NOONAN,! PRESIDENT AND CHIEF
EXECUTIVE OFFICER, INTERNET SECURITY SYSTEMS

Mr. NOONAN. Mr. Chairman, thank you for the opportunity to
appear before you today. My name is Tom Noonan. I am President
and Chief Executive Officer of Internet Security Systems. We are
a leading provider of preemptive cyber security technologies for
laﬁge-scale enterprises, and I represent the technology industry
today.

We operate five cyber security centers around the world, two in
the United States, the rest in Asia through Tokyo, Australia, Brus-
sels, and a partner operation in Latin America. We protect our cus-
tomers by monitoring the Internet for cyber threats 24 hours a day,
365 days a year, providing preemptive protection for customers.
This is critical preemption before reconstitution, obviously. We uti-
lize that security intelligence, technology, and expertise to preempt
the strikes that would cripple critical networks and stay ahead of
the threats.

I want to stress three important messages about our Nation’s se-
curity landscape this morning, and this comes from my 13 years in
this industry as one of the founders of this company and a person
that has been working to advocate better security practices in both
the private and public sector.

First, threats to the critical infrastructure are real, and without
a doubt, they are growing. The question is not if but when. The ex-
plosive growth of new Internet technologies, from wireless to voice-
over Internet telephony, has engendered new threats that are far
outpacing the security responses of many private and governmental
users.

Second, the intelligence protocols and technologies necessary to
protect against emerging cyber threats are, by and large, robust
and widely available. In other words, we have the tools at our dis-
posal today to safeguard our critical infrastructure.

And finally, despite our knowledge of these threats and our over-
all ability to protect ourselves, we as a Nation are not doing nearly
enough to preempt the types of attacks that could debilitate our
critical network infrastructure. Leadership is desperately needed at
the Federal level, not to replicate existing private sector efforts but
rather to extend the impact of those efforts by encouraging the pri-
vate sector to collectively increase in cooperation with the govern-
ment.

This means five things for me this morning. First, appointing an
Assistant Secretary of Homeland Security for Cyber Security and
Telecommunications who will help secure the Federal Govern-
ment’s own networks as well as those of the broader economy.

Second, clearly delineating and hardening the roles and respon-
sibilities of many public-private entities working today to secure
cyberspace.

Three, ensuring that the Federal Government makes use of exist-
ing industry resources to gather and analyze data on cyber security
threats and methods.

Four, creating a national plan to restore connectivity on a
prioritized basis.

1The prepared statement of Mr. Noonan appears in the Appendix on page 132.
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And five, providing sustained Federal funding—that $65 billion
sounds like a lot, but sustained Federal funding and active Con-
gressional oversight to ensure that the Department of Homeland
Security is getting the job done for this country.

I think we know cyber threats are serious and they are growing
in sophistication. The rules of criminal hacking today are no longer
shaped by teenage malfeasants, but by confederated crime oper-
ations that are driven by the economics of opportunity, incentive,
and risk, just like traditional theft, burglary, and extortion.

I think it is this professionalization of cyber crime that is unset-
tling for many reasons, not the least of which are indications that
those who would seek to do harm to our Nation have been working
to improve their technological abilities. Particularly unsettling is
not just the threat to privacy information, which we read about in
the newspaper, or our e-commerce applications, but more impor-
tantly to the very control networks of the automated systems that
control and regulate our Nation’s industrial systems, like SCADA.
Control systems are now Internet-connected and they are suscep-
tible to major attacks. Under contract with customers, ISS has con-
ducted real world penetration tests with large power plants and
others to show that they are at risk.

Put simply, Mr. Chairman, the fact that our Nation’s critical in-
frastructure has yet to fall victim to a significant and coordinated
cyber attack does not mean that it can’t happen. Emerging tech-
nologies coupled with an exponential increase in the use of new ap-
plications on the Internet have opened many new avenues to attack
and keeping up with this large increase in vulnerabilities is a
daunting task. It is only complicated by the shrinking window that
we are seeing between the time a vulnerability is disclosed and the
time that it is exploited by criminal interests.

I think there is good news, Mr. Chairman. Our Nation already
has the technological capabilities to protect the critical infrastruc-
ture. Private industry is operating positively against many of the
requirements associated with technology, vulnerability, discussion,
etc. But what is missing is genuine leadership on the part of the
Federal Government. We, as a Nation, can protect our critical in-
frastructure, and in fact, we already are, but that requires also
Federal leadership.

I think your role here boils down to two things. The first one is
minding the store, and I know that Secretary Chertoff and the De-
partment of Homeland Security are working around the clock to
protect the Nation, but we need to be able to talk to the person
who is minding the store and that is the Assistant Secretary.

Second, it is difficult for the Federal Government to preach
strong cyber security practices across our economy when the Fed-
eral networks themselves are so woefully unprotected. While steps
have been taken in recent years to improve agency security prac-
tices through FISMA, most Federal agencies are still getting failing
marks when it comes to securing their networks.

When it comes to strengthening Federal leadership, I just want
to reiterate these five points in closing. Appointment of the Assist-
ant Secretary for Cyber Security and Telecommunications. The job
has been open for over a year.
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Two, a clear delineation and hardening of the roles and respon-
sibilities of these countless public-private entities.

Three, ensuring that the Federal Government makes full use of
existing industry resources. We are absolutely willing and able to
participate as a private sector.

Four, we need to develop the national plan to restore connectivity
on a prioritized basis.

And five, sustained Federal funding.

So there is no silver bullet here, Mr. Chairman. Securing our Na-
tion’s infrastructure from cyber attack requires a heightened de-
gree of public-private coordination and I think it is a challenge but
it is one we are up to. We are pleased at ISS to be partnering with
you and I thank you for the opportunity to participate this morn-
ing.

Chairman COBURN. Thank you. Ms. Bienfait.

TESTIMONY OF ROBERTA A. BIENFAIT,! SENIOR VICE
PRESIDENT, GLOBAL NETWORK OPERATIONS, AT&T

Ms. BIENFAIT. Good morning, Mr. Chairman.

Chairman COBURN. Good morning.

Ms. BIENFAIT. My name is Robin Bienfait and I am Senior Vice
President of AT&T’s Global Network Operations. I want to thank
you for allowing me to share with you what we have done and
what we are generally doing to ensure the reliability and
restorability of AT&T network services. We are committed to a
strong public-private partnership and we hope our experience is
helpful.

We believe there are keys to network security and disaster recov-
ery and I will focus on the following areas: The strength of the pub-
lic-private partnership; the lessons learned, especially from Hurri-
cane Katrina and the 2003 Midwest and Northeast power outages;
and a series of policy recommendations.

Our country relies on cyber and physical infrastructure that is
provided by a very close partnership among all the providers and
users of this infrastructure. Each partner, both in the public and
private sector, has a responsibility to keep their part of the infra-
structure working. They also each have a responsibility to be able
to recover or restore their piece of the infrastructure.

At AT&T, our goal is to have a network where failures are pre-
vented or identified and corrected before they affect our customers.
Since 1991, we have invested more than $300 million in our mobile
network disaster recovery infrastructure and capabilities. We have
also invested $200 million in a system that proactively monitors
and manages the networks of some of our largest customers.

We have more than 500 fully loaded emergency communication
vehicles that we can quickly deploy to respond to any disaster any-
where in the United States. We have the basic building blocks of
our network infrastructure installed in 150 technology trailers and
it is ready to roll at a moment’s notice.

I would like to draw on the examples of Hurricane Katrina and
the 2003 blackouts to illustrate our approach to response and res-

1The prepared statement of Ms. Bienfait appears in the Appendix on page 139.
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toration efforts and to show you how our incident command struc-
ture makes every minute count.

For Hurricane Katrina, we followed our prescribed command and
control approach to a tee. AT&T began moving equipment and
teams from around the country toward the Gulf States in the days
before the storm made landfall. The first team restored AT&T serv-
ice to its prior levels, a second team maintained and monitored
AT&T’s facilities so as to prevent new issues from arising, and a
third team came in to help others.

AT&T worked around the clock to respond to this crisis and safe-
guard its network and support the efforts to respond to the dis-
aster. AT&T was also able to direct its effort to benefit its cus-
tomers, other telecommunication competitors and their customers,
first responders, and evacuees, as needed. AT&T also helped to pro-
vide relief to those directly affected by the hurricane and flooding
and assistance to charitable relief efforts.

Thanks to these efforts and the intense dedication of the employ-
ees involved, AT&T’s network remained essentially intact. We were
able to carry at least 95 percent of all calls in the Gulf Coast area
that came to our network. Of the five percent of our capacity in the
area that was initially lost, we restored half of that capacity within
a couple of hours.

Related to the blackouts, as you know, in 2003, large portions of
the Midwest, Northeast, and Ontario, Canada, experienced an elec-
trical power blackout affecting 50 million people. Power was not re-
stored for 4 days in some parts of the United States. Because of
the reliability and redundancy that we designed and built into our
network infrastructure, Internet traffic, data services, and voice
calls flowed across our network without interruption.

These and other experiences have reinforced lessons that we
must incorporate in future planning and are the basis of our fol-
lowing policy recommendations. More detailed recommendations
are available in my written testimony.

Establish and practice disaster recovery processes in anticipation
of emergencies. Communication resources can be brought where
needed very quickly, but it is essential that those clear lines of
command and control at all times are there to direct those re-
sources effectively and to the area of greatest need. A single agency
must be identified, funded, empowered to act as a national cyber
incident commander for any required cyber infrastructure recovery
and reconstitution efforts.

Coordinate restoration and recovery efforts. Everyone available
should be participating and there needs to be coordination so the
efforts are not duplicated or in conflict with one another. Logistical
information, such as what roads are closed and what medical pre-
cautions are needed, must be readily available. Moreover, a rec-
ommendation we made after September 11 still has not been wide-
ly implemented. Companies such as AT&T that are crucial to the
response to disasters should have special credentials designed for
employees and accredited in advance in order to assess disaster
areas.

Minimize the amount of regulation and data reporting require-
ments during a disaster and maximize the amount of coordination
and cooperation between public and private sector.
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Interoperability and spectrum availability. A crisis on the scale
we saw in the Gulf Coast and smaller challenges, as well, demand
a well-coordinated information and communications delivery sys-
tem. We must resolve the spectrums needed and highlighted by the
9/11 Commission.

Consider subsidizing some of the emergency preparation by infra-
structure companies. The government is likely to call on such capa-
bilities in use or would otherwise need to duplicate resources inef-
fectively.

We can never anticipate every contingency in an emergency, nor
can we assure a foolproof communications network all the time
under all circumstances. Nonetheless, at AT&T, we have done
much to ensure reliability and restorability of communication net-
works, and together as an industry and as a Nation, we can do
more. I thank you for holding this hearing to advance this impor-
tant discussion.

Chairman COBURN. Thank you, Ms. Bienfait. Mr. Aisenberg

TESTIMONY OF MICHAEL A. AISENBERG,! DIRECTOR OF GOV-
ERNMENT RELATIONS, VERISIGN, INC., AND VICE CHAIR, IT
SECTOR COORDINATING COUNCIL

Mr. AISENBERG. Thank you, Mr. Chairman. Thank you for the
opportunity to appear before the Subcommittee today.

VeriSign’s 4,600 employees operate intelligent infrastructures
that enable and protect billions of interactions every day across the
world’s voice and data networks. I, too, have three key points I
would like to make today.

First, those who make policy in the United States must under-
stand the economic value and critical interdependencies we have
developed on our information networks.

Second, we must understand and accommodate to the global na-
ture of both our information networks and the attacks that are
being continually mounted against them.

Third, largely owned and operated by the private sector, our net-
work security and ability to withstand and recover from the con-
tinuing attacks against them depends on effective partnership be-
tween government and we, the industry stewards.

Americans must keep a clear focus on the critical economic and
national security role which our information networks have come
to fulfill. In less than two decades, the industrial nations have
evolved an irreversible dependency and interdependency by our
banking, finance, transportation, health care, education, power,
manufacturing, and government service sectors on the networks
managed by the companies, mostly American, which make up the
ICT sector.

Each day, $3 trillion pass over secure Federal financial networks.
If these electronic transactions do not have Internet sites, such as
NYSE.net, BankofAmerica.com, and Treasury.gov, available, se-
cure, and running, the U.S. economy begins to grind to a halt at
the rate of $130 billion per hour.

As you have noted, Mr. Chairman, cyber security is indeed a re-
sponsibility which we all share and in which we all have a stake.

1The prepared statement of Mr. Aisenberg appears in the Appendix on page 161.
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We must recognize that information networks are global, increas-
ingly managed by interests beyond U.S. control, but at the same
time subjected to threats and attacked by actors from around the
world. The role of an effective government cyber security function
and government-industry partnership is central to the BRT report’s
critical conclusion. America needs a much improved cyber security
activity, not just in DHS, but across government and industry in-
terests.

But while its conclusions are consistent with others from indus-
try, the BRT report’s suggestions about the extent and effectiveness
of industry engagement with DHS are, I believe, out of touch with
important progress being made in public-private collaboration in
the last 18 months. There have been many, and there are increas-
ingly significant collaborative engagements between the cyber in-
dustry and DHS, some of which were outlined by Secretary
Foresman.

In 2005, commented engagement with industry began to be regu-
larly sought by new DHS leadership. Involvement in DHS policy
processes from their beginning rather than at the end began to be
practiced. Examples include the national cyber security exercise
Cyber Storm, concluded in February of this year, DHS’s Internet
Disruption Working Group, the IDWG, the government Security
Operations Community, GFirst, the just-released NIPP process,
and the ongoing sector-specific plans just under development.

Mr. Chairman, my sector colleagues and I have found these ac-
tivities valuable and a marked departure from what we experi-
enced prior to 2005. This steady improvement and expansion of in-
dustry involvement with DHS cyber and network security activities
must continue.

But while these milestones and improvement in the relationship
between cyber sector industry interests and the NCSD and NCC
staff are important and significant, they are not a solution, but a
beginning.

Mr. Chairman, we are at least twice as good in our cooperation
as we have been, but we are not half as good as we need to be.
Indeed, many of us believe that notwithstanding these improved
public and private engagements, the operational posture is still
fraught with risk. If a September 11-type attack were to take down
the NYSE today, I doubt the Exchange could restore its network-
dependent functions in the same 4 days it did in 2001, and indeed,
perhaps not in 4 weeks, and the principal reason for this is DHS,
or rather the bureaucratic impediments, many of which have al-
ready been discussed this morning, to the kind of action that the
private sector was able to engage in in 2001 and was thwarted at
during Hurricane Katrina.

We need to act without delay to ensure that our networks and
critical dependent sectors are resilient enough to withstand the
daily attacks being mounted against them. And as the GAO is re-
porting today, they must be supported by the appropriate tools
from government as well as industry to assure the ability to re-
cover with minimum collateral impact on our economy and secu-
rity.

To conclude, Mr. Chairman, going forward, several steps are nec-
essary. First, DHS’s modest cyber security budget must be insu-
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lated from the continuing reprogramming and budgetary cuts now
underway.

Second, a cyber security leader with credibility in industry must
be identified and appointed as DHS’s permanent Assistant Sec-
retary for Cyber Security and Telecommunications without further
delay.

Third, critical R&D projects to improve key network security pro-
tocols must be funded and launched or relaunched.

Mr. Chairman, if we do these things, we will not guarantee that
our adversaries will stop attacking our critical cyber assets, but we
will improve the likelihood that we will continue to successfully
withstand those attacks and retain the availability of these infra-
structures on which we are now so dependent. Thank you, Mr.
Chairman.

Chairman COBURN. Thank you, Mr. Aisenberg. Mr. Brondell.

TESTIMONY OF KARL BRONDELL,! STATE FARM INSURANCE
COMPANIES, ON BEHALF OF THE BUSINESS ROUNDTABLE

Mr. BRONDELL. Thank you, Mr. Chairman. I am honored for this
opportunity to testify today on Internet recovery on behalf of the
Business Roundtable.

Following the attacks of September 11, Roundtable CEOs formed
the Security Task Force to address ways the private sector can im-
prove the security of its employees, facilities, communities, and our
Nation. The Roundtable believes that the business community
must be a partner with government in disaster preparedness and
response. The Roundtable commends the Subcommittee and its
members for their continued interest in improving procedures and
preparedness to ensure recovery of the Internet following a major
disruption. Hardening the Internet and strengthening cyber secu-
rity is one of the priorities of our Security Task Force.

More than a year ago, the Roundtable began work on an initia-
tive to assess the public and private sector plans and procedures
for Internet recovery following a cyber catastrophe. We have just
produced and delivered a report, “Essential Steps to Strengthen
America’s Cyber Terrorism Preparedness,” which finds that the
United States is ill-prepared for a cyber catastrophe, with signifi-
cant ambiguities in public and private sector responses that would
be needed to restore and recover the Internet following a disaster.

As the Subcommittee knows, the Internet and the cyber infra-
structure serve as a critical backbone for the Nation’s economy and
its uninterrupted use is a crucial issue for our national and home-
land security. But our analysis has exposed significant weaknesses
that could paralyze the economy following a massive disruption.

Despite progress having been made over the past decades on
technical and IT issues, there are other issues that have not re-
ceived the same attention. The Roundtable’s report identifies three
significant gaps in our Nation’s response plans to restore the Inter-
net.

First, we found the United States lacks an early warning system
to identify potential Internet attacks or determine if the disrup-
tions are spreading rapidly across critical systems.

1The prepared statement of Mr. Brondell appears in the Appendix on page 167.
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Second, public and private organizations that would oversee res-
toration and recovery of the Internet have unclear or overlapping
responsibilities, resulting in too many institutions with too little
interaction and coordination.

Finally, existing organizations and institutions charged with the
Internet recovery have insufficient resources and support.

Collectively, these gaps mean that the United States is not suffi-
ciently prepared for a major attack. If our Nation is hit by a cyber
catastrophe that wipes out large parts of the Internet, there is no
coordinated public-private plan in place to restart and restore it.

Let me make another point. Although there is no agreement
among experts about the likelihood of a widescale cyber disaster,
they do agree that the risks and the potential outcomes are serious
enough to mandate careful planning and preparation.

In my remaining time, let me talk briefly about our recommenda-
tions for government and business to consider. We believe it is im-
portant to understand that response and recovery to a cyber dis-
aster will be different from natural disasters when the Federal
Government has the leading role. Industry must undertake prin-
cipal responsibility following an incident for reconstituting the com-
munications infrastructure and the Internet. We believe that busi-
ness and government must take action, individually and collec-
tively, to address these issues.

Let us start with the government. The Roundtable calls on the
Federal Government to establish clear roles and responsibilities, to
fund long-term programs, and ensure that national response plans
treat major Internet disruptions as serious national problems.

Regarding the private sector, our report urges companies to des-
ignate a point person for cyber recovery, update their strategic
plans, and set priorities to prepare for a widespread Internet out-
age and its impact on the movement of goods and services.

When it comes to protecting our Nation, neither the government
nor business can do it alone. We feel the best security solutions will
come from a public-private partnership that identifies and acts on
ways to improve collaboration. Let me discuss a few of the collabo-
ration recommendations.

First, since the first 24 hours often determine the overall success
of recovery efforts, we must focus more attention on coordinating
initial efforts to identify when an Internet attack or disruption is
occurring.

Second, we recommend the creation of a federally-funded panel
of experts from business, government, and academia who would as-
sist in developing plans for restoring Internet services in the event
of a massive disruption.

Finally, we believe the Department of Homeland Security, to-
gether with business, should conduct large-scale cyber emergency
exercises with lessons learned integrated into programs and proce-
dures.

Without change, our Nation will continue to use ad hoc and in-
complete tools for managing our critical risk to the Internet and to
our Nation’s economy and its security.

Up to this point, I have outlined for the Subcommittee the basis
for our observations and some of the recommendations to consider.
Now I would like to spend a moment telling you about the
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quur&dtable’s plans to find solutions to the gaps that we have iden-
tified.

First, let me say that we are confident that our member compa-
nies are able to manage most disruptions that affect Internet oper-
ations. For this reason, the Roundtable will focus its efforts on
those large-scale events that no single company is positioned to
manage absent widespread cross-industry and government collabo-
ration.

As an extension of our previous work, the Roundtable will exam-
ine the processes, protocols, and practices across the private sector
before, during, and after a disruptive event. We will assess which
institutions respond, how early warnings are established, and how
companies access information and service critical disruptions and
emergency situations. We believe this will provide a foundation for
meaningful improvements in our Nation’s ability to protect and
restore the Internet as well as clarify specific, meaningful, and ac-
tionable decisions that will lead to well-coordinated public and pri-
vate response and reconstitution processes.

In conclusion, let me again thank the Chairman for the oppor-
tunity to present the Business Roundtable’s report on cyber pre-
paredness and to discuss our recommendations for improvements.
Roundtable CEOs believe strongly that we need a national re-
sponse to this challenge, not separate business and government re-
sponses, and that means better collaboration. I assure you, Amer-
ica’s CEOs and our companies are committed to do their part.
Thank you.

Chairman COBURN. Thank you.

One of the things I take from you all is leadership is important,
and the fact that we don’t have the position filled is significant.
You know, that is a real problem in our Nation today and I don’t
know what the cause of it is. Some people say, well, the salaries
aren’t high enough. But for us to secure our future, we are going
to have to make individual sacrifice and that means somebody out
of private industry needs to come up and fulfill this role. When
they are trying to recruit and nobody wants to do it because they
are not willing to sacrifice a little bit of earnings for 3 or 4 years
and make a commitment to make a difference to our country, we
are losing the very essence of what it means to be Americans.

So it is pretty hard to hire somebody into a Federal Government
agency into a position that is going to mean their salary is going
to be cut in half if there is no patriotic thought that you can make
a contribution to our country. Each of you have raised that. Do any
one of you all want to volunteer for that position? [Laughter.]

Mr. NOONAN. I know someone that does, sir.

Chairman COBURN. Well, the man that probably is involved in
that decision is sitting behind you. I hope you will communicate
that with Secretary Foresman.

Mr. NOONAN. I certainly will.

Chairman COBURN. I appreciate him being here.

Just quickly, I am going to have several questions and I can’t get
them all through to you, so I am going to submit them in writing.

What do you think about the GAQO’s report? Mr. Brondell has just
made a recommendation, we have got all these working groups.
Here is what you all think we ought to do. We have got working
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groups, yet we basically have nobody in charge. What would hap-
pen tomorrow if a major event happened? We don’t have the coordi-
nation across government to the private sector to establish that. So
how do we respond? How do we take your recommendation, Mr.
Brondell, versus the problem? We have got working groups. We
have got people that are involved in it. How do we get it off dead
center and make something happen?

Mr. BRONDELL. First of all, we do applaud that the efforts are
moving in the right direction. As you heard earlier this morning,
it is a long road that we are going to have to pull, but as we look
at a collaborative approach, we do agree and have suggested that
we do need some focal point within the government that private
sector can rely upon. We support the addition of the position. We
hope that it gets filled quickly and goes through the administrative
process to be in place.

But to your question of what we would do today if it happened,
industry would continue to respond as it has in the past and over-
come the hurdles based on the experience from past smaller inci-
dents. But the lacking of collaboration, it could damage the overall
economy with a long delay.

Chairman COBURN. Mr. Aisenberg.

Mr. AISENBERG. Senator, we see a steady stream of insults
against the network on a daily basis. VeriSign routinely repels
1,000 or more attacks against the naming infrastructure, the DNS,
every day. Major events happen with greater frequency than makes
us happy, but we are successful in repelling those now, by and
large. But every day, the sophistication in those attacks grows. The
sources of them becomes more diverse and the risks inherent,
therefore, becomes more severe.

So you are absolutely right. We need a more coordinated ap-
proach. We cannot guarantee, no one can guarantee that an attack
will not at some point be successful, and I agree, the ability to re-
constitute and recover from a serious attack at the moment is not
as good as we need it to be, and I could not predict how severe or
how long a major attack that took down the naming system or fun-
damental other aspects of the Internet could persist and impact the
economy. Our best defense is the aggressive investment that the
infrastructure stewards make in massive overhead, massive engi-
neering, constant exercising, constant testing of the security, and
vigilance, and a little bit of good luck.

Chairman COBURN. Is there an early warning system out there
now?

Mr. AISENBERG. It depends on what you mean by early warning.

Ms. BIENFAIT. Not one that you would actually, as we would do
with a hurricane in an emergency scenario, we see a hurricane
coming and we have got a way to give an early warning

Chairman COBURN. No, I mean is there a communication net-
work where, whether it is NSA or whoever is experiencing it, all
of the sudden, this is a major attack and time is of the essence and
everybody knows it is happening in one area so they can prepare
if their area is about to get hit. Is that out there now?

Ms. BIENFAIT. Not across——

Chairman COBURN. Is there an early warning system so that
there is communication to all the players that something is hap-
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pening. You need to know about it. Here is what we see. You might
be next. Is that happening now?

Ms. BIENFAIT. We have something internal to ourselves that we
can actually see the signatures and the knocking of all the hacking
attacks against our network

Chairman COBURN. That is your network?

Ms. BIENFAIT. That is my network. But we are only doing this
in our own domain. We are not doing a lot across companies, across
collaboration

Chairman COBURN. Is there something that prevents you legally
from being able to communicate that with the rest of the service
providers?

Ms. BIENFAIT. Nothing at this point in time, other than us get-
ting a trusted environment where we could actually do pre-plan-
ning ahead of time so that we know what that information might
look like. We are doing some of that right now, trying to put best
practices together, but there is not anything formal to the point
that we know how to pull up a security alert and actually say, hey,
the collaboration of the different units, I am going to shut down
this part of my network or I am going to open up that part of my
network so that this work can flow through.

Chairman COBURN. And you would all agree that is needed?

Ms. BIENFAIT. I think it is necessary.

Chairman COBURN. It is needed, and one of the reasons it is not
is because there is not a position of leadership and trust which you
can work through?

Ms. BIENFAIT. You really have to have a very trusted environ-
ment. It is essential

Chairman COBURN. Otherwise you expose proprietary informa-
tion.

Ms. BIENFAIT. Exactly. And we are working through that, it is
just not moving fast enough.

Chairman COBURN. OK.

Mr. AISENBERG. Senator, another aspect of that is that what we
call the millisecond sectors—electric power, communications, IT—
frequently see insults only after they are actually mounted. Unlike
intelligence gathering around physical attacks where you hear a tip
from one individual and you can grow your investigative technique,
very often when the attacks are mounted against the Internet or
the communications or power networks, you don’t see the attacks
until they are already at their zero moment and are massively en-
gaging the infrastructure.

Chairman COBURN. But, in fact, we know that is a possibility, so
we can design to prevent that if we have the structure in place to
communicate it, cross-communicate it without the sharing of pro-
prietary data that would put somebody at a competitive disadvan-
tage. I mean, that is possible. Everybody would agree with that,
right?

Mr. NOONAN. Right. There is already a foundation in place, sir,
but it is not broadly available cross-industry, cross-sector, cross-
agency and government. There are multiple early warning activi-
ties that are operating at various levels of efficacy. These include
the ISAC, the Information Sharing and Analysis Centers that are
established as part of the IT, or as part of the Sector Coordinating
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Councils. They are not fully operating cross-functionally today, but
they are a foundation that has been being built for many years.
There are issues, but we are making progress there.

I think the early warning vulnerability disclosure activity that is
underway has actually moved this industry along in a number of
years. If we know where our vulnerabilities are, there is a pretty
good chance that is where the attacks are going to be. Whether
they are malicious and disruptive or whether they are quiet and
compromising, they are typically getting through our
vulnerabilities.

There, I think we have made progress. However, as an industry,
or both a public and private sector perspective, we don’t have the
equivalent of turn on CNN and get the hurricane early warning
system. We simply don’t have that.

Chairman COBURN. Are there any other comments from any of
you all on the GAO report?

[No response.]

Chairman COBURN. I don’t know if the silence is because—I
won’t say that. I will just let it go with that.

None of you would disagree with the fact that there could be
somebody in a position that could maintain the trust of the pro-
viders and the service companies and the Internet industry and
work for government and maintain the integrity that is required
for us to solve these problems. Would you agree with that?

Ms. BIENFAIT. I would agree with that.

Mr. NOONAN. I would agree.

Chairman COBURN. So one of the real issues for us to move
things offline is to fill the position with somebody that has the com-
petency, character, and trust of the industry and the government
and can put the impetus behind moving forward. If this hearing
does anything with that, we will have accomplished something.

I want to thank each of you for being here. This is a difficult
problem we face, but it is also, besides difficult, it is critical. Our
country can’t take many more hits. This is one that is preventable,
provided we do the right thing. It is at least, if not preventable, re-
coverable if we do the right thing.

I would hope that we will continue to have good communications.
We will have other hearings on this. We are going to move. There
is going to be an Assistant Secretary, I promise you. Even if we
have to raise the salary for the position, there is going to be one
because it is just too important.

We will be submitting some questions to you. I would hope that
you would return those to us within 2 weeks.

I thank you for your service, and the hearing is adjourned.

[Whereupon, at 11:12 a.m., the Subcommittee was adjourned.]
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Good morning, Mr. Chairman and Members of the Subcommittee. Thank
you for inviting me to speak about cyber security and the recovery and
reconstitution of critical networks.

Our Nation’s communications and information infrastructure will
support profound improvements in the security of our homeland in the
next 20 years. States, communities, and our private sector partners are
already finding innovative ways to prevent terrorism and protect critical
infrastructure by leveraging information technology. As [ outline further
below, the Federal government is similarly deploying innovative programs
that significantly raise the level of preparedness in this critical area.

Our vision and philosophy for the future build upon accomplishments of
the past several years - critical infrastructure businesses, home users,
and government at all levels have a greater understanding of the threat
posed by malicious software. The communications and information
technology sectors have deployed new tools to help these constituents
manage cyber risks.

However, at the core of our vision and philosophy is a strong belief that
the Department of Homeland Security (DHS) must increasingly guard
against more virulent attacks and cyber disruptions — whether caused by
a terrorist attack or natural disaster. We must prevent cyber incidents of
national significance.

In this testimony, I will outline three strategic goals to execute this
vision, and examples of current and future programs that will move us
forward to these objectives.

Assistant Secretary for Cyber Security and Telecommunications

As a preliminary matter, allow me to outline the steps the Department is
currently taking while working with the White House to actively pursue
qualified candidates for the post of Assistant Secretary for Cyber Security
and Telecommunications. I am personally engaged in the process of
selecting the new Assistant Secretary and, in the interim, am providing
program direction pending the post being filled permanently. Because of
the importance of this mission, all parties want to ensure that the
individual appointed to this position possesses the right combination of
skills, experience, and leadership necessary to succeed.

To supplement my own personal involvement in strategy, the Assistant
Secretary for Infrastructure Protection has been serving as the Acting
Assistant Secretary for Cyber Security and Telecommunications. As
such, he has been actively engaged in overseeing operational programs,
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program reviews, governance structure, and has participated in
government/industry forums to further the advancement of this
important new office as well as the strategic goals that I will outline
shortly.

Regardless of when this position is filled, the mission of the Department
of Homeland Security (DHS), the National Cyber Security Division
(NCSD), and the National Communications System (NCS) remain clear.
The absence of a permanent Assistant Secretary for Cyber Security and
Telecommunication has not had an impact on NCSD’s or NCS’s critically
important work.

Strategic Vision and Philosophy

The Assistant Secretary for Cyber Security and Telecommunications
position highlights the fundamental importance the Department places
on communications and information technology (IT), as well as critical
linkages across the economy and our critical infrastructure sectors.

Our vision and philosophy for cyber security and recovery reflects the
expanding importance of our communications and information
infrastructure in all walks of life. As you know, a failure to consider and
deploy effective strategies could adversely affect homeland and national
security, public health and welfare, and our economic security. Policies
that advance a safe and secure communications infrastructure promote
public trust and confidence, project stability to those who wish us harm,
and foster valuable relationships between the public and private sectors.

We fully recognize the challenges inherent in our preparedness
responsibilities. We are faced with difficult choices and options. We
must think about risks to the communications and information
infrastructure in new and creative ways. We must prioritize resources,
and make hard decisions where rescurces are limited.

We must also continue to partner strategically with the communications
and information technology sectors as well as other experts outside of
the Federal government. As we focus on the potential for catastrophic
cyber disasters, our partnerships are becoming more diverse and
sophisticated, reflecting the different technology, business, and policy
decisions that must be made. These partnerships also entail
strengthening cooperation across the government and, at a minimum,
finding ways to cultivate support outside of the Department where
expertise clearly exists. Whether public or private, the partnerships
must deliver real and measurable value in light of the catastrophic
damages that can occur in the absence of smart collaboration.
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Finally, we must reinforce a culture of preparedness and increasingly
shift from a reactive to a proactive stance. In sum, we #1ust prepare by
promoting effective security strategies that evolve as the threat evolves.

Three Strategic Goals

In responding to these challenges, the Preparedness Directorate is
executing three strategic priorities. (1) We are preparing for cyber
incident of national significance; (2) we are working to forge more
effective partnerships; and (3} we are working to foster a culture of
preparedness to prevent cyber incidents and mitigate damage when
disruptions occur.

> First, we must prepare for a large scale cyber disaster.

Our primary strategic goal is to prepare for high-consequence incidents.
These would include, for example, a widespread disruption involving the
Internet or critical communications infrastructure, whether from an
attack or natural disaster.

Now, as the Department matures we are preparing for large scale cyber
disasters. Our strategic intentions are ambitious and will require
resolution of multiple impediments, such as:

= Identifying incidents and providing early warning;

= Deploying Federal assets and services more efficiently to mitigate
damages where disruptions occur;

* Responding to the speed of attacks and disruptions, which will
require new technologies and skill sets in our workforce; and

* Maximizing the use of tools that promote and integrate privacy
protections as well as real-time security needs.

The Preparedness Directorate has several important programs already
underway to prepare for a cyber incident of national significance. The
Office of Cyber Security and Telecommunications has established an
Internet Disruption Working Group (IDWG) to address the resiliency and
recovery of Internet functions in the event of a major cyber incident. The
IDWG is not examining all risks, but is focusing on and identifying
measures that government and its stakeholders can take to protect
against nationally significant Internet disruptions.

These proposed measures may yield heightened expectations, roles, and
responsibilities for the United States Computer Emergency Readiness
Team (US-CERT).
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» Second, we must continue to forge more effective partnership
arrangements.

Our second strategic goal is to improve the Department’s partnership
programs and practices. Homeland Security Presidential Directive 7, the
Administration’s policy on critical infrastructure protection, explicitly
recognizes the importance of partnerships, which are essential for many
sound reasons. In the cyber security arena, the Department is working
to nurture existing partnerships and establish new relationships with
three key stakeholder communities: (1) the private sector; (2) Federal
departments and agencies and State, local, and tribal governments; and
{3) academia.

Private Sector Partnerships. Industry owns, operates, and controls the
bulk of the communications and information infrastructure, so
collaborating with industry to prepare for and respond to catastrophic
cyber disasters is a strategic priority.

In “The Federal Response to Hurricane Katrina: Lessons Learned,” the
White House pinpointed specific problems experienced by infrastructure
owners in restoring communications services. The report additionally
described interdependencies between the critical infrastructure sectors,
such as energy and transportation, that impact restoration of
communications services. Our vision for the future, and emphasis on
close collaboration with the private sector, follows directly from these
lessons learned.

In our partnerships, the government must deliver real value to our
private sector partners, who are clearly committed to a collaborative
approach. Smart, effective partnerships demand that we:

* Understand how the private sector will prepare for and respond to
cyber disasters - and where the government can complement
industry practices;

* Leverage state of the art technologies to improve preparedness and
response and sustain privacy protections;

* Promote pools of knowledge and subject matter expertise for
reconstituting communications and information infrastructure;
and

* Ensure close coordination of Preparedness Directorate functions,
such as those provided by NCSD and NCS,

Government Parinerships. The Department is similarly committed to
enhancing partnership arrangements across the Federal government and
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with State, local, and tribal governments. We will continue to explore
innovative ways to leverage skill sets outside of the Department as part of
our strategy for cyber-preparedness and response. We currently partner
with Multi-State Information Sharing and Analysis Center (MS-ISAC]), as
well a key operational information technology and communications
officials in the states, and we are strengthening those partnerships for
recovery and reconstitution efforts.

Partnerships with Academia. The Department is serious about
partnering aggressively with experts in academia. To date, the
Department has included academia in partnership discussions; however,
in order to lay a foundation for more effective cyber response capability,
we must seek guidance from academia on a range of more complex
problems. As an example, we expect to learn more from academia on
such matters as challenges with insurance and risk transfer for the
critical infrastructure sectors as well as business case arguments for
catastrophic preparedness. These areas promote public and private
sector collaboration.
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Third, we must create a culture of preparedness - both to prevent a
cyber disaster and to mitigate damages if widespread disruptions
occur.

Our third and final strategic goal seeks to influence how we prepare for
security challenges in the coming decade. As with our other strategic
priorities, this goal demands a focused and disciplined approach in
several areas. At a minimum, we are structuring programs to:

N

>

A4

Clearly outline preparedness organizations, relationships, and
expectations: One of the Preparedness Directorate’s strategic
priorities is to clearly set forth all aspects of “doctrine” in
accordance with legislative and Presidential direction. To create a
long-term culture of preparedness, we are developing clear
organizational doctrine, which memorializes strategic policies,
clarifies roles and responsibilities, and defines measures of
accountability.

Promote a shared way of life that measurably improves
preparedness for a catastrophic cyber disaster: Finally, we are
focusing our energies on cyber-preparedness. Our programs in the
coming years will seek to inculcate to change behavior as we
continue to leverage our government partners to help continue
efforts in these other areas. Awareness and education in the past
decade have focused on large segments of the population,
including home users and students in K-12. We hope to develop
additional awareness programs that look more carefully at
catastrophic cyber risk and continue to leverage our government
partners to help advance our efforts in these other areas.
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Organizational Framework

The three strategic goals outlined above will require clear organizational
directions and programs.

HSPD-7 directs the Department to establish an organization dedicated to
cyber security. The Preparedness Directorate’s National Cyber Security
Division (NCSD) has been that organization since it was created in June
2003. Since its inception, the NCSD has taken on the broad mandate of
HSPD-7 and those provided in the President’s National Strategy to
Secure Cyberspace, in its mission to work collaboratively with private,
public and international entities to secure cyberspace and America’s
cyber assets.

The NCSD is just one of the valuable preparedness resources within the
Department. As part of the Preparedness Directorate, the NCSD works
closely with the Office of the Manager of the National Communications
System {NCS), which addresses national security and emergency
preparedness (NS/EP) telecommunications. These two entities comprise
what is now the Office of Cyber Security and Telecommunications. The
Office of Cyber Security and Telecommunications works closely with the
Office of Infrastructure Protection to ensure that the ever increasing
interconnected nature of physical and cyber security is integrated
throughout our overall preparedness efforts.

The National Communications System consists of 23 Federal
departments and agencies with assets, resources, requirements and/or
regulatory authority regarding national security and emergency
preparedness (NS/EP) communications. Established pursuant to
Executive Order 12472, the community is administered by DHS as
Executive Agent and Manager and it supports the Executive Office of the
President (the National Security Council, the Homeland Security Council,
the Director of the Office of Science and Technology Policy and the
Director of the Office of Management and Budget) in the coordination of
the planning for and provision of national security and emergency
preparedness communications for the Federal government under all
circumstances, including crisis or emergency, attack, recovery and
reconstitution.

Executive Order 12472 also mandates inclusion of an industry
component, the National Coordinating Center (NCC) for
Telecommunications, or NCC Watch, a joint industry/Government body
operating a 24 hour, 7-day a week watch center to coordinate NS/EP
communications activities. The NCC Watch has a uniqgue relationship
with members of the private telecommunications sector in the
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Communications Information Sharing and Analysis Center (ISAC). The
Communications ISAC provides an opportunity for private sector
industry to partner with government to exchange information and
coordinate restoration of communications assets and services during
emergencies. In this role, the NCC Watch communicates daily and
shares a web-portal with NCSD (US-CERT) on cyber related issues.

To meet its mission, the NCSD is focused on leading a cyber risk
management program, and building and enhancing the National
Cyberspace Response System. To address these priorities, the NCSD is
engaged in a public-private partnership which is incorporated into all of
NCSD'’s programs. This is especially critical since the vast majority of
our national assets and critical infrastructure are owned and operated by
the private sector.

National Cyber Risk Management Program

The National Cyber Risk Management Program reflects the Department’s
overall strategic approach that is focused on risk management, as
outlined in the National Infrastructure Protection Plan (NIPP). The NIPP
incorporates the Department’s overall risk management framework to
assess and reduce our cyber risk, and improve our planning for
response, recovery, and reconstitution of our critical networks.

» The Department released the NIPP on June 30 of this year after
consultation with industry. The NIPP formalizes the collaboration
between government and industry through the Sector Partnership
Model with Sector Coordinating Councils (SCC) and Government
Coordinating Councils {(GCC) working together to address risk by
analyzing consequences, vulnerabilities, and threats.

» The NIPP provides a unifying structure for protection of the
Nation’s 17 critical infrastructure and key resources (CI/KR}
sectors designated in HSPD-7, including the Information
Technology Sector and the Internet. The NIPP calls upon each
sector to develop a Sector Specific Plan based on the risk
management framework. DHS is the Sector Specific Agency (SSA)
responsible for both the Information Technology Sector and the
Communications Sector, and assists other sectors with the cyber
elements of their infrastructure. The NCSD works closely with the
IT Sector Coordinating Council, which was formally launched in
January of this year. The IT-SCC and IT-GCC are working together
on the IT Sector Specific Plan, which will be completed at the end
of the year.,
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» In order to accomplish the risk management objectives of the NIPP,
we have been working closely with the private sector to build the
framework required. To facilitate the development of this
partnership, the Department has established the Critical
Infrastructure Partnership Advisory Council (CIPAC). The CIPAC
comprises representatives from each of the critical infrastructure
and key resources (Cl/KR}, sectors, SCCs, and GCCs, and provides
a mechanism for the information exchange and collaboration
between industry and government that is so crucial to
understanding the risk we face. The Council also prioritizes the
protective measures that need to be taken to reduce that risk.

As we develop the IT Sector Specific Plan and deepen our collective
understanding of the cyber risks in other sectors, we are building the
foundation for the development of a national cyber risk assessment.
Working with our government and private sector partners, we are taking
steps, such as developing attack scenarios and conducting red cell
workshops and exercises, to identify what we are most concerned about
in cyberspace, and then using that information to build our response
‘and mitigation plans. As part of our risk management efforts, we have
three priority mitigation programs.

First, as discussed above, the Office of Cyber Security and
Telecommunications has established an IDWG to address the resiliency
and recovery of Internet functions in the event of a major cyber incident.
The IDWG is working with government, private sector, academic and
international security experts to examine risks, improve preparedness
and situational awareness, and identify measures that we can take to
protect against nationally significant Internet disruptions. The IDWG
conducted a tabletop exercise in June to examine the kinds of scenarios
that would have significant impact on the Internet, understand when
information exchange between the public and private sector is mutually
beneficial, and to determine what roles and responsibilities industry and
government should assume in responding to and recovering from such
disruptions.

Second, the NCSD is collaborating with the national laboratories for its
Control Systems Security Program to bring together government,
industry, and academia to address the threats and vulnerabilities of the
process control systems that remotely operate and control access to
many of our critical infrastructure assets and systems. To support the
Program, NCSD has established a US-CERT Control Systems Security
Center, which is an assessment and incident response facility located at
Idaho National Laboratory. The department also partners with the

10
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industry sectors that utilize process control systems in their operations
through the Process Control Systems Forum, or “PCSF”. The PCSF met
recently in San Diego and furthered its work to accelerate the security of
control systems, provide a venue for sharing perspectives on cross-sector
security issues, and facilitate solution-driven collaborative workshops.

Through the Process Control Systems Forum (PCSF), the Department
also partners with the industry sectors that utilize process control
systems in their operations. The PCSF met recently in San Diego and
furthered its work to accelerate the security of control systems, provide a
venue for sharing perspectives on cross-sector security issues, and
facilitate solution-driven collaborative workshops.

The third risk mitigation effort is NCSD’s Software Assurance Program
that seeks to reduce software vulnerabilities, minimize exploitation, and
address ways to improve the routine development of trustworthy software
products and tools to analyze systems for hidden vulnerabilities. In
collaboration with industry, academia, and government partners, the
Department’s approach to addressing software assurance identifies the
following as keys to success:

* People - education and training for developers and users

e Processes - practical guidelines and best practices for the
development of secure software

¢ Technology — tools for evaluating software vulnerabilities and
quality

» Acquisition ~ specifications and guidelines for acquisition
and outsourcing

To further its efforts, the Software Assurance Program holds semi-annual
Software Assurance Forums with other Federal agencies, industry,
academia, and international entities to facilitate ongoing collaboration
and progress. As part of the program, NCSD has launched “Build
Security In” to raise awareness and foster collaborative efforts.

The Office of Management and Budget (OMB) has recently designated
NCSD as the Managing Agency for the Information Systems Security Line
of Business. As part of NCSD’s work with the Federal government, NCSD
is currently working to establish a Program Management Office for this
government-wide initiative which has an overarching goal of improving
the effectiveness and consistency of systems security across the Federal
enterprise. This effort will reduce costs through consolidation and
standardization of resources. DHS will be working closely with partner
agencies in overseeing the implementation of information systems
security products and services.

11



44

In order to reduce our collective cyber risk we need to raise awareness of
cyber security vulnerabilities and understand what we must do as
individuals to create a collective, shared secure cyber infrastructure.

NCSD’s awareness program leverages partnerships with the Multi-State
Information Sharing and Analysis Center (MS-ISAC) and the National
Cyber Security Alliance (NCSA), as well as our own National Cyber Alert
System to reach state and local governments, small businesses, home
users, and K-12 and higher education audiences. October is National
Cyber Security Awareness Month. In October 2005, together with our
state government and industry partners, we reached millions of
Americans with a public service announcement, a satellite media tour on
how to avoid identity theft in cyberspace, a national cyber awareness
webcast for fourth and fifth graders, and many other activities. We look
forward to making this year’s campaign even more successful.

Cyber space is borderless, and as such, managing cyber risk needs to
take into account international activities. NCSD has an international
affairs program that seeks to address cyber security globally through
cooperation and collaborative action toward building and leveraging the
relationships needed to prevent, protect against, respond to and recover
from cyber incidents and reduce overall cyber risk.

National Cyberspace Security Response System

There are three elements to the National Cyberspace Security Response
System: the U.8. Computer Emergency Readiness Team Operations, or
“US-CERT Ops”; the National Cyber Response Coordination Group, or
“NCRCG”; and our regional preparedness and recovery efforts.

The first key element, US-CERT, was established in 2003 as a
partnership between the Department and the public and private sectors
to protect the nation’s critical infrastructure and coordinate defense
against and responses to cyber attacks. The US-CERT public website,
http://www.us-cert.gov, the secure portal for stakeholders, and the
National Cyber Security Alert System, provide timely, actionable
information to technical and non-technical users. We encourage each of
you to sign up for the US-CERT cyber alerts by going to http://www.us-

cert.gov.

NCSD/US-CERT has an Operations component, which manages many
aspects of the Cyberspace Security Response System, including
situational awareness, incident handling and response, malicious code
analysis, and strategic operations. Under Federal Information Security
Management Act guidelines, OMB requires all Federal civilian agencies to
notify US-CERT of any data breaches, unauthorized access, or

12
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suspicious activity, including the loss of personally identifiable
information within one hour of discovery.

US-CERT maintains a 24x7 secure Watch center; acts as a trusted third
party to assist in the responsible disclosure of vulnerabilities; develops
and participates in regional, national, and international level exercises;
supports forensic investigations with recursive analysis on artifacts;
provides malware (software that is designed to infiltrate or damage a
computer system, without the owner knowing) analytic and recovery
support for government agencies; coordinates Federal programs of
computer emergency response teams and Chief Information Security
Officer peer groups for sharing cyber incident information, best practices,
and other cyber security information; and, collaborates with national and
international computer security incident response teams both in the US
and abroad. US-CERT’s efforts in these and additional areas build our
cyber situational awareness capabilities that allow us to prepare for and
defend against cyber attacks, while also enhancing our ability to respond
to the attacks.

US-CERT has established the Government Forum of Incident First
Response Teams (GFIRST), a community of Federal agency incident
response teams, which comprises the government’s critical group of
cyber first responders. GFIRST meets regularly, and we have hosted two
GFIRST conferences to enhance information sharing and collaborative
efforts to secure government cyberspace. US-CERT provides an Internet
Health Service tool to GFIRST members through the US-CERT secure
portal. IHS is a web-based application that provides members with
access to several commercially available Internet and security products
for use in building their situational awareness capabilities through the
monitoring of their respective networks and the overall health of the
Internet. In addition, as part of our Situational Awareness Program, US-
CERT also leverages information technology for the automated sharing of
critical information across the Federal government and analysis of traffic
patterns and behavior.

US-CERT has developed a set of informational resources that it provides
to our public and private sector stakeholders, including alerts,
vulnerability notices, current activity reports, Federal Information
Notices provided to the GFIRST community and Critical Infrastructure
Information Notices provided to the private sector Information Sharing
and Analysis Centers. In addition, US-CERT runs the National Cyber
Alert System and the public website reference above, which provide cyber
security tips, guidance, and other resource materials to technical and
non-technical audiences.

13
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The second key element of the National Cyberspace Security Response
System is the National Cyber Response Coordination Group, or
“NCRCG”. NCSD co-chairs the NCRCG with its counterparts in the
Department of Justice and the Department of Defense. The NCRCG
includes 13 agencies with responsibility for and capabilities in cyber
security matters and works to coordinate national response activities to
incidents of national significance. The NCRCG meets monthly to prepare
for cyber issues through tabletop exercises and working groups.

In addition to the IDWG’s efforts and US-CERT Operations incident
handling and analysis functions, the NRP’s Emergency Support Function
2 (ESF-2) for Communications, led by NCS, is a critical component of
advanced planning and ensuring coordinated recovery efforts. When
ESF- 2 is activated, the Manager of the NCS ensures appropriate NS/EP
communications support to operations conducted under the NRP. As
part of ESF-2, NCSD works closely with NCS on preparing for recovery
and reconstitution of critical communications networks and services. In
preparation for this year’s hurricane season, we have held ESF-2 training
and exercise sessions with participation by many Federal agencies and
organizations. We have created and published an ESF-2 Operational
Plan and a Standard Operating Plan for ESF- 2 supporting agencies to
enhance understanding across the spectrum of public and private sector
entities that participate in recovery and reconstitution efforts. We have
hired two Regional Communications Coordinators for Federal Regions IV
and VI communications pre planning with state emergency planners.
The NCS has also created more analytical tools for predictive and post-
impact analysis.

One of the critical parts of ESF-2 is a management function to coordinate
and facilitate the handling of private sector donations for recovery and
reconstitution efforts in the immediate aftermath of a disaster such as
Hurricane Katrina. We are working with our private sector stakeholders
and state and local government partners to establish a set of
requirements for such donations in order to match those needs with the
products and services available.

The third key element of the National Cyberspace Security Response
System is our regional preparedness and recovery efforts. Our regional
efforts have greatly improved DHS’s ability to incorporate the work of our
government and private sector stakeholders at both the state and local
levels. The Pacific Northwest Economic Region and the Gulf Coast
Region are increasingly coordinating their efforts as a result of exercises
held in the respective regions, and we are working with them to continue
their preparedness planning for both cyber security events, and
manmade or natural disasters that have a cyber impact. In addition, we
are working with our industry stakeholders in the IT-SCC and IT

14
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Information Sharing and Analysis Center) to develop plans for industry
assistance in the event of an incident that requires surge support to
recover and reconstitute critical IT systems. These efforts depend greatly
on our partnerships with the full spectrum of affected industries, state
and local government stakeholders, and the emergency response
community.

Recent Success Stories

I would like to take this opportunity to highlight two recent success
stories in our comprehensive cyber security efforts. First, we conducted
the first National Cyber Exercise organized and sponsored by the Federal
government. Conducted in February 2006, “Cyber Storm” was the
largest multinational, cross-sector cyber exercise to date and assessed
policies and procedures associated with a cyber-related incident of
national significance, as outlined in the National Response Plan’s Cyber
Annex. The exercise tested, for the first time, the full range of cyber-
related response policy, procedures, and communications methods
required in a real world crisis.

Cyber Storm exercised the responses of over 100 public and private
agencies, associations, and corporations in over 60 locations and five
countries. It achieved collaboration in crisis response at operational,
policy, and public affairs levels, including participation of more than 30
private sector corporations and associations in the planning, executing,
and after action analysis of a federally funded and congressionally
mandated emergency response exercise. As mentioned earlier, Cyber
Storm exercised the NCRCG as the principal Federal mechanism for
coordinating the national response to a cyber incident of national
significance. Cyber Storm demonstrated the close cooperation and
information sharing needs across Federal agencies, across boundaries,
and between the public and private sectors.

First, the exercise reinforced the importance of defining roles and
responsibilities, processes and procedures and having strong
communications and coordination among the cyber community. In
addition, it highlighted the importance of coordinating and integrating
incident communications and public affairs outreach. Unlike a physical,
self-announcing incident, a set of cyber attacks such as those imagined
in the Cyber Storm scenario are not immediately apparent, either in
occurrence or attribution. The correlation of multiple incidents proved
challenging for our players, and only further demonstrated the
importance of public-private relationships and the need to provide on-
going training activities, discussions, and exercises to further build those
relationships to strengthen our collective response to a cyber incident.
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We are currently making improvements to our policies and procedures to
address key findings, and have begun the planning process for Cyber
Storm 2, which is slated for 2008.

A second accomplishment falls in the international arena. At the end of
June, we successfully hosted here in Washington the second multilateral
conference on the development of an International Watch and Warning
Network, or “TWWN”, among 15 countries in the Americas, Europe, and
Asia Pacific. The country participants included representatives from
their government critical information infrastructure protection
organizations, their computer security incident response teams, and
their law enforcement agencies with responsibility for cyber crime. The
IWWN was established in 2004 to foster international collaboration on
addressing cyber threats, attacks, and vulnerabilities. The June
conference established a clear path forward for the IWWN community to
enhance global cyber situational awareness and incident response
capabilities ant marked the launch of a secure Internet portal to
facilitate ongoing international information sharing as well as
coordination during cyber incidents.

The Road Ahead

As we further develop our programs and leverage our recent successes,
there are some efforts we need to undertake in the near term with our
industry and agency partners to better prepare ourselves to respond to,
and recover from, cyber incidents. These efforts include, but are not
limited to:

> Further integration of the cyber security and telecommunications
efforts in the Department and with industry to reflect increasing
convergence in the sectors;

> Clearer articulation of roles and responsibilities in the public-

private partnership for information sharing and incident response

through coordinated concept of operations and standard operating

procedures;

Development of the IT Sector Specific Plan in the NIPP risk

management framework;

> Development of a national cyber risk assessment based upon the

cross sector cyber component of the NIPP risk management

framework;

Share aggregated situational awareness across the civilian

agencies, the military, the international community, and the

private sector; and

> Further collaboration between US-CERT Operations and the
Department of Defense’s Joint Task Force-Global Network

v

v
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Operations to leverage our respective expertise and capabilities
toward common cyber security objectives.

These efforts are being undertaken in the Cyber Storm After Action
planning, the NIPP process, our international engagements, and our
collaboration with industry on all of our programs. These action plans
have defined benchmarks and milestones to drive and track our progress
in each of these areas.

Conclusion

The National Cyber Security Division has established its mission and
priority objectives, developed a strategic plan, and undertaken significant
steps to implement its strategic plan across the programs outlined here.
In this ever-evolving environment, we know that the target will shift to
accommodate new threats, new vulnerabilities, and new technologies.
We need to be flexible enough to adjust our efforts to meet these new
challenges.

Our progress to date is tangible: we have a construct for public-private
partnership; we have a track record of success in our cyber operations;
we have established relationships at various levels to manage cyber
incidents; we have built international communities of interest to address
a global problem; and we have tested ourselves at a critical development
stage and will continue to examine our internal policies, procedures, and
communications paths in future exercises. We are building on each of
these achievements to take further steps to increase our cyber
preparedness and improve our response and recovery capabilities.

I would like to thank the Subcommittee for its time today and 1
appreciate this opportunity to bring further transparency to these
important cyber security priorities.
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Cyber Security: Recovery and Reconstitution of Critical Networks

PREPARED STATEMENT OF RICHARD C. SCHAEFFER, JR.,
DIRECTOR OF INFORMATION ASSURANCE, NATIONAL SECURITY AGENCY

July 28, 2006

Good afternoon Mr. Chairman and distinguished members of the Subcommittee. My
name is Richard C. Schaeffer, Jr., and I am the National Security Agency’s (NSA)
Information Assurance Director. 1 appreciate the opportunity to be here today to talk
briefly about the NSA’s information assurance mission and its relationship to the work of
the Department of Homeland Security and others concerned with helping operators of
crucial information systems prepare for and recover from hostile acts or other disruptive
events.

I would also like to thank the Chairman and the other members of the Subcommittee for
their continued interest in, and attention to, this issue. FEach day, ever more data and
functions that are vital to the nation are consigned to digital systems and complex, inter-
dependent networks. There are no “silver bullets” when it comes to cyber security, but
over time, increased awareness of cyber security issues, new standards, better education,
expanded information sharing, more uniform practices, and improved technology can and
do make a meaningful difference.

The NSA information assurance mission focuses on protecting what National Security
Directive 42 defines as “national security information systems” that handle classified
information or are otherwise critical to military or intelligence activities. Historically,
much of our work has been sponsored by and tailored for the Department of Defense.
Today, national security systems often rely on commercial products or infrastructure, or
interconnect with systems that do. This creates new and significant common ground
between defense and broader U.S. Government and homeland securify needs. More and
more, we find that protecting national security systems demands teaming with public and
private institutions to raise the information assurance level of products and services more
broadly. If done correctly, this is a win-win situation that benefits the whole spectrum of
information technology (IT) users, from warfighters and policymakers, to federal, state,
and local governments, to the operators of critical infrastructure and major arteries of
commerce.

This convergence of interests has been underway for some time and we can already point
to several examples of the kind of fruitful collaboration it inspires. For instance, the NSA
and the National Institute of Standards and Technology (NIST) have been working
together for several years to characterize cyber vulnerabilities, threats, and
countermeasures, to provide practical cryptographic and cyber security guidance to both
IT suppliers and consumers.  Among other things, we’'ve compiled and published
security checklists that harden computers against a variety of threats; we’ve shaped and
promoted standards that enable information about computer vulnerabilities to be more
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easily cataloged and exchanged and, ultimately, the vulnerabilities themselves to be
automatically patched; and we’ve begun studying how to extend our joint vulnerability
management efforts to directly support compliance programs such as those associated
with the Federal Information Security Management Act. All of this is unclassified and
advances cyber security in general, from national security and other government
networks to critical infrastructure and other commercial or private systems.

The NSA partners similarly with the Department of Homeland Security (DHS). In 2004
DHS joined the NSA in sponsoring the National Centers of Academic Excellence
Program to foster training and education programs to support the nation’s cyber security
needs and increase the efficiency of other Federal cyber security programs. As of June of
this year, 75 such centers have been established across 32 states and the District of
Columbia, including Oklahoma, Alaska, Ohio, New Mexico, Virginia, Michigan,
Minnesota and New Jersey. The NSA supplies trained personnel and other technical
support to the U.S. Computer Emergency Readiness Team and we routinely alert one
another to possible or emerging hostile cyber acts. In fact, DHS has just named an
integree to work in the NSA/Central Security Service (CSS) Threat Operations Center,
which has as one of its missions to monitor the operations of the global network in real
time to identify network-based threats to DoD and Intelligence Community networks.

NSA and DHS cooperate on investigations and forensic analysis of cyber incidents and
malicious software, and together we look for and mitigate the vulnerabilities in various
technologies that would render them susceptible to similar attacks. We each bring to
these efforts complementary experience, insight, and expertise based on the different
problem sets and user communities on which we concentrate, and we each then carry
back to those communities the dividends of our combined wisdom and resources.

With regard to post-incident response, the NSA supplies technical personnel, advice, and
equipment to support an efficient response and recovery to disasters. The NSA has
worked with the DHS Infrastructure Protection Division to plan for the interoperable
communications systems needed to support response and recovery. The NSA maintains a
stock of secure communications equipment to replace or augment deployed systems in
the wake of emergencies or other urgent and unforeseen needs. Following Hurricane
Katrina, the NSA supplied encryption devices, secure satellite telephones, and
cryptographic keying material to many DoD and civil entities involved in rescue and
recovery. We also helped the National Aeronautics and Space Administration (NASA)
reestablish secure connectivity between the Stennis Space Center near Bay St. Louis,
Mississippi, NASA headquarters in Washington, and NASA's Marshall Space Flight
Center in Huntsville, Alabama. When it comes to reconstructing networks beyond just
communications systems, bringing in replacement technology may be the easy part. The
real challenge is knowing what to reconstruct. That means maintaining an up-to-date
understanding of what set of data, functions, and connections — available to what set of
users — qualify as critical. It also requires regular mapping and analysis to track the
shifting physical and logical make-up of these nets.

Looking forward, NSA and DHS interests will continue to merge and the opportunities ~
and need — for shared work and mutual support will continue to grow. As once unique
environments such as national security systems, computerized industrial controls (i.e.,
supervisory control and data acquisition, or SCADA systems), emergency services
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communications, and specialized financial and logistical networks come to rely on the
same commodity hardware, software, commercial infrastructure and services, we find
ourselves concerned with many of the same vulnerabilities, threats, and countermeasures.
We both have a stake in expanding the market for secure information technology and in
steadily raising the bar when it comes to defining what’s secure and what isn’t. We both
have a responsibility to help IT suppliers improve their products and to help IT buyers
and operators make more informed choices about what to buy and how to assemble,
configure, run, monitor, and defend their systems. Since none of this is possible without
security-savvy IT professionals, information assurance education and training remains a
joint imperative.

Finally, beyond technical convergence, in the post 9/11 world the NSA and DHS are also
bound together by the need to provide for communications across once unbridgeable
chasms of classification and practice, from the President all the way to first responders
and the owners and operators of critical infrastructure. As a starting point, the NSA and
NIST have established a suite of unclassified cryptographic standards that can be
implemented in commercial-off-the-shelf offerings as well as specialized high-end
government equipment. This sets the stage for interoperable encryption and message
authentication and is an important step — although just one step -- in the broader effort to
ensure that the nation can recognize and respond to impending emergencies or their
aftermath.

Once again, thank you Mr. Chairman for giving me the opportunity to appear before you
today, and 1 will be happy to answer any questions you may have.
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Good morning, Mr. Chairman and Members of the Subcommittee. Thank you for
inviting me to speak about cyber security: recovery and reconstitution of critical networks.

The President has directed Federal agencies to work with State and local governments as
well as the private sector to enhance the protection of our Nation’s critical infrastructure. The
Department of Homeland Security (DHS) is coordinating this effort.

The Office of Management and Budget (OMB) oversees the implementation of
government-wide policies, standards, and guidelines for the Federal government’s information
technology security programs. My testimony today will focus on OMB activities to improve the
security and resilience of the Federal government’s critical cyber assets.

Maintaining Telecommunication Services During a Crisis or Emergency

Last year, the Director of OMB issued a regulation (M-05-16 dated June 30, 2005) on
maintaining telecommunication services during a crisis or emergency. This regulation was
issued in response to Section 414 of the Transportation, Treasury, Independent Agencies, and
General Government Appropriations Act. The regulation required each agency to review its
telecommunication capabilities in the context of planning for contingencies and continuity of
operations situations.

OMB also asked each agency to confirm they were complying with directives issued by
the National Communications System (NCS) and guidance issued by the Federal Emergency
Management Agency (FEMA). As background, NCS was established by Executive Order
12472 in 1984 and has a unique status and set of responsibilities regarding national
security/emergency preparedness (NS/EP) telecommunications within the federal government.
NCS directives establish policies and procedures for NS/EP telecommunications, and FEMA
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provides guidance to Federal Executive branch departments and agencies for use in developing
contingency plans and programs for continuity of operations.

In August 2003, all large agencies submitted reports on the status of their
telecommunication services. In addition, forty small and independent agencies provided the
requested information. OMB and NCS worked together to review the responses. Our analysis
revealed the need for additional guidance to the agencies regarding the use of redundant and
physically separate telecommunications service entry points into buildings and the use of
physically diverse local network facilities.

In October 2005, the NCS hosted a Route Diversity Forum outlining route diversity
theory and highlighting the procedures for agency self-assessment and NCS suggested ways to
ensure adequate route diversity. Over seventy Federal agency representatives attended the
forum. NCS has recently developed a Route Diversity Methodology enabling agencies to self-
assess their facilities to determine their level of route diversity. Information regarding this
methodology is available on the NCS website.

Procurement of Telecommunication Services

When an agency initiates new telecommunications procurements, the agency must
determine the appropriate level of availability, performance and restoration that is required, in
accordance with the agency’s continuity of operations plans.

The General Service Administration’s Networx program will serve as the primary
replacement for the expiring FTS2001 telecommunications contracts. The Networx
procurements will specify telecommunications infrastructure security requirements to protect
contractor network services, infrastructures, and information processing resources against cyber
and physical threats, attacks, or system failures. Networx contractors must comply with security
law and policy such as OMB Circular A-130, the Federal Information Security Management Act
and the National Institute of Standards and Technology Federal Information Processing
Standards.

In developing Networx, GSA has defined a full spectrum of Security Services to meet
individual agency needs. These include Managed Tiered Security Service with different network
security levels, Managed Firewall Service, Intrusion Detection and Prevention Service, Managed
E-Authentication Service, Vulnerability Scanning Service, Anti-Virus Management Service,
Incident Response Service, and Secured Managed E-mail Service.

With regard to recovery and reconstitution of critical networks, the Networx program
specifies telecommunications requirements for compliance with NS/EP directives, as established
by the NCS in accordance with Executive Order 12472, This will ensure that Networx
telecommunications capabilities are continuously ready to meet the needs of Federal agencies
during national emergencies. Additionally, Networx will fully interoperate with the NCS’s
Government Emergency Telecommunications System and Wireless Priority System.
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Identification and Protection of Critical Cyber Infrastructure

On December 17, 2003, the President signed Homeland Security Presidential Directive
(HSPD) -7, “Critical Infrastructure Identification, Prioritization and Protection.” This directive
established the national policy for Federal departments and agencies to identify and prioritize
United States critical infrastructure and key resources and to protect them from terrorist attacks.

HSPD-7 required the heads of all Federal agencies to develop and submit to the Director
of OMB for approval plans for protecting the physical and cyber critical infrastructure and key
resources that they owned or operated. The plans were due July 31, 2004, All agencies with
HSPD-7 responsibilities submitted the protection plans.

In OMB’s reporting guidance, we asked agencies to address critical infrastructure
identification, prioritization, protection, and contingency planning to include the recovery and
reconstitution of essential capabilities. Twenty four agencies confirmed they owned or operated
nationally critical systems and assets. These are assets so vital to the United States that their
incapacity or destruction would have a debilitating impact on security, national economic
security, or public health or safety.

OMB worked with DHS’ National Cyber Security Division to develop scoring criteria
and evaluate the protection plans. We provided each agency with a written response explaining
our approval or disapproval of the agency’s cyber security plan and highlighting areas where
improvement was needed.

The evaluations conducted in 2005 have been used to inform DHS’ development of the
National Infrastructure Protection Plan (NIPP). The NIPP will provide for a more detailed
analysis of critical infrastructure inside the federal government.

In May 2005, OMB added continuity of operations planning criteria to the President’s
Management Agenda scorecard. All agencies wishing to maintain green status on the E-
Government scorecard are required to test their contingency plans on an annual basis. OMB
tracks statistics related to contingency plan testing through quarterly performance updates
provided by the agencies in fulfillment of Federal Information Security Management Act
(FISMA) policies.

Improving the Security of Federal Information Systems

Each year, as required by FISMA, agency Chief Information Officers and program
officials conduct IT security reviews of the systems that support their programs. Additionally,
agency Inspectors General are asked to perform annual independent evaluations of the agency’s
IT security program and a subset of agency systems. The results of these reviews are reported
annually to OMB. As part of their evaluations, agencies are asked to categorize their
information systems, including contractor systems into high, moderate, or low impact and



56

document the security controls implemented for each. OMB has stated as a rebuttable
presumption all cyber critical infrastructure and key resources identified in an agency’s HSPD-7
plans are high impact as are all systems identified as necessary to support agency continuity of
operations. Systems necessary for continuity of operations purposes include for example,
telecommunication systems identified in agency reviews under OMB’s regulation on maintaining
telecommunications service during a crisis.

OMB has found agency senior managers are paying greater attention to IT security.
Chief Information Officers maintain plans of action and milestones (POA&Ms) to ensure
program and system level IT security weaknesses are tracked and corrected. The agencies
include in their plans the name of the person responsible for correcting the weakness, the
resources required and the target completion date. The plans are updated by the agencies on a
quarterly basis and agencies report their status and progress to OMB. These updates help to
inform the quarterly assessment of the President’s Management Agenda scorecard.

Incident Response

The National Cyber Response Coordination Group (NCRCG) is the principal federal
interagency mechanism to coordinate preparation for and response to cyber incidents of national
significance. The group is co-chaired by DHS, the Department of Justice and the Department of
Defense. OMB is a member of the group along with other agencies having a statutory role in
cyber security, cybercrime, or protection of critical infrastructure. Member-agencies meet on a
monthly basis to identify issues and concerns.

During a cyber incident, the member agencies would integrate their capabilities in order
to assess the scope and severity of the incident, govern response and remediation efforts, and
guide senior policymakers. The NCRCG would use their established relationships with the
private sector and state and local governments to help manage a cyber crisis and develop
recovery strategies.

In February 2006, DHS sponsored the national level cyber exercise “Cyber Storm.”
During this exercise, NCRCG member agencies tested their concept of operations as well as
communications with critical infrastructures. Additionally, in June 2006, DHS staged the fourth
Top Officials Command Post Exercise (TopOff) to test the government’s response to terrorist
events. The exercise involved over 4,000 representatives from federal, state and local
governments along with private sector participants.

Conclusion

In conclusion, each agency is responsible for ensuring the continued availability of its
mission essential and national security/emergency preparedness telecommunications services.
Strategic improvements in security and continuity of operations planning can make it more
difficult for attacks to succeed and can lessen the impact of attacks that may occur. The
Administration is committed to a federal government with secure and resilient information
systems. We will continue to work with agencies, Congress and the GAQ to ensure appropriate
risk-based and cost-effective IT security programs, policies and procedures are put in place to
protect the Federal government’s critical cyber infrastructure.
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EXECUTIVE SUMMARY

The National Cyber Security Division (NCSD) United States Computer Emergency Readiness
Team (US-CERT) serves as a focal point for addressing cyber security incidents within the
federal government. One of the primary functions of the US-CERT is the need to increase
Government's awareness of cyber threats, vulnerabilities, and readiness in preparing for and
responding to attacks.

This Concept of Operations (CONOPS) is provided as the foundation document for the
organization and defines the US-CERT products and services available to its federal customers.
It includes the inputs, processes and outputs of US-CERT enabling increased protection,
analysis, response and recovery from cyber attacks.

This document comprises four main sections. The first section introduces the CONOPS and lays
out the missions and functions for NCSD/US-CERT. The second section lays out the public and
private sector inputs that are critical to the government’s ability to prepare for, mitigate, respond
to and recover from cyber attack. The third section lays out the analytical processes used by
NCSD. The forth section lists specific US-CERT products and services provided to federal
Departments and agencies
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1 Introduction

1.1 Purpose

This CONOPS focuses on Federal Cyber Security Incident Handling. This CONOPS defines the
US-CERT products and services available to federal customers tasked with preventing, detecting
and responding to cyber incidents at their agencies. The CONOPS is supported by the Standard
Operating Procedures (SOPs) of the various organizations with which the US-CERT interacts as
well as the following US-CERT Operational SOPs now in development. These SOPs will
provide more detailed instruction on functions performed by US-CERT personnel in US-CERT
interaction with various constituents. This document describes how the various mission
components, constituents, and operations work to accomplish the US-CERT mission.

1.2 Incident Handling Mission

The National Strategy to Secure Cyberspace, Homeland Security Presidential Directives,
National Security Presidential Directives, and Federal Information Security Management Act
(FISMA) provides a comprehensive framework for ensuring the effectiveness of information
security controls over information resources that support Federal operations and assets;
recognizes the highly networked nature of the current Federal computing environment and
provides effective government wide management and oversight of the related information
security risks, including coordination of information security efforts throughout the civilian,
national security, and law enforcement communities; provides for development and maintenance
of minimum controls required to protect Federal information and information systems; provides
a mechanism for improved oversight of Federal agency information security programs;
acknowledges that commercially developed information security products offer advanced,
dynamic, robust, and effective information security solutions, reflecting market solutions for the
protection of critical information infrastructures important to the national defense and economic
security of the nation that are designed, built, and operated by the private sector; and recognizes
that the selection of specific technical hardware and software information security solutions
should be left to individual agencies from among commercially developed products. Each
agency operating or exercising control of a national security system shall share information
about information security incidents, threats, and vulnerabilities with the Federal information
security incident center US-CERT to the extent consistent with standards and guidelines for
national security systems, issued in accordance with law and as directed by the President.

FISMA, Section 3546 states that the Federal information security incident center, US-CERT,
will perform the following functions:

(1) Provide timely technical assistance to operators of agency information systems regarding
security incidents, including guidance on detecting and handling information security incidents;

(2) Compile and analyze information about incidents that threaten information security;

(3) Inform operators of agency information systems about current and potential information
security threats and vulnerabilities; and

(4) Consult with the National Institute of Standards and Technology, agencies or offices
operating or exercising control of national security systems (including the National Security
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Agency), and such other agencies or offices in accordance with law and as directed by the
President regarding information security incidents and related matters.

In accordance with Department of Defense (DoD) Directive 0-8530-1, all DoD services and
agencies are to report incidents to the Joint Task Force Global Network Operations (JTF-GNO),
which will, in turn, coordinate directly with the US-CERT.

1.3  Background

NCSD was created in June 2003, as the nation’s focal point for cyber security incorporating the
roles and responsibilities of the Federal information security incident center. To promote
cooperation and coordination between and among the government and the public and private
sectors in the area of cyber security, the US-CERT was created in September 2003 as the
operational arm of NCSD. US-CERT provides a federal capability that helps protect and
maintain the continuity of our federal government.

1.4 Authorities

The NCSD/US-CERT operates under five key authorities, which are: 1) The National Strategy
to Secure Cyberspace, 2) The Homeland Security Act of 2002, 3) The Federal Information
Security Management Act (FISMA). 4) Homeland Security Presidential Directive 7 and 5)
National Security Presidential Directive 38.

1.5  Primary Functions

To continuously assess threats and vulnerabilities to Federal, State and Local Government cyber
systems, and reduce potential damage from such events, NCSD/US-CERT will perform strategic
analysis, issue warnings/alerts, and coordinate response and recovery efforts.!

The National Strategy to Secure Cyherspace, Executive Summary, February 2003.
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2 INFORMATION GATHERING (INPUTS)

US-CERT gathers information on federal cyber incidents from a variety of sources. US-CERT
interacts with each of these groups in different capacities as deemed necessary by the reason and
magnitude of the interaction. Interactions consist of two-way information sharing in the form of
direct person-to-person interaction or documented products, to improve overall situational
awareness.

2.1 Government

2.1.1 Federal Incident Response Teams (CERT, CSIRT, CSIRC)

US-CERT regularly collaborates with federal incident response teams across the federal civilian
agencies and the Department of Defense. Government agencies may report suspected incidents
via phone (1-888-282-0870), email (socius-cert.gov), secure email {us-cert@dhs.sgov.gov), the
Homeland Security Information Network/US-CERT portal, or the US-CERT website
(http//www.us-cert/federal/). This will ensure a central -repository of federal incident data.
Reporting helps to ensure that all incidents reported will be cataloged, indexed, and prioritized
for analysis. To provide real-time direct incident support, US-CERT technical staff is available
24 hours a day 7 days a week to answer questions, provide technical assistance and receive
reports of anomalous activity, virus infections or other forms of cyber attack.

Federal Incident Response Teams need to catalog their agency capabilities (i.e. forensic,
malware, analytical, etc) and points of contact so that agencies can be leveraged appropriately in
the event of a national level cyber incident. The US-CERT will be creating a federal agency
directory of subject matter experts and teams points of contact for the purposes of the National
Response Plan Cyber Annex and National Cyber Response Coordination Group. This directory
will be updated on an annual basis.

2.1.2 Computer Network Defense Service Provider (CNDSP)

A CND Service Provider is a CND-capable resource that may help US-CERT in meeting defined
requirements, either by providing additional resources integrated into US-CERT, or by providing
reach-back resources. Specifically, A CNDSP can be staff augmentation (e.g. contractors in the
watch/ops center) or it could be a vendor. A Computer Emergency or Incident Response Team
(CERT/CSIRT/CSIRC) may provide computer network defense services commonly located
within a Network Operations or Security Operations Center (NOC/SOC) or a private sector
vendor. The CERT "services" are voluntary in that no contractual obligation exists to share data.

2.1.3 Law Enforcement

The US-CERT regularly collaborates with the law enforcement community to share information
and coordinate analysis. NCSD has incorporated a law enforcement/intelligence component into
its operations and leverages personnel from the US Secret Service and the National Security
Agency in NCSD’s Law Enforcement and Intelligence liaison division.

2.1.4 Intelligence Community

The Intelligence Community (IC) coordinates and shares information with US-CERT to
safeguard the integrity of IC networks and support infrastructure protection across the
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government agencies and private sector infrastructure owners. US-CERT and the IC have
established working groups in the area of attribution and botnets. The intelligence community
also provides information on cyber foreign threats, recommended mitigations, and indicators of
new vulnerabilities.

2.1.5 Other DHS Offices

The US-CERT Operations Center is a component of the DHS National Infrastructure
Coordination Center (NICC). The US-CERT Operations Center coordinates information
pertaining to cyber activities across the NICC and DHS Infrastructure Protection (DHS/IP)
operations. The Office of Infrastructure Protection is the focal point for national infrastructure
protection efforts across each of the critical infrastructure sectors, within the segments that
comprise these sectors, and across the spectrum of assets including physical, people, and cyber
assets. DHS/IP office is comprised of the Protective Service Division (PSD), National
Communications System (NCS), Infrastructure Coordination Division (ICD), Strategic
Partnership Office (SPO), and National Cyber Security Division (NCSD).

To coordinate efforts regarding both physical and cyber emerging threats and vulnerabilities the
members of IP hold a combined watch teleconference daily. This conference call provides a
forum for the participants to discuss and share pertinent information related to the protection and
ongoing operations of the nation’s critical infrastructures among the IP watch and analysis
operations. Any information deemed actionable will be included in the Cyber Daily discussed
below in more detail and would initiate a phone call from a member of the US-CERT operations
team to affected parties to include but not limited to: government agencies, information sharing
organizations, or private sector organization. This call does not serve as the sole interaction
between the divisions and ad hoc communication is encouraged when deemed necessary. In
addition to the daily conference call, all participants are active members of the Homeland
Security Information Network (HSIN)/US-CERT portal, a secure portal that is available to share
watch-related activities on a 24x7 basis.

The Homeland Security Operations Center (HSOC), located at the Nebraska Avenue Complex
(NAC) is the operational focal point for the Secretary of the Department of Homeland Security
on homeland security matters. The Interagency Incident Management Group (IIMG) convenes
at the HSOC in case of an incident. The National Cyber Response Coordination Group
(NCRCQG) provides cyber security incident management and other information to the [IMG and
HSOC as necessary.

The Information Analysis (DHS/IA) organization within DHS IAIP is responsible for
intelligence community coordination and analysis as it relates to Homeland Security. US-CERT
engages regularly with DHS/IA to ensure an accurate understanding of current and emerging
cyber threat data from the intelligence community.

2.1.6 State and Local Governments

The US-CERT has engaged with the Multi-State Information Sharing and Analysis Center (MS-
ISAC) and a series of other key organizations, including the National Association of State Chief
Information Officers (NASCIO), in order to better coordinate cyber cooperation and incident
response through the HSIN/US-CERT Portal to allow for 24x7, real time interaction between and
among federal and state and local governments.
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2.1.7 Foreign Governments

Establishing relationships, addressing common issues and enhancing coordination and
cooperation with international partners are paramount to responding to the increasing cyber
threat. The US-CERT actively engages with the interagency team on international efforts in
multilateral organizations, regional activities, and bilateral partnerships. US-CERT receives
international information, through the Global Watch Network. which is a virtual network
between Australia, Canada, United Kingdom and United States government CERTs. Each
country is responsible for providing an “end-of-shift” report resulting in around the clock
coverage. Additional international sharing initiatives are under development and should be
finalized by 2005, which will establish greater incident readiness, response, and cooperation
globally.

2.2 Private Sector

Public-private engagement is a key component of securing the federal government’s cyberspace.
Public-private partnerships can significantly enhance information exchange in the areas of
awareness, software assurance, control system security, and incident preparedness, response, and
recovery. Dozens of private companies with significant cyber watch and response capabilities
are active members of the HSIN/US-CERT portal and working with US-CERT to improve the
nation’s ability to prepare for, mitigate against, respond to, and recover from cyber attack.

In addition many private sector companies have established organizational watch and warning
centers. These functions may manifest themselves as security operations centers, network
operations centers or CERTs. The premise and intent for their operations, however, is quite
similar — ensure connectivity and security of the respective networks. The US-CERT works
closely with operators of these entities to ensure accurate, up-to-date information on cyber
security threats and vulnerabilities.

2.2.1 Techunology and Service Providers

These groups are the foundation to the long-term protection and securing of cyberspace as they
produce new and more secure technologies, implement those technologies more quickly, and
produce current technologies in & more secure way. Commercial ISPs provide Internet
connectivity for both the government and the private sector and therefore require close
coordination and collaboration between them and US-CERT for awareness purposes and
possible engagement in response and recovery efforts during time of major incident. These
groups understand they have a responsibility to safeguard critical IT assets, both those that serve
their respective sector itself and the IT products and services deployed in other industry sectors.
As such, products and services need to account for the ever-changing technology environment as
well as the associated threats and vulnerabilities.

222 Sector Coordinating Councils (SCC)

The means of partnering with sector stakeholders is evolving as each sector becomes better
detined. Prior to the creation of DHS, an architecture consisting of Sector Coordinators and
Information Sharing and Analysis Centers (ISACs) was created to form this partnership, which
achieved many early successes. With the creation of DHS and the development of the National
Infrastructure Protection Plan (NIPP), this partnership must evolve to meet new requirements for
enhanced capabilities and a revised framework.
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Sector Coordinating Councils bring together the entire range of infrastructure protection
activities and issues to a single entity. Sector Coordinating Councils are private sector
coordinating mechanisms that comprise private sector infrastructure owners and operators and
supporting associations, as appropriate. One role of the Sector Coordinating Councils is to
identify or establish and support the information sharing mechanisms that are most effective for
their sector, drawing on existing mechanisms, such as ISACs or creating new means as required.

ISACs gather information on vulnerabilities, threats, intrusions, and anomalies from their
respective industry, government, and other sources, and analyze the data with the goal of
averting or mitigating impact upon the respective infrastructure. Additionally, data is used to
establish baseline statistics and patterns and maintained to provide a library of historical data.
Results are sanitized and disseminated in accordance with sharing agreements established for
that purpose by the ISAC participants. This information in aggregate will be shared with federal
sector lead agencies and the Government Forum of Incident Response Teams to highlight cyber
event or incident trends in specific or multiple sectors that could impact federal agencies.
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3 US-CERT OPERATIONS

31 Overview

US-CERT must combine the right mix of people, processes and technology to produce a
sufficient level of technological expertise in order to instantly and accurately analyze new or
evolving security events. The success or failure of the US-CERT Operations Center depends
significantly on how accurate the US-CERT security analysts judge the severity as security
events emerge. US-CERT is staffed through multiple contracting agencies and government
employees. Moreover, US-CERT Operations Center maintains active partnerships with key
organizations that can provide the necessary cyber security expertise to assist US-CERT
personnel.

3.2 Security Operations Centers (SOCs)

US-CERT operates two SOCs 24 hours per day, 7 days per week, 365 days per year (24 x 7 x
365) that are operated from two different locations; 1110 North Glebe Road, Arlington, Virginia
22201 - 9" Floor and DHS Nebraska Avenue Complex HSOC. Authorization to access the US-
CERT at either location is by approval of the DHS Security Officer. US-CERT analysts” work
structured shifts to facilitate operations. Shift changes occur in eight, ten, or thirteen-hour
increments.

33  US-CERT ROLES & RESPONSIBILITIES
The roles and responsibilities of the US-CERT staff are shown below:
Table 3-1 Roles and Responsibilities of US-CERT Staff

Role Responsibilities in US-CERT Operations

US-CERT Analyst * Responds to mtrusion attempts, malicious logic incidents and physical
’ threats.
* Opens, resolves, and closes US-CERT trouble tickets, when necessary.
* Analyzes, coordinates and responds to technically complex incidents and
threats to I'T systems across the Federal government.
Enters mcident data into US-CERT database.
Provides guidance and support to Federal agencies responsible for
network or computer security operations to ensure that incident response
is aligned with federally mandated security practices.
¢ Recommends effective countermeasures or actions to be taken duting an
incident or attack,
* Assists Federal agencies in investigation and resolution of computer
incidents.
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Role

Responsibilities in US-CERT Operations

US-CERT Shift
Lead

Performs work listed under US-CERT Analyst.

Monitors and is responsible for activities that occur throughout assigned
shift.

Performs shift turnover meeting in accordance with documented shift
turnover procedures.

Manages ongoing tasks and current shift assipnments as dictated by the
US-CERT Technical Lead or US-CERT Operations Lead.

Trains new Analysts on assigned shift.

US-CERT
Technical Lead

Performs work listed under US-CERT Analyst.

Develops plans for on-going US-CERT activity.

Helps inventory government and other-furnished equipment and
software.

Interacts as required on items of highest exposute and risk.

Notifies NCSD Secret Service Liaison of potential criminal activity,
turning over potential evidence, providing resistance algorithms and
containment approaches for attacks.

Gives direction to US-CERT Team for specific activity that will lead to
fair, equitable, effective, and structured distrbution of work.

Writes procedures and processes for performing incident detection and
response activities.

Provides feedback and lessons learned to the US-CERT.

US-CERT
Operations Lead

Oversees security incident response operations.

Checks that commitments made by US-CERT staff to the US-CERT are

carried out in an efficient and excellent manner.

Assutes consistent and detailed incident response for users of US-CERT.
Keeps a software and hardware inventory.

Catalogs, writes, and maintains security processes and procedures.

Writes project plans for significant activities.

Tracks and verifies completion of incident tickets, security advisoties, and
information reported during daily conference calls.

US-CERT

Architect

Performs work listed under US-CERT Analyst.

Interfaces and interacts with US-CERT Situational Awareness and Tools.
Develops security architectures considering netwotk, firewall, IDS, and
workstation implications.

Reviews proposed I'T Architectures that contain security components.
Develops CM guidelines and processes for use and inventory of security
components.

Ensures compliance to Department of Homeland Security and NIST
guidelines and policies for Security Components.

Provides long-term plans for IT and Security Architecture.

US-CERT Project
Manager (PM)

Responsible for conduct of the contracts for US-CERT work.

Reports contract status to US-CERT COTR and management.
Generates and delivers status reports to the US-CERT.

Responsible for overall management, hiring, salary, and performance of
contracts and their subcontractors.

Manages effort and cost for contracts and reports potential or real
deviations to contracted norms.
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Role Responsibilities in US-CERT Operations

US-CERT

* Responsible for all proactive and reactive activities to assure the proper
security measures are implemented at the US-CERT.

* Has approval authority on unplanned security incidents pursued.

* Point of Contact for US-CERT!: channels activities to appropriate US-
CERT internal resources.

* Makes decisions about whether operations can be impacted by updates or

other downtime experienced in the system (L.e., unplanned changes).

Provides information to US-CERT about impact on operations of

incidents.

Deputy Director,
Operations

US-CERT
Operations
Manager

3.4 Shift Task List

In addition to recording and prioritizing all reported incidents and events, US-CERT personnel
are responsible for completing a general set of tasks during their assigned shifts. The table
below shows a consolidated list of tasks that are performed.

Table 3-2 Shift Task List of US-CERT Staff

Task Source Execute Time or Event Procedure
Conduct Shift Turnover Artifacts from | Beginning of Shift
Meeting Departing Shift
Review Shift Change Log | Shift Change Beginning of Shift

Log
Write Shift Change Log Shift Change End of Shift

Log
Check Soc Email Lotus Notes Contiftuous
Process Tickets Email, Continuous

Telephone,

Website,

Fax
Conduct EINSTEIN EINSTEIN Continuous
Analysis Other Tools Continuous
0900 Phone Confetence | Telephone Monday-Friday
Monitor CNN Cable/Satellite Continuous
Receive/Report Cyber Email Continuous
Incident/Analysis
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Task Source Execute Time or Event Procedure
1100 Phone Conference Telephone Monday-Friday

Physical Security Checks | Facility TBD

. US-CERT

Flash Report Input Database 12:00 p.m. each Tuesday
Write/Distribute Monthly | US-CERT Last Day of Each Month

Incident Reportts to Database

Federal Agencies

CWIN Phone Conference | STE Telephone | Tuesday, Thursday,

Saturday
Review Cyber Intel Classified LAN | 12:00pm Daily
Reports
Write and Distribute last | Multiple 6:00 a.m. Daily to US-
24 hour Report Sources CERT Deptuy Director via

DHS E-mail

Assigned shift leads are responsible for ensuring that the aforementioned tasks are completed
prior to the shift ending. Detailed procedures for completing these tasks are outlined in the
various US-CERT SOPs.

3.5  Categories

A computer incident within the federal government as defined by NIST Special Publication 800-
61 is a violation or imminent threat of violation of computer security policies, acceptable use
policies, or standard computer security practices. In order to clearly communicate incidents and
events (any observable occurrence in a network or system) throughout the Federal Government
and supported organizations it is necessary for the government incident response teams to adopt
a common set of terms and relationships between those terms. All elements of the federal
government should use a common taxonomy. Below please find a high level set of concepts and
descriptions to enable improved communications among and between agencies. The taxonomy
below does not replace discipline (technical, operational, intelligence) that needs to occur to
defend federal agency computers/networks, but provides a common platform to execute the US-
CERT mission. In certain instances incident categories will contain sub-categories to enable
further granularity in reporting. For example, Category 3; Malicious code will further break into
sub-groups to identify and include virus, worm, botnet and spyware. Further, Category 5; Scans,
Probes, Attempted Access will include the ability to specify network scans, phishing attempts,
and pharming attempts.

US-CERT and the federal civilian agencies are to utilize the following incident and event
categories and reporting timeframe criteria as the federal agency reporting taxonomy.
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Table 3-3 Federal Agency Incident Categories
*Defined by NIST Special Publication 800-61

CATEGORY: AME:
CAT S Exercise/Network This category is used during state, federal, Not Applicable; this category is for
Defense Testing national, international exercises and approved | each agency’s internal use during
activity testing of internal/external network exercises,
Of Tesponses.

CAT1 *Unauthorized Access | In this category an individual gains logical or | Within one (1} hour of
physical access without permission to a discovery/detection.
federal agency network, system, application,
data, or other resource.

CAT2 *Denial of Service An attack that successfully prevents or impairs | Within two (2) hours of

(DoS) the normal authorized functionality of discovery/detection if the
networks, systems or applications by successful attack is still ongoing
exhausting resources. This activity includes and the agency is unable to
being the victim or participating in the DoS. successfully mitigate activity.

CAT3 *Maticious Code Successful instatlation of malicious software Daily

i.e. virus, S are, bots, Troj SN .
(.. virus, worm, spyware, bots. Trojan horse Note: Within one (1) hour of
or other code-based malicious entity that N , R
N N discovery/detection jf widespread
infects or affects an operating system or 20r0SS 4 ;enc h
application. Agencies are NOT required to gency.
report malicious logic that has been
successfully quarantined by antivirus (AV)
software.

CATH4 *Improper Usage A person violates acceptable computing use Weekly

policies
Table 3-4 Federal Agency Event Categories
CATEGORY NAME DESCRIPTION REPORTING TIMEFRAME

CATS Scans/Probes/Attempt | This category includes an activity that seeks to | Monthly

ed Access access or identify a federal a y s . N o

ess or I Y  agency COMPBIEL, | \ote: If system is classified, report
open ports, protocols, service, or any within one Mk ¢ dis )
combination for later exploit. This activity nane our ot discovery.
does not directly result in a compromise or
denial of service.

CAT 6 Investigation Unconfirmed incidents that are potentially Not Applicable; this category is for
malicious or anomalous activity deemed by cach agency’s use to categorize a
the reparting entity 1o warrant further review. | potential incident that is currently

being investigated.

To ensure a consistent means of reporting and trending of security events across the Federal
Government, the following are offered as examples of each Category:

Category 0: Exercise/Network Defense Testing
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* Federal agency and the US-CERT are participating in a National level exercise to gauge
cyber preparedness and in order to simulate a ‘real world® situation, initiates
communication with US-CERT.

Category 1: Unauthorized Access

* Federal agency reports a critical system has a suspicious and unknown user account with
Administrator privileges. Agency has isolated the vector of attack to an unauthorized
remote access tool that an attacker installs via unsecured network shares.

» Federal agency reports that a publicly available exploit tool has been used to create a
back door account on a public web server.

Category 2: Denial of Service (DOS)

* Federal agency reports a concentrated denial of service against a production mail server.
The attack prohibited the agency from sending or receiving email until the attack
subsided.

» Federal agency reports a router mis-configuration has enabled an attacker to use the
agency network to participate in a reflective denial of service attack against a commercial
company. While the attack does not hinder network connectivity for the agency, the
involvement in a denial of service attack merits this event being reported as a Category 2.

Category 3: Malicious Code
* Federal agency reports an outbreak of a previously known virus on their network.

* Federal agency reports that a bot nework has been discovered on several internal
machines.

*» Federal agency reports that multiple desktop machines were discovered running a
malicious spyware program. User’s private information was being collected and sent to
an outside third party.

* Federal agency reports that a user unintentionally clicked on a suspicious executable,
which then activated a worm outbreak on the network.

Category 4: Improper Usage

* Federal agency reports that a user, in violation of the agency’s acceptable use policy, has
installed a peer to peer program to download music and video files.

¢ Federal agency reports that a user has used agency systems to view inappropriate content.
Category 5: Scans/Probes/Attempted Access

¢ Federal agency reports that multiple systems have been the subject of intense scanning
and that various exploit attempts have been initiated against their systems from the same
source IP address. Systems are not compromised.

¢ Federal agency reports that a user received a fraudulent phishing email which directed the
employee to visit an external web site and input sensitive employee information. The
user unwittingly visited the web site, however did not input any information.

Category 6: Investigation
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Federal agency reports suspicious network traffic pattern destined for a system located
external to the organization. While the agency suspects a system compromise, they have
not identified the source of the traffic.

Federal Agency reports unusual system bebavior from a development web server.
Agency is performing an internal investigation to determine cause of behavior.

Incident Reporting to US-CERT

Reports shall be transmitted in a manner consistent with their sensitivity and source network
classification. Sensitive But Unclassified (SBU) reports can be submitted directly to the US-
CERT via one of the following methods:

soc@us-cert.gov’

http:/ /werw.us-cert.gov/ federal/

https:/ /gfirst.us-cert.gov

888-282-0870

' FAX = 703-235-5963%*

FUS-CERT can send and ree iood Privacy (PGP)
**Please call and notify US-CERT Operations prior to the fax is being rransmitted.

re encrypted cmail utitizing Preny €

Classified network reports at the SECRET level can be submitted to the US-CERT via the
following methods:

us-cert(@dhs sgov.gov®

STE/STU-1I 703-235-5043*

CLASSIFIED ' 703-235-5043

FAX

FUS-CFRT Operations can only communicate and store up to SECRITT on-site at this time.

Reports shall include a description about the incident or event and as much of the information
listed below as possible; however, reporting should not be delayed in order to gain additional
information:

AN N N S NN

Agency name

Point of Contact Information (name, telephone, email)

Incident Category Type (CAT 1/2/etc)

Incident date/time (Timezone)

Source IP, Port, Protocol

Destination IP, Port, Protocol

Operating System and version, patch, etc.

System Function (DNS/Web server, workstation, etc)

Antivirus software installed, version, latest update

Location of the system(s) involved in the incident (Washington DC, Los Angeles, CA)
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v" How was the incident identified (IDS, audit log analysis, system administrator)
v Impact to agency
v Resolution

Using the above information all reports to the US-CERT will be submitted utilizing the reporting
matrix located in (Figure 3-1) below. All incident response teams will utilize this schema when
reporting incidents to the US-CERT. Depending on the criticality it is not always feasible to
gather all the information prior to reporting, but to continue to report information as it is
collected.
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Figure 3-1 Federal Agency Reporting Matrix

3.7 Analysis of Agency Incident/Event Data
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Once information is received as discussed above it is analyzed in-house based on US-CERT best
practices, technical tools, defined processes and procedures and considered for dissemination
throughout a series of US-CERT products. All government agency reports of incidents and
events received are triaged and reviewed upon receipt. Upon confirmation of incidents or events
having a high severity rating, the US-CERT will directly communicate to the reporting agency as
well as all affected agencies to provide a status update and suggested mitigation or response
activities.

3.8 US-CERT Assignment of a Severity Rating

US-CERT uses a standardized, repeatable and reliable method to assess the criticality or severity
of a new or emerging cyber security event. The initial step after gathering information is to
assess its “severity” using a scale from I to 5, with 1 being minimal and 5 being a crisis. Factors
that are weighed in determining the ‘severity’ of a security event are based upon the following
matrix:

Table 3-5 Severity Table

Vulnerability

s Expleit

- Emerging Threat

Is the vulnerability widely known?

Method & speed of propagation

Is the threat unique?

Is exploitation of the vulnerability
being reported to incident response?

Protocol & ports

Does current anti-virus signatures
detect the threat (are anti-virus
vendors developing new signatures
to protect against the threat?)

Is the Internet infrastructure at risk?

Payload; how destructive is it?

Is this repetitive of prior attacks?

What is the number of Internet
systems at risk?

How many units are known to be
affected?

Overall impact to the Internet
community

What is the impact on users of
exploiting the vulnerability?

Relatively speaking, how important
are the systems affected?

Visibility in the press

How easy is it to exploit the
vuinerability?

How many unique sites or reporters
have informed us of this activity?

See also the factors for Exploit.

What is the previous access required
to exploit?

What is the localized impact of this
activity during the incident?

Visibility in the press

What is the residual impact of this
activity after the incident?

How complicated is the attack
method

Visibility in the press

This assessment methodology is progressive. When relevant information is received concerning
a unique security event or incident, its severity rating is assigned or reassessed with the receipt of
updated or new information as the event progresses. The nature of the information and its
severity rating dictates the actions taken by US CERT.

2

The discovery of a new vulnerabitity known only to a select few individuals necessitates a very careful
review by the US-CERT Operation Center regarding the potential individual or groups to whom that information
may be shared.
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Table 3-6 Severity Rating

Severity - v Rating oxd Description
Minimal 1 Negligible impact on the federal government.
Low 2 Very low impact on the federal government.
Medium 3 Poses a potential impact on the federal government.
High 4 Has impacted the federal government.
- 5 Has had a severe impact on the operational capacity of the
Crisis ‘
federal government.

3.9  Communication During an Incident

To ensure constant communication during an incident, US-CERT will reach out to a reporting
agency within 24 hours if no other direct communication through email, phone or the portal has
been made. This will help to ensure all information is current and accurate. This 24-hour cycle
will continue through the extent of an incident during the first 2 weeks. For long-term incidents a
process will be arranged between US-CERT and the affected agency to ensure that on-going
communication between agency and US-CERT is maintained as necessary.

Once an incident has been resolved, it essential that agencies notify and update the US-CERT so
that the ticket can be closed. This notification should be made through email or phone within 24
hours of resolution. Once an incident is closed out, US-CERT will update the tracking system
and archive the incident for future reference as needed.

3.10  US-CERT Products for Federal Agencies

At the heart of US CERT’s mission is the need to share, on a real-time basis, relevant cyber
security information with the federal agencies. The final state of the incident management
process is dissemination. Once the information is received and analyzed, US-CERT employs a
progressive response system based upon the severity rating.

All products are released as soon as possible, based on resource availability. As appropriate, US-
CERT collaborates with partners, through the HSIN/US-CERT Portal and direct person-to-
person interaction prior to release.
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Table 3-7 Severity — Response Matrix

Severity Rating

Petential Responses to Emerging Cyber Security Events

Cyber Daily Update
Update Current Activity
Update Vulnerability Cards in Knowledge Base

Issue Vulnerability Note

Create specific forum on Portal

issue Special Communication

Nofication to Portal Users {e.g., CISO Forum, CIIMG,
GFIRST, etc.)
Direct outreach to potential affected/targeted groups
Qureach to others in Private Sector

Intel/LE Information Sharing

International Jnformation Sharing

National Cyber Alert System

[ INCSD will take No Action
NCSD May Teke the Potential Response
NCSD will take one or more of the Potenial Responses

3.10.1 US-CERT Response to Severity Levels

3.10.1.1 US-CERT Respeonse to Severity Level 1 (Minimal) and Level 2 (low) Activities

To provide federal agencies with a synopsis of the state of the Internet over a 24-hour period the
US-CERT established a “Cyber Daily” report. The report contains vulnerability information and
non-attribution unclassified incident information from both the federal and private sectors. The
Cyber Daily can be reviewed by logging into the US-CERT Portal.

An incident or vulnerability may be included into the “Cyber Daily” and labeled as a severity
level 1 or severity level 2, but no further response by US-CERT or the portal users is required. A
minimal event will not elevate any direct activity from US-CERT and therefore agencies are
expected to regularly read the “Cyber Daily” to ensure they are aware emerging threats and
vulnerabilities.

3.10.1.2 US-CERT Response to Severity Level 3 (Medium) Activities

The event is included into the “Cyber Daily” which is published each day, updated throughout
the day as necessary and labeled as a severity rating level 3. US-CERT staff would establish a
new thread through the portal in the appropriate forum discussed above, to encourage dialogue
between members to increase overall awareness.
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US-CERT will track the threat and will alert affected government agencies directly of the
situation and will provide a series of mitigation or remediation strategies for possible
implementation. Agencies are expected to relay relevant information surrounding the activity in
question to affected stakcholders, keep an eye for suspicious activity and report any unusual
activity to US-CERT.

3.10.1.3 US-CERT Response to Severity Level 4 (High) Activities

US-CERT and other first responder tearns will need to take action to recover from incidents, or
will need to take action to prevent compromise. US-CERT will perform all activities described
above and will also directly reach out to all affected agencies within 1 hour of confirmation to
provide appropriate coordination, response, or mitigation activities. Agencies are expected to
relay relevant information to affected stakeholders so that they can institute protective measures,
monitor for suspicious activity and report any unusual activity to US-CERT.

US-CERT will coordinate a conference call of members of the Government Forum for Incident
Response and Security Teams (GFIRST), the Chief Information Security Officer’s (CISO)
Forum, or the Chief Information Officers (CIO) Council to alert members of specific threat
mformation and necessary response activities. Agencies will also be asked to report back to US-
CERT when they have completed mitigation/response activitics.

As necessary, GFIRST members will convene as a group via conference call to discuss the
emerging situation and discuss response activities. US-CERT will keep the conference call line
open until resolution has been reached in responding or recovering to the cyber event so that
teams can provide near real time updates on impact or pertinent information related to the
incident. The group has collaborated more than 25 times during its first year to provide technical
analysis of ongoing cyber activities. On at least 4 occasions the group has worked together to
identify previously unseen/unidentified cyber events.

3.10.1.4 US-CERT Response to Severity Level 5 (Crisis) Activities

US-CERT will perform all response activities described above and will also notify members of
the NCRCG, a forum of principle government agencies that coordinates intra-governmental and
public-private preparedness and operations to respond to and recover from national level cyber
incidents and physical attacks that have significant cyber consequences. NCRCG will provide a
strategic picture of the impact to the information infrastructure and a coordinated response. The
NCRCG will ensure that appropriate federal capabilities are fully leveraged and deployed in a
coordinated effort. Additional information can be found in the NCRCG CONOPS. US-CERT
will continue to work with the federal incident response teams, Office of Management and
Budget (OMB), CIO, CISO, law enforcement, intelligence community, and the public and
private sector to assess the situation and continually update the NCRCG as appropriate. This
direct interaction helps to ensure that all agencies are aware of the situation and working on the
same set of facts and assumptions.

3.10.2 Federal Information Notices (FIN)

US-CERT established the Federal Information Notice (FIN) to provide early warnings of Internet
security problems exclusively to the federal incident response teams and offer explanations of
potential problems that have not yet become serious enough to warrant an alert. The FIN does
not replace any other US-CERT product; rather it is to be used in conjunction with them to add
additional guidance and information. The FIN is released, regardless of level and/or impact of
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the incident to all members of the federal mailing list upon confirmation of the same incident
being reported by three unique government agencies.

3.10.3 Special Communications

The US-CERT provides Special Communication e-mails to members of the GFIRST. Special
Communications are informal documents, written by technical staff for technical staff, covering
topics of current interest or special concern. US-CERT will often use this communication to
preview draft publications, distribute preliminary analyses, or share information privately that is
not intended for public distribution. Special Communications are released roughly 70 times per
year.

3.10.4 US-CERT After Action Reports

At the conclusion of a severity level four or higher cyber event, US-CERT will pull together
those that were involved in the incident within twenty-four hours for an initial meeting to walk
through the timeline of events and actions taken so that a more detailed after action meeting can
be held within thirty days of the cyber event. The purpose for this meeting is to conduct a
detailed review of how the incident could have been prevented, a review of the response &
recovery, and what the impact was. A final report will be developed from this working group
and presented to all agencies involved so that actions might be taken to prevent or decrease the
amount of time it takes to recover from another incident. A copy of the report will be sent to
Office of the Vice President, Office of Management & Budget, Homeland Security Council and
National Security Council. Also NIST & US-CERT published best practices will be reviewed to
see where there might be opportunities to improve upon them or to publish new guidance on
prevention, detection, and recovery efforts for a particular cyber incident that had substantial
impact.

3.10.5 Trends Analysis

US-CERT will provide federal agencies with analysis of incident trends on a quarterly basis
including an annual report that will be provided to incident response teams, Chief Information
Security Officers, Chief Information Officers, Office of the Vice President, Office of
Management & Budget, Homeland Security Council, and the National Security Council.

3.10.6 On-site Incident Response Assistance to Agencies

As needed, US-CERT will provide on-site response coordination and support to agencies without
a 24x7 operations team and the necessary level of personnel. Based on the time and support
required, US-CERT reserves the right to charge agencies on a fee for service basis to recover
from costs associated with agency specific response activities.

3.10.7 Incident Escalation

Escalation criteria are based on actual operational incident reports received and analysis
performed by the US-CERT. These criteria will indicate an incident that has operational
significance through out the federal community. US-CERT has responsibility for maintaining
and updating the list below and for publishing updates to reporting agencies as necessary.
Factors are weighed and verified in determining the severity of an incident based upon the
following criteria:
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Table 3-6 Escalation Criteria

) = | Escalation Criteria i
Any intrusion into a classified network,

Any unauthorized privileged user, administrator, or root level access of a system which
crosses federal agency boundaries.

Any incident involving a second level domain name server,

Any incident which impacts a federal agency’s operations.

Any incident from a country against which the US is currently conducting operations
or will imminently conduct operations.

Any targeted intrusion of the Whitehouse networks.

Any incident involving a second level domain web server (e.g., www.dhs.gov,
www.whitehouse.gov, etc.).

Any new virus/worm for which no published countermeasure exists, any new
virus/worm whose propagation could likely circumvent federal agency containment
capabilities, or any new virus/worm which affects vital network services (e.g., e-mail
and DNS services).

Any root level access on a system using new methods, which exploit significant
vulnerabilities shared across federal agency systems,

US-CERT will continue to work directly with the federal incident response teams that include
OMB, CIO, CISO, GFIRST, law enforcement, intelligence community, and the public and
private sector to assess the situation and continually update all parties as appropriate.

In addition, US-CERT will notify members of the NCRCG, a forum of 13 principle federal
agencies that coordinates intra-governmental and public-private preparedness and operations to
respond to and recover from national level cyber incidents and physical attacks that have
significant cyber consequences. This direct interaction helps to ensure that all agencies are aware
of the situation and working on the same set of facts and assumptions.

Some of these organizations will need to know an incident occurred and what its potential
operational impact is at the national level, if any. While other organizations will require more
technical detail, to help them better protect their information assets for which they are
responsible.

3.10.8 Federal Agency Input (Feedback)

US-CERT created the Chief Information Security Officer (CISO) Forum to provide a trusted
venue for CISOs to collaborate and share effective practices, initiatives, lessons learned and
discuss particularly problematic or challenging areas in a trusted environment. The CISO Forum
meets in plenary sessions quarterly and holds separate working group meetings in the interim on
an as-needed basis. One working group is focused on Incident Reporting, Response, and
Management.
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4 MALICIOUS CODE ANALYSIS PROGRAM

4.1 Overview

A key component of the US-CERT’s effort is the Malicious Code Analysis Program. Malicious
code (e.g., viruses, worms, spyware, bots, trojan horses, and rootkits), other forms of attack tools,
and the vulnerabilities exploited when attacks occur present a real and present danger to the
security of U.S. information systems. Understanding the complete behavior of malicious code
and other attack tools is imperative to developing countermeasures or recommending courses of
action. To this end, the US-CERT works closely with cyber security experts in the federal
government, intelligence community, public and private sectors. Detailed analysis of attack
techniques and their impact to vulnerabilities allows for improved response times and the ability
to mitigate potential future risks. As an enhanced benefit, this information assists law
enforcement personnel in their efforts to identify the individual or individuals responsible for
production, modification, or distribution of malicious code. The US-CERT Malicious Code
Program includes the following elements.

4.1.1 Collection/Submission Program

Malicious code identified during the course of forensic type analysis involving compromised
systems and malicious code in general deemed non detectable by current and updated anti-virus
programs shall be sent to the US-CERT for further review. The malicious code analysis program
within the US-CERT has developed procedures for the safe collection and transmission of
samples to the US-CERT for analysis. To achieve this, agencies will need to submit these
samples to the US-CERT in the proper format. After all related binaries are identified, compress
the files into an archive (.zip or .rar format) and password protect the archive with the password
“infected” {all lowercase without quotes). Lastly, the resultant file should be renamed to an
“.usc” extension. The agency will then send the compressed, password protected, renamed file to
the following US-CERT email address for review: virus-submit(@us-cert.gov

Agencies submitting a properly formatted file will be notified by the US-CERT identifying their
submission with a specific ticket number assigned to their submission, and the results of a multi-
vendor anti-virus scan ran against the malicious code in question. In this manner agencies will be
able to ascertain if their submission was not detected by more than one type of antivirus
software, or perhaps if their vendor does not yet detect the malicious code in question. Malicious
code sent to the US-CERT that does not meet the submission criteria detailed above will be
quarantined by the US-CERT. Agencies having technical difficulties or questions about the
submission program should contact the US-CERT directly for further guidance.

The malicious code files in question will be made available to the larger malicious code analysis
community and to first responders as a means to safely and securely exchange information on
possible malicious code, unless otherwise directed. In addition, these samples will be combined
into a single repository for use in comparative analysis. Additionally, the US-CERT will utilize
all practical means to collect and analyze suspect code using available in-house capabilities.
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Below (Figure 4-1) is a flowchart that depicts how the US-CERT Malicious Code
Collection/Submission Program will work.
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Figure 4-1 US-CERT Malicious Code Collection/Submission Program

4.1.2 Malicious Code Lab

The malicious code analysis activity comprises a laboratory function that analyzes malicious
code and vulnerabilities and evaluates and develops counter measures. This function analyzes
software to understand the potential impacts of malicious code, analyzes weaknesses in software
that permit malicious code to operate, and supports collaboration with peer groups (particularly
US-CERT) doing similar work. Finally, it disseminates the analysis results to public and private
sector partners.

4.1.3 Reports of Analysis Activity

The malicious code analysis program will develop analysis reports aimed at informing the
response community about tools, techniques and post-mortem analysis of dissected malicious
code. These reports will focus on providing warning of impending threat, behavioral
information, protective measures, recovery procedures, and other course of action
recommendations.

4.2 Goal

To develop an in-house capability at the US-CERT to analyze malicious code to improve overall
understanding of current or emerging cyber threats. The US-CERT will become a premier
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capability for the timely analysis of suspected malicious code and the production of actionable
intelligence to aid incident response efforts.

4.3

4.4

4.5

Primary Objectives

Develop procedures for the safe and secure handling of malicious code samples in a
manner consistent with chain-of-evidence

Create the means to collect suspect code to facilitate investigation of samples

Maintain a streamlined capability to produce immediate actionable information, allowing
for more detail as additional facts emerge

Build a malicious code analysis lab to enhance analysis efforts and allow a more robust
environment for the dissection of malicious code and the cataloging of related
information

Produce detailed reports of analysis activity for the purpose of informing and educating
response personnel

Benefits
Increased awareness in the incident response community of the threat of malicious code

Timely and actionable information regarding emerging threats
Coordinated effort within community will speed analysis and remediation

Interdependencies and Inputs

US-CERT malicious code analysis will rely on close ties with other malicious code capabilities,
as well as with other US-CERT capabilities such as the forensics capability, to acquire samples
of malicious artifacts for examination.

Information on malicious code may come in the form of notifications to the US-CERT
operations center identifying Internet locations where code may be found, actual submissions of
sample code for analysis, interactions with external entities, or the collection efforts of the US-
CERT team.

4.6

Deliverables/Products

The US-CERT will:

maintain a repository of malicious code samples and associated information for the
purpose of cataloging and comparative analysis;

maintain a database tracking malicious actors by pseudonym, relationally linked by
behavior, group affiliation and other identifiable characteristics;

develop preventive and protective measures for use in the defense of systems and
response to incidents. These measures include, but are not limited to, IDS signatures,
access control lists (ACLs), firewall rules and other suitable actions;

identify and report characteristics unique to various pieces of malicious code that might
be used in the determination of origin, intent or motivation for the creation of such code;
report on new and novel attack techniques used in the exploitation of systems;

report on malicious code found in the wild to promote awareness and encourage
appropriate action;

work with the community to develop tools and techniques to nullify the effects of
exploits as they occur;
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4.7 Success Factors

A number of critical factors will contribute to the success of the malicious code analysis effort.
Chief among them are: 1) the ability to interface and interact with community peers on a
recurring basis; 2) the ability to stay abreast of the current state of the technology; 3) recognition
by peers as a worthwhile and productive contributor to the overall community effort to analyze
malicious code; and perhaps most importantly, 4) the establishment of trust relationships with
other malicious code analysis efforts that will foster a mutual working environment conducive to
the analytic process.
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5 EINSTEIN®

5.1 Overview

The Einstein Program is a partnership between US-CERT and federal community to aid agencies
in their ability to monitor and analyze network anomalies. Federal agencies will be required to
participate in this program that allows the US-CERT to better understand the broader trends
impacting the overall federal government in support of National Security Presidential Directive
Thirty-Eight, Homeland Security Presidential Directives Five and Seven, and the National
Strategy to Secure Cyberspace.

The Einstein Program is an automated process for collecting, correlating, analyzing, and sharing
computer security information across the Federal civilian government. By collecting information
at the Internet gateway of participating federal government agencies, the US-CERT builds and
enhances our nation’s cyber-related situational awareness. Awareness will facilitate identifying
and responding to cyber threats and attacks, and increases the resiliency of critical, electronically
delivered government services.

The Program supports Federal agencies’ efforts to protect their computer networks. System and
network administrators within each agency are responsible for guarding access to sensitive
information and computing infrastructure. During the past several years, network attacks and
disruptions have become increasingly common and occur at rates that prevent government
officials from managing risks effectively without a collective and collaborative information-
sharing program. Both statutory provisions and the Office of Management and Budget require
agencies to share incident and risk data with the US-CERT to accomplish these goals.

Most of the Federal government’s Internet-based services are provided individually by each
agency within its local jurisdictional boundaries, culture, and unique information system.
However, proper management of cyber risks requires that the agencies work collaboratively on
information security issues in order to foster situational awareness.

There are no established processes for automating information sharing of cyber vulnerabilities
and incidents. Currently, information reporting from Federal agencies to the US-CERT occurs
manually. As a consequence, the limited information exchange that does occur happens
primarily after the fact, when multiple systems in the Federal infrastructure already may have
been affected. Experience with recent cyber attacks has demonstrated that effective defenses
require accelerated information-sharing, analysis, and enhanced response preparation.

Federal agency partners are core to the functionality of the US CERT Einstein program. Each
federal agency administrator retains complete control of network data in strict accordance with
federal laws and polices. Agencies gather and subsequently share security data directly with the
US-CERT. In turn, the US-CERT prepares a strategic, cross-agency assessment, which is then
shared back with all federal civilian agencies. In return for sharing anomaly and security data,

* The name of the program is currently under review — ail references are for internal Government use only.

FOR OFFICIAL USE ONLY



87

federal civilian agencies are better positioned to protect their systems, save scarce resources, and
provide essential services.

5.2 Phased Approach

The Einstein Program is a three-phase effort. The first phase assessed the issues and solutions;
evaluated and tested candidate solutions; and the development of the program Privacy Impact
Assessment. The first phase concluded at the end of FY2004.

The second phase consists of developing all necessary program documentation and deploying the
candidate solution at 6-8 federal agencies. Additionally, this phase will develop a broader
understanding of the operational procedures and concepts by which the participating federal
agencies will interact with the US-CERT and address technical and policy integration issues.
The second phase will conclude at the end of FY2005 and provide the concrete information
necessary to select the best course of action for the third phase.

The third phase will address several operational implementation strategies to provide coverage
for the remaining federal agencies. These approaches will be based upon the conclusions
derived from phase two and will also allow for the addition of broader analysis tools.

Phase three will also give the US-CERT the opportunity to refine the operational processes and
procedures to better serve federal government agencies and render a more accurate cross
government perspective.

53 Technical Overview — Current Phase

The current phase is fielding the network flow analysis tool QRadar from Q1Labs to understand
the Internet threats to the federal community.

Participating agencies will receive at no charge the Q1 Labs QRadar product; hardware on which
to run this product; and technical support and training.

The collection systems will be deployed at the agency’s Internet Access Point (IAP) monitoring
traffic sent to and from the Internet. Due to varying data filtering policies across agencies,
Einstein must be deployed in front of the agencies Internet facing router or firewall. From this
vantage point, Einstein will passively create flows from a provided communication splitter
device or spanning port. The generated flows will be stored in a database kept at the agency.
This local storage will allow the agency’s security analysts to use the suite of analysis tools
provided to better understand their network.

The provided software will allow the agency to locally analyze network anomalies and behavior,
as well as, simultaneously sharing summary and statistical information with the US-CERT.

The summary and statistical information will be provided to the US-CERT over the Internet
through an encrypted connection. This shared information will have no packet payload
information, and will consist only of aggregated network flow records and traffic
characterizations. Furthermore, only traffic crossing the IAP will be observed. Hence, no
internal agency traffic should be visible to Einstein.

From this data sharing with the participants, the US-CERT will maintain a collection of
summary and statistical reports on which it will perform cross-agency analysis of network
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anomalies in near real-time. Analysis reports resulting from the cross-agency analysis will be
communicated to all federal agency participants.

5.3 Operational Capabilities and Benefits

The Einstein Program provides an efficient and cost-effective way to comply with legal
requirements and protect critical systems. In operating the Einstein Program, the US-CERT will
significantly strengthen the security posture of the federal government through increased
situational awareness. The US-CERT will provide both technical support and program
management.

US-CERT analysis will provide agencies with a better understanding of their current security
status as it relates to the overall government security status and the status of Internet security
generally. In addition, agencies will be able to perform analyses that will help to increase the
security and understanding of potential security problems on their networks. Einstein will help
agencies identify baseline network traffic patterns, configuration problems, unauthorized
network traffic, network backdoors, routing anomalies, and network scanning activities.

The following capabilities and benefits will be provided for network security engineers and
administrators to help address common security weaknesses and promote the cyber security of
government systems:

o Worm Detection: Sharing and collaborating on IT incidents, threat, and
vulnerabilities produces a sophisticated picture of attacks across the Federal.gov
domain.  The US-CERT provides this information directly to network
administrators for the benefit of department and agency systems protection.

o Anomalous Activity — In- and out-bound: Similarly, in culling out certain cross-
agency indicia — such as known criminal behavior or traffic that is highly
suggestive of criminal behavior — the capability offers directly to the department
and agency administrators an easy to understand picture on priority emergencies
and needs. In the absence of such information, administrators must continue to
rely on insufficient information to leverage scarce resources and to protect their
systems,

o Configuration Management: The US-CERT will be able to provide counsel on
configuration management options. Configuration challenges are fast becoming
one of the most difficult problems for agency administrators. The Einstein
Program offers information and options — based on a collective and collaborative
approach.

o Trends Analysis: The US-CERT uses the information collected and analyzed to
generate a cross-governmental trends analysis. The analysis offers to departments
and agencies an accurate and aggregate picture on the health of the Federal. gov
domain. The information is offered in real-time, and may include an assessment
of anomalous amounts of network traffic across the Federal.gov domain — or, in
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some cases, within a single agency. The data can also offer an aggregate
comparison on the health of the Federal.gov domain as compared to the Internet
or even portions of the national network.

Einstein will provide the US-CERT and Federal agencies with a capability to detect behavioral
anomalies within their networks. By analyzing the data and detecting these anomalies, the
ability to detect new exploits and attacks in cyberspace will be greatly increased. Enhancing the
ability to act swiftly in today’s rapidly changing electronic environment is essential to protect
government systems.

The following are examples of the various analytic processes and products that the Einstein
Program will produce to protect the participating Federal agencies:

o Determine the scope and impact of any specific worm across the Federal
government and how it relates to the Internet community at large;

o Detect anomalous network behavior or activities against the Federal government
and determine whether it’s a focused attack or part of a larger Internet-related
activity;

o Determine the level of impact and any damage associated with cyber attacks
against the Federal government;

o Diagnose specific Federal agency Internet traffic problems as they relate to the
much larger Internet backbone infrastructure;

o Pinpoint the apparent source responsible for any cyber-related attacks;

o Determine the cyber state of the Federal government in near real-time and its
interaction with the global Internet community;

o Compile an overall situational awareness of trends and traffic patterns for all
participating Federal agencies;

o Detect early warning and indications of emerging attacks and malicious
reconnaissance activities and adverse impact on Federal government agencies;
and

o Correlate system compromises within the Federal government.

5.4 Conclusion

One of the main goals of the Einstein Program is to improve the quality, quantity, and speed of
sharing information. By participating in the Einstein Program, Federal agencies will benefit by
raising the cyber situational awareness for their individual agency, contribute to their meeting
statutory requirements concerning information security, and contribute to the overall effort to
build the government cyber situational awareness.
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In addition, agency participation assists US-CERT in determining the best ways to help agencies
protect themselves, and contributes to the ability of US-CERT to provide timely alert and
warning information to government.

Federal agency participation is paramount to the overarching situational awareness capabilities
the Einstein Program can offer and its collaborative benefits. The use of this automated analysis
capability by the Federal government agencies represents one way that the US-CERT is
leveraging current operational technology to significantly increase the overall situational
awareness of our Nation’s Cyberspace, as well as, the Internet community at large.
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APPENDIX A

A HSIN/US-CERT PORTAL

A1l Overview

The HSIN/US-CERT Portal is more than an incident reporting mechanism it is an information
dissemination mechanism to communicate relevant cyber information. Through a suite of tools
such as secure messaging, forms, secure chat rooms, alerts and shared libraries US-CERT is able
to push necessary information to a broad or targeted audience. For example, if the US-CERT
Operation Center assigns a severity rating of 5 to a piece of cyber security information, using the
alert function in the HSINS/US-CERT Portal would be appropriate because the alert tool would
be the quickest way to push that critical information to a portal user.

To submit information securely, US-CERT has established the HSIN/US-CERT Portal, a secure,
web-based collaborative system that allows members to communicate and collaborate on a real
time, 24x7 basis about emerging cyber threats and vulnerabilities. Agencies can request a portal
account by going to the HSIN/US-CERT Portal homepage (https:/gfirst.us-cert.gov) and
clicking on the “here” tab underneath the login field.

The portal contains four forums that portal members can use to collaborate on a real-time basis
as necessary. The forums provide an opportunity for members to discuss suspicious activity, ask
for advice, post news articles and discuss topics of interest with other members. Forums have
the ability to be established for a specific audience or can be created so that access is granted for
everyone. Both US-CERT Operations team and individual members of the portal have the
ability to create a new thread, as they would like.

The forums are: 1) Emerging Threats Forum, 2) Malware Code Analysis Forum, 3) Incident
Response Forum, and 4) Vulnerabilities Forum. Information is posted to each respective forum
as soon as new information is made available.

A.1.1 Emerging Threat Forum

The Emerging Threat Form focuses on anomalies and events that users and the US-CERT Watch
identify as possible threats. Discussion may include analysis of “spikes™ on certain ports, the
relevance of such anomalies, and probable causes. Sample threads include: “Odd Scans,” “X
Worm,” “Port X Spike,” “New Variant,” etc. A thread can be started by either US-CERT or a
member organization. To receive notification of a new thread, members can subscribe to a forum
by clicking on the “subscribe” link in the portal.

A.1.2 Malware Code Analysis Forum

The Malware Code Analysis Forum focuses on the methods, tools, and other topics related to
malware and the analysis of malicious code. This is an ideal place for malware experts to share
information regarding new exploits in the wild such as payload, method of propagation, impact,
breath of distribution, and speed of propagation.

A.1.3 Incident Response Forum

The Incident Response Forum focuses on response to cyber security events and how various
incident response teams are handling them. Discussions in this forum may also include the
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practices, procedures, and metrics that different organizations have found effective. Unless
specifically mentioned by a portal member, US-CERT does not disclose any information about
any specific organization or government agency to protect individual’s identities. Information
provided will be in actionable, general terms.

A.1.4 Vulnerabilities Forum

The Vulnerabilities Forum focuses on recent vulnerabilities and various strategies for response
and prevention. The discussion may include input about vulnerabilities effect, impact, and
lessons learned.

FOR OFFICIAL USE ONLY
-32-



93

APPENDIX B

B CYBER FORENSICS TRAINING

B.1  Overview

There are many emerging technologies that incident response teams have to stay current with in
order to conduct incident analysis to determine if a cyber event was a policy violation, possibly
criminal, or malicious in nature such as a worm or new virus. This includes determining how the
cyber event was executed.

In order to determine the nature of the incident a forensic effort must be undertaken at the host,
network, or device level. These efforts are often tedious and require special tools, techniques,
and time to conduct. Not all agencies have the required tools, forensic personnel, and ability to
conduct forensic analysis. US-CERT will develop a training program partnering with CERT/CC
and Law Enforcement to increase agency’s forensic capabilities. This will increase the number
of forensic subject matter experts and increase response times within agencies due to having
trained personnel.

In FY06/07 US-CERT will further enhance this program by maintaining a list of forensic subject

matter experts, including US-CERT personnel, and provide specialized equipment or forensic
tools that agencies can leverage during the analysis of a cyber event impacting their organization.

B.2  Objectives
It is the intent of US-CERT to assist agencies with the following activities;
1. Forensic Education Program which will go over the following topics
a. Overview of Forensic tools, how to utilize them, and which ones are
applicable for a particular device, host operating system, and used in

conducting network forensics

b. Forensic techniques based on best practices from incident response teams &
law enforcement examiners

c. Policy and Procedure development
d. Expert witness training
2. Forensic Policy & Procedural Development
a. Assist agencies in developing formal forensic policies and procedures for their

parent organization by making available templates and best practices on cyber forensics
through NIST & US-CERT
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B.3  Primary Benefits

1. US-CERT will develop and offer a training program in partnership with CERT/CC to
increase agency capabilities by teaching cyber forensic techniques, forensic tools, and how to
follow the digital forensic trail.

2. Agencies that need assistance can utilize trained subject matter experts or US-CERT
personnel to help reduce forensic work load in order to wrap up cyber investigations that might
involve policy violations, cyber incidents, and identification of malware.

3. US-CERT will acquire and provide loaner forensic equipment including a forensic
laboratory in which agencies can have access to tools that they might not otherwise have access
to due to fiscal constraints.
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APPENDIX C

C CNDSP PROGRAM

C.1  Overview

US-CERT has the opportunity to effectively implement the National Strategy to Secure
Cyberspace, increase partnerships with other agencies, and provide a more secure environmerit
for the U.S. government. Significant progress in these areas can be accomplished by
administering a Computer Network Defense Service Provider (CNDSP) Accreditation Program
similar to what the Department of Defense has implemented.

This effort would be a cooperative, iterative, program between National Institute of Standards &
Technology (NIST), Department of Homeland Security (DHS), Office of Management &
Budget, Federal Incident Response Teams (GFIRST), and the DoD.

The first phase is to adapt the program from the Defense community to the Federal Agency’s
security requirements through a collaborative effort. Then US-CERT, in partnership with
CERT/CC, will conduct a self assessment of US-CERT, develop an improvement plan, and
implement the necessary changes. Once completed an independent organization will evaluate
US-CERT to become an accrediting authority for conducting CNDSP reviews.

The next phase will be to evaluate Department Level Incident Response Teams after they have
gone through a self assessment and made improvements according to the evaluation criteria of
the CNDSP. Once they are evaluated by US-CERT they will become an accrediting authority
for their Department and will then evaluate their Bureau Incident Response Capabilities.

This program will provide clear performance metrics, consistency across incident response
teams, including all operational procedures and process are documented. In addition, it will
provide the opportunity to ensure that contractor services are adequately secure and that a
capable mechanism is in place to detect, report, and share information on vulnerabilities which
were identified as common government wide security performance gap by OMB.

C.2  Objectives
It is the intent of US-CERT to assist agencies with the following activities;

1. Develop and implement a Computer Network Defense Service Provider (CNDSP)
program for the government.

!\)

Test and adapt metrics for application to federal agencies through pilot program.
3. Refine scoring metrics based on results of the pilot program.

4. Develop a government wide implementation strategy.
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5. Perform scheduled evaluations of CNDSP capabilities in the government.

6. Provide process improvement plans and assistance to help federal government teams
meet the government standard.

7. Improve and refine the program for federal government.

C.3  Primary Benefits
1. Improve the security posture of government information systems and networks by:

a. Standardizing incident response actions across the government.
b. Improving level of support provided by incident response providers.

¢. Insuring the readiness of government incident response teams to handle cyber
events in a consistent manner

2. Establish a baseline standard for capabilities that should exist within federal
government incident response capabilities

Assist agencies with developing and implementation of process improvement plans in order to
ensure that they meet the government standard baseline for CNDSP.
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APPENDIX D

b GLOSSARY

CERT
CERT/CC
CIO
CISO

cM
CNDSP
CONOPS
COTR
CSIRC
CSIRT

DHS
DHS/IA
DHS/IP
DNS
DoD
DoS

FIN
FISMA

GFIRST

HSIN
HSOC
HSC

IAIP
IAP
IC
ICD
DS

C
Computer Emergency Response Team
Computer Emergency Response Team Coordination Center
Chief Information Officer
Chief Information Security Officer
Configuration Management
Computer Network Defense Service Provider
Concept of Operations
Contracting Officer Technical Representative
Computer Security Incident Response Center
Computer Security Incident Response Team

D
Department of Homeland Security
Department of Homeland Security Information Analysis
Department of Homeland Security Infrastructure Protection
Domain Name Service
Department of Defense
Denial of Service

F
Federal Information Notice
Federal Information Security Management Act

G
Government Forum of Incident Response Security Teams

H
Homeland Security Information Network
Homeland Security Operations Center
Homeland Security Council

I
Information Analysis and Infrastructure Protection
Internet Access Point
Intelligence Community
Infrastructure Coordination Division
Intrusion Detection System
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ISAC
ISP

IT
IT-ISAC

JTF-GNO

MS-ISAC

NAC
NASCIO
NCRCG
NCS
NCSD
NICC
NIPP
NIST
NOC
NSC

OMB
OVP

PGP
PSD

SSC
SOC
SOP
SPO

TSA
TSOC

Uus
US-CERT
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Interagency Incident Management Group

Information Sharing and Analysis Center

Internet Service Provider

Information Technology

Information Technology Information Sharing and Analysis
Center

J
Joint Task Force Global Network Operations

M
Multi-State Information Sharing and Analysis Center

N
Nebraska Avenue Complex
National Association of State Chief Information Officers
National Cyber Response Coordination Group
National Communications System
National Cyber Security Division
National Infrastructure Coordinating Center
National Infrastructure Protection Plan
National Institute of Standards and Technology
Network Operations Center
National Security Council

O
Office of Management and Budget
Office of the Vice President

P
Pretty Good Privacy
Protective Service Division

S
Sector Coordinating Council
Security Operations Center
Standing Operating Procedures
Strategic Partnership Office

T
Transportation Security Administration
Transportation Security Administration Security Operations
Center

U
United States
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Protecting the Federal Government's Information Systems and the Nation's Critical Infrastructure

1. whether the agency is on track with respect to its improvement plans

For Federally controlled information systems and Federally controlled systems supporting
critical infrastructure:

Identified goals have been reached for two out of eleven performance measures:

s The percentage of systems assigned a risk impact level is 92%. The FY06 goal
was 80%.

o IGs at 18 out of 25 agencies have verified agency oversight of contractor systems.
The FY06 goal was 18 agencies.

Improvements in performance have been achieved for two out of the nine remaining
performance measures:

o Implementation of the Einstein tool

o Planning for the Information Systems Security Line of Business
Decreases in performance have been seen in the following two metrics:

s Testing of security controls

» Testing of contingency plans
Agencies have demonstrated mixed performance on the following metric:

e System certification and accreditation (the overall rate dropped slightly but the
rate for high impact systems increased)

There has been no change in the following four metrics:
e G verification of the plan of action and milestone process
s IG assessment of the certification and accreditation process
o Implementation of security configurations

* Government wide contracts for contractor security hardware, software and
services
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In accordance with OMB Instructions for Preparing the Federal Information Security
Managenient Act Report, agencies will submit third quarter FY06 FISMA data on June 15. This
data may reflect improvement in agency security performance.

For the Nation’s Critical Infrastructure

DHS-NCSD is on track for the development of the IT Sector Specific Plan and the related
components outlined on page 8 of the High Risk Plan.

2. major deliverables the agency has accomplished in the last six months

For Federally controlled information systems and Federally controlled systems supporting
critical infrastructure:

* The percentage of high impact systems with a certification and accreditation has
increased from 88% to 90%. The C&A goal for high impact systems is 95% by
the end of FY06.

e The Einstein detection tool is undergoing certification and accreditation at one
additional agency. Five installations have been completed to date. The FY06
goal is eight installations.

e On June 7", OMB signed a designation letter making DHS the managing agency
for the Information Systems Security Line of Business. DHS has initiated staffing
for the program management office. Plans to create shared service centers for
security training and FISMA reporting are proceeding.

» The following performance metrics remain unchanged.

o IGs at 19 out of 25 agencies verify the effectiveness of the Plan of Action
and Milestone process. The FY06 goal is 20 agencies with an effective
Plan of Action and Milestone process.

o IGsat 17 out of 25 agencies continue to rate certification and accreditation
programs as “good” or “satisfactory”. The FYO06 goal is 20 agencies with
a satisfactory or better process.

o 22 agencies have an agency-wide security configuration policy. The goal
is for 70% of all systems and 80% of high impact systems to implement
security configurations.
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o There has been no increase in the number of government wide contracts
available for security hardware, software and services. The goal is three
contracts by the end of FY06.

For the Nation’s Critical Infrastructure

No deliverables on the High Risk Plan for the IT Sector Specific Plan were due in the last six
months. However, DHS-NCSD is on a good trajectory to meet the Q1 and Q2 FY07 items. (As a
reminder, our dates were revised based on the new dates for the NIPP. The IT Sector Specific
Plan dates were pushed by 6 months since the NIPP release was also pushed by 6

months.) DHS-NCSD is actively engaged with 1T Sector Coordinating Council and Government
Coordinating Council to develop the IT Sector Specific Plan. The first annotated outline has
been developed and is undergoing public and private sector review/comment. A jointly
developed delivery schedule has also been created that DHS-NCSD is aggressively pursuing
with public and private IT sector partners for delivery of the IT Sector Specific Plan and its
components in December 2006 (Q1 FY07).

3. major promised deliverables the agency failed to accomplish in the last 4 months

For Federally controlled information systems and Federally controlled systems supporting
critical infrastructure:

s Certification and accreditation

o The overall percentage of systems with a certification and accreditation
has dropped one percentage point to 84%. The goal is for 90% of all
systems to be certified and accredited by the end of FY06.

¢ Contingency Plans

o Testing of contingency plans has decreased from 61% to 58%. The goal is
for 65% of all contingency plans to be tested by the end of FY06.

o Testing of contingency plans for high impact systems stands at 63%. The
goal is for 95% of contingency plans for high impact systems to be tested
by the end of FY06.

» Testing of sccurity controls

o The percentage of agency systems with tested security controls has
dropped from 72% to 67%. The goal for testing all systems is 85% by the
end of FY06.

o The percentage of high impact systems with tested security controls is
70%. The goal is 95% of high impact systems by the end of FY06.
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For the Nation’s Critical Infrastructure:

None

4. whether GAO has been adequately consulted on agency plans to address the area

For Federally controlled information systems and Federally controlled systems supporting
critical infrastructure:

Yes, OMB coordinates with GAO on the status of agency security programs. OMB regularly
meets with GAO to discuss the findings of GAQ information security reviews. Each March
OMB prepares an annual report to Congress on agency compliance with the Federal Information
Security Management Act. GAO analyzes this data as well.

For the Nation’s Critical Infrastructure

Through OMB, the GAQ has been consulted and kept apprised of the status of the High Risk
Plan action items. :

5. any suggested intervention Clay or Robert could provide to improve progress in the
area,

None at this time
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Protecting the Federal Government’s Information Systems and the Nation’s Critical
Infrastructures

OMB Contact: Kim Johnson (202-395-7232)
DHS Owner: Andy Purdy (703-235-5125)

DHS Contact: Andy Purdy (703-235-5125)
GAO Contacts: Joel Willemssen (202-512-6408)

Scope: Protecting federal computer systems and the systems that support critical infrastructures.

Overali: Develop a long-range plan to improve the effectiveness and efficiency of information
security programs.

Short-Term: Within two years, for Federally controlled information systems and Federally
controlled systems supporting critical infrastructures, OMB, DHS, NIST, and national security
authorities will work with the departments and agencies to reduce risk through better planning for
and more consistent implementation of security controls and improved performance measurement
of agency security programs and processes.

For information systems supporting critical infrastructures beyond Federal control within two
years, DHS will finalize and implement the National Infrastructure Protection Plan (NIPP) and
the Information Technology Sector Specific Plan (IT SSP). These plans provide the risk
management framework for reducing vulnerabilities, deterring threats, and minimizing
consequences of attacks to critical infrastructure and key resources. The NIPP and IT SSP are
discussed in more detail on page 6.

Focus areas for Federally contrelled information systems and Federally controlled systems
supporting critical infrastructures:

1. Increase compliance with the Federal Information Security Management Act (FISMA),
HSPD-7, and guidance concerning agency continuity of operations and national
security/emergency preparedness telecommunications through:

e Integrating requirements of FISMA, HSPD-7, FEMA guidance and NCS Directives
to simplify processes and promote consistent implementation across government,

s Continue to define and prioritize Federally controlled information systems by risk
levels,

e Increase the number of IT systems meeting key FISMA performance measures, and

* Improve the quality of agency FISMA processes through increased qualitative
assessments by agency Inspectors General and other independent experts as
appropriate.

2. Promote more cost effective implementation of key security controls through developing
common security solutions.
s Achieve greater efficiency and effectiveness through standardizing and sharing
capabilities, skills, and processes across government, to the maximum extent
practicable (i.e., implementing the Information Systems Security Line of Business)
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Process for Federally controlled information systems and Federally controlled systems
supporting critical infrastructures

1. OMB/DHS provide major initiatives and goals for each focus area.

2. OMB/DHS identify milestones for meeting goals for initiatives identified.

3. OMB/DHS indicate what metrics will be used to measure improved performance.
4, OMB/DHS concurrence on goals, milestones, and metrics.

5. Senior DHS leadership buy-in obtained.

6. Monitor progress with quarterly staff meetings and quarterly/semi-annual updates.
7. Quarterly and semi-annual reports will be prepared as applicable.

Responsible Organizations:

For Federally controlled information systems and Federally controlled systems supporting critical
infrastructures -~ the Office of Management and Budget through the Administrator, Office of E-
Government and Information Technology and the Department of Homeland Security through the
Assistant Secretary for Infrastructure Protection and Director of National Cyber Security Division
are responsible for identifying the goals and overseeing the initiatives cited in this Plan, but
effective execution largely depends on departments and agencies.

For information systems and systems supporting critical infrastructures beyond Federal control,
the Department of Homeland Security through the Director, National Cyber Security Division is
responsible for identifying the goals and overseeing the initiatives cited in this Plan, but effective
execution is beyond Federal control depending on actions by private sector owners and operators.

Goals for Federally controlled information systems and Federally controlled systems
supporting critical infrastructures:

The goals under this plan are to improve the protection of Federally controlled information

systems and Federally controlled systems supporting critical infrastructures using the following

measures and others to be developed later to:

¢ Determine immediate and root causes of current information security vulnerabilities and
gaps,

e Provide leadership and direction for mitigating the risk from these vulnerabilities and gaps,

e Implement a set of risk-based, cost-effective controls and measures to adequately protect
information and Federally controlled information systems, and

®  Adapt to rapidly changing technologies and risk environments.

Metrics and Baselines 3™ Quarter FY05 Status 2™ Quarter FY06 Status

Metric Federal Departments and Federal Departments and
Agencies Agencies

FISMA compliance- 79% of systems certified 84% of systems certified

Certification and and accredited and aceredited

accreditation

FISMA compliance -- IGs rate 15 agencies as IGs rate 17 agencies as

Certification and having good or satisfactory | having good or satisfactory

accreditation processes processes
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FISMA compliance-- Plan
of action and milestone

1Gs verify the process at 18
agencies to remediate IT
security weaknesses

1Gs verify the process at 19
agencies to remediate IT
security weaknesses

FISMA compliance - Sporadic/low levels of Sporadic/low levels of
Incident handling reporting by some agencies | reporting by some agencies
FISMA compliance -- Einstein incident detection | Einstein incident detection
Incident handling tool installed by tool installed by
DHS/NCSD at 2 DHS/NCSD at 5
Departments and agencies | Departments and agencies
FISMA compliance -- Baseline data from agencies | 92% of systems assigned a

Categorization of systems
by risk impact level

not currently available.

risk impact level.

FISMA compliance -- 57% of contingency plans 58% of contingency plans

Tested contingency plans tested on an annual basis tested on an annual basis.

FISMA compliance -- 76% of systems have 67% of systems have

Tested security controls security controls tested on security controls tested on
an annual basis an annual basis.

FISMA compliance -- 1Gs verify that 16 agencies | 1Gs verify that 18 agencies

Agency oversight of have used appropriate have used appropriate

contractor systems

methods to ensure that
contractor provided
services are adequately
secure

methods to ensure that
contractor provided
services are adequately
secure.

IT systems installed and
maintained in accordance
with security
configurations.

Baseline data will be
available September 15,
2005

22 agencies have an agency
wide security configuration
policy.

Efficiency — information
systems security line of
business

FY07 business case
currently in development.
OMB established steering
group to govern

DHS designated managing
agency for the line of
business. Staffing for the
program management

implementation. office is underway.
Efficiency ~ development 1 contracting vehicle for 1 contracting vehicle for
of contracting vehicles for security training (USA security training (USA
security hardware, software, | Learning) Learning).

and services

Efficiency — Establishment
of Centers of Excellence for
IT security products and
services

None currently established

None currently established.

Metrics and Fiscal Year Targets for Federal information systems:

Metric FY2006 FY2007 FY2008
FISMA 90% 90% 95%
compliance-

percentage of (95% of high (100% of high | (100% of high
systems certified | risk systems) risk systems) risk systems)




106

and accredited

FISMA
compliance --
Agencies with
good or higher
certification and
accreditation
processes

20

22

24

FISMA
compliance—
agencies with
verified
processes to
remediate IT
security
weaknesses
(plans of action
and milestones)

20

22

24

FISMA
compliance --
Incident
handling -
agencies with
automated
intrusion
detection tool
(Einstein)

16

24

FISMA
compliance --
Categorization
of systems by
risk impact level

80%

100%

100%

FISMA
compliance -~
Tested
contingency
plans

65%

(95% of high

risk systems)

80%

(100% of high

risk systems)

90%

{100% of high
risk systems)

FISMA
compliance --
Tested security
controls

85%

(95% of high
risk systems)

90%

(100% of high
risk systems)

95%

(100% ot high
risk systems)

FISMA
compliance —~
Agencies using
appropriate
methods to
ensure
contractor
provided
services are

18

20

24
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adequately

secure

FISMA security security security

compliance -- IT | configurations | configurations | configurations

systems installed | implemented implemented implemented

and maintained | for greater than | for greater than | for greater than

in accordance 70% of the 80% of the 96% of the

with security systems systems systems

configurations. inventory inventory inventory
(80% of high (100% of high | (100% of high

risk systems)

risk systems)

risk systems)

Efficiency —
government
wide contracts
available for
security
hardware,
software, and
services

3 government
wide contracts
available

5 government
wide contracts
available

7 government
wide contracts
available

Efficiency ~
Establishment of
Centers of
Excellence for
IT security
products and
services

0 {planning
phase)

Initiatives:

OMB’s major initiatives and the focus areas to which they contribute are shown below.

Initiative FISMA Cost effective
compliance implementation

Security Line of X

Business

A-11 Budget Process X

FISMA reporting X

President’s X

Management Agenda

Methodology for Evalunation:

The initiative lead is responsible for the initial assessment of the validity of the data for each of
the initiatives and for tracking progress of the initiative. OMB and DHS will monitor the validity
of the data as part of initiative implementation and reporting metrics as defined. Additionally, as
needed independent groups (such as Inspectors General, GAO, and other experts) will validate

data during planned engagements.

Focus areas for Nation’s Critical Infrastructures
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Homeland Security Presidential Directive-7 (HSPD-7), Critical Infrastructure Identification,
Prioritization, and Protection issued by the President on December 17, 2003, mandated
development of a National Infrastructure Protection Plan (NIPP) as the primary vehicle to guide
implementation of the United States’ policy for enhancing protection of the nation’s critical
infrastructure and key resources (CKR). The Department of Homeland Security (DHS) is
charged with developing the NIPP, which is currently in draft form and under internal review by
DHS. :

The NIPP provides an integrated, comprehensive approach to addressing physical, cyber, and
human threats and vulnerabilities to address the full range of risks to the Nation. The Plan is
based upon a risk management framework that prioritizes CI/KR protection activities based on
threats, vulnerabilities, and consequences. It provides a roadmap for identifying C/KR assets,
assessing vulnerabilities, prioritizing assets, and implementing protection measures in each
infrastructure sector, including the Information Technology (IT) Sector.

The purpese of the Plan is to provide the process and mechanisms to prioritize protection across
sectors, so that resources are applied where they offer the most benefit for reducing vulnerability,
deterring threats, and minimizing consequences of attacks. The NIPP defines roles and
responsibilities for carrying out these activities and involves the integrated, coordinated support
of Federal departments and agencies; State, local, and tribal entities; and public and private sector
assets owners and operators, and international entities.

When completed, the NIPP and its component Sector Specific Plans, including the IT Sector
Plan, will serve as the foundations for addressing the challenges to securing the nation’s critical
information infrastructure as identified by GAO. Specifically, the NIPP and IT Sector Plan
address the GAO-identified actions for policy and guidance, trusted relationships, analysis and
warning, and information sharing incentives that are discussed below.

1. Policy and guidance:

* Develop a comprehensive and coordinated national plan to facilitate CIP that clearly delineates
the roles and responsibilities of federal and nonfederal CIP entities, defines interim objectives and
milestones, sets time frames for achieving objectives, and establishes performance measures.

2. Trusted relationships:

+ develop productive relationships within the federal government and between the federal
government and state and local governments and the private sector.

3. Analysis and Warning Capability:

* Improve the federal government’s capabilities to analyze incident, threat, and vulnerability
information obtained from numerous sources and share appropriate, timely, and useful warnings
and other information concerning both cyber and physical threats to federal and nonfederal
entities.

4.Information sharing incentives:

* Provide appropriate incentives for nonfederal entities to increase information sharing with the
federal government and enhance other CIP efforts.

In addition, the NIPP and IT Sector Plan will address several of the GAO findings contained in
GAO-05-827T “Critical Infrastructure Protection: Challenges in Addressing Cybersecurity”
dated July 20, 2005. The NIPP and IT Sector Plan will increase awareness about cyber security
roles and capabilities, facilitate effective partnerships with stakeholders, and improve two-way
information sharing with these stakeholders.

Process:
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1. DHS provide major initiatives and goals for each of the four focus areas.

2. DHS to identify milestones for meeting goals for initiatives identified.

3. DHS indicate what metrics will be used to measure improved performance.

4. OMB/DHS concurrence on goals, milestones, and metrics.

5. Clay Johnson/Bob Stephan/Andy Purdy meeting to obtain senior DHS leadership buy-in

6. Monitor progress with monthly staff meetings and quarterly updates.

7. A day of briefings will be held in August 2005 with quarterly reports beginning in October
2005.

Responsible Organizations:

The DHS Office of Infrastructure Protection and National Cyber Security Division are
responsible for identifying the goals and overseeing the initiatives cited in this Plan, but depend
on the DHS Preparedness Directorate and other entities to implement the initiatives and measure
their results.

Goals:

DHS’s goals under this plan are to improve the protection of the nation’s critical infrastructures
using the following measures and others to be developed later. Initial metrics are framed around
process or outputs in developing plans and completing milestones. As the National Infrastructure

Protection Plan (NIPP) and IT Sector Specific Plan (SSP) mature, outcome metrics will be
developed and used in place of the following process-oriented metrics.

Metrics and Baselines - FY 2006 (End of Year):

Initiative

Milestone

Completion Date

NIPP

Develop NIPP base plan to serve as
guiding framework for securing critical
infrastructures {Note: the draft NIPP
addresses the four focus areas and
provides initiatives and goals that are
directly relevant.)

Finalized NIPP Base Plan

Q3 FY06

Develop Core metrics and Sector
Specific metrics for NIPP performance
measurement in collaboration with
partners

NIPP Metrics Identification

Q1 FY07

Develop performance measurement
levels associated with each metric in
collaboration with partners

Performance Measurement
Thresholds/Levels

O1 FY07

Develop data collection methods in
collaboration with partners

Data Collection
Methods/Tools

QI EFY07

Identify metrics best practices already
in use by some Sector Specific
Agencies(SSA)

Metrics Best practices

QI FY07

Collect the necessary data to
assess/measure performance of each
SSA

Sector Assessments

Annually, once first
baseline assessment is
conducted

Assess all sectors together to develop National CI/KR Protection Annually
national assessment of the “state of Annual Report

CIP”

Develop updates to metrics on a regular | Performance Metrics Updates | Annually

basis
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IT Sector Specific Plan (SSP)

Develop a framework and process for IT Sector Metrics Framework | Q1 FY07
developing IT sector-specific metrics

Develop IT sector-specific metrics in IT Sector Metrics document Q1 FY07
collaboration with partners

Develop data collection and reporting Metrics procedures and Q2 FY07
processes and tools protocols document

Develop IT Sector vulnerability Vulnerability Assessment Q1 FYQ7
assessment methodology Methodology

Identify protective measures for Protective Measures Guidance | Q1 FY07
nationally critical IT Sector assets to

mitigate vulnerabilities

Update [T SSP as part of annual review | Revised IT SSP Q1 FY07
process

Continue to provide cross-sector cyber | Review and comment on Q1 FY07
security support to various SSAs and cyber components of other

federal agencies in their CIP efforts SSPs

Metrics and Fiscal Year Targets:

As DHS continues to finalize the NIPP and [T SSP, metrics and fiscal year targets are being

developed. The processes and plans for developing these metrics under the NIPP and IT SSP are
attached. Note that these are in pre-decisional, draft format and are currently undergoing internal

DHS review.

Initiatives:

DHS’s major initiatives and the focus areas to which they contribute are shown below.

Initiative Policy & Trusted Analysis & Information
Guidance Relationships Warning Sharing

Capabilities Incentives

NIPP X X X X

IT Sector X X X

Specific Plan

(8SP)

Methodology for Evaluation:

The initiative lead is responsible for the initial assessment of the validity of the data for each of
the initiatives and for tracking progress of the initiative. DHS components will establish a
methodology for monitoring the validity of data as part of initiative implementation and reporting
metrics as defined. Additionally, as needed independent groups (such as contractors, DHS IG,
and GAO) will vahdate data during planned engagements.
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Why GAO Did This Study

Since the early 1990s, growth in the
use of the Internet has
revolutionized the way that our
nation communicates and conducts
business. While the Internet
originated-as a.U.S: government-
sponsored research project; the
vast majority of its infrastructure is
currently owned and operated by
the private sector. Federal policy
recognizes the need to prépare for
debilitating Internet disruptions
and tasks the Department of
Homeland Security (DHS) with
developing an integrated
public/private plan for Internet
recovery.

GAO was asked to summarize its
report being released today—
Internet Infrastructure: DHS
Faces Challenges in Developing ¢
Joint Public/Private Recovery
Plan, GAO-06-672 (Washington;
D.C.: June 16, 2006). This report (1)
identifies examples of major
disruptions to the Internet, (2)
identifies the primary laws and
regulations governing recovery.of
the Internet in the event.of-a major
disruption; (3) evaluates DHS plans
for facilitating recovery from
Internet disruptions; and:(4) y
assesses challeniges to such efforts.

What GAO Recommends
Initsreport, GAO suggests that
Congress consider. clarifying the
legal framework guiding fritermet
recovery and makes:
recommendationsto DHS to
strengthenits ability to help
recover {fronvInternet disruptions.

In written comments, DHS agreed . -

with GAO's recommendations:
www.gao.gov/cgi-bin/getipt? GAO-06-863T.

To view the full product, including the scope
and methodology; lick onthe fink above.
For more information contact David Powner
at (202) 512-9286 of pownerd@gao.gov.
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INTERNET INFRASTRUCTURE

Challenges in Developing a Public/Private
Recovery Plan

What GAO Found

A major disruption to the Internet could be caused by a physical incident
(such as a natural disaster or an attack that affects key facilities), a cyber
incident (such as a soffware malfunction or a malicious virus), or a
combination of both physical and cyber incidents. Recent physical and cyber
incidents, such as Hurricane Katrina, have caused localized or regionat
disruptions but have not caused a catastrophic Internet failure.

Federal laws and regulations that address critical infrastructure protection,
disaster recovery, and the telecommunications infrastructure provide broad
guidance that applies to the Internet, but it is not clear how useful these
authorities would be in helping o recover from a major Internet disruption.
Specifically, key legislation on critical infrastructure protection does not
address roles and responsibilities in the event of an Internet disruption.
Other laws and regulations governing disaster response and emergency
communications have never been used for Internet recovery.

DHS has begun a variety of initiatives to fulfill its responsibility for
developing an integrated public/private plan for Internet recovery, but these
efforts are not complete or comprehensive, Specifically, DHS has developed
high-level plans for infrastructure protection and incident response, but the
components of these plans that address the Internet infrastructure are not
complete. In addition, the department has started a variety of initiatives to
improve the nation's ability to recover from Internet disruptions, including
working groups to facilitate coordination and exercises in which government
and private industry practice responding to cyber events. However, progress
to date on these initiatives has been limited, and other initiatives lack time
frames for completion. Also, the relationships among these initiatives are not
evident. As a result, the government is not yet adequately prepared to
effectively coordinate public/private plans for recovering from a major
Internet disruption.

Key challenges to establishing a plan for recovering from Internet
disruptions include (1) innate characteristics of the Internet that make
planning for and responding to disruptions difficult, (2) lack of consensus on
DHS's role and when the department should get involved in responding to a
disruption, (3) legal issues affecting DHS's ability to provide assistance to
restore Internet service, (4) reluctance of many in the private sector to share
information on Internet disruptions with DHS, and (5) leadership and
organizational uncertainties within DHS. Until these challenges are
addressed, DHS will have difficulty achieving results in its role as a focal
point for helping the Internet to recover from a major disruption.

United States Government Accountability Office
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Mr. Chairman and Members of the Subcommittee:

Thank you for the opportunity to join today’s hearing on reconstitution of
critical networks such as the Internet. Since the early 1990s, increasing
computer interconnectivity—most notably growth in the use of the
Internet—has revolutionized the way that our government, our nation, and
much of the world communicate and conduct business. Our country has
come to rely on the Internet as a critical infrastructure supporting
coramerce, education, and communication. While the benefits of this
technology have been enormous, this widespread interconnectivity poses
significant risks to the government’s and our nation’s computer systems
and, more importantly, to the critical operations and infrastructures they
support.

Federal regulation establishes the Department of Homeland Security
(DHS) as the focal point for the security of cyberspace—including
recovery efforts for public and private critical infrastructure systems.'
Additionally, federal policy recognizes the need to be prepared for the
possibility of debilitating Internet disruptions and tasks DHS with
developing an integrated public/private plan for Internet recovery.? Last
July, we testified before you on DHS's responsibilities for cybersecurity-
related critical infrastructure protection.” In that testimony, we discussed
the status of DHS's efforts and challenges faced by DHS in fulfilling its
responsibilities. We reported that DHS had much work ahead of it. Ina
related report, we recommended that DHS prioritize cybersecurity-related
responsibilities—including establishing recovery plans for key Internet
functions.’

As requested, our testimony summarizes a report we released that (1)
identifies examples of major disruptions to the Internet, (2) identifies the
primary laws and regulations governing recovery of the Intemet in the

"Homeland Security Presidential Directive 7: Critical Infrastructure Identification,
Prioritization, and Protection {Dec. 17, 2003).

“The White House, NaZional Strategy to Secure Cyberspace (Washington D.C.: February
2003).

*GAQ, Critical Infrastructure Protection: Challenges in Addressing Cybersecurity,
GAO-05-827T (Washington, D.C.: July 19, 2005),

*GAO, Critical Infrastructuwre Protection: Department of Homeland Security Faces

Challenges in Fulfilling Cybersecurity Responsibilities, GAO-05-434 (Washington, D.C.:
May 26, 2005).

Page 1 GAO-06-863T
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event of a major disruption, (3) evaluates DHS’s plans for facilitating
recovery from Internet disruptions, and {(4) assesses challenges to such
efforts.” The report includes matters for congressional consideration and
recommendations to DHS for improving Internet recovery efforts. In
preparing for this testimony, we relied on our work supporting the
accompanying report. That report contains a detailed overview of our
scope and methodology. All the work on which this testimony is based
was performed in accordance with generally accepted government
auditing standards.

Results in Brief

A major disruption to the Internet could be caused by a physical incident
(such as a natural disaster or an attack that affects facilities and other
assets), by a cyber incident (such as a software malfunction or a malicious
virus), or by a combination of both physical and cyber incidents. Recent
physical and cyber incidents have caused localized or regional disruptions,
highlighting the importance of recovery planning. For exaraple, a 2002 root
server attack highlighted the need to plan for increased server capacity at
Internet exchange points in order to manage the high volumes of data
traffic during an attack. However, recent incidents have also shown the
Internet as a whole to be flexible and resilient. Even in severe
circumstances, the Internet did not suffer a catastrophic failure.
Nevertheless, it is possible that a complex attack or set of attacks could
cause the Internet to fail. It is also possible that a series of attacks against
the Internet could undermine users’ trust and thereby reduce the Internet's
utility,

Several federal laws and regulations provide broad guidance that applies
to the Internet, but it is not clear how useful these authorities would be in
helping to recover from a major Internet disruption. Specifically, the
Homeland Security Act of 2002 and Homeland Security Presidential
Directive 7 provide guidance on protecting our nation’s critical
infrastructures. However, they do not specifically address roles and
responsibilities in the event of an Internet disruption. The Defense
Production Act and the Stafford Act provide authority to federal agencies
to plan for and respond to incidents of national significance like disasters
and terrorist attacks. However, the Defense Production Act has never been
used for Internet recovery. In addition, the Stafford Act does not authorize

*GAO, Internet Infrastructure: DHS Faces Challenges in Developing a Joint
Public/Private Recovery Plan, GAO-06-672 (Washington, D.C.: June 16, 2006).

Page 2 GAO-06-863T
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the provision of resources to for-profit companies such as those that own
and operate core Internet components. The Coramunications Act of 1934
and National Communication System authorities govern the
telecommunications infrastructure and help ensure communications
during national emergencies, but they have never been used for Internet
recovery either. Thus, it is not clear how effective these laws and
regulations would be in assisting Internet recovery.

DHS has begun a variety of initiatives to fulfill its responsibility to develop
an integrated public/private plan for Internet recovery, but these efforts
are not yet comprehensive or complete. Specifically, DHS has developed
high-level plans for infrastructure protection and incident response, but
the components of these plans that address the Internet infrastructure are
not complete. In addition, DHS has started a variety of initiatives to
improve the nation’s ability to recover from Internet disruptions, including
working groups to facilitate coordination and exercises in which
government and private industry practice responding to cyber events,
However, progress to date on these initiatives has been limited, and other
initiatives lack timeframes for corapletion. Also, the relationships between
these initiatives are not evident. As a result, the risk remains that the
government is not yet adequately prepared to effectively coordinate
public/private plans for recovering from a major Internet disruption.

Key challenges to establishing a plan for recovering from Internet
disruption include (1) innate characteristics of the Internet (such as the
diffuse control of the many networks that make up the Internet and the
private-sector ownership of core components) that make planning for and
responding to disruptions difficult, (2) lack of consensus on DHS’s role
and when the department should get involved in responding to a
disruption, (3) legal issues affecting DHS’s ability to provide assistance to
entities working to restore Internet service, (4) reluctance of many in the
private sector to share information on Internet disruptions with DHS, and
(5) leadership and organizational uncertainties within DHS. Until these
challenges are addressed, DHS will have difficulty achieving results in its
role as a focal point for helping to recover the Internet from a major
disruption.

Given the importance of the Internet infrastructure to our nation’s

communications and commerce, we suggested in our accompanying
report, that Congress consider clarifying the legal framework guiding
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Internet recovery.* We also made recommendations to the Secretary of
Homeland Security to strengthen the department’s ability to serve
effectively as a focal point for helping to recover from Internet disruptions
by establishing clear milestones for completing key plans, coordinating
various Internet recovery-related activities, and addressing key challenges
to Internet recovery planning. In written comments, DHS agreed with our
recommendations and provided information on initial activities it was
taking to implement them.

Background

The Internet is a vast network of interconnected networks that is used by
governments, businesses, research institutions, and individuals around the
world to communicate, engage in coramerce, do research, educate, and
entertain. From its origins in the 1960s as a research project sponsored by
the U.S. government, the Internet has grown increasingly important to
both American and foreign businesses and consumers, serving as the
medium for hundreds of billions of dollars of commerce each year. The
Internet has also become an extended information and communications
infrastructure, supporting vital services such as power distribution, health
care, law enforcement, and national defense. Today, private industry—
including telecommunications companies, cable companies, and Internet
service providers—owns and operates the vast majority of the Internet's
infrastructure. In recent years, cyber attacks involving malicious software
or hacking have been increasing in frequency and complexity. These
attacks can come from a variety of actors, including criminal groups,
hackers, and terrorists.

Federal regulation recognizes the need to protect critical infrastructures
such as the Internet. It directs federal departments and agencies to identify
and prioritize critical infrastructure sectors and kKey resources and to
protect them from terrorist attack. Furthermore, it recognizes that since a
large portion of these critical infrastructures is owned and operated by the
private sector, a public/private partnership is crucial for the successful
protection of these critical infrastructures. Federal policy also recognizes
the need to be prepared for the possibility of debilitating disruptions in
cyberspace and, because the vast majority of the Internet infrastructure is
owned and operated by the private sector, tasks DHS with developing an
integrated public/private plan for Internet recovery. In its plan for
protecting critical infrastructures, DHS recognizes that the Internet is a

*GAO-06-672.
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key resource composed of assets within both the information technology
and the telecommunications sectors.” It notes that the Internet is used by
all critical infrastructure sectors to varying degrees and provides
information and communications to meet the needs of businesses and
government.

In the event of a major Internet disruption, multiple organizations could
help recover Internet service. These organizations include private

industry, coliaborative groups, and government organizations. Private
industry is central to Internet recovery because private companies own the
vast majority of the Internet’s infrastructure and often have response
plans. Collaborative groups—inchuding working groups and industry
councils—provide information-sharing mechanisms to allow private
organijzations to restore services. In addition, government initiatives could
facilitate response to major Internet disruptions.

Federal policies and plans® assign DHS lead responsibility for facilitating a
public/private response to and recovery from major Internet disruptions.
Within DHS, responsibilities reside in two divisions within the
Preparedness Directorate: the National Cyber Security Division (NCSD)
and the National Communications System (NCS). NCSD operates the U.S.
Computer Emergency Readiness Team (US-CERT), which coordinates
defense against and response to cyber attacks. The other division, NCS,
provides programs and services that assure the resilience of the
telecommunications infrastructure in times of crisis. Additionally, the
Federal Communications Commission can support Internet recovery by
coordinating resources for restoring the basic communications
infrastructures over which Internet services run. For example, after
Hurricane Katrina, the commission granted temporary authority for
private companies to set up wireless Internet communications supporting
various relief groups; federal, state, and local government agencies;
businesses; and victims in the disaster areas.

Prior evaluations of DHS’s cybersecurity responsibilities have highlighted
issues and challenges facing the department. In May 2005, we issued a

"DHS, The National Infrastructure Protection Plan.
*These include the National Strategy o Secure Cyberspace, the interim National

Infrastructure Protection Plan, the Cyber Incident Annex to the National Response Plon,
and Homeland Security Presidential Directive 7.
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report on DHS's efforts to fulfill its cybersecurity responsibilities.” We
noted that while DHS had initiated multiple efforts to fulfill its
responsibilities, it had not fully addressed any of the 13 key cybersecurity
responsibilities noted in federal law and policy. We also reported that DHS
faced a number of challenges that have impeded its ability to fulfill its
cyber responsibilities. These challenges included achieving organizational
stability, gaining organizational authority, overcoming hiring and
contracting issues, increasing awareness of cybersecurity roles and
capabilities, establishing effective partnerships with stakeholders,
achieving two-way information sharing with stakeholders, and
demonstrating the value that DHS can provide. In this report, we also
made recommendations to iraprove DHS's ability to fulfill its mission as an
effective focal point for cybersecurity, including recovery plans for key
Internet functions. DHS agreed that strengthening cybersecurity is central
to protecting the nation's critical infrastructures and that much remained
to be done, but it has not yet addressed our recommendations.

Although Cyber and
Physical Incidents
Have Caused
Disruptions, the
Internet Has Not Yet
Suffered a
Catastrophic Failure

The Internet’s infrastructure is vulnerable to disruptions in service due to
terrorist and other malicious attacks, natural disasters, accidents,
technological problems, or a combination of the above. Disruptions to
Internet service can be caused by cyber and physical incidents-—both
intentional and unintentional. Recent physical and cyber incidents have
caused localized or regional disruptions, highlighting the importance of
recovery planning. However, these incidents have also shown the Internet
as a whole to be flexible and resilient. Even in severe circumstances, the
Internet has not yet suffered a catastrophic failure.

To date, cyber attacks have caused various degrees of damage. For
example, in 2001, the Code Red worm used a denial-of-service attack to
affect millions of computer users by shutting down Web sites, slowing
Internet service, and disrupting business and government operations. In
2003, the Slammer worm caused network outages, canceled airline flights,
and automated teller machine failures. Slammer resulted in temporary loss
of Internet access to some users, and cost estimates on the irapact of the
worm range from $1.05 billion to $1.25 billion. The federal government
coordinated with security companies and Internet service providers and
released an advisory recommending that federal departments and agencies
patch and block access to the affected channel. However, because the

*GAO-05-434.
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worm had propagated so quickly, most of these activities occurred after it
had stopped spreading.

In 2002, a coordinated denial-of-service attack was launched against all of
the root servers in the Domain Name System. At least nine of the thirteen
root servers experienced degradation of service. However, average end
users hardly noticed the attack. The attack becarne visible only as a result
of various Internet health-monitoring projects. The response to the attacks
was handled by the server operators and their service providers. The
attack pointed to a need for increased capacity for servers at Internet
exchange points to enable them to manage the high volumes of data traffic
during an attack. If a massive disruptive attack on the domain name server
system were successful, it could take several days to recover from.
According to experts familiar with the attack, the government did not have
arole in recovering from it.

Like cyber incidents, physical incidents could affect various aspects of the
Internet infrastructure, including underground or undersea cables and
facilities that house telecommunications equipment, Internet exchange
points, or Internet service providers. For exarple, on July 18, 2001, a 60-
car freight train derailed in a Baltimore tunnel, causing a fire that
interrupted Internet and data services between Washington and New York.
The tunnel housed fiber-optic cables serving seven of the biggest U.S.
Internet service providers. The fire burned and severed fiber optic cables,
causing backbone slowdowns for at least three major Internet service
providers. Efforts to recover Internet service were handled by the affected
Internet service providers; however, local and federal officials responded
to the immediate physical issues of extinguishing the fire and maintaining
safety in the surrounding area, and they worked with telecommunications
companies to reroute affected cables.

In addition, Hurricane Katrina caused substantial destruction of the
communications infrastructure in Louisiana, Mississippi, and Alabama, but
it had minimal affect on the overall functioning of the Internet outside of
the immediate area. According to an Internet monitoring service provider,
while there was a loss of routing around the affected area, there was no
significant impact on global Internet routing, According to the Federal
Communications Commission, the storm-caused outages for over 3 million
telephone customers, 38 emergency 9-1-1 call centers, hundreds of
thousands of cable customers, and over 1,000 cellular sites. However, a
substantial number of the networks that experienced service disruptions
recovered relatively quickly.
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Federal officials stated that the government took steps to respond to the
hurricane, such as increasing analysis and watch services in the affected
area, coordinating with communications companies to move persconnel to
safety, working with fuel and equipment providers, and rerouting
communications traffic away from affected areas. However, private-sector
representatives stated that requests for assistance, such as food, water,
fuel, and secure access to facilities were denied for legal reasons; the
government made time-consuming and duplicative requests for
information; and certain government actions impeded recovery efforts.

Since its inception, the Internet has experienced disruptions of varying
scale—including fast-spreading worms, denial-of-service attacks, and
physical destruction of key infrastructure components—but the Internet
has yet to experience a catastrophic failure. However, it is possible that a
complex attack or set of attacks could cause the Internet to fail. It is also
possible that a series of attacks against the Internet could undermine
users’ trust and thereby reduce the Internet’s utility.

Existing Laws and
Regulations Apply to
the Internet, but
Numerous
Uncertainties Exist in
Using Them for
Internet Recovery

Several federal laws and regulations provide broad guidance that applies
to the Internet infrastructure, but it is not clear how useful these
authorities would be in helping to recover from a major Internet disruption
because some do not specifically address Internet recovery and others
have seldom been used. Pertinent laws and regulations address critical
infrastructure protection, federal disaster response, and the
telecommunications infrastructure.

Specifically, the Homeland Security Act of 2002" and Homeland Security
Presidential Directive 7" establish critical infrastructure protection as a
national goal and describe a strategy for cooperative efforts by the
government and the private sector to protect the physical and cyber-based
systems that are essential to the operations of the economy and the
government. These authorities apply to the Internet because it is a core
communications infrastructure supporting the information technology and
telecommunications sectors. However, this law and regulation do not
specifically address roles and responsibilities in the event of an Internet
disruption.

*The Homeland Security Act of 2002, Pub. L. No.107-206 (Nov. 25, 2002).
Hiomeland Security Presidential Directive 7 (Dec. 17, 2003).
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Regarding federal disaster response, the Defense Production Act” and the
Stafford Act® provide authority to federal agencies to plan for and respond
to incidents of national significance like disasters and terrorist attacks.
Specifically, the Defense Production Act authorizes the President to
ensure the timely availability of products, materials, and services needed
to meet the requirements of a national emergency. It is applicable to
critical infrastructure protection and restoration but has never been used
for Internet recovery. The Stafford Act authorizes federal assistance to
states, local governments, nonprofit entities, and individuals in the event
of a major disaster or emergency. However, the act does not authorize
assistance to for-profit companies—such as those that own and operate
core Internet components.

Other legislation and regulations, including the Communications Act of
1934" and the NCS authorities,” govern the telecommunications
infrastructure and help to ensure communications during national
emergencies. For exarmple, the NCS authorities establish guidance for
operationally coordinating with industry to protect and restore key
national security and emergency preparedness communications services.
These authorities grant the President certain emergency powers regarding
telecommunications, including the authority to require any carrier subject
to the Coramunications Act of 1934 to grant preference or priority to
essential communications.'® The President may also, in the event of war or
national emergency, suspend regulations governing wire and radio
transraissions and authorize the use or control of any such facility or
station and its apparatus and equipment by any department of the
government. Although these authorities remain in force in the Code of
Federal Regulations, they have been seldom used—and never for Internet
recovery. Thus it is not clear how effective they would be if used for this
purpose.

“Act of September 8, 1950, ¢. 932, 64 Stat. 798, as amended; codified at 50 U.S.C. App.
Section 2061 el seq.

Bpyb. L. No. 93-288, 88 Stat. 143 (1974).
“Communications Act of 1934 (June 19, 1934), ch. 652, 48 Stat. 1064.

PExecutive Order 12472 (Apr. 3, 1984), as amended by Executive Order 13286 (Feb. 28,
2003).

¥Executive Order 12472 § 2; Communications Act of 1934, § 706, 47 U.S.C § 606.
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In commenting on the statutory authority for Internet reconstitution
following a disruption, DHS agreed that this authority is lacking and noted
that the government’s roles and authorities related to assisting in Internet
reconstitution following a disruption are not fully defined.

DHS Initiatives
Supporting Internet
Recovery Planning
Are under Way, but
Much Remains to Be
Done and the
Relationship Between
Initiatives Is Not
Evident

DHS has begun a variety of initiatives to fulfill its responsibility to develop
an integrated public/private plan for Internet recovery, but these efforts
are not complete or comprehensive. Specifically, DHS has developed high-
level plans for infrastructure protection and national disaster response,
but the components of these plans that address the Internet infrastructure
are not complete. In addition, DHS has started a variety of initiatives to
improve the nation’s ability to recover from Internet disruptions, including
working groups to facilitate coordination and exercises in which
government and private industry practice responding to cyber events.
While these activities are promising, some initiatives are not complete,
others lack time lines and prierities, and still others lack effective
mechanisms for incorporating lessons learned. In addition, the
relationship between these initiatives is not evident. As a result, the nation
is not prepared to effectively coordinate public/private plans for
recovering from a major Internet disruption.

High-Level Response and
Protection Plans

DHS has two key documents that guide its infrastructure protection and
recovery efforts, but components of these plans dealing with Internet
recovery are not complete. The National Response Plan is DHS's
overarching framework for responding to domestic incidents. It contains
two components that address issues related to telecommunications and
the Internet, Emergency Support Function 2 and the Cyber Incident
Annex. These components, however, are not complete; Emergency
Support Function 2 does not directly address Internet recovery, and the
annex does not reflect the National Cyber Response Coordination Group’s
current operating procedures. The other key document, the National
Infrastructure Protection Plan, consists of both a base plan and sector-
specific plans. The base plan, which was recently released, describes the
importance of cybersecurity and networks such as the Internet to critical
infrastructure protection and includes an appendix that provides
information on cybersecurity responsibilities. The appendix restates DHS's
responsibility to develop plans to recover Internet functions. However, the
base plan is at a high level and the sector-specific plans that would address
the Internet in more detail are not scheduled for release until December
2006,
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Several representatives of private-sector firms supporting the Internet
infrastructure expressed concerns about both plans, noting that they
would be difficult to execute in times of crisis. Other representatives were
uneasy about the government developing recovery plans, because they
were not confident of the government’s ability to successfully execute the
plans. DHS officials acknowledged that it will be important to obtain input
from private-sector organizations as they refine these plans and initiate
more detailed public/private planning.

Both the National Response Plan and National Infrastructure Protection
Plan are designed to be supplemented by more specific plans and
activities. DHS has numerous initiatives under way to better define its
ability to assist in responding to major Internet disruptions. While these
activities are promising, some initiatives are incomplete, others lack time
tines and priorities, and still others lack an effective mechanism for
incorporating lessons learned.

National Communications
System Reorganization

DIS plans to revise the role and mission of the National Communications
System (NCS) to reflect the convergence of voice and data
communications, but this effort is not yet complete. A presidential
advisory committee on telecommunications” established two task forces
that recommended changes to NCS's role, mission, and functions to reflect
this convergence, but DHS has not yet developed plans to address these
recommendations.

National Cyber Response
Coordination Group

As a primary entity responsible for coordinating governmentwide
responses to cyber incidents—such as major Internet disruptions—DHS's
National Cyber Response Coordination Group is working to define its
roles and responsibilities, but much remains to be done. DHS officials
acknowledge that the trigger to activate this group is imprecise and will
need to be clarified. Because key activities to define roles, responsibilities,
capabilities, and the appropriate {riggers for government involvement are
still under way, the group is at risk of not being able to act quickly and
definitively during a major Internet disruption.

"The National Security Telecommunications Advisory Committee advises the President on
issues and problems related to implementing national security and emergency
preparedness telecommunications policy.
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Internet Disruption
Working Group

Since most of the Internet is owned and operated by the private sector,
NCSD and NCS established the Internet Disruption Working Group to
work with the private sector to establish priorities and develop action
plans to prevent major disruptions of the Internet and to identify recovery
measures in the event of a major disruption. According to DHS officials
who organized the group, it held its first forum, in November 2005, to
begin to identify real versus perceived threats to the Internet, refine the
definition of an Internet disruption, determine the scope of a planned
analysis of disruptions, and identify near-term protective measures. DHS
officials stated that they had identified a number of potential future plans;
however, agency officials have not yet finalized plans, resources, or
milestones for these efforts.

North American Incident
Response Group

US-CERT officials formed the North American Incident Response Group,
which includes both public and private-sector network operators that
would be the first to recognize and respond to cyber disruptions. In
September 2005, US-CERT officials conducted regional workshops with
group members to share information on structure, programs, and incident
response and to seek ways for the government and industry to work
together operationally. While the outreach efforts of the North American
Incident Response Group are promising, DHS has only just begun
developing plans and activities to address the concerns of private-sector
stakeholders.

Exercises

QOver the last few years, DHS has conducted several broad inter-
governmental exercises to test regional responses to significant incidents
that could affect the critical infrastructure. More recently, in February
2006, DHS conducted an exercise called Cyber Storm, which was focused
primarily on testing responses to a cyber-related incident of national
significance. Exercises that include Internet disruptions can help to
identify issues and interdependencies that need to be addressed. However,
DHS has not yet identified planned activities, milestones, or which group
should be responsible for incorporating lessons leamed from the regional
and Cyber Storm exercises into its plans and initiatives.

While DHS has various initiatives under way, the relationships and
interdependencies between these various efforts are not evident. For
example, the National Cyber Response Coordination Group, the Internet
Disruption Working Group, and the North American Incident Response
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Group are all meeting to discuss ways to address Internet recovery, but
the interdependencies between the groups have not been clearly
established. Without a thorough understanding of the interrelationships
between its various initiatives, DHS risks pursuing redundant efforts and
missing opportunities to build on related efforts.

After our report was issued, a private-sector organization released a report
that examined the nation's preparedness for a major Internet disruption.”
The report stated that our nation is unprepared to reconstitute the Internet
after a massive disruption. The report supported our findings that
significant gaps exist in government response plans and that the
responsibilities of the multiple organizations that would play a role in
recovery are unclear. The report also made recommendations to complete
and revise response plans such as the Cyber Incident Annex of the
National Response Plan; better define recovery roles and responsibilities;
and establish more effective oversight and strategic direction for Internet
reconstitution.

Multiple Challenges
Exist to Planning for
Recovery from
Internet Disruptions

Although DHS has various initiatives under way to improve Internet
recovery planning, it faces key challenges in developing a public/private
plan for Internet recovery, including (1) innate characteristics of the
Internet that make planning for and responding to a disruption difficult,
(2) lack of consensus on DHS's role and on when the department should
get involved in responding to a disruption, (3) legal issues affecting DHS's
ability to provide assistance to restore Internet service, (4) reluctance of
the private sector to share information on Internet disruptions with DHS,
and (5) leadership and organizational uncertainties within DHS. Until it
addresses these challenges, DHS will have difficuity achieving results in its
role as focal point for recovering the Internet from a major disruption.

First, the Internet’s diffuse structure, vulnerabilities in its basic protocols,
and the lack of agreed-upon performance measures make planning for and
responding to a disruption more difficult. The components of the Internet
are not all governed by the same organization. In addition, the Internet is
international. According to private-sector estimates, only about 20 percent
of Internet users are in the United States. Also, there are no well-accepted
standards for measuring and monitoring the Internet infrastructure’s

®Business Roundtable, Essential Steps to Strengthen America’s Cyber Tervorism
Preparedness (Washington D.C.: Jure 2006).
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availability and performance. Instead, individuals and organizations rate
the Internet’s performance according to their own priorities.

Second, there is no consensus about the role DHS should play in
responding to a major Internet disruption or about the appropriate trigger
for its involvement. The lack of clear legislative authority for Internet
recovery efforts complicates the definition of this role. DHS officials
acknowledged that their role in recovering from an Internet disruption
needs further clarification because private industry owns and operates the
vast majority of the Internet.

The trigger for the National Response Plan, which is DHS's overall
framework for incident response, is poorly defined and has been found by
both us and the White House to need revision.” Since private-sector
participation in DHS planning activities for Internet disruption is
voluntary, agreement on the appropriate trigger for government
involvement and the role of government in resolving an Internet disruption
is essential to any plan’s success.

Private-sector officials representing telecoramunication backbone
providers and Internet service providers were also unclear about the types
of assistance DHS could provide in responding to an incident and about
the value of such assistance. There was no consensus on this issue. Many
private-sector officials stated that the government did not have a direct
recovery role, while others identified a variety of potential roles, including

providing information on specific threats;
providing security and disaster relief support during a crisis;
funding backup communication infrastructures;

driving improved Internet security through requirements for the
government’s own procurement;

serving as a focal point with state and local governments to establish
standard credentials to allow Internet and telecommunications companies

“See GAO, Hurricane Katrina: GAQ's Preliminary Observations Regarding
Preparedness, Response, and Recovery, GAO-06-442T (Washington, 1.C.: Mar. 8, 2006), and
the White House, The Federal Response to Hurricane Katrina: Lessons Learned
{Washington, D.C., February 2006).
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access to areas that have been restricted or closed in a crisis;

providing logistical assistance, such as fuel, power, and security, to
Internet infrastructure operators;

focusing on smaller-scale exercises targeted at specific Internet disruption
issues;

limiting the initial focus for Internet recovery planning to key national
security and emergency preparedness functions, such as public health and
safety; and

establishing a system for prioritizing the recovery of Internet service,
similar to the existing Telecoramunications Service Priority Prograrm.

A third challenge to planning for recovery is that there are key legal issues
affecting DHS's ability to provide assistance to help restore Internet
service. As noted earlier, key legislation and regulations guiding critical
infrastructure protection, disaster recovery, and the telecommunications
infrastructure do not provide specific authorities for Internet recovery. As
aresult, there is no clear legislative guidance on which organization would
be responsible in the case of a major Internet disruption. In addition, the
Stafford Act, which authorizes the government to provide federal
assistance to states, local governments, nonprofit entities, and individuals
in the event of a major disaster or emergency, does not authorize
assistance to for-profit corporations. Several representatives of
telecommunications companies reported that they had requested federal
assistance from DHS during Hurricane Katrina. Specifically, they
requested food, water, and security for the teams they were sending in to
restore the communications infrastructure and fuel to power their
generators. DHS responded that it could not fulfill these requests, noting
that the Stafford Act did not extend to for-profit companies.

A fourth challenge is that a large percentage of the nation’s critical
infrastructure-—including the Internet—is owned and operated by the
private sector, meaning that public/private partnerships are crucial for
successful critical infrastructure protection. Although certain policies
direct DHS to work with the private sector to ensure infrastructure
protection, DHS does not have the authority to direct Internet owners and
operators in their recovery efforts. Instead, it must rely on the private
sector 1o share information on incidents, disruptions, and recovery efforts.
Many private-sector representatives questioned the value of providing
information to DHS regarding planning for and recovery from Internet

Page 15 GAO-06-863T



128

disruption. In addition, DHS has identified provisions of the Federal
Advisory Committee Act™ as having a “chilling effect” on cooperation with
the private sector. The uncertainties regarding the value and risks of
cooperation with the government limit incentives for the private sector to
cooperate in Internet recovery-planning efforts.

Finally, DHS has lacked permanent leadership while developing its
preliminary plans for Internet recovery and reconstitution. In addition, the
organizations with roles in Internet recovery (NCS and NCSD) have
overlapping responsibilities and may be reorganized once DHS selects
permanent leadership. As a result, it is difficult for DHS to develop a clear
set of organizational priorities and to coordinate between the various
activities necessary for Internet recovery planning. In May 2005, we
reported that muiltiple senior DHS cybersecurity officials had recently left
the department.” These officials included the NCSD Director, the Deputy
Director responsible for Outreach and Awareness, the Director of the US-
CERT Control Systems Security Center, the Under Secretary for the
Information Analysis and Infrastructure Protection Directorate and the
Assistant Secretary responsible for the Information Protection Office.
Additionally, DHS officials acknowledge that the current organizational
structure has overlapping responsibilities for planning for and recovering
from a major Internet disruption.

In a July 2005 departmental reorganization, NCS and NCSD were placed in
the Preparedness Directorate. NCS's and NCSD's responsibilities were to
be placed under a new Assistant Secretary of Cyber Security and
Telecommunications—in part to raise the visibility of cybersecurity issues
in the department. However, almost a year later, this position remains
vacant. While DHS stated that the lack of a permanent assistant secretary
has not hampered its efforts in protecting critical infrastructure, several
private-sector representatives stated that DHS’s lack of leadership in this
area has limited progress. Specifically, these representatives stated that
filling key leadership positions would enhance DHS's visibility to the
Internet industry and potentially improve its reputation.

#Pub. L. No. §2-463, 86 Stat, 770 (1072) codified at 5 U.S.C. app. 2.
HGAO-05-434.
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Implementation of
GAO
Recommendations
Should Improve DHS
Internet Recovery
Planning Efforts

Given the importance of the Internet infrastructure to our nation’s
communication and commerce, in our accompanying report we suggested
matters for congressional consideration and made recommendations to
DHS regarding improving efforts in planning for Internet recovery.”
Specifically, we suggested that Congress consider clarifying the legal
framework that guides roles and responsibilities for Internet recovery in
the event of a major disruption. This effort could include providing
specific authorities for Internet recovery as well as examining potential
roles for the federal government, such as providing access to disaster
areas, prioritizing selected entities for service recovery, and using federal
contracting mechanisms to encourage more secure technologies. This
effort also could include examining the Stafford Act to determine whether
there would be benefits in establishing specific authority for the
government to provide for-profit companies—such as those that own or
operate critical communications infrastructures-—with limited assistance
during a crisis.

Additionally, to improve DHS’s ability to facilitate public/private efforts to
recover the Internet in case of a major disruption, we recommended that
the Secretary of the Department of Homeland Security implement the
following nine actions:

Establish dates for revising the National Response Plan—including efforts
to update key components that are relevant to the Internet.

Use the planned revisions to the National Response Plan and the National
Infrastructure Protection Plan as a basis to draft public/private plans for
Internet recovery and obtain input from key Internet infrastructure
companies.

Review the NCS and NCSD organizational structures and roles in light of
the convergence of voice and data communications.

Identify the relationships and interdependencies among the various
Internet recovery-related activities currently under way in NCS and NCSD,
including initiatives by US-CERT, the National Cyber Response
Coordination Group, the Internet Disruption Working Group, the North
American Incident Response Group, and the groups responsible for
developing and implementing cyber recovery exercises.

#GAOD6-672.
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Establish time lines and priorities for key efforts identified by the Internet
Disruption Working Group.

Identify ways to incorporate lessons learned from actual incidents and
during cyber exercises into recovery plans and procedures.

Work with private-sector stakeholders representing the Internet
infrastructure to address challenges to effective Internet recovery by

» further defining needed government functions in responding to a major
Internet disruption (this effort should include a careful consideration
of the potential government functions identified by the private sector
earlier in this testimony),

» defining a trigger for government involvement in responding to such a
disruption, and

« documenting assumptions and developing approaches to deal with key
challenges that are not within the government’s control.

In written comments, DHS agreed with our recommendations and stated
that it recognizes the importance of the Internet for information
infrastructures. DHS also provided information about initial actions it is
taking to implement our recommendations.

In summary, as a critical information infrastructure supporting our
nation’s commerce and communications, the Internet is subject to
disruption—from both intentional and unintentional incidents. While
major incidents to date have had regional or local impacts, the Internet has
not yet suffered a catastrophic failure. Should such a failure occur,
however, existing legislation and regulations do not specifically address
roles and responsibilities for Internet recovery.

As the focal point for ensuring the security of cyberspace, DHS has
initiated efforts to refine high-level disaster recovery plans; however,
pertinent Internet components of these plans are not complete. While DHS
has also undertaken several initiatives to improve Internet recovery
planning, much remains to be done. Specifically, some initiatives lack
clear timelines, lessons learned are not consistently being incorporated in
recovery plans, and the relationships between the various initiatives are
not clear.

Page 18 GAO-06-863T



131

DHS faces numerous challenges in developing integrated public/private
recovery plans—not the least of which is the fact that the government
does not own or operate much of the Internet. In addition, there is no
consensus among public and private stakeholders about the appropriate
role of DHS and when it should get involved; legal issues limit the actions
the government can take; the private sector is reluctant to share
information on Internet performance with the government; and DHS is
undergoing important organizational and leadership changes. As a result,
the exact role of the government in helping to recover the Internet
infrastructure following a major disruption remains unclear.

To improve DHS’s ability to facilitate public/private efforts to recover the
Internet in case of a major disruption, our accompanying report suggested
that Congress consider clarifying the legal framework guiding Internet
recovery. We also made recornmendations to DHS to establish clear
milestones for completing key plans, coordinate various Internet recovery-
related activities, and address key challenges to Internet recovery
planning. Effectively implementing these recoramendations could greatly
enhance our nation’s ability to recover from a major Internet disruption.

Mr. Chairman, this concludes my statement. I would be happy to answer
any questions that you or members of the subcommittee may have at this
time.

If you have any questions on matters discussed in this testimony, please
contact us at (202) 512-9286 and at (202) 512-6412 or by e-mail at
pownerd@gao.gov and rhodesk@gao.gov. Other key contributors to this
testimony include Don R. Adams, Naba Barkakati, Scott Borre, Neil
Doherty, Vijay D'Souza, Joshua A. Hammerstein, Bert Japikse, Joanne
Landesman, Frank Maguire, Teresa M. Neven, and Colleen M. Phillips.
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Overview

Mr. Chairman, Mr. Ranking Member, distinguished members of the Subcommittee, thank
you for the opportunity to appear before you today. My name is Tom Noonan and I am
President and Chief Executive Officer of Internet Security Systems (ISS).

IS8 is the world’s leading provider of preemptive cyber security technologies for large-
scale enterprises. Headquartered in Atlanta, Georgia, ISS employs thirteen hundred
professionals with 35 offices in 20 countries worldwide. We operate five cyber Security
Operations Centers spread across the globe — two in the United States, one in Tokyo,
Australia, and Brussels - that scour the Internet for potential cyber threats 24 hours a day,
365 days a year and provide managed, preemptive protection for many of our customers.
If it is on the Internet, ISS knows about it. ISS’ commitment to our government and
private sector customers is to utilize our security intelligence, technology and expertise to
preempt the strikes that could cripple critical networks and stay ahead of the threat.

As the representative of the security technology industry on this morning’s panel, I want
to stress three important messages about our nation’s cyber security landscape:

* First, threats to our critical infrastructure are absolutely real and, without a doubt,
growing. The question is not if, but when. The explosive growth of new Internet
technologies, from wireless access to Voice over Internet telephony, has
engendered threats that are far outpacing the security responses of private and
governmental users.
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e Second, the intelligence, protocols and technologies necessary to protect against
emerging cyber threats are, by and large, robust and widely available. We have
the tools at our disposal today to safeguard our critical infrastructure.

» And finally, despite our knowledge of these threats and our overall ability to
protect ourselves, we as a nation are not doing nearly enough to preempr the types
of attacks that could debilitate our critical networked infrastructure. Leadership is
desperately needed at the Federal level -- not to replicate existing private sector
efforts, but rather, to extend the impact of those efforts particularly by
encouraging the private sector to collectively increase its cooperation. This
means:

1. Appointing an Assistant Secretary of Homeland Security for Cyber Security
and Telecommunications who will help secure the Federal government’s own
networks as well as those of the broader economy;

2. Clearly delineating and hardening the roles and responsibilities of the many

public-private entities working today to secure cyberspace;

Ensuring that the Federal Government makes full use of existing industry

resources to gather and analyze data on cyber security threats;

4. Creating a national plan to restore connectivity on a prioritized basis in the
event of a large-scale cyber attack against our critical infrastructure; and

5. Providing sustained Federal funding and active Congressional oversight to
ensure that the Department of Homeland Security is getting the job done.

(%)

Cyber threats are serious, and they are growing in sophistication.

First, the bad news:

Cyber threats to our nation’s critical infrastructure are not the stuff of hysteria or even
hyperbole; they are real. The quintessential computer hacker, once dismissed as a
solitary troublemaker or a teenage malfeasant, is today a technically sophisticated
criminal who is often part of a larger, confederated crime operation. The motivation,
today, quite simply, is greed. The rules of criminal hacking today are shaped by the
economics of opportunity, incentive and risk — just like traditional theft, burglary or
extortion.

One need only look at the highly sophisticated “phishing” scams plaguing the financial
services industry — in which cyber criminals impersonate financial institutions and
defraud consumers of their savings — to realize that we are not dealing with hobbyists or
Robin Hoods. Indeed, the explosive growth in “phishing” is emblematic of the trends
we are seeing in cyber attacks: a movement away from individual actors launching
viruses and worms, towards highly sophisticated, transactional forms of Internet-based
theft and fraud. These run the gamut from click-through fraud — which impacts 15% of
all online advertising — to wide-scale identity theft. And while financial institutions have
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been a prime and growing focus of these crimes, other components of our critical
infrastructure, such as power and water facilities, have likewise been targeted.

This “professionalization” of cyber crime is unsettling for many reasons, not the least of
which are indications that those who would seek to do harm to our nation have been
working to improve their technological capabilities. Particularly unsettling is the real
threat to the control systems and SCADA networks that monitor and regulate our nation’s
industrial systems. Control systems are Internet connected, and are therefore susceptible
to any number of malicious attacks. Under contract with customers, ISS has conducted
real-world penetration tests with large power plants, -0il companies, manufacturers and
other users of control systems to demonstrate that these systems are indeed at risk to
Internet-based attacks. Compounding the problem are Google type searches that
demonstrate the degree of information available to would-be attackers on where and how
to practice their procedures far away from the eyes of our government. The Internet
offers criminals and other malicious organizations anonymity — the ability to commit
crime remotely and in an untraceable way, or to use computer systems owned by others,
as the vehicle to commit crime, house illicit materials or commit terrorist acts.

Put simply, Mr. Chairman, the fact that our nation’s critical infrastructure has yet to fall
victim to a significant and coordinated cyber attack does not mean that it cannot happen.
While I believe that our networks are robust and generally resilient, I nonetheless feel
strongly that our critical infrastructures contain critical weaknesses that must be
addressed.

Take, for example, the incidence of computer vulnerabilities: Despite the serious efforts
of many technology companies post 9/11 to make their products and networks much
more secure, the number of vulnerabilities that we are finding in computer systems today
has actually grown -- not diminished -- since 2001. According to the Computer
Emergency Response Team (CERT) Coordination Center, the number of known
vulnerabilities climbed from roughly 2,500 in 2001 to nearly 6,000 in 2005. And in just
the first half of this year, ISS has already documented almost 4,000 vulnerabilities. In
fact, our world-renowned research and development team, the X-Force®, which tracks
cyber threats and works closely with business and government to alert them of potential
dangers, believes that we may reach as many as 7,000 published vulnerabilities this year
— noting that this number does not include the number of known viruses, worms and
spam. Disturbingly, the X-Force reports that June set a record for the most-ever
disclosures of new computer vulnerabilities: 696 last month alone, meaning we are on
track to find 42% more vulnerabilities in computer systems this year than we did last
year. And since our critical infrastructures are essentially a complex web of
interdependent computer systems, weaknesses in those systems can easily translate into
weaknesses in our critical infrastructure. Case in point estimates are that 5-7% of
Internet connected systems are currently compromised.

Part of the rapid increase in vulnerabilities may well be attributable to the fact that we as
an industry are investigating vulnerabilities more aggressively than ever before. But that
is not the whole story. The more likely answer lies in the fact that we have seen a
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proliferation of new technologies in recent years — wireless, Voice over Internet
telephony, and instant messaging, to name a few — whose security features are weak or
even nonexistent. Emerging technologies and an exponential increase in the use of the
Internet to advance business productivity, along with an exponential surge in the number
of software applications used to conduct business, have opened many new avenues of
attack. Keeping up with a large increase in vulnerabilities is a daunting task. We have
seen and continue to track a shrinking window for the time a vulnerability is discovered
to the time it is exploited by criminal interests. As the old saying goes, you rob a bank
because that is where the money is. The Internet is certainly no different. The Internet
Economy is the Economy. Today, that is where the money is, as well as the intellectual
property, trade secrets or even the pathway to physical and economic disruption that
those who wish to do harm can utilize.

The United States has the know-how to protect its critical infrastructure.

But there is good news, Mr. Chairman.

Our nation already has the technological capabilities to protect its critical infrastructure.
Between the myriad of industry, academic, and governmental experts, we know where
our cyber vulnerabilities lie; we recognize where are the back doors and open windows
exist that provide entry points for cyber criminals and malicious threats, and we have the
means and know-how to close them.

Take our own case, for example. As part of our mandate, ISS makes it our business to
identify threats before they are exploited, and to arm our customers — including
government agencies like the Department of Energy — with the tools they need to preempt
these dangers. At ISS, we recognize our responsibility to share with governments and
targeted industries worldwide the vast amounts of cyber intelligence we gather daily
across our global networks and put this into useable formats. ISS employs technical
experts whose sole responsibility is to work with governmental authorities and affected
industries to apprise them of potential cyber threats. This responsibility extends to my
level, Mr. Chairman. As an original member of the President’s National Infrastructute
Advisory Council (NIAC), I was pleased to contribute to the recent NIAC Intelligence
Coordination Report and the NIAC Evaluation and Enhancement to Information Sharing
and Analysis Report. The recommendations from NIAC to DHS contained in these
reports are critical to strengthening the processes and protocols needed to prevent a
serious cyber incident.

We work together, Mr. Chairman, because protecting our critical infrastructure is a job
that the Federal Government cannot do on its own. The private sector collectively owns
and operates at least 85% of our nation’s critical infrastructures, which means that we
must be our own first line of defense. Simply put, the Federal Government on its own
cannot safeguard the most porous border there is — the Internet. That is a job for all of us.
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Which is why countless public-private efforts to protect cyber space have arisen,
including the Information Sharing and Analysis Centers (ISACs), which transmit cyber
information intelligence between the private sector to the Federal Government; the
Computer Emergency Response Team (CERT) Coordination Center, a Federally-
supported, privately-administered clearinghouse for information about computer
vulnerabilities; myriad protocols established between Federal agencies, such as the
Department of Homeland Security, security developers like our own, vendors whose
software they developed and important segments of our critical infrastructures; and more
advisor); boards, information-sharing councils, and experts groups than you can shake a
stick at.

There is a point in vulnerability coordination where we can make great strides in
providing protection to consumers across the globe. That point is after notification to the
original equipment manufacturer (OEM) vendor and their ability to design an appropriate
fix prior to public announcement. We know from anecdotal evidence that most
organizations do not patch or upgrade their systems right away and that an overwhelming
majority do not do so until somewhere between 30 and 80 days after public
announcement. We also know that the criminal cyber attackers have new malware
available within 24-48 hours after public announcement. Unfortunately, most of the
security that all users have does not have a deployed fix available until about 24 hours
later. Mr. Chairman, that means that many of our Internet users, government to business
to consumer, are without any protection for days to months after attacks begin.

The know-how is there. The partnerships and protocols to harness this know-how are
there, as well. The industry has the ability to coordinate amongst ourselves for all to
benefit from better protection.

But what is missing, I am sorry to say, is genuine leadership on the part of the Federal

Government to encourage us to do so.

Greater attention must be paid at the Federal level.

We as a nation can protect our critical infrastructure — in fact, we already are. But we can
protect it much more effectively. And that requires Federal leadership.

By that I do not mean that the Federal Government should attempt to take charge of
securing cyberspace. It is not possible, not to mention the fact that it would be an

" The long list of public-private efforts, as noted in the Business Roundtable’s recent report Essential Steps
To Strengthen America’s Cyber Terrorism Preparedness, includes the President’s National Infrastructure
Advisory Council (NIAC), the National Security Telecommunications Advisory Committee (NSTAC); the
Network Reliability and Interoperability Council (NRIC); the National Communications System (NCS) that
operates within the Department of Homeland Security, along with its Alerting and Coordination Network;
the National Cyber Security Division (NCSD), which includes CERT; and portions of the Homeland
Security Information Network (HSIN), which is overseen by NCSD.
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immense drain on resources to try to replicate the work already being done by a vast and
diffuse network of private operators.

Instead, the Federal Government’s role here boils down to one thing: minding the store.
Working side by side with industry to shine a bright light on our nation’s cyber
vulnerabilities, helping to harness the resources needed to make sure that those
vulnerabilities are addressed and encouraging the development of secure coding and
strong computer architectures.

I appreciate and recognize the work that has been done by the Administration and the
Congress to improve Federal cyber preparedness through initiatives such as the National
Strategy to Secure Cyber Space, DHS’ recently-announced National Infrastructure
Protection Plan (NIPP), and the enactment of the Federal Information Security
Management Act (FISMA). But [ am sorry to say, Mr. Chairman, that despite these
efforts, the Federal Government has fallen short in perhaps a more important way: The
necessary leadership is not exercised on a day-to-day basis to place and keep cyber
preparedness squarely on the national agenda.

Let me give you two examples:

First, it has been one full year since the Department of Homeland Security announced
that it would elevate the responsibility for national cyber preparedness through the
creation of the position of Assistant Secretary for Cyber Security and
Telecommunications. And yet, one full year later, that position is still unfilled.

I recognize that it takes a while to fill sensitive jobs in Washington, Mr. Chairman, and I
hesitate to put too much emphasis on a single vacancy when what is really needed is an
integrated effort. But nonetheless, I believe that the fact that such an important role has
remained unfilled for this period of time indicates a broader lack of urgency in many
quarters of our nation with respect to cyber security.

I know that Secretary Chertoff and the Department of Homeland Security (DHS) are
working round-the-clock to protect our nation. But with cyber security so integral to that
protection, those of us who monitor, run, and own the networks that power our nation’s
critical infrastructure need to have access to a singularly-focused, authoritative point of
contact. In short, we need to be able to talk to the person who is minding the store.

Secondly, Mr. Chairman, it is difficult for the Federal Government to preach strong cyber
security practices across our economy when Federal networks themselves are so woefully
unprotected. While steps have been taken in recent years to improve agency security
practices, including through FISMA, most Federal agencies still get failing marks when it
comes to securing their networks. And I mean this literally: we are all familiar with the
cyber security report cards that Congress has given the Federal Government in recent
years, in which most agencies have consistently gotten either unsatisfactory or downright
failing grades. I wouldn’t accept such marks from my children, and we shouldn’t accept
them from our government. Anyone who thinks the Federal Government is doing better
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than these scores would indicate need only open the newspaper, which each day seems to
bring a new story about lax practices leading to the disclosure of private or sensitive
information.

Mr. Chairman, when it comes to strengthening Federal leadership in cyber security, we
need five specific items:

1. The appointment of an Assistant Secretary for Cyber Security and
Telecommunications empowered with the authority to establish and exccute the
Federal Government’s cyber security strategy. which includes protecting its own
networks and helping to ensure that those of the broader economy are secured.
Portions of a Federal strategy have been outlined in various documents and action
plans in recent years but without a single individual tasked with their execution,
implementation has been spotty at best.

8]

A clear delineation and hardening of the roles and responsibilities of the many
public-private entities working today to secure cyberspace. There is simply too
much confusion and, I suspect, duplication among the myriad of public-private
entities laboring with the best of intentions in this space.

(%)

To ensure that the Federal Government makes full use of existing industry
resources to gather and analyze data on cyber security threats. There is no point
in DHS attempting to reinvent the wheel, which is what I fear sometimes occurs
in well-meaning attempts at information sharing. The expertise needed to collect
and analyze threats already exists in spades in the private sector; what does not
exist are clear Federal processes for how to best make use of the private sector’s
analytical capability. The Federal Government must do more to encourage
information sharing among those who already possess that information - the
private sector - and utilize that collective knowledge.

4. A national plan to restore connectivity on a prioritized basis in the event of a
large-scale cyber attack against our critical infrastructure. Contingency planning,
disaster preparedness and recovery are, after all, quintessential government
responsibilities. And while industry provides the pieces that form our critical
infrastructure, it is the Federal Government that must help us pull these pieces
together.

And finally:

5. Sustained Federal funding and active Congressional oversight to ensure that the
Department of Homeland Security is doing all it can to harden both our nation’s
critical infrastructures as well as the Federal Government’s own networks.

* ok Kk

There is no silver bullet here, Mr. Chairman. Securing our nation’s critical infrastructure
from cyber attack requires a heightened degree of public-private coordination,
information sharing, and trust than has been asked of us in most enterprises. Indeed, it is
a challenge as unique as Internet itself. But it is one that I believe we as a nation are
more than ready to take on, Mr. Chairman.

ISS is pleased to be a partner with you in this important effort, and I thank you for the
opportunity to appear before you today.
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Good Morning, Chairman Coburn, and members of the Committee.

My name is Robin Bienfait and I am the Senior Vice President of AT&T’s Global Network
Operations that includes the local, data and voice networks worldwide. In addition, I lead the teams
that manage our 30-+Internet Data Centers, business continuity, network security, and disaster

recovery for our global network.

I am responsible for the implementation of network design, development, engineering,
operations, reliability, and restorability of AT&T's global network, and the deployment of new
services, tools, and capabilities for next-generation Internet Protocol (IP) networks. On an average
business day, AT&T carries more than 5.41petabytes of data {peta = quadrillion]. That is equivalent to
the printed contents of the Library of Congress in Washington, D.C. passing through our network
every 4.6 minutes. AT&T also carries over 400 million long-distance, local and international voice

calls on an average business day and we provide network services to 127 countries.

I joined AT&T in 1985 and have held a variety of technical and leadership positions of
increasing responsibility over the years. | have led AT&T's international and domestic core network
operations and technical support division and 1 have led the organization responsible for providing all
domestic services for customers of AT&T Business, the company’s largest operating unit. In the past.
I also led an AT&T Labs organization as vice president for service assurance, electronic maintenance
and [P/data systems. I also led an organization responsible for the fundamental development of critical

underlying networking capabilities across all global services. I currently have 11 patents pending.
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I want to thank you for calling this important hearing and for allowing me the opportunity to
share with you what we have done and are doing generally to ensure the reliability and restorability of
AT&T network services.

There are 3 keys to success in terms of network security and disaster recovery — and I will examine
them today in the context of our experience with Katrina recovery and outreach and in the context of
the black out of 2003.
Those 3 keys are: Preparation, Execution and Evaluation/Improvement
1 will examine these three elements in the following ways:
- looking at the strength of the public/private partnership
- looking at lessons learned especially from Katrina and the power outage
- proposing a series of policy recommendations that we believe will move us

all forward toward improving our national ability in all three areas

We believe that strong infrastructure protection and cybersecurity practices are good business
and they are our highest priority.

The commerce of our country is supported by a cyber and physical infrastructure that is in
effect a very closely coupled partnership between all of the providers and users of this infrastructure.
In a very simple example a consumer internet banking service has infrastructure that includes servers
provided by the financial institution, telecommunications facilities provided by AT&T, and the
consumer’s home PC & network. Federal, state and local government also have a role in this
infrastructure partnership. All of the elements of this simple example have hardware, software, and
other components that must be functioning correctly to provide the end service. Each partner has a
responsibility to keep their part of the infrastructure up and working. They also each have a

responsibility to be able to recover or restore their component of the infrastructure.

None of the partners should ignore their responsibility or they risk disrupting this closely
linked partnership or more likely they risk becoming isolated from the other partners. One example of

this type of isolation is related to consumer voice communication. More and more consumers are
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relying on the very convenient and portable cordless phones or cellular phones as their only means of
voice telecommunications. During the widespread blackouts on August 14, 2003 many of these
consumers did not have a working phone due to the lack of power to charge the batteries required for
their handsets. The lack of a functioning phone in the home could be inconvenient or it could be
catastrophic to an individual if they needed to reach 911 emergency services. The voice
communications network in the United States was functioning during the blackout but that really
didn’t matter to this subset of consumers. Mandating stricter recovery or resiliency requirements for
the other members of the partnership would not have helped these consumers. There is a very
important component of individual or enterprise responsibility to ensure the recovery of critical
processes or functions. There are similar circumstances where large enterprises have the responsibility
to protect their critical services and infrastructure that should not be abdicated to the other partners
including the Government. AT&T recognizes the critical importance of reliable electrical power to our
infrastructure operations. To protect our network and customers from interruption we maintain several
layers of emergency power backup. We do not assume that the electrical utilities will always be able

to provide us the electrical power we need to operate our infrastructure.

For the fifth consecutive year, AT&T has polled chief information officers and other senior IT
executives at companies throughout the United States with more than $10 million in annual revenue
for their views on disaster planning/business continuity trends. Despite the devastating effects of
Hurricanes Katrina and Rita last year, nearly half of the 1,000 companies polled by AT&T also said
that they do not take specific protective actions even when state or federal governments issue
warnings for an impending disaster, such as severe weather. It's evident that for some companies, the
various events of the past year have been a real wake-up call. That's the good news. But it's surprising
how many companies are still putting their businesses and future at risk by not adequately planning

for the next hurricane, earthquake or cyber-security hit.

4
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AT&T takes our responsibility for operating secure and reliable networks very seriously. Our
network design goal is to have a network where failures are prevented, or predicted and pro-actively
corrected, before they impact a customer’s service. This goal is the foundation for the preventive,
predictive, and proactive efforts that we take to first protect our physical and virtual infrastructure and

second to be able to restore this infrastructure under any circumstances.
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L PROTECTING CRITICAL COMMUNICATIONS INFRASTRUCTURE

A. Preparation

As a preliminary matter, there are three overarching steps that AT&T has taken — and that are essential
to protecting vital communications infrastructures. The first begins long before any disaster occurs. It
entails preparation 1o ensure that the network and its components are as reliable as possible through
proper design, hardening, redundancy, and performance at levels that far exceed routine needs. At
AT&T, for example, we engineer our network to “five nines” of reliability — 99.999% reliability — that
requires a diversity of communications links and equipment. This measurement relates to the number
of defects in relation to opportunity. For every million opportunities 10 defects equal 99.999%
availability/defect free or "Five Nines". For example, if you have 400 million calls during a given
day, 4,000 blocked calls is equivalent to 99.999% were completed. Another example would be if 10
million packets were sent, if 100 were dropped, this is equivalent to 99.999% were successful or "Five
Nines" performance.

When links and associated systems fail, there must be instantaneous and seamless rollover to
backup facilities, This capability must be periodically tested, and given the frequency of cable dig-ups
throughout the country, let alone emergencies of unprecedented scale such as Katrina, this testing

must oceur frequently.

Proper preparation, however, also contemplates that even the best facilities could fail. Proper
preparation therefore requires rigorous planning for service restoration, including advance placement
and availability of service restoration equipment where it can quickly meet identified needs, and
ongoing training to ensure the availability of the skilled workforce needed to restore service. We make

restoration our first priority and then move on to make repairs.

*  Such a commitment to preparation, excellent service in the face of disaster, and responsiveness
to threats to our networks and customers, does not come cheaply. At AT&T, we have invested
over $300 million since 1991 in our mobile Network Disaster Recovery (“NDR”) infrastructure

and capabilities. We also invested $200 million in an AT&T Labs-developed system called -

-6-
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GEMS that proactively monitors and manages the networks of some of our largest customers.
We bring our Emergency Communications Vehicles ("ECVs") wherever needed to provide
communications services in an emergency, and we have more than 500 various vehicles stored in
locations around the country and loaded with generators, fiber and other supplies, repair and
restoration facilities, circuit and packet switching, HVAC capabilities, lights, batteries, chillers,
pumps, food, first-aid and whatever else may be necessary to make our response effective. We
have the basic building blocks of our network infrastructure hardware and software installed in
150 technology trailers including the same electronics and optics that are installed in our
telecommunications hubs. This equipment is installed and ready to roll at a moments notice. Our
NDR can be seen as an active extension of our network that stays powered up and in synch with
the ‘live’ network. We have extensively drilled our teams in various scenarios on a quarterly

basis to ensure that readiness remains at peak levels.

Our Business Continuity/Network Disaster Recovery disaster planning and Continuity of
Operations Plan (“COOP”) gives us the ability to duplicate necessary capabilities quickly to meet or
exceed our customers’ business needs and continuity requirements, including those of our government
customers. This has many components, including unparalleled security capabilities, logical systems,
and physical capabilities. Network security is of particular importance given the prevalence of attacks
through worms and viruses and the possibility of related threats. AT&T works diligently to provide
network security for our infrastructure and to our customers. Network security requires great focus

and attention, and will certainly remain a critical challenge.

AT&T also established a system level Certification and Assurance governance process
whereby we measure our estimated likelihood of recovery in the event of an incident. We then drill
down to the component level and assess the consequences of a potential failure and the impact to our

business. We work to mitigate the risk of failure by either eliminating the threat and the vulnerability,

7.
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or by mitigating the exposure. This process informs our rigorous business case analysis and brings
clarity to investment decisions. We regularly assess these components both for ourselves and on

behalf of our customers.

An extremely important part of our preparation is focused on the virtual element of our
infrastructure. Like every enterprise, AT&T faces multiple and growing threats to information
security. Software viruses, Internet worms and denial of service attacks have become common.
“Phishing” schemes aimed at extracting personal information from unsuspecting users appear every
day. Much of what attempts to enter the corporate intranet is made up of unsolicited commercial
messages, or spam. According to AT&T security experts, more than 75 percent of the e-mail messages
aimed at the att.com portal daily are spam. Intelligent network security functions require
infrastructure, analysts and expertise. We are the only provider that maintains an active research
laboratory. The algorithms that we have running in our database are all proprietary, they’re all based
on sifting through daily traffic and trying to find anomalous conditions. By keeping a laboratory, by
having infrastructure that we build up over a period of time, we can demonstrate the feasibility of

these types of security techniques, methods and algorithms with our customers.

Like most large enterprises, AT&T was using a system of premises-based security firewalls
distributed across the company’s many locations. The company reviewed several options. As
discussions continued, the most effective and efficient solution emerged: a solution based not solely
on the company premises, but a layered approach with an emphasis on leveraging the network. In
early 2004, AT&T security planners initiated a more comprehensive and systematic approach to
security planning and implementation. How do we utilize the inherent strength of AT&T's network,
they asked, to create security solutions that meet our internal needs and also meet the needs of our
customers? Why not move many security defenses out of company offices and into one network that

ties all those sites together? In addition to fending off attacks and providing more consistent software

8-
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patching, AT&T’s security approach is designed to assure business continuity. Security infrastructure
equipment is housed in hardened AT&T data centers, disaster-ready buildings equipped with robust

backup systems, instead of being dispersed at potentially more vulnerable enterprise sites.

AT&T has a portfolio of security services that protects customer’s vital data and secures their
enterprise networking environment. AT&T delivers a suite of offers that assess vulnerabilities, protect
customer’s infrastructure, detect attacks and respond to suspicious activities and events. A leading
innovation that came from the company’s own learnings is AT&T’s service called Internet Protect™
Service. This security alerting and notification service offers advanced information regarding potential

real-time attacks including viruses, worms and DDOS attacks that are in the early formulation stages.

B. Execution

The second vital step to protect communications infrastructure requires execution during and
immediately following a disaster. In many respects, execution is a function of proper preparation,
particularly having a robust infrastructure, a well-trained and frequently-drilled workforce, and
facilities and capabilities available for service restoration. Effective execution also requires a
sophisticated command and contro} structure in emergencies to make every minute count, every
deployment as effective and efficient as possible, and to enable our dedicated employees to work as
safely as possible. We follow an incident command structure, which is led at every moment by an
experienced Executive Duty Officer. Our incident command structure is a variation of the same
National Incident Management System (NIMS) that is an important part of the National Response
Plan under DHS. It is used by many other first responders in the public and private sectors. We do not
wait for disasters or other emergencies to use our incident command systen. As a foundation
discipline we use it to manage changes in our network hardware & software and to manage other
network incidents like fiber cable cuts. This allows our team to use the process on a regular basis so
during a disaster it becomes a much more focused second nature.

9.
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In addition, execution requires close coordination with third parties, including federal, state,
and local government authorities and first responders, others in the telecommunications industry, and
others in the private sector trying to restore essential services and facilities, such as power, water,
roadways, and the like. This communication and coordination effort is often the most difficult part of
execution during and immediately after a disaster. In the communications field, the
telecommunications industry response to disasters, other than that of a company responding to
damage to its own facilities, is typically coordinated through the National Coordinating Center for
Telecommunications ("NCC"). The NCC, as part of the Department of Homeland Security, has an
important role in the telecommunications industry’s ability to continue to operate our
telecommunications infrastructure after a disaster by acting as a liaison between the industry and the
government. They match telecommunications companies to those governmental entities with unmet
emergency telecommunications needs. The NCC also provides a means for the telecommunications
industry to request the assistance of the Federal Government. We have assisted the Federal
Government and other carriers after receiving requests through the NCC including helping the Federal
Marshals establish satellite communications in NYC after the WTC attacks. We have also received
assistance from various Federal agencies after requesting it though the NCC including: fuel assistance
after Tropical Storm Allison in 2001, flying a few of our NDR team members on a military transport
from California to New York after the attacks on 9/11, and flight path requests for our helicopter

support after Hurricane Katrina.

Finally, execution requires ingenuity and resourcefulness when the unforeseen happens. Each
emergency situation presents its own unique set of challenges. Even the most thorough planning and
training cannot take the place of highly skilled and resourceful emergency responders who can

recognize and adapt to unplanned circumstances.

-10-
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C. Evaluation and Improvement

Finally, the protection of the communications infrastructure requires a thorough and frank
after-the-fact evaluation of performance, distillation of lessons learned, and implementation of
improvements. In this regard, one outcome of Hurricane Katrina should be a critical reassessment of
our performance as individual communications companies, as an industry, and as a nation, and

implementation of the policy recommendations needed to improve performance in the future.
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1. IMPACT OF KATRINA ON THE NETWORK AND ITS RESTORATION

Overall, AT&T’s network remained overwhelmingly intact following the hurricane and
flooding. At all times, we were able to carry at least 95% of the calls in the Gulf Coast area that came
to our network. Of the 5% of our capacity in the area that was initially lost, FASTAR ®, our software
and hardware system that redirects and reroutes traffic, restored half of that capacity within a couple
of hours. Within 24 hours of the storm making landfall, another quarter of that capacity was restored
via manual rerouting, and the final quarter was restored within 48 hours of the storm making landfall
when AT&T workers physically installed two cables in the ground and rerouted certain tratfic. This
latter effort successfully worked around the loss of certain regenerators that boosted the strength of
digital bits long distances over fiber. On a nationwide basis, on the day of Katrina and over the next
few days, we successfully carried intercity traffic at levels that exceeded demand the week prior to

Katrina by approximately 10%.

Nonetheless, because we interconnect with other carriers, including local exchange carriers
and wireless carriers, we could not complete calls to other networks that suffered more severe
disruptions. As a result, following Hurricane Katrina’s landfall on the Gulf Coast, we needed to block
millions of calls a day into the affected area due to outages in other telecommunications carrier’s

networks.

We built our only major switching station in the New Orleans area on high ground utilizing
“submarine doors” and, therefore, it was not flooded. We had also invested money in the
infrastructure of this major switching station based on past flooding threats in New Orleans including
moving critical electrical equipment and emergency generators to upper floors in the facility. One of

our most immediate concerns in the aftermath of Katrina regarding that facility, however, was looting

-12-
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and security. Security concerns forced employees to evacuate our switching center late in the
afternoon on August 31% as local law enforcement was unable to ensure the safety and security of the
site. We requested the assistance of DHS and they dispatched heavily armed U.S. Marshals and FBI
Special Agents to secure our critical switching center early that evening. Our employees returned to
the building the following day, together with BellSouth employees who worked in the same building.
They were escorted into the area by more U.S. Marshals and FBI Special Agents provided by DHS.
At that time, our people delivered to the building fuel for the generators, water for the air conditioning
chillers, food, and other supplies. Law enforcement authorities also set up operations in the lobby of
the building in order to utilize the telephone connectivity available there. During the period that our
employees were out of the building, the network infrastructure was put on automatic controls and

monitored remotely by the AT&T Global Network Operations Center.

We had 162 offices loose commercial power during the storm event. We had ensured a
sufficient backup generators and enough fuel for them. We were able to restore power by putting
many of these sites on generators, and by making use of batteries or fuel cells in connection with a
few, We replenished fuel supplies as necessary to avoid disruption, but our preparations included
staged supplies of thousands of gallons of gas in portable containers, thousands of gallons of diesel

fuel in portable cells, and thousands of gallons of water in portable tankers for cooling towers.
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HI.  AT&T'S KATRINA RESPONSE AND OUTREACH

AT&T began moving equipment and teams from around the country toward the Gulf States in
the days before the storm made landfall. We followed our prescribed approach. The first team restored
AT&T’s service to its prior levels, the next maintained and monitored AT&T’s facilities so as to
prevent new issues from arising, and the third came in to help others. AT&T worked around the clock
to respond to this crisis and safeguard its network, support efforts to respond to the disaster, and

address the needs of evacuees.

Because we fully restored and secured all of our network capabilities within the first 48 hours
of the crisis, in a spirit of service and compassion, AT&T was able to direct its efforts to benefit its
customers, other telecommunications competitors and their customers, first responders, and evacuees
as needed. In this instance, we were largely able to use our in-place capabilities to meet not only our
own needs, but also those of others. We put a variety of our facilities to work for other carriers and
their customers, and continue to carry significant amounts of additional traffic for other carriers that
cannot currently do so themselves. AT&T also helped to provide relief to those directly affected by

the hurricane and flooding, and assistance to charitable relief activities.

Of course, the same is particularly true of our work with government customers like FEMA. In
addition to immediately increasing FEMA call capacity and toll-free number availability, over the
weekend of September 10", AT&T was able to install an additional 3,360 voice circuits to boost call
center capacity to support FEMA. AT&T worked directly with the IRS to execute in less than 24
hours an agreement to direct calls using IRS trunks which IRS provided to give FEMA necessary

increased call capacity.

-14-
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At the same time, we coordinated with the DHS NCC regarding the considerable resources
that we could make available. First, we focused on the broader telecommunications network and the
critical needs of first responders and ongoing rescue operations. In coordination with the NCC, we
dispatched five Emergency Communications Vehicles (“ECVs”) with satellite capabilities, and other
forms of assistance, to assist in the relief efforts. Never before had we deployed so many of our
satellite assets to a single area. During the first 13 days of the crisis, over 104,000 calls were made
through AT&T ECVs. We assisted the Louisiana State Police, the Louisiana National Guard, Stennis
International Airport, NASA and others, including civil emergency communications authorities in
Mississippi and Louisiana. We also provided some of our portable diesel-powered generators to
Louisiana State Police Troop L headquarters in Mandeville, LA on Saturday morning, September 3.
They had lost their back-up power generator that morning. We offered an AT&T generator until its

own could be repaired or commercial power restored.

The second part of our response was to provide relief to individuals, telecommunications

services in support of charitable work, and to make our own charitable contributions.

o  Working with Avaya, Cisco and SBC, we helped establish a communications network for
evacuees at the Astrodome, including more than 1000 phone lines as well as data

infrastructure.

e We established a phone bank to assist displaced college students to find alternative educational

opportunities.

o We provided toll free calling and 10 call centers for a successful fundraiser: “Shelter from the

Storm: A Concert for the Gulf Coast.”

-15-
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e The AT&T Foundation also pitched in to address the needs created by this disaster. It donated
$1.5 million' and 148 laptops to the Red Cross for relief efforts, It issued 35,000 pre-paid

calling cards for distribution to survivors and evacuees.

" This figure includes $500,000 in matching funds for donations from AT&T employees.
-16-
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IV. IMPACT OF 2003 NORTHEAST BLACKOUT ON THE AT&T NETWORK

On August 14, 2003, large portions of the Midwest and Northeast United States and Ontario,
Canada, experienced an electric power blackout. This outage affected an arca with an estimated 50
million people in the states of Ohio, Michigan, Pennsylvania, New York, Vermont, Massachusets,
Connecticut, New Jersey and the Canadian province of Ontario. The blackout began a few minutes
after 4:00 pm Eastern Daylight Time and power was not restored for 4 days in some parts of the
United States. Estimates for the cost of the blackout range between $4 billion and $10 billion with the

U.S. Department of Energy estimating $6 billion.

Internet traffic, data services, and voice calls flowed across our network without interruption.
This was not due to luck but instead the reliability and redundancy that we designed and built into our
network infrastructure including the multiple layers of emergency power provided by generators and
battery back-up. It is also a tribute to the people of AT&T who worked around the clock to keep
America’s communications infrastructure up and running. We used our very disciplined incident
command system to manage the event including refueling of some generators, moving portable
generators to charge batteries at some of our smaller fiber cable regenerator stations, and respond to

assistance requests from other carriers and some of our customers.

282 of our Network nodes were protected by our emergency backup power infrastructure for
intervals ranging from several minutes up to 74 hours. AT&T did experience a significant spike in our
long-distance phone traffic after the initial outage, which leveled off during the night. Qur network
performed superbly during this voice call surge and the call levels were back to normal by the next

morning.
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We did have a problem with one of our local voice switches in New York City on August 14™ when
the landlord at one our leased facilities refused to let us run a standby generator that we had for
emergency backup due to exhaust fumes that were drifting back into the building. Late that evening
the backup batteries for the site exhausted and we lost power at this location. By the time the batteries
had exhausted and we lost power the business customers that were served by this voice switch had
already left the city. We requested assistance through the New York City Mutual Assistance
Restoration Consortium (MARC) to get a NYPD escort for a portable generator we brought in to
provide power. The police escort was required to bring the generator though the gridlock caused by
the blackout. NYC MARC has a very similar mission to the DHS NCC and acts as a two way liaison
between the local authorities and private industry infrastructure operators including power, gas, and

telecommunications.

18-
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LESSONS LEARNED

Each emergency situation presents its own unique set of challenges, and even the most

thorough planning cannot take the place of ingenuity and resourcefulness when the unforeseen

happens. That said, much can be anticipated and we must plan and drill to address a variety of events

on any scale. I am sure I join all of you in saluting our first responders and relief workers in their

tireless efforts. But the importance of resourcefulness does not in any way obviate the need for very

carefully thought out emergency planning led by seasoned professionals.

Our experiences have reinforced the following lessons which we all must incorporate in future

planning:

Establish and Practice Disaster Recovery Processes in Anticipation of Emergencies:
Communications, Command and Contrel. Communications resources can be brought where
needed very quickly, but it is essential that there be clear lines of command and control at all
times in order to direct those resources effectively and to the area of greatest need. Moreover,
if because of the scale or nature of the disaster, some aspect of the plan affecting the command
structure is not workable, an alternative must also be part of the plan and ready for
implementation. Finally, without practice and drilling, no team will be ready and no plan will

be ready to implement.

Internalize the 3P Paradigm: Preventive Action, Proactive Focus, Predictive Models. It is
crucial to invest in facilities and plan and drill regularly and thoroughly for a wide variety of
contingencies. Investment cannot be deferred and possible scenarios ignored. We cannot wait

for a disaster to occur before we are prepared to move aggressively.

Make Risk Analysis Routine: Harden Critical Infrastructure Where Indicated. It is
imperative to know what part of your infrastructure is critical to continued operation of the
network in times of crisis and how to harden it as much as possible and to replace or restore it
to the extent it may be damaged. Such analysis must be part of any risk assessment, and the

assessment must be followed promptly by action.
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Establish Crisis Management Plan. Every emergency situation is different, and even the best
planning may not prevent things from going wrong. Thus, we need to prepare ourselves for
that eventuality. Crisis management plans must recognize and allow for improvisation to adapt

to the given circumstances.

Coordinate Restoration and Recovery Effort. There should be no wasted effort in recovery
operations. Everyone available should be participating, and there needs to be coordination so
that efforts are not duplicated or in conflict with one another. The NCS NCC played a very
positive role in matching available resources to pending needs. It is essential that logistical
information such as what roads are closed and what medical precautions need to be taken be
readily available. Moreover, a recommendation we made after 9/11 still has not been widely
implemented. Companies who are crucial to the response to disasters such as AT&T should
have special credentials designed for employees and accredited in advance in order to access
disaster areas. In some cases AT&T employees only were able to respond and move mobile
resources into the Gulf Coast area by virtue of their resourcefulness in talking their way into
affected areas. Letters were provided during the disaster response but not all state and local

law enforcement authorities recognized or honored them.

Design Five 9°s of Reliability. This storm again confirmed that telecommunications companies
that design their networks to this standard — 99.999% reliability — have excellent disaster
recovery and response capabilities, as well as reasonably hardened networks. That is the only

way to maintain this standard. In times of crisis, this capability becomes a vital national asset.

Interoperability and Spectrum Availability. A crisis on the scale we saw in the Gulf Coast,
and smaller challenges as well, demand a well coordinated information and communications
delivery system. We must resolve the spectrum needs highlighted by the 9/11 Commiésion,
among others, to provide first responders and others with a better and more effective means of

communicating quickly and easily in an emergency.
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POLICY RECOMMENDATIONS

These lessons learned lead to the following specific policy recommendations:

Focused and unified incident command is a very important function for coordinating any type
of event but would be absolutely critical during a massive, nationwide disruption of our shared
cyber infrastructure. The FCC, DHS Office of Cybersecurity & Telecommunications, National
Cyber Response Coordination Group (NCRCG), and the NCC all appear to have roles in
coordinating any reconstitution of the internet after a massive outage. A single agency must be
identified, funded, and empowered to act as the National Cyber Incident Commander for any

required cyber infrastructure recovery and reconstitution efforts.

The agency that is designated as the National Cyber Incident Commander must also be the
lead for the planning and exercising of coordinated response plans with all parties in the cyber
infrastructure. The first items that must be addressed immediately by this agency are a
coordinated advanced warning mechanism including an emergency communications plan. The
coordinated advanced warning mechanism should be a way of identifying potential
emergencies and agreed-upon protocols and thresholds that indicate an attack is under way or a
disruption is imminent. Something along the lines of a blend between the Centers for Disease
Control and Prevention (CDC) and the NOAA National Hurricane Center for our cyber
infrastructure. An emergency communications plan must address the protocols and processes
for responding to severe failures as well as the infrastructure used to communicate. This
infrastructure could be a blend of the recently dissolved Alerting and Coordination Network
(ACN) and the SHAred RESources (SHARES) High Frequency (HF) Radio Program
administered by the NCC. This emergency communications infrastructure must not rely on the
underlying cyber infrastructure. In the absolute worst case scenario of a complete cyber
infrastructure shutdown the best communications means to coordinate the recovery and

reconstitution may be a private line conference bridge arrangement or even HF radio.

Drill frequently for emergencies under various scenarios and include the public and private
sector. Do not be satisfied with a written plan. Put the plan in practice and continue to
improve. A plan that is not tested and exercised regularly can actually be more harmful than
not having a plan. A false sense of security is created with the untested plan and usually many

resources have gone into producing something that may never work in trying circumstances.
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An honest and thorough after exercise evaluation of performance, distillation of lessons

learned, and implementation of improvements.

Furnish standardized and approved emergency credentials to vital communications and other
infrastructure providers in advance, so that AT&T and other specialized disaster staff can get
into affected areas to restore vital capabilities without delay or interference. While our teams
were given letters from state officials authorizing them to enter impacted areas, those were not
necessarily recognized by security and other law enforcement personnel in the field. We have
been participating in a trial of the DHS First Responder Authentication Card system that
appears to meet this need. A national credentialing system must be established to allow us to

more quickly restore critical communications after a disaster or other emergency.

Predetermine security needs and formalize request process from telecommunications carriers
for law enforcement deployment to protect critical infrastructure facilities immediately

following a disaster.

Increase the visibility of the resources that our Government has already created for emergency
planning. www.ready.gov is an excellent resource provided by the DHS that includes
emergency planning advice and resources for our citizens, businesses, and even our pets to
help us all prepare for the unexpected. It should be promoted more widely to promote the

message of individual and enterprise accountability for disaster and emergency planning.

Consider subsidizing some emergency preparation by infrastructure companies since the
government is likely to call such capabilities into use or would otherwise need to duplicate

resources inefficiently.

Minimize the amount of regulation and data reporting requirements during a disaster and
maximize the amount of coordination and cooperation between the public and private sector.
The priority must be on the safety of our employees and the recovery and reconstitution of this
critical national resource. The limited Special Temporary Authority (STA) and waiver of the
FCC’s rules to engage in integrated disaster planning and response without observing the
FCC’s structural separation requirements that was granted by the FCC to AT&T, and several

other carriers, is an excellent example of focusing on the recovery mission.
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We can never anticipate every contingency in an emergency, nor can we assure a foolproof
communications network all the time under all circumstances. Nonetheless, at AT&T, we have done
much to ensure reliability and restorability of communications networks and together — as an industry
and as a nation — we can do more. | thank you for holding this hearing to advance this important

discussion.
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Statement of Michael A. Aisenberg, Esq.

Director of Government Relations, VeriSign, Inc.

Mr. Chairman, distinguished members of the Subcommittee, my name is
Michael Aisenberg. | am Director of Government Relations at VeriSign, the
California-based Internet infrastructure company. | am also Vice Chair of the
new IT Sector Coordinating Council, engaging with DHS on cyber security
policy, and am chair of the President’'s NSTAC International Task Force, the
ITAA Information Security Committee, and a Board Member of the IT ISAC.

| have a prepared statement which | would ask be included in the record in its
entirety. My remarks today are those of VeriSign, as a corporate member of the
cyber infrastructure community.

Mr. Chairman, | appear here today after a career of thirty years of translating
from the “tech” to the “"Congressional.” My entire career, including my years in
government, has largely been spent working with the legislative and executive
branches, on behalf of IT companies.

Today, and for the past six years, | do this work for a core Internet
infrastructure company. Based in Mountain View California, VeriSign is a
company of over 3500 employees, who operate inteiligent infrastructure
services that enable and protect billions of interactions every day across the
world’s voice and data networks. VeriSign currently secures over 450,000 Web
sites with digital certificates—including sites for 93% of the Fortune 500. Today,
the VeriSign Secured Seal appears on over 34,000 sites worldwide, a
ubiguitous symbol of trust. VeriSign facilitates over 18 billion internet Domain
Name queries every day, and can support many times that amount, should
RFID tags replace the current barcode system, filling networks with timely
product information. VeriSign operates the largest SS7 network in North
America, securely routing 2.7 billion phone connections every day from carrier
to carrier, across national boundaries, and between protocols. We are the
largest mediator of cellular roaming services in North America, and support
cellular carriers with the largest inter carrier billing system. We are deeply
involved in the development of policy within our sector and at the national level.
Our Chairman, Stratton Sclavos is a member of both the President’'s Council of
Advisors on Science and Technology and the President’s National Security
Telecommunications Advisory Committee, where | am privileged fo chair the
newly established International Task Force.

Mr. Chairman, | am pleased to be present with distinguished colleague
companies, and in particular, with a representative of the BRT, which has
recently published its views on DHS’ management of cyber security. This
document is important, because its conclusions are largely correct and widely
shared.
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I would like to make three important points today. First, those who make policy
in the United States must understand the economic value and critical
interdependencies we have developed on our information networks. Second,
we must understand, acknowledge and accommodate to both the global nature
of our information networks, and the threats and continuing attacks being
mounted against them. Third, the security of our networks, largely owned and
operated by the private sector, depends on effective partnership between
government security, intelligence, law enforcement and user agencies, and the
private sector stewards of these infrastructures.

Allow me to elaborate.

Americans must appreciate and keep a clear focus on the critical economic and
national security role which our information networks have come to fulfili over a
very short period. In less than two decades, this country has evolved an
irreversible dependency, and interdependency by America’s banking, finance,
transportation, health care, education, power, manufacturing and government
services on the networks managed by the companies which make up the IT
and telecom sectors.

Each day, 3 trillion dollars worth of economic activity pass over secure Federal
financial networks. Securities sales settlements, check clearances, interbank
transfers. That is nearly 1/3 of our Gross Domestic Product. If these electronic
transactions do not have Internet sites such as NYSE.Net, BankofAmerica.com
and Treasury.gov available, secure and running, U.S. economic activity begins
to grind 1o a halt, at the rate of $130 billion dollars per hour. So cyber security-
- the function of safeguarding both the physical and logical infrastructures which
enable this economic activity-- is an essential activity of DHS, and of the rest of
the U.S. national security community. Cyber security is indeed a responsibility
which we all share and in which we all have a stake.

Second, we must lose our cyber nationalism and phony techno-xenophobia.
The United States—government and industry--must recognize that these
information networks are global, and are managed in increasing measure by
interests outside of the control of the U.S. government. At the same time, our
networks are being subjected to threats and attacked by actors from around the
world.

As we reach 200 million North American Internet users by the end of this
decade, the rest of the world will pass two billion users. Unquestioningly, we in
the U.S. originated much of the underlying technology, the computer and
network hardware, and the complex protocols and network software on which
the global network depends. But while we have “carpet bombed” the planet
with this technology, we can no longer claim exclusive dominion over it.
Networks are largely agnostic about national borders. The U.S.—industry
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stewards of critical infrastructure and the government-- must work globally
within public and private sector mechanisms to evolve governance models
which retain necessary and appropriate links between U.S. national security,
defense and law enforcement interests, while accommodating the legitimate
aspirations of governments and network users around the world to have a stake
in the operation and evolution of tools that shape their own social and security
futures.

Third, the role of an effective government cyber security actor and government-
industry partnership is central to the maintenance of the critical security posture
protecting cyber networks. It is important we not lose sight of the BRT report’s
critical conclusion; we need a much improved cyber security activity, not just in
DHS, but across government interests.

The global threats mentioned earlier are not slowing, but accelerating. They
are not becoming limited, but rather, are growing in scope and scale. They are
not becoming trivial, but much more sophisticated. All of these facts mean the
overall risk is growing, and for every security solution we put in place, we can
expect our adversaries to develop an attempted “trumping” assault. This is
much like a cyber arms race, with no end likely to be achieved.

But the BRT’s suggestions about the extent of private industry engagement
with DHS, especially over the past eighteen months, are, | believe largely
incorrect and out of touch with the facts of important progress being made in
public-private collaboration specifically directed at improving the admittedly
risky national cyber security environment.

In the last eighteen months, we have seen DHS make significant and important
progress in migrating from a frankly dismal posture in 2003-04 when Cyber
Security was demoted out of the White House and info the lower rungs of a
new agency, to a substantial, active entity engaging effectively with industry on
many fronts.

Beginning with the TopOff lil exercise planning in the fall of 2004, a steady
improvement and expansion of industry involvement with DHS’ cyber and
network security activities has been evident. This improvement must continue.

The TopOff il exercise occurred in the spring of 2005 with less-than-desirable
cyber and telecom sector participation. At about the same time, early drafts of
the National Infrastructure Protection Plan or “NIPP”, devoid of any meaningful
discussion of the cyber infrastructure were released, and thankfully, promptly
pulled back. These represent the low points.

Comment from industry on these processes began to be sought by new DHS
leadership. Private sector involvement in DHS' policy process from their
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beginning, rather than at the end, long an aspiration of those of us representing
industry through our organizations, began to be practice.

The national cyber security exercise, Cyber Storm, which occurred in February,
included extensive sector participation in its planning, and was a remarkable
success as a learning experience in public-private cooperation. Led by the IT
ISAC, the IT sector gained valuable experience in Cyber Storm, and a new
impetus toward the development of a concept of emergency operations for the
sector.

DHS’ multi stakeholder Internet Disruption Working Group (IDWG) was
developed in 2005 and culminated in a day-long planning conference in
November, and a recent valuable and widely attended day-long table-top
exercise last month, involving DHS and other security agencies, other Federal
and sub-Federal government interests and a wide range of private sector cyber
infrastructure organizations.

The government's security operations community, GFirst, held its annual
conference in Florida in May, which was widely attended by dozens of private
sector representatives as well as hundreds of government network security
managers, and accompanied by a day long engagement between senior staff
or the U.S. CERT and the IT ISAC’s con ops task force.

The NIPP has just been released, over the signatures of Secretary Chertoff and
14 other Cabinet members. The NIPP, as a framework for action, including
public-private collaboration, incorporates extensive views of the {T and
telecoms sectors, and explicitly reflects a focused recognition of the cyber
sector’s structural and operational differences from physical critical
infrastructures, both in the NIPP text and in the separate Cyber Appendix.

The IT and Communications Sector Specific Plans contemplated as operational
components of the infrastructure protection process are now under
development in a full partnership model between industry representatives and
DHS and other GCC member agency representatives. The process is
thoughtful, effective, and may well be exemplary for other sectors’ SSP
development.

These milestones in improvement in the relationship between cyber sector
industry interests and the NCSD and NCC staff are important and significant.
They are, however, not a solution, but a beginning. This is because cyber
security is indeed an ongoing process, and because, as GAO reports so often
state, "Progress has been made, but much remains to be done.”

Indeed, many of us believe that notwithstanding these improved engagements
between the public and private sectors, the actual operational posture of the
cyber sector and DHS' is still fraught with risk. It has been observed that if a



166

9/11 like attack were to take down the NYSE today, (putting aside the issue of
improved back-up sites) there is simply no way that the NYSE could restore its
network dependent functions in the same four days it did in 2001, and indeed,
perhaps not in four weeks.

And the principal reason for this unlikely prompt restoration is DHS, or rather,
the bureaucratic impediments to the kind of nimble, self-motivated, selfless
action that dozens of private sector entities engaged in 2001 to bring the
exchanges back on line. Katrina has amply illustrated these problems; we
should not wait for a 2006 hurricane season test of post-Katrina lessons-
learned to determine if our economic and other network dependent
infrastructures are supported by a necessary government structure, to facilitate
private sector action. We need to act without delay to assure that our networks
and the critical sectors dependent on them are resilient enough to withstand the
attacks being mounted against them each day. And our critical networks must
be supported by the appropriate tools from government as well as industry to
assure the ability to recover from disabling attacks with minimum collateral
impact on our economy and security.

Several steps are necessary to assure this.

First, DHS modest cyber security budget must be insulated from the continuing
reprogramming and budgetary cuts now underway. There will be neither a
virtual Bourbon Festival OR Nick's Online Check Cashing if there is no Internet.

Second, a cyber security leader with credibility in industry and within the
Federal cyber community must be identified and appointed as DHS’ permanent
Assistant Secretary for Cyber security and Telecommunications without further
delay.

Third, critical R&D projects directed at improving the key security protocols of
the Internet must be funded and launched or relaunched, on a fast track basis if
possible.

If we do these things, we will not guaranty that our adversaries will stop
attacking our critical cyber assets, but we will improve the likelihood that we will
successfully withstand those attacks, and retain the availability of these
infrastructures on which we are now so dependant. Thank you Mr. Chairman,
and Mr. Chairman, | will be happy to answer any questions.
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Introduction
Thank you for this opportunity to testify today on Internet recovery on behalf of State

Farm Insurance Companies and Business Roundtable.

Business Roundtable (www.businessroundtable.org) is an association of chief executive
officers of leading U.S. companies with over $4.5 trillion in annual revenues and more
than 10 million employees. Our companies comprise nearly a third of the total value of
the U.S. stock market and represent nearly a third of all corporate income taxes paid to
the federal government. Collectively, they returned more than $110 billion in dividends

to shareholders and the economy in 2005.

Roundtable companies give more than $7 billion a year in combined charitable
contributions, representing nearly 60 percent of total corporate giving. They are
technology innovation leaders, with $86 billion in annual research and development

spending — nearly half of the total private R&D spending in the U.S.

Following the 9/11 attacks on the World Trade Center and the Pentagon, Roundtable
CEOs formed the Security Task Force to address ways that the private sector can improve
the security of employees, facilities, communities and our nation. The Roundtable
believes that the business community must be a partner with government in disaster
preparedness and response because more that 85 percent of the nation's critical
infrastructure - power grid, financial services, information services, railroads, airlines and

others - is owned and operated by the private sector.

The Roundtable commends the Subcommittee and its members for their interest in
improving procedures and preparedness to ensure recovery of the Internet following a
major disruption. Hardening the Internet and strengthening cyber security is one of the
priorities of the Security Task Force, which is chaired by Frederick W. Smith, Chairman,
President & CEO, FedEx Corporation. The working group focusing on cyber security
issues is led by State Farm’s Chairman and CEO, Edward B. Rust, Jr.
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Preparing for Internet Recovery

More than a year ago, the Roundtable began work on an initiative to assess the public
sector and the private sector plans and procedures for Internet recovery following a cyber
catastrophe. We have just produced a report, Essential Steps to Strengthen America’s
Cyber Terrorism Preparedness, which identifies significant gaps in our nation’s
preparedness. The Roundtable has provided copies of our report to the Subcommittee,

others in Congress and to the Department of Homeland Security.

The Roundtable’s analysis finds that the United States is ill-prepared for a cyber
catastrophe, with significant ambiguities in public and private sector responses that would

be needed to restore and recover the Internet following a disaster.

As the Subcommittee knows, the uninterrupted use of the Internet is a crucial issue for
our national and homeland security. The Internet and cyber infrastructure serve as a
critical backbone for the exchange of information vital to our economic security. But our
analysis has exposed significant weaknesses that could paralyze the economy following
massive disruption — regardless of whether this is caused by a terrorist attack or a natural

disaster,

Progress has been made over the past decade on technical issues. The Department of
Homeland Security, for example, has established a computer security readiness team
and is fostering a more sophisticated understanding of cyber risks that could adversely
affect the nation’s security. However, other issues have not been addressed in
government or industry, such as strategic management and governance issues around
reconstituting the economy and shoring up market confidence after a wide-scale Internet

failure..

Three Gaps in Plans for Restoring the Infernet
The Roundtable’s report identifies three significant gaps in our nation’s response plans to

restore the Internet:

(V)
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« Inadequate Early Warning System — First, we found that the U.S. lacks an early
warning system to identify potential Internet attacks or determine if the

disruptions are spreading rapidly across critical systems.

+ Unclear and Overlapping Responsibilities — Second, public and private
organizations that would oversee restoration and recovery of the Internet have
unclear or overlapping responsibilities, resulting in too many institutions with too

little interaction and coordination.

« Insufficient Resources — Finally, existing organizations and institutions charged
with Internet recovery have insufficient resources and support. For example, only
a small percentage of the National Cyber Security Division (NCSD)’s funding is

targeted for support of cyber recovery.

Collectively, these gaps mean that the U.S. is not sufficiently prepared for a major attack,
software incident or natural disaster that would lead to disruption of large parts of the
Internet — and our economy. If our nation is hit by a cyber catastrophe that wipes out
large parts of the Internet, there is no coordinated, public-private plan in place to restart
and restore it. A cyber disaster could have immediate and nationwide consequences to

our nation’s security and economy, and we need to be better prepared.

Let me make one other point. Although there is no agreement among experts about the
likelihood of a wide-scale cyber disaster, they do agree that the risks and potential

outcomes are serious enough to mandate careful planning and preparation.

Recommendations for Government and Business

In my remaining time, let me talk briefly about our recommendations for government and
business to improve identification and assessment of cyber disruptions, to coordinate
responsibilities for Internet reconstitution, and to make needed investments in institutions

with critical roles in Internet recovery.
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We believe it is important to understand that response and recovery to a cyber disaster
will be different from natural disasters, when the federal government has the leading role.
Industry must undertake principal responsibility following an incident for reconstituting

the communications infrastructure, including telephone, Internet and broadcast.

We believe that business and government must take action — individually and collectively
~ to address these issues. Let’s start with government. The Roundtable calls on the
federal government to establish clearer roles and responsibilities, fund long-term
programs, and ensure that national response plans treat major Internet disruptions as
serious national problems. For example, while the Administration says that it has
authority to declare a cyber emergency in the National Response Plan -- and will consult
with business leaders as part of the declaration, it is not clear how this consultation will
occur or what the factors are for declaring an emergency. Nor has Congress clearly
authorized the US-Computer Emergency Readiness Team in the Department of

Homeland Security to engage in these activities.

Regarding the private sector, our report urges companies to designate a point person for
cyber recovery, update their strategic plans to prepare for a widespread Internet outage
and the impact on movement of goods and services, and set priorities for restoring

Internet service and corporate communications.

But when it comes to protecting our nation — our employees, customers, facilities and
communities ~ the federal government cannot do it alone, and neither can business. The
best security solutions will come from a public-private partnership that identifies and acts

on ways to improve collaboration. Let me discuss just a few of our recommendations:

« First, since the first 24 hours after a major cyber disruption often determine the
overall success of recovery efforts, we must focus more attention on coordinating

initial efforts to identify when an Internet attack or disruption is occurring.
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* Second, we recommend the creation of a federally-funded panel of experts — from
business, government and academia — who would assist in developing plans for

restoring Internet services in the event of a massive disruption.

s Finally, we believe that the Department of Homeland Security, together with
business, should conduct large-scale cyber emergency exercises, with lessons
learned integrated into programs and procedures. These exercises should include
senior government and business executives who are fully authorized to act during
a cyber emergency and are accountable either to shareholders and boards of

directors or, for government, senior political leadership.

Without these changes, our nation will continue to use ad hoc and incomplete tools for

managing a critical risk to the Internet — and to our nation’s economy and its security.

Future Business Roundtable Plans

Up to this point I have outlined for the Subcommittee the basis of our observations and
our recommendations for government and business to consider. Now I want to spend just
a moment telling you about the Business Roundtable’s plans to find solutions to the gaps

that we identified.

As an extension of our previous work, the Roundtable will examine coordination
processes, protocols and practices across the private sector before, during and after a
disruptive event. First, let me say that we are confident that our member companies are
able to manage through most disruptions that affect regional, national and global Internet
operations. For this reason, the Roundtable will focus its efforts on those large-scale
events that no single company is positioned to manage absent widespread cross-industry
collaboration in areas such as information sharing and technical support from subject
matter experts. We will assess protocols on which institutions respond, but also will look
at how early warnings are established as well as how companies access information and

service critical disruptions in emergency situations.
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As I noted a moment ago, the Roundtable’s review found that there are multiple
institutions formally charged with public-private collaboration — with overlapping roles
and responsibilities. The Roundtable expects to conduct a rigorous analysis which will
depict areas that require consolidation, refinement or creation of new public-private
collaboration. We believe this will provide a foundation for meaningful improvements in
our nation’s ability to protect and restore the necessary Internet infrastructure as well as
clarify specific, meaningful and actionable decisions that will lead to well-coordinated

response and reconstitution processes.

Conclusion
In conclusion, let me again thank the Chairman and the Subcommittee for the opportunity
to present Business Roundtable’s report on cyber preparedness and to discuss our

recommendations for improvements.

Roundtable CEOs believe strongly that we need a national response to this challenge, not
separate business and government responses — and that means better collaboration. Most
important, we must start immediately. Because of the widespread consequences of a

massive cyber disruption, our nation cannot wait until an incident occurs to start planning

the response.

And I assure you that America’s CEOs and our companies are committed to do our part.
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As a representative of the Delaware state government and of the National Association of State
Chief Information Officers, I appreciate the opportunity to provide written evidence to the US
Senate Subcommittee on Federal Financial Management, Government Information and
International Security, in relation to the congressional hearing on Internet disruption and plans
for resumption. In particular, I would like to provide comments on the ability for a state
government to function in today’s world without the Internet or without network availability. A
massive Internet disruption and prolonged outage is a topic often discussed at the state level, but
a lack of policy and of clarity on the roles that the government and the private sector must each
play in reconstitution efforts, are major weaknesses.

My testimony is presented from two perspectives. First, representing the great State of Delaware
as Secretary of Delaware’s Technology and Information (DTI) agency and state Chief
Information Officer (CIO), I would like to describe to you some of the critical services provided
by the Delaware state government and how these services would be affected in the event of an
Internet disruption; and second, as the immediate past President of the National Association of
State Chief Information Officers, or “NASCIO,” I would like to present perspectives and
examples from my fellow State CIOs regarding this important issue. As background, NASCIO
represents state chief information officers and information technology executives and managers
from the 50 states, six U.S. territories, and the District of Columbia. In most cases, the state CIO
is appointed to his or her position by the governor and have executive-level and statewide
responsibility for information technology leadership.

As you are likely aware, the Internet and Internet Protocol (IP) based applications have become
critical service channels for government at the federal, state and local levels. The Internet is a
significant tool that assists almost every department of state government in day-to-day business
operations. It is important to understand that a loss of the Internet would not simply mean that
fishing licenses could not be purchased online. It would result in substantial interruptions in
critical services to citizens, including our most vulnerable citizens. Whether it’s the public
Internet or a private Internet state network, the convergence of data, voice, video and wireless
has changed the way state government conducts business. For state government, the Internet is
now a critical part of the fabric of state service delivery, communications and emergency
response. Internet no longer only provides just e-government on a state web portal, but has
extended to Voice over IP (VoIP) telephony, IP video conferencing and wireless connectivity. .
It is an expectation that state government will use Internet availability to transact services, reach
out to citizens and support cross-jurisdictional communications.

It is evident that states have become more reliant on the Internet, however Internet dependency
has also trickled down to other sectors of government. Many states have moved services to
regional offices and local jurisdictions for convenience and cost savings. Delivery of services to
constituents, especially in the human services area, is primarily delivered by local governments
on behalf of the state and federal government. A lapse or shutdown in Internet availability
would disable a vital state-to-local communications mechanism that supports human services,
public safety, revenue collections and many other functions that are state administered and
locally delivered or simply local programs delivered locally to citizens via the Internet. In
addition, there are specific federally related business areas that would be significantly disrupted
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by the loss of Internet access, causing increased economic strain, the least of which would be a
loss of electronic remittance systems that utilize secure transmissions through the public Internet
to keep commerce moving. In times of disasters and emergency response, the Internet is an
important channel for intergovernmental communications among local government, regional
governments and the state governments. The public relies on government to issue alerts and
warnings — systems which are heavily dependent on the IT infrastructure. This dependence on
the Internet that exists within all levels of government, demonstrates a real need for
intergovernmental collaboration and cooperation, especially during periods of emergency
response.

As the State of Delaware’s CIO in charge of all state government information and
communications technology, one of my highest priorities is maintaining a robust and reliable
state network to serve the citizens of Delaware. 1n Delaware’s emergency management arena,
we often say that “every incident is local,” and this holds true for the states when it comes to
major incidents that could threaten access to the Internet or the state’s IT infrastructure. The
states cannot and should not depend on the federal government for immediate rescue and
response in regard to disaster recovery and business continuity.

In the simplest of terms, at the state level, the impact of a loss of Internet and/or the state’s
network as the result of a major disruption,, would be catastrophic. The state and the private
sector have a symbiotic relationship in terms of operation and infrastructure and if the Internet
were to become unavailable, the state could maintain some services internally, but it certainly
would not be business as usual. Without an operating Internet or the state’s network, the state
would be unable to process most type of financial and other key transactions that support the
daily business of government.

Further, without access to our network and the internet, public safety and public health would be
put at risk. Our State Police would be unable to process background checks, perform license tag
lookups, or seamlessly communicate with their local and federal counterparts. Our Department
of Corrections would be on full lock-down, our judicial system would be severely impacted and
our ability to provide services through our Department of Youth and Families, like Food Stamp
processing and distribution, would become virtually non-existent.

Agencies responsible for providing the funds that keep state government operating, especially in
the areas of corporations, franchise and gross receipts taxes would be unable to collect revenue.
These three sources alone provide 30% of all Delaware state revenue. Our Health and Social
Services and Children’s departments, along with Corrections and Homeland Security comprise
39% of our expenditures. Again, without the ability to collect taxes and process payments, vital
services for our citizens would not continue.

Disaster recovery at the state level requires intense collaboration and cooperation with key
private sector vendors, especially those who provide Internet service; wireless and transparent
land services; our 800 MHz digital radio system; and the providers of network security such as
firewalls and routers.
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Delaware, in concert with our primary telecommunications partner, Verizon, has recently applied
for telecommunications service priority (TSP) via the U.S. Department of Homeland Security for
all of our main trunk circuits as well as 911 centers and 800 numbers. We currently are awaiting
notification of approval. Additionally, we are purchasing wireless priority service from Verizon,
which also requires federal DHS approval. Delaware’s Technology and Information Agency
also purchased several satellite phones to facilitate communication between our data centers in
the advent that both wireless and wired alternatives are not readily available.

Delaware state government is increasingly focused on disaster recovery and business continuity
efforts and my agency has nearly completed our business continuity plan, which has identified
over 500 individual processes that are mission critical. Our disaster recovery (DR) drills have
increased in frequency from quarterly to nearly monthly and we held our first ever cyber security
tabletop exercise last fall, with our second scheduled for this November. Other agencies, such as
our division of public health and agriculture departments are also intently involved in
contingency planning targeted at specific threats such as the avian flu.

Obviously, Delaware is not alone in its concerns regarding the potential impacts of a major
Internet disruption and the challenges of reconstitution. Through NASCIO, a number of states
have contributed their perspective and examples of critical services and applications. These
examples clearly illustrate the widespread impact in different domains of government activity.

From the Chief Information Technology Officer, State of Kansas:

The Internet is critical not only for e-government, but also for assisting the state’s political
leadership in managing natural disasters and other crises. A complicating factor is that the
population of the state (2.5+ million) is widely dispersed geographically across 82,277 square
miles. The Internet is relied upon to be an adjunct command and control mechanism utilizing an
application known as Web Emergency Operations Center or simply WebEOC. Using the
Internet, various state agencies access a web portal for the exchange of critical information,
whether it be tornados or other severe weather, or a terrorist incident. This also serves as a
conduit for information to various Federal government agencies, including FEMA. Hence, an
Internet connection is crucial to our crisis management scheme whether it be the Kansas
Department of Emergency Management or the National Guard.

From the CIO, Minnesota Department Public Health:

The Internet has become a critical service for public health at the federal, state and local levels.
The health and safety of Minnesotans has become more and more dependent on the availability
of the Internet. While we have made every effort to implement solutions that do not have a
single source of failure, we do have several critical functions that would be seriously, if not
dangerously, affected by a disruption to the Internet. Below is a partial list of those services.

1. Inability to use phone service, as Minnesota Department Public Health (MDH) has
converted to Voice over IP technology. While MDH has retained a few analog phone
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lines, phone service would be greatly reduced and our ability to set up Hot Lines for
emergency situations would be difficult at best;

2. Inability to communicate vital health information to local public health departments, the
news media and partners using email or Websites. MDH would lose the ability to email
partners with critical information regarding outbreaks, hazardous events or public health
emergencies. This could be especially damaging during a public health emergency, when
accurate, timely information is essential;

3. Inability to connect to the CDC for disease and surveillance activities limiting our ability
to respond to outbreaks, hazardous events or public health emergencies. (Examples: TB,
Influenza, Polio, West Nile, Food Borne Outbreaks, municipal and private well issues)

4. Inability to notify local public health and health care providers about urgent public health
threats. The Internet is the primary method of communication about watching for people
with symptoms, providing technical details about case situations, assuring messages to
providers and the public are consistent.

5. Inability of the Office of Emergency Preparedness to meet the federal requirement to
track available hospital beds. This is an Internet-based system and without the Internet,
OEP would spend countless hours calling hospitais and hospitals would spend time
tracking this issue rather than providing care;

6. Unable to order vaccines through the CDC. States order from the CDC and they in turn
distribute the vaccines around the state. This could be life threatening to citizens if there
were any kind of an outbreak.

From the CIO, State of Tennessee

An Internet interruption or intentional disruption could impact state government beyond the
obvious reduction of the citizen's ability to receive government service via the Internet. Impact
would be seen from those state functions which classically use the Internet or an Internet web
site as their interface to government systems. Inspectors or auditors working in the field would
not be able to provide information or updates which normally come over the Internet. Examples
would include those who monitor such things as crop dusters, or health and human service
facilities. At the time when communications and the ability to update data and data bases state
wide for situational analysis, determination of statewide trends, or impact would be most vital, it
would be cut off. While alternative means of update like phone in or physically going to a
terminal in a state office which did not rely on the Internet are available, planning for their use
and practice of such alternative methods are not well done.

From the CIO, State of Wisconsin:

The largest potential for network outage may no longer be a physical attack on infrastructure, as
the Internet protocols were designed to highly resilient, but rather events like bird flu and
pandemics. The projected demands on the Internet during a pandemic flu event could
overwhelm capacity to due extreme levels of remote access and stress the public Internet to such
a degree that most services could no longer be conducted. There was a recent pandemic
simulation in Europe that predicts such an outage.
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From the lowa Department of Public Health:

Approximately 2000 private and public healthcare professionals use the statewide immunization
registry over the Internet to ensure children get the right shots at the right time and vaccines are
distributed when needed. The Women, Infants and Children (WIC) program providing food
assistance to families in need requires Internet access to qualify participants and issue checks.
The Health Alert Network uses the Internet to provide information to those responding to a
health emergency or bioterrorism alert and to help manage incident as they unfold. The last item
may be particularly important. A great deal of the planning for homeland security, bioterrorism,
response to natural disasters, and the like at the state level relies on the availability of the
Internet.

From the CIO, State of Michigan:

Many critical applications pertaining to State Police, Community Health, Transportation, would
be impacted negatively. In many instances the reliance upon technology has replaced any
procedure or document that would outline a manual solution and therefore if the Internet were
down for any extended period of time, these manual processes would need to be developed
causing further delays. The following applications/functions would be inoperable for the
Michigan Department of Transportation (MDOT):

¢ MiPARS - Michigan Permitting and Routing System - A substantial portion of this system is
web-based. This application would likely be mostly or entirely disabled with a loss of
Internet services causing delays or complete inability to issue trucking permits and safe
routes to the trucking industry. The impact could be a long delay or inability to provide safe
commerce distribution throughout Michigan via the trucking industry.

The following applications/functions would be inoperable for the Michigan Department of
Education (MDE). The Michigan Department of Information Technology (DIT) hosts over 40
Internet web based applications for Education and CEPIL. The primary customers are the 57
intermediate school districts, 550 public school districts and 4500 schools. One example is State
Aid Payments to school districts - portions of this system are web based and used to process $11
billion in State Aid payments each year.

From the Iowa Department of Public Health:

Approximately 2000 private and public healthcare professionals use the statewide immunization
registry over the Internet to ensure children get the right shots at the right time and vaccines are
distributed when needed; 2) the Women, Infants and Children (WIC) program providing food
assistance to families in need requires Internet access to qualify participants and issue checks
and; 3) the Health Alert Network uses the Internet to provide information to those responding to
a health emergency or bioterrorism alert and to help manage incident as they unfold. The last
item may be particularly important. A great deal of the planning for homeland security,
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bioterrorism, response to natural disasters, and the like at the state level relies on the availability
of the Internet.

From the Cl10, State of Georgia:

A major concern from Georgia is the recognition that some local government agencies use the
internet to connect to state services. A particular concern is local law enforcement access to the
FBI’s National Crime Information Center (NCIC). Some of the local agencies have migrated
their access to the internet with no backup connectivity. The loss of the internet has the potential
to put lives at risk by denying officers in the field access to NCIC criminal information.

An extended internet disruption could cause major issues since many agencies have probably
leveraged the internet without even knowing it through services offerings. Also, constituent to
state communications over the internet is becoming more and more core to supporting our
constituents. During Katrina, several agencies within Georgia were using the internet to gather
data, disseminate data and otherwise manage the influx of people and supporting their varied
needs. The Department of Education was communicating with the other states to share student
information in a secure but timely manner. The law enforcement community was sharing
information about displaced parolees, etc. The Department of Human Resources was
communicating with its peer agencies and the federal government about medical needs.

The many illustrations from my state colleagues represent only the tip of the iceberg of state
services and applications that would be severely impacted as a result a major Internet disruption.
Yet with all of our individual focus on the provision of services to our citizens and the continuity
of government, it is apparent that still is an overwhelming need for increased collaboration
within state government, with local governments, between neighboring states and with the
federal government. Although states have prepared themselves though redundant provisioning,
private backbone networks and business continuity planning, the impact would still be severe.

The lack of a national policy, direction and clarity for Internet resumption will not serve the
needs of citizens during a crisis. There is no apparent protocol or process for communication
between entities in the advent of an orchestrated large scale denial of service cyber attack or
major disaster which would disrupt Internet availability. There needs to be a clear and concise
communication system within and throughout all levels of government and with critical private
sector entities such as telecommunication carriers, internet service providers, financial
institutions and major it vendors. NASCIO urges action to determine the appropriate roles and
responsibilities of the federal government, state government and the private sector. As the CIO
for the State of Delaware and as the Immediate Past President of NASCIO, I appreciate the work
of the Subcommittee in addressing this national challenge. NASCIO stands ready to contribute in
a meaningful way as needed.
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Questions from Senator Tom Coburn

1. You testify: “as the Department matures we are preparing for large scale cyber disasters. Our
strategic intentions are ambitious and will require resolution of multiple impediments, such as:
o Identifying incidents and providing early warning;
o Deploying Federal assets and services more efficiently to mitigate damages where
disruptions occur;
o Responding to the speed of attacks and disruptions, which will require new technologies
and skill sets in our workforce; and
o Maximizing the use of tools that promote and integrate privacy protections as well as
real-time security needs.”
You conclude in your testimony that “Our progress to date is tangible: we have a construct for
public-private partnership; we have a track record of success in our cyber operations; we have
established relationships at various levels to manage cyber incidents; we have built international
communities of interest to address a global problem; and we have tested ourselves at a critical
development stage and will continue to examine our interal policies, procedures, and
communications paths in future exercises.”

¢ How do your tangible successes square with the impediments you have outlined? How have
your successes moved the Department closer to fixing the impediments? How much money and
what projects are underway to mitigate the impediments?

Response: The budget for the National Cyber Security Division for FY06 is $92.4 million, and
these funds are leveraged across a range of strategic and operational programs that enhance our
overall state of cyber preparedness and specifically help to overcome the impediments identified
above. While much remains to be done, the Department has made significant advances in each
of the noted areas:

» We have implemented programs such as the Internet Health Service, Project EINSTEIN,
and others that substantially augment our capabilities in incident handling and watch and
warning to enable us to respond commensurately to the increasing speed and
sophistication of cyber attacks.

> We arc actively leveraging our relationships with all of our partners, including the
expertise and capabilities of Federal agencies.

> Developing new technologies and enthanced skill sets that will enable us to respond with
greater speed must be a steady-state activity: as our adversaries improve the speed and
efficiency of their tools, we must constantly be doing so as well. That effort will require
a long-term commitment and sophisticated approaches; however, each of our initiatives
presently underway contributes significant incremental improvements in our speed and
effectiveness.

> Finally, as we develop the programs and initiatives that move us toward these strategic
objectives, we are consciously and deliberately incorporating into them processes and
mechanisms to protect individuals® privacy while maintaining the ability to monitor
conditions and respond as necessary in real-time.

GIRETwWIse
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The discussion that follows describes more fully the specific programmatic successes in each of
these areas and the manner in which they help to mitigate the corresponding impediments.

Impediment 1: Identifying incidents and providing early warning.

Successes: The early identification and attribution of hostile intent in cyber activity, and
effectively providing timely alerts and warning of it to those who may be impacted, present
serious challenges that require a sophisticated and focused strategy to resolve. Cyber attacks
can be executed and spread at great speeds, and do not respect global boundaries or
conventional defenses. Indeed, even when anomalous activity is observed, experts struggle
to identify whether it is hostile or non-malicious. The U.S. Computer Emergency Readiness
Team (US-CERT) has implemented a number of programs that specifically address these
challenges by (1) broadening our real-time situational awareness of activity as it is unfolding;
(2) strengthening our analytical capacity to discern and distinguish between hostile and non-
malicious activity; and (3) improving our information sharing channels with key
communities to ensure more rapid exchange of reciprocal alert and warning information
when anomalous and potentially malicious activity is observed.

Broadening Situational Awareness. Two programs that best illustrate successful US-CERT
efforts to expand the Department’s situational awareness of cyber events to support more
rapid identification and warning of hostile activity are the Internet Health Service and the
EINSTEIN program.

The Internet Health Service (IHS) is a web-based suite of commercially available Internet
and security monitoring products that US-CERT makes available through its secure portal to
members of the Federal Government Forum of Incident Response and Security Teams
(GFIRST). By offering this suite of tools, US-CERT enables Federal and State government
agencies to augment their own network monitoring capabilities, which expands their
individual situational awareness. By promoting information sharing between US-CERT and
the participating GFIRST agencies, it also expands US-CERT’s situational awareness more
broadly across the electronic landscape, allowing for the spotting of trends and early analysis
of cyber activity across the public and private sectors — in real time.

Similarly, while the THS facilitates the ability of participating agencies to monitor their own
network status, US-CERT’s EINSTEIN Program enables US-CERT directly to monitor
network activity across participating Federal departments and agencies. At present, seven
Federal departments or agencies participate in the program with an additional agency
expected to join in the near future. This capability has demonstrated its value through the
early identification of compromised systems.

Strengthening Analytical Capacity. US-CERT is working with the private sector to identify
the criticality of vulnerabilities and coordinating with the vendors and the information
technology community to provide timely and actionable information to the Federal agencies,
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the critical infrastructure sectors, and to the general public about steps they can take to
protect themselves. The recent analysis and communications efforts regarding Microsoft
vulnerability MS06-040 provide an illustrative example of successful vulnerability
management and incident response.

Improving Information Sharing. Finally, US-CERT is facilitating more effective and timely
exchange of reciprocal alert and warning information by improving information sharing
channels and conduits among all of our partners. One such success, the US-CERT Secure
Portal, has already been mentioned above. The Portal, which operates as a component of the
Homeland Security Information Network (HSIN), was established to serve as a secure
environment for collaboration and information sharing among government, industry, and the
Information Sharing and Analysis Centers (ISACs). It is presently available to over 2,000
participants and provides them access to collaboration features to include secure messaging,
libraries, forum discussions, alerts, chat rooms, task tracking, and a user locator, among other
features.

NCSD/US-CERT is also moving ahead aggressively with our international partners on
coordination of response to cyber-based attacks. Specifically, we are engaged in discussions
with Australia, Canada, New Zealand, and the United Kingdom to streamline the sharing of
threat, vulnerability, and incident information to resolve fast-spreading attacks.

Finally, we are leveraging our exercise experience to guide improvements in our
management of global cyber threats and attacks. The national cyber exercise, Cyvber Storm,
conducted in February 2006, was successful in examining the communications among public
and private sector organizations in the context of a response to a cyber attack. To formalize
lessons learned from Cyber Storm, US-CERT is developing a Private Sector Concept of
Operations (CONOPs) to delincate information sharing activities and coordination efforts
with the private sector for cyber incidents. US-CERT has received input from the
Information Technology Information Sharing and Analysis Center (IT-ISAC) and will work
with other stakeholders to gather and baseline roles and expectations.

Impediment 2: Deploying Federal assets and services more efficiently to mitigate
damages where disruptions occur.

Successes: The Department has also made demonstrable progress in planning for the
deployment and use of Federal resources to assist in the coordination of response to a disaster
or emergency with a cyber dimension. The establishment of the Cyber Incident Annex in the
National Response Plan represents a significant achievement and one that recognizes the
unique nature of a cyber incident. Specifically, given the distributed nature of the Internet
and the significant role of the private sector in its operations, a cyber incident may or may not
require the deployment of Federal assets and services.
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As we review the Cyber Annex for the development of an Operations Plan, we are
considering the range of needs for response and recovery efforts that will require advance
planning and articulation. This will include consideration of potential legal and policy issues
surrounding the provision of Federal assets and services, as well as the management of
private sector donated resources such as envisioned in the NET Guard provision of the
Homeland Security Act. The Cyber Incident Annex Operations Plan will provide for
preparedness, response, and recovery support, and incorporate appropriate coordination with
Emergency Support Function 2 — Communications (ESF-2), for which a separate Operations
Plan was recently adopted.

Impediment 3: Responding to the speed of attacks and disruptions, which will require
new technologies and skill sets in our workforce.

Successes: As indicated above, the speed of cyber attacks and disruptions presents a
challenge to our incident response efforts. The successes of US-CERT Operations in
incident and vulnerability handling discussed above demonstrate progress in developing new
skill sets and technical tools and capabilities to support more effective incident response.

The work of NCSD’s Strategic Initiatives Branch addresses both research & development
and workforce and training issues. For example, NCSD works directly with the White House
Office of Science and Technology Policy to co-chair the Cyber Security and Information
Assurance Interagency Working Group (CSIA IWG), which developed and published the
Federal Plan for Cyber Security and Information Assurance Research and Development.
This document articulates Federal needs for cyber security research and development
specifically to meet new technology needs. To strengthen the skill sets of our workforce, the
Cyber Security Training and Education Program provides resources and performs activities
to meet the training, education, and certification needs of IT security professionals within the
Federal government and private industry. By focusing resources on improved cyber security
education for IT professionals, increasing the efficiency offexisting cyber security training
programs, and promoting widely recognized, vendor-neutral cyber security certifications,
NCSD is actively working to improve the Nation’s pool of educated cyber security
professionals.

Impediment 4: Maximizing the use of tools that promote and integrate privacy
protections as well as real-time security needs.

Successes: With the protection of information systems, protecting the privacy and integrity
of personal and institutional information and data represents one of the cornerstone
objectives of cyber security policy. Privacy and security are inextricably linked, and as we
implement new security measures to help to achieve these objectives, we are also mindful
that our methods and tools do not themselves intrude upon these interests.
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In implementing its policies and programs, including those discussed above, NCSD and US-
CERT work closely with the DHS Privacy Office to ensure that our activities properly
safeguard privacy interests. The US-CERT EINSTEIN Program represents a good example
of this integration of privacy protections into a programmatic tool to support real-time
security needs. As discussed above, EINSTEIN is a robust technology deployed by DHS in
cooperation with participating Federal agencies that enables US-CERT to track attacks
against agency networks. Given its powerful use of near real-time information, the program
underwent a complete privacy impact assessment (PIA) to ensure strict adherence to Federal
privacy laws.

» How does the internet disruption working group fit info correcting the impediments you
outline? What actionable results have come out of this group? Do their duties over lap with other
DHS organizations?

Response: The Internet Disruption Working Group (IDWG) is a strategic partnership between
NCSD and the Office of the Manager of the National Communications System (OMNCS). It
provides a forum to address security concerns surrounding the growing dependency of critical
infrastructures and national security and emergency preparedness (NS/EP) users on the Internet
for communications, operational functions, and essential services. The membership of the
IDWG consists of representatives from Internet backbone providers and security experts from
government, private sector, academia, and international organizations. The goal of the IDWG is
to promote resiliency of the Internet, which it does by examining risks; improving preparedness,
situational awareness, and information sharing; and identifying measures that need to be taken to
protect against nationally significant Internet disruptions. The IDWG’s activities do not overlap
with those of other DHS organizations or programs. Rather, the IDWG leverages the
contributions of other components and adds value to the efforts of others through its findings and
recommendations.

In June 2006, the IDWG hosted its first tabletop exercise (TTX) to discuss industry and
government roles and responsibilities in the event of an Internet disruption. The exercise
included discussion regarding improving incident identification techniques and early warning
practices currently used by both government and the private sector. The IDWG TTX included
participation from 35 subject matter experts from the public and private sector. The TTX
generated productive discussion among the participants concerning the analysis of anomalous
Internet activity and information sharing to identify the malicious nature of an unfolding cyber
event early in its onset to take appropriate actions (waming and other responsive measures) that
will prevent it from developing into a cyber Incident of National Significance (CINS).
Collaborating with our private sector stakeholders and identifying current gaps will enable
prioritization of programmatic activities and further mitigate this impediment.

One key finding that emerged from the June IDWG TTX was the need for an institutionalized,
networked sharing environment that builds on existing collaborative efforts and individual
working relationships. Accordingly, the IDWG is undertaking an Information Sharing
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Assessment to understand better the information sharing landscape involving Internet incidents.
It will document the interactions between and among different levels of government and private
industry, as well as other relevant organizations, such as academic institutions, in order to
identify incident reporting success factors and improve both the flow and the value of threat,
vulnerability, and incident reports. It will also assist DHS in identifying gaps in current practices
in order to formulate recommendations for future action. The assessment will yield
recommendations for leveraging current information sharing relationships, including informal
sharing mechanisms, in a systematic way to increase situational awareness. The IDWG
Information Sharing Assessment will be completed in the first quarter of FY07 and the Internet
community will be briefed on its findings at the next IDWG Forum. The report is expected to
include estimates of the resources required and a timeline for actions needed to implement the
recommendations.

As partners in the IDWG, the OMNCS and NCSD are also planning to collaborate with
stakeholders on a response and recovery focus team that will explore the question of Federal
asset and service deployment during a CINS, another impediment referenced in the testimony.
The IDWG also realizes that the increasing reliance on next generation networks and the degree
to which there is convergence of cyber and telecommunications is increasing the complexity of
the network and decreasing the time given to respond to attacks. Through the public/private
partnership of the IDWG, government and industry are facilitating solutions to address this
heightened risk by identifying areas for further research and development in new technologies.

¢ Does the Internet Disruption Working Group have authority to examine layer 1-3 of the
internet? Does it have authority over SS7? What capabilities does it have to examine the core
transportation layers of the internet?

Response: Because the infrastructure that supports the Internet is owned and operated by the
private sector, the government must work with these entities as a partner to inspect, or conduct
research on, layers 1-3 of the Internet. DHS is actively working with the private sector to
increase collaboration and information sharing to support further research efforts examining
layers 1-3 of the Internet. The existing relationships that NCSD and OMNCS enjoy with private
industry through the National Coordinating Center for Telecommunications, US-CERT, the IT-
ISAC, and the IT and Communications Sector Coordinating Councils (SCCs), greatly assist in
this effort.

The IDWG draws upon the Department’s authorities under statute and executive orders and
directives to conduct its activities in support of preparedness, response, and recovery missions.
It provides a venue for Internet experts to share their existing knowledge and findings, and to
make recommendations about areas requiring further research.

Signaling System 7 (SS7) is a network protocol used on the out-of-band network supporting the
Public Switched Telephone Network (PSTN). Standards organizations such as the International
Telecommunication Union -Telecommunication Standardization Sector (ITU-TSS) and
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American National Standards Institute (ANSI) add specifications to this protocol, as necessary,
to advance its functionality. As a telecommunications function, the SS7 network is subject to
provisions of the Communications Act of 1934, as amended, oversight of which is vested in the
Federal Communications Commission (FCC).

« CWIN, HSIN, US CERT Alerts are all internet based. What backup plans do you have to send
actionable information out in the event of an incident of national significance? By placing all of
these resources on-line do you believe the internet will not go down?

Response: DHS utilizes the Internet for communications through HSIN, the US-CERT Portal,
and for the National Cyber Alert System to deliver messages to the public and critical
infrastructure operators. The Internet is designed to be a resilient network that recovers from
outages and other disruptions. While we believe that it is unlikely that the Internet would go
down in its entirety, there is a possibility that a major disruption could hinder vital
communications. Recognizing this potential, DHS also leverages backup systems and analog
communications channels for information sharing and dissemination.

Sound risk management practices demand redundancy and diversity in systems supporting
critical needs. Accordingly, we do not rely exclusively on any one type of technology or
communications means for critical information dissemination needs. In the event of a
catastrophic Internet disruption, DHS would rely on private and government networks and
additional channels that do not rely upon the Internet to send actionable information to the public
and critical infrastructure operators.

CWIN provides an example of how system redundancy can provide communications in the event
of network outages. CWIN is a survivable network that does not utilize the public switch
network. In the event that the internet goes down, CWIN can ensure that voice and data
communication capabilities will still exist between Federal agencies, State and local
governments, and the private sector.

2. In your testimony you suggest we must prevent cyber incidents of national significance. I
agree that that effort is vital. However, is it possible for our critical infrastructures to get to zero
successful penetrations? If not, should we be focusing more attention and resources on to
decreasing our recovery time and reconstitution time?
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Response: While we endeavor to minimize successful penetrations on our critical infrastructure,
and zero would be optimal, we are not likely ever to be completely risk free. We are focusing
attention and resources on addressing cyber incidents of national significance, including
preparation for, response to, and recovery from such incidents. These efforts include seeking to
prevent penetrations to the best extent possible, but it is important to focus on risk management
efforts that determine priority protective measures that not only address prevention, but also
enable effective recovery and reconstitution from incidents that occur in spite of our prevention
efforts.

The DHS focus on Internet recovery and reconstitution consists of three primary elements that
receive a significant portion of NCSD’s resources: (1) US-CERT Operations, with its incident
handling, vulnerability management, and communication and coordination responsibilities; (2)
the IDWG, with its mission to address Intemnet disruption as one of our key cyber risk
management efforts; and (3) the National Cyber Response Coordination Group (NCRCG), the
principal Federal interagency mechanism delineated in the National Response Plan for preparing
for and responding to cyber incidents of national significance.

3. Why, almost a year after announcing the creation of an Assistant Secretary for Cyber Security
and Telecommunications is the position still vacant? What has prevented DHS from filling this
position? How will the new Assistant Secretary for Cyber Security and Telecommunications
have the power to effectively resolve the difficulties the National Cyber Security Division has
been grappling with, including organizational stability; hiring and contracting issues;
establishing effective partnerships with federal, state, and local governments and the private
sector; and achieving two-way information sharing with these stakeholders? You point out that
the new Assistant Secretary needs to be the right combination of skill, experience and leadership
to succeed; however, you do not mention the need for authority, mission clarity or priorities. Do
you have a guiding document that defines these important strategic concepts?

Response: The Department is pleased to announce that on October 11, 2006, Mr. Gregory
Garcia was sworn in as Assistant Secretary for Cyber Security and Communications by Secretary
Michael Chertoff. Mr. Garcia joins the Department from the Information Technology
Association of America, where he was Vice President for Information Security Policy and
Programs. In that capacity, he led the public debate on cyber security policy and national cyber
readiness. His contributions and experience in the cyber telecommunications field in both the
public and private sectors are expected to enhance continuing progress in this area.

Mr. Garcia has worked closely with the Department over the past few years in his role on the IT
Sector Coordinating Council and with industry to create the National Cyber Security Partmership.
He helped to draft and enact the Cyber Security Research and Development Act of 2002 during
his tenure with the U.S. House of Representatives Committee on Science. He has also worked to
strengthen encryption control regulations while with the Americans for Computer Privacy and he
was active on international trade and IT policy at the Americans Electronics Association.
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DHS’s operating authorities with respect to the cyber security and disaster and emergency
assistance missions are grounded in the Homeland Security Act of 2002, the Robert T. Stafford
Disaster Relief and Emergency Assistance Act, and executive directives and orders including,
but not limited to Homeland Security Presidential Directives. (HSPDs) 5 and 7 and Executive
Orders 12472 and 12656, as amended. These authorities are further developed in guidance set
forth in policy documents including the National Strategy for Homeland Security, the National
Strategy to Secure Cyberspace, the National Strategy for the Physical Protection of Critical
Infrastructure and Key Assets, the National Response Plan, and the National Infrastructure
Protection Plan (NIPP). Collectively, these documents provide the guidance for DHS’s cyber
security priorities, which include leading a cyber risk management program, and building and
enhancing the National Cyberspace Response System.

4, DHS recently released the National Infrastructure Protection Plan. Its success hinges on
information sharing between the federal government and the private sector. However, recent
incidents indicate that the government has trouble protecting sensitive information. The
government also does not have a good record of sharing sensitive intelligence-derived threat data
with the private sector. What benefit is there to the private sector to cooperating with DHS in
Internet Recovery planning? Why is the private sector being asked to shoulder the burden of
Internet Recovery planning?

Response: DHS recognizes the private sector’s concerns regarding information sharing and has
taken several steps to address those concerns, including implementing improvements to the
Protected Critical Infrastructure Information (PCII) Program; building trusted relationships with
private sector entities through productive, collaborative efforts on incident response; establishing
a historic partnership for strategic and operational information sharing and collaboration in the
NIPP; and holding classified briefings with cleared private sector representatives. We
understand the importance of mutually beneficial trust relationships and are working to enhance
reciprocal information sharing efforts that provide value to our stakeholders.

Because the private sector owns and operates virtually all of the infrastructure that supports the
functioning of the Internet, Internet recovery planning, like other aspects of cyber security,
cannot be accomplished by government acting alone. However, neither can the private sector on
its own effectively address planning needs across the full geographic, economic, and social
landscape that the Internet serves. Therefore, Internet recovery planning, like critical
infrastructure protection, generally, is a shared responsibility that requires a shared effort by
government and the private sector working in collaboration. In general, it is a part of private
sector operational prerogative to make the decisions and take the actions necessary and prudent
to enhance the resilience of their systems and ensure their continuity of operations. Such
decisions and actions include appropriate recovery planning and other preparedness activities.
However, the private sector can benefit from cooperation with DHS; as a coordinating body for
planning, DHS will also serve as a coordinating body for response to an incident. Such
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coordination helps to minimize confusion and replaces actions taken in isolation with a concerted
effort that leverages the collective expertise and capabilities of all parties to address the
collective problem.

We appreciate the increasing willingness of the private sector to engage in collaborative planning
efforts that benefit the greater community of infrastructure owners and operators and our
economy as a whole, and we will endeavor to maintain and enhance the mutually beneficial
aspects of this public-private partnership.

5. Why is the government's role different in buttressing the defense of cyberspace, on which our
nation and economy increasingly rely, than say our national air defense capabilities?

Response: Unlike the resources for national air defense, which are government-owned, the
private sector owns and operates virtually all of the infrastructure that supports the functioning of
the Internet. As noted in the immediately preceding response, this fact automatically changes the
paradigm with respect to the government’s role as compared to the national air defense example.
As provided for by the National Strategy to Secure Cyberspace and HSPD 7, NCSD serves as a
national focal point for addressing cyber security. NCSD’s mission is to collaborate with public,
private, and international entities to secure cyberspace and America’s cyber assets.

Collaboration and partnership are key elements for the defense of cyberspace, and the
government as a coordinating body is a critical component of that mission.

6. NCS and NCSD have overlapping responsibilities related to Internet recovery.
Why is there no formal breakdown of responsibilities between the two organizations? What
improvements could DHS make to the organizational structures of NCS and NCSD?

Response: The responsibilities of OMNCS and NCSD related to Internet recovery are
complementary, and reflect both the distinctions between and convergence of the IT and
Telecommunications Sectors. As currently articulated in the NRP, a clear role is delineated for
NCS in the context of ESF-2 and a clear role is defined for NCSD in the context of support for
ESF-2 as well as for the Cyber Incident Annex. NCS has recently revised the Operations Plan
in support of ESF-2, and NCSD/US-CERT as Executive Agent for the NCRCG is developing an
Operations Plan for the Cyber Incident Annex.

OMNCS and NCSD collaborate on a regular basis to ensure that issues related to Internet
recovery are addressed jointly and that each organization’s expertise is brought to bear. This
collaboration is reflected in our current initiatives to address Internet recovery as well as other
ongoing activities and include coordination in the NIPP, joint leadership of the IDWG, and
operational cooperation. Additionally, in August 2006, OMNCS and NCSD leadership engaged
in a strategic planning session to further define the interaction between these organizations as
they operate as an integrated Office of Cyber Security and Telecommunications (CS&T).
Deputy Under Secretary for Preparedness, Robert Zitz, convened this meeting to engender the
development and refinement of the CS&T vision and strategic plan.
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As detailed in the NIPP, DHS is the Sector Specific Agency (SSA) responsible for both the
Information Technology (IT) Sector and the Telecommunications Sector. The Department also
provides expertise and guidance to other sectors regarding the cyber elements of their
infrastructure. The NCSD works closely with the IT Sector Coordinating Council (IT SCC),
which was formally launched in January of this year. Similarly, OMNCS works closely with the
Communications SCC. NCSD and OMNCS are working together and with the respective SCCs
to coordinate on the development of the Sector Specific Plan (SSP) for each sector to reflect
convergence, leverage expertise, and ensure complementary programs. (This point is discussed
more fully in the response to Q04081 below.)

The operational components of the OMNCS and NCSD — the NCC and the US-CERT,
respectively — are also enhancing their working relationship for response and recovery initiatives.
The US-CERT Watch and the NCC coordinate on a daily basis, and they will soon be co-located
to further that collaboration. NCSD and OMNCS are also collaborating on a number of other
initiatives (including the IDWG as discussed above), and NCSD works closely with OMNCS on
preparing for recovery of critical communications networks and services in its role as a
supporting agency under the NRP for ESF-2 (Communications), which NCS leads. Thisis a
critical component of advanced planning and ensuring coordinated recovery efforts.

7. How is DHS ensuring that plans for recovery, such as the National Response Plan and the
National Infrastructure Protection Plan are completed and widely distributed and utilized?

Response: NCSD worked closcly with the NIPP Program Management Office (PMO) on the
development of the NIPP Base Plan. The NIPP Base Plan went through two rounds of public
review with over 5000 of the Department’s Federal, State, local, and private sector security
partners providing comments. The final version was released on June 30, 2006. The plan
provides the unifying structure for protecting our Nation’s critical infrastructure and key
resources (CI/KR) by using a risk management framework for combining consequence,
vulnerability and threat information to produce a comprehensive, systematic national risk
assessment.

To supplement the NIPP Base Plan, each SSA is working with its Federal, State, local, and
private sector partners to develop an SSP for its sector. These SSPs will detail the particular
application of the risk management framework to each of the 17 CI/KR sectors and complement
the NIPP Base Plan.

To ensure wide distribution of the NIPP, the NIPP PMO and the DHS Office of Public Affairs
implemented a comprehensive rollout strategy to announce the release of the plan. We anticipate
that the SCCs and Government Coordinating Councils (GCCs) will continue to seek
opportunities to provide information on DHS infrastructure protection initiatives and invite
greater participation in the process to develop and implement the SSPs.
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With regard to the NRP, the Homeland Security Council directed DHS to complete an
interagency review of the NRP to incorporate critical revisions prior to the onset of the 2006
hurricane season. The revisions were based on organizational changes within DHS, as well as
the lessons learned from the experience of responding to hurricanes Katrina, Wilma, and Rita in
2005. Incident to this process, as noted above, NCS, as lead agency for ESF-2,
Communications, completed a comprehensive rewrite of the ESF-2 Operations Plan, which
included an effort by all support agencies to develop or revise agency Standard Operating
Procedures in support of the Operations Plan. The NRP Notice of Change precedes the first
official interagency review of the NRP, and DHS intends to initiate a comprehensive stakeholder
review of the NRP in the fall of 2006.

8. Please provide a concrete example of a threshold at which a disruption of the Internet would
trigger the National Response Plan and what the federal government would do in this situation.

Response: DHS uses standardized and reliable methods to assess the criticality or severity of a
new or emerging cyber security event. The DHS US-CERT CONOPs includes a matrix of
factors that are weighed in determining the ‘severity’ of a security event. Certainly a complete
failure of the Internet would constitute a major disruption that would trigger the National
Response Plan (NRP). However, there are any number of other disruptions that could rise to the
level of a incident of National significance activating the NRP and the Cyber Incident Annex to
the NRP. For example, a directed attack against the Domain Name System or core routing
protocols such as the Border Gateway Protocol, both of which are essential to making the
Internet function properly, would constitute an incident of National significance.

9. Is the private sector refuctant to share information with DHS because they do not perceive
DHS to have a clear role in reconstitution?

Response: Members of the private sector, in various forms and forums, have articulated their
individual and collective concerns about sharing information with DHS, and these concerns
include uncertainty about the government’s role in Internet reconstitution. Therefore, we have
initiated a process with our private sector partners to develop a response plan for Internet
recovery and reconstitution that will, among other things, clearly delineate the respective roles
and responsibilities for industry and government in the event of a major Internet disruption.
Activities such as the IDWG TTX have been held to strengthen the public/private relationship
and to bring more clarity to the question of government and private sector roles and
responsibilities.

More broadly, the Department, as part of its overall responsibility to lead infrastructure
protection efforts, has taken actions designed to clarify roles and responsibilities and strengthen
the environment of trust necessary for robust information sharing. These actions include the
delineation of the Sector Partnership Model under the NIPP, which formalizes the collaboration
framework between government and industry through the SCCs and GCCs. As previously




stated, DHS serves as the SSA responsible for both the I'T and Communications Sectors, and
assists other sectors with the cyber elements of their infrastructure.

An additional example of success in this area is the partnership between the telecommunications
industry and the NCS, in which there is a long-standing arrangement to respond to
communications disasters and emergency with close sharing of information, resources, expertise,
etc., for the good of the industry and government alike. The NCS and industry trust arrangement
is a model that is being leveraged throughout the Preparedness Directorate.

DHS has also undertaken specific programs, such as the Protected Critical Infrastructure
Information (PCII) to address private sector concerns in this regard. DHS has recently made
improvements to PCII and other information sharing mechanisms to address those concerns.

10. What investments, if any, has DHS made in communications capabilities that enable the
nation to coordinate software fixes in the event that key networks functions were lost? Is there
unused spectrum that could be utilized to allow vendors to push fixes to federal agencies and
critical infrastructure facilities in a time of crisis?

Response: The National Telecommunications and Information Administration (NTIA) of the
Department of Commerce, and the Federal Communications Commission (FCC) have
responsibility for the allocation and assignment of radio frequency spectrum for government,
public safety, and commercial uses. During the response to hurricane Katrina, these agencies
worked closely with the NCS under the auspices of ESF-2 to provide spectrum assignments for
emergency use. In a major cyber event these processes could also be employed as appropriate
and necessary to provide spectrum for emergency response needs.

Additionally, today the Government Emergency Telecommunications Service (GETS) and
Wireless Priority Service (WPS) programs of the NCS provide priority voice and voice-grade
data connections through the public-switched telephone network that could be used, if needed,
for disseminating critical software patches necessary to deal with cyber events. In the future, this
priority capability will be available at much higher rates of speed, in the IP space as a result of
NCS investments in national and international standards for priority handling of government and
other critical users’ communications in the next generation networks.

11. A number of reports have suggested that DHS should create a cross-sector public-private
center/capability to incident response, including nationally significant cyber incidents. Some
have suggested that this model could be based on the National Coordinating Center for
Telecommunications? Does DHS have plans to create an incident response center? If one already
exists, does it pass any information or actual information beyond “port activity” to the private
sector? Is this information actionable?

Response: DHS has established the National Infrastructure Coordinating Center (NICC), which
is a 24x7 operations center and an element of the National Operations Center (NOC). The
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primary mission of the NICC is to maintain situational awareness of the Nation’s CI/KR and
provide a conduit for information sharing and coordination between and among government,
critical infrastructure owners and operators, and other industry partners — including SCCs, GCCs,
and ISACs. In support of its mission, the NICC is responsible for disseminating a wide range of
DHS products containing warning, threat, and critical infrastructure protection information to the
private sector and government entities, The NICC also receives situational and operational
information from the private sector and disseminates that information throughout the NOC and,
as appropriate, to other government operation centers and industry partners.

In direct collaboration with the NCC and the US-CERT, the NICC can act as an additional
information sharing mechanism to support the dissemination of cyber-specific information to the
private sector. Using the Homeland Security Information Network - Critical Sector (HSIN-CS)
the NICC is positioned to assist making DHS cyber products available to a broad population of
the Nation’s CUKR owners and operators.

12. In 2004, Senator Bennett championed an amendment to the Defense Production Act (DPA)
that affirmatively stated that the federal government could use DPA to assist the private sector
prepare for, respond to, or recover from failure. What steps has DHS taken to ensure that these
authorities could be tapped to support the Cyber sector in recovering Internet functions critical to
national defense and economic security?

Response: Under the Defense Production Act (DPA), the Federal government, acting through
delegated authority to DHS/FEMA, may provide certain contract priorities to the private sector
CUKR entities to obtain scarce resources necessary in an extraordinary disaster event. Congress
recognized this private sector need when it specifically broadened the scope of the DPA and
added “critical infrastructure protection and restoration™ to the definition of “national defense” in
the Defense Production Act in 2003.

Under Title I, the DPA can be used to protect or restore critical infrastructures by: (1) requiring
priority performance of contracts or orders (other than contracts of employment); and (2) making
allocations of materials, services, and facilities to promote national defense. Under Title II1, the
Act can be used to provide financial incentives for critical infrastructures to ensure the
availability of materials, services and technologies. For example, Title I1I can be used to
establish, maintain, modernize, or expand domestic production capacity for essential technology
items, components, and industrial resources, for which a viable capacity does not exist or is
insufficient to meet demand. Under the NIPP framework, DHS is working with its partners to
explore ways in which these tools can most effectively be applied to support the needs of CI/KR
entities in the context of the response to a disaster or emergency. We expect this process will
yield guidance on general framework principles that will then be tailored to the particular
requirements that individual sectors are likely to confront in specific circumstances such as a
major disruption of Internet function.
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13. In February of this year the UK accused China of purposely attacking its systems. If U.S.
agencies were under a sustained attack from foreign powers or transnational groups, what would
your agency’s response be? How would such as response be coordinated across agencies and in
the EOP?

Response: NCSD would be pleased to offer a classified briefing on this topic.

Questions from Senator Tom Carper

1. NCSD appears to execute significant incident response capabilities on behalf of OMB and is
also tasked with managing the overall national cyber incident response functions. Given the
limited resources at DHS, how would the department prioritize support in a crisis? Would federal
agencies get priority for recovery support of would national infrastructures get priority support?

Response: NCSD's responsibilities do not require NCSD to choose between providing support to
Federal clients or assisting private sector C/KR entities in the context of the response to a cyber
Incident of National Significance. On the contrary, the response framework under the NRP is
designed to ensure that both of these interests receive equally robust support.

Under the NRP Cyber Incident Annex, US~-CERT as Executive Agent for the NCRCG —assists
in coordinating response capabilities of the Federal government. In addition, NCSD through
US-CERT also works with State and local government authorities and critical private sector
entities to facilitate information sharing in support of broad situation awareness and coordination
of concerted responsive measures by all parties. Finally, NCSD provides indications and
warnings of potential threats, incidents and attacks; analysis of cyber vulnerabilities, exploits,
and attack methodologies; technical assistance; and forensic analysis which aids in investigation,
attribution, defense against the attack, and where appropriate and possible, prosecution of the
perpetrator.

Moreover, it is equally important to recognize that in response to a CINS that threatens Federal
communications and information systems, the resources of the NCSD would be augmented
substantially by the parallel role that the National Communications System (NCS) would also be
performing. Under Executive Order 12472, the NCS is the primary body charged with ensuring
the reliability, resiliency, response, and recovery of Federal systems used for national security
and emergency preparedness communications. The NRP reflects this mission by assigning NCS
as the primary agency to act as coordinator for ESF #2 (Communications). In this role, NCS,
like NCSD, can leverage and marshal the capabilities and resources of its supporting agencies to
contribute to addressing the response and recovery needs of Federal NS/EP users.

2. DHS has developed and tested Einstein technology. Why, if this technology obviously works
and you have the resources to deploy it, why hasn’t your own Department deployed it, In other
words why isn’t DHS leading by example?
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Response: The DHS Chief Information Officer (CIO) has agreed to utilize Einstein inside the
Department and plans are underway to start the deployment.

The GAO is suggesting that Congress consider clarifying the legal framework guiding Internet
recovery. The GAO is also making recommendations to the Secretary of DHS to strengthen the
department’s ability to serve as a focal point for helping to recover from Internet disruptions by
completing key plans and activities and addressing them.

3. Do DHS and the White House concur with these recommendations? If so, how would the
authorities given to the President in the Communications Act of 1934 be updates to address the
challenges of Internet recovery?

Response: As mentioned, DHS’s operating authorities with respect to the cyber security and
disaster and emergency assistance missions are grounded in the Homeland Security Act of 2002,
the Robert T. Stafford Disaster Relief and Emergency Assistance Act, and executive directives
and orders including, but not limited to, Homeland Security Presidential Directives (HSPDs) 5
and 7 and Executive Orders 12472 and 12656, as amended. These authorities are further
developed in guidance set forth in policy documents including the National Strategy for
Homeland Security, the National Strategy to Secure Cyberspace, the National Strategy for the
Physical Protection of Critical Infrastructure and Key Assets, the National Response Plan, and
the National Infrastructure Protection Plan (NIPP). While none of these mandates articulates
Internet recovery specifically, they provide part of the framework for the efforts that DHS is
undertaking with its public, private, and international partners to address risk management and
incident response.

Another part of that framework is Section 706 of the Communications Act of 1934, as amended.
Our present analysis of the relevant provisions of the this section leads us to believe that the
President’s existing statutory authorities over wireline and wireless communications media
would give him significant powers under certain specified circumstances (i.e., wartime or threat
of war) to respond to an Internet disruption. Any recommendations for specific changes and/or
updates to this provision, or other sections of the Communications Act, will require further legal
and policy analysis and discussions among all the relevant stakeholders. We welcome the
opportunity to work with Congress and our partners to analyze the legislative environment and
determine what, if any, further legislative initiatives may be beneficial for addressing the
national cyber and communications risk, response, and recovery efforts.

Unless otherv
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Cyber Security: Recovery and Reconstitution of Critical Networks
July 28, 2006
Richard C. Schaeffer, Director of Information Assurance, NSA
Answers to Questions for Response

1. Please identify for the Committee the greatest threats to the Internet in terms of
foreign intelligence services, terrorist organizations and organized crime and their
capabilities to disrupt, attack, or misuse the network in ways which would be
detrimental to the nation.

In a networked world, the barriers for entry into the technical exploitation and attack
business are negligible compared to what they were when dedicated systems and point-
to-point communications were the rule. Today, any nation state, terrorist organization,
criminal enterprise, or disaffected individual needs only Internet access and modest
computer science talent to remotely reconnoiter and attempt to manipulate computers and
computer-controlled systems with ties to American economic and security interests. As
the daily headlines attest, vulnerabilities in commodity information technology (IT) and
unfortunate choices on the part of network operators and users routinely invite and enable
such mischief. We will always have to guard against the high-end threats posed by the
few unusually able and determined adversaries who are willing to mount complex, long-
term operations to infiltrate critical networks. However, the greatest threat today though
arises from the many low cost, low risk opportunities for adversaries to remotely search
for network weaknesses and, sooner or later, parlay a meager investment into
disproportionately potent political, financial, or military effects.

Foreign intelligence services are judged to pose the serious threat to the U.S. networks
connected to the Internet. Also, sophisticated foreign intelligence services can leverage
their traditional intelligence tradecraft, bringing multifaceted capabilities to support their
Computer Network Operations.

Terrorist organizations have come to appreciate the value of the Internet and make great
use of it for their own communications, research and propaganda purposes. Islamic
extremists have been involved in Web page defacement/denial of service attacks, as in
their response to the controversial cartoons published in Danish newspapers in early
2006. Some groups do have computer-literate personnel who could be used to conduct
such operations.

2. Hypothetically speaking and given NSA’s limited authority, what role
can/should or does NSA play or wish to play in bringing to bear the significant
capabilities it has on improving the security of the network? In other words, what
therefore can NSA do to provide enhanced security to all users of the network
throughout the nation?
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The NSA has unique insight into the vulnerabilities of information systems and the
components that comprise those systems, how adversaries can and do operate against
them, and how various adversaries and attacks might be best countered. In the days when
the national security systems that NSA is explicitly charged to help protect consisted
mostly of government-specific components, the NSA had little reason or ability to
contribute to the security of unclassified systems or commercial technology. Today,
national security systems often rely on commercial products or infrastructure, or interact
with systems that do. This has created important common ground between defense and
broader homeland security needs and drives the NSA to work with others to raise the
information assurance level of IT products and services generally. Accordingly, we’ve
built, and continue to expand, partnerships with other U.S. government entities, private
industry and academia. (Our Statement for the Record gives a few examples). In addition
to continuing to produce security solutions for the U.S. national security community as
we have in the past for many years, we also aim to translate our unique insight (including
knowledge derived from classified activities and other sensitive sources) into design
guidance for IT suppliers; acquisition and architectural guidance for IT buyers; best
practices and situational awareness for system users and operators; recommended
doctrine for security authorities; and tools, techniques, and training for fellow (or, in the
case of our academic excellence program, future) security practitioners. Such efforts will
continue to grow.

3. Does NSA believe it is possible to provide requisite protection for users
(defined as all users: personal, business and government) of the network to assure
that they can maintain the confidentiality, integrity, and availability of their
communications and data and business transactions? If not, what are the most
significant things users can do to resist most of the attacks and reduce the
vulnerabilities inherent in the system?

“Perfect security” wasn’t attainable even within the narrow and relatively easily protected
confines of the national security community in the days before the network revolution. It
surely isn’t within the reach of all network users today, and won’t be tomorrow either.
With that said, the situation needn’t be as bleak as it often is. Frustratingly, the same
networks are often found vulnerable to, or even, actually victimized by, the same attack
over and over again, and more frustratingly, even when the attack is well known and
adequate protective measures are readily available. This is one area where the NSA’s
insight is not unique. Any number of public and private entities publish lists of powerful
computer security basics — things like using strong passwords, promptly installing all
software patches, encrypting data at rest, disabling unused computer processes, and
allowing users only those privileges which are essential for the work they need to do. It’s
analogous to the simple precautions we take to protect our homes, like locking doors and
windows and installing deadbolts. For most users and system administrators, disciplined
attention to just a few basics can be the difference between inviting trouble and actively
discouraging it. Users need to understand the added security risk of self-published
information in aggregation on the Internet. They must resist unknown eye-catching
applications claiming to bring a diversion to its readers.
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4. GAO has reported that critical infrastructures extensively rely on
information systems and electronic data to carry out their missions. Could a
significant Internet disruption pose a threat to national security by interfering with
these critical infrastructures?

Many systems that are critical to the nation’s security have some connectivity to the
Internet or to utilities, communications services, or other infrastructure that make some
use of the Internet. In theory, essential national security operations are designed to not
wholly depend on the Internet or any uncontrolled external infrastructure, and to be able
to function adequately, although perhaps with some degradation, despite modest outages.
The complexity of modern operations and networks, however, probably precludes saying
that this is always true in practice. It’s not unreasonable to think that a significant and
sustained Internet disruption might affect at least a few critical functions immediately,
and perhaps impact some more over time as unanticipated “ripple” effects emerged.

5. It seems that nation states and disciplined transnational organizations can
employ a high level of tradecraft to hide attacks or create successful attacks that do
not cause an operational impact on a government agency or commercial enterprise.
How concerned are you that the U/S. is being victimized by such attacks and what if
anything can be done to develop tools for detecting, analyzing, and stopping these
covert attacks?

It is indeed possible for certain types of network intrusions to go undetected for quite
some time, and such attacks are of great concern across and beyond the national security
community. The threat is being addressed on three fronts. First, both the public and
private sectors continue to invest in improving intrusion detection technology. No one
pretends that this alone will solve the problem, but progress is being made and every step
forward raises our adversaries’ operational costs and risks. Second, the public and private
sectors also continue to invest in making information technology less vulnerable to
unauthorized remote access. Again, we’re not going to make attacks impossible, but we
can push potential adversaries towards fewer and more demanding attack vectors, and
this makes the detection problem more tractable. Finally, it’s important to remember that
although the problem is tied to technology, the solution need not be. Our efforts to spot
and stop attackers at our cyber perimeters must be augmented with aggressive
intelligence collection and all source analysis aimed at uncovering our adversaries’ plans
and capabilities and compromising their operations. Intelligence has long been used in
this way to bolster the nation’s counterespionage capabilities and to help warn of
conventional military attack. It must similarly be a component of our cyber defense.
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TOR FOR

; UESTIONS AND RESPONSES FROM KAREN EVANS, ADMINISTRA

e ELECTRONIC GOVERNMENT AND INFORMATION TECHNOLOGY,
OFFICE OF MANAGEMENT AND BUDGET

1. Not that long ago, the federal government’s eritical infrastructure protection
(CIP) coordination efforts were run out of the White House and some in the private
sector viewed this as a higher administration priority then as it is now. Should CIP
initiatives remain with DHS? Should we consider this prior model?

A: Although there was previously the President’s Critical Infrastructure Protection
Board, the Homeland Security Act of 2002 assigned DHS the responsibility to develop a
comprehensive national plan for securing critical infrastructure and key resources.

In Homeland Security Presidential Directive (HSPD-7) the President designated the
Secretary of Homeland Security as the “principal Federal officer to lead critical
infrastructure/key resource protection efforts among Federal departments and agencies,
State and local governments, and the private sector” and assigned responsibility for
critical infrastructure/key resource sectors to specific sector specific agencies. In
addition, HSPD-7 assigns the Secretary the role of maintaining an organization to serve
as the focal point for securing cyber space and supported by Federal agencies with cyber
expertise.

DHS has made critical infrastructure protection a high priority and the release of the
National Infrastructure Protection Plan is a significant step in advancing critical
infrastructure protection.

The Executive Office of the President, which includes OMB as well as the Homeland
Security Council, exercises oversight over DHS programs and we believe the placement
of the Assistant Secretary for Infrastructure Protection and the Assistant Secretary for
Cyber and Telecommunications in the same directorate within DHS allows for closer
integration of cyber and physical security.

2. In your opinion, how important is it for DHS to fill the position of Assistant
Secretary for Cyber Security in order to provide the necessary leadership for
establishing the plan te recover from Internet disruptions?

a: DHS is currently working with the White House to actively pursue qualified
candidates for the post of Assistant Secretary for Cyber Security and
Telecommunications. The DHS Under Secretary for Preparedness, George W.
Foresman, is personally engaged in the process of selecting the new Assistant Secretary.
In the interim, he is providing program direction pending the post being filled
permanently. Because of the importance of this mission, all parties want to ensure that
the individual appointed to this position possesses the right combination of skills,
experience, and leadership necessary to succeed.
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To supplement Under Secretary Foresman’s involvement, the Assistant Secretary for
Infrastructure Protection has been serving as the Acting Assistant Secretary for Cyber
Security and Telecommunications. As such, he has been actively engaged in overseeing
operational programs, program reviews, governance structure, and has participated in
government/industry forums to further the advancement of this important new office.

Regardless of when this position is filled, the mission of DHS, the National Cyber
Security Division (NCSD), and the National Communications System (NCS) remain
clear. The absence of a permanent Assistant Secretary for Cyber Security and
Telecommunication has not had an impact on NCSD’s or NCS’s critically important
work.

3. If Congress were to clarify the legal framework guiding Internet recovery, do
you foresee any constructive changes to the Federal Information Security
Management Act (FISMA)? Since no private sector firms have embraced FISMA
as a “best practice” approach to information security, do you think it’s time to craft
legislation that actually promotes and measures improvements to security and
mandate it for the private sector?

A: We believe existing laws, policy and guidance for securing Federal information
systems are generally adequate although the President’s Identity Theft Task Force is now
looking at possible policy clarifications concerning data breach notification.

FISMA is a valuable tool in improving the state of Federal IT security — both the security
of systems and promoting the protection of information.

Our annual FISMA report to Congress highlights key areas of government-wide progress,
outlines mechanisms to improve government-wide IT security programs, and provides an
update of individual agency implementation status.

The specific security controls used by the Federal government (as set forth by NIST
standards and guidelines -- a key feature of FISMA) are derived from and often used by
the private sector. The remaining provisions of FISMA, e.g., those regarding oversight,
program management, budgeting, reporting, and independent Inspector General
evaluations, are specifically tailored for use within the Executive branch agencies.
Opverall, we favor industry’s voluntary adoption of best practices consistent with their
unique needs.

Additional information on FISMA
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FISMA assigns specific responsibilities to Federal agencies, the National Institute of
Standards and Technology (NIST) and the Office of Management and Budget (OMB) 1n
order to strengthen information system security.

FISMA requires the head of each agency to implement policies and procedures to cost-
effectively reduce information technology security risks to an acceptable level. As such,
agencies have the responsibility of managing the security of their systems and Internet
gateways in accordance with national security policy and NIST standards and guidance to
ensure systems are operating efficiently and have been appropriately secured based on the
level of risk assigned. The process for certifying and accrediting information systems is
important because it encapsulates the security process. It includes assessing risk,
developing plans to manage the risk, implementing and testing security controls to ensure
they work as intended, and requires an agency manager to verify they understand any
residual risk prior to authorizing system operations. In the process of certifying and
accrediting systems, agencies are required to identify system boundaries and
interconnections (this includes identifying and securing Internet gateways), implement
policies and procedures for system authentication and access control (e.g. password
management), and provide for the continuous monitoring of systems.

Additionally, input from the agency IGs is a crucial piece of the annnal FISMA
evaluation. In addition to assessment and comments in key performance metric areas,
OMB annual FISMA reporting guidance asks IGs to assess the quality of the agency
Certification and Accreditation process.

4. Why is there such an apparent disconnect between the scores OMB gives to
agencies for their compliance with the cyber security goals of the President’s
Management Agenda (PMA) and the scores agencies receive for FISMA? Since
PMA scoring is based on self-reporting and FISMA employs the independent
judgment of the IG community, is there a lack of accuracy in PMA reporting?

A: There 1s a key distinction between these two processes. Congress focuses solely on
security performance while the PMA scorecard measures five areas of agencies’
performance in electronic government, only one of which is security. Further, the PMA
scorecard measures a subset of FISMA’s requirements. Specifically they are:

* The percent of agency IT systems properly secured (certified and accredited).

s The quality of the certification and accreditation process as determined by the
agency Inspector General,;

e Whether the agency Inspector General or Agency Head verifies the effectiveness
of the Department-wide IT security remediation process; and

o Has IT systems installed and maintained in accordance with security
configurations.
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Additional background information on the scorecard

OMB has increased executive level accountability for security by including it in the
President’s Management Agenda scorecard.

The PMA was launched in August 2001 as a strategy for improving the performance of
the Federal government. The PMA includes five government-wide initiatives, including
Expanded Electronic Government (E-Government).

Each quarter, agencies provide updates to OMB on their efforts to meet government-wide
goals. The updates are used to rate agency progress and status as either green (agency
meets all the standards for success), yellow (agency has achieved intermediate levels of
performance in all the criteria), or red (agencies have any one of a number of serious
flaws).

Information technology security is one of a number of critical components agencies must
implement to get to green (or yellow) for the E-Government scorecard. If the security
criteria are not successfully met, agencies cannot improve their status on the scorecard,
regardless of their performance against other E-Government criteria. Agencies are
publicly accountable for meeting the government-wide goals, and scores are posted
quarterly at http://results.gov/agenda/scorecard.html

5. Since 2003, GAO has designated cyber critical infrastructure protection as high-
risk area. What is OMB’s corrective action plan for addressing this issue? What are
you going to do to address the challenges identified by GAO in developing a joint
private/public Internet recovery plan?

A: OMB, in coordination with DHS, has prepared an action plan to address Federal
information security and the Nation’s Critical Infrastructures. This action plan has been

shared with GAO. [would be pleased to send the committee a copy of this plan.

DHS can speak to the challenges associated with developing a joint private/public
Internet recovery plan.

Additional information on the High Risk Plan

OMB is on track with its improvement plan.

Identified goals have been reached for two out of eleven performance measures:

o The percentage of systems assigned a risk impact level is 92%. The FY06 goal
was 80%.

e IGsat 18 out of 25 agencies have verified agency oversight of contractor systems.
The FY06 goal was 18 agencies.
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Improvements in performance have been achieved for two out of the nine remaining
performance measures:

¢ Implementation of the Einstein tool

o Planning for the Information Systems Security Line of Business
Decreases in performance have been seen in the following two metrics:

o Testing of security controls

o Testing of contingency plans
Agencies have demonstrated mixed performance on the following metric:

e System certification and accreditation (the overall rate dropped slightly but the
rate for high impact systems increased)

There has been no change in the following four metrics:
o 1IG verification of the plan of action and milestone process
¢ IG assessment of the certification and accreditation process
¢ Implementation of security configurations

s Government wide contracts for contractor security hardware, software and
services

6. The guidance contained in FISMA seems to suggest that the Federal Government
cannot relegate information security to the private sector? What is meant by to
“provide information security that support the operations and assets of the
agency?” Can the government out-source the responsibility of providing
information security for systems supporting its missions and these contractor
systems providing similar support functions in light of FISMA?

A: FISMA and OMB’s implementing policies ensure agencies remain responsible and
accountable for securing their operations and assets regardless of who performs the
operations or physically possesses the assets.

While departments and agencies routinely outsource business operations as well as
clements of their IT security activities, agency contracts must reflect FISMA’s
requirements and the agency continucs to be responsible and accountable. Additionally,
outsourced operations including security activities are subject to annual reviews by the
agency Inspector General.
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7. Under FISMA, the Director of OMB is required to maintain an incident
response capability. It is our committee understands that this function is currently
performed by the US CERT at DHS. Have you issued a formal memo delegating
these authorities to DHS and setting clear expectations for the performance of the
US CERT? If so, how would you rate its performance?

A: The designation of US-CERT at DHS is clear and no specific delegation
memorandum was necessary. FISMA does not require OMB to maintain an operations
center, but assigns the Director responsibility for “overseeing the operation of the Federal
information security incident center”. In accordance with Section 202 of the Homeland
Security Act of 2002, GSA transferred operation of the Federal Computer Incident
Response Center to DHS. Additionally, OMB’s security policies make clear to whom
agencies must report incidents.

We have made this clear in a number of ways. For example, in April 2005, OMB
distributed to departments and agencies the US-CERT Concept of Operations for Federal
Cyber Security Incident Handling advising agencies of their responsibilities to follow the
procedures. Each year in OMB’s FISMA reporting guidance, agencies and IGs must
provide data on their reporting to US-CERT. Most recently on July 12, 2006, OMB
directed agencies to report all incidents to US-CERT [see
http://www.whitehouse.gov/omb/memoranda/fy2006/m06-19.pdf].

With respect to expectations, the concept of operations was jointly developed by DHS
and representatives of the departments and agencies. It defines the US-CERT products
and services available to federal customers tasked with preventing, detecting and
responding to cyber incidents, and, it establishes roles, responsibilities, and success
factors for US-CERT. I would be happy to provide the Committee with a copy of the
US-CERT CONOPS.

US-CERT technical staff is available 24 hours a day 7 days a week to answer questions,
provide technical assistance and receive reports of anomalous activity, virus infections or
other forms of cyber attack. OMB believes US-CERT processes are mature. OMB is
working with those departments and agencies whose reporting is sporadic or at an
unusually low level to improve their reporting processes.
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Questions for the Record, Senator Tom Carper

1. For the past several years, the GAO has consistently rated that access
controls are a significant weakness in federal agency information security. As your
office reviews agency security plans and determine whether or not to approve them,
how will you determine if the agency has taken the appropriate steps to ensure that
there are proper access controls in place?

A: FISMA and OMB policy requires agencies to test system security controls
annually. In FY 2005, agencies tested these controls on 72% of all systems. However, it
is apparent from the data that agencies are properly prioritizing security control testing,
since the percentage of high impact systems tested was appreciably higher, at 83%.

OMB continues to track this metric quarterly, by risk impact level, and uses this metric as
one factor in assessing an agency’s status and/or progress on the President’s Management
Agenda scorecard.

2. What criteria does OMB use in determining the sufficiency of an agency’s
information security program, and how many full-time employees do you have to
conduct these reviews? If an agency has an insufficient program, what are the
remediation steps necessary to conform with FISMA and OMB policy?

A OMB uses the President’s Management Agenda scorecard as one of several
methods to determine the sufficiency of an agency’s information security program.

The PMA was launched in August 2001 as a strategy for improving the performance of
the Federal government. The PMA includes five government-wide initiatives, including
Expanded Electronic Government (E-Government).

Each quarter, agencies provide updates to OMB on their efforts to meet government-wide
goals. The updates are used to rate agency progress and status as either green (agency
meets all the standards for success), yellow (agency has achieved intermediate levels of
performance in all the criteria), or red (agencies have any one of a number of serious
flaws).

Information technology security is one of a number of critical components agencies must
implement to get to green (or yellow) for the E-Government scorecard. If the security
criteria are not successfully met, agencies cannot improve their status on the scorecard,
regardless of their performance against other E-Government criteria. Agencies are
publicly accountable for meeting the government-wide goals, and scores are posted
quarterly at http://results.gov/agenda/scorecard html

The PMA scorecard measures a subset of FISMA’s requirements. Specifically they are:
¢ The percent of agency IT systems properly secured (certified and accredited).

® The quality of the certification and accreditation process as determined by the
agency Inspector General;
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e Whether the agency Inspector General verifies the effectiveness of the
Department-wide IT security remediation process; and

e Has IT systems installed and maintained in accordance with security
configurations.

In addition, OMB has integrated information technology security into the capital planning
and investment control process to promote greater attention to security as a fundamental
management priority. To guide agency resource decisions and assist OMB oversight,
OMB Circular A-11 “Preparation, Submission and Execution of the Budget” requires
agencies {o:

e Report security costs for all information technology investments;

o Document that adequate securify controls and costs have been incorporated into
the life cycle planning of each investment; and

e Tie the POA&Ms for a system directly to the funding request for the system.

Part 7 (Exhibit 300) of OMB Circular A-11 requires agencies to submit a Capital Asset
Plan and Business Case justification for major information technology investments. In
their justification, agencies must answer a series of security questions and describe how
the investment meets the requirements of the FISMA, OMB policy, and NIST guidelines.
The justifications are then evaluated on specific criteria including whether the system’s
cyber-security, planned or in place, is appropriate.

Although my office has subject matter experts for information security, we leverage all
resources of OMB, including budget examiners in reviewing agency information security
programs.

Each year OMB issues reporting guidance to the agencies in order to acquire the
information needed to oversee agency security programs and develop the annual FISMA
report. (See OMB Memorandum M-06-20 of July 17", 2006 “FY 2006 Reporting
Instructions for the Federal Information Security Management Act and Agency Privacy
Management “at http://www.whitehouse.gov/omb/memoranda/fy2006/m06-20.pdf) As
in the past, this year’s guidance included quantitative performance measures for the
major provisions of FISMA to help identify agency status and progress.

3. The GAO is suggesting that Congress consider clarifying the legal
framework guiding Internet recovery. The GAO is also making recommendations
to the Secretary of DHS to strengthen the department’s ability to serve as a focal
point for helping to recover from Internet disruptions by completing key plans and
activities and addressing them.

Do DHS and the White House concur with these recommendations? If so, how
would the authorities given to the President in the Communications Act of 1934 be
updated to address the challenges of Internet recovery?
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A: DHS welcomes the opportunity to work with Congress and our partners to analyze the
legislative environment and determine, what, if any, further legislative initiatives may be
beneficial for addressing the national cyber and communications risk, response, and
recovery efforts. In its comments to GAO on the draft report “Internet Infrastructure:
DHS Faces Challenges in Developing a Joint Public/Private Recovery Plan”, DHS agreed
to eight of the GAO recommendations and generally agreed with one. OMB concurs
with the DHS response.
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QUESTIONS AND RESPONSES FROM KEITH RHODES, CHIEF TECHNOLOGIST AND DIRECTOR,
‘ CENTER FOR TECHNOLOGY AND ENGINEERING,

é G A O U.S. GOVERNMENT ACCOUNTABILITY OFFICE

‘Accountability « integrity * Rellabliity

United States Government Accountability Office
Washington, DC 20548

August 17, 2006

The Honorable Tom Coburn, MD

Chairman

The Honorable Tom Carper

Ranking Member

Subcommittee on Federal Financial Management,
Government Information, and International Security

Committee on Homeland Security
And Governmental Affairs

United States Senate

Subject: Challenges in Developing a Public/Private Recovery Plan

This letter responds to your request that we answer guestions relating to our recently
released report and testimony of July 28, 2006.' In that hearing, we discussed
challenges in developing a public/private Internet recovery plan. Your questions,
along with our responses, follow.

1. Your report outlines challenges DHS faces in planning for Internet reconstitution.
Given the many challenges outlined, what practical steps could DHS take now to
begin developing recovery plans?

DHS could take key steps in the near term that could help with recovery planning.
Such steps could include completing the Internet components of the National
Response Plan and the National Infrastructure Protection Plan. These plans could be
used as a basis to develop a public/private Internet recovery plan that includes input
from the private sector and addresses activities we identified in our report, such as
providing assistance with the provision of fuel and power, providing access to
restricted areas, helping with prioritization, and assisting with funds for backup
communications systems. In addition, DHS should move to quickly to fill the position
of Assistant Secretary of Cyber Security and Telecommunications.

‘GAQ, Internet Infrastructure: DHS Faces Challenges in Developing a Public/Private Recovery Plan,
GAO-08-672 (Washington, D.C.: June 16, 2006) and GAO, Internet Infrastructure: Challenges in
Developing a Public/Private Recovery Plan, GAO-06-863T (Washington, D.C.; July 28, 2006).
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2. You described several initiatives DHS Is taking regarding Internet reconstitution.
Why aren’t these initiatives sufficient?

While these activities are promising, some initiatives are not complete, others lack
timelines and priorities, and still others lack effective mechanisms for incorporating
lessons learned. Specifically, DHS has developed high-level plans for infrastructure
protection and national disaster response, but these plans are not complete and lack
support from the private sector. DHS officials also have not yet finalized plans,
resources, or milestones for future efforts of the Internet Disruption Working Group.
Additionally, DHS has not yet identified which group should be responsible for
incorporating lessons learned from recent exercises into its plans and initiatives.
Other initiatives to improve the nation’s ability to recover from Internet disruptions
include working groups to facilitate coordination and exercises in which government
and private industry practice responding to cyber events. However, the relationships
among these initiatives are not evident.

3. The Business Roundtable recently released a report that addressed Internet
reconstitution. What are your views on this report?

Many of the Business Roundtable report’s findings are consistent with our report in
recognizing that significant gaps exist in government response plans and that the
responsibilities of the multiple organizations that would play a role in recovery are
unclear. In addition, many of the recommendations from the Roundtable report are
also consistent with our report. However, the report’s recommendation to create a
panel of subject matter experts duplicates already existing groups like the Internet
Disruption Working Group and National Cyber Response Coordination Group.

4. Should NCS and NCSD be combined?

DHS officials acknowledged that the current organizational structure has overlapping
responsibilities in planning for and recovering from a major Internet disruption.
NCSD is responsible for planning and response activities governing information
technology, while NCS has the lead for telecommunications. As recommended in our
report, DHS should either clarify or combine the overlapping roles and
responsibilities between NCS and NCSD in light of the convergence of voice and data
communications.

5. How would legislative changes improve the ability of DHS to develop recovery
plans?

Given the importance of the Internet as a critical infrastructure supporting our
nation’s communications and commerce, Congress should consider clarifying the
legal framework that guides roles and responsibilities for Internet recovery in the
event of a major disruption. Legislative changes or additions that clarify government
authorities with regard to Internet recovery could improve DHS’s ability to develop
recovery plans. Existing authorities that grant preference or priority to essential
communications remain in force, but have seldom been used-—and never for Internet
recovery. Thus, it is not clear how effective they would be in improving the ability of

Page 2
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DHS in developing recovery plans. In addition, congressional consideration of
revisions or additions to the Stafford Act could improve DHS’s ability to provide
assistance to private-sector Internet infrastructure owners—the current Act does not
authorize assistance to for-profit companies.

6. You identified as one of the challenges for DHS that the private sector was
reluctant to share information on Internet disruptions with DHS. Given the diffuse
control of the networks, which you recognize, what information could the private
sector share that would be helpful to DHS in managing the internet
reconstitution? Can Internet reconstitution ever be managed or must it simply be
coordinated?

The private sector could convey specific information on infrastructure vulnerabilities
as well as what it needs from the government to facilitate recovery efforts. Internet
reconstitution can be more effectively managed by not only sharing information from
the private sector to the government, but also from the government to the private
sector. Sharing could include threat assessments and detailed information from
exercises that are targeted at specific issues such as root server/top-level domain
attacks. Providing this information could help with Internet recovery efforts since the
private sector is ultimately responsible for recovery activities.

7. What investments, if any, has DHS made in communications capabilities that
enable the nation to coordinate sofiware fixes in the event that key network
functions were lost? Is there unused spectrum that could be utilized to allow
vendors to push fixes to federal agencies and critical infrastructure facilities in a
time of crisis?

We have not reviewed specific investments DHS has made for these purposes. In
addition, we have not reviewed how unused spectrum could be utilized for critical
infrastructure protection since these issues were not included in the scope of our
work.

8 The GAO is suggesting that Congress consider clarifying the legal framework
guiding Internet recovery. The GAQO is also making recommendations to the
Secretary of DHS to strengthen the department’s ability to serve as a focal point
for helping to recover from Internet disruptions by completing key plans and
activities and addressing them. Do DHS and the White House concur with these
recommendations? If so, how would the authorities given to the President in the
Communications Act of 1934 be updated to address the challenges of Internet
recovery?

DHS concurred with our recommendations to the department, and in its written
comments, stated that strengthening collaboration is critical to protecting the
Internet. Updating key authorities to allow assistance to the private sector during
recovery efforts and to clarify roles and responsibilities given the convergence
between voice and data communications would help address challenges of Internet
recovery.

Page 3
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In responding to these questions, we relied on previous audit work we preformed in
developing our report on Internet recovery. Should you or your office have any
questions on matters discussed in this letter, please contact us at (202) 512-9286 or
(202) 512-6412, or by email at pownerd@gao.gov and rhodesk@gao.gov.

Sincerely yours, i

s 7. 2 7/% ; ‘Q/

David A. Powner Keith A. Rhodes

Director, Information Technology Chief Technologist and Director,
Management Issues Center for Technology and Engineering

(310823)
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QUESTIONS AND RESPONSES FROM ROBERTA A. BIENFAIT,
SENIOR VICE PRESIDENT, GLOBAL NETWORK OPERATIONS, AT&T

U.S. Senate Committee on Homeland Security and Governmental Affairs

Subcommittee on Federal Financial Management,
Governmental Information, and International Security

1. Do you agree with the GAO assertion that private industry has developed a reasonable
level of competency in restoring their portion of the Internet? A recent report by the
Business Roundtable identified gaps in the abilities of both the government and private
sector in responding to Internet disruptions. Are private sector efforts in Internet recovery
planning sufficient? Are there cases where private industry needs DHS’ help in restoring
their portions of the Internet Infrastructure? What is the appropriate role of government in
Internet recovery planning?

Answer: First and foremost, we do not believe that the Internet should be treated
separately form the overall communications and IT infrastructure. The Internet and
communications based on Internet Protocol (IP) are in actuality an integral part of that
infrastructure, and all Internet Service Providers - including AT&T - rely on the
functioning of the overall infrastructure to deliver service.

Private Sector efforts have been adequate in addressing the events we have experienced
to date. However, we have been fortunate that there has been no event with sufficient
impact to cripple the entire communications/IT infrastructure. Thus far, the events we
have encountered had impacts of varying significance to the providers and users of the
infrastructure, in large part due to the nature of the event, the various protective measures
employed by service providers and users, and the products and IT services that the event
targeted. While some individual websites, databases and enterprise LANs have been
severely impacted by a single event, other service users and providers were mostly or
entirely unaffected. We have yet to have an event of such universal impact and
impairment of other critical infrastructures to rise to the level of an event of national
significance. Even 9-11 and Hurricane Katrina were local events that impaired cyber
functionality in a confined area with no impact at the national level.

Also, we do not believe that all segments of the private sector that rely on the
communications and IT infrastructure are prepared for a major cyber or physical hit to
that infrastructure. Despite the devastating effects of Hurricanes Katrina and Rita last
year, nearly half of the 1,000 companies recently polled by AT&T also said that they do
not take specific protective actions even when state or federal governments issue
warnings for an impending disaster, such as severe weather.
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Specific to recovery from a disaster of cyber incident, different sectors of the private
sector have varying levels of assistance they might require from DHS. In our policy
recommendation we included several areas where AT&T needs DHS support including:

e Furnish standardized and approved emergency credentials to vital communications
and other infrastructure providers in advance, so that AT&T and other specialized
disaster staff can get into affected areas to restore vital capabilities without delay or
interference.

e Predetermine security needs and formalize request process from
telecommunications carriers for law enforcement deployment to protect critical
infrastructure facilities immediately following a disaster.

In the larger sense, DHS and the Federal Government can play a key role in stimulating
research and development of more-secure products and services, including the ability to
detect and respond to cyber attacks. The Federal Government can also stimulate the
deployment of more-secure products and services through its purchasing power as a user
of more secure and robust cyber capabilities.

2. In your opinion are the communications infrastructures destroyed by Hurricane
Katrina critical infrastructures as the DPA defines them, and if so, which if any part of
these infrastructures could be a part of the Internet Infrastructure?

Answer: Critical infrastructure is defined by the DPA at 50 US App. § 2152 as “any
systems and assets, whether physical or cyber-based, so vital to the United States that the
degradation or destruction of such systems and assets would have a debilitating impact on
national security, including, but not limited to, national economic security and national
public health or safety." The DHS, DoD, or the carriers that suffered major damage from
Katrina would have a better picture of the specific impact from Hurricane Katrina as it
relates to the DPA criteria. We believe that components of the communications
Infrastructure clearly would meet the definition of critical infrastructure as defined under
DPA, and are in fact essential to the function of other critical infrastructures. The
agencies or private sector companies that have the responsibility for providing the
services that utilize this critical infrastructure have the responsibility to identify them and
to protect them using continuity principles and practices including restoration priority
identification under TSP. Also, as we discussed in our answer to Question 1, we do not
believe it makes sense to differentiate communications infrastructure from Internet
Infrastructure — IP convergence has made them one and the same.
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3. The GAO found that private industry indicated it had a handle on Internet Recovery of
its portion of the Internet. The report goes on to suggest that private industry sees a more
limited role of DHS in Internet recovery at the present time. One suggestion is that DHS
narrow its focus to government owned or controlled critical infrastructures. How do you
see the law addressing situations where the communications system or assets are deemed
critical but are not government owned, such as when they are purchased or leased from a
private vendor?

Answer; As the customer, they have the ability to assess and verify that their suppliers
are capable of meeting their requirements, including recovery of their infrastructure.
They have the ability to purchase their services and infrastructure only from the vendors
that are able to clearly demonstrate they can provide the reliable and robust services
required by the government.

4. What are the risks and benefits to your firm of sharing information with DHS? What
improvements could DHS make in building an information-sharing relationship with your
company?

Answer: Since we operate in a highly competitive marketplace, communications carriers
must have a compelling business case to support information sharing with DHS or any
other entity. There must be a concise definition of the type of information to be shared,
the purposes for which the information will be used, how that information will be
handled and protected from disclosure, and what will be provided back to the carrier as a
result. In other words, the sharing must result in a trusted relationship which reassures
industry of minimal risk to our proprietary information and our competitive position in
the marketplace. All of these are essential to any discussion of information sharing.

Following our answers, we have attached a listing of some of the categories of
mformation that have come up in information sharing discussions. To accurately address
the issues surrounding information sharing, one must confine the discussion to each of
these categories separately. The desires, concerns and issues of both government and the
private sector may be unique to each of these categories.

5. How have DHS’s leadership and organization issues impacted its effectiveness in
working with private-sector firms?

Answer: We believe we work effectively with DHS at all levels and throughout all of
the DHS agencies. However, rapid turnover of leadership in the past, along with
resultant changes in priorities, have impacted follow-through on some new initiatives, or
disrupted ongoing successful programs. We believe that stabilization of leadership at
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DHS, with consistently applied priorities and funding for programs, will enhance our
ability to work on strategic initiatives as will as individual programs.

6. What are some legislative barriers to the government assisting private-sector firms in
recovering from major disruptions to the Internet?

Answer: There are different interpretations of the Robert T. Stafford Disaster Relief and
Emergency Assistance Act as industry learned during the Hurricane Katrina response and
for infrastructure. Some believe that it is fine for disaster recovery in the context of
natural disasters, but not for critical infrastructure protection or recovery outside of
natural disasters. In reading the Stafford Act, there may be some confusion regarding the
focus around the definition of “Major Disaster. For the Stafford Act, "Major Disaster”
means any natural catastrophe (including any hurricane, tornado, storm, high water, wind
driven water, tidal wave, tsunami, earthquake, volcanic eruption, landslide, mudslide,
snowstorm, or drought), or, regardless of cause, any fire, flood, or explosion, in any part
of the United States, which in the determination of the President causes damage of
sufficient severity and magnitude to warrant major disaster assistance under this Act to
supplement the efforts and available resources of States, local governments, and disaster
relief organizations in alleviating the damage, loss, hardship, or suffering caused
thereby.” It might be easy to argue that while the major disaster was reasonably specific
to natural disasters “regardless of cause, any fire, flood, or explosion” would clearly
cover any physical terrorist act since most would involve a fire or explosion like the
attacks on the WTC. This definition of “Major Disaster” does not seem to cover cyber
events like denial of service attacks. The definition for “Major Disaster” should be
updated to include some of the cyber events that are likely to disrupt the cyber
infrastructure.

We also support the recommendation by the National Security Telecommunications
Advisory Committee to the President, that communications sector workers be formally
designated as Emergency Responders.

7. Please describe the involvement of private-sector firms in development of the recently
released National Infrastructure Protection Plan and your views of the efforts to develop
this plan. Does the current proposed version of the National Infrastructure Protection Plan
present a clear, actionable and deployable solution for the private sector to follow to
secure critical infrastructures? Is DHS taking the right approach (e.g., all hazards)?

Answer: The combination of the NIPP plus other resources available from Government
Agencies (e.g. FEMA 427 Primer for Design of Commercial Buildings to Mitigate
Terrorist Attacks, FEMA 452 Risk Assessment: A How-To Guide to Mitigate Potential
Terrorist Attacks Against Buildings, www.ready.gov, FEMA FPC 65 Continuity of

4
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Operations, National Institute of Standards and Technology Contingency Planning Guide
for Information Technology Systems, etc.) provide a very useful framework for both
public and private sector continuity and contingency planning. Appendix 5B
(Recommended Homeland Security Practices for Use by the Private Sector) of the NIPP
includes an excellent summary of practices that should be adopted by private sector
entities.

The “all hazards” approach is a very prudent approach to continuity and disaster
planning. In most cases it might not matter why your place of business was destroyed.
The fact that it was destroyed and you need to have an alternate means to support your
business is the key. Each emergency situation presents its own unique set of challenges,
and even the most thorough planning cannot take the place of ingenuity and
resourcefulness when the unforeseen happens. That said, much can be anticipated and we
must plan and drill to address a variety of events on any scale. Planning, exercising, and
drilling for an “all hazards” event presents the best opportunity for recoverability.

As a high-level plan that must address all infrastructures, the NIPP is a good baseline for
the Critical Infrastructure Protection (CIP) mission. We are currently supporting our
Sector Specific Agency (SSA), through our Communications Sector Coordinating
Council, in creating the second draft of the Sector Specific Plan (SSP). This document
will deal with individual sectors at a level of detail to address the unique characteristics
and requirements of each sector. For this reason, the development of an accurate and
useful SSP is significantly more important to industry than the NIPP.

8. What effect will the naming of an Assistant Secretary for Cyber Security and
Telecommunications have on your industry? What authorities will best enable the new
Assistant Secretary to successfully perform his job? Are they currently in place?

Answer: The key to this leadership role is the potential to coalesce the various aspects of
communications and information technology into a single focus area - convergence has
made the traditional distinctions between the Public Switched Network and the Internet
obsolete. Another area that must be addressed is the traditional separation of response
and incident management mechanisms for physical and cyber threats as pertains to the
Communications/IT infrastructure. We are hopeful that the new Assistant Secretary will
bring the vision and foresight to get a clear grasp of these issues and then articulate the
appropriate means for addressing them. The DHS organizational structure and authorities
can then be defined and aligned in a way that makes sense.

9. The Business Round Table report refers to Tripwires. Is advanced or early warning
really possible given the speed of cyber attacks, or do you simply mean that we need
thresholds for when significant government involvement may be necessary?

5
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Answer: We believe the “Tripwires” referred to in the Business Round Table report
primarily deal with the ability to detect the early stages of a cyber-attack — a cyber early
warning system. A large part of this challenge is to differentiate “normal” cyber activity,
such a spam, pfishing, worms, and localized denial of service attacks, from a large-scale,
concerted cyber attack aimed at a significant disruption of our communications and
information technology infrastructure. Achieving this requires that appropriate alerting
information is shared in real-time between the various communications service providers,
and that response coordination mechanisms be created, including Government
Authorities, such as DHS. Our answer to Question 4 above also applies here.

10. During a large scale disruption of the internet would your vendors have sufficient
resources to assist you in recovery? If multiple members of the infrastructure also
required their assistance at the same time?

Answer: This question is difficult to answer without identifying what is meant by a
large scale disruption, and the type of disruption experienced. As described in our
testimony to the Subcommittee, AT&T has extensive plans and capabilities for Network
Disaster Recovery, primarily aimed at physical events. We also have an extensive
capability to detect cyber attacks against our core network and our customers, and to deal
with these events on the scale of what constitutes “normal” in today’s world. Events that
transcend the entire infrastructure, and/or overwhelmed our corporate capabilities, would
be another matter.

Government truly has a role when there is a contention for resources to respond to a
nationally significant event. Arguably, the required authorities currently exist through
various Executive Orders and the Communications Act of 1996 that provide for the Joint
Telecommunications Resources Board (JTRB) and the President to exercise the authority
to allocate those resources. AT&T participates in this process with DHS and the White
House through the National Coordinating Center (NCC).

11. Has your infrastructure discussed restoration priorities with your service providers?
With the responsible government agencies (FEMA, NCS, SEC, etc.)?

Answer: AT&T follows the Telecommunications Service Priorities (TSP) program as
mandated by the FCC through its Report and Order in the matter of TSP in Docket 88-
341.
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12. Have you participated in detailed table top exercises that incorporate multidiscipline
and multi-infrastructure participation to walk through potential large scale internet
disruptions and the resultant recovery efforts and impacts on civilians?

Answer: We participated in the U.S, Department of Homeland Security’s Top Officials
Three Exercise (TOPOFF 3). The TOPOFF 3 Exercise Program, the most comprehensive
terrorism response exercise ever conducted in the United States, is made up of a two-year
cycle of seminars, planning events and exercises culminating in a Full-Scale Exercise that
simulates a coordinated terrorist attack involving biological and chemical weapons. The
Full-Scale Exercise took place April 4-8, 2005. TOPOFF 3 is managed by the U.S.
Department of Homeland Security’s Office of State and Local Government Coordination
and Preparedness, and involved numerous Federal departments and agencies, the states of
Connecticut and New Jersey, the United Kingdom, Canada, and representatives from the
private sector.

AT&T also participated in the DHS NCS-D Internet Disruption Working Group tabletop
exercise on June 15, 2006.

13. During a large scale disruption of the internet how would your infrastructure
communicate with its members? With other infrastructures? With the local government?
With the federal government?

Answer: AT&T has implemented multiple layers of emergency communications
including the use of HF repeaters and radios to communicate internally and externally.
Our testimony included in our policy recommendations a suggestion to designate a lead
agency in the Federal Government that would coordinate planning including the
emergency communications protocol for any disruption. The agency that is designated as
the National Cyber Incident Commander must also be the lead for the planning and
exercising of coordinated response plans with all parties in the cyber infrastructure. The
first items that must be addressed immediately by this agency are a coordinated advanced
warning mechanism including an emergency communications plan. This coordinated
advanced warning mechanism should be a way of identifying potential emergencies and
agreed-upon protocols and thresholds that indicate an attack is under way or a disruption
is imminent. An emergency communications plan must address the protocols and
processes for responding to severe failures as well as the infrastructure used to
communicate.

Our current view is that the NCC is the vehicle for interfacing with the members of our
infrastructure and with the government for disaster recovery. The NCC administers the
SHAred RESources (SHARES) High Frequency (HF) Radio Program, and until recently,
the Alerting and Coordination Network {ACN), which could be vital elements of a

y
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survivable sub-infrastructure to support emergency communications in the face of a large
scale disruption of normal communication services.

14. During the recovery from a large scale disruption of the internet how is your
infrastructure sure that their recovery plans won't introduce additional vulnerabilities into
the infrastructure itself?

Answer: AT&T takes our responsibility for operating secure and reliable networks very
seriously. Our network design goal is to have a network where failures are prevented, or
predicted and pro-actively corrected, before they impact a customer’s service. This goal
is the foundation for the preventive, predictive, and proactive efforts that we take to first
protect our physical and virtual infrastructure and second to be able to restore this
infrastructure under any circumstances. We have undertaken a program that includes both
rigorous exercising and an extensive research component to verify our restoration and
recovery plans work,

15. Given the importance of the Internet as a critical infrastructure supporting our
nation’s communications and commerce, what is deemed a critical network or part of the
Internet? Should there be minimum essential criteria to identify, define, and characterize
critical infrastructures? Is restoring local communication systems part of critical
infrastructures protection or are they government owned systems or assets?

Answer: The Internet is a network of networks, both private and government-owned.
Moreover, convergence has made distinctions between the public Internet and other
communications services increasingly immaterial. Many large businesses, for example,
maintain IP-based enterprise infrastructure based on network services provided by
carriers, as do many federal, state and local government agencies. And an increasing
amount of voice communications now traverse the Internet in whole or in part. One great
benefit of the Internet structure is the ability dynamically to route around problems.
Nonetheless, each of the large private Internet backbone owners maintains certain
facilities that carry substantial Internet traffic and has established private "peering" points
of interconnection to exchange traffic with the other backbone providers. Given the
dynamic nature of the Internet, the operators are in the best position to determine which
facilities are critical infrastructures at any point in time, and it would likely be difficult to
craft definitions or criteria that would keep pace with new developments. But itis clear
that the Internet is critical to supporting our nation's communications and commerce and
that appropriate disaster prevention and disaster recovery efforts are essential. A major
disruption of "Internet" operations would have a dramatic impact on all communications
services in the United States, not just those viewed as Internet services.
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As was also vividly demonstrated during Hurricanes Katrina and Rita, many local
wireless systems, owned by both local governments and private sector providers, are also
critical assets, particularly in times of emergency.

Many cyber-attacks today involve multiple home or business computers that have been
electronically captured by distant hackers, and used to launch denial of service and other
attacks. Cyber security is thus a distributed problem and not restricted to the elements
that are a part of the public infrastructure. Computing and communication devices and
software are now present in the commercially-provided infrastructure, the enterprise
network, and the end user device. Each has the potential to affect the others. This is also
true between the interconnected providers of the infrastructure. While we understand the
desire to come up with a simple method of identifying and prioritizing critical
infrastructure, this is an extremely complex task.

16. How do these restoration priorities correspond with the infrastructures determination
of "critical assets"? For instance, during Katrina several substations’ priority levels were
raised because it turned out they supplied power to critical pipelines. Yet the electric
sector did not have these small remote substations as "critical”. How can we be sure that
other such items don't fall through the cracks?

Answer: We recommend that DHS investigate expanding the role of the ISACs to
provide greater exchange between the Communications ISAC, the Electric Service ISAC,
and the State and Local Governments to ensure the TESP provides comprehensive
coverage of electrical restoration priorities in support of communications infrastructure
needs.
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Some Information Sharing Categories

Incident Report: An incident report is a report that an “all hazards” incident has occurred
and should include such details as what occurred, where it occurred, and when it
occurred. The impact or consequences of the event will be reported as “situational
awareness”

Threat Warning: A threat warning is information pertaining to an existing or developing
threat posing the potential for an incident to occur. A warning should be specific and
actionable rather merely stating a general concern of a potential event. Warning should
pertain to events which are imminent.

Risk Data: Risk data pertains to the information regarding the potential consequences to
assets, functions or services at risk should the incident under study actually occur.

Vulnerability Data: Vulnerability data is information pertaining to the assessment of the
degree to which given assets, functions or services are vulnerable to the threat posed by
the potential incident being studied.

Advisories: Advisories are formal, narrative information bulletins intended to advise the
recipient of certain facts, such as new threat information, the occurrence of an incident,
etc.

Alerts: An alert is an advisory of an urgent nature. While an advisory notifies and
informs, the alert is a call to action.

Analytical Products: Analytical products are the documented conclusions of the
government intelligence community and other subject matter experts (SMEs) derived
from the application of threat information against known or perceived vulnerabilities to
determine the potential of occurrence and the consequences from such an occurrence.

Raw Asset Data: Raw asset data is a list of assets and the locations of those assets which,
in the context of CIP, are the building blocks of a critical infrastructure.

Situational Awareness: Situational awareness refers to the impact analysis and
assessment of the effects of an event on the impacted assets and infrastructure, including
the consequential impacts on other infrastructures, functions and missions.
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Responses of Michael A. Aisenberg to Questions posed by the Committee

1. Do you agree with the GAO assertion that private industry has developed a
reasonable level of competency in restoring their portion of the Internet? A recent
report by the Business Roundtable identified gaps in the abilities of both the
government and private sector in responding to Internet disruptions. Are private
sector efforts in Internet recovery planning sufficient? Are there cases where
private industry needs DHS” help in restoring their portions of the Internet
Infrastructure? What is the appropriate role of government in Internet recovery
planning?
From VeriSign’s perspective as an infrastructure steward and service provider, we have
significant confidence in our competency to maintain and restore our service levels in the face of
exploits. These capabilities have, however, largely been developed with limited or no
involvement from government, including DHS/NCSD/NCS and its predecessor agencies (e.g.-
NIPC, DISA). As aresult, we observe two facts: (1) there is at present little opportunity for
government operators of parallel network infrastructures to learn the techniques we rely on to
maintain and restore our Cl services; and, (2) no pre-ordained path for information sharing
regarding sensitive exploits/attacks. (see questions 4 and 9 below).
2. In your opinion are the communications infrastructures destroyed by Hurricane
Katrina critical infrastructures as the DPA defines them, and if so, which if any
part of these infrastructures could be a part of the Internet Infrastructure?
Using a broad understanding of “infrastructure” in a converged/NGN sense, many of the at-risk
infrastructures (e.g.. BellSo switches) are part of the “Internet Infrastructure”.
3. The GAO found that private industry indicated it had a handle on Internet
Recovery of its portion of the Internet. The report goes on to suggest that private
industry sees a more limited role of DHS in Internet recovery at the present time.
One suggestion is that DHS narrow its focus to government owned or controlled
critical infrastructures. How do you see the law addressing situations where the
communications system or assets are deemed critical but are not government owned,
such as when they are purchased or leased from a private vendor?
Most b-to-b service provision in the private sector is a matter of contract and thus not appropriate
for further statutory constraint. With respect to public-private collaboration for restoration of truly
CRITICAL INFRASTRUCTRUES (e.g., service to stock exchanges, banks, first responders,
health care, transportation (ATC)) and essential government services, as well as government
networks), policy clarification could assist in the areas of:

--defining shared roles and responsibilities

--establishing protocols for information sharing

--establishing processes/procedures for restoration/recovery

--defining incentives to improve lagging private sector practice

--establish fast track process to improve government network management
practices
4. What are the risks and benefits to your firm of sharing information with DHS?
What improvements could DHS make in building an information-sharing?
relationship with your company?
Direct pathway to NCRCG process for “cyber incident of national significance.”
5. How have DHS’ leadership and organization issues impacted its effectiveness in
working with private-sector firms?
The continuing lack of unified leadership over NCSD-NCS has been a continuing and distracting
preoccupation for industry. These adverse impacts have been remedied in part by effective and
aggressive effort at cooperation by Asst. Sec. Robert Stephan and his staff, in part by aggressive
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work by industry to seek out DHS engagements and overcome these negative impacts, and in
part by the diligence of NCSD and NCS leadership.

6. What are some legislative barriers to the government assisting private-sector firms

in recovering from major disruptions to the Internet? Congress has yet to address the issue
of federal jurisdiction over {previously unregulated) “Internet” service providers in the IP
environment. Under the Pulver line of cases at the FCC, there is an assumption that some
jurisdiction exists for imposition of certain obligations on ISPs offering “information services”
under Title | of the communications Act. This view is not uniformly accepted by the Internet
community and has yet to be tested in the courts.

7. Please describe the involvement of private-sector firms in development of the
recently released National Infrastructure Protection Plan and your views of the

efforts to develop this plan. Does the current proposed version of the National
Infrastructure Protection Plan present a clear, actionable and deployable solution

for the private sector to follow to secure critical infrastructures? Is DHS taking

the right approach (e.g., all hazards)?

Since the summer of 2005, new DHS A/IP leadership has: “rescinded” prior NIPP drafts whose
content concerned industry, worked with industry to develop a responsive, inclusive drafting
process, has solicited and received editorial input from Internet industry directly and through
industry organizations, as well as economy-wide representation (PCIS, e.g.) and existing advisory
committees (NSTAC, NIAC) and published a NIPP substantially more reflective of industry
concerns. The follow-on Sector Specific Plan process is continuing the open, inclusive and
responsive model, coliaboratively led by Sector Coordinating Councils and their government
peers, and promises to be significantly closer to the concerns of individual sectors. It is defined
as “iterative” and a “work in progress” which will be subject to continuous improvement. The
“correctness” of DHS’ approach, at least regarding the ICT sectors, will be revealed when put to
an operational test during an exploit.

8. What effect will the naming of an Assistant Secretary for Cyber Security and
Telecommunications have on your industry? What authorities will best enable the

new Assistant Secretary to successfully perform his job? Are they currently in

place?

The ending of uncertainty and distraction engendered by the continuing vacancy of the Assistant
Secretary position will be of substantial benefit to industry and DHS in allowing a clearer path for
policy development and public-private collaboration on significant national plans, and cooperation
in the event of another significant event of national significance. The IT industry will be able to
engage with DHS/NCSD-NCC in a clear and unambiguous manner once the question of “who’s in
charge” gets a clear answer.,

9. The Business Round Table report refers to Tripwires. Is advanced or early

warning really possible given the speed of cyber attacks, or do you simply mean

that we need thresholds for when significant government involvement may be
necessary? In general, No. The “zero-day” phenomenon is essentially on us, and the
opportunity for “collaboration prior to response” is increasingly rare. The definitional issue of
“when does an exploit/attack warrant disclosure to and deliberation/decision by the NCRCG
process” deserves examination, and creation of some practicat protocol of disclosure, especially
from a core group of truly critical infrastructure providers. (number is probably less than 50
Internet/network critical infrastructure entities).

10. During a large scale disruption of the internet would your vendors have sufficient
resources to assist you in recovery? If multiple members of the infrastructure also
required their assistance at the same time? For DNS, there are few supportive resources
available. Indeed, VeriSign is frequently looked to, to assist other DNS providers (registries for
.edu, .mil, .gov, for exampie).

11. Has your infrastructure discussed restoration priorities with your service

providers? With the responsible government agencies (FEMA, NCS, SEC, etc.)?
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Yes. We have held discussions generally within IDWG, directly with the FCC, with DHS and with
NCRCG.
12. Have you participated in detailed table top exercises that incorporate multidiscipline
and multi-infrastructure participation to walk through potential large
scale interet disruptions and the resultant recovery efforts and impacts on
civilians? Yes. Both directly as VeriSign and via industry bodies ( IT- ISAC, we have
participated) in a variety of exercises, including Internet Disruption working Group, Cyber Storm,
TopOff lll and IV. These efforts must become continuing, institutionalized and used as a basis for
development of policy and change in practice by both industry and government.
13. During a large scale disruption of the intemet how would your infrastructure
communicate with its members? With other infrastructures? With the local
government? With the federal government? This question begs the issue of resiliency of the
Internet itself, and the availability of substitute channels in the event of (wide-scale)
disruption/outage of IP services. To date, no exploit has disabled both the transport layer and the
address system at the same time in a manner to fundamentaily ‘take down” the network and
disable the capacity to notify peer providers, government and other institutions of the pendancy of
the attack.
14. During the recovery from a large scale disruption of the internet how is your
infrastructure sure that their recovery plans won't introduce additional
vulnerabilities into the infrastructure itself? This is largely the product of extensive testing
and exercising of our infrastructure.
15. Given the importance of the Internet as a critical infrastructure supporting our
nation’s communications and commerce, what is deemed a critical network or
part of the Internet? Should there be minimum essential criteria to identify,
define, and characterize critical infrastructures? Is restoring local communication
systems part of critical infrastructures protection or are they government owned
systems or assets? While the “definition” of “CI” is largely in the eyes of the beholder, we believe
a consensus can be reached on the following institutions:
—-infrastructure which supports continuity of operations of the network itself
--infrastructure which is essential to continuity of government operations (“CoG”)
--infrastructure essential to national security and emergency preparedness/first response
—infrastructure essential to the operation of other critical infrastructures (water, health
care, financial services, electric/nuclear power, etc.)

16. How do these restoration priorities correspond with the infrastructures
determination of "critical assets"? For instance, during Katrina several
substations priority levels were raised because it turned out they supplied power
to critical pipelines. Yet the electric sector did not have these small remote
substations as "critical”. How can we be sure that other such items don't fall

through the cracks? There are no presently NO clearly articulated criteria for “critical CYBER/IP
assets”,
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Responses of Karl Brondell and Business Roundtable to Questions
From the U.S. Senate Subcommittee on Federal Financial
Management, Government Information and International Security
August 18, 2006

1. Your report refers to Tripwires, Is advanced or early warning really possible
given the speed of cyber attacks, or do you simply mean that we need thresholds for
when significant government involvement may be necessary?

While Business Roundtable member companies certainly have their own cyber defenses
and recovery systems, we know how critical it is to have timely information about a
developing attack or spreading Internet outage. No one expects that the U.S, will have
several days to prepare for a cyber attack — as we do for major storms — but Roundtable
companies do want to know information about whether an attack is occurring and how it
is spreading. The more we know — and the faster we know it — the quicker we can arm
our defenses and engage our recovery efforts. We are, therefore, fully supportive of
industry-led efforts to share information across the business community and the public
sector, such as the Information Sharing and Analysis Centers (ISACs). We believe that
the Department of Homeland Security’s US Computer Readiness Team (US-CERT)
plays a similar role essential to manage catastrophic cyber-based disasters.

2. Your recent report identified gaps in the abilities of both the government and
private sector in responding to Internet disruptions. Are private sector efforts in
Internet recovery planning sufficient?

Companies are already doing a great deal to plan and prepare, but we all need to do a
better job in getting ready. Business Roundtable’s report — Essential Steps to Strengthen
America’s Cyber Terrorism Preparedness — offers recommendations for individual
businesses, the government and for better collaborative public-private planning. The
Roundtable report finds that some of these cyber problems are going to be too big for any
one company to address in the event of a massive cyber catastrophe. That’s why we need
to work together on plans to recover the Internet should such a disaster occur,

The Roundtable’s report makes several suggestions for businesses.

« Companies are encouraged to designate a point person or position for cyber
recovery.

» Businesses are urged to update their strategic plans to prepare for a widespread
Internet outage and the impact on movement of goods and services.

« Companies are recommended to set priorities for restoring Internet service and
corporate comumunications.
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The Roundtable’s next step in this ongoing effort is to work with member companies on
the steps that companies will need to take to keep their businesses operating — and what
they will need from public and private institutions.

3. What is the appropriate role of the government in Internet recovery planning?
Does your infrastructure know what type of assistance they might want from the
government and from whom?

This question goes to the heart of Business Roundtable’s follow-up work from our recent
report: Essential Steps to Strengthen America’s Cyber Terrorism Preparedness. The
Roundtable’s Security Task Force is working with member companies to determing ~
from a business and economic standpoint — what companies need from government in
recovering from an Internet catastrophe. One of the key findings from the Roundtable’s
report is that if there is a cyber disaster, there is no emergency number to call — and no
one in place to respond. Our nation simply doesn’t have the kind of coordinated plan in
place that we need to restart and restore the Internet. The Roundtable report
acknowledges that our nation has not experienced — yet — the kind of massive Internet
disruption that shuts down large parts of the Internet and one that is so large that no
single company or government can recover it. But that doesn’t mean we shouldn’t have
plans in place to deal with this threat.

4. Please describe the invelvement of private-sector firms in development of the
recently released National Infrastructure Protection Plan and your views of the
efforts to develop this plan.

Business Roundtable is happy to see that the Department of Homeland Security (DHS)
has developed this plan, and thinks it is a step in the right direction. The Roundtable also
is pleased to see that the plan recognizes the important role of the private sector, which
owns or operates more than 85 percent of the nation’s critical infrastructure. The
Roundtable — as an organization — had fairly limited input into details of the plan.

5. From an insurance company standpoint, can cyber insurance be an incentive for
corporations to upgrade their network security?

My appearance before the Subcommittee was as a representative from Business
Roundtable, which does not have a position on this issue. My employer, State Farm, does
not do business in this area of insurance.

6. What are the risks and benefits to your firms of sharing information with DHS?
What improvements could DHS make in building a relationship with your
companies?

i
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Business Roundtable CEOs understand that when it comes to protecting America,
business can’t do it alone — and neither can government. The best security solutions
require business and government to work together. Sharing timely information is a key
part of that partnership, especially in disaster response and recovery. That's one of the
main reasons that following the 9/11 attacks, the Roundtable created CEQ COM Link®™,
a secure system that allows CEQOs and top government leaders to exchange information
about a threat or major crisis. CEO COM Link™ can be used to mobilize a national
response to a threat or a catastrophe. CEO COM Link®™ is part of the National Response
Plan, and the Roundtable knows that DHS is committed to a strong relationship with the
Roundtable and the private sector. DHS has had more than half a dozen conversations
with the Roundtable in recent weeks — and the intent is to continue that dialogue in the
months ahead as we work together to strengthen our nation’s preparedness for a major
Internet attack or outage. We are especially pleased with the commitments and support
reccived from the Under Secretary of Preparedness, George Foresman in helping
Roundtable CEOs navigate across DHS and within the Preparedness Directorate.

7. What are some legislative barriers to the government assisting private-sector
firms in recovering from major disruptions to the Internet?

Legislative changes were not the Roundtable’s central focus in conducting the work for
the report: Essential Steps to Strengthen America’s Cyber Terrorism Preparedness.
Consequently, the Roundtable does not have any specific legislative recommendations at
this point. We did, however, assess many of the strategic challenges and impediments
that public and private sectors must contend with in reconstituting critical Internet
services after a disruption. For example, we conclude that security must be a greater
focus in support of industry repair professionals. For instance, Congressional laws
covering the Federal government’s support for response operations do not cover security
support for the private sector.

With regard to legislative issues involving the Federal government institutions essential
for reconstituting the Internet, the Roundtable’s report noted that the US-CERT needs
greater statutory authority to operate and with appropriate funding. If the US-CERT’s
role and responsibility is better defined and better funded by Congress, then businesses
have an agency ~ that is accountable —~ to call duringa cyber crisis.

The Roundtable report also called on the federal government to establish clearer roles and
responsibilities, fund long-term programs on reconstitution, and ensure that national
response plans treat major Internet disruptions as a serious national problem. For
example, the Administration says that it has authority to declare a cyber emergency and
will consult with business leaders, but it is not clear how this consultation will occur or
how they will decide whether to declare an emergency. The Roundtable encourages
Congress to support changes to law that address these important issues.

If the Roundtable develops specific legislative recommendations in the next phase of its
work, we will be happy to pass them along to you.
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8. How have DHS’s leadership and organization issues impacted its effectiveness in
working with private-sector firms?

There is no question that DHS is committed to strengthening our nation’s physical
security, cyber security and preparedness, and Business Roundtable has worked closely
with DHS leaders at all levels to improve the public-private partnership to protect our
country. The Roundtable supported the creation of the position of an assistant secretary
for cyber security, and we are hopeful that someone can be nominated and confirmed in
the near future. As noted above in response to a previous question, we are especially
pleased with the commitment and support from the Under Secretary for Preparedness in
bridging public and private issues that are the subject of this Congressional hearing.

9. Have you participated in detailed table top exercises that incorporate multi-
discipline and multi-infrastructure participation to walk through potential large
scale internet disruptions and the resultant recovery efforts and impacts on
civilians?

The Roundtable participated in Cyber Storm as an observer and understands the benefit
to conducting exercises. In fact, the Roundtable’s report — Essential Steps to Strengthen
America’s Cyber Terrorism Preparedness —suggests that DHS and industry conduct
large-scale cyber emergency exercises, with lessons learned integrated into programs and
procedures. Looking forward, the Roundtable believes that these exercises should focus
more clearly on business continuity and recovery — so that at least part of the exercise
examines economic recovery and business confidence. The Roundtable believes that the
issue is bigger than technology — it’s about our nation’s economy.
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