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REFORM OF THE STATE SECRETS PRIVILEGE

TUESDAY, JANUARY 29, 2008

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON THE CONSTITUTION,
CiviL RiGHTS, AND CIVIL LIBERTIES,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:11 a.m., in
Room 2141, Rayburn House Office Building, the Honorable Jerrold
Nadler (Chairman of the Subcommittee) presiding.

Present: Representatives Conyers, Nadler, Wasserman Schultz,
Watt, Cohen, Franks, Issa, King, and Jordan.

Staff present: David Lachmann, Subcommittee Chief of Staff;
Burt Wides, Majority Council; Heather Sawyer, Majority Counsel,
Caroline Mays, Professional Staff Member; Paul Taylor, Minority
Counsel; and Jacki Pick, Minority Counsel.

Mr. NADLER. Good morning. This hearing of the Subcommittee
ondthe Constitution, Civil Rights, and Civil Liberties will come to
order.

Today’s hearing will examine the state secrets privilege.

The Chair recognizes himself for 5 minutes for an opening state-
ment.

Government has always needed to keep certain sensitive infor-
mation secret. The challenge for a free society has always been to
balance the need to keep secrets with the openness necessary for
democracy to function. It has never been easy to strike this bal-
ance.

What happens when claims that information must be kept con-
fidential conflict with the rights of individuals to obtain justice in
our courts or when coordinate branches of Government must make
decisions concerning matters that the executive claims are too sen-
sitive to be discussed even with them? Today, we examine just that
problem.

In too many cases, claims of state secrets have succeeded in
keeping important cases out of court entirely or preventing courts
from considering evidence vital to the outcome of a case. Courts
have sometimes proved overly deferential to these claims, refusing
even to look behind decisions of the state secrets privilege to deter-
mine whether it has been made in good faith, and we know that
in some cases it has been made in bad faith.

We will hear today from Judith Loether whose father was a civil
engineer killed in a military plane crash. The report examining the
crash has been withheld from the court on the grounds that it was
a state secret, and the Supreme Court said that the courts have no
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business examining that claim. If there is one thing we have
learned over the years, it is that we cannot take such assertions
at face value. When the report finally came to light 50 years later,
it revealed Government negligence, but no state secrets.

We have the CIPA law that deals with how to deal with confiden-
tial information in the context of a criminal proceeding. We do not
have a law codifying the state secrets privilege in the context of a
civil proceeding, and we probably should.

Studies show that the Bush administration has raised the state
secrets privilege in over 25 percent more cases per year than pre-
vious Administrations and has sought dismissal in over 90 percent
more cases. Originally, the privilege was used just to shield certain
information; but, in recent years, it has been used increasingly to
dismiss cases from the start to say, “You cannot get your day in
court.”

As one scholar noted recently, this Administration has used the
privilege “to seek blanket dismissal of every case challenging the
constitutionality of specific ongoing Government programs” related
to its war on terrorism and, as a result, the privilege is impairing
the ability of Congress and the Judiciary to perform their constitu-
tional duty to check executive power.

Another leading scholar recently found that “In practical terms,
the state secrets privilege never fails.” Like other commentators, he
concludes that the state secrets privilege is the most powerful se-
crecy privilege available to the President, and the people of the
United States have suffered needlessly because the law is now a
servant to executive claims of national security.

I will shortly be introducing legislation to allow courts to exam-
ine these claims in a manner that would protect the information
while giving the court a chance to determine whether the secrets
need to be maintained or whether there is some other way to allow
the case to go forward. This legislation would codify the state se-
crets privilege and would limit it. This is not a new task for the
courts. They do it under CIPA in criminal cases, and they do it in
Freedom of Information Act cases.

I look forward to the testimony of our witnesses on this difficult
issue, and I welcome them.

I would now recognize our distinguished Ranking minority Mem-
ber, the gentleman from Arizona, Mr. Franks, for his opening state-
ment.

Mr. FRaNKS. Well, thank you, Mr. Chairman.

And thank you all for being here.

Mr. Chairman, the state secrets privilege is a longstanding legal
doctrine that is an irreplaceable tool in the war against Jihadist
terrorism. The Supreme Court most recently described that doc-
trine in a case called United States v. Reynolds.

In that case, the Supreme Court made clear that where the cen-
tral issues of a case involve sensitive and classified national secu-
rity information, the courts have the responsibility to determine
whether disclosure of the information would pose a reasonable dan-
ger to national security. If so, the court is obliged to either dismiss
the case or limit the public disclosure of national security informa-
tion as necessary.
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Under this doctrine, people with legitimate claims are not denied
access to court review. Rather, the doctrine allows judges to person-
ally review any sensitive information, if necessary.

The roots of the state secrets privilege extend all the way back
to the Supreme Court’s decision in Marbury v. Madison, and the
privilege is grounded in large part in the Constitution’s separation
of powers principles. In that case, the court held that an executive
branch official is not “obliged” to disclose any information that was
“communicated to him in confidence.” Four years later, the same
Chief Justice Marshall who wrote the opinion in Marbury held that
the Government need not produce any information that would en-
danger the public safety.

In the modern era, Congress debated the issue of state secrets
privilege under Federal law in the 1970’s, but ultimately chose to
maintain the status quo, including the elements of the privilege put
in place by the Supreme Court in the Reynolds decision.

In United States v. Nixon, the court endorsed the executive privi-
lege as “fundamental to the operation of Government and inex-
tricably rooted in the separation powers under the Constitution”
and strongly cautioned that sensitive information should not be
disclosed if it involves “military, diplomatic, or sensitive national
security secrets.”

The First Circuit took exactly that same position in affirming
dismissal of a case brought by Khaled el-Masri in which the court
concluded that the state secrets privilege “has firm foundation in
the Constitution in addition to its basis in the common law of evi-
dence.”

Not surprisingly, the state secrets privilege has played a signifi-
cant role in the Justice Department’s response to civil litigation
arising out of counterterrorism policies after 9/11.

While political opponents of the President have argued that the
Bush administration has employed the state secrets privilege with
unprecedented frequency or in unprecedented contexts in recent
years, a recent comprehensive survey of all state secrets cases has
determined conclusively that neither claim is true.

And I want to repeat that. A recent survey of all state secrets
cases has determined conclusively that neither of those claims is
true.

As Professor Robert Chesney of Wake Forest University Law
School has concluded, the data did not support the conclusion that
“the Bush administration chooses to resort to the privilege with
greater frequency than prior Administrations or in unprecedented
substantive contexts.”

Because the privilege is based in the Constitution’s separation of
powers principles, it is unclear whether Congress could constitu-
tionally amend the state secrets privilege by statute. Professor
Chesney pointed out that the “judges are nowhere nearly as well
suited as executive branch officials to account for and balance the
range of considerations that should inform assessments of dangers
to national security.”

I will strongly oppose, Mr. Chairman, any efforts that invite the
courts to deviate from the sound procedures they currently follow
and to divulge to our enemies sensitive national security informa-
tion. Innocent Americans can only be protected if sensitive national
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security information is protected, and I will do whatever I can to
keep those Americans safe.

Thank you, Mr. Chairman.

Mr. NADLER. Thank you.

I will now recognize for an opening statement the distinguished
Chairman of the full Committee, the gentleman from Michigan.

Mr. CONYERS. Thank you, Mr. Chairman.

I want to protect the American people as much as anybody in the
Congress, but there is a different problem here. It is not just the
fact that there are more cases in which the state secrets privilege
is asserted, but it is how it is being asserted and how it is being
used that really makes the difference here. It is not just the num-
bers.

And so I start off congratulating the American Bar Association
and those other organizations that have been looking at this quite
carefully.

And I ask unanimous consent to put in the record today’s Wash-
ington Post article on the Greater Use of State Secrets Privilege
Spurs Concerns and the washingtonpost.com’s Bush Order Ex-
pands Network Monitoring.

Mr. NADLER. Without objection.

[The information referred to follows:]
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Mr. CONYERS. So the other thing that I think should be taken
into consideration, before this turns into who is more patriotic and
who is fighting terror harder than anybody else or who is weak-
ening our system and all that fear-mongering that goes on so
much, is the question around the President issuances of executive
orders which he can then ignore or claim they are modified.

He can with a stroke of his pen increase monitoring of the Inter-
net. He can stop court cases in their tracks by claiming state se-
crets privilege and then try to bully the Congress into rendering
the cases moot by providing telecommunications companies’ retro-
active immunity. We have a FISA issue going on in the Senate
right now, and it will be going on very shortly in this body as to
what the role should be.

But there is something that bothers me deep down about this
whole discussion, and that is that judges are not qualified to deter-
mine what is in the national interest. They could work on all the
complex cases in the world, but when it comes to the Government
being examined, “Well, that is off limits. We will handle that, fel-
lows,” and although it is a common-law doctrine, we did not have
a law on this until 1953.

So I come to this saying that since Reynolds in 1953 both Admin-
istrations, the Democrats or Republicans, have generated a lot of
concern that, if not properly policed, the privilege might be misused
to conceal not just embarrassing information, but downright illegal
activity, maybe impeachable conduct, and that the public disclo-
sure, in fact, may not pose any genuine threat to national security.

And, of course, these fears have been increased by the repeated
use of the privilege, especially since 9/11, and it is being used
now—get this—to dismiss cases challenging some of the most trou-
bling aspects of the war on terror. It is being used to challenge ren-
dition claims. It is being used to challenge torture claims. It is
being used a lot to challenge warrantless wiretapping, which, by
the way, went on apace across the years. It is not a brand-new
issue.

And so when the executive branch—this one or any other—re-
sponds to serious claims of misconduct or illegality with blanket
claims of secrecy, often telling the Federal judges that the material
is too sensitive for even the judge to see, then I have a problem
here that makes this hearing extra important, in my view.

There is understandable concern that the executive can use these
claims frequently to shield unlawful conduct, and that is what we
are here to examine today.

. I will put the rest of my statement in the record, Chairman Nad-
er.

Thank you.

[The prepared statement of Mr. Conyers follows:]

PREPARED STATEMENT OF THE HONORABLE JOHN CONYERS, JR., A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF MICHIGAN, CHAIRMAN, COMMITTEE ON THE JUDI-
CIARY, AND MEMBER, SUBCOMMITTEE ON THE CONSTITUTION, CIVIL RIGHTS, AND
CIvVIL LIBERTIES

Today we examine the state secret privilege, a common law doctrine that allows
the government to protect sensitive national security information from harmful dis-
closure in litigation.

Since it was first recognized by the U.S. Supreme Court in the 1953 case of U.S.
v. Reynolds, this privilege has been used by Democratic and Republican Administra-
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tions alike, often generating concern that—if not properly policed—the privilege
might be misused to conceal embarrassing information whose public disclosure
poses no genuine threat to national security.

These concerns have increased because of the Bush Administration’s repeated use
of the privilege, in the wake of the September 11th terrorist attacks, as a tool to
dismiss cases challenging some of the most troubling aspects of its war on terror—
including rendition, torture, and warrantless wiretapping.

When the Executive Branch responds to serious allegations of misconduct with
blanket claims of secrecy—often telling federal judges that material is too sensitive
for even the courts to see—there is understandable concern that the Executive may
be using those claims as a subterfuge to shield embarrassing facts or unlawful con-
duct from judicial discovery.

This hearing will help us explore three important issues presented by the state
secret privilege.First, we need to determine whether judges are using procedures
and standards that allow for meaningful review of governmental claims. Some in
the civil liberties community are concerned that the courts are being overly deferen-
tial to the Executive Branch, reluctant to review evidence and make their own inde-
pendent assessment of whether the secrecy claim is valid.

Second, the hearing will help us examine whether there is any validity to con-
tinuing concerns about judicial expertise in handling secret information. In the fifty
years since the Reynolds decision, numerous laws have been enacted that require
the courts to review national security materials. These include the Classified Infor-
mation Procedures Act, the Freedom of Information Act, and the Foreign Intel-
ligence Surveillance Act.

Acting under this authority, courts routinely review classified evidence under pro-
cedures that are designed to protect against harmful disclosure of sensitive informa-
tion, while still providing a fair opportunity for litigants who seek justice and ac-
countability from our government.

And, third, today’s hearing provides an opportunity for us to consider whether
there is any need for congressional action. The American Bar Association, for exam-
ple, recommends that there should be clear procedures and standards for state se-
cret claims. Likewise, the bipartisan Constitution Project urges that courts be re-
quired to review the claims and ensure that cases are not dismissed pre-
maturely.These organizations want to ensure that parties have a full and fair oppor-
tunity to discover non- privileged facts, and that appropriate orders are issued to
protect material determined to be subject to the privilege.

This Administration’s aggressive efforts to create an Imperial Presidency—an Ex-
ecutive Branch whose decisions remain secret and unchecked by Congress or the
courts—raises important concerns about how claims of secrecy may impair our con-
stitutional system of checks and balances.

Our firm commitment to respect for the rule of law requires that we take these
concerns seriously.

Mr. NADLER. I thank the gentleman.

I would now like to introduce our panel of witnesses.

In the interest of proceeding to our witnesses and mindful of our
busy schedules, I would ask that other Members submit their
statements for the record. Without objection, all Members will have
5 legislative days to submit opening statements for inclusion in the
record.

Without objection, the Chair will be authorized to declare a re-
cess of the hearing.

As we ask questions of our witnesses, the Chair will recognize
Members in the order of their seniority on the Subcommittee, alter-
nating between majority and minority, providing that the Member
is present when his or her turn arrives. Members who are not
present when their turn begins will be recognized after the other
Members have had the opportunity to ask their questions. The
Chair reserves the right to accommodate a Member who is un-
avoidably late or only able to be with us for a short time.

And I would now like to introduce our panel of witnesses, now
that we have the boilerplate out of the way.
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The first witness is H. Thomas Wells, dJr., the president-elect of
the American Bar Association. He is a partner and founding mem-
ber of the firm Maynard, Cooper & Gale in Birmingham, Alabama.
He earned his BA and his JD from the University of Alabama.

Judith Loether is the daughter Albert Palya, one of the civilian
engineers whose deaths were at issue in United States v. Reynolds,
the 1953 Supreme Court case that established the modern under-
standing of the state secrets privilege.

The Honorable Patricia Wald has had a distinguished legal ca-
reer. She served as a judge of the United States Court of Appeals
for the D.C. Circuit from 1979 to 1999, serving as chief judge of the
D.C. Circuit from 1986 to 1991. Judge Wald was also a judge with
the International Criminal Tribunal for the Former Yugoslavia
from 1999 to 2001 and a member of the President’s Commission on
the Intelligence Capabilities of the United States Regarding Weap-
ons of Mass Destruction from 2004 to 2005.

Patrick Philbin is a partner in the firm of Kirkland & Ellis. From
2001 to 2005, Mr. Philbin served the Department of Justice as a
deputy assistant attorney general in the Office of Legal Counsel,
from 2001 to 2003 where he advised the Attorney General and
Counsel to the President on issues related to the war on terrorism,
and as an associate deputy attorney general from 2003. He is a
graduate of Yale University and Harvard Law School.

Kevin Bankston is a senior attorney with the Electronic Frontier
Foundation. He is lead counsel in Hepting v. AT&T, the first law-
suit brought against the telecommunications company for its role
in the NSA’s warrantless surveillance program, and is the coordi-
nating counsel in the multidistrict litigation over the NSA program
that has been consolidated before the Northern District of Cali-
fornia Federal Court. He was recently named as a fellow at Stan-
ford Law School Center for Internet and Society where he will con-
duct further academic research on the Fourth Amendment as ap-
plied to the Internet. That should be a relatively new field.

Mr. Bankston received his JD in 2001 from the University of
Southern California Law Center and received his undergraduate
degree from the University of Texas at Austin.

I am pleased to welcome all of you.

Each of your written statements will be made part of the record
in its entirety. I would ask that you now summarize your testimony
in 5 minutes or less.

To help you stay within that time limit, there is a timing light
at your table. When 1 minute remains, the light will switch from
green to yellow, and then red when the 5 minutes are up.

The first witness I will recognize for 5 minutes is Mr. Wells.

[Witnesses sworn.]

TESTIMONY OF H. THOMAS WELLS, JR., PRESIDENT-ELECT,
AMERICAN BAR ASSOCIATION

Mr. WELLS. Thank you, Chairman Nadler, Ranking Member
Franks, and distinguished Members of the Committee.

My name is Tommy Wells, and I am here today in my capacity
as the president-elect of the American Bar Association and at the
request of our current president, William Neukom. Mr. Neukom is
sending his regrets that he is unable to attend this hearing.
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The ABA thanks the Committee for inviting us to present the
views of the association on the state secrets privilege.

The state secrets privilege is a common-law privilege, the roots
of which reach back to the beginning of the republic. The privilege
shields sensitive national security information from disclosure in
civil litigation. However, today, most public discussion focuses on
the U.S. Supreme Court’s modern articulation of the privilege in
United States v. Reynolds.

During the past several years, the Government has asserted the
state secrets privilege in a growing number of cases, including
those involving fundamental rights and serious allegations of Gov-
ernment misconduct, which raise critical legal issues. In the ab-
sence of congressional guidance, courts have adopted divergent ap-
proaches.

In recent years, there has been concern that courts are deferring
to the Government without engaging in sufficient inquiry into the
Government’s assertion of the privilege. Thus, courts may be dis-
missing meritorious claims leading to potentially unjust results.

Federal legislation outlining procedures and standards for con-
sideration of these privilege claims would facilitate the ability of
the courts to act as a meaningful check on the executive branch’s
assertion of the state secrets privilege.

Concern about these circumstances led the ABA House of Dele-
gates to adopt a policy that calls upon Congress to establish a
standardized process designed to ensure that whenever possible
cases are not dismissed based solely on the assertion of the state
secrets privilege. The establishment of uniform standards and pro-
cedures will bring greater transparency and predictability to the
process and benefit the system as a whole. My written statement
outlines the specifics of the ABA recommendation in detail.

Fundamentally, the ABA believes that courts should evaluate
privilege claims in a manner that protects legitimate national secu-
rity interests, while permitting litigation to proceed with nonprivi-
leged evidence. Judicial review informed by evidence would ensure
that Government assertions of necessity are truly warranted and
not simply a means to avoid embarrassment. Moreover, cases
should not be dismissed based on the state secrets privilege, except
as a last resort.

The legislation we envision would not require disclosure of infor-
mation subject to the state secrets privilege to the plaintiff or to
the plaintiff’s counsel and would not require courts to balance the
interests of the plaintiff in accessing particular privileged informa-
tion against the Government’s national security interests.

It would also not require the Government to choose between dis-
closing privileged information and forgoing a claim or a defense.
The Government would face such a choice only with respect to the
information the court had already determined was not privileged.

Many of the ABA recommendations are drawn from the proce-
dures Congress established in the Classified Information Proce-
dures Act. Under CIPA, Federal courts review and analyze classi-
fied information in criminal cases. The ABA’s policy respects the
roles of all three branches of Government in addressing state se-
crets issues.
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The policy does not suggest that courts should substitute their
judgments on national security matters for those of the executive
branch. Instead, it provides that executive branch privilege claims
should be subject to judicial review under a deferential standard
that takes into account the executive branch’s expertise in national
security matters.

This is the proper role for the judiciary because courts routinely
perform judicial review of decisions made by expert Government
agencies and, as the Reynolds case explained, the secrets privilege
is an evidentiary privilege, the type of issue courts rule upon with
great regularity.

Ultimately, we believe there is a need to protect both the private
litigants’ access to critical evidence as well as our critically impor-
tant national security interests.

The ABA believes that Congress should establish confidential
procedures offering ample opportunity for the Government to assert
the privilege, meaningful judicial access to the evidence at issue to
evaluate whether the privilege should apply, and chance for litiga-
tion to proceed with nonprivileged evidence.

Thank you for considering the American Bar Association’s views
on an issue of such consequence to ensuring access to our justice
system.

Thank you.

[The prepared statement of Mr. Wells follows:]
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Chairman Nadler, Ranking Member Franks and distinguished Members of the
Committee:

I'am Tommy Wells. I am here today in my capacity as President-elect of the American
Bar Association and at the request of our current President, William Neukom. He sends his
regrets that he is unable to attend this hearing and deliver the views of the Association in person.
1 am a partner and founding member of the law firm Maynard, Cooper & Gale, P.C., in
Birmingham, Alabama, and will assume the presidency of the ABA in August 2008. We thank
the Committee for inviting us to present the views of the Association on matters that are pending
before you.

The American Bar Association is the world’s largest voluntary professional organization
with a membership of more than 413,000 lawyers, judges, and law students worldwide, including
a broad cross-section of civil litigators and national security lawyers, prosecutors and judges. As
it has done during its 130-year existence, the ABA strives continually to improve the American
system of justice and to advance the rule of law throughout the world.

I appear before you to voice the ABA’s position with respect to legal claims that may be
subject to the state secrets privilege. At the outset, we commend the leadership of the
Subcommittee for demonstrating the importance of Congressional oversight on issues that are of

such grave importance to the American people and our country.

Clarification of the State Secrets Privilege is Needed

The state secrets privilege is a common law privilege that shields sensitive national
security information from disclosure in civil litigation. The roots of the privilege reach back to
the beginning of the Republic.' However, today most public discussion focuses on the U.S.
Supreme Court’s modern articulation of the privilege in the seminal decision, United States v.
Reynolds, 345 U.S. 1 (1953).

During the past several years, the government has asserted the state secrets privilegein a
growing number of cases, including those involving fundamental rights and serious allegations
of government misconduct, and has sought dismissal at the pleadings stage of the case, arguing

that the complaint cannot be answered without confirming or denying facts that would expose a

! See United States v. Burr, 25 F. Cas. 30, 37 (C.C.D. Va. 1807).

Page 1 of 11
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state secret. Courts have been required to evaluate these claims of privilege without the benefit
of statutory guidance or clear precedent. This has resulted in the application of inconsistent
standards and procedures in determinations regarding the applicability of the privilege.”

Several of the lawsuits allegedly involving state secrets raise critical legal issues. Should
the government be able to terminate a court case simply by declaring that it would compromise
national security without having the court scrutinize that claim? In a number of lawsuits,
including those involving electronic surveillance by the government, that is exactly what is
happening.

Concerned about these circumstances, the ABA concluded that a measured response was
necessary to promote meaningful independent judicial review and protect two core principles at
stake: 1) Americans who believe that their rights have been violated by the federal government
should have a day in court; and 2) the government’s responsibility to protect our national
security should not be compromised. Accordingly, in August 2007, the ABA House of
Delegates adopted a policy that calls upon Congress to establish procedures and standards
designed to ensure that, whenever possible, cases are not dismissed based solely on the state
secrets privilege.

The ABA believes that enactment of federal legislation, prescribing procedures and
standards for the treatment of information alleged to be subject to the state secrets privilege, as
outlined in this statement, would benefit our justice system. Such legislation would affirm the
appropriate role of the courts in our system of government by assuring that they have a
meaningful role in making decisions about the evidence that is subject to the privilege. More
searching judicial review, informed by evidence, would ensure that government assertions of
necessity are truly warranted and not simply a means to avoid embarrassment or accountability.

Without such procedural guidance, courts today are at times deferring to the government
without first engaging in sufficient inquiry into the veracity of the government’s assertion that
information is subject to the privilege. As a result, courts may be dismissing meritorious civil
litigation claims leading to potentially unjust results. By dismissing civil actions without further

consideration, courts also may be abdicating their responsibility under the constitutional system

2 See, e.g, Hepting v. AT&T, 439 F. Supp. 2d 974 (N.D. Cal. 2006) (appcal pending) and ACLI v NSA
WL 1952370 (6" Cir. 2007) (warrantless wiretapping in the United States alleged to be both illegal and
unconstitutional) and Fi-Masri v. U.S., 479 F.3d 296 “@" Cir. 2007), cert. denied, 2007 U.S. LEXIS 11351 (Oct. 9,
2007) (extraordinary “rendition” of terrorism suspects from the United States to foreign countries alleged to have
engaged in torture and other abusive conduct).
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of checks and balances to review potential Executive Branch excesses. Federal legislation
outlining procedures and substantive standards for consideration of privilege claims would
facilitate the ability of the courts to act as a meaningful check on the government’s assertion of
the privilege.

The codification of such standards also would bring uniformity to the manner in which
the courts apply the state secrets privilege, regardless of whether the government is an original
party to the litigation or has intervened in the litigation. Uniform standards and procedures will
bring greater transparency and predictability to the process and benefit the system as a whole.

Last year, the U.S. Supreme Court declined to address these issues by denying certiorari
in the appeal of Khaled el-Masri, a German citizen, from the dismissal of his lawsuit alleging the
U.S. government kidnapped and tortured him as a suspected terrorist in what has been described
as a case of mistaken identity. In 2005, he sued the former director of the Central Intelligence
Agency, three private airlines and 20 individuals. The government intervened to argue that the
suit should be dismissed to avoid providing admissions or evidence that would compromise
national security. The federal district court concurred, and dismissed the case at the pleadings
stage.

By refusing to hear the e/-Masri case, the United States Supreme Court has declined the
opportunity to resolve lingering issues regarding the correct interpretation of Reyrnolds and to
clarify the standard to be applied by the courts in cases involving assertion of the privilege.
Given the current landscape, we believe that Congress should provide this much-needed
clarification by adopting federal legislation, and we hope that our policy recommendations will

be beneficial to you in that process.

ABA Recommendations for Legislation to Codify the State Secrets Doctrine

Fundamentally, the ABA believes that courts should vigorously evaluate privilege claims
in a manner that protects legitimate national security interests while permitting litigation to
proceed with non-privileged evidence, and that cases should not be dismissed based on the state
secrets privilege except as a very last resort. To accomplish these objectives, we urge adoption of
legislation that includes the following elements.

First, legislation should require a court to make every effort to permit a case to proceed

past the pleadings stage while protecting the government’s legitimate national security concerns
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at the same time. Under our proposal, the government would be permitted to plead the state
secrets privilege in response to particular allegations of a complaint, but would not admit or deny
those allegations nor face adverse inferences for invoking the privilege.

Second, legislation should require the government to provide a full and complete
explanation of the privilege claim and make available for in camera review the evidence the
government claims is subject to the privilege. In camerajudicial review is appropriate and
necessary in order for the court to fulfill its recognized responsibility to determine whether the
privilege applies.” The court simply cannot determine whether the government has met its
burden in a vacuum: only an s camera review of the evidence in question will permit a thorough
evaluation of the government’s privilege claims.

This requirement challenges the Supreme Court’s statement in Reynolds that there are
some situations in which the privileged evidence is so sensitive that there should be no
“examination of the evidence, even by the judge alone, in chambers.” * Commentators have

5
Courts are

properly criticized that suggestion as an abdication of judicial responsibility.
charged with applying the law to facts in cases, not taking assertions as a matter of faith. It is as
big a mistake for them to rule on the merits in a vacuum as it is for them to assess the need for
secrecy without first examining the evidence. We believe that it is essential for courts to
evaluate the government’s claims in camera, away from the public eye, before deciding whether
a lawsuit truly threatens the nation’s safety.

Years after the court dismissed the Reynolds case without questioning the government’s
assertion of state secrets, the documents alleged to contain state secrets that were needed by the
plaintitfs to plead their case were declassified and found NOT to contain any state secrets. Had
the court been more diligent in executing its responsibility to ascertain for itself whether the
documents contained state secrets, it is virtually certain that the plaintiffs in this case — widows

of three of the civilian contractors who died aboard the military plane when it crashed — would

3 Sce Reynolds, 345 U S. at 8; Fllsherg v. Mitchell, 709 F.2d 51, 57-39 (D.C. Cir. 1983); Terkel, 441 F. Supp. 2d at
908-09.

4 Reynolds, 345 U.S. at 10.

S See Louis Fisher, In the Name of National Security: Unchecked Presidential Power and the Reynolds Case, 253-62
(University Press of Kansas) (2006): Scott Shane. Invoking Secrets Privilege Becomes a More Popular Legal Tactic
Ay U.S., N.Y. Times, Junc 4, 2006, at 32, available at 2006 WLNR 9560648, [n addition, the federal courts’ role in
assessing classified information has evolved substantially since Reynolds, and mimerous courts have followed the
practice. See, e.g., Kasza v. Browner, 133 F.3d 1159, 1169-70 (9th Cir. 1998); Ellsherg, 709 F.2d at 56, 59; Halkin
v. Ilelms, 598 F.2d 1, 7-8, 9 (D.C. Cir. 1978).
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not have been denied their day in court to adjudicate their claims for monetary damages for the
federal government’s alleged negligence in the death of their spouses. We can prevent such
patently unjust outcomes by requiring a court to conduct its own in camera review and by
establishing standards for it to apply in assessing the legitimacy of the government’s privilege
claims regarding potentially sensitive national security information. Such an enactment will
improve government accountability and confidence in our system of checks and balances.

Third, legislation should require a court to assess the legitimacy of the government’s
privilege claims and deem evidence privileged only if the court finds, based on specific facts,
that the government agency has reasonably determined that disclosure of the evidence would be
significantly detrimental or injurious to the national defense or would cause substantial injury to
the diplomatic relations of the United States.®

Under this proposed standard, the government agency must make a reasonable
determination of “significant injury” to trigger the privilege when national defense secrets are at
risk or a reasonable determination of the more exacting “substantial injury” to trigger the
privilege when diplomatic relations are at stake. The term, “diplomatic relations” as opposed to
“international relations” is intended to limit the circumstances in which the privilege can be
claimed, and coupled with the more exacting “substantial injury” requirement, to ensure that the
privilege cannot be claimed when disclosure of evidence would do little more than embarrass the
government.

This requirement accordingly provides for judicial review of the specific basis upon
which the relevant government agency rests its claim that particular information is privileged.
The court would not make this determination de novo, but rather would decide whether the
government had reasonably determined that the standard was met. The standard contemplated
by this requirement is intended to give the courts sufficient flexibility to decide what information

is subject to the privilege after reviewing the assertions of both the plaintiff and the Executive

® The standard proposed in the policy is a modification of drafts by the Advisory Committee for Federal Rules of
Evidence that would have codificd the slate scerets privilege in a Federal Rule ol Evidence 509. Congress
ultimately rejected Fed. R. Evid. 509 and other evidentiary privilege rules submitted contemporaneously in favor of
Fed. R. Evid. 501, which recognizes common law evidentiary privileges but does not mention the state secrets
privilege. The policy also recognizes that since (he Supreme Court’s decision in Reyrolds, which cstablished (he
privilege in cases in which disclosure of military secrets is at risk, subsequeut decisions have extended the privilege
to cases in which diplomatic secrets are at risk. See, e.g., United States v. Nixon, 418 U.S. 683, 706 (1974).
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Branch, which has substantial expertise in assessing the potential injury to the national defense
or diplomatic relations that could result from disclosure of the information.

Fourth, legislation should allow discovery to proceed under flexible procedures designed
to protect the government’s legitimate national security interests. To accomplish this, legislation
should authorize the courts to permit discovery of non-privileged evidence, to the extent that it
can effectively be segregated from privileged evidence, and issue protective orders, require in
camera hearings and other procedures where necessary, to protect the government’s legitimate
national security interests. Disentanglement of privileged and non-privileged evidence is the
most effective way to protect both the interests of the private party and the government’s
responsibility to protect national security secrets. The requirement that courts make efforts to
separate privileged from non-privileged information is consistent with the Court’s determination
in Reynolds that the case be remanded to the lower court so the plaintiffs could adduce facts
essential to their claims that would not touch on military secrets. Courts generally make efforts
in state secrets cases to separate privileged from non-privileged information, or they ultimately
make a determination that separation is impossible.

Fifth, legislation should require the government, where possible, and without revealing
privileged evidence, to produce a non-privileged substitute for privileged evidence that is
essential to prove a claim or defense in the litigation. In cases in which it is possible to generate
such a substitute, and the government is a party asserting a claim or defense that implicates the
privilege, the legislation would require the government to elect between producing the substitute
and conceding the claim or defense to which the privileged evidence relates.

The requirement that the government produce where possible a non-privileged substitute
for privileged information derives both from the Reynolds case and from the Classified
Information Procedures Act (CIPA),” which governs the treatment of classified information in
the criminal context. The Reynolds court based its decision upholding the government’s
privilege claim in part on the availability of alternative evidence in the form of testimony that
might give the respondents the evidence they needed without the allegedly privileged documents.
To preserve the defendant’s constitutional right to confront the evidence in a criminal case, CIPA
allows the government to provide a substitute for classified information to be used in a

defendant’s defense. The recommendation adopts the CIPA structure, but employs a slightly

18 U.S.C. App. 3.
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lower standard for the substituted evidence to meet because the Confrontation Clause, which
requires the high CIPA standard, is not applicable in civil cases.® To allow for further fairness,
the policy also derives from CIPA the notion that the court can order the government to forego a
claim or defense when it fails to provide a substitute for privileged information.”

Sixth, legislation should provide that a ruling on a motion that would dispose of the case
should be deferred until the parties complete discovery of facts relevant to the motion. '’
Dismissal based on the state secrets privilege prior to the completion of discovery of relevant
facts would be permissible only when the court finds there is no credible basis for disputing that
the state secrets claim inevitably will require dismissal. This is a very high standard, and we
anticipate that it would be met only in very limited circumstances.

Seventh, legislation should provide that, after taking the steps described above to permit
the use of non-privileged evidence, the case should proceed to trial unless at least one of the
parties cannot fairly litigate with non-privileged evidence. Specifically, a court should not
dismiss an action based on the state secrets privilege if it finds that the plaintiff is able to prove a
prima facie case, unless the court also finds, following in camera review, that the defendant is
substantially impaired in defending against the plaintiff’s case with non-privileged evidence
(including the non-privileged evidentiary substitutes described above). To state this more
plainly, if the plaintiff could prove the essential elements of his claim without privileged
information, the case would be allowed proceed as long as the government could fairly defend
against the claim without having to use privileged information. However, if the government
would have its hands tied behind its back by not being able to invoke essential privileged
information in defending against the plaintiff’s case, the case would be dismissed. Likewise, if
the court determines that a plaintiff cannot prove the essential elements of his claim without the

privileged information, the case also would need to be dismissed.

® In Fitzgerald v. Penthouse Int’l, Lict, 776 F.2d 1236 (4* Cir. 1985), the court referred to CIPA as a possible modcl
for use in the state secrets context.

? A similar provision also appeared in legislation proposed in 1973 by the Advisory Commitice for Federal Rules of
Evidence for a Federal Rule of Evidence 509 that would have codified the state secrets privilege. The proposed
Rule of Evidence was never adopled by Congress.

'Y This provision of the policy relies on Rule 12(a)(4)(A) of the Federal Rules of Civil Procedure, which authorizes
the court (o “postpone[ | its disposition” of a motion (o dismiss “until the trial on the merits” and Rule 56(0) of (he
Federal Rules of Civil Procedure, which permits a “continuance” for “discovery to be had” in resolving a sumnary
Jjudgment motion.
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Finally, our policy supports legislation providing the government with the opportunity for
an expedited interlocutory appeal from a district court decision authorizing the disclosure of
evidence subject to a claim under the state secrets privilege. Allowing for an expedited appeal
before completion of the case recognizes the government’s legitimate interests in protecting
against disclosure of sensitive national security information that could be compromised if an
appeal of such a decision had to await final judgment, given that the disclosure, once made,
could not be undone.

What the ABA recommendations would nof do is as important as what enactment of them
would accomplish. The legislation we support would not require disclosure of information
subject to the state secrets privilege to the plaintiff or the plaintiff’s counsel. Even if counsel has
a security clearance and agrees to a stringent protective order, under no circumstances would
privileged information be disclosed to anyone except the presiding judge. The legislation we
support would not require courts to balance the interests of the plaintiff in accessing particular
privileged information against the government’s national security interests. No matter how
compelling the plaintiff’s claim or the plaintiff’s need for the privileged information to prove his
claim, if disclosure of the information sought is reasonably likely to be significantly detrimental
or injurious to the national defense or to cause substantial injury to the diplomatic relations of the
United States, the information will be privileged and the legislation for which we call would not
require its disclosure. It would also not require the government to choose between disclosing
privileged information and foregoing a claim or defense. The government would face such a
choice only with respect to the information the court had already determined was not privileged.

The ultimate goal of all of these recommendations and the objective that should underlie
any legislative response is the protection of both the private litigant’s access to critical evidence,
including evidence necessary to obtain redress for constitutional violations and other wrongful
conduct, and our critically important national security interests which, if not protected, could put

the nation at grave risk.

Congressional Response

Congressional action in this area is entirely appropriate. In fact, many of the ABA
recommendations are drawn from the tested and proven procedures established by Congress in

CIPA. Under CIPA, federal courts review and analyze classified information in criminal cases.

Page 8 of 11



20

Congress has also outlined a role for the courts in handling sensitive information with the
adoption of the Foreign Intelligence Surveillance Act of 1978 and the 1974 amendments to the
Freedom of Information Act. While some have argued that consideration of sensitive
information should be left only to the Executive Branch, there is ample precedent demonstrating
that courts can and do make measured, careful decisions about classified information in these
other contexts. Further, cases in which the state secrets privilege is invoked increasingly involve
allegations that the government has violated fundamental, constitutional rights, making federal
court involvement especially important.

The ABA's policy respects the roles of all three branches of government in addressing
state secrets issues. The policy does not suggest that courts should substitute their judgments on
national security matters for those of the executive branch but instead provides that executive
branch privilege claims should be subject to judicial review, under a deferential standard that
takes into account the executive branch's expertise in national security matters. The ABA
believes this is a proper role for the judiciary, because courts routinely perform judicial review of
decisions made by expert governmental agencies. In addition, as the Reynolds case explained,
the state secrets privilege is an evidentiary privilege; the judiciary properly makes the final
decisions on privilege claims in cases involving executive branch agencies as litigants. Finally,
it is constitutionally permissible and appropriate for Congress to act in this area, to provide
greater clarity to the jurisdiction and procedures of the courts. For example, Congress routinely
approves the proposed federal rules of civil and criminal procedure as well as considers
legislation establishing the federal rules of evidence to ensure fair procedures for the courts. In
fact, in 1973 the Congress considered, but ultimately did not adopt, proposed Rule of Evidence

509, which would have codified the state secrets privilege.'!

The ABA supports S. 2533, the State Secrets Protection Act, recently introduced by
Senators Edward Kennedy (D-MA) and Arlen Specter (R-PA). This legislation embodies a
number of the principles advocated by the ABA to provide greater clarification to the application
of the state secrets privilege. It establishes detailed procedures that ensure that claims of
privilege are met with meaningful judicial review. For example, it requires that a court review
asserted state secrets evidence in a secure proceeding in order to determine whether disclosure of

the evidence would endanger national security or foreign relations. It requires that the

"1 See Louis Fisher, i the Name of National Securitv: Unchecked Presidential Power and the Reynolds Case
(University Press of Kansas) (2006).
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Government provide an unclassified or redacted alternative to evidence that the court concludes
is protected by the state secrets privilege. It also allows expedited appeals of state secrets
decisions. Finally, the legislation requires regular reports to Congressional committees on the
use of the state secrets privilege. We hope a similar measure will be introduced soon in the

House.

Going forward, robust congressional oversight will strengthen the ability of our
government as a whole to ensure that our justice system is properly equipped to balance national
security interests with the protection of individual rights and liberties. Additionally, with the
adoption of new legislation establishing procedures for the application of the state secrets
privilege, close congressional oversight could guard against any unintended consequences in the

implementation of new uniform standards.

Conclusion

The ABA believes that now is the time for Congress to step in to ensure that the courts
maintain a meaningful role in making decisions about the evidence that is subject to the
privilege. It is within the constitutional mandate of Congress to oversee these issues with
authority and to offer corrective legislation to allow for an inquiry into the government’s
assertion that information is subject to the privilege. We believe that our proposal provides
ample opportunity for the government to assert the privilege, and to back up its assertion in
confidential proceedings. And it entitles the government to a speedy appeal from any court
decision that authorizes disclosure of evidence subject to a state secrets claim, or that imposes
penalties for nondisclosure or refuses to grant a protective order to prevent disclosure. National
security interests would be well protected.

As then-Supreme Court Associate Justice O’Connor observed, “Whatever power the
United States Constitution envisions for the Executive in its exchanges with other nations or with
enemy organizations in times of conflict, it most assuredly envisions a role for all three branches
when individual liberties are at stake.”** The American Bar Association urges Congress to assert
its proper role and to take action to ensure that the state secrets privilege is applied in a manner
that protects the rights and civil liberties of private parties to the fullest extent possible without

compromising legitimate national security interests.
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On behalf of the American Bar Association, thank you for considering our views on an

issue of such consequence to ensuring access to our justice system.

2 Homdiv. Rumsfeld, 542 U.S. 507, 536 (2004) (quoting Mistretta v. United States. 488 U.S. 361. 380 (1989)).
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Mr. NADLER. Thank you very much.
Ms. Loether?

TESTIMONY OF JUDITH LOETHER, DAUGHTER OF VICTIM
IN U.S. v. REYNOLDS

Ms. LOETHER. Mr. Chairman, Members of the Committee, I
would like to start by saying that this morning I saw the statues
outside that represented the majesty of law and the spirit of jus-
tice. I would like to think those principles do indeed always guide
us in this great country.

I am Judy Loether. I am an ordinary housewife from the suburbs
of Boston. You might call me chief cook and bottle-washer. I have
come to tell you my story.

Six years ago, I did not know the first thing about the state se-
crets privilege.

Almost 60 years ago, when I was just 7 weeks old, my father, an
engineer for RCA, was killed in the crash of a B-29. This put the
death of my father and my mother’s subsequent lawsuit against the
United States government squarely in the center of the landmark
case United States v. Reynolds.

My mother remarried and, while growing up, I knew very little
about my own father and the lawsuit. My mother got some money.
I thought she had won. I never knew her case went to the Supreme
Court.

The death of my father was quite a mystery to me. The news-
paper clippings in the attic had pictures of the wreckage and talked
of secret missions and even cosmic rays. My uncle used to tell me
that he thought the Russians blew up the plane.

After I had my own children, I became very interested in this
man who was my father, the man whose pictures and documents
of life and death had resided in the attic. When the Internet came
to my house, I searched for information about anything related to
his work and his life.

One day, I happened to type into the search engine “B-29 + acci-
dent.” It was only chance that brought me to accident-report.com
which provides accident reports for Air Force accidents from 1918
to 1953. My first thoughts were, “This might tell me about the se-
cret project he was working on. This might tell me if the Russians
blew up the plane!”

When I read this report, I felt a great deal of disappointment as
there was no information about the project, the mission, or the
equipment. Instead, it contained a truly sad and very dark comedy
of errors that led to the terrible death of my father and eight other
men.

Just some of these mistakes: With engine number 1 in flames,
the pilot shut down the wrong engine, number 4; the engineer,
charged with the task of cutting the fuel to the burning engine, cut
the fuel to engine number 2. Now we have the largest bomber in
the world flying on one of its four engines. What is more, the heat
shield to be retrofitted into B-29s to prevent fires was never in-
stalled. There were many, many more mistakes.

The report did spur me on to look for and find another little girl
who had lost her father on that plane. It was through her that I
learned about the Supreme Court case.
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That very day, I looked up the Reynolds decision on my com-
puter. What I read there sent me on a journey that has brought
me here today. I read a decision that hinged on this very same ac-
cident report, an accident report that the Government claimed told
of the secret mission and the secret equipment. All I could think
was, “No, it does not!”

Part of the Reynolds decision stated: “Certainly, there was a rea-
sonable danger that the accident investigation report would contain
references to the secret electronic equipment which was the pri-
mary concern of the mission.”

This accident report was not about secret equipment. This acci-
dent report was not about a secret mission. Even more telling, this
accident report was not even classified as secret. And I now under-
stood that my mother had lost her case.

As time passed, I came to understand the significance of the Rey-
nolds case in establishing the state secrets privilege. I learned that
it was discussed in law school courses on national security law. It
seemed to me that the case that allows the executive to keep its
secrets was, at its very foundation, a gross overstatement by the
Government to forward its own purposes, to get themselves a privi-
lege. At what cost? The cost was truth and justice and faith in this
Government.

Five years ago, I stood in the woods in Waycross, Georgia, at the
crash site. I thought about my father who spent his entire career
working for the Government. His last thoughts must have been for
the wellbeing of his family and who would take care of them.

Mistakes were made on that plane, and the Air Force should
have done the right thing. The average American who backs out of
his driveway and accidentally runs over his neighbor’s mailbox will
stop, walk up to his house, knock on the door, and own up to his
mistake. However hard it is to look the fool, however hard it is to
fork over the cash, it is simply the right thing to do, and it is how
we all expect our Government to act when it makes a mistake.

For the other families, for my father, my mother, my two broth-
ers and me, my America did not see fit to do the right thing, to
step up, admit to their mistakes, and compensate three widows and
five little children. It was more important to get a privilege.

I decided that day to try to let the people of this country know
this is not the American way and is contrary to what I believe
America stands for in the minds and hearts of its people.

The judiciary cannot give up any of the checks and balances that
make this country great. Judicial review must be the watchdog
that guards against actions by the executive that chip away at the
moral character of this country.

Thank you.

[The prepared statement of Ms. Loether follows:]

PREPARED STATEMENT OF JUDITH LOETHER

I'm Judy Loether. I am an ordinary housewife from the suburbs of Boston. You
might call me Chief Cook and Bottle-Washer. I've come to tell you my story.

Six years ago, I didn’t know the first thing about the state secrets privilege.

Almost sixty years ago, when I was just seven weeks old, my father, an engineer
for Radio Corporation of America (RCA, an Air Force contractor), was killed in the
crash of a B-29 Superfortress. This put the death of my father and my mother’s sub-
sequent lawsuit against the United States government squarely in the center of the
landmark case United States v. Reynolds.
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My mother remarried and while growing up I knew very little about my own fa-
ther and the lawsuit. My mother got some money; I thought she had won. I never
knew her case had gone to the Supreme Court. The death of my father was quite
a mystery to me; the newspaper clippings in the attic had pictures of the wreckage
and talked of secret missions and cosmic rays. My uncle used to tell me that he
thought the Russians blew up the plane. After I had my own children I became very
interested in this man who was my father, the man whose pictures and documents
of life and death had resided in the attic.

When the Internet came to my house I searched for information about anything
related to his work and his life. One day I happened to type into the search engine
B-29 + accident. It was only chance that brought me to accident-report.com which
provides accident reports for Air Force accidents from 1918 to 1953. My first
thoughts were that this might tell me about the secret project he was working on,
this might tell me if the Russians blew up the plane! When I read this report I felt
a great deal of disappointment as there was no information about the project, the
mission, or the equipment. Instead, it contained a truly sad and very dark comedy
of errors that lead to the terrible death of my father and eight other men. Just some
of these terrible mistakes: with engine number 1 in flames, the pilot shut down en-
gine number 4 by mistake; the co-pilot, a survivor, thought he corrected that by
turning back on engine number 4, but he didn’t; finally, the engineer, charged with
the task of cutting the fuel to the burning engine, cut the fuel to engine number
2 by mistake. Now we have the largest bomber in the world, flying on only one of
its four engines. What’s more, a heat shield to be retrofitted into B-29s to prevent
fires was never installed.

The report did spur me on to look for and find another little girl who had lost
her father on that plane, now grown and living in my own state of Massachusetts.
It was through her that I learned about the Supreme Court case and that very day
I looked up the Reynolds decision on my computer. What I read there sent me on
a journey that has brought me here today. I read a decision that hinged on this very
same accident report, an accident report that the government claimed told of the
secret mission and the secret equipment. All I could think was, no, it doesn’t! Part
of the Reynolds decision stated:

“Certainly there was a reasonable danger that the accident investigation report
would contain references to the secret electronic equipment which was the primary
concern of the mission.”

This accident report was not about secret equipment. This accident report was not
about a secret mission. Even more telling, this accident report was not even
stamped SECRET. I now understood that my mother had lost her case, that she had
settled for less money than the Federal court had awarded her. How could the gov-
ernment lie in the Supreme Court of the United States of America!?

As time passed I came to understand the significance of the Reynolds case in es-
tablishing the State Secrets Privilege. I learned that it was discussed in law school
courses on national security law. The more I understood what had happened to my
mother and why, the more betrayed I felt. It seemed that the case that allows the
Executive to keep its secrets was, at its very foundation, a gross overstatement by
the government to forward its own purposes; to get themselves a privilege. At what
cost? The cost was truth and justice and faith in this government.

Five years ago I stood in the woods in Waycross, Georgia, the crash site. I thought
about my father who spent his entire career working for the government, developing
technical equipment for the B-29. He sacrificed his life for it. His last thoughts must
have been for the wellbeing of his family and who would take care of them. Mis-
takes were made on that plane and the Air Force should have done the right thing.
The average American who backs out of his driveway and accidentally runs over his
neighbor’s mailbox, will stop, walk up to his neighbor’s house, knock on the door,
and own up to his mistake. However hard it is to look the fool, however hard it is
to fork over the cash, it is simply the right thing to do, and it’s how we all expect
our government to act when it makes a mistake. For the other families, for my fa-
ther, my mother, my two brothers and me, my America did not see fit to do the
right thing, to step up, admit to their mistakes, and compensate three widows. It
was more important for them to get a privilege. I decided that day to try to let the
people of this country know that an injustice had been done. This is not the Amer-
ican way, and is contrary to what I believe America stands for in the minds and
hearts of its people.

The judiciary cannot give up any of the checks and balances that make this coun-
try great. Judicial review must be the watchdog that guards against actions by the
Executive that chip away at the moral character of this country.

Mr. NADLER. Thank you very much.
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Our next witness will be Judge Wald.

TESTIMONY OF THE HONORABLE PATRICIA M. WALD, RE-
TIRED CHIEF JUDGE, U.S. COURT OF APPEALS FOR THE D.C.
CIRCUIT

Judge WALD. Chairman Nadler, Chairman Conyers, Committee
Members, thank you for inviting me to testify today on the state
secrets privilege. My testimony is going to deal with the capability
of and the tools Federal judges need to administer the privilege in
a manner that will not endanger national security at the same time
it will permit litigants to the maximum degree feasible to pursue
valid civil claims for injuries incurred at the hands of the Govern-
ment or private parties.

So let me make a very few points in summarizing my testimony.

The first is I agree very much, especially with the letter which
was submitted by William Webster, the former FBI and CIA direc-
tor and former Federal judge, and with the prior ABA president-
to-be, that there is a wide consensus in the legal community, as the
Bar Association report showed, of the importance of the issue of
state secrets, regardless of what the percentage is of the increase
in its application to the cases that are increasingly coming into the
courts today, and, more important, I think the varying results of
leaving the implementation of the privilege totally within the dis-
cretion of individual judges. That, I believe, militates toward the
exercise by Congress of what I believe is its acknowledged power
under Article I Section 8 and Article IIT Section 2 to prescribe regu-
lations concerning the taking of evidence in the Federal courts.

Again, as has already been pointed out, we have already had leg-
islation in CIPA to take care of the criminal side with its classified
information, in FISA in proceedings where information that was
obtained under FISA, and especially I would like to point out, in
the FOIA cases of which the D.C. Circuit had a great many—many
of which I participated in—that it was Congress itself in 1974 that
passed an amendment through FOIA Exemption 1 saying, when a
request was made for information that might be classified, that the
court not only had a duty to ensure that it had been classified ac-
cording to the proper procedures, but that the court could itself
look at the reasonableness of the classification.

Now I will tell you, in my experience, courts have been very cau-
tious and courts have been very, very cognitive of national security
needs in using that kind of power. FOIA did not require the court
to look at the actual evidence, but it did allow them, if the court
found it necessary, and, in some cases, where there had been what
the court ultimately found to be bad faith exercises of the classi-
fication power, they have done it. So we already do have a prece-
dent where courts look at those materials.

I also will tell you that courts look at national security materials
and make a decision whether or not they have been validly classi-
fied in other contexts. I myself have participated in some of those
cases, not only in the FOIA Exemption 1 cases, but on appeal of
the CIPA cases. We have also had many cases—not many, but at
least some cases—in which former CIA agents, et cetera, attempt
to write books, articles, and according to their agreement to have
them looked at by the agency before they are disclosed, there have
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been disputes which have gone to court. So it is not that unusual
for Federal judges to actually look at classified material or secret
material.

I believe that even the Reynolds case—not even the Reynolds
case—but the Reynolds case had as its bottom assumption that it
was a judicial function. It was the court’s function, not the execu-
tive’s function to decide ultimately in a dispute whether or not the
material did present a “reasonable danger” to national defense or
foreign relations. Ultimately, the judge makes that decision, not
the Government.

Now the problem that has arisen in many of these cases, the
ones that I have read, is that the courts sometimes are so deferen-
tial that if the Government makes in its affidavits even a prime
facie plausible claim of state security being involved, they will shy
away and they will not go beyond that, and I think that legislation
which required the courts to look at particular things, not to dic-
tate whether or not something will be national security or will not
be national security, but to actually, as it were, go through certain
loops, will make judges themselves more aware of, more sensitive
to the interests that are involved, and while ultimately if they de-
cide something is a state secret, as Mr. Wells said, there is nothing
in any legislation that I know about that would portend to tell
them, “Well, we will release it anyway” or “We will balance it.”

It is not like the executive privilege. Remember, these other
privileges, the executive privilege, they can be balanced. If the liti-
gants’ need is bad enough or is compelling enough, they can actu-
ally be required to be disclosed. There is nothing in this legislation
or anybody proposing that that be true in this case.

The other two points I would make is that the legislation, I
think, should provide an array of alternatives that the court could
look at, could substitute, as it does in CIPA. They might not need
to be the same. I am aware, having read Mr. Philbin’s testimony,
CIPA cases are not exactly like the kind of civil cases because the
Government—ultimately, it is their prosecution, and they can go
away from it if they decide that it is more important than pro-
viding any substitute.

But we have had 20 years of experience, and courts, I think,
have been pretty good. I have seen some of those appeals with the
CIPA material in them, and they have been pretty good at creating
alternatives that did not have classified information, summaries of
information, stipulations by the Government and the parties which
did away with the need to actually introduce the material in there.
So I think we want to avail ourselves of that kind of experience.

The last quick point I will make is what I think is terribly impor-
tant is that we do not dismiss these cases right at the pleading
stage, if at all possible, unless it is clear under the Federal rules
of civil procedure that there is no way this particular civil claimant
can make a case without the material. Then I think you should let
the civil claimant proceed along the road to discovery of non-secret
material until the state secret privilege has been litigated and de-
cided because a large number of cases get dismissed at the plead-
ing stage.

There have been many studies on this which show that if some-
body pleads something and then somebody introduces one piece of
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information, they immediately convert it to summary judgment and
you are gone. I think that special caution has to be taken in these
kinds of cases, and especially in the standing realm, which, I be-
lieve, Mr. Bankston will get to, whereby a person cannot even
make out the standing to bring the case.

Why can’t they make it out? I think this is interesting. Because
the court doctrines of standing over the last 30 years—and I have
written about this extensively—has become very, very complex—
causation, redressability. It is virtually impossible in many cases to
get standing, but those are court-created doctrines. Those are not
legislative, and they are not even constitutional. They are part of
case in controversy, but they are court created.

So I think, in a situation where standing is dependent upon state
secrets, at least the case should not be dismissed until the state se-
crets business has been litigated and the claimants have been
given every opportunity to try to make out their case by further
discovery.

So, in concluding, I would say I think that we have some of the
tools already, some of the experience in the Federal courts, and
with a legislation that would require judges go through certain pro-
cedures, just the way they do in habeus—the habeus statutes lay
down what you have to do and who comes next and what then has
to be shown, et cetera—I think that they would contribute mightily
toward making it a fairer process.

Thank you.

[The prepared statement of Judge Wald follows:]

PREPARED STATEMENT OF THE HONORABLE PATRICIA M. WALD
Chairman Nadler, Committee Members:

Thank you for inviting me to testify briefly today on the state secrets privilege
which is being increasingly raised as a determinative issue in federal court civil liti-
gation involving alleged violations of civil and constitutional rights. My testimony
will deal with the capability of federal judges to administer the privilege in a man-
ner that will not endanger national security at the same time it permits litigants
to the maximum degree feasible to pursue valid civil claims for injuries incurred at
the hands of the government or private parties. In that regard let me make a few
points.

1. The state secrets privilege is a common law privilege originating with the judi-
ciary which enunciated its necessity and laid down some directions for its scope in
cases going back to the nineteenth century but more recently highlighted in United
States v Reynolds, 345 U.S. 1 (1953). Reynolds recognized the government’s privi-
lege in that case to refuse to reveal an airplane accident report in private injury
litigation because of a “reasonable danger that compulsion of the evidence will ex-
pose military matters which, in the interest of national security, should not be di-
vulged” Id at 10. (as you undoubtedly know it turned out that there were no such
secrets in the report). Since Reynolds, courts have been deciding cases where the
government raises the privilege on their own in terms of its scope and its con-
sequences and producing often inconsistent results. There is a wide consensus in the
legal community as the American Bar Association Recommendations and Report
demonstrate that the importance of the issue and the varying results of leaving the
implementation of the privilege totally within the discretion of individual judges
militate toward the exercise by Congress of its acknowledged power under Article
I, Section 8 and Article III, Section 2 of the U.S. Constitution to prescribe regula-
tions concerning the taking of evidence in the federal courts. Again as you are aware
Congress has legislated many times on the Rules of Evidence governing federal
court procedures including those for proceedings like habeas corpus and FISA pro-
ceedings that may involve matters of national security. In the criminal area, the
Classified Intelligence Procedures Act (CIPA) provides a relevant model for alter-
natives to full disclosure of classified information which allow a prosecution to con-
tinue while affording a defendant his or her due process rights. The time is now
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ripe for such legislation in the civil arena; litigants and their counsel are confused
and unsure as to how to proceed in cases where the government raises the privilege;
the courts themselves are confronted with precedent going in many different direc-
tions as to the scope of their authority and the requirements for exercising it.

2. Although at this juncture we are not discussing specific draft bills, I believe
there are several principles which need to be considered in such legislation. Many
come from the cases themselves, others from the CIPA legislation , my own judicial
experience with cases involving national security information such as the FOIA, and
still others from the ABA Report and from a Judicial Conference Advisory Com-
mittee Report back in 1969. dealing with codification of the privilege (hereafter Ad-
visory Committee).These principles I believe are capable of being observed by fed-
eral judges without making their jobs unduly onerous and are within their com-
petence to administer, as proven by their current use in other kinds of litigation.
They will, I also believe, contribute to the uniformity of the privilege’s application
throughout the federal judiciary and to both the reality and the perception of fair-
ness for deserving litigants with valid civil claims.

(a) Reynolds made it clear and subsequent cases have verbally agreed that
whether the evidence sought to be withheld by the government does present “a rea-
sonable danger” to national defense or foreign relations (the precise formulation of
national security risk varies in the cases but is an issue to be accorded serious
thoughts by legislators; too broad a definition could encompass virtually anything
in which the government has an interest in the modern day globally interdependent
world) is ultimately a matter for the judge, not the government to decide. Thus it
should not be enough—though some cases appear to come close to saying it is—that
a prima facie plausible claim of state secret be raised by the government. In this
sense it is different from some other contexts in which secrecy and national security
are involved such as the FOIA. There in Exemption 1, the government may with-
hold from public disclosure material that has been duly classified under Executive
Order criteria if that classification is reasonable. Under a specific amendment in
1974 however, the court has the authority to look at and decide de novo (though
giving “substantial weight” to government affidavits) whether the classification is
reasonable. The courts’ use of that authority I will say has been cautious to the ex-
treme, but it does exist and on occasion has been employed to reject unjustified
claims. A case for more intense scrutiny of the state secret privilege by judges can
be made on the basis that the need for such information is more compelling in the
case of a civil plaintiff than any member of the public as in FOIA and in the fact
that to qualify for Exemption 1, the material must have been reasonably classified
under Executive Order criteria—a requirement that is not to my knowledge a com-
ponent of the state secrets privilege per se. But the FOIA example makes a basic
point that judges do deal with national security information on a regular basis and
can be entrusted with its evaluation on the relatively modest decisional threshold
of whether its disclosure is “reasonably likely” to pose a national security risk. To
my knowledge there have been no court “leaks” of any such information There is
no doubt that such a decision is a weighty one but if our courts are to continue their
best tradition of constitutional guardianship it is an obligation that they cannot
avoid, And the potentiality of a serious judicial review of the material in conjunction
with the governments affidavits on the need for nondisclosure even in a courtroom
setting will itself pose a deterrent to the dangers of the privilege being too “lightly
invoked” (Reynolds)

(b) This brings me to the question of whether unlike FOIA which allows but does
not require a judge to look at the allegedly risky material himself in camera rather
than relying on the government’s affidavits, state secret legislation should require
the judge to himself or herself review the material before making a decision on
whether the privilege applies. I am of the view that it should. The stakes in civil
litigation—as I said—tend to be higher than in FOIA for the plaintiff and our tradi-
tions of fair hearing dictate that to the maximum degree feasible all relevant evi-
dence be admitted in judicial proceedings. Reynolds itself left open the possibility
that in some contexts where the plaintiffs’ showing of need was not compelling, the
judge need not do so, and as I have related ,in FOIA cases the judge may decide
not to. On the other hand the judge in CIPA and in FISA cases does regularly in-
spect the material. in camera. I read the ABA Report to recommend a similar ap-
proach here. Only in that way can he fulfill the judicial obligation to insure a fair
hearing but just as important only if he sees the evidence for himself can he make
the CIPA like decision whether there are alternative ways than its presentation in
original form to satisfy the plaintiff's need but not to impugn national security as
well as whether the objected to material can be segregated from other material in
the same document that does not qualify for protection. (I do not discount the possi-
bility that an extraordinary case might arise where both the government and the
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judge agree that his examination of the secret evidence would be unduly risky and
alternatives ¢ an be put in place that will insure fairness but this should not be
the usual or ev en a frequent practice). My own experience with highly sensitive
information is that our court security safekeeping facilities and procedures can in-
sure its protection; law clerks or masters can be given clearances to handle it and
if even that is not possible, the government’s own cleared employees can be sent
over to stand guard outside the chambers door while the judge reads it. (I have had
this done on at least one occasion).

(c) The thrust of legislation on state secrets should be to emphasize judicial flexi-
bility and creativity in finding alternatives to the original material that will permit
the case to proceed whenever possible. Reynolds itself stressed this approach and
it has been a hallmark of reform efforts on the privilege since the 1969 Advisory
Report(if claim of state secrets is sustained and party is deprived of material evi-
dence, judge shall make further orders in interest of justice including striking of
witness testimony, finding against government on relevant issue, or dismissing ac-
tion). Since 1969 however CIPA has listed and judges have additionally used less
draconian measures such as requiring the government to produce an unclassified
document with as much of the material as possible in the original, stipulating to
facts that the original material was designed to prove or contravert, or a summary
of the controversial document that allows the defendant “substantially the same
ability to make his defense”. 18 USC app 3 Sec. 6.

(d) Another aspect of judicial flexibility should require a judge to make a con-
scious decision after a state secrets claim is raised whether the plaintiff’s case may
proceed to the next stage without the secret material. Premature dismissals should
be eschewed. Unless then without such material a party’s affirmative case or de-
fense surely falls short of the threshold required by the federal rules of civil proce-
dure (Rules 12(b)(6) and 12(c), the party suffering disadvantage from nondisclosure
should be allowed to supplement their case by additional discovery whenever it
could reasonably bolster their case. This actually is a very important point because
a high percentage of cases are dismissed at the pleading stage without additional
discovery being allowed, and the interposition of the secrets claim makes it fair to
mandate special caution in such cases to let the party play out its nonsecret [O1]
case. Also worth noting is the difficulty of plaintiffs who cannot show standing to
bring the suit unless they are allowed to see secret evidence. Here particular care
should be taken to allow maximum access to nonsecret discovery or even postpone-
ment of the standing decision until the secrecy claim is decided. Standing is after
all a judicial doctrine which has become increasingly onerous and complex in the
past few decades; since state secrets is also a judicially implemented doctrine the
two should be brought into some form of coexistence that does not fatally disadvan-
tage valid civil claimants. As the ABA Report pointed out the Totten and Tenet
cases involving espionage employment contracts do present an absolute bar to
justiciability but other cases do not. I agree with the Report’s suggestion as well
that the government not be required to immediately plead” confirm or deny “at the
pleading stage when the secrets claim is planning to be raised. FOIA practice pro-
vides an analog—the government has been allowed to raise a “neither confirm nor
deny” answer as to whether a requested document exists in its pleadings in Exemp-
tion 1 cases.

(e) Once the government raises a secrets claim, the question arises as to how it
will be litigated and by whom. The government is certainly required by affidavit or
testimony to justify the claim but where and who can take part in the litigation at
that stage may be an issue. The 1969 Advisory Committee Report permitted the
judge to hear the matter in chambers “but all counsel are entitled to inspect the
claim and showing and to be heard thereon”, subject to protective orders. In general
every effort should be made to provide the regular counsel with the necessary clear-
ances to litigate the claim, and where that turns out to be impossible to substitute
counsel who have such clearances. In some cases the validity of the secrets claim
can be litigated at a level which does not require special clearances. The FOIA cases
have produced a useful tool known as the Vaughn index which requires the govern-
ment to create a line by line justification of withheld material with the reasons for
nondisclosure. This device has permitted the adversary system to operate at some
level to litigate secrecy claims without revealing the material itself. Another device
used successfully by our district court was the appointment of a master with the
necessary clearances to organize and separate out sample categories of documents
in a voluminous submission for which total secrecy was originally claimed under
FOIA Exemption 1 and to present them to the judge with the arguments pro and
con for the judges decision. As a result 64% of the material was eventually released.
See In re United States Department of Defense, 848 F2d 232 (1988). In short, judges
are used to handling confidential material through sealing, protective orders against
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disclosure by counsel, screened masters, and in camera or even ex parte submis-
sions. But the need for guidance and a protocol for using such devices in a uniform
manner is dominant. The mere exercise of going through the required procedural
steps will concentrate the judge’s attention and sharpen his or her awareness of the
interests involved at each stage.

(f) Dismissal of a private party claim should be a last resort if it is based on the
unavailability of state secret evidence. There will of course be cases where the judge
ultimately and rightly decides that a state secret of significant consequence and risk
cannot be revealed even under safeguards but I suggest legislators give some
thought as to whether there are any compensatory remedies to the injured party
in such cases. Or conversely whether when a secrets claim is upheld at the same
time the court finds it is covering governmental misbehavior if some form of ac-
countability is in order. Finally expedited appeal—interlocutory in many cases—
should be allowed on a truncated record (sealed if necessary) with cutback briefing
and absent any requirement for a detailed written opinion by either court, although
I do think a few sentences of explanation are always necessary for any kind of
meaningful review at any level. But the expedited appeal—especially if the govern-
ment loses its claim—should insure against prolonged delays in the trial itself.

Thank you for this opportunity to present my views. I do believe thoughtful legis-
lation is needed to insure that maximum and uniform efforts are made to strike the
right balance between national security needs and fair judicial proceedings. I believe
base d on my experience as a federal judge and my international war crimes experi-
ence that such a balance can be struck and that our federal judges are already ac-
quainted with the use of many of the proper tools for doing so. I have confidence
in the Committee’s ability and I encourage it to tackle the task.

Mr. NADLER. Thank you.
Mr. Philbin is now recognized for 5 minutes.

TESTIMONY OF PATRICK F. PHILBIN, PARTNER,
KIRKLAND & ELLIS

Mr. PHILBIN. Thank you, Chairman Nadler, Member Fanks, and
Members of the Subcommittee, for the opportunity to appear to ad-
dress the important subject of today’s hearing, the state secrets
privilege.

When I served as an associate deputy attorney general at the De-
partment of Justice from 2003 to 2005, I gained some expertise re-
lating to the privilege and the critical function it plays in pre-
venting the disclosure of national security information in litigation.

I continue to watch developments in this area of the law with
some interest, although at a distance.

I should emphasize that I am expressing purely my personal
views here today, and I am not here in any representative capacity.

I would like to focus on three points in my testimony.

First, any discussion of possible legislation altering or regulating
the state secrets privilege should begin with the recognition of the
vital function the privilege serves. It is a mechanism by which the
United States can ensure the secrecy of information related to for-
eign affairs and national security that would do harm to the United
States if publicly disclosed.

The Supreme Court recognized the importance of the privilege in
United States v. Reynolds. As explained, it is a privilege. When
properly invoked, it is absolute. The court explained, “Even the
most compelling necessity cannot overcome the claim of privilege if
the court is ultimately satisfied that military secrets are at stake.”

The privilege plays a particularly vital role when, as now, the
Nation is involved in an armed conflict. The United States remains
locked in a struggle with al-Qaida, an enemy that operates by se-
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crecy and stealth and whose primary objective is to unleash sur-
prise attacks on the civilian population of the United States.

In combating al-Qaida, superior intelligence is essential for the
Nation’s success, yet currently pending litigation would, without
interposition of the state secrets privilege, force the disclosure of
innumerable details concerning the sources and methods of foreign
intelligence operations, signals intelligence operations, and other
activities the United States conducts in the ongoing conflict. The
state secrets privilege plays a critical role in ensuring that such se-
crets, which would be welcome to our enemies, are not disclosed.

Second, any approach to legislating in this area must also begin
with the recognition that the state secrets privilege is not merely
a common-law evidentiary privilege subject to plenary regulation
by Congress. To the contrary, the privilege is rooted in the con-
stitutional authorities assigned to the President under Article II as
Commander in Chief and representative of the Nation in foreign af-
fairs. As the Supreme Court has explained in discussing the protec-
tion of national security information, “The authority to protect such
information falls on the President as head of the executive branch
and as Commander in Chief.”

In the United States v. Nixon, the Supreme Court expressly rec-
ognized that the privilege has its underpinnings in the Constitu-
tion. The court explained generally that to extent a claim of privi-
lege relates to the effective discharge of the President’s powers, it
is constitutionally based, and it expressly recognized that “a claim
of privilege on the ground that information constitutes military or
diplomatic secrets necessarily involves areas of Article II duties as-
signed to the President.”

Given the unique constitutional role of the executive with respect
to the protection of diplomatic intelligence and national security in-
formation, any legislation that would seek to reform the state se-
crets privilege as it is currently applied by the courts must be un-
dertaken with the utmost caution. Legislation that would under-
mine the executive’s authority to protect national security informa-
tion would run a grave danger of impermissibly encroaching on au-
thority assigned by the Constitution to the executive branch.

Third and finally, I would like to address and caution against a
particular legislative change that may be considered. My comments
here are necessarily tentative because there is not a specific legis-
lative proposal before the Committee, but I think it bears noting
that Congress should tread carefully in considering any legislation
that would purport to alter substantially the deferential standard
of review the courts apply in evaluating a claim of state secrets
privilege.

In particular, I believe it would be a mistake to attempt to have
Article III judges substitute their own judgment concerning what
information should remain secret without deference to the judg-
ment of the executive. Such a standard of review would be a
marked departure from the law established by the Supreme Court.

The Reynolds court properly emphasized that it remains the duty
and the responsibility of the courts to determine whether the privi-
lege had been validly invoked in any particular case. The mere as-
sertion the privilege by the executive does not require a court to
accept without question that the material involved is a state secret.
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As the Supreme Court put it, “Judicial control over the evidence in
a case cannot be abdicated to the caprice of executive officers.”

Nevertheless, the court also made clear that a judge should not
simply substitute his or her judgment for that of the executive
branch. Rather, a court should proceed cautiously, showing def-
erence to the judgment of the executive, concerning what con-
stituted a secret that might do harm to the Nation if disclosed.

In the United States v. Nixon, the court further explained that
where the executive makes a claim of privilege on the ground of
military or diplomatic secrets, the courts have traditionally shown
the utmost deference to presidential responsibilities. That deferen-
tial standard of review is itself infused with constitutional signifi-
cance based upon the separation of powers and unique authorities
of the executive under Article II.

The assertion of state secrets privilege is at its heart an exercise
of a policy judgment concerning how the disclosure of certain infor-
mation may affect the foreign affairs, the military and intelligence
posture, or more broadly the national security of the United States.
Time and again, the Supreme Court and lower courts have cau-
tioned that such judgments are constitutionally assigned to the ex-
ecutive and that the judiciary is not institutionally suited to mak-
ing them.

Thus, in the context of a court evaluating a claim by executive
that certain information must remain classified and protected from
disclosure, the Supreme Court has cautioned that “What may seem
trivial to the uninformed may appear of great moment to one who
has a broad view of the scene and may put the questioned item of
information in its proper context.” The quote went on to explain
that the Director of Central Intelligence is “familiar with the whole
picture as judges are not” and that his decisions upon what must
be kept secret are, therefore, worthy of great deference.

Any legislative proposal, therefore, that would attempt to alter
the standard of review established under Reynolds and Nixon by
permitting an Article III judge to substitute his or her independent
judgment for that of the executive concerning the need for secrecy
on a particular piece of information would be a mistake. Attempt-
ing to assign the courts that role by legislation would at a min-
imum raise a serious question of impermissible encroachment on
authority assigned to the executive under the Constitution.

Thank you, Mr. Chairman, for the opportunity to address the
Committee. I would be happy to address any questions the Mem-
bers may have.

[The prepared statement of Mr. Philbin follows:]
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Prepared Statement of Patrick F. Philbin, former Associate Deputy Attorney
General, Department of Justice

Chairman Nadler, Ranking Member Franks, Members of the Subcommittee, thank you
for the opportunity to appear before the subcommittee to address the important subject of today’s
hearing, the state secrets privilege. When I served as an Associate Deputy Attorney General at
the Department of Justice from 2003 to 2005 I gained some expertise relating to the privilege and
the critical function it plays in preventing the disclosure of national security information in
litigation. Since my return to the private sector, | have continued to watch developments in this
area of the law with interest. 1 should emphasize that | am expressing purely my personal views
here today, and T am not here in any representative capacity.

1 would like to focus on three points in my testimony.

First, the state secrets privilege serves a vital function in ensuring that private litigants
cannot force the disclosure of information bearing on the foreign affairs or national security of
the United States. Particularly at a time when the Nation is still engaged in a conflict with al
Qaeda in which intelligence is critical for our success, the state secrets privilege is a necessary
mechanism for the Executive Branch to protect the national security.

Second, the privilege is rooted in the constitutional authority of the President as
Commander in Chief and representative of the Nation in foreign affairs to protect the national

security of the United States. Any effort, therefore, to legislate concerning the privilege must be
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undertaken with the utmost caution to ensure that Congress does not impermissibly entrench
upon authority assigned by Article II of the Constitution exclusively to the Executive.

Third, I want to caution against two possible legislative changes that I believe would be
misguided.

L The State Secrets Privilege Serves a Critical Function in Preventing the Disclosure
of National Security Information.

Any discussion of possible legislation altering or regulating the state secrets privilege
should begin with a recognition of the vital function the privilege serves. It is a mechanism by
which the United States can ensure the secrecy of information related to foreign affairs and
national security that would do harm to the United States if publicly disclosed. The Supreme
Court recognized the importance of the privilege in Unifed States v. Reynolds, 345 U.S. 1, 11
(1953), as it explained that the privilege, when properly invoked, is absolute. “Even the most
compelling necessity cannot overcome the claim of privilege if the court is ultimately satisfied
that military secrets are at stake.” Id

The privilege plays a particularly vital role when, as now, the Nation is involved in an
armed conflict. The United States remains locked in a years-long struggle with al Qaeda -- an
enemy that operates by secrecy and stealth and whose primary objective is to unleash surprise
attacks on the civilian population of the United States. In combating this shadowy enemy,
superior intelligence is essential for the Nation’s success. Yet currently pending litigation
would, without the interposition of the state secrets privilege, force the disclosure of innumerable
details concerning the sources and methods of foreign intelligence operations, signals
intelligence operations, and other activities the United States conducts in the ongoing conflict
with al Qaeda. Allowing such information to be disclosed would aid our enemies and gravely

damage the national interest. Indeed, it is no exaggeration to say that it would put American
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lives at risk. The state secrets privilege thus plays a critical role in ensuring that the Executive
Branch can fulfill its constitutional duty to protect the national security of the United States.

IL The Privilege Is Rooted in the Constitutional Authorities Assigned to the Executive
Branch.

Any approach to legislating with respect to the state secrets privilege must also begin
with a recognition that it is not merely a common law evidentiary privilege subject to plenary
regulation by Congress. To the contrary, the privilege is rooted in the constitutional authorities
assigned to the President under Article IT as Commander in Chief and representative of the
Nation in foreign affairs. As the Supreme Court has explained in discussing protection of
national security information, “[t]he authority to protect such information falls on the President
as head of the Executive Branch and as Commander in Chief.” Department of the Navy v. I.gan,
484 U.S. 518, 527 (1988). Exercise of the states secrets privilege is thus a part of the
Executive’s constitutionally assigned responsibilities and necessarily implicates what the
Supreme Court has described as “the very delicate, plenary and exclusive power of the President
as the sole organ of the federal government in the field of international relations.” United States
v. Curtiss-Wright Export Corp., 299 U.S. 304, 320 (1936).

In United States v. Nixon, 418 U.S. 683 (1974), the Supreme Court expressly recognized
that the privilege has its underpinnings in the Constitution. The Court explained generally that,
to the extent a claim of privilege “relates to the effective discharge of the President’s powers, it is
constitutionally based.” 7d. at 711. And it expressly recognized that a “claim of privilege on the
ground that [information constitutes] military or diplomatic secrets,” necessarily involves “areas
of Art. IT duties” assigned to the President. /d. at 710. See afso E{-Masri v. United States, 479
F.3d 296, 303-04 (4th Cir. 2007) (holding that state secrets privilege “has a firm foundation in

the Constitution”).

w
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The state secrets privilege thus shares the same constitutional underpinnings as the
authority that the Executive Branch has long maintained to withhold diplomatic or national
security information even from Congress when the President deems it necessary in the interests
of the foreign attairs or security of the Nation. Since the Founding of the Republic, beginning
with the administration of President Washington, the Executive has claimed the authority, based
upon the constitutional separation of powers, to refuse to provide Congress information related to
the conduct of foreign affairs when the President deems that the information should remain
secret. Most famously, when Congress sought information concerning the negotiation of the Jay
Treaty with France, President Washington explained that “[t]he nature of foreign negotiations
requires caution, and their success must often depend on secrecy,” and refused to provide
information that the Executive determined should remain secret. | 4 Compilation of Messages
and Papers of the President 1789-1897, at 194 (James D. Richardson ed. 1897). As the Supreme
Court has explained, the “wisdom” of his response “was recognized by the House itself and has
never since been doubted.” Curtiss Wright, 299 U.S. at 320.

Since the Washington Administration, the Executive Branch, under presidents of both
parties, has consistently maintained the constitutional authority of the President to withhold
certain information relating to foreign affairs and intelligence matters from Congress. As Walter
Dellinger, the head of the Oftice of Legal Counsel under President Clinton explained, President
Washington established the view that the “Constitution delegates to the President the authority to
withhold documents relating to diplomatic negotiations from Congress when disclosure would
be, in his judgment, contrary to the public interest.” Presidential Certification Regarding the
Provision of Documents to the House of Representatives Under the Mexican Debt Disclosure Act

of 1995, 20 Op. Off. Legal Counsel 253, (1996). He went on to explain that “[t]he constitutional
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position originally formulated by the Washington Administration has thus become the practice of

the Executive Branch as an ongoing institution, and the Attorneys General and the heads of this

Office have consistently maintained that it is the correct interpretation of the powers of [the]

President and Congress.” /d. He noted, also, that “Congress has usually accepted the

Executive’s position as a practical matter.” Id. See also The President’s Compliance with the

“Timely Notification” Requirement of Section 501(B) of the National Security Act, 10 Op. Off.

Legal Counsel 159, 171-73 (1986) (concluding that a statutory requirement of “timely

notification” to Congress conceming covert operations must be construed, in light of

constitutional concerns, to permit President to withhold information until he deems that revealing
it will not jeopardize the success of an operation).

Given the unique constitutional role of the Executive with respect to the protection of
diplomatic, intelligence, and national security information, any legislation that would seek to
“reform” the state secrets privilege as it is currently applied by the courts must be undertaken
with the utmost caution. Legislation that would undermine the Executive’s authority to protect
national security information would run a grave danger of impermissibly encroaching on
authority assigned by the Constitution to the Executive Branch.

III.  Congress Should Not Attempt to Substitute the Judgment of the Judiciary for the
Executive Concerning What Information Merits Secrecy for Foreign Affairs or
National Security Reasons and Should Beware of Analogies Concerning CIPA in the
Context of Civil Litigation.

Finally, I would like to address and caution against two types of legislative changes that
may be considered by Congress. My comments here are necessarily tentative, both because of
the short time I have had to prepare for this hearing and because there is no specific legislative
proposal before the subcommittee. Although a bill entitled the “State Secrets Protection Act”

was introduced in the Senate just last week, the exact text of the bill, §. 2533, is not yet available.
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The general description of the bill, however, suggests two considerations that warrant mention as
Congress considers any legislation relating to the state secrets privilege.

First, Congress should tread carefully in considering any legislation that would purport to
alter substantially the deferential standard of review that courts apply in evaluating a claim of
state secrets privilege. In particular, I believe it would be a mistake to attempt to have Article 111
judges substitute their own independent judgment concerning what information should remain
secret, without deference to the judgment of the Executive. Such a standard of review would be
a marked departure from the law established by the Supreme Court. The Reyrnolds Court
properly emphasized that it remained the duty and responsibility of the courts to determine
whether the privilege had been validly invoked in any particular case. The mere assertion of the
privilege by the Executive does not require a court to accept without question that the material
involved is a state secret. As the Supreme Court put it “[jJudicial control over the evidence in a
case cannot be abdicated to the caprice of executive officers.” 345 U.S. at 9-10. Nevertheless,
the Court also made clear that a judge should not simply substitute his judgment for that of the
Executive Branch. Rather, a court should proceed cautiously, showing deference to the
judgment of the Executive concerning what constituted a secret that might do harm to the Nation
if disclosed. In United States v. Nixon, 418 U.S. 683 (1974), the Court further explained that,
where the Executive makes a “claim of privilege on the ground [of] military or diplomatic
secrets,” the “courts have traditionally shown the utmost deference to Presidential
responsibilities.” /d. at 710. They have done so, moreover, because these are “areas of Art. 11
duties” under the Constitution. /d. See also Halkin v. Helms, 598 F.2d 1,9 (D.C. Cir. 1978)

(“The standard of review here is a narrow one. Courts should accord the ‘utmost deference’ to
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executive assertions of privilege upon grounds of military or diplomatic secrets.”) (citation
omitted).

The deferential standard of review is thus itself infused with constitutional significance
based upon the separation of powers and the unique authorities of the Executive under Article IT.
The assertion of the state secrets privilege is, at its heart, an exercise of policy judgment
concerning how the disclosure of certain information may affect the foreign affairs, the military
and intelligence posture, or, more broadly, the national security of the United States. Time and
again the Supreme Court and lower courts have cautioned that such judgments are
constitutionally assigned to the Executive and that the judiciary is not institutionally suited to
making them. Thus, in the context of a court evaluating a claim by the Executive that certain
information must remain classified and protected from disclosure, the Supreme Court has
cautioned that “what may seem trivial to the uninformed, may appear of great moment to one
who has a broad view of the scene and may put the questioned item of information in its proper
context.” CI4 v. Sims, 471 U.S. 159, 178 (1985). The Court went on to explain that the Director
of Central Intelligence is “familiar with the whole picture, as judges are not” and that his
decisions upon what must be kept secret are therefore “worthy of great deference.” Id.
Similarly, the United States Court of Appeals for the Fourth Circuit has explained that “[t]he
courts, of course, are ill equipped to become sutficiently steeped in foreign intelligence matters
to serve effectively in the review of secrecy classifications.” United States v. Marchelti, 466
F.2d 1309, 1318 (4th Cir. 1972). And again the Supreme Court has explained:

The President, both as Commander-in-Chief and as the Nation’s organ for

foreign affairs, has available intelligence services whose reports neither are nor

ought to be published to the world. It would be intolerable that courts, without

the relevant information, should review and perhaps nullify actions of the

Executive taken on information properly held secret. ... [T]he very nature of
executive decisions as to foreign policy is political, not judicial. . . . They are
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decisions of a kind for which the Judiciary has neither aptitude, facilities, nor
responsibility . . . .

Chicago & Southern Air Lines, Inc. v. Waterman S.5. Corp., 333 U.S. 103, 111 (1948).

Any legislative proposal, therefore, that would attempt to alter the standard of review
established under Reynolds and Nixon by permitting an Article 111 judge simply to substitute his
or her independent judgment for that of the Executive concerning the need for secrecy on a
particular piece of information would be a mistake. Attempting to assign the courts that role by
legislation would, at a minimum, raise a serious question of an impermissible encroachment on
authority assigned to the Executive under the Constitution.

Second, the descriptions of S. 2533 make analogies to the Classified Information
Procedures Act, or CIPA, 18 U.S.C. App. 3 § | ef seq., which applies in criminal cases. The
summary of the legislation suggests a mandatory procedure under which the court may order the
United States to produce unclassified summaries of (or substitutes for) classified information,
including substitutes or similar alternatives “crafted by the court.” The proponents of the bill
have analogized such provisions to CIPA. State Secrets Protection Act (S. 2533): Section-by-
Section Summary.!

I am concerned that analogies to CIPA oversimplify matters. There are two critical
differences between the proposals described in the Senate bill and the regime under CIPA. First,
under CIPA, the Executive Branch always clearly retains absolute authority to determine what is
classified and what is not. If a substitute is prepared under CIPA, it is the Executive that retains
full discretion to determine whether or not the substitution has successfully removed any
classified information. Tf the Executive determines that the substitution is still classified, the

Attorney General may object to the disclosure of the classified information and the statute directs

1 Available at /kennedy .scnatc. gov/newsroom/press_release.cfm?id=c36bd1d0-7ad3-46ca-9d30-a773 1728670,
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in mandatory terms that the “the court shall order that the defendant not disclose or cause the
disclosure of such information.” 18 U.S.C. App. 3 § 6(e)(1). The descriptions of the proposal in
the Senate suggest the possibility that, under that legislation, which permits the court to order a
substitution “crafted by the court,” the Executive might not retain that ultimate control. State
Secrets Protection Act (S. 2533): Section-by-Section Summary. At a minimum, this provision
seems to authorize an Article 111 judge independently to determine what is properly classified
and what is not, without regard to the judgment of the Executive -- a grant of authority that, as
described above, at least raises a significant constitutional question.

Second, CIPA applies to criminal prosecutions, which are always initiated by the United
States. If a court’s rulings under CIPA in a particular prosecution were to create a situation in
which the Executive Branch determined that proceeding with the case would still risk disclosure
of sensitive national security information, the United States always has the option of dropping
the prosecution to avoid compromising national security. In civil litigation brought by private
plaintiffs, however, the Executive will not retain that ultimate control as a backstop for
protecting national security. For that reason, 1 believe it would be inaccurate to think that there
can be an easy analogy between CIPA and legislation that would mandate the creation of
substitutes for classified information -- particularly judicially crafted substitutes -- in the context

of civil litigation.

Thank you, Mr. Chairman, for the opportunity to address the subcommittee. I would be

happy to address any questions that the Members may have.
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Mr. NADLER. Thank you.
I will now recognize Mr. Bankston for 5 minutes.

TESTIMONY OF KEVIN S. BANKSTON, SENIOR ATTORNEY,
ELECTRONIC FRONTIER FOUNDATION

Mr. BANKSTON. Good morning, Chairman Nadler, Ranking Mem-
ber Franks, Chairman Conyers, and the Members of the Com-
mittee.

Thank you for inviting me to testify today on behalf of the Elec-
tronic Frontier Foundation, a nonprofit member-supported public
interest organization dedicated to protecting privacy and free
speech in the digital age.

I am here today because EFF represents AT&T customers in a
lawsuit against that company for cooperating with the National Se-
curity Agency’s warrantless electronic surveillance program by dis-
closing the contents of tens of millions of Americans’ phone calls
and e-mails, literally billions of domestic communications, to the
NSA. Yet it is also co-coordinating counsel for 38 other NSA-related
lawsuits consolidated in the Northern District of California.

EFF filed its complaint against AT&T 2 years ago this Thursday.
Yet our case, like all the others, has barely moved out of the start-
ing gate. We are still litigating over whether or not these cases can
proceed at all, and the reason for that is the state secrets privilege.

The Administration has asserted an astonishingly broad claim
that the courts cannot hear any case about the NSA’s warrantless
wiretapping and that such cases must be dismissed at the outset.
Indeed, the Administration goes so far as to argue that even if the
court were to find in our case that the constitutional and statutory
privacy rights of tens of millions of Americans were violated, as we
allege, the court cannot be permitted to so rule because doing so
would confirm our allegations.”

Frankly, Mr. Chairman, to call such logic Kafkaesque would be
an understatement. The breadth of the Administration’s state se-
crets claim is particularly astonishing considering that it is simply
not a secret that AT&T and other telephone carriers helped the
NSA.

Rather, there have been extensive public discussions, often at the
behest of the Administration, ranging from the testimony of the
previous Attorney General to the Director of National Intelligence’s
interview with the El Paso Times to the Administration’s own de-
liberate leaks to newspapers, confirming this fact.

Indeed, as one court recently said, much of what is known about
the terrorist surveillance program was spoon-fed to the public by
the President and this Administration.

The Administration apparently believes the disclosures it makes
about the program to politically defend its actions or to urge this
Congress to pass immunity for the telephone companies will not
harm the national security, but that allowing the judicial branch
to examine the legality of its conduct and that of the carriers some-
how will.

But the Administration should not be allowed to share or with-
hold information for its own political advantage or to avoid ac-
countability. Rather, as Chief Judge Vaughn Walker ruled last
summer when rejecting the Administration’s motion to dismiss the
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AT&T case, “If the government’s public disclosures have been
truthful, revealing whether AT&T assisted in monitoring commu-
nication content should not reveal any new information that would
assist a terrorist and adversely affect national security. And if the
government has not been truthful, the state secrets privilege
should not serve as a shield for its false public statements.”

EFF believes that Congress can and should reform the common-
law state secrets privilege to ensure that it cannot be used to shield
wrongdoing. Such reform legislation should provide fair and secure
procedures by which the court is empowered to privately examine
purportedly secret evidence and evaluate the Government’s claims
of state secrets.

And EFF agrees with the ABA that any reform legislation should
allow the courts to make every effort to avoid dismissing a civil ac-
tion based on the privilege. EFF also believes that for certain cases
where fundamental rights are at issue, Congress should ensure
that a decision on the merits may be reached even if critical evi-
dence is privileged, based on the court’s in camera and ex parte
evaluation of that evidence.

Indeed, as described at length in my written statement, we be-
lieve Congress has already done so for cases concerning the legality
of electronic surveillance as a part of FISA at 50 USA 1806(f),
though the Government disagrees and the court has yet to address
this issue.

Thus, Mr. Chairman, in addition to considering broader state se-
crets reform, EFF urges Congress to move immediately to clarify
that FISA’s existing security procedures, which have been used for
30 years without any harm to national security, apply in cases like
EFF’s suit against AT&T. We respectfully submit that such a clari-
fication of FISA’s procedures and not retroactive immunity is the
appropriate response to claims by telephone carriers that they were
acting in good faith but are prevented from defending themselves
because of the Government’s invocation of the privilege.

To conclude, Mr. Chairman, thank you for shining a spotlight
today on the Administration’s efforts to prevent the judiciary from
enforcing Congress’s laws using the shield of the state secrets privi-
lege. EFF looks forward to working with this Committee to help
achieve sensible state secrets reform and to rebuff an executive
that insists that some branches of Government are more equal
than others.

I look forward to your questions.

Thank you.

[The prepared statement of Mr. Bankston follows:]
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L INTRODUCTION

Good moming Chairman Nadler, Ranking Member Franks, and Members
of the Committee. Thank you for inviting me to testify today.

The Electronic Frontier Foundation' (EFF) is pleased to have this
opportunity to discuss the critical issue of reform of the state secrets
privilege, and to describe how the Administration has attempted to use the
privilege to deprive my clients of their day in court and avoid any judicial
scrutiny of the National Security Agency’s warrantless wiretapping program.

EFF is a non-profit, member-supported public interest organization
dedicated to protecting privacy and free speech in the digital age. As part of
that mission, EFF is currently representing average AT&T customers in a
civil action against that company for assisting the NSA’s warrantless
electronic surveillance of AT&T customers’ telephone calls and Internet
communications.” EFF is also co-coordinating counsel for all NSA-related
lawsuits pending before Chief Judge Vaughn Walker in the Northern District
of California, cases which were transferred to him from across the country
by the Panel on Multi-District Litigation.” These include cases against
AT&T, Verizon, Sprint, BellSouth and Cingular,' cases against several other
carriers that have been dropped,” cases against the government,® and finally,

! For more information on EFF, visit http://www.eff.org.

% Hepting v. A1&1, 439 F.Supp.2d 974 (N.D. Cal. 2006) {on appeal to the Ninth Circuit).
* In Re National Security Agency Telecommunications Records Litigation, Transfer
Order, MDL Docket No. 1791 (Dec. 15, 2006).

* The 39 cases brought against various telecommunications carriers have been
consolidated for pleading purposes into five combined complaints, organized by carrier:
AT&T, Sprint, Verizon, Cingular and BellSouth. While BellSouth and Cingular have
since been purchased by AT&T, those complaints remain separate since the facts
underlying them occurred before the merger. The cases against all entities other than
AT&T and Verizon have been voluntarily stayed by the plaintiffs pending the appeal of
the Hepring v. AT&T case on the issue of the states secrets privilege.

¥ These carriers have been dropped from the litigation: Bright House Networks,
Transworld Network Corp, Charter Communications, McLeod USA Telecommunications
Services, Comcast, and T-Mobile.

® Shubert, et al. v. Bush, et al., E.D. New York, C.A. No 1:06-cv-02282 (government
states secrets privilege motion to dismiss pending); Center for Constitutional Rights, et
al. v. Bush, etal., SD. New York, C.A. No. 1:06-cv-00313 (government states secrets
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cases brought by the Administration itself to prevent state investigations into
the carriers’ cooperation in the NSA program.”

II. STATE SECRETS AND THE NSA LITIGATION

EFFT filed its complaint in Hepting v. AT& T two years ago this Thursday.
Yet, two years later, our case like all the others has barely moved out of the
starting gate: no answer has been filed and no discovery has been conducted.
The reason for this is the state secrets privilege.

Relying on this common law evidentiary privilege,® the Administration
has asserted an astonishingly broad claim: that the courts simply cannot hear
any case concerning the NSA’s warrantless domestic surveillance, or the
telecommunications industry’s participation in such surveillance. They
maintain that those cases must be dismissed at the outset, regardless of
whether the law has been broken.

Indeed, the Administration has gone so far as to argue that even if a
court were to find that the law was broken and the Constitutional rights of
millions of Americans were violated, the court still could not proceed to
create a remedy “because to do so would confirm Plaintiffs’ allegations.”

privilege motion expected after amended complaint); Al-Haramain Islamic I'oundation,
Inc., et al. v. Bush, et al., D. Oregon, C.A. No. 3:06-cv-00274; 451 F.Supp.2d 1215 (D.
Ore. 2000), reversed and remanded, 507 F.3d 1190 (9th Cir. 2007).

7 United States v. Rabner, et al, 07-1324; Unites States v. Gaw, et al, 07-1242; United
States v. Adams, et al, 07-1323; United States v. Palermino, et al, 07-1326; United States
v. Volz, et al, 07-1396; and Clayton et al. v. AT&T Communications of the Southwest, Inc.
eral 07-1187.

8 Al-Haramain Islamic Foundetion, Inc. v. Bush, 507 F.3d 1190, 1196 (9 Cir. 2007)
(“common law evidentiary privilege”); Kasza v. Browner, 133 F.3d 1159, 1165 (9th Cir.
1998) (“[t]he state secrets privilege is a common law evidentiary privilege that allows the
government to deny discovery of military secrets™); Monarch Assur. P.L.C. v. U.S., 244
F.3d 1356, 1358 (Fed. Cir. 2001) (per curiam)(“common-law state secrets privilege”);
Zuckerbraun v. General Dynamics Corp., 935 F.2d 544, 546 (2d Cir. 1991) (“The state
secrets privilege is a common law evidentiary rule”); /nn re United States, 872 F.2d 472,
474 (D.C. Cir. 1989) (same).

¥ United States’ Reply in Support of the Assertion of the Military and State Secrets
Privilege and Motion to Dismiss or, in the Alternative, for Summary Judgment by the
United States (Hepting v. AT& T, N.D. Cal. Case No. 06-672-VRW, Dkt. No. 245) at p.
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The government argues, essentially, that the state secrets privilege provides
complete immunity from suit for any surveillance purportedly related to
national security, and provides a shield against any judicial inquiry into its
wrongdoing or that of the carriers.

This is a startling claim, considering that Congress thirty years ago
established as part of FISA a civil cause of action for those aggrieved by
illegal foreign intelligence surveillance," in addition to providing criminal
penalties—which makes no sense if the entire subject matter of foreign
intelligence surveillance is off limits to the courts.

Nor, as this Committee is doubtless aware, is it a secret that the telephone
carriers participated in the NSA’s warrantless surveillance program. There
have been extensive discussions, often at the behest of the Administration,
ranging from testimony from the previous Attorney General to the Director
of National Intelligence’s interview with the £/ Paso Times to
Administration leaks to newspapers, confirming this fact."' As the Ninth
Circuit noted, “much of what is known about the Terrorist Surveillance
Program (“TSP”) was spoon-tfed to the public by the President and his
Administration.”

Apparently, the Administration believes that the disclosures it makes
about the program, to politically defend itself and urge this Congress to pass
an immunity for the telephone companies that cooperated with the NSA, will
not harm the national security, but allowing the judicial branch to actually
examine the legality of its and the carriers’ conduct somehow will. Indeed,
last week gives us a final example of how this Administration has been
playing the secrecy card to avoid Congressional and court scrutiny of the

20:19-20 (emphasis added), available ar

http:/fwww.eff org/legal/cases/att/gov_MTD replv.pdf

050 U.S.C. § 1810.

L See Testimony of the Attorney General of the United States before the Senate Judiciary
Committee at its July 24, 2007 hearing on the Oversight of the Department of Justice
(stating that the Government requested and received the cooperation of
telecommunications companies for the NSA surveillance program); Interview with
Director of National Intelligence, /<! Paso Times, August 22, 2007, available at
hitp//www elpasotimes. com/news/ci 6685679

"2 Al-Haramain Islamic Foundation, Inc. v. Bush, 507 F.3d 1190, 1192 (9th Cir. 2007).
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NSA program. The timing of the Administration’s belated disclosure to
House members of materials related to the NSA program, after over a year
of Congressional demands and at the height of the debate over whether to
give AT&T and the other carriers immunity, was clearly dictated not by a
need to protect state secrets but by political considerations.

The Administration should not be allowed to share or withhold
information for its own political advantage, or to avoid accountability.
Rather, as Judge Walker ruled last summer when denying the
Administration’s motion to dismiss Hepting v. AT& T

If the government's public disclosures have been truthful,
revealing  whether AT&T  [assisted] in  monitoring
communication content should not reveal any new information
that would assist a terrorist and adversely affect national
security. And if the government has not been truthful, the state
secrets privilege should not serve as a shield for its false public
statements.

This is particularly true when the integrity of Congress’ surveillance laws,
and the Constitutional rights of millions of average Americans, are at stake.

III. CONGRESS CAN AND SHOULD LEGISLATE TO
REFORM THE STATE SECRETS PRIVILEGE

Congress can and should legislate to ensure accountability and prevent
Executive from shutting down litigation without the court even considering
the evidence. The state secrets privilege is an evidentiary privilege, and has
never been an absolute immunity from suit. As the Supreme Court has

explained, the “privilege” is “well established in the /aw of evidence,”™ not

1 Hepting at 996. This decision is currently before the Ninth Circuit. It was argued in
August 2007, and we are awaiting the Court’s decision. Transcript available at

http //www eff org/files/filenode/att/hepting_9th_circuit_hearing_transcript 08152007.pd
f.

Y United States v. Reynolds, 345 U.S. 1, 7-8 (1953)(emphasis added); see also In re
United States, 872 F.2d 472, 474 (D.C. Cir. 1989) (rejecting the Government’s effort to
inflate a “common law evidentiary rule that protects information from discovery” into an
immunity from suit) (emphasis added);, Halpern v. United States, 258 F.2d 36, 43 (2d Cir.
1958) (Congress's creation of private rights of action in Invention Secrecy Act “must be
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in Constitutional law. Therefore, it is well within Congress’s prerogative to
reform the common law of evidence by statute.'”

EFF believes that any state secrets reform legislation should provide fair
and secure procedures by which the federal court is empowered to privately
examine purportedly secret evidence and evaluate the government’s claim of
privilege, so that miscarriages of justice may be avoided. EFF further agrees
with the “essential premise” of the American Bar Association’s
recommendations on state secrets reform, which is that any reform
legislation should allow the courts to “mak[e] every effort to avoid
dismissing a civil action based on the state secrets privilege.”'

EFF further believes that at least in certain types of cases, especially
where constitutional rights are at issue, Congress should pass legislation
ensuring that a legal ruling on the merits may be reached even if critical
evidence is privileged, based on the court’s evaluation of that evidence in
chambers or in a secure facility. While we believe that this is already what
FISA provides in the realm of electronic surveillance, Congress can use this
opportunity to put the Administration’s claims to the contrary to rest.

viewed as waiving the [state secrets] privilege,” because Congress could not have
“created rights which are completely illusory, existing only at the mercy of government
officials™). Even if the Executive asserts a constitutional power, “[w]hen the President
takes measures incompatible with the express or implied will of Congress, his power is at
its lowest ebb, for then he can rely only upon his own constitutional powers minus any
constitutional powers of Congress over the matter.” Youngstown Sheet & {ube Co. v.
Sawyer, 343 U.S. 579, 637 (1952) (Jackson, J., concurring).

> Where Congress “speaks directly to the question otherwise answered by . . . common
law”—including the question of how to handle state secrets in litigation—Congress’s
judgment binds both the Executive and the Courts. Kasza, 133 F.3d at 1167 (internal
citation and brackets omitted).

' American Bar Association, Report and Recommendation on Reform of the State
Secrets Privilege, August 2007, available at

http:/fas. ora/sgp/iud/statesec/aba081307.pdf. See also The Constitution Project,
Reforming the State Secrets Privilege, May 31, 2007, available at
http://openthecovernment. ore/ote/Reforming the State Secrets Privilege Statement.pdf
, and Constitutional Scholars’ Letter to Congress on State Secrels Reform, October 4,
2007, available at

http//www . constitutionproject.org/pdf/State Secrets lir_to Congress 10-4-07 pdf.
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IV. FISA AND THE STATE SECRETS PRIVILEGE

As I mentioned before, Congress has already considered the issue of state
secrets in the context of litigation over illegal surveillance, and when passing
FISA in 1978 correctly chose not to allow the Executive to use the state
secrets privilege as a shield against litigation. In fact, Congress created a
specific procedure to be followed when the Executive asserts that the
disclosure of information concerning electronic surveillance would harm
national security.

Section 1806(f) of FISA provides that if during litigation the Attorney
General files a sworn affidavit with the court that disclosure of materials
related to electronic surveillance would harm the national security, then the
court “shall, notwithstanding any other law,” review those materials in
camera and ex parte to determine the legality of the surveillance.'’
Furthermore, when reviewing those materials to determine whether the
surveillance was lawfully authorized and conducted, the court may only
disclose information about the surveillance to the aggrieved person seeking
discovery where necessary to make an accurate determination.

Section 1806(f) reflects several key judgments made by Congress when
crafting FISA. First, it reflects Congress’s recognition that the legality of
surveillance must be litigable in order for any of its laws on the subject to
have teeth, a recognition bolstered by its creation of a civil remedy in FISA
for those who have been illegally surveilled.® Second, it reflects Congress’s
intent to carefully balance the special need for accountability in the area of
electronic surveillance with the Executive’s interest in avoiding disclosure of
information that may harm the national security, and to achieve a “fair and
Just balance between protection of national security and protection of
personal liberties.”'” Finally, it reflects Congress’s recognition that the final
decision as to what information should be disclosed cannot be left to the
Executive’s unilateral discretion, but must instead be made by the courts™—

17 See 50 U.S.C. § 1806(f) (emphasis added).

1% See 50U.S.C. § 1810,

'S Rep. No. 94-1035, at 9 (1976) (discussing § 1806()).

# Congress explicitly stated that the appropriateness of disclosure is a “decision ... for the
Court to make[.]” S. Rep. No. 95-701, at 64 (emphasis added); accord S. Rep. No. 95-
604(T), at 58.
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courts that both Congress and the Executive trusted could handle sensitive
. . . . . 2]
national security information in a reasonable and secure manner.

Yet now, even though Section 1806(f) applies by its own plain language
to any case in which a motion is made to discover materials related to
electronic surveillance, even though the legislative history makes clear it
was intended to apply in both criminal and civil cases,”” and even though
Congress in 2001, as part of the USA PATRIOT Act, made Section1806(f)’s
procedures the exclusive means by which evidence in surveillance cases
against the government shall be handled,” the Administration is arguing that
it does not apply in the NSA litigation.

Therefore, in addition to considering the broader question of state secrets
reform, Congress should move immediately to clarify that FISA’s existing
procedures, which have been used for thirty years without any harin to
national security, apply in these cases. Such a clarification of FISA’s
procedures, and not immunity, is the only appropriate response to claims by
telephone carriers that they were acting legally and in good faith when they
assisted the NSA, but are prevented from defending themselves because of
the government’s invocation of the privilege.

V. ELECTRONIC SURVEILLANCE CASES DO NOT
REQUIRE TRANSFER TO THE FISA COURT

We appreciate various Senators’ attempts to reach a compromise on the
issue of immunity, but two of the proposals on the table, the immunity

2! See Foreign Intelligence Surveillance Act of 1978: Hearings Before the Subcomm. on
Criminal Laws and Procedures of the Senate Comm. on the Judiciary 95th Cong., at 26
(1977) (Attorney General Bell asserting that “[tJhe most leakproof branch of the
Government is the judiciary . . . 1 have seen intelligence matters in the courts. . . 1 have
ireat confidence in the courts,” to which Senator Hatch replied, “I do also™).

The final conference report on FISA clearly states that "[t[he conferees agree that an in
camera and ex parte procedure is appropriate for determining the lawfulness of electronic
surveillance in both criminal and civil cases. The conferees also agree that the standard
for disclosure in the Senate bill adequately protects the right of the aggrieved person, and
that the provision for security measures and protective orders ensures adequate protection
of national security interests." H.R. Rep. No. 95-1720, 32 (1978) (Conf. Rep.), reprinted
in 1978 U.S.C.C.A N 4048, 4061.

P18 US.C. § 2712(b)(4).
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amendment offered by Senator Feinstein and the substitution proposal of
Senators Specter and Whitehouse, contain troubling provisions that this
House should view with great skepticism. Both of these purported
compromise proposals would sweep all of the carrier lawsuits out of the
regular court system and into the secretive FISA Court for key
determinations. Essentially, they would legislatively enable the
Administration to “forum shop” and shuttle all cases regarding its
surveillance activities into a court whose only role for nearly thirty years has
been to routinely approve the Executive’s applications for surveillance
authorization.

Proponents of these forum-shopping provisions argue that only the FISA
Court can be trusted to handle sensitive national security information. Yet
as already discussed, Congress and previous administrations have long
trusted the regular court system to handle such information responsibly, and
the Administration—despite its claims to the contrary—has been unable to
point to a single instance in which the judiciary has failed to do so. Such
baseless rhetoric about the need to maintain security cannot justify the
diversion of properly maintained lawsuits into a court staffed by judges that
are hand-picked by the Chief Justice of the Supreme Court and are
accustomed to considering such matters in completely secret and non-
adverserial proceedings. Rather, such cases should remain before the fairly
and randomly selected state and federal judges that would otherwise
adjudicate those disputes—subject, of course, to the carefully balanced FISA
procedures already discussed.

VI. CONCLUSION

The Administration’s expansive view of the state secret privilege has
highlighted the need for sensible reform of that evidentiary privilege, as well
as immediate clarification of Section 1806(f). The Electronic Frontier
Foundation looks forward to working with this Committee to help achieve
such reform, and I will be delighted to take any questions you may have.
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Mr. NADLER. I thank the witnesses.

And I will begin the questions by recognizing myself for 5 min-
utes.

Mr. Philbin, as I gather, you are raising some constitutional con-
cerns, but your bottom line simply seems to be that Congress
should be careful in legislating this area. Is that correct?

Mr. PHILBIN. That is the bottom line of the testimony because I
do not have familiarity with——

Mr. NADLER. You are not saying that the executive’s power is ab-
solute and Congress cannot legislate and limit or govern the way
the privilege is applied, as we have, for instance, in CIPA for crimi-
nal cases?

Mr. PHILBIN. Well, let me respond this way, Mr. Chairman. In
CIPA, yes, I believe Congress had the authority to enact the proce-
dures in CIPA because they are purely procedures, and they end
up leaving it ultimately at the discretion of the Attorney General
to say

Mr. NADLER. But under certain circumstances, if the evidence
canno(ti be used, the Government is penalized by the case being dis-
missed.

Mr. PHILBIN. That is true. The Government

Mr. NADLER. So, if we were to enact legislation along similar
lines saying, under these circumstances, either the evidence must
be revealed, at least to the court, and the court can insist that the
evidence, in its judgment, can be revealed to the public, if it thinks
it is not properly secret, or that a summary should be revealed to
the public, or that if this cannot be done because it really is secret,
then the inference, depending on the equities, must be for the Gov-
ernment or must be for the plaintiff, that would be within our
rights to do as we have in CIPA.

Mr. PHILBIN. Well, Mr. Chairman, there was a lot built into that
question. So let me try to answer it this way. Depending on the
standard that was put in the legislation for the court determining
that this substitution is okay or this one is not or this can be dis-
closed, if the court is being told, “You independently determine that
without deference to the executive,” I think there is a constitu-
tional issue.

Mr. NADLER. Well, wait a minute. Deference. Then the court
would independently determine it. The degree of deference is up to
the courts ultimately, as in anything else.

Mr. PHILBIN. Well

Mr. NADLER. You can write, “You should be deferential,” but how
that is interpreted is going to be in the court.

Mr. PHILBIN. That may be, but then, you see, again, Mr. Chair-
man, the reason I am being hesitant about giving absolute answers
is I believe the devil is in the details of specific statutory language.

Mr. NADLER. Okay.

Now you would admit—or would you—in the case that Ms.
Loether testified about—and this is a 50-year-old case, so we are
not worried about casting any aspersions on individuals—clearly,
what happened there was the Government at the time, whoever it
was, lied. It said that this accident report involved secret informa-
tion. It did not. The Government committed a fraud on the court.
As a result of that, an unjust result happened, and you would
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agree that we should strive to prevent such occurrences in the fu-
ture, given the fact that Government officials being human beings,
we cannot assure that no one will ever lie again.

Mr. PHILBIN. Yes, Mr. Chairman. I agree. Taking the facts to be
as they have been described, yes, that was wrong, and it is not the
sort of situation that we should want to be repeated. No.

Mr. NADLER. And we should have procedures to make sure it
does not happen as far as we can.

Mr. PHILBIN. As far as possible, certainly, procedures that could
help ensure that does not happen would be beneficial.

Mr. NADLER. Okay. Thank you.

Now you also quote an opinion in the Sims case saying that the
director of central intelligence is “familiar with the whole picture
as judges are not.” Judge William Webster wrote a letter to the
Subcommittee in which he states as follows—and I ask unanimous
consent at this point to put the letter in the record.

Without objection.

[The information referred to follows:]
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I'am submitting this statement to urge you to enact much-needed reforms to the state
secrets privilege. My background in the federal judiciary and in the intelligence services
leads me to conclude that our courts can, and must, provide critical oversight and
independent review of executive branch state secrets claims.

I served as a Judge for the U.S. District Court for the Eastern District of Missouri from
1970 to 1973, and as a Judge of the U.S. Court of Appeals for the Eighth Circuit from
1973 to 1978. Thereafter, I served for nine years as Director of the Federal Buredu of
Investigation, and then, from 1987 to 1991, I served as Director of Central Intelligence.

Since the terrorist attacks of Septerber 11, 2001, the executive branch has repeatedly
asserted the state secrets privilege in court, in a variety of lawsuits alleging that its
national security policies violate Americans’ civil liberties. In these cases, the
government has informed federal judges that litigation would necessitate disclosure of
evidence that would risk damage to national security, and that consequently, the lawsuits
must be dismissed. Courts have indeed dismissed lawsuits on this basis.

For example, El-Masri v. United States involved a challenge by Khaled El-Masri, a
German citizen who, by all accounts, was an innocent victim of the United States’
extraordinary rendition program. The district court dismissed the case at the pleadings
stage, before any discovery had becn conducted, on the basis of the executive branch’s
assertion of the state secrets privilege. The U.S. Court of Appeals for the Fourth Circuit
affirmed the dismissal, and, last fall, the U.S. Supreme Court declined to accept review of
the case. Thus, Mr. El-Masri has been denied his day in court even though no judge ever
reviewed any evidence purportedly subject to the privilege. Nor did any judge make an
independent assessment as to whether enough evidence might be available for Mr. El-
Masri to proceed with his lawsuit based upon public accounts of the rendition and an
investigation conducted by the German government.

As a former Director of the FBI and Director of the CIA, I fully understand and support
our government’s need to protect sensitive national security information. However, as a
former federal judge, T can also confirm that judges can and should be trusted with
sensitive information and that they are fully competent to perform an independent review
of executive branch assertions of the state secrets privilege. Judges are well-qualified to
review evidence purportedly subject to the privilege and make appropriate decisions as to
whether disclosure of such information is likely to harm our national security. Indeed,
judges increasingly are called upon to handle such sensitive information under such
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statutes as the Foreign Intelligence Surveillance Act (FISA) and the Classified
Information Procedures Act (CIPA).

In addition, judges are fully competent to assess whether it is possible to craft a non-
privileged substitute version of certain evidence, such as by redacting sensitive
information. It is judges, more so than executive branch officials, who are best qualified
to balance the risks of disclosing evidence with the interests of justice. If there remains
concern about judges having the necessary expertise and background in national security
matters to make these determinations, a standing panel of judges specially designated
could perform this function as under FISA, or judges could refer matters to special
masters with appropriate security clearances for assistance.

Granting executive branch officials unchecked discretion to determine whether evidence
should be subject to the state secrets privilege provides too great a temptation for abuse.
It makes much more sense to require the executive branch to submit such evidence to the
courts for an independent assessment of whether the privilege should apply. Courts, not
executive branch officials, should be entrusted to make these determinations and thereby
preserve our constitutional system of checks and balances.
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Mr. NADLER. The quote is, “As a former director of the FBI and
director of the CIA, I fully understand and support our Govern-
ment’s need to protect sensitive national security information.
However, as a former Federal judge, I can also confirm that judges
can and should be trusted with sensitive information, that they are
fully competent to perform an independent review of executive
branch assertions of the state secrets privilege.”

My question is whether, despite these unequal credentials as
both a judge and FBI and CIA director, you would think that Judge
Webster’s assessment as to the competence of judges to perform an
independent review of executive branch assertions of the state se-
crets privilege is wrong.

Mr. PHILBIN. Well, not having seen Judge Webster’s letter, Mr.
Chairman, I am hesitant to comment on it specifically, but I believe
the courts have recognized—time and again—the Supreme Court,
the D.C. Circuit, the Fourth Circuit, other circuits—that Article III
judges are not in the same position as members of the executive
branch—the President, the Director of Central Intelligence, or now
the Director of National Intelligence—to assess the whole picture
and understand how a particular piece of information in one case
might, if revealed, have significance to foreign intelligence services
or other parties hostile to the United States. The judges do not
have that institutional confidence.

Mr. NADLER. Thank you.

Judge Wald, could you comment on our dialogue of the last few
minutes?

Judge WALD. Yes. I would not think that any legislation you
have would rule out giving some deference, perhaps not the stand-
ard that you would like, utmost deference, but some due deference,
something. Certainly, that is the way the FOIA legislation talks
about substantial weight being given to the affidavits.

Certainly, no judge that I have ever been acquainted with in my
20 years on the Federal judiciary would ever go roaring in there
and say, “Well, you know, never mind the President. Never mind
those affidavits. You know, I do not happen to think this is.” Cer-
tainly, the Government would be allowed, as it does in all of these
cases, to make its case by affidavit, sometimes even by deposition,
et cetera, and the court looks at it, carefully listens to the full pres-
entation that the Government wishes to make.

The problem has been to what degree the other side is allowed
to make a case given the secrecy of the information, and that is
something the legislation has to take account of. So I do not see
the fact that certainly the judiciary would give due deference to the
Government’s case in deciding whether or not something was a
state secret.

As for the so-called mosaic theory, which we are all familiar
with, which does have certainly a sliding scale kind of aspect to it,
any one piece, when you look at all the other pieces, might be—
this is something the courts have had to deal with already in the
FOIA, and it is something that they should certainly look at, give
thought to, but it cannot be an absolute bar that any one piece, if
you put it together with a thousand other pieces, might give some
clue to somebody.
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So I do not see legislation that you are contemplating as pre-
senting any more formidable obstacles than the other contexts in
which the Government has to make its case on certain information,
but the judge has ultimate power.

Mr. NADLER. Thank you.

My time has expired.

I now recognize for 5 minutes the distinguished Ranking Member
of the Subcommittee, Mr. Franks.

Mr. FrRaNKS. Well, thank you, Mr. Chairman.

Mr. Chairman, it is a challenge when we are trying to balance
these kinds of things today. I think everyone on the panel recog-
nizes the need to protect national security secrets, and I think ev-
eryone on the panel, including those of us here on this side of the
room, understand that there are times, like in Ms. Loether’s case,
where Government officials do things that are clearly wrong and
are not in comportment with the law. They use the law in ways
that distort its purpose, and the challenge, of course, is to make a
policy that still does the best that it can, given the fact that some-
times the nature of man is to distort things.

With that said, Condoleeza Rice, Secretary of State, has publicly
stated that “When and if mistakes are made, we work hard and as
quickly as possible to rectify them. Any policy will sometimes have
mistakes, and it is our promise to our partners that, should that
be the case, we will do everything that we can to rectify those mis-
takes.”

Now my question is—I will direct it to you, Mr. Philbin, if pos-
sible—what are the mechanisms if something happens like in Ms.
Loether’s case? What are the mechanisms out there, what other
source of remedies or relief could be granted someone that has been
cheated under this situation by someone using the state secrets
privilege to really distort the circumstances? In the legislative or
the executive branch, what things are available, because that
seems to me to be a similar question?

Mr. PHILBIN. Well, I am certain that I cannot give an exhaustive
list right now, but it occurs to me that the political branches do
have the ability on their own to provide some compensation to a
person where they believe a wrong has been done. There are exam-
ples. I believe that there were many bills in the 19th century.

The Congress would pass special bills to provide compensation to
various people for various reasons. The example that comes most
clearly to mind more recently is special legislation to provide com-
pensation to American citizens of Japanese ancestry who were in-
terned during World War II and that was a situation where there
was access to the courts, yet it was felt the courts had not provided
justice, and, subsequently, the political branches then provide some
compensation.

So I think that there is an ability without using the court sys-
tem, where a wrong has been done and the United States feels an
obligation to make that right, for the political branches to do some-
thing.

Mr. FRANKS. Well, Mr. Chairman, I think one of the challenges
we have, of course, is to try to foster an environment in our Gov-
ernment, in all branches, where there is greater emphasis put upon
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people doing the right thing. It sounds very basic, but, ultimately,
our system cannot survive apart from that fundamental ethic.

One of the other controversies that has come here—and it is a
little bit of a conflict. I certainly do not question the motivation or
the intent of any of the other questioners here on the panel. But
there is this debate here as to whether or not the Bush administra-
tion has invoked this privilege more often or in ways that are very
different.

And, Mr. Chairman, if I could, I would like to go ahead without
objection and ask that the State Secrets and Limitations National
Security Litigation Paper by Robert M. Chesney be placed in the
record

Mr. NADLER. Without objection.

[The information referred to is printed in the Appendix.]

Mr. FRANKS. I just directed my last question to Mr. Philbin here
again.

Professor Chesney published this study that contains a chart of
every published court decision involving the state secrets doctrine
in the modern era, and he has concluded that the available data
do not suggest that the privilege has been—you know, it says that
the data has continued to play an important role in the Bush ad-
ministration, but it does not support the conclusion that the Bush
administration chooses to resort to the privilege with greater fre-
quency than prior Administrations or in unprecedented substantive
contexts. And he has also said the state secrets privilege has not
been used in recent years to protect information not previously
thought to be within its scope.

And finally, the professor writes that “some commentators have
suggested that the Bush administration is breaking with past prac-
tice by using the privilege to seek dismissal of complaints rather
than just exemption from discovery. The data do not support this
claim, however.”

Do you know of any compilation or review of all the published
records decisions involving the state secrets doctrine in the modern
era that have come to a different conclusion than Professor
Chesney?

Mr. PHILBIN. I am not aware of any. I have read Mr. Professor
Chesney’s article, and I believe he points to other law review arti-
cles that assert a different conclusion, but he points out that they
had not tabulated all of the data.

Mr. FRANKS. Mr. Chairman, I see my time is gone, so I yield
back. Thank you.

Mr. NADLER. Thank you.

I will now recognize the distinguished Chairman of the full Com-
mittee for 5 minutes.

Mr. CoNYERS. Thank you very much.

I think we ought to recognize that in the course of a rather short
period of time, we have come to some general parameters of how
Congress might be able to work with it. We have a constitutional
technician like Trent Franks and Steve King balanced by some of
us on this side who, with all of you, you know, could shape

Mr. Chairman and Mr. Franks, we could shape the outlines of a
proposal. The president-elect has given us some guidance.




61

And, Patrick Philbin, your work has been enormously appre-
ciated when you were at the Department of Justice, but I know
what a stickler you are about the second article, and you revealed
it here again today. It seems to have run in the DNA of all the peo-
ple from the Department of Justice, and I accept that.

But with you and Bankston, with the judge, with the president-
elect of the ABA, and all of us here, I do not see us that far from
shaping something that would meet the demands of my constitu-
tional technocrats on the other side, and it is pretty clear here just
from what we have done in an hour and a half that there has to
be some congressional direction for the judges. That is not asking
too much. That is certainly going to be constitutional, and I think
we can meet that.

Don’t you feel, Judge Wald, that we are making slow progress?
Of course, we have different views. That is why we are all here.

Judge WALD. Yes, I do, Chairman Conyers. It seems to me that
the experience that Mr. Wells and I spoke about, the motivation
that Ms. Loether spoke about, and—the only thing that I could find
to disagree with in Mr. Philbin’s testimony basically was we could
fight—not fight about, we could have an exchange about—and I am
sure you will inside your Committee—what the level of review
would be for the judge when they looked at the evidence. I cer-
tainly do not suggest he goes in just does what he feels like doing
without taking full account of the Government’s case.

On the other hand, I would think utmost deference might dete-
riorate into an automatic kind of “Well, they have made out a good
case, and I am not going to stick my neck out and do anything
about it.” But that I think is one of those important issues, but one
that certainly would be worked out in the course of the legislation.

Other than that, I am sure that people would not object to judges
doing in the civil area what they are doing in the criminal area in
terms of finding alternatives that do not require the disclosure of
the disputed information because you can find an adequate sub-
stitute that does not violate national security.

Mr. CONYERS. So we are coming out of this hearing with an
agreement that no congressional statute under any circumstances
could permanently block the President’s exercise of executive au-
thority in matters of national security. The Government may refuse
to cooperate with the judge, but they cannot, you know, use inher-
ent contempt or something to force the matter out of him.

So, for all the people afraid of weakening our opposition to ter-
rorism, we are not putting the Government in some kind of a posi-
tion where they would have to compromise whatever they believed
in.
MrI)‘ Bankston, what do you have to add to this part of our discus-
sion?

Mr. BANKSTON. Well, I would just say that it is critical that
judges be able to reach the legal questions that are at issue in the
cases before them, of course, with a mind toward protecting legiti-
mate state secrets, and just add that in our cases we are not seek-
ing the revelation, as Mr. Philbin indicated, of any detailed means
and methods regarding who the NSA listens to or how they target
those people. We are simply trying to litigate the legality of the fact
that has been reported on the front pages of the New York Times
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and the USA Today and corroborated by record whistleblower evi-
dence that AT&T has opened its network to the NSA.

Mr. CoNYERS. Anna Diggs Taylor, the judge in the Eastern Dis-
trict of Michigan, made the same point, that everybody knows what
they are complaining about is a state secret. It has been all over
the newspapers and everyone knew about it.

So, if we got Patrick Philbin, Esquire, to join us in this direction
that we are moving in——

Are there any caveats that you will not give up on?

Mr. PHILBIN. All right. I am sorry. I beg your pardon.

Mr. CONYERS. Are there any details here that you are holding
out on us that we cannot feel that we have a tentative direction
that we are all moving in?

Mr. PHILBIN. Well, I would say yes, Mr. Chairman, because I
have focused on constitutional issues because I have not reviewed
a specific legislative proposal.

Mr. CoNYERS. Well, so did this Committee.

Mr. PHILBIN. Well, as I said to Chairman Nadler, the devil is
often in the details. There is a constitutional issue about standard
of review. Then, beyond constitutional issues, there are policy
issues. If Congress has the constitutional power to enact proce-
dures, then there are policy issues about what are wise and useful
procedures.

It seems from the summary description of the bill that has been
introduced in the Senate that it would require a judge in a case
to review every piece of evidence that is claimed to have some clas-
sification to it, and there are cases, there are instances, probably
the cases that Mr. Bankston involved in, that for a judge to review
every piece of evidence that bore in some way on that case could
mean mountains and mountains of documents. I do not know ex-
actly what these procedures are going to involve.

Mr. CONYERS. Mr.——

Mr. PHILBIN. The policy issues involved

Mr. CONYERS. Judge Wald, make us feel better. I ask for just a
little time for her to make him feel more comfortable sitting next
to you.

Judge WALD. But I will say that we have had some experience
in that, and I particularly wrote one decision while I was in the
D.C. Circuit that came up under Exemption 1, but that is a na-
tional security exemption, the language of which, if you look at it,
is, you know, very, very close to what we are talking about in
}erans of the ultimate substantive level that a judge would have to
ind.

In this case, there were either tens or hundreds of thousands,
but huge, huge numbers of documents, that the Government was
raising a privilege on dealing with the aborted hostage attempt in
1980, to rescue the Iranian hostages.

Now what Judge Oberdorfer did in that case which came up to
the appeals court, because the Government objected, was he ap-
pointed a master with security clearance, actually a person who
had performed that function in the Justice Department previously,
who would sit down with those tens or hundreds of thousands of
documents, which would have taken him off the bench for the next
year probably, segregated them into certain categories of objections
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and then summarized, did not attempt to tell the judge how he
should rule, but summarized what the pros and cons of those argu-
ments were. The judge was then able to make his decision about
whether or not they needed to be classified.

But here is the interesting thing. In that process, just because
of that process, going forth—the Government was able, obviously,
as they proceeded to talk with the other side—in the end, 64 per-
cent of those documents, those tens or hundreds of thousands of
documents, were released, and I think that, you know, this big, vo-
luminous, big case thing is a real problem, but it is one that if you
give the Federal judges tools

But I have to tell you the one footnote that is always talked
about. One of the classified pieces of information in the hundred
thousand which was ultimately released was the fact that if you
have milk in certain kinds of containers in helicopters, then it is
going to curdle. [Laughter.]

Judge WALD. So, I mean, you know, everybody knows about over-
classification. Secretary Rumsfeld talked about it. Porter Goss
talked about it.

Mr. NADLER. Would the witness please conclude?

Thank you.

We are way over time at this point.

The gentleman from Iowa is recognized for 5 minutes.

Mr. KiNG. Thank you, Mr. Chairman.

You know, I listened to the testimony here and the exchange that
we have had and listened to Chairman Conyers make the point
that no statute can force the Administration to risk our national
}slecurity, and that is a subject matter that we are all wrestling with

ere.

And I think I have to go back to a question I directed to Mr.
Bankston first, and that is: Can this Congress tell a court what
they can and cannot look at and what they can and cannot review?
Do we have the statutory authority to do that if we pass the law?

Mr. BANKSTON. Well, the Senate bill under consideration does
not require the court, as Mr. Philbin said, to examine anything.
Rather, it requires the Government to disclose to the court so that
iii is empowered to make its own evaluation as to the state secrets
claim.

And so in terms of your ability to legislate the state secrets privi-
lege, it is a common-law evidentiary privilege. There is consensus
on this panel, I think, that you can legislate in this area, even if
there is a constitutional root to the privilege, which I humbly dis-
agree with.

So, yes, you do have the power to do that.

Mr. KING. The answer is yes then. So the Congress can limit
what evidence may be heard by the court, and that would constitu-
tionally consistent——

Mr. BANKSTON. No, I would say

Mr. KING [continuing]. Even though there are common-law prece-
dents that you have referenced.

Mr. BANKSTON. Well, Congress has the ability to legislate rules
of procedure for the court, and the Senate bill under consideration
requires the Government to disclose to the court.

Mr. KiNG. I thank you, Mr. Bankston.
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And I direct to Mr. Wells: Do you agree generally with the re-
sponse from Mr. Bankston?

Mr. WELLS. I think generally yes, Congressman. Clearly, Con-
gress has the right and has enacted and acted on proposed Federal
rules of evidence. The rules of evidence by their very nature dictate
what can and cannot be seen by a trier of fact, whether it be a
judge or a jury.

In fact, the proposal that the ABA put forth on the state secrets
privilege in terms of the standard of review draws upon the draft
that was submitted to Congress as Federal Rule of Evidence 509
when Congress was considering enacting as a Federal Rule of Evi-
dence all of the privileges, all the common-law privileges.

Congress decided not to do that and instead enacted 501 which
simply acknowledged all common-law privileges.

Mr. KiNGg. Okay. Mr. Wells, can you reference the constitutional
authority that Congress has, the Constitution itself?

Mr. WELLS. Sir, I was merely talking about the rules of evidence,
not the

Mr. KING. I understand that. They are based upon some author-
ity, and I would presume that it is built upon constitutional au-
thority, and I would ask if that is something that you are familiar
with that you could address.

Mr. WELLS. Sir, I have not researched that particular issue in
terms of the broad question you asked. I would be glad to do so and
get back to you on that if I could.

Mr. KING. Well, I thank you for your response. It occurs to me
that this is the Constitutional Subcommittee, so I always like to
look at the Constitution.

Mr. BANKSTON. Mr. King, I could answer that question if you
would like.

Mr. KING. And I think you are going to tell me Article III Section
2.

Mr. BANKSTON. Yes, yes.

Mr. KING. And I appreciate your volunteering to do that. I then
again ask the question back of Mr. Wells: Do you agree that this
Congress has the authority to limit the jurisdictions of the court?

Mr. WELLS. Clearly, in terms of Federal courts, you have limited
the jurisdiction of Federal courts. You have set jurisdictional mini-
mums in terms of the jurisdiction of Federal courts. So, yes, the
Congress has the authority to a certain extent to limit the jurisdic-
tion of Federal courts.

Mr. KING. Okay. And I thank you because this brings me back
to the question that was inspired by Chairman Conyers—and I
agree with him—that no statute should be able to force the Admin-
istration to risk our national security, and the question that comes
to me is: How does Congress enforce a jurisdictional limitation
upon the court if the court refuses to acknowledge the authority of
Congress?

And I would ask that question of Justice Wald, please. How do
we enforce if the court refuses to be guided by our statute?

Judge WALD. I am thinking.

Well, that situation, certainly, would be a unique one. In my ex-
perience, I will tell you, first of all, it is not like one district court
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judge could say, “The heck with that. I am not going to abide by
what Congress has said.”

You know the hierarchy. It then goes up to an appeals court,
and, eventually, it goes, if it is important enough by certiorari or
otherwise, to the Supreme Court. The likelihood that you would get
through that entire hierarchy of the Federal judiciary with every-
one of them saying—unless they declared it unconstitutional.

Now it is, of course, always possible that a court as it went up
to the hierarchy—I am not saying I think this was unconstitu-
tional, but the abstract question of what would happen if the
court

Mr. KiNnG. Well, Justice, didn’t that happen in the Hamden case
in the D.C. Circuit? Wasn’t there judicial jurisdictional limitation
there and the Supreme Court heard it even though it was exclu-
sively directed to the D.C. Court of Appeals in Hamden? And then
what do we do when the Supreme Court refuses to follow the direc-
tion of Congress?

Judge WALD. [——

Mr. NADLER. The time has expired. The witness may answer the
question briefly.

Judge WALD. Well, first of all, my understanding—if you are
talking about the same part of Hamden—is the Supreme Court
took the Hamden case because it disagreed with the interpretation
with——

Mr. KING. Yeah.

Judge WALD. It interpreted what Congress did to say that it did
not take away the jurisdiction in the pending cases. It did not sort
of say, “Well, the heck with what you did.”

Now, if you get all the way up to the Supreme Court, I mean,
we can always go back to President Jackson’s, “You know, the court
has made its ruling. Now let them enforce it.” However, that kind
of thing has not happened, fortunately, very often in our history.

I would doubt very much it would happen here. The only way,
I would suspect, would be if the Supreme Court has two things it
can do. It can interpret what you have done in a way you may not
agree with. That happens frequently, I think—well, that would be
the most likely thing—or it can declare what you have done uncon-
stitutional as an infringement upon the Article III powers, and you
are into a big separation of powers conflict.

Given the FOIA experience and other experiences—even the De-
tainee Treatment Act where this Congress though it is not one of
my favorite pieces of legislation, more or less said to the D.C. Cir-
cuit what you can review on—that is subject to a lot of interpreta-
tions, but they did lay down what you can look at when you are
reviewing the CSRTs.

Mr. NADLER. Thank you.

The time of the gentleman has expired.

The gentlelady from Florida is recognized for 5 minutes.

Ms. WASSERMAN SCHULTZ. Thank you, Mr. Chairman.

My question is to Mr. Philbin.

Mr. Philbin, in your

Well, actually, before I ask my question, Mr. Chairman, I would
like to ask unanimous consent to admit the statement of William
H. Webster submitted to this Subcommittee dated——
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Mr. NADLER. We have already done that.

Ms. WASSERMAN SCHULTZ. Let us do it again.

Mr. NADLER. Without objection.

Ms. WASSERMAN SCHULTZ. Thank you.

I was asleep at the switch or not here yet. Thank you very much.

Mr. Philbin, you, in your statement, made reference to the state
secrets privilege as when properly invoked, and you quoted an
opinion in the Sims case saying that the director of central intel-
ligence is “familiar with the whole picture as judges are not,” and
you object to courts making an independent assessment of the sub-
mitted evidence. Is that right?

Mr. PHILBIN. I think that a standard of review has to incorporate
deference to the judgment of the executive, yes.

Ms. WASSERMAN SCHULTZ. But do you support any involvement
whatsoever in terms of an independent review by a judge?

Mr. PHILBIN. Well, let me answer the question this way because
I think we may be getting hung up on the word “independent.”
There should be independent review in the sense that the judge,
the court, is the ultimate decision-maker on whether or not the
privilege was properly invoked. That is what the Supreme Court
said in Reynolds. In my statement, I went through that, that it is
not simply a rubber stamp once the executive invokes the privilege,
that the court accedes to that. So there is some independent review
in the sense that the decision belongs to the court, but——

Ms. WASSERMAN SCHULTZ. But there is not independent review
in terms of review of the material.

Mr. PHILBIN. In terms of whether or not this piece of information
is classified, that this is a secret that will do harm if released, the
judge in considering that, if the judge determines he should exam-
ine ex parte in camera something, should show deference to the
judgment of the executive because judges, as the Supreme Court
said in Sims and as many other courts have said, the D.C. Circuit
has said, do not have the same expertise and do not have the full
picture that those in the executive branch or any intelligence com-
munity have.

Ms. WASSERMAN SCHULTZ. Well, let me further read from Judge
Webster’s letter to the Subcommittee.

He says, “As a former director of the FBI and director of the CIA,
I fully understand and support our Government’s need to protect
sensitive national security information. However, as a former Fed-
eral judge, I can also confirm that judges can and should be trusted
with sensitive information and that they are fully competent to
perform an independent review of executive branch assertions of
the state secrets privilege.”

So my question is really twofold. Why, despite his unequal cre-
dentials as a judge and former FBI and CIA director, do you think
Judge Webster’s assertion is incorrect or wrong, and why do you
think that there should be deference shown to the executive?

There is a system of checks and balances in which the judiciary
is a co-equal branch of Government, and despite the Reynolds deci-
sion, that is why we are here today, because the legislative branch
is concerned about how far this Administration has taken the state
secrets privilege and how many times it has excessively potentially
invoked it.
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So, in light of that concern and our co-equal role in the system
of checks of balances, can you answer my question?

Mr. PHILBIN. Well, again, Madam Representative, there is a lot
built in there, but let me try to go through it, and I am trying not
to take issue with Mr. Webster’s letter because I have not read it,
and I do not fully exactly what it says or if the quotation that you
have read in this context would give me a better idea of exactly
what it means.

To the extent his statement is that Federal judges have and can
be trusted with reviewing classified material, I have no dispute
with that. Federal judges review classified material in multiple
contexts, as Judge Wald has explained. The FISA court does it.
Other courts do it in the FOIA context. So simply handling and
looking at the material is not necessarily an issue.

Then there is the question of determining whether or not the ma-
terial, if released, would do harm to the United States, and as I
was trying to explain before, I think we are getting hung up maybe
on what the word “independent” builds into it. I believe that the
judges can conduct and do under current law conduct a review to
ensure that if the executive asserts that something is secret and
would do damage to the United States if released, they look at that
to determine whether that is appropriately invoked under a def-
erential standard of whether or not it was reasonable

Ms. WASSERMAN SCHULTZ. But let me give you an idea of what
he is talking about. In his letter, he refers to el-Masri v. the United
States, and in the letter, he talked about how Mr. el-Masri had
been denied his day in court, “even though no judge ever reviewed
any evidence purportedly subject to the privilege, nor did any judge
make an independent assessment as to whether or not the evidence
might be available for Mr. el-Masri to proceed with his lawsuit
based on public accounts of the rendition and an investigation con-
ducted by the German government.”

I mean, we are talking about a person who was by all accounts
an innocent victim, as Judge Webster refers to in his letter, and,
I mean, let us not split hairs. You know what an independent re-
view means. An independent review means that without the execu-
tive looking over their shoulder, without the executive deciding
what it is that the judge can see in order to make their decision,
they independently review the evidence and decide whether the
state secrets privilege has been properly invoked, as you referred
to it being necessary in the beginning of your statement.

Mr. PHILBIN. With all respect, Madam Representative, I am not
attempting to split hairs. I am attempting to be precise about what
I think is an issue that has some constitutional significance.

I believe that judges should conduct, can conduct an independent
review in the sense that they are the decision-maker and do not
simply rubber stamp what the executive says. At the same time,
the standard of review announced by the Supreme Court in Rey-
nolds and in U.S. v. Nixon has constitutional significance and con-
stitutional overtones, and Article III judges should show deference
to the judgment of the executive in terms of what is material that
will do harm to the national security of the United States if re-
leased.




68

To the extent that Mr. Webster’s letter—and I have the greatest
respect for him, and he has great expertise—suggests or that you
understand this letter is suggesting that judges are equally quali-
fied and should with complete independence from the judgment of
the executive decide what is a secret or not or what would do harm
to the United States, I respectfully disagree with that and be-
lieve——

Ms. WASSERMAN SCHULTZ. So

Mr. PHILBIN [continuing]. It is against a long line of precedent.

Mr. NADLER. The gentlelady’s time has expired.

The gentleman from

Ms. WASSERMAN SCHULTZ. The question, Mr. Chairman, is: How
do we know? I mean, that is really the question, and I do not think
the gentleman has answered that question.

Mr. PHILBIN. I am sorry. I am not sure. How do we know?

Ms. WASSERMAN SCHULTZ. How do we know that the Govern-
ment’s privilege has been properly invoked, if the judge does not
have an independent opportunity to review the evidence? I mean,
we just do not know.

Mr. PHILBIN. No, the judge can and should have an independent
opportunity to review the evidence. I am merely trying to be pre-
cise about the standard under which the

Mr. NADLER. Thank you.

The gentleman from Tennessee is recognized for 5 minutes.

Mr. COHEN. Thank you, Mr. Chairman.

I came in a little late, and I apologize.

Mr. Philbin, you are taking the most pro executive Administra-
tion position—is that accurate—among the panelists here?

Mr. PHILBIN. Yes. Among the panelists here, I am taking the
most pro Administration position.

Mr. COHEN. And do you feel Article III Section 2 gives them
some type of unique—or not Article III, but Article II—gives the
Administration some unique ability to have information and not to
have it be checked, or do you just think there should be limited
checks?

Mr. PHILBIN. Well, I believe that Article II, in assigning the
President authority as commander in chief and as representing the
Nation in foreign affairs, does give the executive special and
uniquely assigned constitutional responsibilities with respect to
diplomatic, military, and national security information and that the
other branches have to show respect for that unique constitutional
role.

Mr. COHEN. And does respect preclude review?

Mr. PHILBIN. I do not think it absolutely precludes any review,
and that is not the way the Supreme Court has treated it. But it
does affect the standard and the scope of review.

Mr. COHEN. And, Judge Wald, you have had some cases like this.
Do you have a problem with the scope of review as has been pro-
posed in the bill in the Senate or maybe if you have seen the one
that Mr. Conyers intends to introduce in the House?

Judge WALD. I have seen them, but I am going to have to go
back and look. Or maybe you can remind me what the——

Mr. CoHEN. Does anybody have an opinion on those bills?
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Judge WALD. I know when I looked at them, I had no problem
with them——

Mr. COHEN. Objection?

Judge WALD [continuing]. And I think I can find it.

Mr. COHEN. I cannot. My eyes are not good enough, but——

Mr. Wells?

Mr. WELLS. Yes, Congressman. The Senate bill is consistent with
the ABA policy in large respect, and I believe the ABA would sup-
port the Senate bill that is currently drafted.

Mr. CoHEN. Thank you.

I know we want to close. I just think that we need to provide as
many checks and balances as possible. That is the foundation of
our Government.

I understand national security, but when an Administration will
lie to send people into war, lie about weapons of mass destruction,
lie about countries having uranium that they are going to give to
a Nation to threaten our security, lie about relations with al-Qaida
and 9/11, when they will lie about that, they will lie about any-
thing.

I felt so bad last night listening to President Bush and having
to think that when he talked about Iran, I could not accept any-
thing he said because I knew he lied to a previous Congress. So he
has lost the ability for the American people to listen to anything
he says, and it is like the sky is falling.

And, unfortunately, he has done great damage to the Administra-
tion and to the presidency and to the judgment of the executive to
assert privilege because when you will go to war under false pre-
tenses and lies——

Mr. FRANKS. Mr. Chairman, I want to make a point of order that
the gentleman’s words are unparliamentary because they are per-
sonally offensive toward the President of the United States.

Mr. COHEN. If they are, you know, if we need to withdraw them,
I will withdraw them, but I think that there was a report recently
that suggested—maybe I could quote that—that 400 times they
have been cited, the Administration, for giving mistruths, untruths,
prevarications, and other type of statements to the American peo-
ple.

Mr. NADLER. Okay. Does the gentleman withdraw the words?

Mr. COHEN. Withdraw them all.

Mr. NADLER. Thank you. let us——

Mr. COHEN. Adios.

Judge WALD. Mr. Chairman, I just want to answer yes or no be-
cause I did not finish it.

Mr. NADLER. Yes, please.

Judge WALD. I managed now to look at the underlying bill. I do
not have a problem. I think the word “deference” is something that
applies—there are 50,000 degrees of deference that you can give,
and whenever any expert comes in, I mean, who has some kind of
qualified experience, you say, “You are the expert in architecture,
so we are going to look at your opinion with deference.” So, in that
respect, I have no problem with the bill.

Mr. NADLER. Thank you very much.

The gentleman’s time has expired.
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Without objection, all Members will have 5 legislative days to
submit to the Chair additional written questions for the witnesses
which we will forward and ask the witnesses to respond to as
promgtly as you can so that their answers may be made part of the
record.

Without objection, all Members will have 5 legislative days to
submit any additional materials for inclusion in the record.

Without objection, we unanimously thank all the witnesses.

And with that, this hearing is adjourned.

[Whereupon, at 11:45 a.m., the Subcommittee was adjourned.]
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We are pleased to swbmit this statement fior the record on behalf of the
American Civil Liberties Union, its 53 affiliates and more than 500.0(8 members
nationwide, v explain the ACLLUs concern about an issue of eritical importance
10 us, to this Subcommittee of the Committee on the Judiciary, and to all
Americans concerned about the unchecked abuse of executive power: reform of
the state secrets privilege

Ower the years we have seen the state secrets privilege mutate from a
commion-law evidentiary rule that permits the government “to block discovery in
n lawsuit of any information that, if disclosed, would adversely affiect national
security,”! into an altemative form of immunity that is increasingly being used to
shield the government and its agents from accountability for systemic vielations
of the Constitution.  Since September 11, 2001, the Bush administration has
fundamemally altered the manner in which the state secrets privileged is used, o
the detrimemt of the rights of private litigants harmed by egregious government
misconduct, and at the sacrifice of the American people’s trust and confidence in
our judicial system

ACLL litigavors challenging the Bush adminisiration’s illegal policies of
warrantless surveillance, extraordinary rendition, and torture lave increasingly
faced government assertions of the state secrets privilege at the initial phase of
litigation, even before any evidence is produced or requested.  Too often in these
cases, couns accept government claims of nsk 1o national security as absolute,
without independently scrutinizing the evidence or seeking aliernative methods 1o
wive our plamnbfTs an opportunity to discover non-privileged information with
whach to prove their cases

The untimely dismissal of these imporant lawsuits has undermined cur
constitutional system of checks and balances and weakened our national interest
in having a government that 13 accountable 1o the people, The misuse of the
privilege by the executive branch, coupled with the failure of the courts to
exercise independent scrutiny over privilege claims, has allowed serious, ongoing
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abuses of executive power to go unchecked. Congress has the power and the duty
to restore these checks and balances and we urge you to pass legislation to clarify
judicial authority over civil litigation involving alleged state secrets.

HISTORY OF THE PRIVILEGE

It has been more than half a century since the Supreme Court formally
recognized the common-law state secrets privilege in {nited States v. Reynolds, a
case that both establishes the legal framework for accepting a state secrets claim
and serves as cautionary tale for those judges inclined to accept the government’s
assertions as valid on their face.? In Reynolds, the family members of three
civilians who died in the crash of a military plane in Georgia sued for damages.

In response to a discovery request for the accident report, the government asserted
the state secrets privilege, arguing that the report contained information about
secret military equipment that was being tested aboard the aircraft during the fatal
flight.

Although the Supreme Court had not previously articulated rules
governing the invocation of the privilege, it emphasized the privilege was “well
established in the law of evidence,” and cited treatises, including John Henry
Wigmore’s I'vidence in Trials at Common Law, as authority. Wigmore
acknowledged that there “must be a privilege for secrets of stute, i.e. matters
whose disclosure would endanger the Nation’s governmental requirements or its
relations of friendship and profit with other nations.”™ Yet he cautioned that the
privilege “has been so often improperly invoked and so loosely misapplied that a
strict definition of its legitimate limits must be made.” Such limits included, at a
minimum, requiring the trial judge to scrutinize closely the evidence over which
the government claimed the privilege:

Shall every subordinate in the department have access to the secret,
and not the presiding officer of justice? Cannot the
constitutionally coordinate body of government share the
confidence? The truth cannot be escaped that a Court which
abdicates its inherent function of determining the facts upon which
the admissibility of evidence depends will furnish to bureaucratic
officials too ample opportunities for abusing the privilege.®

Noting that the government’s privilege to resist discovery of “military and
state secrets” was “not to be lightly invoked,” the Reynolds Court required “a
formal claim of privilege, lodged by the head of the department which had control
over the matter, after actual personal consideration by that officer.””” Further, the
Court suggested a balancing of interests, in which the greater the necessity for the
allegedly privileged information in presenting the case, the more “a court should
probe in satisfying itself that the occasion for invoking the privilege is
appropriate.”™® Like Wigmore, the Reynolds Court cautioned against ceding too
much authority in the face of a claim of privilege: “judicial control over the
evidence in a case cannot be abdicated to the caprice of executive officers.”

Yet despite these cautions the Reynolds Court produced an ambiguous
standard for making a judicial determination of whether the disclosure of the
evidence in question poses a reasonable danger to national security,'® and it
sustained the government’s claim of privilege over the accident report without

2
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ever looking at it. While the Court allowed the suit to proceed using alternative
non-classified information (testimony from the crash survivors) as a substitute for
the accident report, the declassification of the report many decades later proved
the folly in the Court’s unverified trust in the government’s claim. The accident
report contained no national security or military secrets, but rather compelling
evidence of the government’s negligence !

The Supreme Court has not directly addressed the scope or application of
the privilege since Reynolds. In the intervening years, the privilege has become
unmoored from its evidentiary origins. No longer is the privilege invoked solely
with respect to discrete and allegedly secret evidence; rather, the government now
routinely invokes the privilege at the pleading stage, before any evidentiary
disputes have arisen. Indeed, Reynolds’ instruction that courts are to weigh a
plaintiff’s showing of need for particular evidence in determining how deeply to
probe the government’s claim of privilege is rendered wholly meaningless when
the privilege is invoked before any request for evidence has been made.
Moreover, the government has invoked the privilege with greater frequency;u in
cases of greater national significance;'® and in a manner that seeks effectively to
transform it from an evidentiary privilege into an immunity doctrine, thereby
“neutraliz[ing] constitutional constraints on executive powers.”"*

In particular, since September 11, 2001, the government has invoked the
privilege frequently in cases that present serious and plausible allegations of grave
executive misconduct. It has sought to foreclose judicial review of the National
Security Agency’s warrantless surveillance of United States citizens in
contravention of the Foreign Intelligence Surveillance Act, to foreclose review of
the NSA’s warrantless data mining of calls and e-mails, and to foreclose review of
various telecommunication companies’ participation in the NSA’s surveillance
activities.”® It has invoked the privilege to terminate a whistleblower suit brought
by a former FBI translator who was fired after reporting serious security breaches
and possible espionage within the Bureau.'® And, of course, it has invoked the
privilege to seek dismissal of suits challenging the government’s seizure, transfer,
and torture of innocent foreign citizens.

The proliferation of cases in which the government has invoked the state
secrets privilege, and the lack of guidance from the Court since its 1953 decision
in Reynolds, have produced conflict and confusion among the lower courts
regarding the proper scope and application of the privilege.

In 7enet v. Doe, the Supreme Court clarified the distinction between the
evidentiary state secrets privilege, which may be invoked to prevent disclosure of
specific evidence during discovery, and the so-called Zo#en rule, which requires
outright dismissal at the pleading stage of cases involving unacknowledged
espionage agreements.'® As the Court explained, Totfen is a “unique and
categorical . . . bar — a rule designed not merely to defeat the asserted claims, but
to preclude judicial inquiry.”'g By contrast, the Court noted, the state secrets
privilege deals with evidence, not justiciability.*® Nevertheless, some courts have
permitted the government to invoke the evidentiary state secrets privilege to
terminate litigation even before there is any evidence at issue.

There is substantial confusion in the lower courts regarding both when the
privilege properly may be invoked, and what precisely the privilege may be

3
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invoked to protect. The Reynolds Court considered whether the privilege had
been properly invoked during discovery, at a stage of the litigation when actual
evidence was atissue.?' Consistent with Reynolds, some lower courts have
properly rejected pre-discovery, categorical assertions of the privilege, holding
that the privilege must be asserted on an item-by-item basis with respect to
particular disputed evidence.* Other courts, however, have permitted the
government to invoke the privilege at the pleading stage, with respect to entire
categories of information — or even the entire subject matter of the action — before
evidentiary disputes arose.”

There is also a wide divergence among the lower courts regarding how
deeply a court must probe the government’s claim of privilege, and what, exactly,
the court must examine in assessing a privilege claim and its consequences.
Notwithstanding Reynolds’ clear instruction that the judge has a critical and
authoritative role to play in the privilege determination, many courts have held
that the government’s state secrets claim must be afforded the most extreme form
of deference ** Other courts properly have scrutinized the government’s privilege
claim with more rigor — adopting a common-sense approach to assessing the
reasonablez_risk of harm to national security should purported state secrets be
disclosed.”

This confusion as to the proper judicial role plays out with particularly
dire consequences when a successful claim of privilege results in dismissal of the
entire lawsuit. Some courts correctly have held that where dismissal might result
from a successful invocation of the privilege, the court must examine the actual
evidence as to which the government has invoked the privilege before making any
determination about the applicability of the privilege or dismissal.?® Other courts
have refused or declined to examine the allegedly privileged evidence, relying
solely on secret affidavits submitted by the government.

Legislative action to narrow the scope of the state secrets privilege and
standardize the judicial process for evaluating privilege claims is needed to clear
up the confusion in the courts and to bring uniformity to a too often flawed
process that is increasingly denying justice to private litigants in cases of
significant national interest.

THE ACLU CASES

The ACLU has brought several cases designed to challenge controversial
government intelligence programs that have come to light through press leaks,
through inadvertent disclosure, and through intentional admissions of high
government officials. These cases serve more than just the narrow personal
interests of the litigants; they serve the national interest in that they often seek
declaratory relief and/or a judicial determination that the challenged government
conduct is illegal and unconstitutional, and therefore must end. The misuse of the
privilege to dismiss these cases at the pleading stage does damage to the body
politic as a whole, and not just to the rights of the litigants.

EXTRAORDINARY RENDITION, TORTURE

Khaled El-Masri, a German citizen of Lebanese descent, was forcibly
abducted while on holiday in Macedonia in late 2003. After being detained
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incommunicado by Macedonian authorities for 23 days, he was handed over to
United States agents, then beaten, drugged, and transported to a secret CIA-run
prison in Afghanistan. While in Afghanistan he was subjected to inhumane
conditions and coercive interrogation and was detained without charge or public
disclosure for several months. Five months after his abduction, Mr. El-Masri was
deposited at night, without explanation, on a hill in Albania. El-Masri suffered
this abuse and imprisonment at the hands of U.S. government agents due to a
simple case of mistaken identity.

Mr. El-Masri’s ordeal received prominent coverage throughout the world
and was reported on the front pages of the United States’ leading newspapers and
on its leading news programs. In addition to widely disseminating Mr. El-Masri’s
allegations of kidnapping, detention, and abuse, these news reports revealed a vast
amount of information about the CIA’s behind-the-scenes machinations during
Mr. El-Masri’s ordeal, and even about the actual aircraft employed to transport
Mr. El-Masri to detention in Afghanistan. German and European authorities
began official investigations of EI-Masri’s allegations. Moreover, on numerous
occasions and in varied settings, U.S. government officials have publicly
confirmed the existence of the rendition program and described its parameters.

The government has acknowledged that the CTA is the lead agency in
conducting renditions for the United States in public testimony before the 9/11
Commission of Inquiry. Christopher Kojm, who from 1998 until February, 2003
served as Deputy Assistant Secretary for Intelligence Policy and Coordination in
the State Department’s Bureau of Intelligence and Research, described the CTA’s
role in coordinating with foreign government intelligence agencies to effect
renditions, stating that the agency “plays an active role, sometimes calling upon
the support of other agencies for logistical or transportation assistance™ but
remaining the “main player” in the process*® Similarly, former CTA Director
George Tenet, in his own written testimony to the 9/11 Joint Inquiry Committee,
described the CIA’s role in some seventy pre-9/11 renditions and elaborated on a
number of specific examples of CIA involvement in renditions.” Even President
Bush has publicly confirmed the widely known fact that the CTA has operated
detention and interrogation facilities in other nations, as well as the identities of
fourteen specific individuals who have been held in CIA custody *

On December 6, 2005, Mr. El-Masri filed suit against former Director of
Central Intelligence George Tenet, three private aviation companies, and several
unnamed defendants, seeking compensatory and punitive damages for his
unlawful abduction, arbitrary detention, and torture by agents of the United
States.*? Mr. El-Masri alleged violations of the Fifth Amendment to the U.S.
Constitution as well as customary international law prohibiting prolonged
arbitrary detention; cruel, inhuman, or degrading treatment; and torture, which are
enforceable in U.S. courts pursuant to the Alien Tort Statute.*® Although not
named as a defendant, the United States government intervened before the named
defendants had answered the complaint, and before discovery had commenced,
for the purpose of seeking dismissal of the suit pursuant to the evidentiary state
secrets privilege. 1n a public affidavit submitted with the motion, then-CIA
director Porter Goss maintained that “[w]hen there are allegations that the CTA is
involved in clandestine activities, the United States can neither confirm nor deny
those allegations,” and accordingly Mr. El-Masri’s suit must be dismissed ™
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The district court held oral argument on the United States’ motion on May
12, 2006, and despite the wealth of evidence already in the public record, the
United States” motion to dismiss was granted that same day ' Mr. El-Masri
thereafter appealed to the Court of the Appeals for the Fourth Circuit. On March
2, 2007, the court of appeals upheld the dismissal of Mr. EI-Masri’s suit, holding
that state secrets were “central” both to Mr. EI-Masni’s claims and to the
defendants’ likely defenses, and thus that the case could not be litigated without
disclosure of state secrets.”

The district court held that “El-Masri’s private interests must give way to
the national interest in preserving state secrets.” But no meaningful national
interest was served by this decision. There is no national security interest served
in having U.S. government agents kidnap, render, torture, abuse, and illegally
detain the wrong person. To the contrary, the allegations questioned our
government’s commitment to core values of American criminal law and
international humanitarian law. In an amicus brief filed in support of El-Masri’s
appeal to the Forth Circuit, ten former U.S. diplomats warned that denial of a
forum for ElI-Masri would undermine U.S. standing in the world community and
the ability to obtain foreign government cooperation essential to combating
terrorism, and thereby undermine our national security *® Perhaps it should have
been no surprise that on January 31, 2007 a German court issued arrest warrants
for 13 unnamed CIA agents believed to have participated in the El-Masri
abduction and rendition.”” In cases that touch fundamental values and
constitutional principles, courts must be empowered to look to the long-term
national interests in devising a solution that protects both our national interests
and the interests of justice for all.

The ACLU recently filed another federal lawsuit on behalf of five victims
of the U.S. government's unlawful extraordinary rendition program. The lawsuit
charges that Jeppesen Dataplan, Inc., a subsidiary of the Boeing Company,
knowingly provided direct flight services to the CIA that enabled the clandestine
transportation of Binyam Mohamed, Abou Elkassim Britel, Ahmed Agiza,
Mohamed Farag Ahmad Bashmilah, and Bisher al-Rawi to secret overseas
locations where they were subjected to torture and other forms of cruel, inhuman
and degrading treatment.*® On October 19, 2007 the government moved to
intervene and filed a motion to dismiss based on CIA Director Michael Hayden’s
formal invocation of the state secrets privilege as grounds for dismissal. The
matter is currently pending in the district court.

NATIONAL SECURITY AGENCY WARRANTLESS
SURVEILLANCE

In December of 2005 the New York Times revealed that shortly after the
9/11 attacks the NSA began conducting warrantless domestic eavesdropping in
violation of the Foreign Intelligence Surveillance Act (FISA)** The Bush
administration acknowledged approving this surveillance as part of a program it
called the Terrorist Surveillance Program (TSP). Subsequent articles in the 7imes
and USAToday alleged that major telecommunications companies “working under
contract to the NSA” were also providing the domestic call data of millions of
Americans to the government for “social network analysis.”*
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The ACLU sued the NSA on behalf of a group of journalists, academics,
attorneys and nonprofit organizations, alleging that their routine communication
with individuals in the Middle East made them likely victims of the NSA’s
warrantless wiretapping program.”’ The plaintiffs alleged the NSA program
violated the Fourth Amendment, FISA, and other federal laws. They also alleged
that they suffered real injury as a result of the NSA’s warrantless surveillance
program because the program forced them to make other, more costly
arrangements to communicate with clients, sources, and colleagues in order to
maintain confidentiality. The government filed a motion to dismiss prior to
discovery, arguing the matter could not be explored in litigation because evidence
supporting the NSA program qualifies for the state secrets privilege. U.S. District
Judge Anna Diggs Taylor correctly found that the ACLU’s challenge to the
program could be made based solely on the government’s public
acknowledgement of the warrantless wiretapping program and ruled the NSA
program unconstitutional.

In July 2007, the Sixth Circuit Court of Appeals dismissed the case, ruling
the plaintiffs in the case had no standing to sue because they did not, and because
of the state secrets doctrine could not state with certainty that they had been
wiretapped by the NSA.*> Once again the interests of justice were not properly
served by dismissal of this case because Americans were denied the chance to
contest the warrantless surveillance of their telephone calls and e-mails when the
appeals court refused to rule on the legality of the program. Indeed, if this
decision stands no person could ever challenge a secret domestic surveillance
program because evidence necessary to demonstrate standing falls under the
protection of the privilege. This unfettered executive authority is untenable to our
constitutional system of competing powers among the separate branches of
government. In October 2007, the ACLU asked the Supreme Court of the United
States to review the Sixth Circuit decision and we are awaiting a decision
regarding whether they will accept the case.

NATIONAL SECURITY WHISTLEBLOWER

Sibel Edmonds, a 32-year-old Turkish-American, was hired as a translator
by the FBI shortly after the terrorist attacks of September 11, 2001 because of her
knowledge of Middle Eastern languages. She was fired less than a year later in
March 2002 in retaliation for reporting shoddy work and security breaches that
could have had serious implications on our national security to her supervisors.
Edmonds sued to contest her firing in July 2002. Rather than deny the truth of
Edmonds® assertions, the government invoked the state secrets privilege in
arguing that her case raised such sensitive issues that the court was required to
dismiss it without even considering whether the claims had merit. On July 6,
2004, Judge Reggie Walton in the U.S. District Court for the District of Columbia
dismissed Edmonds’ case, citing the government's state secrets privilege. The
ACLU represented Edmonds in her appeal of that ruling. ™

A few days before the appeals court heard Edmonds’ case, the Inspector
General published an unclassified summary of its investigation of her claims.**
The summary vindicated Edmonds. It stated that “many of [Edmonds’]
allegations were supported, that the FBI did not take them seriously enough, and
that her allegations were, in fact, the most significant factor in the FBI’s decision
to terminate her services.”* The Inspector General urged the FBI to conduct a
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thorough investigation of Edmonds’ allegations. It stated that “the FBI did not,
and still has not, conducted such an investigation.” It is truly difficult to see
how ignoring and suppressing a whistleblower’s complaint about security
breaches within the FBI protects the national security.

In the appeals court, the government continued to argue that the state
secrets privilege deprived the judiciary of the right to hear Edmonds’ claims. In
fact, the appeals court closed the arguments for the case to the press and general
public.”” Even Edmonds and her attorneys were forbidden from hearing the
government present part of its argument. In a one-line opinion containing no
explanation for its decision, the appeals court agreed with the government and
dismissed Edmonds’ case. Edmonds asked the Supreme Court to review her case,
but it declined.**

CONCLUSION

In each of these instances, the government has sought dismissal at the
pleading stage, and the privilege as asserted by the government and as construed
by the courts has often permitted dismissal of these suits on the basis of a
government affidavit alone — without any judicial examination of the purportedly
privileged evidence and sometimes only after ex parte hearings. Accordingly, a
broad range of executive misconduct has been shielded from judicial review after
the perpetrators themselves have invoked the privilege to avoid adjudication.
Employed as it has been in these cases, the privilege permits the executive to
declare a case nonjusticiable — without producing specific privileged evidence,
without having to justify its claims by reference to those specific facts that will be
necessary and relevant to adjudicate the case, and without having to submit its
claims to even modified adversarial testing. These qualitative and quantitative
shifts in the government’s use — and the courts’ acceptance — of the state secrets
privilege warrant legislative action to correct this imbalance of power and rein in
unconstitutional executive practices that are injurious to the health of a
democratic society.

RECOMMENDATIONS

The ACLU recommends that Congress exercise its constitutional authority
and pass legislation that narrows the state secrets privilege to its common-law
roots as a privilege over evidence rather than justiciability. We recommend that
Congress require courts to exercise independent judicial review over all
government state secrets claims, At a bare minimum the legislation must require
the government to present all evidence over which it is claiming a privilege to the
court, i camera, for an independent assessment of whether disclosure of the
evidence would reasonably pose a significant risk to national security.

Courts have long experience responsibly handling national security
information in criminal cases involving terrorism and espionage, and there is no
reason to suggest courts will not be just as reasonable in fulfilling their
obligations in civil cases. Congress should look to the Classified Information
Procedures Act as a successful model that has both protected the national security
and the rights of individuals in adversarial proceedings against the government for
more than twenty years.” CIPA not only establishes procedures, now tested, for
handling classified information in an adversarial process, it also correctly shifts

8
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the burden that results from the government’s withholding of evidence to the
government where it belongs. The balancing test under CIPA holds that our
collective national interest in protecting the rights of an individual the government
seeks to deprive of his liberty outweighs the government’s interest in pursuing its
criminal justice mission or protecting its secrets. This is the appropriate balance
because the government is in the best position to weigh the competing risks and
come to a determination whether protecting its secret is more or less important
than prosecuting the individual, and placing the burden on the government is the
only way to compel it to make that choice. While not every tort case will
implicate issues of collective national interest, Congress should direct the courts
to consider broader interests of justice in those cases that involve torture in
addition to torts.

Where particular judges feel they are not competent to make decisions on
issues concerning national security claims, they should be authorized to appoint
special masters to assist them in their analyses. Congress should recognize,
however, that centuries of American jurisprudence have demonstrated the strength
of the adversarial process in reaching decisions on matters of law and fact, and to
the extent possible the adversarial process should be maintained. Congress should
consider whether appointing a cleared Guardian ad Litem, who would represent
the interests of the adverse party, or better yet, providing appropriate security
clearances to counsel to participate in the review of the privileged material, would
serve as a more effective means of ensuring that litigant’s rights are best protected
and the most just result is achieved.

Where the courts do find that disclosure of privileged evidence would
reasonably pose a significant risk to national security, they should be directed to
follow CIPA procedures in redacting, summarizing, substituting, and/or
stipulating to the facts dispute. These procedures will ensure the litigation can
proceed to a just result unless the court determines the government is unable to
present specific privileged evidence that establishes a valid defense.
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The Honorable Jerrold Nadler

Committee on the Judiciary

Chairman, Subcommittcc on the Constitution
U.S. Housc of Representatives

Washington, D.C.

February 8, 2008
Dear Chairman Nadler:

Thank you for allowing us to comment for the record concerning usc of the state scercts privilege by the
President and executive departments of the United States government.

There is much about the statc scerets privilege and its usc over the last 50 years that warrants extended
discussion, but we will constrain our comments here to two issues raised by Professor Robert Chesney in
his remarks to the media and in scholarship that has incorrectly colored views conceming executive
branch use of the state secrets privilege.

First, Professor Chesney claims that increased use of the privilege over time is of little significance in its
impact on our institutions and oversight processes. Recently a Washington Post article quoted and
paraphrascd Chesney's vicws in the following way:

... | The researcher who totaled the use of the privilege in published legal opinions said
the increase is insignificant. Robert Chesney, an associate professor at Wake Forest
University School of Law, showed that the Bush administration had invoked the state
secrets privilege 20 times since 2001, while the same privilege was invoked 26 times
from 1991 to 2000 and 23 times from 1981 to 1990.

Chesney . . . said . . . that whilc the numbers show an upward trend, administration critics
do not take into account the fact that the nation has been at war since 2001, As a result,
the government is undertaking a larger number of secret operations. “There's this strong
desire to show that this is something the Bush administration has seized upon to put
things under the rug,” Chesney said. “They have seized on it, but thev also have been
confronted with dozens and dozens of lawsuits sccking to explore classificd programs.™

It is unclear how Chesney is counting invocations of the privilege, but since 2002 courts have
issucd 34 opinions where the privilcge has been pressed by the Bush administration. This far
outstrips the number of opinions issued for any similar period of time.* Yet Chesney claims that
increased usc of the privilege is “insignificant.” Appendix A shows that usc of the privilege has
increased dramatically over the last three decades. Discounting the pre-1975 cases Chesney
erroneously includes in his table of cases discussed below, the privilege was invoked on only five
occasions between 1953 and 1975 (including the invocation in United States v. Reynolds, the

! hutp://Awww.washinglonpost.com/wp- dyn/content/story/2008/01/29/ST20080 12900463 himl?
sid=ST2008012900463

* See Appendix A. In analyzing five-year rolling mimbers, 2003-2007, with 34 reported opinions, is by far
the most active period for opinions concerning state secrets claims. The next most active five-year periods not
involving the administration of George W. Bush are 1979-1983 and 1980-1984, each with 22 reported opinions
concerning United States asscrtion of the privilege.
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casc that cstablished the privilege in U.S. jurisprudence). While Chesney claims increased usc of
the privilege may be substantially explained by the fact that we are “at war,” it should be noted
that between 1953 and 1975 we were also at war; for a full decade or more of that time frame.

The fact is that prior to 1975 use of the privilege was an extraordinary event. Since that time use
of the privilege has become routinized and primary decisions about whether or not it should be
deployed have migrated from department heads to the Attorney General's office. In the words of
onc government attorney: “For those of us defending the government from the range of legal
assaults, openness is like ATDS — one brief exposure can lead to the collapse of the entire immune
system . . . but we can always play the trump card - state scerets — and closc down the game.”
And a high ranking CIA official noted that in an asscrtion of the privilcge taken up in the
administration of President Bill Clinton, “We were forced to accept Justice’s assurances that the
sky would fall if [then-CIA Director John] Deutch didn’t act at that very moment . . . We had no
alternative but to accept Justice’s litigation strategy, which was frankly, brinkmanship.™ Even
when agencics have no objection to relcase of information or to revicw of information toward
possible release, Justice officials step in to block what they believe to be actions that may
undercut executive power. This is not a goal of the state secrets privilege as intended in the
Reynolds casc. The privilege exists not to scrve onc branch, and is not intended to protect
executive branch policy and shield agencies from oversight. 1t has been converted by the
Department of Justice from a functional, practical litigation rule into part of a comprehensive
strategy to reduce public exposure of executive branch activities.

The Department of Justice appears to employ the privilege in support of executive branch policy,
rather than out of a main concern to protect against the disclosure of information that would harm
the national sccurity if madce public. A telling feature that the privilege is now a captive of
executive branch policy and 1s detached from the pragmatic moorings announced in Reyrolds is
the Department of Justice’s movement toward a super privilege, one that would require dismissal
upon the plcadings whenever the government asscrts that “national sccurity” would be imperiled
by allowing a case to go to discovery.®

Under these circumstances it is incorrect to say that increased use of the privilege does not
represent a significant alteration of the privilege’s affect on democratic government compared to
use in previous times. The privilege is obviously an inconvenient necessity in a democratic
government, but exploitation of the privilege over the last several decades, apparently to the
unwarranted aggrandizement of exccutive power, represents a scrious threat to congressional
oversight and the ends of justice.

Sccond, Professor Chesncy submitted an article, “State Secrets and the Limits of National Sceurity
Litigation,” for the record before this committee that is substantially biased in favor of deference to
executive power. The Addendum to his article includes a problematic table of cases purporting to be
“Published Opinions Adjudicating Assertions of the State Secrets Privilege after Reynolds, 1954-2006.”

j Scott Armstrong, “Do You Wanna Know a Secret,” Washington Post, 16 February 1997,
Ibid.

Sce In re NSA Tel. Rec., 444 F. Supp. 2d 1332 (J.LP.M.L. 2006) [or a list of dozcns of actions against (hic
United States alleging unconstitutional and illegal electronic surveillance of U.S. citizens. This case considered and
approved consolidation of these cases in the Northern District of California. In many of these cases, the United
States asserted that Totten v. United States (92 U.S. 105 (1875)) barred suit (espionage contracts may not be sued
upon for breach. since the very nature of the suit concems secret matters). The government seems to want the
Totten doctrine to do a good deal more than preclude suits for breach of contract, arguing that whenever a matler is
claimed to be clothed in national security the case should be dismissed on the pleadings.

2



84

Four of the ten cases included in the table before 1975 arc not statc scercts cascs at all.® In nonc of thosc
four cases did the government assert the privilege or apparently even bring up the privilege, and it can
hardly be said that the courts involved “adjudicated™ any matter concering the privilege. This apparent
substantial selection bias would by itself seriously compromise the value of the table, but this bias is also
doublc-cdged: Chesney fails to includc cascs after 1975 that are similar to those he includes prior to
19757 This bias has the effect of making it appear as if pre-1975 use of the privilege is more extensive
and has grcater continuity than actually cxisted. The inclusion of the four non-state sccrets cascs helps to
obscure a distinct shift in usc of the privilege during the administration of Jimmy Carter. In the late
1970s, use of the privilege began to expand rapidly.

Additionally, a fifth casc Chesncy includcs, the 1956 casc Republic of China v. National Fire Union,
helps to skew the pre-1975 results that Chesney seems intent on filling out to greater numbers. While the
privilege was asserted in National Iire Union, it was an assertion made by China, and assertions by
foreign entities are not treated with the same deference and respect as assertions by the U.S. Government.
Cascs of forcign asscrtion arc rarcly cited to as part of the state scerets jurisprudence and it is clcar that
different standards apply to such assertions.

In the end, half of the cascs in Chesney’s table prior to 1975 should not have been included. Their
inclusion creates an erroneous impression that the privilege had a more frequent use and a much broader
and deeper jurisprudence during its first 22 years than what is the case.

As a result of selection bias concerning front end, pre-19735 cases, Chesney must make sure that his wide
open acceptance of cases of that era does not translate into huge numbers of post-1975 non-state secrets
cascs entering the table on the back end. Chesncy’s refusal to include similar post-1975 cascs to thosc he
included pre-1975 is made necessary because if he had used the same criteria for inclusion his table could
be diluted with dozens of cases that cited to and discussed Reyrolds but had no connection with state
scerets. The dividing point represented by the year 1975 is important. since. as noted above, increasced
usc of the privilege clearly began during the administration of President Jimmy Carter.® This inercased
use appears to be a response to establishment of the select committees on intelligence in Congress, more
aggressive oversight activity by this committee, passage of the Foreign Intelligence Surveillance Act,
which injected judicial review into the arena of national security surveillance, and a defensive reaction by
the executive branch to mistrust of the presidency after the events of the administration of Richard M.
Nixon.

Turning to the cases erroneously included by Chesney prior to 1973, three of the cases concerned
unconstitutional wiretaps, while the fourth involved the question of whether or not to compel production
of statements in deportation litigation. In none of these cases did the government raisc the state scerets
privilege, and in only onc casc, United Statcs v. Ahmad, can it be said that national sceurity was involved.
And even in that case the “national security” issue was merely that the president had ordered warmantless
surveillance of U.S. citizens: there is no evidence that any classified information was involved. 1t is true
that these cases cite to United States v. Reynolds, but Reynolds is frequently used for support of legal
positions that have nothing to do with state secrets.

¢ United States v. Ahmad, 499 F. 2d 851 (3rd Cir. 1974); Black v. Sheraton, 371 . Supp. 97 (D.D.C.
1974); Elson v. Bowen, 83 Nev. 515 (1967); Petrowicz v. Holland, 142 F. Supp. 369 (E.D. Pa. 1936).

’ For example, in the random review of cases discussed in note 4 below, two cases contained language
similar in scope and depth to remarks in the four disputed cases that Chesney inclndes. But Chesney does not
include those cases in his table (U.S. v. Winner, 641 F.2d 825, 831-32 (10th Cir. 1981); Denver Policemen's
Prolcetive Asso. v. Lichtenstcin, 660 F.2d 432, 660 F.2d 432, 437 (10th Cir. 1981)).

% See Appendix A.
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For cxamplc, over 500 federal court opinions have rclied on Reyrolds in some way, vet only 115 of these
opinions were in cases where the privilege was asserted. Likewise, 77 state court decisions cite to
Reynolds.” The great majority of these cases have nothing to do with state secrets questions. The four
cases cited above and included in Chesney’s table simply are not state secrets cases and are clearly
outside the state sccrets jurisprudence mitiated in Reynolds. Perhaps the best cvidence for this point is
found in how the four cases are referred to by other court decisions that do involve state secrets claims.
Two of the cascs, Elson v. Bowen and Petrowicz v. Holland, arc not cited at all in subscquent statc scercts
litigation. Black v. Sheraton is cited in three state sccrcts cases, but not in the context of usc of the
privilege. United States v. Ahmad is cited in five state secrets cases, but only one of those cites could be
considered within the scope of use of the privilege. Even this lone instance is rather lukewarm. In
Alliance v. Di Leonardi, 1979 U.S. Dist. LEXIS 8167, the court only noted that “Courts called upon to
cvaluate the claim of state scercts have consistently used this approach. cf. United States v. Ahmad, 499
F.2d 851 (3d Cir. 1974) .. ™"

From 1975 to present there have been 110 reported decisions in cascs where the state scercts privilege
was asserted by the government.!! In all of those cases only once were any of the four cases included in
the Chesney table cited to in support of the privilege. Contrary to Chesney’s views, federal courts have
not considered the four cascs he included in his table prior to 1975 to be informative concerning statc
secrets jurisprudence.

Sincerely,

William G. Weaver, J.D., Ph.D.

Dircctor, Center for Law and Border Studics
Deputy Director, Inst. for Policy and Econ. Dev.
425 Kelly Hall

University of Texas at El Paso

El Paso. TX 79968-0703

Office: 915.747.8867

FAX: 915.747.6105

Danielle Escontrias

Truman Scholar

Research Fellow

Center for Law and Bordcr Studics
University of Texas at El Paso

El Paso, TX 79968-0703

Office: 915.747.8867

FAX: 9157476105

? Lexds scarch, A random sclection and review of 235 non-staic scerels cascs daling back to 1961 in which
United States v. Reynolds is cited reveals the variety of uses for which it is used as precedent. For example: Seven
of the cases cited Reynolds in support of discussions conceming sanctions for failure to produce requested
documncnts; six cascs concerned questions about in camera inspection ol unclassificd documents; five cascs used the
Reynolds precedent for matters about the general form a claim of privilege must take: three cases used Reynolds as
an example of when information may be withheld.

19 “This approach” mentioned by the court was, A fortiori, where necessity [of requested documents] is
dubious, a formal claim of privilege. .. will have to prevail.”

" Scc Appendix A.
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MARK 8. ZAID, P.C.

Attorney-At-Law

1250 CONNECTICUT AVENUE, N.W.
SUITE 200
WASHINGTON, DC 20036

TELEPHONE: (202) 454-2809
FACSIMILE: (202) 330-5610

MARK S. ZAID, MANAGING PARTNER (admitted in NY, CT, DC)
E-MAIL: MARK@MARKZAID.COM

BRADLEY P. MOSS, ASSOCTATT (admitted in 11, DC)
E-MAIL: BRAD@MARKZAID.COM

February 13, 2008

Hon. Jerrold Nadler

Chairman

Subcommittee on the Constitution, Civil Rights,
and Civil Liberties

Committee on the Judiciary

U.S. House of Representatives

2138 Rayburn House Office Building

Washington, D.C. 20515

Dear Chairman Nadler:

I am respectfully submitting this written statement for the official record in furtherance of the
Oversight Hearing on Reform of the State Secrets Privilege that your Subcommittee held on
January 29, 2008. I urge your Subcommittee to push forward with legislative reform of the
Executive Branch’s use of, and the Judicial Branch’s review of, the State Secrets Privilege.

By way of background, I am one of but a small handful of attorneys across the country who
routinely handles national security matters in administrative and litigative proceedings. 1 know
all too well the implications of litigating cases involving national security disputes and classified
information. Oftentimes my clients’ very identity or relationship to the United States
Government is a highly classified secret. 1 am frequently in the trenches fighting with federal
agencies concerning access to classified information in order to pursue my clients’ claims. In
fact, | have personally litigated a number of cases involving the State Secrets Privilege." I also
teach the D.C. Bar CLE courses on the Freedom of Information Act (which includes Exemption
One national security challenges) and security clearance challenges, and I have testified several
times before Congress on such topics as the State Secrets Privilege, national security

"For cxample, T was counscl of record in Doe et al. v. CIA eral., 2007 U.S. Dist. LEXTS 201 (S.D.N.Y. Jan. 4,
2007)(currently on appeal to the Second Circuil); Sterling v. Tenet et af., Civil Aclion No. 01-8073 (S.D.N.Y. Jan.
2003), Sterling v. Tenet, Civil Action No. 03-329, slip op. at || (E.D.Va. Mar. 3, 2004), Sterling v. Tenet, 416 F.3d
338 (4th Cir. 2005), cert. denied. Sterling v. Goss, 126 §. Ct. 1052 (20006). Edmonds v. Dep 't of Justice, 323 F.
Supp. 2d 65 (D.D.C. 2004), aff"d, 161 Fed. Appx. 6 (D.C. Cir.), cert. denied, 126 S. Ct. 734 (2005). Tam also
currently litigating another State Secrets Privilege case that is under seal and cannot be revealed. Additionally,
although the privilege was ultimately not invoked, the issuc was bricled and discusscd in Stilfman v. Dep 't of
Defense et al., 209 F. Supp. 2d 185 (D.D.C. 2002), rev 'd on other grounds, 319 F.3d 546 (D.C. Cir. 2003).
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whistleblowers, security clearances and federal government polygraph programs.” Finally, I also
serve as the Executive Director of The James Madison Project (www.jamesmadisonproject.org),
which is a nonprofit organization that promotes government accountability and the reduction of
secrecy (although the views expressed herein reflect the opinion of only myself and should not
be attributed or ascribed to any organization with which I may be affiliated).

When the privilege was first articulated in its present form by the Supreme Court more than
50 years ago in United States v. Reynolds, 345 U.S. 1 (1953), it cautioned the Executive Branch
that the privilege is “not to be lightly invoked.” /d. at 7. More importantly, it warned that
“[j]udicial control over the evidence in a case cannot be abdicated to the caprice of executive
officers.” Id. at 9-10. Yet since that time the Judicial Branch has shirked its’ responsibility and
willingly permitted the Executive Branch to exploit and abuse the invocation of the privilege to
defeat lawsuits that particularly challenge government misconduct. Given that, in my experience,
1 view it highly unlikely, especially given the charged nature of the current post-9/11 climate,
that this pattern of practice will change, it is imperative that Congress step in and legislatively
address the State Secrets Privilege.®

Senator Ted Kennedy has already recently introduced legislation in this arena — State Secrets
Protection Act (S. 2533). In the coming weeks | understand you will also introduce appropriate
legislation. As an initial matter T respectfully recommend you consider the following for
incorporation into any draft legislation:

» Creation of a special Article III court or Article I administrative entity (or
modification of existing courts or entities) to hear certain designated classified
cases utilizing safeguarding procedures such as in camera hearings, special
facility locations, cleared counsel and court statf, etc.;

» Adoption of statutory language that would impose clear requirements on federal
judges to, prior to dismissing a civil case where the State Secrets Privilege is
invoked, attempt discovery and implement safeguard procedures to prevent the
disclosure of classified information, utilize independent classification experts
either as advocates for the plaintiffs (such as where the individual counsel is not
permitted or authorized to review the classified information) or as an educator to

2 See e.g., “White House Procedures for Safeguarding Classified Information”, Committee on Oversight and
Government Reform, March 16, 2007, “Whistleblower Protection Fnhancement Act of 2007, Committee on
Oversight and Government Reform, U.S. House of Representatives. Febrnary 13, 2007 “Can You Clear Ae Now?:
Weighing Foreign Influence Factors in Security Clearance Investigations”, Commilice on Government Reflonn,
U.S. House of Representatives, July 13, 2006; “National Security Whistleblowers in the post-9/1 1 ITra: Lost in a
Labyrinth and Facing Subtle Retaliation”, Subcommittee on National Security, Emerging Threats, and International
Relations, Commillce on Government Reform, U.S. House of Represenlatives, February 14, 2006; “Tssues
Surrounding the Use of Polygraphs”, testimony before the Committee on Judiciary, U.S. Senate, Washington, D.C.,
April 23, 2001,

® The last time C ongress apparently substantively considered matters relating to the SSP was i the early 1970s
when it contemplated including a SSP provision in the newly proposed Federal Rules of Evidence. Hearings on
Proposcd Rules of Evidence Belore the Special Subcomm. On Refonn of Federal Criminal Laws of the House
Comm. On the Judiciary, 93rd Cong., 1st Sess. 181-85 (1973). Ultimately no provision was included.
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the court, require federal agencies to justify application of the State Secrets
Privilege to each element of a plaintiff’s claim or, under certain circumstances,
consider granting judgment to a plaintiff where an agency precludes use of
classified information judicially designated as relevant by the

court; and

e Tasking the GAO to conduct a thorough examination of the historical invocation
of the state secrets privilege and objectively analyze the appropriateness of at least
a select — even random — sample of classified declarations that agencies have
provided to federal courts to justify application of the privilege.

Tunderstand some have cautioned the Congress not to exceed its’ perceived constitutional
role in authorizing the Judiciary to allegedly supplant its” opinion for that of the Executive
Branch in national security matters. Such concern is misplaced, both as a matter of law and fact.

No one is suggesting the notion of deference be completely eliminated tfrom the equation.
What is sought is legislative requirement that the appropriate balancing, analysis and safeguards
are applied in cases so that the State Secrets Privilege does not continue to serve as an absolute
privilege through its mere invocation. In fact, the Judiciary has long possessed the constitutional
legal authority to challenge — and even reject when appropriate — an Executive Branch national
security decision. For example, in amending the Freedom of Information Act in 1974, Congress
explicitly rejected the Supreme Court’s decision in £EPA v. Mink, 410 U.S. 73 (1973), which had
limited the court’s role in assessing security classifications and also overrode President Ford’s
veto. The 1974 Amendments explicitly empower courts to make a de novo determination of the
propriety of a federal agency’s classification decision. Halkin v. Helms, 598 F.2d 1, 16 (D.C.Cir.
1978).

Courts now frequently handle cases — whether criminal or civil — where classified
information is at stake. The Foreign Surveillance Act (FISA) court, in particular, obviously
addresses some of the most sensitive, classified issues that exist today. The importance of
maintaining the proper balance cannot be understated. As the D.C. Circuit noted 25 years ago in
adjudicating a First Amendment challenge to the CIA’s classification determinations:

while the CIA’s tasks include the protection of the national security and the
maintenance of the secrecy of sensitive information, the judiciary’s tasks include
the ‘protection of individual rights. Considering that ‘speech concerning public
affairs is more than self-expression; it is the essence of self-government,” and that
the line between information threatening to foreign policy and matters of
legitimate public concern is often very fine, courts must assure themselves that
the reasons for classification are rational and plausible ones.

McGehee v. Casey, 718 F.2d 1137, 1149 (D.C. Cir. 1983).
No doubt critics of any legislative attempt to address the State Secrets Privilege will further

invoke the specter and dicta of Department of the Navy v. Fgan, 484 U.S. 518 (1988), to
illustrate that the Judiciary is not or should not be in a position to override Executive Branch
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national security decisions. However, the proper interpretation of £gan merely dictates that, as a
matter of statutory construction, the Merit System Protection Board did not possess the authority
or jurisdiction to adjudicate the merits of security clearance determinations. That is all that Fgan
actually addressed. Had the Supreme Court desired to truly proclaim that the Executive Branch
alone was the final arbiter on national security matters the same Justices would not have ruled
Just four mownths later in Webster v. Doe, 486 U.S. 592 (1988), that courts can properly “balance
respondent'’s need for access to proof which would support a colorable constitutional claim
against the extraordinary needs of the CIA for confidentiality and the protection of its methods,
sources, and mission.” /. at 604-605.*

Having dealt with the State Secrets Privilege and other national security disputes for years
and tried, without success, virtually every conceivable litigation tactic I can devise to attain
judicial modification to or clarification of the SSP, it is crystal clear to me that any real viable
reform of the State Secrets Privilege will only emanate from Congress. It is crucial, in my
opinion, that in considering a legislative correction to this judicially created privilege that input
be received from not only former and current judges and experts on classification determinations,
but practitioners with actual experience in handling cases involving classified information in
general and the State Secrets Privilege specifically.

Tn that vein, T would be more than willing to work with Members of this Committee and its
Staff and provide greater elaboration on the history and practical application of the State Secrets
Privilege, and more importantly to help craft appropriate legislative language. Thank you for
your attention to this topic of significant public importance.

Sincerely,
/s/
Mark S. Zaid

cc: Hon. Trent Franks
Ranking Minority Member

“otis interesting to note that while the Executive Branch and its supporters will routinely caution that Article I
judges are not sufficiently knowledgeable in the area of national security to challenge a federal agency’s decision
Administrative Judges within the Departmnent of Defense’s Defense Office of Hearings & Appceals routinely
overturn agencies’ substantive adjudicative determinations regarding individuals™ access to classified information.
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THE LIBRARY OF CONGRESS
WALHINGTON, O, 2edbed

Torl: P02-T05-F 148
Fax: S03-TI7- 620

January 25, 2008

To: The Honorable John Conyvers, Chairman

The Commbttee on the Judiciany

United Seates House of Represeniatives

Astention: Caroline Mays
FROM: Lou Fisher L.

Specialist in Constiutional Law
SUBJECT:  State Secrets Privilege

lnmm;wrnqwﬂmnin;hnwﬂ:mwinhhumrpdunﬂ.mﬁﬂ
kssue ond why Congress is the most appropriate branch to supply much needed procedures and govering
principles, please find the artached satement,

I vou have any fartber questions, please call me at x T-RETH or email me ot [{isherid b gov, It
has beven my pleasure to assest you, and 1 hope that this infarmation will be helplul.

The Law Library of Congress is the begal reseanch amm of the U8, Congress. We invite wou ta
visit the Law Library website st www Joc.gov/law, which details all of our services and provides sccess o
ithe Global Legal Information Metwork, o cooperlive inernational datsbase of official texis of laws,
regulations, and other complementary legal sousces of many foreign jurisdictions. Sheuld you meod
further assisiance with any other mangr pertaining 1o forcign, comparative, or imemational law, please
comtact the Director of Legal Rescarch by emadl an law@iloc gov o by fax st (202) 609-9264. Rescarch
requests may also be directed to the Law Libeary"s Congress-only Hotline at (202) T07-2700, which is
saffed wh either Chamber i in 3

Ariachmem
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Mr. Chairman, thank you for inviting me to offer my views on the “state secrets
privilege.” My statement explains how the privilege has emerged as such a central issue
and why Congress is the most appropriate branch to supply much needed procedures and
governing principles.

There have been many state secrets cases over the years. The stakes today,
however, are much higher. Following the terrorist attacks of 9/11, assertions of the
privilege pose a greater threat to constitutional government and individual liberties in
such cases as NSA surveillance and extraordinary rendition. The administration invokes
the state secrets privilege to block efforts in court by private litigants who claim that
executive actions violate statutes, treaties, and the Constitution. The executive branch
argues that the President possesses certain “inherent” powers in times of emergency that
override and countervail limits set by statutes, treaties, and constitutional provisions.
Even if it appears that the administration has acted illegally, the executive branch advises
federal judges that a case cannot allow access to documents without jeopardizing national
security.

The interest of Congress in this issue is clear. Self-interested executive claims
may override the independence we expect of federal courts, the corrective mechanism of
checks and balances, and the right of private litigants to have their day in court. Unless
federal judges look at disputed documents, we do not know if national security interests
are actually at stake or whether the administration seeks to conceal not only
embarrassments but violations of law.

Concealing Executive Mistakes

Administrations have invoked the claim of state secrets to hide misrepresentations
and falsehoods. In the Japanese-American cases of 1943 and 1944, the Roosevelt
administration told federal courts that Japanese-Americans were attempting to signal
offshore to Japanese vessels in the Pacific, providing information to support military
attacks along the coast. Analyses by the Federal Bureau of Investigation and the Federal
Communications Commissions disproved those assertions by the War Department.
Justice Department attorneys recognized that they had a legal obligation to alert the
Supreme Court to false accusations and misconceptions, but the footuote designed for
that purpose was so watered down that Justices could not have understood the extent to
which they had been misled. Scholarship and archival discoveries in later years
uncovered this fraud on the court and led to coram robis (fraud against the court) cases
that reversed the conviction of Fred Korematsu.

A second coram nobis lawsuit came from Gordon Hirabayashi, who had been
convicted during World War IT for violating a curfew order. The Justice Department told

! Korematsu v. United States, 584 F.Supp. 1406 (D. Cal. 1984). See Louis Fisher, In the Name of
National Security: Unchecked Presidential Power and the Reynolds Case 172 (20006).
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the Supreme Court in 1943 that the exclusion of everyone of Japanese ancestry from the
West Coast was due solely to military necessity and the lack of time to separate loyal
Japanese from those who might be disloyal. The Roosevelt administration did not
disclose to the Court that a report by General John L. DeWitt, the commanding general of
the Western Defense Command, had taken the position that because of racial ties, filial
piety, and strong bonds of common tradition, culture, and customs, it was impossible to
distinguish between loyal and disloyal Japanese-Americans. To General DeWitt, there
was no “such a thing as a loyal Japanese.” Because this racial theory had been withheld
from the courts, Hirabayashi’s conviction was reversed in the 1980s.>

Insights into executive secrecy also come from to the Pentagon Papers Case of
1971. This was not technically a state secrets case. It was primarily an issue of whether
the Nixon administration could prevent newspapers from continuing to publish a
Pentagon study on the Vietnam War. Solicitor General Erwin N. Griswold warned the
Supreme Court that publication would pose a “grave and immediate danger to the
security of the United States™ (with “immediate” meaning “irreparable™). Releasing the
study to the public, he warned the Court, “would be of extraordinary seriousness to the
security of the United States” and “will affect lives,” the “termination of the war,” and
the “process of recovering prisoners of war.” In an op-ed piece, published in 1989, he
admitted that he had never seen “any trace of a threat to the national security” from the
publication and that the principal concern of executive officials in classifying documents
“is not with national security, but rather with governmental embarrassment of one sort or
another.”

During the October 18, 2007 hearing before the House Foreign Affairs and
Judiciary subcommittees, Kent Roach of the University of Toronto law school reflected
on similar problems in Canada of executive misuse of secrecy claims. He served on the
advisory committee that investigated the treatment by the United States of Maher Arar,
who was sent to Syria for interrogation and torture. Mr. Roach said the experience of the
Canadian commission “suggests that governments may be tempted to make overbroad
claims of secrecy to protect themselves from embarrassment and to hinder accountability
processes.”  The commission concluded that much of the information about
contemporary national security activities “can be made public without harming national
security.” A court decision in Canada authorized the release “of the majority of disputed
passages.” The Royal Canadian Mounted Police (RCMP) described Arar and his wife

* Hirabayashi v. United States, 627 F.Supp. 1443, 1452 (W.D. Wash. 1986); Fisher, In the Name of
National Security, at 173.

* Hirabayashi v. United States, 828 F.2d 591 (9th Cir. 1987).

* Erwin N. Griswold, “Secrets Not Worth Keeping,” Washington Post, February 15, 1989, at A25; Fisher,
In the Naine of National Security, at 154-57.

’ Kent Roach, Professor of Law and Prichard and Wilson Chair in Law and Public Policy, Witness
Statement for Appearance before Foreign Affairs Subcommittees on International Organizations, Human
Rights and Oversight and Judiciary’s Subcommittee on the Constitution, Civil Rights, and Civil Liberties
on Rendition to Torture: The Case of Maher Arar, October 18, 2007, at 2.
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as “Islamic Extremist individuals suspected of being linked to the Al Qaeda terrorist
movement.” The Canadian commission concluded that the RCMP “had no basis for this
description.”®

The Reynolds Case

The pattern of misrepresentations by executive officials described above applies
to the Supreme Court decision that first recognized the state secrets privilege, United
States v. Reynolds (1953). On October 6, 1948, a B-29 plane exploded over Waycross,
Georgia, killing five of eight crewmen and four of the five civilian engineers who were
assisting with secret equipment on board. Three widows of the civilian engineers sued
the government under the recently enacted Federal Tort Claims Act of 1946. Under that
statute, Congress established the policy that when individuals bring lawsuits the federal
government is to be treated like any private party. The United States would be liable in
respect of such claims “in the same manner, and to the same extent as a private individual
under like circumstances, except that the Umted States shall not be liable for interest
prior to judgment, or for punitive damages.”” Thus, private parties who sued the
government were entitled to submit a list of questions (interrogatories) and request
documents. The wives asked for the statements of the three surviving crewmen and the
official accident report.

District Judge William H. Kirkpatrick of the Eastern District of Pennsylvania
directed the government to produce for his examination the crew statements and the
accident report.  When the government failed to release the documents for the court’s
inspection, he ruled in favor of the widows.® The Third Circuit upheld his decision. The
appellate court said that “considerations of justice may well demand that the plaintiffs
should have had access to the facts, thus within the exclusive control of their ogponent,
upon which they were required to rely to establish their right of recovery.”™ In so
deciding, the Third Circuit supported congressional policy expressed in the Federal Tort
Claims Act and the Federal Rules of Civil Procedure, all designed to give private parties
a fair opportunity to establish negligence in tort cases. Because the government had
consented to be sued as a private person, whatever claims of public interest might exist in
withholding accident reports “must yield to what Congress evidently regarded as the
greater public interest involved in seeing that justice is done to persons injured by
governmental operations whom it has authorized to enforce their claims by suit against
the United States.”"”

® 1d. at 3.

60 Stat. 843, '410(a) (1948).

Fisher, In the Name of National Security, at 29-58,
 Reynolds v. United States, 192 F.2d 987, 992 (3d Cir. 1951).

" 1d. at 994.
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In addition to deciding questions of law, the Third Circuit considered the case
from the standpoint of public policy. To grant the government the “sweeping privilege”
it claimed would be contrary to “a sound public policy.” Tt would be a small step, said
the court, “to assert a privilege against any disclosure of records merely because they
might be embarrassing to government officers”'' The court reviewed the choices
available to government when it decides to withhold information. In a criminal case, if
the government does not want to reveal evidence within its control (such as the identity
of an informer), it can drop the charges. To the court, the Federal Tort Claims Act
“offers the Government an analogous choice™ in civil cases. It could produce relevant
documents under Rule 34 and allow the case to move forward, or withhold the documents
at the risk of losing the case under Rule 37. In Reynolds, at the district and appellate
levels, the government to withhold documents.

On the question of which branch has the final say on disclosure and access to
evidence, the Third Circuit summarized the government’s position in this manner: “it is
within the sole province of the Secretary of the Air Force to determine whether any
privileged material is contained in the documents and . . . his determination of this
question must be accepted by the district court without any independent consideration of
the matter by it. We cannot accede to this proposition.”'* A claim of privilege against
disclosing evidence “involves a justiciable question, traditionally within the competence
of the courts, which is to be determined in accordance with the appropriate rules of
evidence, upon the submission of the documents in question to the judge for his
examination in camera.” To hold that an agency head in a suit to which the
government is a part “may conclusively determine the Government’s claim of privilege is
to abdicate the judicial function and permit the executive branch of the Government to
infringe the independent province of the judiciary as laid down by the Constitution.”™*

Were there risks in sharing confidential documents with a federal judge? The
Third Circuit dismissed the argument that judges could not be trusted to review sensitive
or classified materials: “The judges of the United States are public officers whose
responsibility under the Constitution is just as great as that of the heads of executive
departments.” Judges may be depended upon to protect against disclosure those matters
that would do damage to the public interest. If, as the government argued, “a knowledge
of background facts is necessary to enable one properly to pass on the claim of privilege
those facts also may be presented to the judge in camera.”"

" 1d. at 993,

% 1d. at 996-97.
B id. at 997.
Hod.

" 1d. 2t 998.
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The Supreme Court’s Opinion

The government’s insistence in the Reynolds case that it has a duty to protect
military secrets came at the height of revelations about Americans charged with leaking
sensitive and classified information to the Soviet Union. During this period Julius and
Ethel Rosenberg were prosecuted and convicted for sending atomic bomb secrets to
Russia. They were convicted in 1951, pursued an appeal to the Second Circuit the
following year, and after a failed effort to have the Supreme Court hear their case they
were executed on June 19, 1953. The years after World War 1T were dominated by
congressional hearings into communist activities, the Attorney General’s list of
subversive organizations, loyalty oaths, security indexes, reports of espionage, and
counterintelligence efforts. Alger Hiss, convicted of perjury in 1950 concerning his
relationship to the Communist Party, served three and a half years in prison. The
government pursued J. Robert Oppenheimer for possible espionage, leading to the loss of
his security clearance in 1954.

In Reynolds, the government argued that it had exclusive control over what
documents to release to the courts. Its brief stated that courts “lack power to compel
disclosure by means of a direct demand on the department head” and “the same result
may not be achieved by the indirect method of an order against the United States,
resulting in judgment when compliance is not forthcoming.”'® It interpreted the
Housekeeping Statute (giving department heads custody over agency documents) “as a
statutory affirmation of a constitutional privilege against disclosure” and one that
“protects the executive against direct court orders for disclosure by giving the department
heads sole power to determine to what extent withholding of particular documents is
required by the public interest.””” Congress had never Qrovided that authority and earlier
judicial rulings specifically rejected that interpretation. "

In its brief, the government for the first time pressed the state secrets privilege:
“There are well settled privileges for state secrets and for communications of informers,
both of which are applicable here, the first because the airplane which crashed was
alleged by the Secretary to be carrying secret equipment, and the second because the
secrecy necessary to encourage full disclosure by informants is also necessary in order to
]gncogra%ﬁ) the freest possible discussion by survivors before Accident Investigation

oards.”

¢ “Brief for the United States,” United States v. Reynolds, No. 21, October Term 1952, at 9 {hereafter
“Government’s Brief”).

7 1d. at 9-10.
¥ Figher, In the Name of National Security, at 44-48, 54-55, 61, 64-68, 78, §0-81.

¥ “Government’s Brief,” at 11,
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The fact that the plane was carrying secret equipment was known by newspaper
readers the day after the crash. The fundamental issue, which the government repeatedly
muddled, was whether the accident report and the survivor statements contained secret
information. Because those documents were declassified in the 1990s and made
available to the public, we now know that secret information about the equipment did not
appear either in the accident report or the survivor statements. As to the second point,
about the role of informants in contributing to an accident report, that issue had been
analyzed in previous judicial rulings and dismissed as grounds for withholding evidence
from a court .

Toward the end of the brief, the government returned to “the so-called ‘state
secrets’ privilege.”*! The claim of privilege by Secretary of the Air Force Finletter “falls
squarely” under that privilege for these reasons: “He based his claim, in part, on the fact
that the aircraft was engaged ‘in a highly secret military mission’ and, again, on the
‘reason that the aircraft in question, together with the personnel on board, were engaged
in a highly secret mission of the Air Force. The airplane likewise carried confidential
equipment on board and any disclosure of its mission or information concerning its
operation on performance would be prejudicial to this Department and would not be in
the public interest.”

Nothing in this language has anything to do with the confents of the accident
report or the survivors’ statements. Had those documents been made available to the trial
judge, he would have seen nothing that related to military secrets or any details about the
confidential equipment. He could have passed them on the plaintiffs, possibly by making
a few redactions.

At various points in the litigation the government misled the Court on the contents
of the accident report. Tt asserted: “to the extent that the report reveals military secrets
concerning the structure or performance of the plane that crashed or deals with these
factors in relation to projected or suggested secret improvements it falls within the
judicially recognized ‘state secrets’ privilege.”™™  To the extent? 1In the case of the
accident report the extent was zero. The report contained nothing about military secrets
or military improvements. Nor did the survivor statements.

On March 9, 1953, Chief Justice Vinson for a ¢ to 3 majority ruled that the
government had presented a valid claim of privilege. He reached that judgment without
ever looking at the accident report or the survivor statements. He identified two “broad
propositions pressed upon us for decision.” The government “urged that the executive
department heads have power to withhold any documents in their custody from judicial
review if they deem it to be in the public interest.” The plaintiffs asserted that “the

* Figher, In the Name of National Security, at 39-42.

A “Government’s Brief,” at 42,

2
|54

Id. at 42-43.

3 1d. at 45.
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executive’s power to withhold documents was waived by the Tort Claims Act.” Chief
Justice Vinson found that both positions “have constitutional overtones which we find it
unnecessary to pass upon, there being a narrower ground for decision.”™ When a formal
claim of privilege is lodged by the head of a department, the “court itself must determine
whether the circumstances are appropriate for the claim of privilege, and yet do so
without forcing a disclosure of the very thing the privilege is designed to protect.””

That point is unclear. If the government can keep disputed documents from the
judge, even for in camera inspection, how can the judge “determine whether the
circumstances are appropriate for the claim of privilege”™” The judge would be arms-
length from making an informed decision. Moreover, there is no reason to regard in
camerq inspection as “disclosure.” As pointed out by the district judge and the Third
Circuit in Reynolds, judges take the same oath to protect the Constitution as do executive
officials. Chief Justice Vinson said that in the case of the privilege against disclosing
documents, the court “must be satisfied from all the evidence and circumstances” before
accepting the claim of privilege.® Denied disputed documents, a judge has no
“evidence” other than claims and assertions by executive officials.

In his opinion, Chief Justice Vinson stated that judicial control “over the evidence
in a case cannot be abdicated to the caprice of executive officers.”™” If an executive
officer acted capriciously and arbitrarily, a court would have no independent basis for
perceiving that conduct unless it asked for and examined the evidence. Chief Justice
Vinson said that the Court “will not go so far as to say that the court may automatically
require a complete disclosure to the judge before the claim of privilege will be accepted
in any case.”™ Under some circumstances there would be no opportunity for in camera
inspection: “the court should not jeopardize the security which the privilege is meant to
protect by insisting upon an examination of the evidence, even by the judge alone, in
chambers.”* On what grounds would in camerq inspection jeopardize national security?
It is more likely that national security is damaged by executive assertions that are never
checked and evaluated by other branches.

Chief Justice Vinson further stated: “On the record before the trial court it
appeared that this accident occurred to a military plane which had gone aloft to test secret
electronic equipment.™ On the day following the crash, newspaper readers around the

' United States v. Reynolds, 345 U.S. 1, 6 (1953).
Id. at 8.

* 1d.at9.

= Id. at 9-10.

* Id.at10.

#Id.

30 1d
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country knew that the plane had been testing secret electronic equipment.”’ Chief Justice
Vinson concluded that there was a “reasonable danger” that the accident report “would
contain references to the secret electronic equipment which was the primary concern of
the mission.”*> There was no reasonable danger that he accident report would discuss the
secret electronic equipment. The report was designed to determine the cause of the
accident. There were no grounds to believe that the electronic equipment caused the
crash. Instead of speculating about what the accident report included and did not include,
the Court needed to inform itself by examining the report and not accept vague assertions
by the executive branch. Without access to evidence and documents, federal courts
necessarily abdicate their powers “to the caprice of executive officers.”

The Declassified Accident Report

Judith Loether was seven weeks old when her father, Albert Palya, died in the B-
29 accident. On February 10, 2000, using a friend’s computer, she entered a combination
of words into a search engine and was brought into a Web site that kept military accident
reports. By checking that site, she discovered that the accident report withheld from
federal courts in the Reyrolds litigation was now publicly available. Expecting to find
national security secrets in the report, she found none. After contacting the other two
families, it was agreed to return to court by charging that the government had misled the
Supreme Court and committed fraud against it.**

Unlike the successful coram nobis cases brought by Fred Korematsu and Gordon
Hirabayashi, Loether and the other family members lost at every level. Initially they
went directly to the Supreme Court. Later they returned to district court and the Third
Circuit. Their appeal to the Court was denied on May 1, 2006. When the Third Circuit
ruled on the issue, only one value was present: judicial finality. The case had been
decided in 1953 and the Third Circuit was not going to revisit it, even if the evidence was
substantial that the judiciary had been misled by the government.™ There appeared to be
no value for judicial integrity and judicial independence.

The Third Circuit pointed to three pieces of information in the accident report that
might have been “sensitive.” The report revealed “that the project was being carried out
by ‘the 3150th Electronics Squadron,” that the mission required an ‘aircraft capable of
dropping bombs’ and that the mission required an airplane capable of ‘operating at
altitudes of 20,000 feet and above.’”?

Fisher, In the Name of National Security, at 1-2.

- United States v. Reynolds, 345 U.S. at 10.

Fisher, In the Name of National Security, at 166-69.

* Herring v. United States, 424 F.3d 384, 386 (3d Cir. 2005).

% 1d.at 391, n.3.



107

If those pieces of information were actually sensitive, they could have been easily
redacted and the balance of the report given to the trial judge and to the plaintiffs. They
were looking for evidence of negligence by the government, not for the name of the
squadron, bomb-dropping capability, or flying altitude. As for the sensitivity,
newspaper readers the day after the crash understood that the plane was tlying at 20,000
feet, it carried confidential equipment, and it was capable of dropping bombs. That is
what bombers do.

Conclusions

The experience with state secrets cases underscores the need for judicial
independence in assessing executive claims. Assertions are assertions, nothing more.
Judges need to look at disputed documents and not rely on how the executive branch
characterizes them. Affidavits and declarations signed by executive officials, even
when classified, are not sufficient.

For more than fifty years, lower courts have tried to apply the inconsistent
principles announced by the Supreme Court in Reynolds. Congress needs to enact
statutory standards to restore judicial independence, provide effective checks against
executive mischaracterizations and abuse, and strengthen the adversary process that we
use to pursue truth in the courtroom. Otherwise, private plaintiffs have no etfective
way to challenge the government through lawsuits that might involve sensitive
documents.

There should be little doubt that Congress has constitutional authority to provide
new guidelines for the courts. Tt has full authority to adopt rules of evidence and assure
private parties that they have a reasonable opportunity to bring claims in court. What is
at stake is more than the claim or assertion by the executive branch regarding state
secrets. Congress needs to protect the vitality of a political system that is based on
separation of powers, checks and balances, and safeguards to individual rights.

In the past-half century, Congress has repeatedly passed legislation to fortity
judicial independence in cases involving national security and classified information.
Federal judges now gain access to and make judgments about highly sensitive
documents. Congressional action with the FOLA amendments of 1974, the FISA statute
of 1978, and the CIPA statute of 1980 were conscious decisions by Congress to
empower federal judges to review and evaluate highly classified information.
Congress now has an opportunity to pass effective state secrets legislation.
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State Secrets and the Limits of
National Security Litigation

Robert M. Chesney*

Abstract

The state secrets privilege has played a central role in the Justice Departinent’s
response to civil litigation arising out of post-9%/11 counterterrorism policies,
culminating in a controversial decision by Judge T.S. Llilis concerning a law-
suit brought by a German citizen—Khaled El-Masri—whom the United States
allegedly had rendered (by mistake) from Macedonia to Afghanistan for inter-
rogation. Reasoning that the “entire aim of the sutt is to prove the existence of
state secrets,” Judge Ellis held that the complaint had to be dismissed in light
of the privilege. The government also has interposed the privilege in connec-
tion with litigation arising out of the National Security Agency’s warrantless
survetllance program, albeit with mixed success so far.

These events amply demonstrate the significance of the state secrets privilege,
but unfortunately much uncertainty remains regarding its parameters and jus-
tifications. Is it being used by the Bush administration in cases like F1-Masri
v. 'lenel, as some critics have suggested, in a manner that breaks with past
practice, either in qualitative or quantitative terms?

I address these questions through a survey of the origin and evolution of the
privilege, compiling along the way a comprehensive collection of state secrets
decisions issued n published opinions since the Supreme Courl’s seminal
1953 decision in United States v. Reynolds (the collection appears tn the arti-
cle’s appendix). Based on the survey, I find that the Bush administration does
not differ qualitatively from its predecessors i its use of the privilege, which
since the early 1970s has frequently been the occaston for abrupt dismissal of
lawsuits alleging government misconduct. I also conclude that the quantitative
inquiry serves little purpose in light of variation in the number of occasions
for potential invocation of the privilege from year to year.

Recognizing that the privilege strikes a harsh balance among the security, indi-
vidual rights, and democratic accountability interests at stake, I conclude with
a discussion of reforms Congress might undertake if it wished to ameliorate
the privilege’s impact. Iirst, with respect to the problem of assessing the merits
of a privilege claim, consideration could be given to giving the congressional

*  Associate Professor of Law, Wake Forest University School of Law. J.D. Harvard Uni-

versity. T am grateful to Joshua Cochran of the Gerald R. Ford Presidential Library and Mu-
seum for his assistance with the papers of Edward Levi, and to Daniel Taylor of The George
‘Washington University Law School for his assistance with research at the Library of Congress.
Special thanks to Peter Raven-Hansen, Leila Sadat, Meg Satterthwaite, and other participants
and organizers of the symposium of which this Article is a part, and thanks as well to Bill Banks,
Kathleen Clark, Lou Fisher, Amanda Frost, Aziz Huq, Robert Pallitto, William Weaver, and

Adam White for their extremely useful comments and criticisms.

August 2007 Vol. 75 No. 5/6

1249



109

1250 The George Washington Law Review [Vol. 75:1249

intelligence committees an advisory role in the evaluation process (on a
supermajority basis). Second, with respect to the problem of harsh conse-
quences for plaintiffs once the privilege is found to attach, special procedures
might be adopted to permit litigation to continue in a protected setting (at least
where unconstitutional government conduct is alleged).
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The state secrets privilege has played a significant role in the Jus-
tice Department’s response to civil litigation arising out of post—9/11
counterterrorism policies, culminating in a controversial decision by
Judge T'.S. Ellis concerning a lawsuit brought by a German citizen—
Khaled El-Masri—whom the United States allegedly had rendered
(by mistake) from Macedonia to Afghanistan for interrogation.! Rea-
soning that the “entire aim of the suit is to prove the existence of state

1 See Fl-Masri v. Tenet, 437 F. Supp. 2d 530, 532-33 (R.D. Va. 2006), aff'd, 479 F.3d 296
(4th Cir. 2007).
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secrets,” Judge Ellis held that the complaint had to be dismissed in
light of the privilege.? The government also has interposed the privi-
lege in connection with litigation arising out of warrantless surveil-
lance activities, albeit with less success so far.?

‘These events amply demonstrate the significance of the state
secrets privilege, but unfortunately much uncertainty remains regard-
ing its parameters and justifications. Is it being used by the Bush ad-
ministration in a manner that breaks with past practice—either in
qualitative or quantitative terms—as some critics have suggested?*
Even if not, is legislative reform desirable or even possible? I address
both sets of issues in this article.

Part I begins by employing the El-Masri rendition litigation as a
case study illustrating the impact of the state secrets privilege on se-
curity-related lawsuits. Part II then contextualizes the state-secrets
debate by identifying the competing policy considerations implicated
by government secrecy in general and the state secrets privilege in
particular.

Against that backdrop, Part 111 surveys the origin and evolution
of the state secrets privilege to shed light on both the analytical frame-
work employed by courts to assess state secrets privilege assertions
and the privilege’s underlying theorctical justifications. Courts today
continuc to follow the analytical framework pioncered by the Su-
preme Courl in United States v. Reynolds,” which can be summarized
as follows: (a) the claim of privilege must be formally asserted by the
head ol the department charged with responsibilily [or the informa-
tion;® (b) the reviewing court has the ultimate responsibility to deter-
mine whether disclosure of the information in issue would pose a

2 Id. at 539.

2 Compare Al-Ilaramain Islamic Tound., Inc. v. Bush, 451 T". Supp. 2d 1215 (D. Or. 2006)
(denying motion Lo dismiss), and Hepting v. AT&T Corp., 439 F. Supp. 2d 974 (N.D. Cal. 2006)
(denying motion to dismiss), and ACLU v. Nat’l Sec. Agency, 438 F. Supp. 2d 754 (E.D. Mich.
2006) (denying motion lo dismiss), and Hepting v. AI'&1" Corp., No. C-06-672 VRW, 2006 WL
1581965 (N.D. Cal. June 6, 2006), with Terkel v. AT&T Corp., 441 F. Supp. 2d 899 (N.D. IIL
2006) (granting dismissal).

4 See, e.g., Lours Fi1sHER, IN THE NAME OF NATIONAL SECURITY: UNCHECKED PRESIDEN-
TIaL POWER AND THE REYNOLDS Cask 212, 245 (2000); Amanda Frost, The State Secrets Privi-
lege and Separation of Powers, 75 ForpraM L. REV. 1931, 1934 (2007) (disagrecing with this
Aurticle’s conclusions regarding frequency and nature of Bush administration’s invocations of the
privilege); William G. Weaver & Robert M. Pallitto, State Secrets and Executive Power, 120 PoL.
Scr. Q. 85, 108-32 (2005).

S United States v. Reynolds, 345 U.S. 1 (1953).

6 Id. at 7-8.
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“reasonable danger” to national security;’ (c) the court should cali-
brate the extent of deference it gives to the executive’s assertion with
regard to the plaintiff’s need for access to the information:® (d) the
court can personally review the sensitive information on an in camera,
ex parte basis if necessary;® and (e) once the privilege is found to at-
tach, it is absolute and cannot be overcome by a showing of need or
offsetting considerations.°

Notably, the survey indicates that post-Reynolds efforts to cate-
gorically exclude application of the privilege to suits alleging govern-
ment misconduct did not gain traction. On the other hand, the survey
also suggests that public disclosure of the allegedly secret information
defcats the privilege. Furthermore, the survey supporls the view that
Congress can override the privilege through legislation in at least
some conlexts.!

The historical survey in Part III also provides a foundation for
addressing the claim that the Bush administration has employed the
privilege with unprecedented frequency or in unprecedented contexts
in recent years. Neither claim is persuasive.

The quantitative inquiry is a pointless one in light of the signiti-
cant obstacles to drawing meaningful conclusions from the limited
data available, including in particular the fact that the number of law-
suits potentially implicating the privilege varies from year-to-year.
'The more significant (and testable) question is whether the reported
opinions at least indicate a gualitative difference in the nature of how
the privilege has been used in recent years. This question has scveral
componenls, requiring an inquiry into (a) the types ol information as
lo which the privilege has been asscerted, (b) the process by which
judges are Lo examine assertions of the privilege, and (¢) the remedies
sought by the government in connection with such assertions. On all
three measures, the survey indicates that recent assertions of the privi-
lege are not different in kind from the practice of other
administrations.

To say that the current administration does not depart from past
practice in its use of the privilege is not, however, to endorse the sta-
tus quo as normatively desirable. In recognition of the fact that con-
cerns for democratic accountability are especially acute when the

~

Id. at 8-10.

Id. at 11.

Id. at 10.

10 7d. at 11.

See infra Part IV.

o oW



112

2007] State Secrets and Limits of National Security Litigation 1253

privilege is asserted in the face of allegations of unconstitutional gov-
ernment conduct, I conclude in Part IV with a discussion of reforms
Congress might undertake in that context.

Both of the suggestions that I make raise a host of practical and
legal questions, and I do not propose to work past those hurdles here.
Rather, my aim is to stimulate creative thinking about the process by
which the privilege is operationalized. First, I raise the possibility that
the congressional intelligence committees might become involved in
an advisory capacity at the stage during which the judge must deter-
mine on the merits whether disclosure of protected information would
in fact endanger national security. The idea is to address concerns
about the relative capacity of judges to make this merits determina-
tion, while avoiding exposure of the information to individuals who do
not already have at least arguable authority to access the
information.2

My second suggestion addresses the circumstance in which the
judge has already determined that the privilege attaches and is now
considering the consequences for the litigation. In many, if not most,
cases, the consequence is simply to remove some item of information
from the discovery process. In other cases, however, the loss of that
information is fatal to the plaintiff’s claim or functions to preclude a
defendant from pleading or asserting a dispositive defense. Under the
status quo, cases in those latter categories are simply dismissed. And
yet there may be reasonable alternatives that do not simply visit an
equally harsh result on the government. I propose that consideration
be given to a regime in which the plaintiff may choose, in lieu of dis-
missal, to have the suit transferred to a secure judicial forum (akin to
the Foreign Intelligence Surveillance Court) where special proce-
dures—possibly including ex parte litigation moderated by the partici-
pation of an adversarial guardian ad litem—might accommodate the
government’s interest in security while better serving the individual
and societal interests in accountability for unlawful government con-
duct. National security lawsuits challenging such policies as rendition
and warrantless surveillance still would face tremendous hurdles in
such a system, but courts would at least be able to grapple directly
with the legal and factual issues that they raise.

12 Notably, this approach would have the effect of facilitating or spurring on the congres-
sional oversight process, and in that respect it has some relation to the proposal made by
Amanda Frost in The State Secrets Privilege and Separation of Powers, supra note 4, at 1931-32.
Unlike Frost, however, T would not condition the judge’s determination on a decision by Con-
gress to conduct any particular oversight activities.
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1. The Extraordinary Rendition of Khaled El-Masri

In February 2005, the New Yorker published an article by Jane
Mayer titled Qutsourcing Torture: The Secret History of America’s
“Extraordinary Rendition” Program.®* The article alleged the exis-
tence of a CIA program in which

[t]errorism suspects in Curope, Africa, Asia, and the Middle

East have often been abducted by hooded or masked Ameri-

can agents, then forced onto a Gulfstream V jet.... Upon

arriving in foreign countries, rendered suspects often vanish.

Detainees are not provided with lawyers, and many families

are not informed of their whereabouts. The most common

destinations for rendered suspects are Egypt, Morocco,

Syria, and Jordan, all of which have been cited for human-

rights violations by the State Department, and arc known (o

torture suspects.t*

Drawing on information provided by Michael Scheuer (who had
been head of the CIA’s Bin Laden Unit during the 1990s), Mayer ex-
plained that the rendition program actually had begun in the mid-
1990s as a response to the tension that arose when the CIA knew the
location of a suspected terrorist but, in Scheuer’s words, “we couldn’t
capturc them because we had nowhere to take them.™ In its original
form, the rendition program described by Scheucr involved the usc of
U.S. asscls Lo caplure a lerrorism suspcecl overscas and transfer that
person to the custody of another state either for criminal prosecution
or Lo serve an exisling senlence.’* A number of successful operations
followed, most but not all of which focused on the transfer of suspects
to Egyptian custody.”” According to Scheuer, the CIA’s relationship
with Egyptian intelligence was so close that “Americans could give

13 Jane Mayer, Outsourcing Torture: The Secret History of America’s “Extraordinary Ren-
dition” Program, NEw YORKER, Feb. 14 & 21, 2005, at 106, available at http://www.ncwyorker.
com/printables/fact/050214fa fact6.

14 Jd. at 107.

15 Id. at 108-09.

16 See id. at 109. The CIA’s pre-9/11 rendition program may or may not have been dis-
tinct from the I'BI’s pre-9/11 efforts to bring suspects to the United States for criminal prosecu-
tion other than by use ol extradition procedures. See WeNDY ParieN, HumaN RiGHrs WATCH
REPORT TO THE CANADIAN COMMISSION OF INQUIRY INTO THE ACTIONS OF CaANADIAN OFFI-
cIALs IN RELATION TO MAHER ARrAR 4-5 (2005); see also United States v. Yunis, 924 F.2d 1080,
1089 (D.C. Cir. 1991) (describing “Operation Goldenrod,” in which the FBI in 1987 lurcd a
hijacking suspect out of Lebanon onto the high seas, seized him, and with the assistance of the
Navy brought him to the United States to stand trial).

17 See Mayer, supra note 13, at 109.
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the Egyptian interrogators questions they wanted put to the detainees
in the morning . . . and get answers by the evening.”18

Since 9711, the rendition program has grown beyond these initial
paramcters, though its current scope and purposc arc the subjects of
considerable dispute.r® Crilics and supporlers agree that CIA rendi-
lions arc no longer limited (o persons as (o whom cxisting criminal
process is pending in the receiving state. They dispule, however, the
purpose for which renditions take place.

According to critics, the essence of what has come to be known as
“extraordinary rendition” is the transfer of a suspect to a foreign state
to place that person in the hands of unscrupulous security services
who will then use abusive interrogation methods; the United States
would reap whatever intelligence benefits there may be from such
measures, while maintaining a degree of plausible deniability.? 'The
government denies that this is so, stating that the United States does
not transfer individuals in circumstances where it is “morc likely than
not” that the person will be tortured or subjected to other forms of
crucl, inhuman, or degrading (reatment.”

The 1.S. government has publicly acknowledged the existence of
the rendition program at least at a high level of generality. In Decem-
ber 2005, for example, Secretary of State Condoleezza Rice made the
following statement on the eve of a trip to Europe meant to address
concerns about perceived excesses in post-9/11 U.S. counterterrorism
policies, including concerns focused specifically on rendition:

18 Id. at 110.

19 Compare Margaret L. Satterthwaite, Rendered Meaningless: Extraordinary Rendition
and the Rule of Law, 75 Geo. Wasn. L. Rev. 1333 (2007) (arguing that extraordinary rendition
“has become a lawless practice aimed at perverting the rule of law in relation to terrorism”), and
Leila Sadat, Ghost Prisoners and Black Sites: Extraordinary Rendition Under International Law,
37 Case W. Res. J. INT’L L. 309, 313-14 (2006) (concluding that extraordinary rendition “is not
permissible under existing, applicable and well-established norms of international law™), with
John Radsan, A More Regular Process for Irregular Rendition, 37 SEToN IlaLL L. Rev. 1, 7
(2006) (offering a nuanced approach for assessing diplomatic assurances in this context), and
John Yoo, Transferring Terrorists, 79 NoTRE Dame L. Rev. 1183, 1184-85 (2004) (defending
legality of renditions).

20 See, e.g., THE Comm. oN INT'L HuMAN RIGHTS OF THE Ass'N OF THE Bar oF THE CITY
oF NY. & The Crr, ror HuMAaN Rica1s & GrosaL Jusrice, NJY. Univ. ScH. or Law, TOR-
TURE BY PROXY: INTERNATIONAL AND DOMESTIC Law APPLICABLE TO “EXTRAORDINARY REN-
DITIONS” 5-0 (2004), available at http://www.nyuhr.org/docs/TortureByProxy.pdf.

21 See, e.g., Responsc of the United States of America, UN. Committec Against Torturc
36-37 (May 5, 2006) (stating that it is U.S. “policy” to apply the more-likely-than-not standard as
to all government components, even in circumstances deemed by the United States to be beyond
the formal scope of Article 3 of the Convention Against Torture and Other Cruel, Inhuman or
Degrading Treatment or Punishment, Dec. 10, 1984, S. Treaty Doc. No. 100-20 (1988), 14635
U.N.T.S. 85).
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For decades, the United States and other countries have used
“renditions” to transport terrorist suspects from the country
where they were captured to their home country or to other
countries where they can be questioned, held, or brought to
justice. In some situations a terrorist suspect can be extra-
dited according to traditional judicial procedures. But there
have long been many other cases where, for some reason, the
local government cannot detain or prosecute a suspect, and
traditional extradition is not a good option. In those cases
the local government can make the sovereign choice to coop-
erate in a rendition. Such renditions are permissible under
international law and are consistent with the responsibilities
of those governments to protect their citizens.?

The very next day, it appears that Secretary Rice also conceded
certain facts associated with a particular rendition episode. According
to German Chancellor Angela Merkel, Secretary Rice admitted that
the United States had erroncously rendered a German citizen named
Khaled El-Masri from Macedonia to Afghanistan in the winter of
2004.2 Although Rice’s staff later contended that there had been no
admission of crror on the part of the Uniled Stales, Scerelary Rice did
add publicly that

[wlhen and if mistakes arc made, we work very hard and as

quickly as possible to rectify them. Any policy will some-

limes have mistakes and it is our promise Lo our partners thatl
should that be the case, that we will do everything that we

can to rectify those mistakes. I believe that this will be han-

dled in the proper courts here in Germany and if necessary

in American courts as well. 2

22 Secretary of State Condoleezza Rice, Remarks upon Her Departure for Europe
(Dce. 3, 2005), http://www.statc.gov/r/pa/ci/pix/2005/57607.htm.

23 See Glenn Kessler, U.S. to Admit German’s Abduction Was an Error: On Europe 1rip,
Rice Faces Scrutiny on Prisoner Policy, Wasti. Post, Dec. 7, 2005, at A18; see also Joint Press
Briefing by Condoleezza Rice and Angela Merkel (Dec. 6, 2005), http://www.state.gov/secretary/
1m/2005/57672.htm (quoting Merkel as stating that the United States “has admitted that this man
had been erroneously taken and that as such the American Administration is not denying that it
has taken place™). Notably, Der Spiegel claimed in February 2005 that then-Director of Central
Intelligence Porter Goss made the same concession to Germany’s then—Interior Minister Otto
Schily during a visit by the latter to Washington, D.C., with “the Americans quictly admitt[ing]
to kidnapping cl-Masri and vagucly impl[ying] how thc whole matter had somchow gotten out of
hand.” Georg Mascolo & Holger Stark, The U.S. Stands Accused of Kidnapping, DEr SPIEGEL,
Feb. 14, 2005, http://www.spicgcl.de/international/spicgel/0,1518,341636,00.html.  According to
Der Spiegel, the mistake resulted from a belief that Khaled El-Masti was the same person as a
suspected al Qacda member known as “Khalid al-Masri.” Zd.

24 Joint Press Briefing, supra note 23.
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This belief would soon be put to the test. That very day, El-Masri
filed a civil suit in the United States District Court for the Eastern
District of Virginia, seeking damages and other appropriate relief aris-
ing out of his rendition experience.> Appearing at a news conference
in Washington by way of a satellite link to Germany, El-Masri ex-
plained that he also sought an official apology and an account from
the United States as to “why they did this to me and how this came
about.”s Notwithstanding Secretary Rice’s apparent endorsement of
judicial relief, however, this path ultimately foundered in the face of
the government’s assertion of the state secrets privilege.

A. 1o the Salt Pit

What precisely had happened to Khaled El-Masri? According to
his complaint,?” his troubles began at a border crossing between Ser-
bia and Macedonia on December 31, 2003.2¢ El-Masri had boarded a
bus that morning in his hometown of Ulm, Germany, en route to
Skopje, Macedonia.?® At the border, Macedonian authorities re-
moved him from the bus and eventually confined him in a hotel room
in Skopje.®* There he remained incommunicado for twenty-three
days, subjected all the while to repeated interrogation focused on his
alleged involvement with al Qaeda.?

On the twenty-third day of his captivity, the Macedonians blind-
folded El-Masri, placed him in a car, and drove him to an airport.®
There he came into the custody of men he believed to be CIA
agents.?® El-Masri claims that in short order he was beaten by unseen
assailants, stripped, subjected to a body cavity exam, clothed in a dia-
per and tracksuit, hooded, shackled to the floor of a plane, and, fi-

25 See Kessler, supra note 23, at A18 (indicating that El-Masti’s suit was filed on Tuesday,
December 6, 20053).

26 Id.

27 The following account derives from the allegations made by El-Masri in his lawsuit
against former Director of Central Intelligence George Tenet and others. See Complaint, El-
Masri v. Tenet, 437 F. Supp. 2d 530 (E.D. Va. 2005) (No. 1:05¢v1417), available at http://www.
aclu.org/safefree/extraordinaryrendition/222111g120051206.html. Because the case was dismissed
at the pleading stage, see El-Masri, 437 F. Supp. 2d at 541, it is not clear whether and to what
extent the U.S. government contests this narrative.

28 See Complaint, supra note 27,  23.

29 1d. 9 7, 23.

30 Id. § 23.

31 Id. 19 24-26.

32 Id. 99 27-28.

33 Id. 19 28-31.
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nally, knocked out by a pair of injections.* When he regained
consciousness, he was in Afghanistan.’® He had, in short, been sub-
jected to “extraordinary rendition.”

El-Masri was taken from the airport to what he later concluded
was a prison known as the “Salt Pit,” located in northern Kabul.3¢
'There he was placed in a cold cell containing no bed, but only a dirty
blanket and a few items of clothing for use as a makeshift pillow.*” El-
Masri had to make do with “a bottle of putrid water in the corner of
his ccll.”*® The [first night, hc was laken o be cxamined by a person
who appcared to be an American doctor; when El-Masri complained
ol the conditions in his cell, the doclor replied that conditions in the
prison were the responsibility of the Afghans.>

Interrogations began the next night.# After Fl-Masri was warned
that he “was in a country with no laws,” the interrogator quizzed him
regarding his associations with al Qaeda members and a possible trip
to a jihadist training camp in Pakistan.** Ile was interrogated again on
three or four other occasions, “accompanied by threats, insults, push-
ing, and shoving.”#> Tiventually, in March, [\l-Masri began a hunger
strike.# After twenty-seven days, he met with two American officials
(along with the Afghan “prison director”), one of whom stated to El-
Masri that he should not be held at the prison, though the decision to
release him would have to come from Washington.** El-Masri contin-
ucd his hunger strike after this meeting; after the strike reached thirty-
seven days, he was force-fed through an intranasal tube.*

In May, El-Masrti was interviewed by a psychologist who indi-
cated that El-Masri would soon be released.*s Later that month, he
was questioned on four separate occasions by a man who appeared to
be German.*” During the last of these meetings, the man informed El-
Masri once more that he was soon to be released, cautioning him that

34 Id. 99 28-30.
35 7d.  32.

36 Id. 99 34-35.
37 Id. ] 34.

38 1d. 9 36.

39 Id. 37

40 fd. 9 38.

41 7d. 99 38-39.
42 74, 40.

43 Id. 9 41

44 1d.

43 Id. 99 41, 44.
46 7d. T 46.

47 Id. 99 47-48.



118

2007] State Secrets and Limits of National Security Litigation 1259

he “was never to mention what had happened to him, because the
Americans were determined to keep the affair a secret.”

El-Masri was released at last on May 28.# That morning, his own
clothes were returned to him, and he was placed (blindfolded) aboard
a flight without being told the country of destination.’® Upon landing,
he was placed in a vehicle (still blindfolded) that drove around for
several hours.st Eventually, he was taken out of the vehicle, and his
blindfold was removed.52 It was night, and Fl-Masri found that he was
on a deserted road.®® He was told to walk down the road without
looking back.®* When he rounded a bend, he encountered border
guards who informed him that he was in Albania.* I'rom the border
station, Albanian officials took Ill-Masri directly to the airport in Ti-
rana.*® He was escorted through the airport and placed on a flight
bound for Frankfurt.” When the flight arrived in Germany later that
day, El-Masri was free for the first time since his captivity had begun
five months earlier.® Eventually he made his way to his home in Ulm,
only to discover that his wife and children had left Germany to live in
Lebanon during his long, unexplained absence.® Though he was later
rcunited with his family, “El-Masti was and remains deeply trauma-
lized” by these evenls.®

Assuming that thesce allegations are truc, there would be no ques-
tion that Khaled El-Masri has been subjecled Lo a grievous injustlice
because of the rendition program and, as Sccretary Rice hersell sug-
gesled,® (hat the Uniled States would have al least a moral obligation
to do what it could to compensate him. Whether El-Masri can compel
the government to provide such compensation through litigation is a
different question, however—one that implicates the tension between
the executive branch’s responsibility for national defense and foreign

48 fd. | 48.

49 fd. | 49.

50 fd. 19 49-51.
51 fd. 49 52-53.
52 fd. 4 53.

52 {d.

54 fd.

55 {d. § 54.

56 {d.

57 Id. 19 55-56.
58 fd. I 506.

59 {d.

60 Id. | 58.

61 See Joint Press Briefing, supra note 23.



119

1260 The George Washington Law Review [Vol. 75:1249

affairs and the judiciary’s responsibility for vindicating individual
rights.

B. o the Eastern District of Virginia

In December 2005, El-Masti filed a civil suit for damages in the
United States District Court for the Eastern District of Virginia
against former Director of Central Intelligence George Tenet, as well
as a number of John Doe defendants and three corporations that El-
Masri alleged functioned as fronts for CIA rendition operations.s?
The complaint asserted three causes of action. First, El-Masri asserted
a Bivens claims® premised on violations of both the substantive and
procedural aspects of the Fifth Amendment Due Process Clause.** In
particular, El-Masri argued that he had been subjected to conduct that
“shocks the conscience” and that he had been deprived of his liberty
without due process.®> Second, Ll-Masri invoked the Alien Tort Stat-
ute (“ATS”)% as a vehicle to assert a claim based on violation of the
customary international law norm against prolonged arbitrary deten-
tion.s” 'Third, El-Masri also relied on the A1S to assert a claim for
violation of the customary international law norm against torture and
other forms of cruel, inhuman, or degrading treatment.ss

Whether these causes of action were well-founded as a legal mat-
ter was open to considerable debate. For example, much uncertainty
surrounds the issue of which customary international law norms can
be enforced via the ATS in light of the strict criteria set forth by the
Supreme Court in Sosa v. Alvarez-Machain,® and Fl-Masti—as a
noncitizen held outside the United States—faced even greater obsta-
cles in his attempt to assert constitutional rights.” Tlad the court
come to grips with the merits, therefore, it is possible that the com-

62 See Complaint, supra note 27.

63 See Bivens v. Six Unknown Named Agents of 'ed. Bureau of Narcotics, 403 U.S. 388,
397 (1971) (recognizing private right of action to recover damages for violations of constitutional
rights by federal agents).

64 See Complaint, supra note 27, { 66.

63 See id. | 65.

66 28 U.S.C. § 1350 (2000); ¢/ Sosa v. Alvarez-Machain, 542 U.S. 692, 694, 715 (2004)
(construing the ATS not to apply to claims “for violations of any international law norm with less
definite content and acceptance among civilized nations than the eighteenth-century paradigms
familiar when § 1350 was cnacted,” which is to say piracy, infringements of ambassadorial privi-
leges, and violations of “safe conduct” assurances).

67 See Complaint, supra note 27, T 73.

o8 Jd. T 83.

69 Sosa v. Alvarez-Machain, 542 T1).S. 692, 694 (2004).

70 See United States v. Verdugo-Urquidez, 494 U.S. 239, 273 (1990).
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plaint would have been dismissed for failure to state a claim upon
which relief may be granted, even assuming all the allegations to be
true, but the court never reached the merits.

In carly March 2006, five days before the defendants were duc to
respond Lo the complaint, the United Stales filed a motion requesting
an immediale stay ol all procceedings in the case.”” Simullancously,
the government filed a statement ol inlerest in which il [ormally as-
serted the state secrets privilege, arguing that El-Masri’s suit could not
proceed without exposure of classified information relating to na-
tional security and foreign relations.”? The stay was granted,” and the
following week the United States simultaneously moved both to inter-
vene formally as a defendant and to have the complaint dismissed on
state-secrets grounds (or, in the alternative, for summary judgment on
that basis).”

According to the government’s motion, the state secrets privilege
flows from the powers and responsibilitics committed to the exceutive
branch by Article II of the Constitution.” It is absolute in that it can-
nol be overcome by any showing ol nced by the opposing party.” Al
the very least, it functions to preclude discovery of privileged informa-
(ion; at the most—as when the very subject maltler of the litigation is
itself a secret within the scope of the privilege—it may warrant dismis-
sal of a suit.”” Because both the claims and the defenses at issue in El-
Masri “would require the CIA to admit or deny the existence of a
clandestine CIA activity,” the government asserted, the suit simply
could not proceed.” In support, the government submitted both an
unclassified declaration from the Director of Central Intelligence and
also, on an ex parte, in camera basis, a classified version of the Direc-
tor’s declaration.”

On El-Masri’s behalf, the ACLU responded that the central [acts
al issue in his case—including the delails of his detention in Macedo-

71 Motion for an Immediate Stay of All Proceedings by United States of America, El-
Masri v. Tenet, 437 I'. Supp. 2d 530 (E.D. Va. 2006) (No. 1:05¢v1417).

72 Statement of Interest, Assertion of a Formal Claim of State Secrets Privilege by United
States Of Amecrica, El-Masri, 437 F. Supp. 2d 530 (No. 1:05¢v1417).

73 Order ol Mar. 9, 2006, El-Masri, 437 F. Supp. 2d 530 (No. 1:05¢v1417).

74 See Mcmorandum of Points and Authoritics in Support of Motion by Intervenor United
States to Dismiss or, in the Alternative, for Summary Judgment at 1-2, El-Masri, 437 . Supp. 2d
330 (No. 1:05¢v1417), available at htip//www.aclu.org/pdfs/safefrec/govt_mot_dismiss.pdf.

75 Id. at 4.

76 See id. at 5.

77 See id. at 10-11.

78 Id. at 1.

79 Id. at 1, 18.
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nia and Afghanistan and the role of the United States in orchestrating
events pursuant to the rendition program—were no longer secrets at
all, and that El-Masri could support his claims without the need for
discovery of classified information.®® The district court, however, was
not persuaded.s!

'The court agreed with the government that the “privilege derived
from the President’s constitutional authority over the conduct of this
country’s diplomatic and military affairs,” and that when properly as-
scried il was absolule in nature.® Rcelying on Reynolds, the courl con-
cluded that the government had followed the requisite formalitics for
asscrling the privilege (by having the Dircctor of Cenltral Intelligence
make the claim himself upon personal consideration of the issue) and
salislied Lhe slandard [or showing thal Lthe informalion in question was
sufficiently related to national security or foreign relations to warrant
protection.®? The court rejected El-Masri’s argument that the govern-
ment’s public statements acknowledging the existence of the rendition
program “undercuts the claim of privilege,” reasoning that there is a

critical distinction between a general admission that a rendi-

tion program exists, and the admission or denial of the spe-
cific facts at issue in this case. A general admission provides

no details as to the means and methods employed in these

renditions, or the persons, companies or governments

involved.s

1Iaving concluded that the government had properly asserted the
state secrets privilege as to such details, the question remained
whether El-Masri’s suit could proceed. The court concluded that it
could not because the government could not plead in response to the
complaint without “reveal[ing] considerable detail about the CIA’s
highly classified overseas programs and operations.”™ Because “the
centire aim of the suit is to prove the cxistence of state secrets,” there

80 Memorandum of Points and Authorities in Opposition to the United States’ Motion to
Dismiss or, in the Alternative, for Summary Judgment at 16-22, El-Masri, 437 T'. Supp. 2d 530
(No. 1:05¢v1417), available at http://www.aclu.org/pdfs/safefree/elmasri_final_brief.pdf.

81 See El-Masri, 437 F. Supp. 2d at 538.

82 Jd. al 533, 537.

82 Jd. at 537 (cxplaining as to the latter: “It is cnough to note here that the substance of El-
Masti’s publicly available complaint alleges a clandestine intelligence program, and the means
and mecthods the forcign intelligence services of this and other countrics used to carry out the
program. . . . [A]ny admission or denial of the allegations by defendants in this case would
reveal the means and methods employed pursuant to this clandestine program and such a revela-
tion would present a grave risk of injury to national security.”).

84 Jd.

85 Jd. at 539.
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was no prospect of adopting special procedures tailored to prevent
their disclosure while permitting the case to proceed.® “Thus, while
dismissal of the complaint deprives El-Masri of an American judicial
forum for vindicating his claims, well-established and controlling legal
principles require that in the present circumstances, Fl-Masri’s private
interests must give way to the national interest in preserving state
secrets.”s”

The Fourth Circuit subsequently affirmed.®® It acknowledged
that “successful interposition of the state secrets privilege imposes a
heavy burden on the party against whom the privilege is asserted.”®
Nonetheless, because the court thought it “plain” that the matter fell
“squarely within that narrow class” of cases subject to the privilege,
the court had no choice but to agree with the district court’s
determination.®

II.  The Secrecy Dilemma

To fully appreciate the clash of values implicit in the govern-
ment’s invocation of the state secrets privilege in El-Masri, it helps to
situate the case against the backdrop of the larger theoretical debate
regarding the proper role of government secrecy in an open, demo-
cratic society. That debate has been with us since the early days of the
republic,®* and as a result there are many ways one might go about
conveying its essential points. For present purposes, however, it
seems especially fitting to draw on an event that occurred at the peak
of the most recent era prior to 9/11 in which the demands of secrecy,
democracy, and litigation came into sustained conflict.

A.  The Tensions Inherent in Government Secrecy

In April 1975, Altorney General Edward Levi appeared belore
the Association of the Bar of the City of New York to deliver an ad-
dress on the topic of government secrecy.” Levi had been appointed

86 Id.

87 Id.

88 El-Masri v. United Stales, 479 F.3d 296, 313 (4th Cir. 2007).

89 Jd.

90 Jd.

91 See generally Saikrishna B. Prakash, A Critical Commentary on the Constitutionality of
Executive Privilege, 83 MINN. L. Rev. 1143 (1999) (including an insightful discussion of executive
privilege).

92 Attorney General Edward Levi, Address to the Association of the Bar of the City of
New York 1 (Apr. 28, 1975) (transcript available in Gerald R. Ford Presidential Tibrary and
Museum, Edward Levi Papers, Speeches and Scrapbooks Collection, Volume I).
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by President Ford just two months earlier, at a time in which the pub-
lic’s faith in government had plummeted as a result of, among other
things, the Watergate scandal and revelations in the media and Con-
gress concerning abusive surveillance practices carried out within the
United States in the name of national security.®® In speaking to the
leaders of the bar in New York City that night, Levi was engaged in a
conscious effort to address that crisis of confidence.®* In a characteris-
tically measured and direct way, his comments captured the essence of
the secrecy dilemma.

Levi opened by conceding that “[i]n recent years, the very con-
cept of confidentiality in government has been increasingly challenged
as contrary to our democratic ideals, to the constitutional guarantees
of freedom of expression and freedom of the press, and to our struc-
ture of government.”** He was speaking, of course, less than a year
after the Supreme Court had foreclosed President Nixon’s attempt to
invoke executive privilege to prevent a special prosecutor from ob-
taining recordings and transcripts of White TTouse conversations for
use in a criminal prosecution.®s In that context, Levi observed, it had
come to seem that “|a|ny limitation on the disclosure of information
about the conduct of government . . . constitutes an abridgment of the
people’s right to know and cannot be justified.”” Indeed, to some,
“governmental secrecy serves no purpose other than to shield im-
proper or unlawful action from public scrutiny.”®s

Having thus acknowledged the current public mood, T.evi pled
first for appreciation of the government’s legitimate need for some
degree of confidentiality.® That need, he asserted, “is old, common to
all governments, essential to ours since its formation.”'® At bottom,
“confidentiality in government go[es] to the effectiveness—and some-

92 See, e.g., SELECT CoMM. TO STUDY (GOVERNMENTAL OPERATIONS, FINAL REPORT OF
THE SELECT COMMITTEE TO STUDY (GOVERNMENTAL OPERATIONS WITH RESPECT TO INTELLI-
GENCE ACTIVITIES OF THE UNITED STATES SENATE, S. REP. No. 94-755 (1976) (better known as
the Church Committee Report) (reporting results of investigation into surveillance and other
intelligence activitics).

94 Levi, supra note 92, at 1-2.

S Id. al 1.

96 See United States v. Nixon, 418 U.S. 683, 711-13 (1974) (rccognizing constitutional sta-
tus ol executive privilege [or internal execulive branch deliberations, bul holding that the privi-
lege must give way in that case to the competing interests of a pending criminal prosecution).

©

97 Levi, supra note 92, at 1-2.
9 [d. at 2.

99 Id.

100 Id.
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times the very existence—of important governmental activity.”!!
Among other things, government must “have the ability to preserve
the confidentiality of matters relating to the national defense,” a pro-
position that he viewed as “[c]losely related [to] the need for confi-
dentiality in the area of foreign affairs.”192 Invoking the example of
secrecy in the breaking of Axis codes during World War II, Levi
pointed out that “[i]n the context of law enforcement, national secur-
ity, and foreign policy the effect of disclosure” of sensitive information
might prevent the government from acquiring critical intelligence,
“endanger[ing] what has been said to be the basic function of any gov-
ernment, the protection of the security of the individual and his
property.”103

Levi acknowledged, however, that “of course there is another
side—a limil Lo scerecy.”'** Invoking the First Amendment, Levi ar-
gued thal “[a]s a socicly we are commitled to the pursuit of truth and
o the dissemination of information upon which judgments may be
made.”105 This consideration matters in particular in light of our dem-
ocratic form of government. “The people are the rulers,” Levi re-
minded his audience, but “it is not enough that the people be able to
discuss . . . issues freely. They must also have access to the informa-
tion required to resolve those issues correctly. Thus, basic to the the-
ory of democracy is the right of the people to know about the
operation of their government.”1% Levi reinforced the point with
words from James Madison: “A popular Government without popular
information, or the means of acquiring it, is but a Prologue to a Farce
or a Tragedy; or, perhaps both. Knowledge will forever govern igno-
rance: And a people who mean to be their own Governors, must arm
themselves with the power which knowledge gives.”1

Thus, Levi concluded, “we are met with a conflict of values.”1%
On one hand, a “right of complete confidentiality in government
could not only produce a dangerous public ignorance but also destroy
the basic representative [unclion of government.” On the other, “a

101 Jd. at 4.

102 7d. at 17 19.

103 Jd. at 18-21.

104 Id. at 10.

105 7d.

106 Id. at 10 11.

107 {d. at 11 (quoting Letter from James Madison to W.T. Barry (Aug. 4, 1822), in 9 THE
WrrTiNGs oF Javies Manrson, 1819-1836, at 103 (G. Hunt ed., 1910)).

108 Jd. at 13.

109 Id.
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duty of complete disclosure would render impossible the effective op-
eration of government. Some confidentiality is a matter of practical
necessity.”11® Levi closed by observing:
Measured against any government, past or present, ours is an
open socicly. Bul as in any socicly conflicls among valucs
and ideals persist, demanding continual reassessment and re-
lection. The problem which I have discussed this cvening is
assuredly one of the most important of these conflicts. Tt
touches our most deeply-felt democratic ideals and the very
security of our nation.!™

In the final analysis, Levi’s aim was to impress upon a skeptical
audience that the government does have a genuine need for secrecy in
some circumstances, while at the same time acknowledging that defer-
ence to that need will come at a cost in terms of accountability and the
democratic process. He did not add, though it would have been very
much in the spirit of his remarks to do so, that this tension is all the
morc acute when the government’s assertion of confidenliality takes
place not just at the expensc of the public’s gencralized right to know,
bul also al the expense ol a specilic litigant who has turned o the
judiciary to vindicate his or her rights in the face of alleged govern-
ment misconduct. In the latter context, deference to the government’s
interest in maintaining confidentiality for security-related reasons con-
flicts not only with considerations of democratic accountability, but
also with enforcement of the rule of law itself.

B. Criticism of the State Secrets Privilege

El-Masri demonstrates that the state secrets privilege in at least
some circumstances can present precisely this exacerbated form of the
government secrecy dilemma. One might object, of course, that it is
far from clear that Fl-Masri’s substantive claims were viable as a legal
matter, and thus that invocation of the state secrets privilege in his
case might not actually have entailed the additional costs described
above. That objection fails to account, however, for the threshold
harm to El-Masri in being denied the opportunity to attempt to estab-
lish even the legal sufficiency of his claims, a harm that arguably is
experienced by the larger public as well. In any event, one need only
imagine the same fact pattern arising with respect to an American citi-
zen—thus eliminating questions regarding the legal sufficiency of the
constitutional claim without altering the state-secrets problem—to ap-

110 Jd.
111 Id. at 29.
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preciate the larger significance of precluding consideration of El-
Masri’s claims.!12

Precisely for this reason, the state secrets privilege has long been
the subject of academic criticism.''* Louis Fisher, for cxample, has
devoled an enltire book Lo the proposilion that the stale scerels privi-

112 Tt does not appear that any U.S. person with a manifest claim to constitutional rights
(and thus the option for a Bivens claim) has been subjected to an extraordinary rendition. The
closest example involves Maher Arar, a Syrian-Canadian dual citizen who was detained while
transiting John I'. Kennedy International Airport en route from Zurich to Montreal. See Arar v.
Ashcroft, 414 F. Supp. 2d 250, 252-53 (E.D.N.Y. 2006). Arar was eventually removed, first to
Jordan and then to Syria. Id. at 254. Arar’s case does not fit precisely within the rendition
paradigm because he was removed pursuant o the formal procedures ol U.S. immigratiou law,
but noncthelcess is best thought of in rendition terms in light of his allegation that the aim of the
removal was to place him in Syrian custody for interrogation purposes. See id. at 256. In any
cvent, Arar’s brief territorial connection with the United States placed him in a better position
than the typical rendition, allowing him to assert constitutional claims, a proposition that he put
to the test in a civil suit asserting a Bivens claim comparable to El-Masri’s. See id. at 257-58. As
in El-Masri, the government invoked the state secrets privilege as a ground to dismiss Arar’s
suit. See id. at 281. The district court ultimately declined to reach that issue, however, holding
instead that there is a national security exception to Bivens such that there is no private right of
action for alleged constitutional violations that “raise[ | crucial national-security and foreign pol-
icy considerations, implicating ‘the complicated multilateral negotiations concerning efforts to
halt international terrorism.”™ Id. (quoting Doherty v. Meese, 808 F.2d 938, 943 (2d Cir. 1986)).
For a discussion of the merits of that opinion, compare Julian Ku, Why Constitutional Rights
Litigation Should Not Follow the Flag, A B.A. Nat’L Securiry L. Rep,, July 2006, at 1,1 3, with
Stephen I Vladeck, Rights Without Remedies: The Newfound National Security Exception to
Bivens, A.B.A. Nar’L Securiry L. Rep., July 2006, at 1, 1, 4 6; both are available ouline at
http://www.abanet.org/natsecurity/nslr/2006/NSL_Report_2006_07.pdf.

113 See, e.g., RaouL BERGER, EXECUTIVE PRIVILEGE: A CONSTITUTIONAL MyTH 216-24
(1974); Frank Askin, Secret Justice and the Adversary System, 18 Hastinas Const. L.Q. 745, 760
(1991) (arguing that judicial deference to claims of secrecy is “unjustified by the realities of
governmental operations,” as “[bJureaucrats will almost always opt for secrecy™); Sean C. Flynn,
The Totten Doctrine and Its Poisoned Progeny, 25 VT. L. Rev. 793, 793-94 (2001); Frost, supra
note 4, at 1931-33; Meredith Fuchs, Judging Secrets: The Role Courts Should Play in Preveniing
Unnecessary Secrecy, 58 ApmiN. L. Rev. 131, 156 (2006); J. Steven Gardner, The State Secret
Privilege Invoked in Civil Litigation: A Proposal for Statutory Relief, 29 Waxt Forest L. Rrv.
567, 587 (1994) (asserting that the “most forceful” objection to the state secrets privilege is that it
“violates the constitutionally mandated separation of powers”); Kenneth W. Graham, Jr., Gov-
ernment Privilege: A Cautionary Tale for Codifiers, 38 Loy. L.A. L. Rev. 861, 869-73 (2004);
Sandra D. Jordan, Classified Information and Conflicts in Independent Counsel Prosecutions:
Balancing the Scales of Justice After Iran-Contra, 91 CoLtm. L. Rev. 1651, 1679 (1991) (contend-
ing thal the judiciary lacks “a meauinglul working standard (o evaluate™ nalional security-based
seereey claims); Jonathan Turley, Through a Looking Glass Darkly: National Security and Statu-
tory Interpretation, 53 SMU L. Rev. 205, 248 (2000) (arguing that “use of the privilege easily
fulfills the countermajoritarian nightmarc in statutory interpretation,” in that it cnables “circum-
vention or rejection of a statutory program”); Note, The Military and State Secrets Privilege:
Protection for the National Security or Immunity for the Executive?, 91 Yarr 1.1, 570, 586-87
(1982) (arguing that the “current judicial practice of ignoring the loss of evidence caused by
npholding a privilege claim neglects the conrts’ dnty to enforce constitntional and congressional
restraints on executive activities”).
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lege is “an unnecessary . . . doctrine that is incoherent, contradictory,
and tilted away from the rights of private citizens and fair procedures
and supportive of arbitrary executive power.”4 Fisher argues that
“[b]road deference by the courts to the executive branch, allowing an
official to determine what documents are privileged, undermines the
judiciary’s duty to assure fairness in the courtroom and to decide what
evidence may be introduced.”"s It is, in his view, a problem of consti-
tutional magnitude:
'The framers adopted separation of powers and checks and
balances because they did not trust human nature and feared
concentrated power. 'lTo defer to agency claims about privi-
leged documents and state secrets is to abandon the indepen-
dence that the Constitution vests in Congress and the courts,
placing in jeopardy the individual liberties that depend on
institutional checks.'s

In similar fashion, William Weaver and Robert Pallitto contend
that there are at least three “powerful arguments for judicial oversight
of executive branch action even if national security is involved.”t
First, they observe that “it is perverse and antithetical to the rule of
law” to permit the government to employ the state secrets privilege to
“avoid judgment in court” or public exposure in connection with un-
lawful conduct.!8 Second, an overly robust conception of the privi-
lege would create an “incentive on the part of administrators to use
the privilege to avoid embarrassment, to handicap political enemies,
and to prevent criminal investigation of administrative action.”t®
Third, “the privilege, as now construed, obstructs the constitutional
duties of courts to oversee executive action.”!20

Complicating matters, concerns associated with the state secrets
privilege in recent years have become inextricably intertwined with
the larger debate concerning the Bush administration’s generally ex-
pansive approach to executive branch authority, particularly in con-
nection with the war on terrorism. That larger debate is, in significant
part, a debate concerning the extent to which the executive branch
must comply with statutory and other restraints when acting in pursuit

114 FisHER, supra note 4, at 253,

115 Id. at 258.

116 [d. at 262.

117 Weaver & Pallitto, supra note 4, at 90.
118 /d.

119 Id.

120 Id.
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of national security goals.'?! The debate itself is hampered by the se-
crecy that often comes hand-in-hand with the pursuit of security-re-
lated policies. This is particularly true where the state secrets
privilege is concerned. Assertions of the privilege may have the im-
mediate effect of curtailing judicial review, and also the indirect effect
of reducing the capacity of both Congress and the voting public to act
as a check on the executive. For example, if we assume for the sake of
argument that at least some extraordinary renditions are unlawful, the
practical effect of the result in E/-Masri is to prevent a court from
reaching that determination and potentially intervening to prevent
further unlawful conduct.'22 Likewise, assertion of the privilege also
reduces the information on this topic available to Congress and the
public, to similar effect.

Some will argue that this is as it should be as courts ought not to
interfere with wartime measures undertaken by the president in the
exercise of his Article II responsibilities.’® This is, to say the least, a
controversial proposition. But it also is one that ought to be ad-
dressed in the first instance by the courts themselves. In some circum-
stances, a robust embrace of the state secrets privilege could prevent
that from occurring. Put another way, the privilege has the capacity to
prevent courts from engaging the most significant constitutional issue
underlying the post-9/11 legal debate: whether and to what extent rec-
ognition of an armed conflict with al Qaeda permits the executive
branch to act at variance with the framework of laws that otherwise
restrain its conduct.'?

121 Tor an illustrative discussion, see generally Michael D. Ramsey, Torturing Ixecutive
Power, 93 Gro. L.J. 1213 (2005) (discussing assertions of Article IT authority to violate statutory
restraints in wartime).

22 In this respect, assertion of the privilege has a similar impact as would vigorous enforce-
ment of the statutes criminalizing leaks of classified information. For a discussion of the latter
problem, see the September 2006 issue of the ABA’s National Security Law Report, which col-
lects essays on the topic, available online al hitp://www.abanet.org/natsecurity/nslr/2006/NSL_
Report_2006_09.pdf.

123 See, e.g., JouN Yoo, Tue Powers oF War aND Prace: TuE ConsTITUTION AND FOR-
EIGN Arpalrs Arrer 9/11, at 22-24 (2005) (arguing that Congress should rely on the power ol
the purse and on impeachment to check the executive branch’s conduct in the security realm).

124 The capacity of the state scerets privilege to preclude consideration of this question is by
no means limited to the context of rendition, of course. Indeed, the issue arguably is even more
squarcly presented by the controversy surrounding the administration’s policy (or perhaps poli-
cies) associated with warrantless surveillance of communications relating to persons that have
been linked in some fashion to al Qaeda (and perhaps other gronps or individnals as well). See
Alberto Gonzales, U.S. Att’y Gen., White House Press Briefing (Dec. 19, 2005), http://www.
whitehonse.gov/news/releases/2005/12/20051219-1.html. As in Fl-Masri, the government has in-
terposed the state secrets privilege as a ground to terminate civil suits concerning such surveil-
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Bearing these considerations in mind, the decision to dismiss
Khaled El-Masri’s lawsuit on state-secrets grounds takes on much
broader significance. The stakes just described are among the weighti-
est possible constitutional considerations. The decision in El-Masri
thus is an occasion for deeper exploration of the nature and scope of
the privilege, as a prelude to consideration of what reforms, if any,
might be desirable or even possible.

III.  The Origin and Evolution of the State Secrets Privilege

Notwithstanding the magnitude of the competing policy consider-
ations underlying the state secrets privilege, its nature and scope re-
main the subject of considerable uncertainty. Is it a constitutional rule
derived from the separation of powers, or is it merely a common law
rule of cvidence of no grealer stature than, for cxample, the spousal
privilege? The question matters a great deal. If the former, there may
be limils as to whal Congress might do should it wish Lo aller or over-
ride the privilege's impact on national security-related litigation. If
the latter, on the other hand, Congress is al liberty to chart ils own
course in reconciling the tension between the government’s legitimate
need for secrecy and the obligation to provide justice in particular
cases.

A careful review of the origin and evolution of the privilege sug-
gests that both explanations are true to some extent. 'The privilege
emerged in the traditional common law way, through a series of judi-
cial decisions tracing back at lcast to the carly nincteenth century.
These early pronouncements—some of which had constitutional over-
lones—dcall with a serics of evidenliary questions thal were quite dis-
lincl [rom one another and which did nol necessarily concern maltlers
of a diplomalic or mililary naturc. In the hands of mid-nincleenth
century treatise writers actively seeking to rationalize and systematize
the body of common law evidentiary rules, these disparate threads

lance, with mixed success thus lar. Compare 'lerkel v. AT&T Corp., 441 F. Supp. 2d 899, 917-20
(N.D. III. 2006) (dismissing complaint for lack of standing aftcr finding state scerets privilege
applicable), with Al-Haramain Islamic Found., Inc. v. Bush, 451 F. Supp. 2d 1215, 1228-29 (D.
Or. 2006) (upholding asscrtion of state scerets privilege as to information contained in a docu-
ment that accidentally had been disclosed to plaintitts, but allowing the plaintifts to file attidavits
in camera attesting to the contents of the document from their memorics to support their stand-
ing in the case), and Hepting v. AT&T Corp., 439 F. Supp. 2d 974, 994, 998-99 (N.D. Cal. 2006)
(concInding that the surveillance program was no longer a secret and thns permitting suit to
continue), and ACLU v. Nat’l Sec. Agency, 438 F. Supp. 2d 754, 764-65 (E.D. Mich. 2006)
(concInding that the state secrets privilege does not apply to the information necessary for the
plaintiffs to establish a prima facie case and allowing the suit to continue).
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eventually were woven together under the umbrella concept of a mul-
tifaceted “public interest™ privilege, some aspects of which were re-
ferred to under the subheading of “state secrets.”

The state secrets privilege in its modern form emerged during the
mid-twentieth century, against the backdrop of this common law fer-
ment, thanks to the Supreme Court’s seminal decision in Reynolds.
Published opinions addressing the privilege remained uncommon for
some years after Reynolds, but have become relatively frequent since
a spate of national security-related litigation in the early 1970s. From
that period onward, moreover, opinions discussing the privilege fre-
quently have sounded separation of powers themes, suggesting a con-
stitutional foundation to reinforce the common law origins of the
doctrine.

What of the claim to the effect that the Bush administration has
broken with past practice in asserting the privilege, either in quantita-
tive or qualitative terms? Neither criticism, I conclude, is warranted.
The fact of the matter is that the state secrets privilege produced harsh
results from the perspective of individual litigants long before the
Bush administration. In any event, attempts to allocate responsibility
for the privilege to any single administration ultimately distracts from
the more important task of considering whether and to what extent
legislative reform of the privilege might be appropriate.

A.  “Public Interest” Privileges in the Anglo-American Common
Law Tradition

The first glimmer of the stale scerets privilege in Amcrican law is
found in Marbury v. Madison.' Marbury is of coursc famous for
Chic! Justice Marshall’s delt asscrtion of the judiciary’s power Lo nul-
lify federal statutes on constitutional grounds, a landmark ruling con-
cerning the separation of powers belween Lhe judiciary and Congress.
In the course of the litigation in that case, however, the Court also
addressed a basic question of evidentiary procedure that touched on
distinct separation of powers concerns involving the judiciary and the
executive.

Marbury had sought (o elicil testimony [rom Allorney General
Levi Lincoln—who had been the acting Secretary of State in the
opening months of the Jefferson administration—concerning whether
the commissions at issue in that case had been found in the Secretary

125 Marbury v. Madison, 5 U.S. (1 Cranch) 137 (1803).
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of State’s office.’?¢ Lincoln objected, arguing that he should not testify
“as to any facts which came officially to his knowledge while acting as
secretary of state.”'?” Ultimately, the Court sided with Marbury, rea-
soning that there was nothing confidential about the information he
sought concerning the location of the commissions at a particular
point in time.?® The Court suggested in dicta, however, that Lincoln
would not have been “obliged” to disclose information “communi-
cated to him in confidence.”1?

The Marbury dicla raised morc questions than it answered. Did
the Court mean to suggest that confidential communications to exccu-
live branch olficials arc privileged and hence both inadmissible and
beyond the scope of discovery? Or was the point to suggest that
courls lack the capacily o subject a cabinelt oflicial (o judicial process
(e.g., contempt proceedings) to compel compliance with any discovery
order that might be issued? Assuming the former, was the basis for
protection rooted in the common law of evidence, in constitutional
considerations associated with the independence of the executive
branch, or both?

Tour years later, Chief Justice Marshall revisited the issue of con-
fidential government information in connection with the treason trial
of Aaron Burr.*® During the trial, Burr sought production from Pres-
ident Jefferson of an inculpatory letter from General James Wilkin-
son, governor of the Louisiana 'lerritory, describing Burr’s alleged
conspiracy.’® Marshall proceeded with caution, noting that it was
“certain” that there were some papers in the president’s possession
that the court “would not require” to be produced, but that the court
would be “very reluctant] |” Lo deny production il the document
“werce really essenlial (o [Burr’s] defense.”? Crilically, Marshall also
observed that the government in this instance was not resisting pro-
duction on the ground that disclosure of the document would “endan-
ger the public safety.”!?

Ultimately, the evidentiary dispute in that case became moot,
sparing Marshall the need to take a firm stand with respect to privi-

126 Id. at 143.

127 4.

128 Jd. at 144.

120 Jd.

130 United States v. Burr, 25 T. Cas. 30 (C.C.D. Va. 1807) (No. 14,692). Chief Justice Mar-
shall was riding circuit in this case.

131 Jd.

132 J4. at 37.

133 Jd.
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lege issues. The record of the trial remains significant, however, for
Marshall’s introduction of the notion that risk to public safety might
impact the discoverability of information held by the government.13

Some time would pass before an American court would speak
directly to the public safety issue that Marshall raised in Burr, at least
insofar as the record of published opinions indicates. But the absence
of on-point case law in the United States did not entirely inhibit devel-
opment of legal thought on the issue. Evidence treatises in circulation
in the United States at that time relied extensively on English prece-
dent. Indeed, they frequently were English treatises, republished with
annotations to American authorities where possible. Through that
medium, the bar in the United States in the early-to-mid 1800s would
have been familiar with contemporancous developments across the
Atlantic.

At the turn of the nineteenth century, these treatises had rela-
tively little to say on the topic of evidentiary privileges relating specifi-
cally to government information.’®® This began to change at least by
the 1820s, however. The first American edition of Thomas Starkie’s
influential evidence law treatise, published in 1826, provides a good
example.*® “There are some instances,” Starkie wrote, “where the
law excludes particular evidence, not because in its own nature it is
suspicious or doubtful, but on grounds of public policy, and because
greater mischief and inconvenience would result from the reception

134 United States v. Burr, 25 F. Cas. 187, 192-93 (C.C.D. Va. 1807) (No. 14,694). Another
decision from this era reflecting the early American experience with public interest privileges is
Gray v. Peniland, 2 Serg. & Rawle 22, 23 (Pa. 1815). Pentland was a libel lawsuit arising out of
Gray’s attempt to persuade Pennsylvania’s governor to fire or otherwise take action against
Pentland, who was at that time the “prothonotary” of the Court of Commaon Pleas in Allegheny
County. Id. Pentland’s libel claim turned on the existence of a deposition transcript that Gray
allegedly had provided to the governor in support of Gray’s claim of malfeasance. fd. The
governor refused to provide Pentland with the original document, forcing him at trial to rely on a
copy. Id. The trial court permitted him to do so, but the Supreme Court of Pennsylvania re-
versed on the ground that admission of the copy was tantamount to ordering production of the
original, something the court was not inclined to do because the resulting breach of confidential-
ity might deter people from providing executive officials with needed information. Id. at 31.

135 See, e.g., LeoNARD MACNALLY, RuLes O EviDENCE ON PLiEAs oF THE CROWN, chs.
XXI-XXII (Philadelphia 1811) (discussing attorney-client privilege, the privilege against self-
incrimiuation, and related maltters, but not governmental privileges).

136 THOMAS STARKIE, A PRACTICAL TREATISE ON THE Law OF EVIDENCE AND DIGEST OF
Proors v CiviL AND CRIMINAL PrROCEEDINGS (Boston, Wells and Lilly, 1826). For reference to
Starkie’s inflnence, see Brnce P. Smith, The Presumption of Guilt and the Fnglish I.aw of Theft,
17501850, 23 Law & Hist. Rev. 133, 143 n.33 (2005) (citing C.J.W. ALLEN, TEE Law oF Evi
DENCE TN VICTORTAN ENGT.AND 20-23 (1997)). The original English edition of Starkie’s treatise
was published in 1824. ALLEN, supra at 20.
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than from the exclusion of such evidence.”'*” These instances, he ex-
plained, included spousal privilege, attorney-client privilege, and the
privilege against self-incrimination.’®® They also included an addi-
tional category, moreover, “in which particular evidence is excluded
[because] disclosure might be prejudicial to the community.”13° Fx-
clusion in that context, Starkie explained, was rooted in “grounds of
state policy.”140

On close inspection, Starkie’s “state policy™ privilege appears to
cncompass three distinet lines of English precedent, though he docs
not clearly draw these distinctions himsclf. First, Starkic described a
scrics ol decisions reflecting what we would recognize Loday as the
“informer’s privilege,”’*' shielding evidence of communications be-
lween informers and government ollicials (o encourage such disclo-
sures.™> Second, Starkie provided numerous examples of what has
since become familiar as the “deliberative process privilege.”1#* Under
the deliberative process privilege, courts provide qualified protection
to some government communications to facilitate internal discussions
and operations.’* The evidentiary disputes in Marbury and Burr are
best thought of as falling under this heading.'+

'The third constituent category of Starkie’s overarching “state pol-
icy” privilege involved neither informants nor intragovernmental com-
munications. Instead, it concerned factual information that the
government sought to kecep from public disclosure on  sccurity
grounds, as illustrated in the 1817 English decision Rex v. Watson.14
Watson was a high-prolile alfair, concerning an alleged plot by Dr.
James Walson, his son of the same name, and others Lo overlhrow the

137 See STARKIE, supra note 136, § LXXVI, at 103.

138 Id. §§ LXXVI-LXXIX, at 103-06. There was no doctor-patient or clergy privilege at
that time, as Starkie notes. See id. § T.XXVTII, at 105.

139 Id. § LXXX, at 106.

140 Jd. (notation in margin).

141 TFor a discussion of the “informer’s privilege” in historical prospective, see Cynthia M.
Zalewski, In rc Grand Jury Investigation: Does the Informer’s Privilege Exist Within the Grand
Jury Setting?, 23 U. ToL. L. Rev. 645 (1992).

142 See STARKIE, supra note 136, § LXXX, at 106.

143 See id. § LXXX, at 106. For a thorough discussion of the origins and nature of the
“deliberative process privilege,” see Russell L. Weaver & James T.R. Jones, The Deliberative
Process Privilege, 54 Mo. L. Rev. 279 (1989).

144 See id.

145 Theron Metcalf, the American editor of Starkie’s treatise, cites to Burr and Marbury in
a footnote at the end of the “state policy” section. See STARKTR, supra note 136, § T. XXX, at 107
n.1.

146 Rex v. Watson, (1817) 171 Eng. Rep. 591, 604 (K.B.); see STARKIFR, supra note 136,
§ LXXX, at 106.
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British government through a series of acts that would include an as-
sault on the Tower of London.'¥ During the trial, prosecutors intro-
duced into evidence a map of the Tower that had been found in the
lodgings of the younger Watson.!* In response, the defense produced
a map of the Tower that had been freely purchased in a L.ondon shop,
and then asked a long-time employee of the Tower to testify as to the
map’s accuracy.* The court refused to permit that question to be
answered, reasoning “that it might be attended with public mischief,
to allow an officer of the tower to be examined as to the accuracy of
such a plan.”*3°

Watson was not the first reported English case in which other-
wise-relevant information was deemed inadmissible to preserve the
government’s security-oriented interest in secrecy,'s! but it does seem
to have been the first to draw the attention of the nineteenth-century
treatise writers. Henry Roscoe’s A Digest of the Law of Evidence in
Criminal Cases, published in the United States in 1836 under the edi-
torship of George Sharswood, provides a similar account of privileges
attaching to certain government communications and information.!?
Like Starkie, Roscoe cites Warson.133 In addition, however, Roscoe
cites the opinion of Lord Lllenborough in Anderson v. Ilamilton'>+ as

147 Watson, 171 Eng. Rep. at 596.

148 Id. at 604.

149 Id.

150 Id.

151 In 1723, in connection with Parliament’s consideration of a bill of pains and penalties
against Bishop Francis Atterbury on charges of treason, Atterbury sought to cxamine postal
clerks who had opened and reported his allegedly incriminating correspondence and also the
cryptographers who had decoded the letters in question, in both instances with the aim of ex-
ploring the method by which the incriminating information had been gathered. Both motions
were denied by the House of Lords, however, on the express ground that such testimony might
be “inconsistent with the public safety.” Transcript of Trial at 495-96, Proceedings Against
Bishop Auterbury, 9 Geo. I (1723), reprinted in 16 A CompLETE COLLECTION OF STATE TRIALS
323, 495-96 (T.B. Ilowell ed., 2000); see also Lveline Cruickshanks & IToward Crskine-IIill, The
Atterbury Plot 208-09 (2004) (describing Atterbury’s failed attempt to examine Rev. Edward
‘Willes, one of the cryptographers involved in decoding the allegedly inculpatory letters, regard-
ing the nature of his art, including Willes's response that to answer the question would be “dis-
serviccable to the Government” and useful to England’s cnemics).

152 HeNry Roscor, A DiGest o 1HE Law or EvipeNce IN CRIMINAL CAses witH NoTes
AND REFERENCES TO AMERICAN DECISIONS, AND TO THE EnGLisH ComMmMoN Law aND EccLE-
SIASTICAL REPORTs 148 (George Sharswood ed., P.H. Nickline & 'I'. Johnson, 1836).

153 Jd. at 148-49.

154 Anderson v. Hamilton, (1816) 8 Price 244 n.*, 146 Eng. Rep. 1191 n.*, 2 Br. & Bingh.
136 n.(b) (Fxch. Div.) (reported in the margin of Home v. Bentinck, (1820) 8 Price 225, 244 n.*,
146 Eng. Rep. 1185, 1191 n.*, 2 Br. & Bingh. 130, 156 n.(b) (Exch. Div.)). The English Reports
repott of the case, which memorializes the Price report of the case, matches the substance but
not the precise language of the Broderip & Bingham report of the case. Although quotations in
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an example of what he called the “matters of state” privilege.'> An-
derson involved a civil suit for false imprisonment brought against the
governor of Heligoland, and raised the question of whether a plaintiff
could compel production of correspondence between the governor
and the secretary of state for the colonial department.**s Lord Ellen-
borough refused the request, accepting the objection of the Attorney
General that “the security of the state made it indispensably neces-
sary, that letters written under this seal of confidence should not be
disclosed, and that a breach of the privilege given by the law to such
communications would be highly dangerous to the interests of the
state.”s” Lord Ellenborough added that the letters “might be preg-
nant with a thousand facts of the utmost consequence respecting the
state of the government . . . and the suspicion of foreign powers with
whom we may be in alliance.”'*®

In 1842, Professor Simon Greenleaf of the Harvard Law School
confirmed the maturation of American evidence law by publishing A
Treatise on the Law of Evidence, arguably the first successful volume
of this nature to be written from an explicitly American perspective.'>
Following in the footsteps of Starkie and Roscoe, Greenleaf wrote
that “[t]here are some kinds of evidence which the law excludes . . . on
grounds of public policy, because greater mischief would probably re-
sult from requiring or permitting its admission, than from wholly re-
jecting it.”1% He then listed a number of examples, including what he
called “secrets of state.”1et In explaining the content of that privilege,
however, Greenleaf did not distinguish the security rationale of cases
like Watson and Anderson from the administrative convenience un-
derlying the deliberative-process privilege seen in cases such as

the text are from the Broderip & Bingham report, their substance is reflected in the English
Reports (Price) report.

155 ROSCOE, supra notc 152, at 148-49. Wartson also is cited in 8. MarcH PHirLipes &
ANDREW AMOs, A I'REATISE ON THE Law oF EvIDENCE 177 (8th London ed., with Notes and
References to American Cascs, Boston 1839).

156 Anderson. 8 Pricc at 244 n.*, 146 Eng. Rep. at 1191 n.*, 2 Br. & Bingh. at 156 n.(b).

157 Anderson, 2 Br. & Bingh. at 156 n.(b).

158 Id. at 157 n.(b). The only American authoritics on this issuc noted by Sharswood in his
annotation to Roscoe’s volume were Marbury, Burr, and Gray. See Roscok, supra note 152, at
148 n.1.

159 1 StMoN (GREENLEAF, A TREATISE oN THE Law oF Evinpence (7th ed., Boston, Little,
Brown and Co. 1854).

160 [d. § 236, at 328.

161 Id. Greenleaf was not the first to employ a version of the phrase “state secrets.” Three
years earlier, in Clark v. Field, 12 Vt. 485, 486 (1839), the Vermont Snpreme Conrt nsed the
phrase “state secrets” to refer to the privilege that attaches to grand jury proceedings.
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Burr.192 Indeed, Greenleaf did not cite Watson at all, and, in citing
Anderson, did not draw attention to the security and diplomatic se-
crecy elements of Lord Ellenborough’s opinion.1s?

Nonetheless, the security issue played a critical but unspoken role
in the next significant development in the emergence of the state
secrets privilege!s*—the Supreme Court’s 1875 decision in 7otten v.
United States.’s> Totten concerned an attempt by the estate of an al-
leged Union spy to enforce a contract he claimed to have had with
President Lincoln.1%s The Court of Claims had adjudicated the dis-
pute, dividing equally on the question of whether Lincoln had author-
ity to bind the United States contractually in this way.!s” By a
unanimous vote, however, the Supreme Court held that the Court of
Claims should have dismissed the suit without reaching the merits.!

Justice Field cxplained that “public policy forbids the mainte-
nance of any suil in a court of juslice, the (rial of which would inevila-
bly lcad Lo the disclosure of maltlers which the law itscll regards as
confidential, and respecting which it will not allow the confidence to

162 (GREENLEAF, supra note 159, § 250, at 347 49.

163 Id. § 251, at 349,

164 There were two state court opinions in the early 1870s which also have been cited with
some frequency as carly examples of the state scerets privilege. See Worthington v. Scribner, 109
Mass. 487, 488 (1872) (concerning the informant’s privilege); Thompson v. German Valley R.R.
Co., 22 N.T. Eq. 111 (N.J. Ch. 1871) (holding that a governor should not be compelled to praduce
in court any paper or document in his possession). Neither concerned secret information relat-
ing to the military or diplomatic activities of the 1].S. government, however.

165 Totten v. United States, 92 1).8. 105 (1875).

166 Id. al 105 06. “lolten” was Enoch 'lotten, administrator of Lloyd’s estate. See 'lran-
seript of Record at 3, Totten, 92 U.S. 105 (No. 167).

167 Totten, 92 U.S. at 106.

168 Id. at 106-07. In his reply to Totten’s original petition, Assistant Attorney General
Thomas Talbot did not assert any affirmative defenses, but instead denied the allegations that
the United States owed money to Lloyd and that Lloyd had “borne true faith and allegiance to
the Government of the United States, and never voluntarily aided, abetted, or given encourage-
ment to rebellion against the said Government.™ Transcript of Record, supra note 166, at 2. The
Court of Claims found that the agreement had in fact existed, but did not address the loyalty
issue and was unable to come to agreement on the issue of the President’s power to bind the
United States to such a contract. See id. at 3-4. Totten’s bricf to the Supreme Court focused
largely on that issue ol authority. Briel lor Appellant at 3, Toten, 92 U.S. 105 (No. 167). Solici-
tor General Phillips’s bricf in opposition argued that the claim was time barred (on the theory
that Lloyd could have made applications for payment from behind enemy lines, it he had been
truly loyal) and in any cvent that “in the matter of cxpenditures which arc secret, and thus freed
from the checks enjoined by the system of accounts in ordinary cases, there should be a prece-
dent or snbseqnent sanction by Congress before a right of suit arises.” Brief for the United
States at 3-4, Totten, 92 1J.S. 105 (No. 167). That is, Phillips argued that Totten’s suit was “of a
class that necessarily does not warrant a suit against the United States unless it be shown that there
is an appropriation for secret service outstanding and applicable.” Id. at S.
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be violated.”1* In this respect, the confidentiality inherent in the em-
ployer-employee relationship for spies was analogous to—indeed,
stronger than—the “confidences of the confessional, or those between
husband and wife, or of communications by a client to his counsel for
professional advice, or of a patient to his physician for a similar pur-
pose.”170 Just as “suits cannot be maintained which would require a
disclosure” of such confidences, so too no suit could be maintained
which would require disclosure of a spy’s employment by the United
States.””' A contrary result, Field warned, would run the risk of ex-
posing “the details of dealings with individuals and officers . . . to the
serious detriment of the public.”172

Seen in the context of the foregoing discussion, Zotten at the time
was best understood as a significant extension of the still-evolving
concept of a state secrets privilege.\”® First, Totten followed the British
example in Watson in recognizing a public-policy justification in
American law for precluding public disclosure of information on se-
curity-related grounds. Second, and more significantly, Torien estab-
lished the absolute nature of the state secrets privilege in at least some
contexts, taking the concept to its logical extreme: as the facts and
details of an espionage relationship cannot be disclosed, there would
be no point in proceeding with litigation that would require precisely
that.17+

Notably, the Court in Torten did not actually require an assertion
of privilege on the part of the executive as a precondition to its hold-
ing that espionage contract suits cannot be maintained; on the con-
trary, the court appears to have raised the issue on its own initiative.!”s
One might conclude from this that the Court took the view that such
suits are nonjusticiable as a constitutional matter. The Court at no
point described its holding in separation of powers or other constitu-
tional terms, however. Rather, the Court simply spoke in terms of the

169 1otten,92 U.S. at 107. This particular argument was not presented by the government at
any stage in the proceedings, excepting the possibility that it may have been raiscd at oral argu-
ment. See Brief for the United States, supra note 168.

170 Totten, 92 U.S. at 107.

171 fd.

172 Id. at 106-07.

173 The Supreme Court recently has indicated that it views Totten as distinct from the state
secrets privilege, though there is reason to question that conclusion. See Tenet v. Doe, 544 1.S.
1, 8-11 (2005).

174 See Totten, 92 U.S. at 107.

175 Id. at 106-07.
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detrimental “public policy” ramifications of permitting lawsuits re-
garding unacknowledged espionage contracts to proceed.

The Supreme Court of Pennsylvania was more forthcoming about
the theoretical foundations for the privilege when it confronted the
issue in its 1877 decision Appeal of Hartranf17¢ The Hartran/t litiga-
tion arose against the backdrop of the Great Railroad Strike of 1877,
which had produced terrible violence between Pennsylvania national
guardsmen and strikers in Pittsburgh during the summer of that
year.'”7 After order was restored, a grand jury in Allegheny County
had subpoenaed Governor Hartranft and Pennsylvania National
Guard officials to testify regarding their role in these events.'”® The
county court issued attachments against them when they refused to
comply, but the Supreme Court of Pennsylvania reversed on state
constitutional grounds.'” After observing that the power to issue an
attachment against senior executive officials implied a variety of other
powers to control the executive branch—a proposition fraught with
separation of powers concerns—the court held that the executive de-
partment in any event had exclusive “power to judge . . . what of its
own doings and communications should or should not be kept
secret, 180

One of the decisions that the Hartranft court cited in support of
this total-deference obligation was not an American authority, but a
British one'st: Beatson v. Skene,*? an 1860 decision concerning slan-
derous comments that a civilian official allegedly had made concern-
ing Beatson, who at the time had been the commandcr of an irregular
cavalry unit operating in 'lurkish territory at the time of the Crimean
War. As il happened, Skene’s comments were recorded in a letter
that came inlo the custody of the Secrelary of Stale for War, who de-
clined Lo produce it for the litigation on the ground that “doing so
would be injurious to the public service.”'s> The court agreed, and
went on to add that except in “an extreme case” judges should not
even ask to see the documents in question once a claim of this sort has
been made, but rather should leave the determination to “the head of

176 Appeal of Hartranft, 85 Pa. 433 (1877).

177 Id. al 434.

178 Jd. at 435.

179 Jd. at 444-45.

180 fd.

181 Id. at 447 (citing Beatson v. Skene, (1860) 157 Eng. Rep. 1415 (Exch. Div.)).
182 Beatson v. Skene, (1860) 157 Lng. Rep. 1415, 1421 (Ixch. Div.).

183 Id.

=
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the department having custody of the paper.”1%* The court in Beatson
reasoned that a contrary approach ordinarily would not be possible
because, it believed, a judicial inspection “cannot take place in pri-
vate” and thus necessarily would entail public exposure of the matter
in issue.18$5 Hartranft cited this rationale with approval, apparently not
recognizing that the availability in American practice of in camera, ex
parte review made the rationale of Beatson quite inapplicable.18¢

B.  The Emergence of the Modern Privilege
1. Security Concerns

By the late nineteenth century, treatise writers in the United
States had begun to refer expressly to a “state secrets” privilege. At
this stage, however, they were using “state secrets” much as the early
writers had referred to a “public interest™ privilege: namely, as an um-
brella concept integrating cases like Totten and Hartranft with prece-
dents concerning the informer’s privilege, the deliberative-process
privilege, and the government-communications privilege.'” It was not
surprising, in light of this, that courts near the turn of the century fre-
quenltly relerred Lo “state scerels” when dealing with maltlers unre-
lated Lo national securily or foreign relations.™®

184 Jd. at 1421 22.

185 Id. at 1421.

186 Appeal of Harlranl(, 85 Pa. 433, 447 (1877).

187 See, e.g., JouNn FRELINGHUYSEN HaGEMAN, PRIVILEGED COMMUNICATIONS AS A
BraNcH oF LeEGar EviDENcE 295 (1889) (referring to “Scerets of State,” in what might be the
first volume treating evidentiary privileges as an independent subject); THE AMERICAN AND
Encrisa Excycropepia oF Law (John Houston Merrill ed., 1892) (referring to a privilege for
“state secrets”).

188 There were at least three decisions referencing a “state secrets” privilege during the
period between Hartranft and the 1912 decision in Firth Sterling Steel Co. v. Bethiehem Steel Co.,
199 T. 353 (E.D. Pa. 1912), which is discussed below. None, however, involved matters associ-
ated with security or foreign relations. Two are better viewed as an example of the more genera-
lized public-interest privileges previously discussed. In District of Columbia v. Bakersmith, 18
App. D.C. 574, 577, 580 (1901), the Court of Appeals of the District of Columbia rejected with-
out discussion the District’s attempt to justify the withholding of municipal records relating to
maintenance ol a culvert on the improbable grouud that all government records amouut to
“scercts of State.” Similarly, in King v. United States, 112 F. 988, 996 (S5th Cir. 1902), the Fifth
Circuit declined to apply the state secrets privilege to preclude testimony concerning plea agree-
ments a prosccution witness may have made with the government. The other decision, In re
Grove, 180 F. 62, 67, 70 (3d Cir. 1910), did have a security concern. In that case, the Third
Circuit reversed a contempt finding against a defendant who initially had refused to praduce
documents relating to the designs for a destroyer being built for the Navy, reasoning that the
defendant had acted properly in suggesting that the materials might be protected by the state
secrets privilege, even though the Navy ultimately disclaimed such protection. Id.
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The core of a distinctive “state secrets” privilege, focused on se-
curity-related matters, did begin to emerge in the early twentieth cen-
tury. The initial examples involved commercial disputes relating to
military hardware. In a handful of cases prior to World War II—one
in 1912 involving the designs for armor-piercing projectiles,’® and two
others in the late 1930s involving equipment used in connection with
gun sighting'®>—courts invoked the privilege to preclude litigants
from obtaining much-needed discovery, employing reasoning ex-
pressly predicated on the harm to national security that might follow
from such disclosure.

The security-oriented privilege continued to develop as several
mid-century developments combined to increase the occasions for its
assertion.’”t The onset of World War II in particular was significant,
as it brought with it a vast expansion of government activity at home
and abroad relating to security and foreign policy, much of it highly
classified. It was inevitable that civil and criminal cases relating to this
new security establishment would raise issues concerning the exposure
of sensitive information. In the 1944 decision United States v. Hau-
gen 1?2 for example, a district court was obliged to determine the im-
pact of the state secrets privilege on a criminal prosecution arising
indirectly out of the Manhattan Project.”® Haugen was charged with
intentionally defrauding the government by forging meal vouchers for
use in a cafeteria serving persons involved in the construction of a
Manhattan Project facility.’** The charge required proof of the con-

189 See Firth Sterling Steel, 199 F. at 355 (citing Totten).

190 See Pollen v. United States, 85 Ct. Cl. 673, 674, 679 (1937) (concluding that the paucity
of decisions addressing the concept of a military secrets privilege merely “confirms the recogni-
tion” that such information cannot be disclosed); Pollen v. Ford Instrument Co., 26 F. Supp. 583,
585 86 (E.D.N.Y. 1939) (citing Tolten en route Lo recognizing military secrets privilege asserted
by intervenor United States, and denying discovery on that basis).

191 Writing in 1954, Charles McCormack obscrved that

[iln the last half-century in this country and in England, where the activities of
government have so multiplied in number and widened in scope, the need of liti-
gants for the disclosure and proof of documents and other information in the pos-
session of government officials has correspondingly increased. When such needs
are asserted and opposed, the resnltant gnestions reqnire a delicate and judicions
balancing of the public interest in the secrecy of ‘classified’ official information
against the public interest in the protection of the claim of the individual to due
process of law in the redress of grievances.
CrarLEs T. McCormick, HANDBOOK OF THE Law oF EVIDENCE 302-03 (1954).

192 United States v. Haugen, S8 F. Supp. 436 (E.D. Wash. 1944), aff'd, 153 F.2d 850, 853
(9th Cir. 1940).

193 Id. at 437.

194 Id.
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tractual relationship between the cafeteria owner and the federal gov-
ernment, but the government refused to disclose to the defendants the
contracts themselves.”®> The court agreed that the defendant could
not discover them, observing that the “right of the Army to refuse to
disclose confidential information, the secrecy of which it deems neces-
sary to national defense, is indisputable.”1%

The enactment of the Federal Tort Claims Act (“FTCA”)' in the
immediate aftermath of the war permitted individuals to sue the gov-
ernment for its alleged tortious conduct, and thereby created new op-
portunities for the assertion and development of the state secrets
privilege. Perhaps not surprisingly, given the large amount of military
activity taking place in those years, FTCA suits frequently arose in
connection with accidents involving military ships and vehicles, and in
such instances plaintiffs naturally sought to acquire copies of internal
investigation reports carried out by the relevant service. The govern-
ment routinely resisted such requests on the ground that the public
interest is better served by keeping postaccident investigations confi-
dential, quite apart from any considerations of military or diplomatic
secrets that might be contained in a given report.’®® QOccasions did
arise, however, in which the emerging state secrets privilege was cited

195 Id. at 438.

196 Id. 'lhe court went on Lo preclude oral testimony concerning the contracts, relying on
the best evidence rule. See id. at 440.

197 Federal lort Claims Act, ¢h. 753, tit. IV, 60 Stat. 842, 842-47 (1946) (codified as
amcnded in scattered scctions of 28 1J.S.C.).

198 A series of opinions in the 1940s addressed the claim that internal investigative reports
carried out by government agencies should be privileged from discovery regardless of their con-
tent, a claim that is quite distinct from an argument that a particular report should be withheld
because it contains security-sensitive information. See United States v. Cotton Valley Operators
Comm., 9T".R.D. 719, 721 (W.D. La. 1949) (dismissing civil antitrust enforcement action as sanc-
tion for failure to produce FBI investigative report), aff'd by equally divided court, 339 U.S. 940
(1950); O’Neill v. United States, 79 T'. Supp. 827, 830-31 (L.D. Pa. 1948) (imposing sanctions for
refusal to disclose FBI investigative report relevant to admiralty action, but denying that the case
involves jeopardy to “the military or diplomatic interests of the nation”), vacated on other
grounds sub nom. Alltmont v. United States, 174 F.2d 931, 931 (3d Cir. 1949); Bank Line Ltd. v.
United States, 76 F. Supp. 801, 804-05 (S.D.N.Y. 1948) (permitting limited discovery, while ac-
knowledging that 4 dillerent outcome might have obtained had “military and diplomatic secrets”
been involved); Wunderly v. United States, 8 FR.D. 356, 357 (E.D. Pa. 1948) (rcquiring produc-
tion of statement made by army officer in a letter to his superior, while emphasizing that no
“military sccrets, possibly protected by the scope of common law privilege, arc involved”); Bank
Line Ltd. v. United States, 68 F. Supp. 587, 588 (S.D.N.Y. 1946) (admiralty libellant sought
prodnction of Navy investigative report), mandamus denied, 163 F.2d 133, 139 (2d Cir. 1947).
These cases frequently are cited in connection with the state secrets privilege as it is understood
today, bt are in fact better nnderstood as examples of an attempt to extend the general “pnblic-
interest” privilege described previously to the entire category of accident investigation reports.
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as a separate ground for resisting disclosure of such reports.’® One
such occasion resulted in the Supreme Court’s 1953 decision in Reyn-
olds, the seminal but troubled opinion that entrenched the state
secrets privilege in its modern form.

2. Crystallization of the Privilege in Reynolds

Reynolds concerned a trio of FTCA suits brought by the widows
of several men who died in the crash of an Air I'orce B-29 in Geor-
gia2® At the time of the crash, the plane was on a mission to test
classified radar equipment, a fact that eventually would prove a signif-
icant obstacle to the success of the suits.”®* During discovery, the
plaintiffs sought production of a report drafted in connection with the
Air Force’s postaccident investigation.” The government resisted
production, though not initially on state-scerets grounds.?® Instead,
the government at first asscrled a generalized privilege [or internal
investigative reports based on the proposition that disclosure of such
reports would deter “the free and unhampered sell-crilicism within
the service necessary to obtain maximum efficiency, fix responsibility
and maintain proper discipline.”2+ Carefully noting the absence of a
state-secrets claim, the court rejected the government’s argument that
it needed to shield the report to encourage self-criticism and thereby
prevent future accidents.20

After the district court reached this conclusion, the government
rcasserted its argument in favor of an investigative-reports privilege,
but this time added that disclosure of the report would “seriously
hamper[ | national sccurily, (lying salctly, and the development of
highly technical and secrel military equipmenlt.” In shorl, the gov-

199 See, e.g.. Cresmer v. United States, 9 F.R.D. 203, 204 (E.D.N.Y. 1949) (in FT'CA suit
arising out of crash of Navy plane, district court conducted ex parte, in camera review of the
accident report to ensure it contained nothing that would “reveal a military secret or subject the
United States and its armed forces to any peril by reason of complete revelation” before grant-
ing motion to compel production).

200 Id. at 2-3.

201 The facts at issuc in Reynolds arc described in considerable detail in F1sHER, supra note
4, at 1-3,

202 See Brauner v. United States, 10 I"R.D. 468, 469 (L.D. Pa. 1950).

203 Id. at 471-72.

204 Id. at 472.

205 Id. at 471-72. A similar fact pattern produced a similar result just a month earlier in
Louisiana, in connection with a separate Air Force plane crash. See Evans v. United States, 10
T'R.D. 255, 257-58 (W.D. La. 1950) (ordering government to produce witness statements and
other documents despile claim ol an invesligalive-Teports privilege).

206 Reynolds v. United States, 192 F.2d 987, 990 (3d Cir. 1951), rev’d, 345 U.S. 1 (1953).
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ernment now had invoked the state secrets privilege as an alternative
ground for refusing production of the documents. The district court
responded by ordering that the documents be produced to it for ex
parte, in camera inspection “so that the court could determine
whether the disclosure ‘would violate the Government's privilege
against disclosure of matters involving the national or public inter-
est.””27 The government declined to comply, implicitly adopting the
Iartranft/ Beatson position that judges may not second-guess the gov-
ernment’s assertion of the state secrets privilege.?® The district court
responded by ordering that the question of negligence be resolved in
the plaintiffs’ favor, and ultimately entered a $225,000 judgment on
that basis.?®

On appeal, the Third Circuil was carelul (o distinguish the slale
secrets privilege from the government’s original attempt to shield the
report on what it described as “housekeeping” grounds.?'* The court
drew a distinction between a generalized assertion of need to withhold
information in the “public interest” and a specific assertion that diplo-
matic or military secrets are in issue.?! Citing Totten and Firth Ster-
ling Steel Co. v. Bethlehem Steel Co.» the court acknowledged that
“[s|tate secrets of a diplomatic or military nature have always been
privileged from disclosure in any proceeding.”?® It did not follow,
however, that courts must simply accept the government’s claim that
the privilege is implicated. Rather, the court held that whether the
privilege has been properly invoked “involves a justiciable question,
traditionally within the competence of the courts, which is to be deter-
mined . . . upon the submission of the documents in question to the
judge for his examination in camera,” albeit on an ex parte basis.?*

The Third Circuil’s opinion in Reynolds was significanl in scveral
respects. First, it clearly distinguished the “state seerets” privilege (re-
lating (o mililary and diplomalic information) [rom the more genera-
lized “public interest” privileges (associated with other forms of
sensitive government information and communications). The court
thus added a degree of clarity—and justification—that had been no-

207 Id. at 990 91.

208 See id. at 991.

209 See id.; Fistmr, supra note 4, at 58.

210 Reynolds, 192 F.2d at 994,

211 Id. at 994-96.

212 Firth Sterling Steel Co. v. Bethlehem Steel Co., 199 F. 353 (E.D. Pa. 1912).

213 Reynolds, 192 T'.2d at 996 (citing, inter alia, Totten v. United States, 92 U.S. 105, 107
(1875); Firth Sterling, 199 F. 353).

214 Id. at 997.
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ticeably lacking in discussions of the privilege up to that point. Sec-
ond, in the spirit of Totfen, it affirmed the absolute nature of the state
secrets privilege once properly attached. Third, the court insisted
upon the ultimate authority of the judiciary to review (and thus poten-
tially reject) the executive branch’s assertion that diplomatic or mili-
tary secrets in fact are present. This departed from the approach
articulated in Hartranft, which had relied on the British precedent of
Beatson. Indeed, the Third Circuit in Reynolds expressly rejected the
government’s invocation of a more recent British precedent following
Beatson, deriding it as irrelevant in light of the differing roles of
American and British judges within their respective constitutional
structures.?>

The Supreme Court eventually reversed and remanded the Third
Circuit’s decision in Reynolds.?® Its decision to do so is best under-
stood not as a rejection of the principles stated above, however, but
rather as a refinement of them.

As an initial matter, Chief Justice Vinson’s opinion for the major-
ity articulated a set of formalities that must be satisfied for the govern-
ment even to put the state secrets privilege into play.2” In particular,
“[t]here must be a formal claim of privilege, lodged by the head of the
department which has control over the matter, after actual personal
consideration by that officer.”2s

The more interesting aspect of the decision, however, is the ma-
jorily’s discussion of the substanlive standard [or recognilion ol the
privilege once properly asserted and of the judge’s role in applying
that standard.2** By and large, these aspects of the holding were con-
sistent with the views articulated by the Third Circuit in the opinion
below. For example, Vinson affirmed the absolute nature of the “priv-
ilege against revealing military secrets, a privilege which is well estab-
lished in the law of evidence.”??° In the criminal prosecution context,
he observed, this might force the government to choose between as-
serting the privilege and dropping the charge, but in the civil context

215 Jd. (rejecting the analogy to Duncan v. Cammell, Laird & Co., [1942] A.C. 624, on
separation of powers grounds, but also distinguishing the case on the ground that the military
sensitivity of the information at issue in that case—involving the submarine Thetis—was
manifest).

216 United States v. Reynolds, 345 ULS. 1, 12 (1953).

217 Id. at 7-8.

218 Id.

219 Id. at 6-12.

220 Id. at 6-7 (citing, inter alia, Totten).
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matters stood differently.??! Vinson cited Torten for the proposition
that when the privilege attaches in a civil case, it must be upheld
against any claim of need, even to the point of requiring dismissal of a
suit.??

Vinson also agreed with the Third Circuil that “[j]udicial control
over the evidence in a case cannol be abdicaled (o the caprice of exee-
utive oflicers.”?** Bul whereas the Third Circuil had implied thal it
might always be appropriate for the court to test the executive’s claim
through an ex parte, in camera assessment of the disputed informa-
tion, Vinson required greater caution. Judges should not automati-
cally engage in an in camera, ex parte review, he wrote, because it
sometimes will be possible to determine from context alone “that
there is a reasonable danger that compulsion of the evidence will ex-
pose military matters which, in the interests of national security,
should not be divulged.”?*

This formulation only slightly modifics the Third Circuit’s ap-
proach. It amounts to a description of the substantive standard gov-
crning the judge’s assessment of the privilege claim itsell, interwoven
with a description of the logistics of applying that standard. As to the
[ormer, Vinson clarified thal judges should use a “reasonable danger”
test in assessing whether the information in question ultimately could
be produced in the litigation without harm to national security.2% As
to the latter, Vinson cautioned that it sometimes will be obvious from
context alone that the information qualifies under that standard and

221 See id. at 12. Four years later, in Jencks v. United States, 333 U.S. 657, 670-72 (1957), the
Court cited this aspect of Reynolds en route to holding that the “burden is the Government’s,
not to be shifted to the trial judge, to decide whether the public prejudice of allowing the crime
to go unpunished is greater than that attendant upon the possible disclosure of state secrets and
other confidential information in the Government’s possession.” See also United States v.
Moussaoui, 382 I.3d 453, 476 (4th Cir. 2004) (noting that, even under the Classified Information
Procedures Act (“CIPA™), 18 U.S.C. app. 3 §§ 1-16 (2000 & Supp. IV 2004), in context of crimi-
nal prosecution, “the Lxecutive’s interest in protecting classified information does not overcome
a defendant’s right to present his case™); United States v. Paracha, No. 03-CR-1197, 2006 WL
12768, at *8 (S.D.N.Y. Jan. 3, 2006) (noting that the government may only invoke the privilege at
the cost of allowing the defendant to go free).

222 See Reynolds, 345 U.S. at 11 n.26 (stating that the suit in Totten “was dismissed on the
pleadings without ever reaching the question ol evidence, since it was so obvious that the action
should never prevail over the privilege”).

223 Jd. at 9-10. In that respect, Reynolds rebuffs the view expressed by then-Attorney
Genceral Robert Jackson in an opinion letter in April 1941 in which he described a gencralized
privilege pursuant to which both Congress and the courts must defer to executive determinations
that disclosnre of sensitive information wonld not be in the public interest. See Position of the
Executive Department Regarding Investigative Reports, 40 Op. Att’y Gen. 45, 46, 49 (1941).

224 Reynolds, 345 1).S. at 10.

225 Id. at 9.
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therefore that there is no sense in running the marginal risks associ-
ated with an in camera, ex parte review.22

But this left open several questions. First, how deferential should
a judge be in determining whether information rises to the “reasona-
ble danger” level? Later in the opinion, Vinson explained that the
degree of scrutiny should be calibrated with reference to a litigant’s
need for the information: “Where there is a strong showing of neces-
sity, the claim of privilege should not be lightly accepted.”?” Con-
versely, where there was little apparent need—and Vinson thought
there was little need in Reynolds insofar as the plaintiffs could get the
information they sought via depositions instead—the judge should be
deferential indeed, and the claim of privilege “will have to prevail.”22

The sccond open question arosce oul of the distinclion belween
the process of determining whether particular information is suffi-
cienlly sensilive (o warranl prolection and the process ol delermining
whether the information in issue actually is present in the document
or other source in question. The great flaw of the Reynolds holding
concerns the latter inquiry, not the former. Vinson began his analysis
by concluding that national security might reasonably be expected to
suffer should there be public disclosure of information relating to the
classified equipment that had been on board the B-29 at the time of its
crash.2® That was not a terribly controversial conclusion in and of
itself. It did not automatically follow, however, that the Air Force’s
crash investigation report actually contained such information. And
yet Vinson concluded that “there was a reasonable danger that the
accident investigation report would contain references to the secret
electronic equipment which was the primary concern of the mis-
sion.”2¢ Ilere Vinson is using “reasonable danger” not as the mea-
sure of whether the information could be disclosed without harming
national security, but instead as the measure of whether such informa-
tion was likely to be discussed in the crash investigation report. Put
another way, Vinson employed the “reasonable danger™ standard not
just as a measure of how security-sensitive the information in issue
must be to merit protection, but also as a measure of whether there is
any point in having the judge look at the document in question in
deciding whether such important information actually is present.

226 Jd. at 10.

227 Id. at 11.

228 Id.

229 [d. at 10.

230 Id. (emphasis added).
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Such an approach to the question of in camera, ex parte review
makes little sense. There are sound arguments for employing a “rea-
sonable danger” test when it comes to the task of deciding whether
the information itself warrants protection. Judges in general cannot
be expected to have the requisite expertise, experience, and knowl-
edge necessary to make fine-grained decisions regarding the national
security implications of disclosure, and it arguably is desirable to err
on the side of caution when dealing with military and diplomatic
secrets. But these considerations have no application when it comes
to deciding whether a given document or other source actually refer-
ences such sensitive information. Judges are perfectly capable of mak-
ing that determination and should be permitted to do so except where
the surrounding circumstances make it perfectly obvious that such
sensitive information is present (as with a request for production of
weapon-design information, for example).

Rather than asking whether there is a “reasonable danger” that
such information might be present, then, the standard for precluding
in camera, ex parte review ought to be more akin to a “clear and con-
vincing” standard. Even in that circumstance, maoreover, courts
should not forego in camera, ex parte review if the context suggests
the possibility that any sensitive information that might actually be
present nonetheless could be redacted.?!

Reynolds itself amply demonstrates the folly of using a reasona-
ble danger standard for determining whether security-sensitive infor-
mation in fact is present. It is now known that the investigative report
at issue in that case did not actually contain information about the
classified equipment that had been aboard the doomed flight (which
may explain why the state secrets privilege had not been invoked until
after the district judge proved uninterested in the argument for a gen-
eral investigative-reports privilege).?*2 Had the Supreme Court per-
mitted the district judge to conduct an in carnera, ex parte review of
the report, the judge presumably would have discovered this fact. The
point is not that the court should have been permitted to second-guess
the government’s assertion that the nature of the radar equipment had
to be kept secret, but rather that the court should have ensured that
the report really did discuss the nature of that equipment (and that it
did so in a manner not reasonably capable of redaction).

231 See, e.g., Al-Haramain Islamic Found. v. Bush, 451 F. Supp. 2d 1215, 1229 (D. Or. 2006)
(urging the government to consider redaction).

232 See FISHER, supra note 4, at 167.
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Fortunately, courts following in the wake of Reynolds seem
largely to have avoided this fundamental error.2® It remained to be
seen, however, whether the privilege would begin to be invoked more
frequently, whether it might result in dismissals more often (rather
than in mere discovery limitations), and whether its theoretical foun-
dations would become clearer.

C.  State Secrets in the Immediaie Post-Reynolds Era

A handful of state secrets decisions came down in the years im-
mediately following Reynolds,?* each adding in small ways to the de-
velopment and consolidation of the privilege.?*> The most notable of
these was the Second Circuit’s 1958 decision in Halpern v. United
States,?* which dealt with a claim by an inventor who sought compen-
sation for the government’s decision to issue an order of secrecy pre-
cluding him from commercially exploiting certain patents with
military applications, as provided in the Invention Scereey Act of
19512

233 See generally infra Appendix (indicating whether courts adjudicating assertions of the
privilege have reviewed ex parte, in camera information in the course of resolving such claims).
234 Writing just after Reynolds in 1954, Charles McCormick in his influential treatise ac-

knowledged the aspect of Reyrnolds generally supporting the involvement of judges in testing the
executive’s claim of the state secrets privilege, describing it as consistent with the “preponder-
ance of views among the lower federal courts and among the writers.” McCoRrMICK, supra note
191, a1 308. But McCormick was conspicuously silent regarding Vinson’s use ol the “reasonable
danger” standard to limit the circumstances in which in camera, ex parte review is permitted. Id.
at 308-09. Similarly, in the 1961 edition of John Henry Wigmore’s classic treatise, Evidence in
Trials at Common Law, John McNaughton, the cdition’s reviser, is noncommittal on the issue of
the judge’s role. On one hand, McNaughton wrote that

[a] court which abdicates its inherent function of determining the facts upon which

the admissibility of evidence depends will furnish to bureaucratic officials too am-

ple opportunities for abusing the privilege. The lawful limits of the privilege are

extensible beyond any control if its applicability is left to the determination of the

very official whose interest it may be to shield a wrongdoing under the privilege.

Both principle and policy demand that the determination of the privilege shall be

for the court.
8 Jomx IIENRY WIGMORE, LvIDENCE IN TrRIaLs AT Common Law § 2379 (McNaughton ed.,
1961). On the other hand, McNaughton went on to note that the “showing™ required of the
government in support of its claim of state scerets “nced be slight and the technique of having
the judge peruse the malterial in camera . . . may not be available.” Id. McNaughlon cited
Reynolds for this proposition, but without comment. Id.

235 See 'lucker v. United States, 118 k. Supp. 371, 372-73 (Ct. Cl. 1954) (dismissing compen-
sation claim brought by alleged covert agent, on Totten grounds); Republic of China v. Nat’l
Union Fire Ins. Co., 142 F. Supp. 551, 553, 556-57 (D. Md. 19506) (upholding privilege assertion
as to diplomatic communications); Snyder v. United States, 20 FR.ID. 7,9 (FE.D.N.Y. 1956) (re-
quiring ex parte, in camera production of accident report to test state secret claim).

236 Halpern v. United States, 258 F.2d 36 (2d Cir. 1958).

237 Invention Secrecy Act of 1951, ch. 4, 66 Stat. 3 (1952) (codified as amended at 35 U.S.C.
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Halpern sued after the government declined to grant compensa-
tion under the Act, and the government responded in part by assert-
ing that the suit could not go forward in light of the state secrets
privilege.?® The Second Circuit concluded, however, that when Con-
gress created a framework for litigation of compensation decisions re-
lating to secrecy orders under the Act, it necessarily anticipated the
use of information that otherwise would be protected by the state
secrets privilege.2?* As long as measures could be taken to “protect| |
the overriding interest of national security during the course of a
trial,” then, evidence would not be withheld and the case could pro-
ceed.2® In this case, where the plaintiff did not require production of
any secret information he did not already possess, the court concluded
that conducting the entire trial in camera should sutfice to address the
government’s concerns.?#

The court in Halpern specifically distinguished Reynolds and Tot-
ten on the ground that in this instance Congress had enacted “a spe-
cific enabling statute contemplating the trial of actions that by their
very nature concern security information,” and also on the ground
that ITalpern was “not seeking to obtain secret information which he
does not possess.”>2 Put another way, the state secrets at issue would
be shared with no one who did not already have access to them, aside
from the judge who would preside over the in camera trial. Halpern
thus suggests that Congress has the power to permit trials for claims
that depend in part on privileged information, at least so long as the
litigant does not require access to classitied information beyond what
he or she can establish through their own knowledge and through
nonprivileged discovery. To that extent, at a minimum, legislation
may overcome the privilege in some circumstances.

Following Halpern, nine years passed before another published
opinion addressed the privilege. When the topic did finally resurface,
it concerned a fact pattern and interpretive issues that would reappear
frequently in the years to come.

In 1967, the Supreme Court of Nevada in Elson v. Bowen consid-
ered whether it had the power to issue a writ of prohibition barring a
trial judge from compelling federal agents to plead, testify, and pro-

§§ 181-188 (2000)); see Halpern, 258 F.2d at 37-38 (noting that the patent “deals with a manner
and mcans whercby an object may cscape observation and detection by radar™).

238 See Halpern, 258 F.2d at 37-38.

239 Jd. at 43.

240 Jd. at 43-44.

241 See id. at 44.

242 Jd.
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duce documents concerning allegations that they were involved in in-
stalling warrantless wiretaps in Las Vegas hotel rooms.2# The
government argued that the writ was necessary to vindicate the attor-
ney general’s assertion of the state secrets privilege, explaining that
pleading and discovery would “reveal F.B.I. tactical secrets.”2

The Nevada Supreme Courl, however, agreed with the (rial
courl’s delermination that the privilege did not apply in Lhis contex(.?43
It emphasized that the program no longer was secret because its de-
tails had been published in the New York Times, Life, and other news-
papers and magazine,?*s and because FBI agents had testified in other
cases concerning the particular surveillance at issue.2¥ More contro-
versially, the court also asserted that in any event the “government
should not be allowed to use the claims of executive privilege . . . as a
shield of immunity for the unlawful conduct of its representatives.”24

Llson thus suggested two significant limitations on the privilege
in addition to the potential Iegislative override identificd in Halpern:
(i) the privilege loses its force once the information at stake becomes
public, and (ii) the privilege is calegorically inapplicable when the
government stands accused of unconstitutional conduct. Only one of
these limilations, however, would survive.

D. The Privilege Reaches Maturity

In the first two decades afler Reynolds, published opinions deal-
ing with the state sccrets privilege remained relatively rare.?* That
changed, however, in 1973. From thal poinl onward, as documented
in the Appendix to this Article,>* decisions touching on the privilege
have been far more frequent.

243 Elson v. Bowen, 436 P.2d 12, 13-14 (Nev. 1967).

244 Jd. at 15-16.

245 See id.

246 Id. at 15.

247 Jd.

248 Jd. at 16.

249 The only other published decision from this period, besides those already cited, is Heine
v. Raus, 399 F.2d 785, 787-88 (4th Cir. 1968) (sustaining a statc sccrets objection to answering
some bul not all deposition questions, in connection with slander suit involving defendant’s al-
leged relationship with the CIA).

250 See infra Appendix (identitying all published opinions addressing actual assertions of
the state sccrets privilege during the years from 1954 though 2006). The Appendix docs not
include pre-Reynolds decisions, though most of these are discussed in the text. It should be
noted that the Appendix inclndes a nnmber of decisions not incinded in prior compilations, and
excludes some opinions that others did count; these cases were excluded based on the judgment
that they do not actnally involve adjndication of a state secrets claim. Cf. supra note 198 (identi-
fying cases, such as Bank Line, involving “public interest” rather than “state secrets” claims).
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The causes for this shift are difficult to identify with any certainty.
At least some of the expansion no doubt reflects a general increase in
the number of lawsuits being filed during this period. It also surely is
significant that in the early 1970s, there was a vigorous debate in Con-
gress concerning whether the newly proposed Federal Rules of Evi-
dence should include a state-secrets provision.>> Though Congress
ultimately chose not to codify any privileges at all—leaving the status
quo, including Reynolds, in place?>—the debate inevitably increased
awareness of the state secrets privilege.

At the same time, this period saw numerous other developments
that combined to increase the range of circumstances in which the
government might wish to assert the privilege. In the early 1970s,
there were repeated revelations of possible misconduct within the

251 In brief, the original 1971 draft of proposed Federal Rule of Evidence 509 (*Military
and State Secrets”) would have recognized a privilege for information the release of which
would pose a “reasonable likelihood” of harm to “the national defense or the international rela-
tions of the United States.” Revised Draft of Proposed Rules of Evidence for the United States
Courts and Magistrates, 51 F.R.D. 315, 375 (1971). At the urging of Deputy Attorney General
Kleindienst and Senator McClellan, that proposal was revised also to include protection for “of-
ficial information,” meaning “information within the custody or control of a department or
agency of the government the disclosure of which is shown to be contrary to the public interest”
and which satisfied certain additional criteria. Rules of Evidence for United States Courts and
Magistrates, 56 F.R.D. 183, 251 (1973) (proposed Rule 509(a)(2)); se¢ Proposed Rules of Evi-
dence: Hearings Before the Special Subcomm. on Reform of Federal Criminal Laws of the H.
Comm. on the Judiciary, 93d Coug. 180 81 (1973) [hereinalter Hearings on Proposed Rules of
Evidence] (statement of Charles R. Halpern and George T. Frampton, Jr., on behalf of the
‘Washington Council of Lawyers). This addition prompted sharp criticism, though it is important
to note that the cssence of the criticism was the attempt to expand beyond the scope of the state
secrets privilege as it had been formulated in Reynolds, not to attack the privilege itself. See,
e.g., Hearings on Proposed Rules of Evidence, supra, at 181-85; cf. id. at 184 (contending that
mere “international relations,” as distinct from “national security,” was not part of the existing
privilege).

252 Some commentators have suggested that the decision not to enact proposed Rule 509
reflects a rejection of some or all of the concepts contained within it. See, e.g., FISIIER, supra
note 4, at 140-44. The ITouse, Senate, and Conference Committee Reports do not necessarily
support that conclusion, however, as they do not speak specifically of Rule 509 at all, but instead
refer to the fact that the entire set of individual privilege provisions proved controversial to the
extent that they “modifiled] or restrict[ed]” existing rules. See, e.g., S. Rer. No. 93-1277, at 11
(1974). Put another way, the manifest intent of Congress in opting to adopt what became Rule
301—slatiug that the common law approach Lo privilege conlinues to apply—was (o preserve the
status quo, mcaning that Reynolds, Totten, and their progeny continued to control with respect
to the state secrets privilege. Ihere were, to be sure, objections to Rule 509 raised by partici-
pants in congressional hearings. See, e.g., Hearings on Proposed Rules of Evidence, supra notc
251, at 181-85 (statement of Charles R. Halpern and George T. Frampton, Ji., on behalf of the
‘Washington Council of Tawyers). Bnt insofar as these objections were directed at the existing
state secrets privilege (some objections were directed at proposed expansions of the privilege,
including in particular an attempt to bring “official information” within its ambit), the action
Congress ultimately took does not suggest that these objections were heeded. See id.
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United States by agencies within the intelligence community, several
of which involved warrantless surveillance undertaken in the name of
national security.2® These revelations, moreover, came in the wake of
statutory and constitutional developments that paved the way for ag-
gricved partics Lo respond with litigation. With the cnactment of stat-
utory penalties [or unlawlul survcillance and the Supreme Courl’s
recognition of a private right of action for constitutional violations in
Bivens v. Six Unknown Named Agents of Federal Bureau of Narcot-
ics,** the conditions were particularly ripe for disputes regarding the
state secrets privilege.

Not all of the 1970s cases were so dramatic, of course. Decisions
such as Pan American World Airways, Inc. v. Aetna Casualty & Surety
Co.,»% in which a district court precluded discovery of documents con-
cerning intelligence including a foreign terrorist organization in con-
nection with a posthijacking insurance dispute, were decidedly run-of-
the-mill. Bul the surveillance cases of Lhat era provided numerous
opportunitics Lo consider the nature and scope of the privilege in
highly sensitive contexlts, including the suggestions in Elson that the
privilege is vitiated either by public disclosures or by allegations of
unconstitutional government conduct.

The first of these decisions, Black v. Sheraton Corp. of
America,**s demonstrated the lingering uncertainty regarding whether
the state secrets privilege, understood as a privilege relating to na-
tional security and foreign affairs, stood apart from other “public in-
terest” privileges belonging to the government, including the
deliberative-process privilege.?’ According to the court in Black, all
such privileges are constitutionally grounded in separation-of-powers
concerns, but, contrary to Reynolds, none are “absolute.”?*® More sig-
nificantly, perhaps, Black followed Elson in concluding that “evidence
which concerns the government’s illegal acts [is] not privileged” at all,

253 TFor a discussion of these developments, see Americo R. Cinquegrana, The Walls (and
Wires) Have Ears: The Background and First Ten Years of the Foreign Intelligence Surveillance
Act of 1978, 137 U. Pa. L. Rev. 793, 806-07 (1989).

254 Bivens v. Six Unknown Named Agents of Fed. Bureau of Narcotics, 403 U.S. 388, 392
(1971).

255 Pan Am. World Airways, Inc. v. Aetna Cus. & Sur. Co., 368 F. Supp. 1098, 1139 41
(SD.N.Y. 1973).

256 Black v. Sheraton Corp. of Am., 371 F. Supp. 97 (D.D.C. 1974).

257 Id. at 100.

258 d.
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and that the government therefore had an obligation to produce the
FBI’s classified investigative file on the plaintiff in that case.2®

Somec aspecels of Black would larc beller than others in subsc-
quent cases. On one hand, its conclusion that the state secrets privi-
lege derives from separation-of-powers considerations received
indirect support just six months later when the Supreme Court issued
United States v. Nixon.2s®

Nixon was not, of course, a state secrets privilege case. Rather, it
involved the President’s attempt to avoid production to the Watergate
special prosccutor of lapes and Lranscripts ol conversalions among the
president and his advisors, on the ground ol genceral excculive privi-
lege.?® Nixon argued initially for the proposilion that the separation
of powers precluded judicial review of his privilege claim, a proposi-
tion that the Court easily rejected (thus reinforcing the conclusion in
Reynolds that all assertions of privilege at the very least are justicia-
ble).22 Nixon next argued, and the court agreed, that the President’s
need for confidentiality with advisors warranted recognition that exec-
utive privilege is a constitutionally derived privilege.263 It did not fol-
low, however, that all such intraexecutive communications were
beyond discovery. “Absent a claim of need to protect military, diplo-
matic, or sensitive national security secrets,”?% the Court explained, ex-
ecutive privilege is not absolute and may in appropriate circumstances
give way to “the legitimate needs of the judicial process.”?*> The ref-
erence to the possibility of a different result in a case involving secur-
ity or diplomatic information was dictum, but the point was clear
enough. State secrets—understood as military, diplomatic, and other
information impacting national security—might be protected, at least
to some degree, as a constitutional matter. If so, then it would be

259 Id. at 101-02. Note that it is not cntirely clear in Black that Attorney General Richard-
son asserted the state secrets privilege in particular, as opposed to a more general claim of exec-
utive privilege. See also United States v. Ahmad, 499 F.2d 851, 854 (3d Cir. 1974) (noting that
Attorney General Mitchell in his affidavit referred to “present danger to the structure or exis-
tence” of the government and the “national interest” in asserting executive privilege).

260 United States v. Nixon, 418 U.S. 683, 708 (1974) (endorsing a qualified executive privi-
lege as “luudamental o the operation ol Goverument and iuextricably rooted in the separation
of powers under the Constitution™).

261 Id. at 686, 703.

262 See id. at 705-006.

263 See id.

264 Id. at 706 (cmphasis added).
265 Id. at 707.
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reasonable to say that the state secrets privilege also has constitutional
underpinnings.2¢6

In contrast, the illegality exception enunciated both in Black and
Elson—i.e., the proposition that the privilege cannot be invoked in
response to allegations of unlawtul government conduct—did not fare
well in subsequent cases. There were several district and circuit court
opinions after Black and Flson that adjudicated state-secrets claims in
the face of civil suits alleging illegal surveillance or intelligence-gath-
ering activity in the United States.” None followed Black and Elson
in recognizing an illegality exception to the privilege. On the con-
trary, by sustaining the government’s assertion of the privilege not-
withstanding allegations of illegal activity (or, in some instances,
recognizing that the government might be able to assert the privilege
upon satisfaction of the formalities required by Reynolds), these deci-
sions implicitly rejected such an exception.

'The most significant problem that the government faced in using
the state secrets privilege to obtain dismissal of the 1970s surveillance
suits was not the possibility of an illegality exception, but instead the
inconvenient fact that at least some of the supposedly secret informa-
tion at issue had in fact become public through leaks, investigations,
and other sources.>® Even that obstacle, however, was overcome in
some circumstances, as the D.C. Circuit’s decision in Halkin v. Helms
illustrates.?s®

Halkin involved a suit brought by twenty-seven individuals and
organizations against the National Security Agency (“NSA”), CIA,
Defense Intelligence Agency, FBI, Secret Service, and three telecom-
munications companies asserting constitutional and statutory viola-

266 'I'he Fourth Circuit took this position in aftirming dismissal of El-Masri’s lawsuit. See
El-Masri v. United States, 479 F.3d 296, 303-04 (4th Cir. 2007) (concluding that the privilege
“has a firm foundation in the Constitution, in addition to its basis in the common law of
cvidence™).

267 See ACLU v. Brown, 619 F.2d 1170, 1172-74 (7th Cir. 1980) (en banc) (sustaining privi-
lege in part and remanding to district court for consideration of whether in camera review would
be appropriate); Halkin v. Helms, 598 F.2d 1, 5, 11 (D.C. Cir. 1978) (sustaining privilege in full);
Spock v. United Statcs, 464 F. Supp. 510, 518 (S.D.N.Y. 1978) (sustaining privilege but recogniz-
ing that some information already was in the public domain); Jabara v. Kelley, 75 F.R.D. 475,
489-94 (F.D. Mich. 1977) (sustaining privilege as to some bnt not all information); Kinoy v.
Mitchell, 67 FR.D. 1, 9-10 (S.D.N.Y. 1975) (postponing resolution of privilege claim pending
government compliance with the Reynolds formalities).

268 See, e.g., Spock, 464 T'. Supp. at 519 (noting that the intercepted communications in
qnestion were previously disclosed in a Washington Post atticle).

269 Halkin, 598 F.2d at 10-11.
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tions arising out of warrantless surveillance activities.?° The
government moved to dismiss the complaint on the ground that plead-
ing in response to it “would reveal important military and state secrets
respecting the capabilities of the NSA for the collection and analysis
of foreign intelligence.”?! After reviewing both an open and a classi-
fied affidavit from the Secretary of Defense explaining the govern-
ment’s grounds for asserting the privilege, the district court dismissed
the complaint insofar as one NSA program was concerned, but re-
fused to do so as to the NSA’s “STTAMROCK?” program (involving
the surveillance of international telegram tratfic), on the ground that
there had been sutficient public disclosures concerning that program
to vitiate the privilege as to it.?”?

Siding entirely with the government, the D.C. Circuit reversed
the determination that SHAMROCK no longer triggered state-secrets
protection.?”?> Whatever else may be known about SHAMROCK, the
court reasoned, the particular targets of the operation had not yet
been disclosed.?”* The court noted that disclosing this information
would provide much insight of intelligence value, including the partic-
ular channels subject to surveillance, the communications likely to
have been surveilled, who might be considered a target of interest,
and—citing the “mosaic” theory of intelligence analysis?’>—a range of
other possible inferences.?”® The fact that the plaintiffs contended that
the underlying conduct was itself unlawful, moreover, did not enter
into the analysis at all. Accordingly, the panel reversed the district
court’s holding as to SHAMROCK, and remanded for dismissal.””

270 Jd. at 3.

21 Id. at 3-4.

272 Id. at 5.

273 Id.

274 See id. at 3-9.

275 For thorough discussions of the mosaic theory across a range of contexts in which it
arises, see generally Christine E. Wells, CIA v. Sims: Mosaic Theory and Government Attitude,
38 Apmmn. L. Rev. 845 (2006); David E. Pozen, Note, The Mosaic Theory, National Security, and
the I'reedom of Information Act, 115 Yars L.J. 628 (2005).

276 See Halkin, 598 F.2d at 8-9.

277 Id. at 11. In this respect, Halkin illustrates the relationship between Totten and Reyn-
olds. In some instances, a claim simply cannot proceed in light of the state secrets privilege,
cither because the privilege causes the plaintiff to lack neecssary cvidence or because cven
pleading in response to the complaint requires exposure of protected information. Cf. Tenet v.
Doe, 354 1.8, 1, 2 (2005) (describing Totten as a “categorical . . . bar” distinct from the state
secrets privilege as recognized in Reynolds). Notably, where application of the privilege will
have such dire consequences, Reynolds clearly requires the maximum degree of judicial inquiry
into the claim that state secrets are in fact at issue, and thus we see the court in Halkin clearly
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With only a few arguable exceptions,?’® subsequent state secrets
privilege rulings in the pre—9/11 era did not differ much from this rea-
soning, though the variations among fact patterns—particularly re-
garding the extent to which (i) the purported secret in fact became
public and (ii) the governmenl official invoking the privilege had com-
plicd with the Reynolds [ormalitics—did result in some variation
among outcomes.>”

After only six opinions considering assertions of the privilege
were published in the nineteen-year period from 1954 through the end
of 1972, there were sixty-five such published opinions in the twenty-
nine-year period from 1973 through the end of 2001.2%° Of these sixty-
five opinions, twenty-eight sought the dismissal of some or all claims
asserted by a plaintiff either against the government or a third party,

affirming the propriety of ex parte, in camera consideration of the government’s explanation.
See Halkin, 598 F.2d at 9.

278 The government’s invocation of the privilege was rejected outright by the Court of In-
ternational Trade in a pair of cascs arising out of industry attempts to trigger antidumping dutics
on steel imports from certain states. See Republic Steel Corp. v. United States, 538 I. Supp. 422,
423 (Ct. Int’l Trade 1982), vacated sub nom. United States v. Republic Steel Corp., 4 IT.R.D.
(BNA) 1324 (Fed. Cir. 1982); U.S. Steel Corp. v. United States, 378 F. Supp. 409, 413 (Ct. Int']
Trade 1983). In both cases, the petitioners sought production of diplomatic correspondence and
related docnments involving commnnications between U1.S. and foreign officials, with the gov-
ernment resisting production under the foreign relations prong of the privilege. Apparently con-
struing the privilege to extend only to such matters insofar as they either intersect directly with
national security concerns or “extremely sensitive question[s]” such as “recognition of Commu-
nist China.” the court rejected the privilege assertions. See Republic Steel, 538 F. Supp. at 423

279 A review of other published opinions dealing with the privilege between 1975 and 1980
conveys a sense of this variation. See, e.g., Farnsworth Cannon, Inc. v. Grimes, 635 F.2d 268, 281
(4th Cir. 1980) (en banc) (requiring dismissal of complaint relating (o Navy procurement con-
tract); ACLU v. Brown, 619 I'.2d 1170, 1173 (7th Cir. 1980) (en banc) (requiring district court to
condnct in camera review of classified marterials songht by plaintiffs in snit concerning domestic
military intelligence activities); Clift v. United States, 597 F.2d 826, 830 (2d Cir. 1979) (conclud-
ing that dismissal was not yet appropriate in patent dispute involving encryption); United States
v. Felt, 502 F. Supp. 74, 76-77 (D.D.C. 1980) (imposing advance notice requirement before de-
fendants attempt to clicit certain testimony to preserve government’s option to raise a statc
secrets objection): Sigler v. LeVan, 485 F. Supp. 185, 199-200 (D. Md. 1980) (dismissing claim
based on privileged documents relating to counterintelligence practices, but otherwise permit-
ting claim to proceed); United States v. Fell, 491 F. Supp. 179, 187 88 (D.D.C. 1979) (suslaining
privilege as to all but two documents in connection with criminal defendant’s request for infor-
mation concerning their contacts with loreign powers); Spock v. United States, 464 . Supp. 510,
518, 520 (S.D.N.Y. 1978) (recognizing applicability of privilege to wiretapping suit, but finding
that the facts as to plaintiff already were public); Kinoy v. Mitchell, 67 FR.D. 1, § 9, 17
(S.D.N.Y. 1975) (delaying decision in warrantless surveillance suit pending compliance with the
Reynolds formalities).

280 See infra Appendix.
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and thirty-seven instead merely sought relief from discovery.?$' In
both contexts, the government prevailed more often than not; twenty-
three of the twenty-eight dismissal motions were granted, as were
thirty of the thirty-seven discovery motions.?? Charts 1, 2, and 3 be-
low provide a year-by-year breakdown of this data for the entire pe-
riod from 1954 through 2006.

Chart 1 — Published Opinions in State-Secrets Cases (1954-2006)
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281 See id. The government typically moves in the alternative for dismissal or for summary
judgment.
282 See id.
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Chart 3 — Results in State-Secrets Cases Seeking to Limit
Discovery (1954-2000)

B Number of Molions Seeking to Limit Discovery on State-Secrets Grounds
13 Number of Molions Granted

It State Secrets and the Post-9/11 Lra

Counterterrorism policies and practices by their very nature tend
to entail secrecy. In significant part, this reflects the fact that
counterterrorism measures often depend on the effective collection,
analysis, and distribution of intelligence. When the 9/11 attacks
ushered in the current era of strategic prioritization of counterterror-
ism, it thus was inevitable that government secrecy would become a
more significant issue in the overall national security debate. And
when the particular methods of pursuing this strategic priority in the
wake of 9/11 came to include such covert measures as extraordinary
rendition and warrantless surveillance, it also was inevitable that the
state secrets privilege would become a prominent litigation issue, just
as it had been in the 1970s in connection with an earlier cycle of war-
rantless surveillance activities. The question thus arises: has the Bush
administration used the privilege differently—either in qualitative or
quantitative terms—than its predecessors?

A number of observers have claimed that the Bush administra-
tion has in fact used the privilege differently, in both respects. The
leading account in this regard is an article published in Political Sci-
ence Quarterly in 2005 by William Weaver and Robert Pallitto of the
University of Texas—Fl Paso.2* Weaver and Pallitto begin with the

283 Weaver & Pallitto, supra note 4.
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proposition that “executive branch officials over the last several de-
cades have been emboldened to assert secrecy privileges because of
judicial timidity and because of congressional ineffectiveness in re-
viewing the myriad of substantive secrecy claims invoked by presi-
dents and their department heads.”2* Insofar as this claim concerns
the state secrets privilege in particular, the quantitative aspect of the
claim is consistent with the data described above. But the suggested
causal mechanism fails to account for alternative explanations, includ-
ing most notably an increase in the number of lawsuits implicating
classified information and thus providing occasions to assert the privi-
lege. In their view, in any event, this trend has taken a turn for the
worse in recent years because of what they describe as “the impulse of
the Bush administration to expand the use of the [state secrets| privi-
lege to prevent scrutiny and information gathering by Congress, the
judiciary, and the public.”?** Weaver and Pallitto conclude “that Bush
administration lawyers are using the privilege with offhanded aban-
don” in at least some cases,?¢ while simullancously “show[ing] a ten-
dency . . . to cxpand the privilege to cover a wide varicty of
conlexls.”?7

284 Id. at 86. Attributions of the state secrets privilege to a particular administration are
especially problematic when using a data set based on published opinions, as it would be more
sensible Lo focus on the date on which the privilege [irst was asserted by the Justice Depariment
than on the datc of the opinion. In the casc of district court opinions ruling on motions present-
ing the privilege issue, that initial date olten will be relatively close in time (o the dale ol publica-
tion, but at lcast potentially could be a year or more in the past. With respect to circuit court
opinions, the problem is much worse, as in most instances the initial assertion would have oc-
currcd at Icast a year in the past. Onc must take carc to acknowledge the sclection bias inherent
in any assessment based exclusively on published opinions, for that measure by definition fails to
account for the potentially nnmerous relevant decisions that went nnpublished, not to mention
the cases that resulted in published decisions on other grounds that obviated the need for the
court to engage a state secrets-related motion that actually had been made. See id. at 101; Ah-
med E. Taha, Data and Selection Bias: A Case Study, 75 UMKC L. Rev. 171, 173-74 (20006)
(describing selection and other biases that distort the empirical picture presented by published
judicial opinions). The reality is that we simply do not know, and have no way of finding out,
just how [requently the privilege may have been asserted during any particular period.

285 Weaver & Pallitto, supra note 4, at 111; ¢f. id. at 89 (claiming that refusals of “litigation-
related requests for classified documents . . . have reached new heights in the current Bush
administration, where even routine requests for iulormation by Congress and the courls are
refused or stonewalled”).

286 Id. at 109.

287 Id. at 107; see also Frost, supra note 4, at 193940 (asscrting that the data in this article
stitt supports the view that the Bush administration differs qualitatively and quantitatively from
its predecessors); Fuchs, supra note 113, at 134-35 (indicating a heightened use of the state
secrets privilege by relying on Weaver and Pallitto’s data); Gardner, supra note 113, at 583-85
(asserting, in 1994, that “an alarming phenomenon has developed” over the “past twenty years,”
with the executive branch invoking the privilege “much more frequently” and in an increasing
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The available data do suggest that the privilege has continued to
play an important role during the Bush administration, but it does not
support the conclusion that the Bush administration chooses to resort
to the privilege with greater frequency than prior administrations or in
unprecedented substantive contexts.

1. The Problem of Assessing Frequency

Consider first the question of frequency. As Weaver and Pallitto
observe, the government does not maintain a master list of the occa-
sions in which the state secrets privilege has been invoked.?®® Accord-
ingly, the only practical way to assemble quantitative data on the
subject is to combine the examples that can be identified from a
search of published opinions with whatever additional examples can
be unearthed revealing assertions of the privilege in cases that did not
result in a published opinion. Given the difficulty of assembling a reli-
ably complete set of unpublished examples, this is a decidedly unsta-
ble basis for making quantitative claims.?$*

Even if it were possible to identify all cases in which the govern-
ment asserted the privilege, difficult questions of political attribution
arise. Particularly with respect to cases identified by virtue of a circuit
court opinions published in the first or second year of a presidential
administration, it may well be the case that the original invocation of
the privilege occurred under the prior administration. One can argue
for attribution to either or both administrations in that circumstance,
but in any event, one presumably should be at least as interested in
the date of the original invocation of the privilege as in the date of any
published opinions that may subsequently result. Accordingly, one
would have to comb through the district court docket in each relevant
case to identify the “origin™ date for the initial assertion of the privi-
lege to have a firm basis for attributing that assertion to a given
administration.

Finally, and most significantly, even if it were possible to assem-
ble an accurate and complete collection of all invocations of the privi-
lege, year-to-year comparisons have little value unless one assumes
that the government is presented each year with the same number of

varicty of substantive contexts); OPENTHEGOVERNMENT.ORG, SECRECY REPORT CARD 2006:
INDICATORS OF SECRECY IN THE FEDERAL GOVERNMENT 7 (2006), http://www.openthe
government.org/otg/SRC2006.pdf (indicating the government’s heightened use of the state
secrets privilege).

288 See Weaver & Pallitto, supra note 4, at 111.

289 See Taha, supra note 284.
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occasions on which it might assert the privilege. Of course, that is not
the case. Just as the general volume of litigation varies over time, so
too do the occasions for invocation of the privilege. Some years will
see more litigation implicating classified information than others, as
recent experience with the NSA’s warrantless surveillance program
amply demonstrates. It makes little sense to compare the rate of as-
sertions of the privilege in such a year to an earlier year in which few
or no such occasions arose. Taken together, these considerations es-
tablish that there is little point in asking whether the government as-
serted the privilege at an unusually high rate in any given year.>®

The more significant and appropriate question is whether the
state secrets privilege has expanded in recent years in substantive
terms.

2. Ilas the Privilege Lvolved in Substantive Terms?

'The question of substantive expansion can be understood in at
least three ways, all of which require consideration. First, has the
scope of the privilege changed in terms of the information that it pro-
lects? Sccond, has the analylical framework for privilege claims been
modified so as (o increase judicial deference Lo the execulive branch?
Third, has the nature of the relicl sought in connection with privilege
assertions changed so as to provide greater benefits to the govern-
ment? The record of published opinions, whatever its other limita-
tions, does provide a useful window into these three issues.

a. The Nature of the Information Protected

‘The first issue is whether the privilege has been used in recent
years to protect information not previously thought to be within its
scope. A comparison of recent assertions of the privilege to earlier
cxamples suggests that it has nol.

Published opinions during the Bush administration can be
grouped into three broad categories with respect to the nature of the
information in issue. The first and least controversial of these groups
involves efforts to protect technical information related to national
security. There have been at least four cases in the post-9/11 era in
which the government invoked the state secrets privilege to prevent
disclosure of technical information relating to national security, in-

290 For what it is worth, the Appendix shows twenty-two published opinions dealing with
the state secrets privilege between 2000 and 2006; twenty-five between 1990 and 1999; twenty-
two between 1980 and 1989; fourteen between 1970 and 1979; and two between 1960 and 1969.
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cluding information relating to missile defense,®! stealth technol-
ogy,?? data-mining,*? and devices for linking underwater fiber optic
cables.?* Such efforts are in keeping with the aims of state-secrets
cases dating back at least as far as Firth Sterling, the 1912 case involv-
ing specifications for armor-piercing projectiles.>*s Indeed, Reynolds
itself was justified in these terms.?*s

The second general calegory concerns Lhe inlernal operations of
agencies and departments involved in national defense and intelli-
gence, including the military, the FBI, the CIA, and other components
of the intelligence community. Under this heading one finds both em-
ployment and contractual disputes, and also matters pertaining to fa-
cilities management. There are, for example, cases in which the
government seeks to protect information that would disclose whether
particular individuals have covert employment or other relationships
with the government. There have been at least three such cases in the
post—9/11 era: a man who convinced a lender that he had a relation-
ship with the CIA,»*7 an employment discrimination suit at the CIA
that would require proof of the status and duties of other employ-
ees,2 and an attempt by defectors to establish an obligation on the
part of the CIA to provide them with certain benefits.2** The last of

201 See United States ex rel. Schwartz v. TRW, Inc., 211 F.R.D. 388, 392 94 (C.D. Cal. 2002)
(holding that the government failed to comply with the Reynolds formalities, but leaving an
option lor the government Lo renew ils privilege claim in opposition to discovery request).

202 See McDonnell Douglas Corp. v. United States, 323 F.3d 1006, 1022-24 (Fed. Cir. 2003)
(holding that state secrets privilege precluded contractor from asserting a “superior knowledge”
defense in contract dispute relating to stealth technology).

203 See DTM Research, LLC v. AT&T Corp., 245 F.3d 327, 330, 334-35 (4th Cir. 2001)
(quashing subpoena seeking information about government’s data-mining technology).

294 See Crater Corp. v. Lucent Tech., Inc., 423 F.3d 1260, 1261-62 (Fed. Cir. 2005) (granting
protective order against discovery of facts relating to manufacture and use of underwater coup-
ling device).

205 See Firth Sterling Steel Co. v. Bethlehem Steel Co., 199 F. 353, 355-66 (E.D. Pa. 1912)
(excluding evidence for reasons of public policy and citing Totten); see also, e.g., Bareford v.
Gen. Dynamics Corp., 973 F.2d 1138, 1140, 1145 (5th Cir. 1992) (affirming dismissal of complaint
relating to missile defense system); Zuckerbraun v. Gen. Dynamics Corp., 935 I.2d 544, 545 (2d
Cir. 1991) (affirming dismissal of snit relating to missile defense); Bentzlin v. Hughes Aircraft
Co., 833 F. Supp. 1486, 1487, 1496 (C.D. Cal. 1993) (dismissing complaint rclating to missile
specilications and rules of engagement).

296 See Reynolds v. United States, 345 U.S. 1, 10-11 (1953) (concerning classificd radar
equipment aboard a military airplane that crashed).

297 See Monarch Assurance P.L.C. v. United States, 244 F.3d 1356, 1358, 1365 (Fed. Cir.
2001) (sustaining privilege but not immediately requiring dismissal).

208 See Sterling v. Tenet, 416 F.3d 338, 341-42, 349 (4th Cir. 2005) (affirming dismissal of
complaint).

299 See Tenet v. Doe, 544 1.S. 1, 3-4, 11 (20035) (holding that Totten reqnires dismissal of
suit by alleged former Cold War spies against the CIA).
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these cases, Tenet v. Doe, was particularly significant because it clari-
fied that unacknowledged espionage relationships cannot form the ba-
sis of litigation regardless of whether the state-secrets standard (that
there exists a reasonable risk that disclosure would harm national se-
curity) has been met.2% That wrinkle aside, however, this cluster of
“internal activities” cases broke no new ground in comparison to ear-
lier eras.?™

'The other cluster of “internal activities” cases could be classified
as attempts to protect information describing security-sensitive inter-
nal policies and procedures. Under this heading, one finds a pair of
decisions arising out of a whistleblower’s claims of security breaches
al the FBI,*? a defamalion aclion arising oul of a counterintelligence
investigation,? a suit relating to ecmployment at a classified Air Foree
[acilily,’™ and a suit alleging religious discrimination as the motive [or
a counterintelligence investigation.’*s In each case, the complaint was
dismissed or summary judgmenl was granled in recognition that the
suit could not proceed in the absence of information within the scope
of the privilege. Again, this was not a break with past practices.?%¢

The third category, and no doubt the most controversial, con-
cerns information about externally directed activities undertaken by
the government in the name of national defense or intelligence.
Under this heading, the government has sought to preclude challenges

300 See id. at 8-9; see also A. John Radsan, Second-Guessing the Spymasters with a Judicial
Role in Espionage Deals, 91 lowa L. Rev. 1239, 1287-90, 1296-98 (2006) (discussing Tenet v.
Doe).

301 See, e.g., Totten v. United States, 92 U.S. 105, 107 (1875); Maxwell v. First Nat'l Bank of
Md., 143 T'R.D. 590, 600 (D. Md. 1992) (granting protective order relating to defendant’s al-
leged relationship with CIA).

302 See Burnett v. Al Baraka Inv. & Dev. Corp., 323 I'. Supp. 2d 82, 84 (D.D.C. 2004)
(quashing deposition subpoena in part); Edmonds v. U.S. Dep’t of Justice, 323 F. Supp. 2d 65, 67,
81-82 (D.D.C. 2004) (dismissing complaint).

303 See Trulock v. T.ee, 66 F. App’x 472, 473-78 (4th Cir. 2003) (affirming dismissal of
complaint).

304 See Darby v. 11.S. Dep’t of Def., 74 F. App’x 813, 814 (9th Cir. 2003) (affirming sum-
mary judgment).

305 See Tenenbaum v. Simonini, 372 F.3d 776, 777-78 (6th Cir. 2004) (affirming summary
Jjudgment).

306 See, e.g., Kasza v. Browner, 133 F.3d 1159, 1169-70 (9th Cir. 1998) (affirming dismissal
of complaint regarding alleged environmental problems at classitied military facility); Bowles v.
United States, 950 F.2d 154, 155-56 (4th Cir. 1991) (dismissing the United Statcs as a party in
tort suit relating to State Department vehicle usage policies); Weston v. Lockheed Missiles &
Space Co., 881 F.2d 814, 815-16 (9th Cir. 1989) (noting decision below dismissing complaint
relating to Defense Department guidelines relating to security clearances); Tilden v. Tenet, 140
F. Snpp. 2d 623, 627 (E.D. Va. 2000) (dismissing complaint relating to classified CTA procedures
and personnel).
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to two categories of covert activity aimed at collecting intelligence re-
lating to the war on terrorism: warrantless surveillance®’ and ex-
traordinary rendition.?® Both have been the subject of leaks and
some degree of official confirmation, and, as a result, are topics of
intense political debate and public interest.2® Separate from the ques-
tion of whether these leaks and confirmations suffice to vitiate any
privilege that might otherwise have attached to them, it is relatively
clear that attempts to assert the privilege to shield the details of intel-
ligence collection programs—including programs that allegedly vio-
late individual rights—are by no means unprecedented. On the
contrary, the warrantless surveillance issue in particular was the sub-
ject of extensive privilege litigation during the 1970s and early 1980s,
resulting in no fewer than nine published opinions.?® 'The current ren-
dition cases, moreover, are not the first occasions on which courts
have been asked to apply the privilege to protect information relating
to cooperation foreign states may have given to the U.S. intelligence
communily.®* Whalcver clsc may be said ol these sensilive cases, the
nature of their subject matter docs not support the conclusion that the
Bush administration is breaking new ground with the slale secrels
privilege.

b.  The Nature of Judicial Review

In addition to the possibility that recent assertions of the privilege
differ as to the nature of the information sought to be protected, there
also is the possibility that the government is advancing—and the

307 See, e.g., Al-Haramain Islamic Found., Inc. v. Bush, 451 F. Supp. 2d 1215 (D. Or. 2006);
Terkel v. AT&T Corp., 441 F. Supp. 2d 899 (N.D. IIl. 2006); Hepting v. AT&T Corp., 439 F.
Supp. 2d 974 (N.D. Cal. 2006); Hepting v. AT&T Corp., No. C-06-672 VRW, 2006 WL 1581963
(N.D. Cal. June 6, 2006); ACLU v. Nat’l Sec. Agency, 438 I'. Supp. 2d 754 (E.D. Mich. 2006).

308 See El-Masri v. Tenet, 437 F. Supp. 2d 530, 534 (E.D. Va. 2006); Arar v. Ashcroft, 414 F.
Supp. 2d 250, 256-57, 287 (C.D.N.Y. 2006).

309 See, e.g., Mayer, supra note 13; James Risen & Eric Lichtblau, Bush Lets U.S. Spy on
Callers Without Courts, N.Y. Times, Dec. 16, 2005, at Al.

310 See Ellsberg v. Mitchell, 709 F.2d 51, 52 (D.C. Cir. 1983) (sustaining privilege as to some
but not all of the information in issuc); Halkin v. Helms, 690 F.2d 977 (D.C. Cir. 1982); Salisbury
v. Uniled States, 690 F.2d 966 (D.C. Cir. 1982); Halkin v. Helms, 598 F.2d 1 (D.C. Cir. 1978);
United States v. Ahmed, 499 F.2d 851 (3d Cir. 1974); United States v. Felt, 491 F. Supp. 179
(D.D.C. 1979); Spock v. United States, 464 F. Supp. 510 (S.D.N.Y. 1978); Kinoy v. Mitchell, 67
FR.D. 1 (S.D.N.Y. 1975); Black v. Shcraton Corp. of Am., 371 F. Supp. 97 (D.D.C. 1974).

311 See Felt, 491 F. Supp. at 181-82, 187-88 (sustaining privilege as to documents reflecting
defendants’ overseas activities, thongh requiring limited production nonetheless in light of gov-
ernment’s decision to prosecute); Pan Am. World Anrways, Inc. v. Aetna Cas. & Sur. Co., 368 F.
Supp. 1098, 1104 (S.D.N.Y. 1973) (precluding discovery of CTA information relating to foreign
terrorist organization).
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courts accepting—new procedures for making the privilege determi-
nation. On close inspection, this turns out not to be the case.

A review of the government’s state-secrets motion in Hepting v.
AT&T Corp. 2 a warrantless surveillance case, provides a useful way
to approach the question of whether the government is advocating a
new or different approach to the process of reviewing state-secrets
claims. The government’s brief begins by describing the Reynolds
prerequisites for any invocation of the privilege: “‘There must be a
formal claim of privilege, lodged by the head of the department which
has control over the matter, after actual personal consideration by the
officer.” ”13 'The brief goes on to assert that courts must provide great
deference to the government’s claim, deciding only whether the gov-
ernment has complied with procedural requirements and, if so,
whether there is a “reasonable danger” that disclosure of the informa-
lion al issuc will harm national sccurity.®¢ “The courl may consider
the necessity of the information to the casc only in connection with
assessing the sulliciency of the Government’s showing thal there is a
reasonable danger that disclosure of the information at issue would
harm national security,” the government argued, meaning that the de-
gree of judicial scrutiny should increase with the litigant’s need—but
not that the privilege, if properly asserted, can be overcome.?s The
government also read Reynolds as discouraging even in camera, €x
parte review by the judge of the factual predicate for the privilege
claim, but properly acknowledged that “[nJonetheless, the submission
of classified declarations for in camera, ex parte review is ‘unexcep-
tional” in cases where the state secrets privilege is invoked.”s In
short, nothing in this formulation appears to suggest a process that
varies in any significant way from that employed in other post-Reyn-
olds cases.

¢.  The Nature of the Relief Requested

Some commentators have suggested that the Bush administration
is breaking with past practice by using the privilege to seek dismissal

312 Hepting v. AT&T Corp., 439 F. Supp. 2d 974 (N.D. Cal. 2006).

312 Mcmorandum of the United States in Support of the Military & Statc Sccrets Privilege
& Motion to Dismiss or, in the Alternative, for Summary Judgment at 8, Hepting, 439 F. Supp.
2d 974 (No. 06-cv-672) (quoting United States v. Reynolds, 345 U.S. 1, 7-8 (1933)), available at
http:/fwww.eff.org/legal/cases/att/ GovMotiontoDismiss.pdf.

314 See id. at 9-10.

315 Id. at 10.

316 Id. at 11.
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of complaints rather than just exemption from discovery.3'” The data
do not support this claim, however. The record of published opinions,
however limited, demonstrates that the government has a long history
of requesting dismissal (or summary judgment) on state secrets
grounds. Table 1 below describes the rate at which the government
has moved for dismissal of complaints based on the state secrets privi-
lege, and the rate at which courts have granted such motions, on a per-
decade basis, beginning in the 1970s.

Table 1 — Dismissal Motions in State-Secrets Cases (1971-2006)3'

Decade Motions Grants
1971-1980 5 3
1981-1990 9 8
1991-2000 13 12
2001-2006 16 10

‘Whatever the implications of this data for the quantitative inquiry
disparaged above, its implications are clear for the qualitative question
of whether the government in recent years has begun to seek unprece-
dented forms of relief under the privilege. The government has been
seeking outright dismissal of complaints on state-secrets grounds for
quitc some time, and has donc so with considcrable success at least
since the 1970s.

Some critics concede that prior state secrets cases have resulted
in dismissals but argue that recent practice nonetheless differs in that
dispositive motions on the basis of the privilege are now being made
at the pleadings stage. Indeed, one such article takes issue with my
own analysis in the draft version of this article, concluding that “Ches-
ney overlooks an important development that really is new—invoca-
tions of the privilege have long been coupled with motions to dismiss,
but now the invocations of the privilege and motions to dismiss come
before discovery has begun.”® ‘The case law, however, simply does
not support that proposed distinction.?2°

317 See, e.g., Frosr, supra note 4, al 1933; Shayana Kadidal, The State Secrets Privilege and
Executive Misconduct, Jurist, May 30, 2006, http://jurist.law.pitt.cdu/forumy/2006/05/statc-
secrets-privilege-and-executive.php.

318 See infra Appendix.

319 D.A. Jeremy Telman, Qur Very Privileged Executive: Why the Judiciary Can (and
Should) Fix the State Secrets Privilege, 80 Trmp. 1. Rrv. (forthcoming 2007) (manuscript at 25,
on file with author), available at http://ssrn.com/abstract=986401.

320 See, e.g., Farnsworth Cannon, Tne. v. Grimes, 633 F.2d 268, 281 (4th Cir. 1980) (en banc)
(affirming 12(b)(6) dismissal at the pleading stage on state secrets grounds).
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F.  Lessons Learned

What lessons may be learned from the foregoing discussion? Per-
haps most significantly, the survey of the origin and evolution of the
state secrets privilege suggests as a descriptive matter that the current
pattern of implementation of the state secrets privilege does not de-
part significantly from its past usage. 'The privilege unquestionably
produces harsh results from the perspective of the litigants against
whom it is invoked, but that harshncss has long accompanicd the priv-
ilege and cannot be solely attributed to the current administration. So
long as courls recognize a capacily in the government (o preclude the
discovery or use al (lrial ol securily-sensilive evidence, the realily
under the modern doctrine is that some suits—including some enlirely
valid claims—will be dismissed.

To say that the privilege has long been with us and has long been
harsh is not to say, however, that it is desirable to continue with the
status quo. The modern privilege zealously protects the legitimate
government interests identified earlier with respect to the benefits of
secrecy. But given the degree of deference inherent in the “reasona-
ble danger™ standard mandated by Reynolds, there is some reason to
be concerned that the privilege is overinclusive in its results, perhaps
significantly so. At the same time, the use of the privilege to obtain
dismissals of suits alleging government misconduct or unconstitutional
behavior (as opposed Lo, say, breach of conlract suils belween govern-
ment conlractors) raiscs special concerns relaling (o democralic ac-
counlability and the rule of law. Bearing this in mind, il is fair (o ask
whether Congress has the power to alter the current framework for
analysis of privilege claims, and if so, what sort of reform might be
desirable.

1V.  What Might Congress Do?

If Congress at some point considers modifying the state secrets
privilege, questions will arise as to which aspects of the privilege can
be changed and which changes might be desirable to improve the bal-
ance the privilege attempts to strike among the legitimate interests of
litigants, the government, and the public.

The question of which aspects of the privilege Congress can
change is complicated by the possibility that the privilege is best
viewed not as a run-of-the-mill common-law evidentiary doctrine, but
instead as one compelled at least in part by constitutional considera-
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tions.3? The privilege did emerge in traditional common-law fashion,
of course, as described in detail in the preceding section. Even in its
early, preconsolidation stages, however, there were indications that
judges were drawing on separation-of-powers considerations in devel-
oping the rule.?2 More to the point, when the Supreme Court in
Nixon recognized the constitutional foundations of executive privi-
lege, it explicitly linked the privilege to “military, diplomatic, or sensi-
tive national security secrets” and excepted such circumstances from
its holding that executive privilege is merely qualified rather than ab-
solute?? As the I'ourth Circuit concluded in the course of affirming
the dismissal of El-Masri’s complaint, Nixon thus suggests that the
state secrets privilege is at some level an artifact of Article II and the
separation of powers.3

The constitutional core of the state secrets privilege is best under-
stood as a consequence of functional considerations associated with
the particular advantages and responsibilities of the executive branch
vis-a-vis national defense and foreign relations.32s Plainly, however,
this constitutional core does not account for the full scope of the privi-
lege as it has come to be understood. T'or example, not every bit of
information relating to national defense and diplomacy may be with-
held by the executive branch from Congress in its investigative mode,
though the line between that which it may and that which it may not is
far from clear.

More to the point, the history of the privilege itself is punctuated
by occasional examples of legislation that courts have construed to
override the privilege, at least to some extent, to facilitate litigation on
topics such as security-sensitive patents®? and antidumping tariff deci-
sions.3?” Tt might be best, then, to conceive of the state secrets privi-

321 See LCl-Masri v. United States, 479 T'.3d 296, 303-04 (4th Cir. 2007) (stating that the
privilege has a firm foundation in the Constitution).

322 See supra Part IILA (discussing the role of Marbury and Burr in the privilege’s forma-
tive period).

323 United States v. Nixon, 418 U.S. 683, 706 (1974).

324 See El-Masri, 479 F.3d at 303 04; of. Tenet v. Doe, 544 U.S. 1, 11 (2005) (Stevens, Gins-
burg, JJ., concurring) (conspicuously deseribing Totten as a “federal common-law rule” and stat-
ing that Congress thus “can modily” that rule il it wishes to do so).

325 For a discussion of these qualitics, sce Eric Posner and Cass Sunstein, Chevronizing
Foreign Relations Law, 116 YaLE L.J. 1170 (2007).

326 See Halpern v. United States, 258 F.2d 36, 43-44 (2d Cir. 1958) (permitting, under the
Invention Secrecy Act of 1951, ch. 4, 66 Stat. 3 (1952) (codified as amended at 35 U.S.C.
§§ 181-188 (2000)), nse of classified information already in the hands of a litigant, subject to
special procedural protections, including the striking of a jury demand in favor of a sealed, in
camera trial).

327 See U.S. Steel Corp. v. United States, 578 F. Supp. 409, 411-12 (Ct. Int’l Trade 1983)
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lege as having a potentially inalterable constitutional core surrounded
by a revisable common-law shell.3? This shell developed over the de-
cades out of respect for the prudential considerations that arise when
the government’s interests come into tension with the personal inter-
ests of litigants and the public’s interest in effective government and
democratic accountability.

Drawing the line between the core and the shell would not be an
easy task, but the important point is that in theory there is at least
some room for legislative modification of the privilege. Assuming
that this is correct, this analysis suggests that Congress could legislate
different rules for resolving state secrets privilege claims in at least
some instances.

Should it do so? And if this is desirable, what might it do? The
case for reform is strongest with respect to suits alleging unconstitu-
tional conduct on the part of the government. Such suits presumably
present the most compelling set of offsetting concerns in terms of the
public’s inlerest in democralic accountabilily and enforcement of the
rule of law. Thinking along these lines no doubl informed the
nondeferential (though ultimalely uninfluential) approaches taken in
Black and Elson, the cases discussed above in which courts declined to
countenance assertions of the privilege in the face of allegations of
unlawful government conduct.*® No court since the early 1970s has
shown interest in following that path, but one need not go so far as did
the courts in Black and Elson to strike a different and possibly more
desirable balance.

If Congress wishes to ameliorate the impact of the state secrets
privilege in the special category of government misconduct suits, there
are at least two areas for potential reform warranting consideration.
The first possibility concerns the stage at which judges assess the mer-
its of a properly formulated assertion of the privilege, a process gov-
erned by the forgiving reasonable-risk standard. This area could be
addressed by tinkering with the calibration of that standard, or by al-

(requiring disclosure of diplomatic communications under the statutory regime for challenging
the decision not to adopt a compensatory tariff).

328 Assuming that this is the correct analysis, a question arises as (o the status ol this “com-
mon-law” shell. Is this aspect of the privilege a matter of federal common law, as Justices Ste-
vens and Ginsburg conspicuously suggest (at least with respect to Totten) in their concurrence in
Tenet v. Doe? See Tenet v. Doe, 544 U.S. at 11 (Stevens, Ginsburg, JJ., concurring). Is it a matter
of state common law incorporated into federal civil practice via Rule 501 of the Federal Rules of
Fvidence? The question is an interesting one that bears further inquiry.

329 See Black v. Sheraton Corp. of Am., 371 F. Supp. 97 (D.D.C. 1974); Flson v. Bowen, 436
P.2d 12, 13-14 (Nev. 1967).
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tering the process by which it is applied. My preference is for the
latter.

Recalibrating the reasonable-risk test would increase the discre-
lion of the judge Lo disagree with the excculive branch’s assertion that
nalional securily or diplomalic inlerests warrant exclusion ol evidence
(or dismissal of a complaint). Spccifically, Congress might replace the
“reasonable danger” standard established in Reynolds with a less def-
erential test, thus giving greater weight to the role of the judiciary as
an institutional check on the executive branch. But enhancing a
judge’s freedom to second-guess executive branch assertions of na-
tional security or diplomatic dangers is not the same thing as enhanc-
ing the capacity of judges to render such assessments accurately. It
would remain the case that judges as an institutional matter are no-
where nearly as well-situated as executive branch officials to account
for and balance the range of considerations that should inform assess-
ments of such dangers, a factor that counsels against pursuing this
option.

What of the possibility of process-oriented reform at the merits
stage? This deserves serious consideration. Although there are rea-
sons associated with institutional competence not to increase the dis-
cretion of the judge in this context, there are offsetting concerns. If as
a practical consequence judges will rarely if ever actually reject an
assertion of the privilege, a perception may arise within the executive
branch to the effect that judicial review has no true bite and that un-
warranted assertions of the privilege nonetheless will be upheld. That
such a state of affairs would be undesirable should not require expla-
nation. But can this concern be reconciled with the institutional com-
petence objection?

Perhaps so. Some have suggested that judges can remediate their
expertise deficit by appointing nonparties with relevant expertise to
advise with respect to the risks of disclosure.*® Insofar as these advi-
sors are to be drawn from outside the government, however, serious
questions arise as to the prospects for identifying and obtaining the
services of an individual with sufficient expertise and clearance. And
in some circumstances there may be issues with perceived neutrality,

330 See, e.g., Telman, supra note 319 (manuscript at 14-16) (arguing for appointment of
disinterested experts comparable to a Special Litigation Comumittee); Meredith Fuchs & G.
Gregg Webb, Greasing the Wheels of Justice: Independent Fxperts in National Security Cases,
A.B.A. NaT’L SEcurIiTY L. REP., Nov. 2006, at 1, 3-5, available at http://www.abanet.org/nat-
security/nslr/2006/NST._Report_2006_11.pdf (discussing a variety of mechanisms for appointing
expert advisers).
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just as there would be if the judge were to seek input from an execu-
tive branch official other than the one asserting the privilege. But this
does leave one intriguing possibility: involving the congressional intel-
ligence committees—the Senate Select Committee on Intelligence and
the House Permanent Select Committee on Intelligence—in an advi-
sory capacity.®!

This suggestion plainly enlails a greal many praclical and legal
hurdles, and I do not mean to work through them all here. Rather,
my hope is to further stimulate creative thinking about the processes
by which the privilege is operationalized. Under this proposal, the
judge would have the statutory option of calling for the views of the
intelligence committees after having determined that the privilege has
been asserted in conformity with the requisite formalities. The com-
mittees” views would not be binding, but would at least provide well-
informed advice to the judge without requiring disclosure of informa-
tion to persons who do not at least arguably have the authority to
access it. Of course, one can expect that the committees might divide
along partisan lines when faced with such an issue. To avoid that pros-
pect, a recommendation to disallow the privilege should require a
supermajority vote.

A second area for potential reform focuses on the consequences
of successful invocations of the privilege. Assume for the sake of ar-
gument that the government is involved in patently unconstitutional
conduct the public revelation of which almost certainly would cause
significant diplomatic repercussions and damage to national defense
through the exposure of sensitive sources and methods (possibly even
risking the death of some individuals). In that case, even under a
heightened standard of review, a judge would have little choice but to
agree with the executive’s assertion of the privilege. On that basis, the
judge would dismiss the complaint, and rightly so, given that the only
current alternative would be to reject the privilege and thus permit the
suit to go forward notwithstanding the potential harm. Particularly
given the significance of allegations of unconstitutional government
conduct, would it not be wise to consider whether a third alternative
should be made available between the polar opposites of public dis-
closure and dismissal?

331 Cf Amanda Frost, Certifying Questions to Congress, 101 Nw. U. .. Rrv. 1, 3, 23-54
(2007) (discussing the constitutionality of a process by which courts can stay cases presenting
difficult questions of statutory interpretation in order to refer the question to Congress, which
may then enact new, dispositive legislation).
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Some have argued that in this circumstance the government
should be obliged to choose between permitting the suit to go forward
or else having judgment rendered for the plaintiff, rather than simply
receiving the benefit of having the complaint dismissed.**?> This ap-
proach has the virtue of forcing the government rather than the indi-
vidual to internalize the costs of maintaining government secrecy. It
has a vice as well, however, as the lack of a merits inquiry might en-
courage a multiplicity of suits not all of which would be warranted.
The government-pays solution also is impractical and undesirable for
litigants seeking nonmonetary relief, such as injunctions against the
further conduct of certain government policies.

A related but more appealing alternative would be for Congress
to take steps to permit suits implicating state secrets to proceed on an
in camera basis in some circumstances. Borrowing from the approach
exemplificd in the Invention Scereey Act as interpreted by the Second
Circuit in Halpern, Congress might authorize judges who would other-
wise be obliged (o dismiss a suil on privilege grounds instead Lo Lrans-
fer the action to a classified judicial forum for further proceedings.
Such a forum—modeled on, or perhaps even consisting of, the Foreign
Intelligence Surveillance Court (“FISC”)—at a minimum would entail
Article IIT judges hearing matters in camera on a permanently sealed,
bench-trial basis.??

In the FISC, of course, the warrant application process is not ad-
versarial; only the government participates. This reform proposal, in
contrast, contemplates a sliding scale of adversarial or quasi-adver-
sarial participation that includes resort to ex parte litigation if neces-
sary. In circumstances in which the plaintiff already possesses the
sensitive information, as in Ilalpern, there would be no obstacle to
permitting the plaintiff to be involved (assuming representation by
counsel capable of obtaining the requisite clearances). When the
plaintiff does not have the information already, the judge might be
given the authority to appoint a guardian ad litem to represent the
plaintiff’s interests, selected from among a cadre of, for example, fed-
eral public defenders with the requisite clearances. Although far from
ideal as an example of the adversarial system—among other
problems, the guardian would lack the ability to share classificd infor-
maltion with the plaintiff and thus be less able than otherwise (o [ully

332 See FISIDR, supra note 4, at 233.

333 This raises a question about jury rights. One might address the Seventh Amendment
concern by pointing out that these suits otherwise might not be heard at all in light of the state
secrets privilege.
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respond to it—this approach would be preferable to outright dismissal
of a potentially meritorious claim involving government misconduct.

dokk

These solutions are far from ideal [rom the perspeclive of any of
the stakcholders in the debate over the state scerets privilege, and
there arc many difficult details thal would still have o be resolved.
But they do illustrate that there are alternatives to the status quo that
could be considered, and it is my hope thal the suggestions will stimu-
late further discussion of the issue.

Absent such reforms—and perhaps even with them—the pros-
pects for lawsuits challenging the legality of sensitive intelligence-col-
lection programs such as rendition and warrantless surveillance are
relatively dim. 'The state secrets privilege as it currently stands strikes
a balance among security, justice for individual litigants, and demo-
cratic accountability that is tilted sharply in favor of sccurity, tolerat-
ing almost no risk to that value despite the costs to the competing
concerns. This is undcrstandable and appropriale in al lcast some
conlexls, bul where the legality ol government conduct is itsell al is-
suc, il may be appropriale Lo cxplore other solutions Lo the secrecy
dilemma.
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