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THE DEPARTMENT OF ENERGY'S IMPLEMENTATION OF
THE NATIONAL NUCLEAR SECURITY ADMINISTRA-
TION ACT OF 2000

HousE OF REPRESENTATIVES,
COMMITTEE ON ARMED SERVICES,
STRATEGIC FORCES SUBCOMMITTEE,
Washington, DC, Wednesday, January 31, 2007.

The subcommittee met, pursuant to call, at 1:15 p.m., in room
2226, Rayburn House Office Building, Hon. Ellen Tauscher (chair-
man of the subcommittee) presiding.

OPENING STATEMENT OF HON. ELLEN O. TAUSCHER, A REP-
RESENTATIVE FROM CALIFORNIA, CHAIRMAN, STRATEGIC
FORCES SUBCOMMITTEE

Ms. TauscHER. Good afternoon. This hearing of the House
Armed Services Committee, Strategic Forces Subcommittee, on the
Department of Energy’s (DOE) implementation of the National Nu-
clear Security Administration (NNSA) Act will now come to order.

Let me begin by welcoming our distinguished witnesses: Honor-
able Samuel W. Bodman, Secretary of Energy, and Mr. Gene
Aloise, Director of the Government Accountability Office’s (GAO)
National Resources and Environment Division.

The hearing will consist of two panels today, with the secretary
appearing alone on the first. Mr. Aloise will be joined on the second
panel by James Noel, Assistant Director of GAO and a principal
author of the report that we are releasing today.

Let me thank each of you for appearing before the subcommittee
today.

This is our subcommittee’s first hearing in the 110th Congress
and my first as chairman of the subcommittee, so let me lay out
a couple of ground rules.

First, as Chairman Skelton instructed at our full committee orga-
nizational meeting, we will honor and enforce the five-minute rule
so that all subcommittee members have a reasonable chance to ask
questions.

Mr. Secretary, we will not impose a five-minute rule on you.

Second, | encourage all subcommittee members to be respectful
of our witnesses and, in turn, our witnesses to be respectful of the
subcommittee members, especially our limited time during hear-
ings. We will all be grateful if you can keep your answers as con-
cise as possible while answering the question.

Now let's get started.

Today’'s hearing is not being held because of recent leadership
changes at the NNSA, nor is it being held because of the latest Los
Alamos National Laboratory (LANL) security breach. Those issues
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are relevant but not the motivation for today’s hearing, which is a
compilation of a long-awaited report from the GAO on the depart-
ment’'s progress in establishing the NNSA, a matter of longstand-
ing and significant interest to this subcommittee.

In October 2004, my distinguished predecessor, Chairman Terry
Everett, and Ranking Member Silvestre Reyes asked the GAO to
conduct a comprehensive survey of the department’s progress in
implementing the fiscal year 2000 NNSA Act.

Specifically, the subcommittee asked GAO to evaluate the extent
to which NNSA had taken steps to, one, improve security at its lab-
oratories and plants and, two, improve its management practices
and revive its organizational structure.

After a lengthy investigation, the report is complete. And | want
to compliment the GAO on what | believe to be a constructive and
illuminating assessment. My colleague, Mr. Thornberry, and |
helped draft the provision in the National Defense Authorization
Act (NDAA) for Fiscal Year 2000, which created the National Nu-
clear Security Administration.

This committee’s and, indeed, Congress’s objective in establishing
the NNSA was simple: to address chronic, well-documented prob-
lems with security and management within the Department of En-
ergy’s nuclear weapons complex.

Congress took action in response to well-publicized espionage
charges, decades of documented mismanagement at DOE, and doz-
ens of reports and studies that describe weak management, con-
fused lines of authority and a lack of mission focus within DOE
military nuclear programs.

Heeding the advice of dozens of experts who had studied these
problems—this is some of the paper, by the way, produced by the
dozens of different experts and boards and commissions and Presi-
dential advisory committees, including the most recent 1994 report
by the President's Foreign Intelligence Advisory Board, known as
PFIAB—we approved the creation of a semi-autonomous agency
within DOE.

The rationale for semi-autonomous was to insulate the new agen-
cy from a culture within DOE that had undermined security and
management in the weapons complex, but also preserve for the sec-
retary of energy ultimate authority for policy. Immediately after
passage of the NNSA Act, this committee began aggressive over-
sight of implementation of the act.

The committee established a special oversight panel on DOE re-
organization, on which | served as the ranking member. That panel
issued two reports in February and October of 2000, assessing ini-
tial DOE efforts, and held hearings throughout the 106th and
107th Congresses.

We have modified the NNSA Act several times. Amendments to
the original statute were included in the fiscal year 2001, 2005 and
2007 National Defense Authorization Acts. Finally, in 2004, we
asked for the GAO report, which we are discussing today. So we
have been active.

Like GAO, we see progress in some areas. But as GAO has found
in this latest investigation, seven years after the NNSA Act was
created, we still face many of the same problems that drove us to
create the organization in the first place. These range from a lack
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of human resources, whether among NNSA site office security per-
sonnel or NNSA headquarters program management staff, to dif-
ficulties in establishing effective budget and project program man-
agement processes.

Mr. Secretary, | have long been concerned about these problems,
most of which have been raised in other reports, like the recent De-
fense Science Board report or the former NNSA oversight panel. |
am concerned, because our national labs and weapons complex
sites need to have effective security procedures to protect the sen-
sitive national security secrets they guard. And the NNSA must be
effectively run if the agency is to successfully manage critical chal-
lenges it faces, from the Reliable Replacement Warhead program,
to the effort to transform the complex.

I am supportive of these programs, but | need to have the con-
fidence that the NNSA is an effective, competent organization, if
we are to embark upon these expensive, complicated activities. Fur-
thermore, |1 need confidence that DOE is enabling the NNSA to
achieve top-notch science and security, rather than serving as one
big bureaucratic roadblock.

Frankly, Mr. Secretary, after reading your submitted testimony,
I am losing that confidence. In your statement, you acknowledge
that there has been improvements in the management of the nu-
clear weapons complex since the NNSA was established. But you
also indicate that the NNSA Act “created a significant obstacle to
realizing the benefits of functional accountability and sound man-
agement between the NNSA and the broader department.”

Mr. Secretary, over the seven years since we established the
NNSA, the evidence is clear. DOE has never afforded the NNSA
the degree of autonomy Congress intended in the NNSA Act. So
from where | sit, it is not credible for the department to assert that
the NNSA Act has not worked because the department has not
given it a fair chance to work.

I do want to work with the department to address these prob-
lems. But the starting point for our partnership is clear: DOE must
honor the intent of the NNSA Act and grant NNSA the authority
Congress intended.

I know you believe in accountability, Mr. Secretary, as do |. But
I am concerned that you testify that “certain elements of the NNSA
Act present obstacles to management’s success across the weapons
complex.” But you decline to propose solutions. That is not account-
ability, in my judgment, and the issues that depend on NNSA re-
quire more than that.

So my bottom line is this. If the department cannot or will not
faithfully implement the NNSA Act, we will find a way to further
insulate the NNSA from the department.

Finally, the subcommittee members and | put together a com-
prehensive set of questions that we will need your help with, Mr.
Secretary. We will be drafting the fiscal year 2008 National De-
fense Authorization Act in the next couple of months, and you can
be sure we will deal with these issues in that bill. So if you could
be timely with your responses to our questions, it would allow us
to factor in your views.

And with that, | welcome your testimony today.
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Let me now recognize my good friend and colleague, Mr. Everett,
the ranking member of the subcommittee.
Mr. Everett.

STATEMENT OF HON. TERRY EVERETT, A REPRESENTATIVE
FROM ALABAMA, RANKING MEMBER, STRATEGIC FORCES
SUBCOMMITTEE

Mr. EvereTT. Well, 1 want to thank my friend, colleague and
chairwoman. And | want to join you in welcoming our distin-
guished guests today, our witnesses today, Honorable Sam
Bodman, Secretary of Energy, and Mr. Gene Aloise and Mr. James
Noel, both from the Government Accountability Office.

I would frame my focus at today’s hearing by asking two ques-
tions. First and foremost, why do we continue to have problems
with basic security at the nuclear weapons complex? And, second,
is the NNSA Act, which arose out of concerns over security in the
nuclear weapons complex, performing as intended, specifically in
the area of how NNSA interacts with the Department of Energy?

For years, this subcommittee has closely followed NNSA, the nu-
clear weapons complex security posture, and its relationship with
the Department of Energy. The GAO report which is now being re-
leased today was requested by me and my ranking member, Con-
gressman Reyes, when | previously chaired this subcommittee.

I will also note that the long history of expertise for both Chair-
man Tauscher and Congressman Thornberry of this subcommittee,
who developed in their leadership of this committee’s special over-
sight panel on development—on Department of Energy reorganiza-
tion following the passage of Title 32 of fiscal year 2000 National
Defense Authorization Act that established NNSA.

Most recently, in last year's defense authorization conference
with our Senate colleagues, we merged the counterintelligence of-
fices of NNSA and the Department of Energy, taken due to the con-
cerns with how NNSA and the department were implementing the
NNSA Act.

Safeguarding our nation’s nuclear weapons design information,
the underlying rationale for establishing NNSA, is critical to our
national security. 1 am perplexed as to why we have continued to
have significant security problems at Los Alamos and perhaps else-
where in the complex. | will also note that the GAO report high-
lights several areas of management of practices which NNSA and,
between NNSA and the department, now are not functioning
smoothly.

And significantly, 1 am especially interested in hearing the sec-
retary as to whether NNSA can effectively execute the national se-
curity mission under the existing NNSA Act legislation or, alter-
natively, whether legislation requires changes. | will look forward
to hearing from our witnesses, and we actually need to find out
what we need to do to get this thing right.

And | want to thank the Madam Chairman for convening this
hearing. It is timely, with the release of the GAO report. Thank
you, Madam Chairman.

Ms. TauscHER. | thank the distinguished ranking member.

Apparently we may have been called for another vote. | wanted
to ask Mr. Thornberry if he had an opening statement.
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Mr. Loebsack, do you have an opening statement?

Mr. LoeBsAcK. No, | don't. Thank you, Madam Chairman.

Ms. TAUSCHER. Mr. Secretary, if you could give me a sense for
how long it will take for you to summarize your statement, perhaps
we could go ahead with that, and then we could break for a vote.

Secretary BobMmAN. Five minutes.

Ms. TAuscHER. Please go ahead. Mr. Secretary, the floor is yours.
Thank you.

STATEMENT OF HON. SAMUEL W. BODMAN, SECRETARY OF
ENERGY, DEPARTMENT OF ENERGY

Secretary BobmaN. Madam Chairman, members of the sub-
committee, | am very pleased to be here before you to provide my
assessment of Title 32 in the National Nuclear Security Adminis-
tration Act.

Let me begin by recognizing Chairman Tauscher, Ranking Mem-
ber Everett for the terrific leadership they have shown in focusing
on this, which you have just talked about. Anybody that can work
their way through all those documents is my kind of person.

I also want to say that the men and women in the NNSA com-
plex are a key national asset. The work that they do is critical to
our nation’s security, defense and scientific capabilities, and it is
among the most sensitive work performed in our government.

While we grapple with some of the challenges that it presents,
I continue to be committed to administering the NNSA Act as writ-
ten to the best of my ability. Last July, based on a recommendation
of the department’s inspector general, following a security lapse at
the Albuquerque service center, | convened a task force to review
the separate organization of NNSA within the department.

The deputy secretary led the team that included the adminis-
trator of the NNSA, the undersecretary for science, and our general
counsel. Task force members identified language within the act
that prohibited the delegation of authority beyond the deputy sec-
retary, as having created a significant obstacle to realizing the ben-
efits of functional accountability and sound management between
the NNSA and the broader department.

After careful consideration of their review, | concluded that,
while certain elements of the act presented obstacles to manage-
ment success across the weapons complex, we would continue to
work within the limits and under the guidance of that act. It does,
however, remain my belief that the creation of the NNSA as a sep-
arately organized entity within the department has not yielded all
of the beneficial results that the legislation’s authors intended.

Let me add here that my views on these issues are informed by
experience as deputy secretary in two other Cabinet departments,
with large, separately organized elements within them, both Com-
merce and Treasury. I am aware that the GAO just today has re-
leased a report in which it concludes that there continue to be seri-
ous flaws in the management practices across the weapons com-
plex, particularly in the area of security.

And while | have not yet reviewed that report in any great de-
tail, | can say generally that | certainly agree that problems per-
sist. There is no doubt about that.
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While we have much more to do, we have made it a top priority
to improve management within the entire department, including
the NNSA, and we are making progress, in my judgment, toward
that goal.

Madam Chairman, in the past, our partnership has led to very
constructive changes, with large beneficial impacts on our organiza-
tion. A merger of intelligence and counterintelligence functions on
a department-wide basis is a good example of that type of coopera-
tion, and | very much look forward to working with you in the fu-
ture where similar opportunities arise.

That concludes my opening remarks, and | ask that the written
statement that | have prepared be entered into the record.

Ms. TAauscHER. Without objection.

Secretary BobmAN. Thank you.

[The prepared statement of Secretary Bodman can be found in
the Appendix on page 35.]

Ms. TAuscHER. Let me just ask my colleagues. Apparently we
have a 15-minute vote on. Shall we go vote and then just come
right back? Does that work?

Is that fine with you, Mr. Everett?

Mr. EVERETT. Absolutely.

Ms. TAUSCHER. Mr. Secretary, | apologize. We will be back as
quickly as we can. Thank you.

Secretary BobmAN. Thank you.

[Recess.]

Ms. TAUSCHER. Mr. Secretary, thank you, and thank you for the
witnesses' indulgence. We don't expect to have a vote imminently,
but why don’t we proceed with questions?

I am just going to yield myself some time to ask you a question,
and then to proceed on a five-minute rule to the other members.

Mr. Secretary, in your prepared testimony, you state, “Over the
last six years, an array of security breaches has continued to occur
in the weapons laboratory complex. These incidents call into ques-
tion whether the arms-length management model prescribed by the
act is a workable and effective management tool.”

I guess my question effectively is, are you suggesting that these
incidents would have been avoided if you had been granted greater
authority over the NNSA?

Secretary BobmMAN. No.

Ms. TAuscHER. Well, can——

Secretary BobMAN. | am trying to be responsive to your request
to be brief.

Ms. TAUSCHER. | appreciate that. So let me get it straight. If you
are not suggesting that if you had gotten more authority under the
NNSA Act, that these incidents wouldn't have occurred. And 1
sense a very real reluctance on your part to implement the act.
And you have made it clear that you don't think that the act is
workable or that it will achieve the kinds of things that we in-
tended.

What exactly, then, are we meant to do, in absence of getting
compliance on the act by you and the department, what are we
meant to do to stop these chronic, debilitating, embarrassing secu-
rity breaches?
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Secretary Bobman. Well, first, Madam Chairman, | would say to
you, | believe we are implementing the act. | have every intention
of implementing the act and obeying the law. It seems to me that
is my job, and I am attempting to do it.

Now, you may not be happy with how | am doing it and may
have different views as to how | am doing it, but I want you to
know that, at least in my mind, | am attempting to deal with that
and trying as hard as | know how to implement that act. And |
wanted to say that.

Second, in order to understand the reasons for the continuing
issues on security, it strikes me that one has to look at sort of the
root cause of the problem. I think the root cause of the problem is
the so-called culture at Los Alamos. | mean, these issues largely—
they are not exclusively, but largely have been focused in Los Ala-
mos.

And the problems of trying to manage a cultural change takes—
I can tell you, | have done it before. Perhaps you have, as well. It
takes time. So it is something that | think is—I am reasonably
comfortable that the current LANL board and the organization is
going to be effective. I am cautiously optimistic, let's say, about
that. And | remain hopeful about that.

But it seems to me that is really the issue, is to try to manage
that laboratory better. And | believe that we have implemented the
act.

With all due respect to my friends from GAO, | would tell you
that they started at, which | had not realized, two years ago or
more, from | think what Ranking Member Everett said. And |
think that some of the problems—maybe not all, but many of the
problems—have been dealt with.

I do believe we are in better shape, in terms of the day-to-day
management, at least by my definition of it, which is a more sup-
portive, cooperative interface between DOE members and NNSA
members.

Ms. TAUSCHER. Mr. Secretary, do you have two or three different
suggestions of how we can amend the NNSA Act to get better com-
pliance and a more effective, organic organization?

Secretary BobMmAN. | don't really—I am not recommending any
changes in the NNSA Act. | think we can make it work. And so
the idea of going through the—that is one thing | looked at when
I think I mentioned that. We had a committee internally and
looked at, you know, are there changes that would make sense?

And | think that this can be made to work. I think we are mak-
ing it work. And that is not to say all the problems are dealt with.
And | will continue to look at Los Alamos with a jaundiced eye.

My big concerns, frankly, and the act concern the multiplicity of,
you know, the replication of functions. | have two general counsels;
I have two congressional offices; | have two public affairs offices;
I have two senior financial people. I guess one isn't really called a
Chief Financial Officer (CFO), per se, but effectively operates in
that fashion. And it is——

Ms. TauscHER. Well, with all due respect, Mr. Secretary, you are
not meant to have two. One is meant to be in the NNSA, and one
is meant to be for you. That is the problem, | think.
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Secretary BobmaN. Well, the NNSA reports to me, | believe, and
therefore, in that sense, |1 have two. And so that is how | think of
it.

Ms. TAauscHER. Well, maybe that is a culture issue we can work
on, too, because I think, to a certain extent, Mr. Secretary, this ob-
viously all happened way before your time, both this President's
time and—this is something that has happened over many admin-
istrations, Democrat and Republican, and many Congresses.

Secretary BobMmAN. Right.

Ms. TauscHER. And part of the problem we had was that we had
all of these chronicles of embarrassing, debilitating, worrisome se-
curity breaches, management failures, project management lapses,
other things, and that we found ourselves with recurring sugges-
tions that the weapons complex itself was not getting the kind of
attention it needed and it needed to have its own CFO, its own ca-
pabilities resident in that organization.

Secretary BobMAN. | understand.

Ms. TauscHER. And so | think that, you know, our intent was to
stop what had been this litany of mistakes and problems and cre-
ate this organization. Now we have done that. Now we have not
only competed the weapons lab contracts, changed out directors,
closed labs temporarily, had all kinds of other things, and we still
find ourselves with similar situations.

And it resonates to me when you say “culture.” | understand
what you are saying. But we cannot allow this to continue. The
American people need to know that they are not only getting the
best science, but the best national security, in this—

Secretary BobmAN. | couldn’t agree more.

Ms. TAUSCHER. | agree.

Secretary BobmaN. You and | have the same objectives. | have
met with the LANL board. | have commissioned the Inspector Gen-
eral’'s (IG) report. 1 have commissioned two further reports that
will be completed at the end of next month, at the end of February.
Ninety days is what | gave them. | started them in early Decem-
ber, all geared toward looking at the specifics of the security fail-
ures at Los Alamos and putting a program in place that will have
teeth to it and that will work.

And | would tell you that | am attempting to play a much more
proactive, aggressive role than my predecessors have, frankly of
both parties—it is not meant to be a partisan matter—that | be-
lieve has an opportunity to change the way that organization
thinks about both security, which is the discussion of the day, but
also safety matters, which is part of what | worry about, as well.

Ms. TAauscHER. Thank you, Mr. Secretary.

As | said, we have a number of questions for the record that we
will be giving to you——

Secretary BobmAN. Okay.

Ms. TAUSCHER [continuing]. And we would hope that we could
have a timely response from you.

I am happy to yield time now to the distinguished ranking mem-
ber, Mr. Everett.

Mr. EVERETT. Thank you very much, Madam Chairman.

Mr. Secretary, | often kind of like just to get right to the heart
of the matter. Let me read some of your written statement.
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On page four of that statement, second line down, “The NNSA
Act is unique in that it imposes severe limitations on the Secretary
of Energy’s management authority and, in my view, impedes the
Secretary’s ability to manage the organization effectively. For ex-
ample, the Secretary is prohibited from directing subordinate
NNSA, Federal or contract personnel or authorizing any other than
the deputy secretary to exercise authority, direction or control over
them. This prohibition precludes me and my line managers from
many logical and effective workings with NNSA's deputy adminis-
trators, associate administrators, or their subordinate employees.”

Now, if 1 understood you correctly, you told the chairman that
you have contemplated no change in the NNSA Act. And my ques-
tion would be, if you believe what is in your written statement—
well, two things. Number one, explain the written statement to me
a little further in detail. And, number two, if you believe this, then
why wouldn’t you want some changes?

Secretary BopmaN. Well, first of all, 1 believe the statement. |
believe it to be accurate. | believe that the problems that we have
experienced, the most recent problems that we have experienced,
are unrelated to that description. And it is evident to me that this
committee, among others, has worked very hard over a long period
of time to develop the NNSA Act.

And | have a view that we would be better off without aspects
of it. They are mentioned there. But | don't think that they are
really at the heart of the problem. The heart of the problem is a
cultural issue with Los Alamos, and that is going to be there what-
ever changes we might make.

And so | have two years left, sir, in this job, and that is unless
the President changes his mind or you all do, or something, and
that | would hope that when we are completed that there would
be a sense that we have made significant progress.

There are two big issues within NNSA that | would just sort of—
if we step back and sort of look at it. One | think we get good credit
for. That is, when you look at the Defense Science Board, in effect
the message that was in that report that | received about a year
or a year-and-a-half ago, was that we had lost the confidence of the
Department of Defense in our management of the nuclear complex.

Tom D’Agostino, who is here, took on the assignment of being the
deputy administrator for defense programs and has done—I wish
he weren’'t here—he has done a magnificent job in implementing
and improvements there. And so we are responding to that. That
is one big area that was, | think, the challenge.

The second big area is security within our system, security and
safety within our system, broadly defined, and at Los Alamos in
particular. And there we have failed. And | can tell you, it now has
much more of my personal attention than it did before, and we are
going to try to be proactive and very specific in terms of dealing
with it. And | would rather put my time and effort, Congressman,
into that, rather than in worrying about exactly what is involved
in changing the NNSA Act.

So it is strictly a matter of trying to put my time where | think
it can do the most good.

Mr. EVERETT. Mr. Secretary, two things. Number one, | spent
four years as the chairman of the Committee on Investigation and
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Oversight on Veteran's Affairs (VA). And | can tell you, to be hon-
est with you, | started to give up that chairmanship because of the
culture within V.A., of their own little kingdoms that these direc-
tors of these hospitals had.

And, frankly, my wife talked me into keeping the subcommittee,
because we had done a lot of good things. But there are a lot of
things out there that we did not have the resources to get to. So
I understand the culture.

From my personal knowledge, we have been dealing with the cul-
ture issue on this, though, 10 to 12 years now. And it seems, at
some point in time, we ought to be making some headway. | have
often described government as like a huge, huge ship floating
downstream. And just to make a correction a little bit, it takes a
mighty force to do it. But after 10 or 12 years, it would seem to
me that we were beginning to make some headway or we would be
firing a bunch of folks at Los Alamos, to put it as blunt as | know
how.

The other thing—and you said that the last incident that hap-
pened at Los Alamos was not related to some of the things that |
have read here.

Secretary BobMmAN. That is correct, sir. That is correct.

Mr. EVERETT. Can you tell me what is related to this, other than
culture?

Secretary BobmAN. Cost effectiveness of management. I mean,
you know, from my selfish standpoint, | would be better off with
NNSA “as a part of the department” and operating in that fashion
and without what | consider, as the chairman would, what | con-
sider a duplication of efforts.

But we have made it work. I mean, it is not that big a deal, but
I just thought this was an occasion for me to come in and address
myself to this committee for the first time. And | thought it unwise
to do it without being honest and tell you that | do have some mis-
givings about the organization.

But | also think that it is important to say that | don’t think
they are—that these issues are the focus of the problems that we
are all wrestling with. So we have issues here, and we have prob-
lems over here, and | don't think they link up.

Mr. EVERETT. Madam Chairman, | am not going to, you know,
take a lot more time. But the thing that concerns all of us, if we
want to zero in and put a culture in the middle of the bull’s eye,
it seems to me that, after 10 or 12 years, we ought to be able to
be making some progress on it.

And I recognize that you haven't been here that long.

Secretary BoDMAN. Yes, sir.

Mr. EVERETT. But speaking for myself on this committee, some-
how or the other, we have to get—and | have been to Los Alamos
a number of times. But we have to get it across down there that,
you know, we are serious. And if the chairman mentioned the place
was closed down for six months at one time, and | don't know—
you take, $300 million or $150 million, I don't know which it was,
frankly.

If that doesn't get their attention—and, of course, we have a lot
of belly-aching from the folks down there, you know, because of it.
And if that doesn’t get their attention, | don't know what will.
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Secretary BobmaN. Well, | guess if | could just respond to you,
sir, on that, 1 thing that | mentioned before, 1 have met with the
LANL board. In addition to what we have done, they have had
their own evaluative team in there to make a determination. And
I have a letter in here. 1 would be happy to read you the list of
issues that they have, that they are working on.

I want to try to, frankly, keep the pressure on them, because
that is where the first line of defense is. They are the ones that
are operating this laboratory. They are responsible for it. And I
think Administrator D'Agostino will use the contract, this new con-
tract that we have negotiated, in the most effective way possible.

I do think it is important to remember that they have only been
there six months. And six months is some time, but when you
think about changing the culture of an environment, it is not a
long time.

They have imposed a mandatory drug testing program for the
first time in Los Alamos. | expect that we will look at expanding
that throughout the complex, so that we are starting to—and there
will be a manual written by our chief information officer, in con-
junction with the chief information officer, working together with
the NNSA. The two of them will issue a manual that will have very
specific requirements that have been called out in a directive from
the deputy secretary.

And for the first time, we will have something that will be, in
effect, a part of the contract with the LANL organization. That did
not exist before, sir. And so | think that we are taking a number
of steps and changing the way we deal with the organization out
there, the formality with which we do it, and | believe, hopefully,
the effectiveness with which we do it.

Mr. EVERETT. Madam Chairman, | do have some questions that
we will come back to about the contract that was recently awarded,
but in fairness to the other members, | don't have enough time.

Ms. TAuscHER. Mr. Everett, do you want to ask the Secretary if
he is willing to share with us the LANL's director's ladder and
make it part of the record subsequently?

Mr. EVEReTT. | would ask that.

Ms. TAuscHER. To the extent that you can?

Secretary BobMAN. Yes, to the extent——

Ms. TAUusSCHER. To the extent that you can.

Secretary BobMAN [continuing]. That | can, | would be happy to
read the—I can certainly give you the list of what they—the orga-
nization consists of Bechtel, University of California, BWXT, and
the Washington Group. The three corporate members are new
members of the management.

So, in effect, it really is a significant change. And they dis-
patched members from the parent organizations into Los Alamos
and the team that evaluated what the problems were.

And it was embarrassing, frankly. We just haven't done it. And
so what we are attempting to do is to deal with a lot of the issues
that they have dealt with and the issues that—this has also been
looked at by the 1.G. There is no shortage of expert opinions and
more reports, you know, that are——

Ms. TAUSCHER. By the pound.
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Secretary BobmAN. Yes, and so we have plenty of that. And so
I think what we are trying to do is to act on it. And we are trying
to take steps. | don't want to say anything more than that, than
we are taking steps.

But if 1 can make the entire letter available, 1 will do it. And if
not, I am sure | can make the list of what their summary of—it
is seven or eight different points of what they found when they
looked at the security breach in Los Alamos.

Mr. EVERETT. One final parting shot, Madam Chairman. | have
great confidence in Tom, and | recognize that, probably in the six
to eight months, he will have this culture thing straightened up.

Thank you, Madam Chairman.

Ms. TauscHER. | thank the distinguished ranking member.

I am now happy to yield five minutes to the gentleman from
Texas, Mr. Thornberry.

Mr. THORNBERRY. Thank you, Madam Chair.

Mr. Secretary, | appreciate you being with us today. I am going
to have to continue a little bit along the same line, because | do
think, from passage of the NNSA Act until today, we have talked
a lot, rightfully so, about the culture of the complex, not just Los
Alamos, especially Los Alamos, but throughout the complex.

And yet | guess part of what is worrying me today may be the
culture within the Department of Energy. For example, when |
read from the Defense Science Board report from January 2006, a
year ago, they said that, you know, one option is to have the Sec-
retary of Energy enforce the requirement that the Administrator be
autonomous and accountable, but it had little confidence in the
prospect for effective or lasting change within the Department of
Energy.

And | don't mean to be nitpicky, but | see in your statement, too,
where, after this careful review, you decide that, after all, you all
would continue to comply with the law. And I realize it may be a
matter of wording, but in your statement that is essentially—we
would continue to work within the limits of the act, like there is
another choice.

And then, when | go through some of the specifics that the GAO
found—and | don’'t want to take a lot of time with this—but, for
example, on procurement, it says, “DOE made a commitment to
issue NNSA specific acquisition procedures, but it has not done so,
and, as a matter of fact, the Department has blocked NNSA's ef-
forts to issue its own acquisition regulations. On information tech-
nology, both the DOE and NNSA offices of chief information officer
cannot reach agreement on which office is doing what. NNSA and
DOE don't have a formal process for obtaining DOE approval of
NNSA specific procedures.”

And it says specifically, “DOE’s office of general counsel has de-
layed the development of the process because it believes NNSA
should be treated like any other part of the Department.” And
there are safeguards and security, where it talks about DOE and
NNSA haven't been able to agree on the formal procedures for safe-
guards and security.

Bottom line is you go through the specifics and where the road
blocks are, and helping NNSA be as effective as it can, | worry that
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as much of the problem isn't within the Department of Energy as
it is within the NNSA itself.

And | would like to say one other thing, and then obviously be
very attentive to whatever response you would like to give. It was
not an easy decision for this committee to agree to the merger of
intelligence and counterintelligence last year. For my part, | sup-
ported the change, only because | felt that there was a feeling with-
in the department to make the NNSA Act work.

If, on the other hand, there is a feeling within the department
to do otherwise, then | am afraid that maybe | have made a mis-
take and that things are headed back the other way. And so | just
want to share with you, as far as I am concerned, | want to work
with the department to make this act and this complex as effective
as possible, because it is so dad-gum important.

If, on the other hand, we are back to turf wars and lawyers fight-
ing, you know, | am going to be very discouraged about the pros-
pects of doing so. So | would be very interested in your thoughts
on that.

Secretary BobmAN. | don't know where to start, sir. Let me start
at the end, talk about the merger of the counterintelligence with
the intelligence office and between NNSA and the department.

That was, in my judgment, perhaps the most dysfunctional of all
the organizations, the counterintelligence particularly, the counter-
intelligence office. We had one staff and two sets of bosses. And
they were having turf warfare all the time about who did what to
whom. Now, they did finally, | think, a couple of fiscal years ago,
arrange priorities and set up what they would do and how they
would do it.

I did talk to the director of national intelligence about the issue.
I got advice from him. | got a recommendation from him as to a
leader. | think, if you were to have your staffs or even the commit-
tee have a hearing and have a discussion with the man who runs
that operation right now, he is extremely capable and very good.
And | am very pleased. | think you would be pleased if you were
to get a sense of what they are doing, how they are doing it.

You can't do intelligence without counterintelligence, in my opin-
ion. You have to have both. And one thing leads to another.

Now, as to the rest of it, I would just try to maybe give you a
brief response, and | would do more for the record, if you would
like. But I would tell you that we share the same objectives. We
are trying to get this right. | believe we have made more progress
than is indicated, from the little I have seen of the GAO report, be-
cause | have not read it all. I have looked at a summary of it and
so forth.

I have talked to the acting director, and | have talked to the
former director, the former administrator of the NNSA. And in
both cases, their responses have been that we have made a lot of
progress. We are much better than we were.

The goal here is to try to effectively bridge whatever gaps exist
between the department and the NNSA. And | believe we have
made progress on that. It is not a final product yet, but | can as-
sure you that David Hill, the general counsel, is not attempting to
hold up anything. He knows full well the law. He is a very capable
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guy. And he knows that the NNSA is different. Everybody knows
that within the department.

And we are attempting to do our best, and | think we are having
some success. | say that hesitantly, because what we have to talk
to you about today is not a very encouraging story, just what the
problems we have had in the Albuquerque service office, and then
in Los Alamos itself.

And | lived there every day, and | believe that it is better. | be-
lieve we are getting more effective cooperation. 1 have delegated
specifically to the deputy secretary, to Clay Sell, the job of meeting
every week with the full—he joins in with the leadership group
when they meet every week. And so he devotes a couple of hours
per week to that endeavor, to try to establish better relationships.
And | think he has accomplished that.

And it is he that reports back to me as to where and what he
believes is going on. And | think we have improved.

Mr. THORNBERRY. Madam Chairman, I am sorry | got carried
away, and | went on beyond my time.

Ms. TAauscHER. No problem.

Mr. Loebsack, for five minutes.

Mr. LoeBsAck. Okay. Thank you, Madam Chair.

And thank you, Mr. Secretary, for being here today.

As a new member of the Congress and as a new member of this
committee and this subcommittee, | would just like you to en-
lighten me a little bit as to, what specifically are we talking about
when we talk about the culture? I mean, you know, we can talk
about government bureaucracies, all of them wanting to maybe
have their own little kingdoms, as was already mentioned.

But what specifically about Los Alamos and about, you know,
sort of the agencies, whatever, that we are talking about here,
what specific elements of the culture are we talking about? Because
it is not the same as Health and Human Services, for example, or
whatever.

Secretary BobMmaAN. Arrogance. Arrogance of the chemists and
physicists and engineers who work at Los Alamos. They think they
are above it all and that this is not an important part of what they
do. It has been that way for a long time. And it is that, in my judg-
ment, that is the issue.

Mr. LoeBsack. Do they believe that they can deal with the secu-
rity issues on their own? Is that the case, the safety issues on their
own, or they just don’t want to be policed, or what it is, or super-
vised or whatever?

Secretary BobmaN. Well, they don't want to be policed. | think
that is fair. They have a view that they are kind of above it, you
know, that they are doing—you have to understand, in dealing
with a world-class physicist, you know, that is the most important
thing in the world to that person, is physics, and that is what they
do, and that is their focus.

They worry less about—it is not that they are trying to, to my
judgment, in general. This woman was willfully breaking the law,
in my judgment. But in general there is an attitude that is there
that has to be changed. And I think it is going to get changed. And
the only way to change it that | know of is to be much more specific
and much more strict. And we are going to do that.
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And the oversight office that is in Los Alamos, that reports to
Mr. D’Agostino, is likewise—we have had a change in leadership
there. And | think you will find that there is going to be a much
more strict interpretation of exactly what the requirements are,
being more specific and being strict with it.

Mr. LoeBsAck. Well, and related to that, | suppose, in some
ways, on page seven—and this is getting | think what Mr. Thorn-
berry was talking about, to some extent—you know, your concerns
about authority, you know, you coming from the private sector,
where obviously things might operate a little bit differently than
the public sector, and you state here on page seven some of the
concerns about harmonizing the workings of the separate elements,
includes the authority to delegate necessary authority to subordi-
nates of his or her own selection, your own selection, right, because
the secretary or chief executive cannot do it all alone in a complex
organization.

How have things changed since you have been in office then?
And you seem to be very concerned that, perhaps, what you would
like to see hasn't been the case up to this point.

Secretary BopmaN. Well, it hasn’'t been, but, by the same token,
as | have already stated, sir, you know, | think it can work. And
I think we can make it work, and we are doing our level best to
make it work.

The challenge is largely one of having these duplicative—what |
think of as duplicative activities. And there is a built-in natural re-
sistance of one to the other. It is just that is human nature. That
is the way people are, and that is why the department secretary
and is working assiduously on this, is to try to break that down.

We also have a meeting with all of the leadership of the entire
department every week, every Monday morning for an hour, from
8:30 to 9:30. Everybody, both sides, that is to say that NNSA peo-
ple and the Department of Energy people. It is funny when you
meet with people and you get to know them, sometimes things
work a little better. And it surprised me that that apparently had
not been the practice in the past, but it is now.

And so | think there is an improving relationship.

Mr. LoeBsack. Any other things that you have been doing, be-
sides having these meetings, once a week for an hour, to try to
break down those barriers?

Secretary BobmAN. The deputy is also devoting a significant part
of his time working with the NNSA. You know, | think it is—in ef-
fect, no, but we do talk pretty—as | have talked and addressed em-
ployee groups, the Department of Energy is the most Balkanized,
stove-piped place | have ever seen in my life. And we are trying
to break that down, and they know it.

It has also not been a bastion of managerial excellence. And we
are trying to improve that. And | think we are making some
progress. I am not here to tell you that we have solved all the prob-
lems, but | think we are making some progress on both fronts.

Mr. LoessAack. Okay. Thank you.

I yield back my time.

Ms. TAuscHER. The gentleman’s time has expired.

Mr. Larsen.

Mr. LARSEN. Thank you, Madam Chairman.
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Secretary Bodman, thanks for coming this afternoon.

Secretary BoDMAN. Yes, sir.

Mr. LARSEN. Chairwoman Tauscher’s first question to you elic-
ited a one-word response—I think it was “no"—and that is, would
these problems have happened if you had been there? And the an-
swer was no.

And | think the impetus for that question was based on your tes-
timony, which was sort of kind of “l love you, | hate you” kind of
testimony, and it started off my saying that you want to work—
and you want to keep things working. And then you go through
this laundry list of all these bad things.

I think it was kind of, as | was reading it, it was kind of a back-
handed compliment, a little bit. It sort of cries for, “Well, what
would you do to change what is going on?” And that is what Chair-
woman Tauscher’s question was about.

So | want to ask it a little differently, if 1 could, with regards to
the security side of things. And this is, basically, in your testimony,
what gives you confidence that greater secretarial authority over
NNSA would solve these problems. Not to say that you, that it
wouldn’t have happened if you were there or weren't there, but
what gives you confidence that greater secretarial authority over
NNSA would solve these problems?

Secretary BobMAN. Let me correct, at least, what | think is a cor-
rection of the question, that | felt I answered, that Chairman
Tauscher asked, and that was—it was not a matter of my person-
ally being there. It was a matter of, if we made the changes that
I had talked about or the concerns that | expressed, and if we were
to have fixed those in a change of the act, would that have changed
the events at Los Alamos? And my answer to that was no.

It wasn't a matter of my personal presence, just so that that is
clear. You know, | don't know how to answer your question other
than by saying, you know, there are—this department is very
stove-piped. Everything operates by itself, in and of—whether that
has been there for 30 years or not, | don't know, but it is the most
Balkanized, stove-piped place | have ever seen.

And it has been very difficult to break down and get people to
work with one another. It has been a major challenge. That has
been the major thing that we have attempted to do, and we have
tried to do it in a number of different ways, by exercising leader-
ship, by allocating resources, by picking people that can do that
sort of work.

That is where the core of this is, | believe, because it is going
to be by bringing competence, knowledge, and a cooperative atti-
tude of working with an organization that we hopefully can make
progress. But other than that, there is no magic bullet. And it is
not going to be done by changing the NNSA Act, in my opinion.

Mr. LARSEN. | perhaps have missed it. Have you yet sought out
a replacement for Ambassador Brooks?

Secretary BobMmAN. We have interviewed a number of people.
And we are in the process of working our way through that. We
have not yet identified an individual.

Mr. LARSEN. It just seems to me as, looking back on the history
of this and certainly the history of the act, that the clear intent of
Congress was to keep NNSA semi-autonomous. And, as a result, |
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think that the person you come up with, we would probably prefer
that person have that same kind of view toward NNSA, as well. Is
that something that you would agree with?

Secretary BopmaN. | would agree with it, but as long as there
is an attitude of trying to work, you know, cooperatively. It is not
a matter of trying to run it—I think, you know, it is not—let me
give you a good example.

A good example is Naval Reactors. Naval Reactors is also a part
of the NNSA. They are extremely competent. They are so com-
petent, I don't have to spend any time worrying about them, be-
cause they operate on their own. And | have been invited to go do
different things of a fun nature, and | frankly haven't had the time
to do that. And so | haven't.

And so | have not spent a lot of time with them, but they are
very, very autonomous and operate without much involvement at
all with this department. This department is one department, and
it is important to understand that. | guess that is a point I would
make.

The science office of, when you look at the three weapons labora-
tories, 20 percent of the budget in each of those laboratories comes
from the science department of the department. They are very im-
portant.

The environmental management activity of our department,
which is also, if you will, a civilian part—it is a non-weapons part
of what we do—that also has direct overlap and works very closely
with it. It is quite interesting. The first supercomputer that was
developed was not developed in the science office, although it has
now been exercised and worked there. It came out of Sandia.

And Sandia Laboratory built the first—I know you call it Red
Storm. It was the first supercomputer. And so that is now the basis
of what we put at Oak Ridge.

And so, if we were to separate this to the extent that Naval Re-
actors is separated, we would lose the synergies. We would lose a
lot of very positive things that have occurred.

And | guess the last thing | would say—again, forgive me,
Madam Chairman, but this is important that | try to deliver this—
the Energy Policy Act of 2005 elevated for the first time—we have
an Under Secretary of Science, Raymond Orbach. He is terrific. He
is a very capable man. He is my personal science adviser.

And so he works very closely in helping evaluate—he was the
one that did the evaluation on the National Ignition Facility, the
NIF, so called, out in Lawrence Livermore. He did the work on that
and convinced me that this was a good thing and that they knew
what they were doing and they were on top of it. I think that was
a good decision.

So he also works with me—every spring, | have to write a letter
to the President of the United States certifying that if, God forbid,
we need to use a nuclear weapon, it will work. And he works with
me to evaluate that.

So it really is an integrated department and that, to the extent
one were to separate it out and create autonomy, on the one hand,
you lose the kind of cooperative, supportive environment that | be-
lieve exists and has been extremely effective.
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Ms. TauscHER. The gentleman’s time has expired. Thank you,
Mr. Larsen.

Mr. LARSEN. Sorry.

Ms. TAUSCHER. Mr. Spratt, for five minutes.

Mr. SPRATT. Mr. Secretary, thank you for your testimony. Let me
slip to slightly a different subject.

Secretary BODMAN. Yes, sir.

Mr. SPRATT. Mixed Oxide (MOX) fuel fabrication has been a bone
of contention for eight or nine years now. Its cost, the necessity of
it, or its desirability, vis-a-vis other forms of disposal, such as im-
mobilization, whether or not the Russian counterpart on the par-
allel track would ever come about, all of these things have been
swirling around in the argument. And those arguments almost
killed the program here in the House.

The Continuing Resolution (CR) on the floor today does provide
some carryover money—$220 million, if 1 am not mistaken, which
is last year, 2006 funding—but it fences that money until August
the 1st. When | last saw the language, it required DOE to come
forward with a justification of the whole plutonium disposition pro-
gram, not just the 34 metric tons in MOX, but everything.

That language may have been dropped, but the fence until Au-
gust 1st is still there. And the purpose obviously—and particularly
from the Energy and Water Committee on our side—is to have
time for them to deny the funding for 2008, so that it would make
the use of the funds in 2007 futile.

The department has to come forward and make a strong, em-
phatic case for MOX fuel and for your whole plutonium disposition
project, if it is going to survive and if we are going to get out of
this year-to-year wrangle over whether it is worth doing. Are you
prepared to do that?

Secretary BODMAN. Yes, sir.

Mr. SPRATT. You are sold on it? You are satisfied with the pro-
gram?

Secretary BODMAN. Yes, sir. | am satisfied with the program, in
that we made a commitment to the state of South Carolina. One
of my predecessors did, and | am here to honor it.

Mr. SPRATT. Yes, sir. Well, it is going to take several billion dol-
lars, but part of the argument is to recognize that, if you don’t
spend it on MOX, you will have to spend on the mobilization, some
other form of—

Secretary BobpmaN. Well, or, I mean, you know, I am an—you
have understand, sir, | am an engineer. And therefore, if | had my
way, probably I wouldn't—this is kind of old-fashioned technology,
and | would do what the Russians are thinking about doing. |
would probably use a fast reactor and try to develop something. It
would then take 20 more years to get that developed, and used,
and all of that, and | think you would then have 20 more years of
plutonium around.

And, therefore, | have concluded that we are better off as a coun-
try employing the current technology that is available and making
the oxide of plutonium and using it in a conventional reactor. And
so we will do whatever we can do, and | have made that case, sir,
to the chairman of the Energy and Water Appropriations Commit-
tee more than once.
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Mr. SPRATT. It needs to be made one more time, at least, sir.
[Laughter.]

Secretary BobmaN. Then | will do it again, sir.

Mr. SPRATT. Thank you very much. One concern, though, is that
the Russians are not on track, that they are not going forward with
the MOX plant themselves. They would like to build a fast neutron
reactor. And lots of people have had apprehensions about it, be-
cause they look upon it as a breeder reactor.

Secretary BobmAN. No, | know. And | have talked to Mr.
Kiriyenko about that subject when he was last here in town. He
is the head of Rosatom, the atomic energy commission of Russia.
And | pointed out to him that we were having significant funding
problems in our Congress related to the MOX program, and that
we needed to get a commitment from them as to what they were
going to do and how they were going to do it.

Mr. SPRATT. You think that is going to be forthcoming?

Secretary BobmAN. | don't know, to be honest with you, sir. I can
tell you that they have sort of made a halfway effort, but it is not
strong enough. And we will continue to work that issue.

Mr. SPRATT. Thank you very much.

Secretary BODMAN. Yes, Sir.

Ms. TAuscHER. Mr. Johnson, for five minutes.

Mr. JoHNSON. Madam Chair, |1 have no questions.

Ms. TAUSCHER. Mr. Turner, for five minutes.

Mr. TURNER. Thank you, Madam Chair. | thought we were going
back and forth, so | appreciate it. You guys sort of had a run going
over there.

Ms. TauscHER. We are actually doing by time that you came into
the hearing.

Mr. TURNER. Thank you.

Mr. Secretary, in looking at the GAO report and the conclusion,
the last couple sentences, “While there have been continuing calls
for moving NNSA from DOE and establishing it as a separate
agency, we do not believe that such drastic change is necessarily
to produce an organization that can provide effective oversight of
the nation’s nuclear weapons complex.”

And then, when you look at page 44, it raises the issue of moving
NNSA to DOD. Most of the discussion that is in this document re-
lates to issues of management and effectiveness and control. And
you have been addressing that, and | know that a lot of the focus
has been on improvement and in ways in which we can all feel
more confident of the efficiency and effectiveness there.

But the item of page 44, move NNSA to DOD, raises an issue
that | wanted to ask you about that goes beyond issues of manage-
ment. So, for a minute, let's assume that everyone at DOE and
NNSA is doing everything perfectly well and to the best of their
ability.

Secretary BobMAN. That is a great leap, sir, but I will be happy
to assume that.

Mr. TurNER. | thought | would like to take you there for a mo-
ment.

Secretary BobmAN. Good.

Mr. TurNER. But just for a moment, but once you finally get
there, you still hit a ceiling. And that is something that | have a
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concern about, in that there is a limitation as to NNSA's and
DOE's ability to provide security for facilities, a limitation that is
widely and publicly known, that DOD, in its weapons systems and
its ability to deploy, it does not have.

And | discussed with Ambassador Brooks when we toured sev-
eral facilities, and it seems to me that, no matter how well you do
your job, that because of the ceiling, if you will, of what you are
able to do within providing security at NNSA, that we are still tak-
ing a risk that also needs to be addressed.

I would like your thoughts on that.

Secretary BobmaN. | don't know what conversations you have
had with Ambassador Brooks. | would tell you that the decision
was made after the Second World War, | believe, to leave the con-
trol of nuclear weapons in civilian hands. And it ended up in our
department, as the way these things go.

Ms. TAUsCHER. A wise decision, in many people’s opinion.

Secretary BobMmAN. And | think it probably is a wise decision.
But I think, you know, therefore you get faced with how much and
how far and how high is up. And | think, you know, that gets to
the design-based threat and the issues related to how we protect
our nuclear stockpiles and how we protect our special nuclear ma-
terials at the laboratories.

And | think we are well along—you know, | think | am quite
comfortable with where we stand on that front, especially if you
give the passage of another couple of years, where, at the end of
2008, we will be in compliance, | believe. And so | think we are
going to be—if you have visited, which apparently you have, with
Ambassador Brooks, you have gotten the sense for the kind of secu-
rity that is there.

And after 9/11, we upped it, and that has been—I think we were
looking at a smaller number of people, and now we are looking at
more people, that would be bad people, and people inside the com-
plex, and so forth. So if | got much further, it will be classified, but
|——

Mr. TURNER. But as to the matter that you have said, and the
design-based threat, | feel that both the gaps that you currently
have that you are stretching forward, | think are obviously impor-
tant still.

But | do think that, to some extent, the design-based threat is
biased, in that it takes into consideration the inherent limitation
of your current authority. And even when you stretch to meet it,
I mean to 2008, that perhaps, if you did not have the experience
that you currently do, or had assistance, interagency assistance,
you would have a broader stretch.

So | wanted to raise that issue with you as you think of it, be-
cause, you know, there is no margin of error here, that—

Secretary BobmAN. No, no, no, | understand. I understand. I will
think about it. You know, all I can tell you is that | have no com-
punctions about asking for help if we need help. I will tell you that.
And so to the extent we need help from another department, I
know all the phone numbers.

Mr. TURNER. Very good.

Thank you, Madam Chair.

Secretary BobMmAN. Thank you.
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Ms. TAauscHER. The gentleman yields back.

Mr. Everett.

Mr. EVERETT. Thank you, Madam Chairman.

I just want to briefly make a comment here. You mentioned the
Naval Reactor program as a model.

Secretary BoDMAN. Yes, Sir.

Mr. EVERETT. We need to remember that is basically a military
culture there.

Secretary BoDMAN. Yes, Sir.

Mr. EVERETT. That is very much unlike what we see at Los Ala-
mos. As | understand, and there is discipline imposed there if you
don't strictly follow the rules. Now, | understand that the chain of
command goes roughly from DOE and NNSA down to the focus,
those who are running the laboratories.

Now, there is a contract there of where they can receive about
$70 million a year to run that—

Secretary BobMAN. Seventy million.

Mr. EVerReTT. And | think that it is about $30 million of that
that is very baseline stuff. So there is $40 million that can be
awarded, or in the neighborhood of $40 million, for doing things
right, you know.

Secretary BODMAN. Yes, sir.

Mr. EVERETT. And we need some accountability all the way down
the line.

And, Madam Chairman, that is all | have to say about that. And
no response.

Ms. TAUSCHER. | appreciate your comments.

Mr. Thornberry, do you have another question?

Mr. Secretary, | want to thank you for being with us today. We
appreciate the fact that we had a series of votes and we delayed
you here, and we are very grateful for your contributions and for
the fact that you were so willing to come up and see us.

Don't be a stranger. We would like to see you again soon. And
we look forward to working with you to address the critical chal-
lenges facing the nation’s nuclear weapons complex. And thank you
very much for your service to your country.

We would like to start the second panel.

Thank you again, Mr. Secretary.

Secretary BobmaN. Thank you. If | may, Madam Chairman, | do
have the letter from Los Alamos, which apparently is available,
and | can——

Ms. TAuscHER. | appreciate that. It will be entered to the record.

Secretary BobMAN. Should | give it to you or——

Ms. TAUSCHER. Yes, you can give it to the staff, please. Thank
you.

Secretary BobMAN. Great.

[The letter referred to can be found in the Appendix on page 61.]

Ms. TAuscHER. And we would like to thank Mr. D'Agostino, too,
for his excellent service and his readiness to always be available
for us. Thank you.

Secretary BobmAN. Thank you.

Ms. TAuscHER. Thank you, Mr. Secretary.

If we could have the second panel please come to the table. We
apologize again for the fact that we had votes, and we apparently
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may have votes in the next half an hour, 40 minutes, so we want
to show you as much time as we possibly can.

Mr. Aloise, Mr. Noel.

Mr. Aloise, you are the Director?

Mr. ALOISE. Yes.

Ms. TAuscHER. And, Mr. Noel, you are the Deputy Director?

Mr. NoEL. Assistant Director.

Ms. TAuscHER. Assistant Director. Is deputy a promotion? Be-
cause | can make that happen right now. I have the gavel. [Laugh-
ter.]

I am ready.

Mr. NoEL. Please, go right ahead.

Ms. TauscHER. No raise, though, under the C.R.

Thank you very, very much for your hard work, and thank you
for being here. You know, | often tell my colleagues and my con-
stituents back home that | don't know how we would actually get
our jobs done if, every few days, we didn't call for a GAO study to
make sure things get done. And | know how hard you work, and
I know how diligent you are. And | hope you know how much we
appreciate the partnership that the Congress has with you.

We have fabulous, fabulous staffs, but not everybody can be ev-
erywhere at the same time. And you do give us a stand-off view
of things in much more depth than we are capable of many times
ourselves. So thank you very much for your service.

We would like to hear from you briefly, if you might. If you could
keep your remarks very brief, and then we can get to questions. We
would appreciate it.

So, Mr. Aloise.

STATEMENT OF GENE ALOISE, DIRECTOR, NATURAL RE-
SOURCES AND ENVIRONMENT DIVISION, U.S. GOVERNMENT
ACCOUNTABILITY OFFICE ACCOMPANIED BY JAMES NOEL,
ASSISTANT DIRECTOR OF GAO

Mr. ALoise. Thank you, Madam Chairman, and thank you for
those kind remarks.

Madam Chairman and members of the subcommittee, 1 am
pleased to be here today to discuss the actions needed to improve
the security and management of the nation’'s nuclear programs. In
response to serious security and management weaknesses at our
nation’s nuclear weapons labs, the Congress in 1999 created a Na-
tional Nuclear Security Administration as a simply organized en-
tity within DOE.

Since its creation, NNSA has experienced security problems and
cost and schedule overruns on its major projects. My remarks,
which are based on a report being released today, will address
NNSA'’s actions to improve security and management.

Producing a well-organized and effective agency out of what was
considered a dysfunctional enterprise has been a considerable chal-
lenge. While progress has been made in some areas, problems re-
main, with respect to security, NNSA's relationship with DOE, and
project, program and financial management.

Regarding security, our analysis of internal and independent as-
sessments found continuing weaknesses in physical security at sev-
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eral NNSA sites, including the Y-12 National Security Complex,
Nevada Test Site, and Sandia National Lab .

Importantly, we also found weaknesses in cybersecurity through-
out NINSA. According to current and former NNSA officials, the
cybersecurity program has received inadequate attention and was
poorly implemented.

There are, in our view, four factors that have contributed to
NNSA security problems, and these are: first, until recently, NNSA
did not have consistent leadership or direction at headquarters for
its security program; second, since NNSA was created, five of six
site offices, which have oversight of contractor security, including
Los Alamos, have not been staffed at the required level; third,
NNSA has not trained security officials in the skills needed for ef-
fective security oversight; and, fourth, weaknesses in DOE’s data-
base for tracking security problems prevented NNSA from having
complete understanding of the overall effectiveness of its security
program.

Regarding NNSA's relationship to DOE, we found that, almost
seven years after its creation, NNSA and DOE still have not deter-
mined how NINSA should function as a separately organized agency
within DOE. NNSA has focused considerable attention on reor-
ganizing its internal operations, but it and DOE continue to strug-
gle with establishing how NNSA should operate within the depart-
ment.

Several factors have contributed to this situation, including the
fact that NNSA’s January 2000 implementation plan did not define
how it would operate as a separately organized agency within
DOE. As a result, some NNSA programs have established proce-
dures for interacting with DOE, but others have not, and this has
resulted in organizational conflict. Even where procedures have
been developed, interpersonal disagreements have hindered effec-
tive cooperation.

Finally, while NNSA has improved its management practices, we
found several areas where weaknesses remain. Specifically, NNSA
has not, among other things, implemented a plan for improving
project management, identified all of its program managers and
trained them to a certified level of competence, and established an
independent group to review budget proposals and alternatives.

While there have been continuing calls for removing NNSA from
DOE and establishing it as a separate agency, we do not believe
such a drastic move is necessary to produce an agency that can
provide effective oversight over the nation’s nuclear weapons pro-
grams.

Our report makes a series of recommendations to the Secretary
of Energy and the Administrator to improve security oversight,
clearly define NNSA's status as a separately organized agency, and
improve its program and project management. We believe that im-
plementing our recommendations will go a long way toward pro-
ducing the agency that Congress had in mind when it created
NNSA.

Madam Chairman, that concludes my remarks. We would be
happy to address any questions you may have.

[The prepared statement of Mr. Aloise can be found in the Ap-
pendix on page 43.]
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Ms. TAuscHER. Thank you very much, sir.

I am just going to ask you a very brief, to-the-point question. The
Secretary’s testimony, while he acknowledged that he found the
NNSA Act objectionable in certain aspects, he also suggests that
recent security breaches demonstrate that the NNSA Act has not
been fully effective in addressing security problems in the weapons
complex.

In your view, has DOE ever granted the NNSA the degree of au-
tonomy contained within the NNSA Act?

Mr. ALoise. In our view, the NNSA Act has really never been
fully implemented. The agency really hasn't had a chance to be
what Congress had intended it to be when it created it. So we see
no reason why the agency can't function as the Congress has in-
tended it to.

Ms. TauscHER. And what do you think has been the primary im-
pediment for its reaching its maturity as an agency, over the seven
years since it has been created?

Mr. ALoise. One of the main reasons is, for internal reasons,
they had not yet determined how it should function as a separately
organized agency. If you look at their 2000 implementation plan,
our staff did a word search on the term “separately organized agen-
cy,” and we can't even find those words in the implementation
plan.

And that shows the kind of reluctance to fully implement the act
from the very beginning.

Ms. TAauscHER. From the very beginning, Mr. Thornberry and |
and other members of this committee that were struggling with
what to do after a series of significant failures on security and
other management problems, including project management issues,
as Mr. Thornberry and | often say—we repeat each other some-
times—I often said, “Here you have the Department of Energy that
manages and regulates refrigerator coolant that also has the nu-
clear weapons.”

And for a very long time, the kind of competencies and skills to
do, you know, a big portfolio of energy management policy, science
and technology, that also had the nuclear weapons, there was
something about what happened to the complex and it, at the end,
got shunted down in this kudzu-laden bureaucracy off to the side
by an assistant secretary.

And unless you really were looking at the organization chart and
paying attention, you almost couldn’t find it. And our decision was
very—we struggled with the decision. And, by the way, we didn't
have any real support out of Secretary Richardson, when he was
DOE secretary.

But, you know, | think our concern is, is that, unless you have
an administration and a secretary in DOE that is going to imple-
ment the act and actually understand that we mean it, that we are
going to continue to have these overarching security problems that
are debilitating to, not only people’s confidence in the national se-
curity and the science, but doesn’t cause us to have a sense that
we can actually go onto bigger issues that we are meant to really
deal with, complex issues, complicated issues about Reliable Re-
placement Warhead (RRW), how do we reconstitute and reinvest in
the complex.
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So if you can't get the basic stuff right, | think we are very hesi-
tant and the American people should be concerned as to how we
go forward. What do you suggest we could do? | mean, the Defense
Science Board has said, “Take it all the way out. Create a nuclear
weapons agency that is completely separate.” That is a recent rec-
ommendation.

Do you see what we could do as Congress to compel the secretary
to move toward implementation of the act? Or do you have other
suggestions on what we should be doing?

Mr. ALoise. Well, one thing, of course, is the oversight that you
are providing today. And | would agree that if the tone is not set
at the top in DOE, it filters all the way down through the agency.
And if the employees in the DOE side see reluctance to implement
the act, they are going to see that, and they respond.

What our report lays out is a blueprint to fix what we have iden-
tified as wrong with NNSA, and that turns up being a separately
organized agency, not really coming to terms with what that
means, security, and project and program management.

We do believe, if the Secretary and the Administrator implement
our recommendations, the agency will get to where it needs to be.
But having said that, we don't have any illusions that it is going
to be easy for them to implement our recommendations. Although
they said they agree with us, the proof is in the pudding to see if
they will really do that.

Ms. TAuscHER. Thank you.

Mr. Everett.

Mr. EVERETT. Thank you, Madam Chairman.

Two questions, and somewhat related, although in the beginning
they may not appear to be so. The Secretary talked a lot about cul-
ture. And | guess the first question would be, if he implemented
the suggestions that you have in your report, do you think that
would solve the culture problem? Or do you believe it is simply cul-
ture?

And then the other question is—and you have to really work
hard to connect these dots—but Los Alamos is less than 30 square
miles. Lawrence Livermore is a mile; Sandia is a bit more, maybe.
Being such a large, spread-out complex and doing so much work
there, does that complicate the mission of NNSA?

Mr. ALoise. Two things. Culture is a problem. It is a culture of
non-interference, a culture of low regard for security. The way |
think we need to get at that is through improving the oversight at
all of these labs, and especially Los Alamos.

Mr. EVERETT. May | interrupt you just a second? We have had
oversight after oversight after oversight.

Mr. ALoise. Oversight at the security—at the site office. This is
DOE oversight.

Mr. EVERETT. Okay, thank you.

Mr. ALoise. Our report points out that five of the six site offices
have been understaffed, in terms of their security staff. For exam-
ple, Los Alamos was supposed to have 18 staff. It had nine. It
didn’'t have the staffing; it didn’'t have the resources; it didn't have
the leadership at all levels.

The Office of Independent Oversight comes in once every 18
months or so. The site surveys come in a year or so. That is not
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enough. Because you are fighting this culture out there, you need
more DOE, NNSA site oversight.

To get to your second point, and maybe | will let James address
that, about the size of Los Alamos, you are right. It is so big that
that is a problem. The blueprint is too large to really have a good
control over. | mean, they have consolidated some weapons mate-
rial. They have beefed up their security. But there is actually a
void.

Mr. NoEL. Yes, | think it is a little more subtle than that, in
that, not only is the site very large, but it is spread out, as you
know, on these mesas. And the Federal office is actually on the
other side of a ravine in the town of Los Alamos.

And there is, again, going off what Gene is saying about culture,
there is been a culture of, “Hey, we will stay on our side of the ra-
vine and let things happen over on the other side.” And that really
has to change. | mean, people have to go out, they have to kick the
tires, they have to knock on the doors, they have to see what is
going on.

Mr. EVERETT. | appreciate you connecting my dots for me.

Ms. TAUuscHER. Connecting the ravine.

Mr. NoEL. So that is another culture aspect that has to change.
And that is true throughout the department. It is not just in the
NNSA. That is a department-wide culture of, “You know, we hire
these contractors. They are the smartest guys in the world. We will
just kind of let them do their thing.”

And when it comes to producing a nuclear weapon, no question.
But when we are talking about management, that is a different
world.

Mr. EVERETT. Thank you, Madam Chairman.

Ms. TAuscHER. | thank the distinguished ranking member.

Mr. Thornberry.

Mr. THORNBERRY. Thank you, Madam Chair.

And | want to join with the chair's comments and appreciation
for what GAO has done since we passed the NNSA Act. Through
the special panel that this committee has, GAO has been tremen-
dously helpful, and | appreciate y'all's work, as well.

And | apologize. | am going to have to get downstairs for another
hearing. But let me just ask briefly, you were asked to start this
in 2004, and you just finished? How come it took so long?

Mr. ALoise. Well, we actually started it in 2005, after we staffed
up for it. It was a very complex kind of dissection of the agency,
and we wanted to make sure we took the time mounting resources
to do it right. We interviewed former administrators; we inter-
viewed lots of people connected with the complex, reviewed lots of
documents, reviewed lots of procedures.

We will take the hit. We should have done it sooner. We would
have liked to have done it sooner. It was more complex than any-
thing else | think James and | have worked on.

Mr. THORNBERRY. Really? Well, really why I am asking is | got
an inference from the secretary that things have changed. You
know, this started in 2004, 2005. We are a lot better. And so what
I am really wondering is, those things that I mentioned to him,
procurement, the information officers, the procedures for DOE to
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approve NNSA things, is that—do you have any reason to believe
that that is solved now?

Or are the things that you wrote about in your report still true
today, to the best of your knowledge?

Mr. ALoise. Well, there have been improvements, but the prob-
lems still remain. That is why—I haven't worked on many reports
that come on with 21 recommendations for improvement. And it
covers all of those areas you have mentioned.

Mr. NoeL. If I may, you know, that is a frequent thing that is
said about our reports, because it does take time to do something,
particularly of this scale. But let me give you a couple of examples.
In terms of the CIO, if you look at the report that the inspector
general just wrote about the situation at Los Alamos and the
thumb drive, I mean, the failures were from top to bottom. And one
of the failures was the CIOs not developing a policy, not working
together to get that problem done.

Another example, when we talked earlier about the counterintel-
ligence situation, once the act was amended, the department con-
tracted with Booz Allen Hamilton to look at how they would bring
the counterintelligence functions back together. This is a report
that we just got briefed on yesterday. And the findings that Booz
Allen Hamilton came up with were exactly the same ones that are
in our report.

So Gene is right. I mean, it is a moving situation. It is not com-
pletely static. But on a couple of very important items, you know,
the information we have is just as current now.

Mr. THORNBERRY. Thank you. Thank you.

Ms. TAUSCHER. Mr. Loebsack.

Mr. LoeBsAack. Thank you. Just a quick question. You mentioned
the culture issue. | keep coming back to that, too.

The Secretary mentioned the culture of arrogance on the part of
the scientists and others, but you also mentioned that there is a
culture problem as far as the department is concerned, too. Can
you elaborate on that a little bit?

Mr. ALOISE. Yes, there is enough blame to go around on both
sides. NNSA feels they are a separately organized agency, so they
sometimes feel they don’'t have to cooperate with the department.
The department feels like they can and should be able to direct
NNSA employees.

So there is still that culture of interpersonal relationships that
haven't been worked out. Turf battles are still going on, that is still
being—kind of thing, at headquarters and even throughout the
complex, that you still see that.

Mr. NoEL. And, again, Gene made an earlier remark to this cul-
ture of least interference. That goes back to the Atomic Energy
Commission days of, you know, we will hire these very brilliant
people. We will tell them what we want them to do, which is pro-
tect the nation, and then, you know, we don't really have to do any-
thing else.

And up to a point, that is a good idea. But as history has shown
us, that extreme application of that produced some very serious en-
vironmental insults throughout the complex. And so now it is a
matter of finding that balance between telling them what we want
without telling them exactly how to do it, and at the same time
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providing enough effective Federal oversight and Federal employ-
ees carrying out their fiduciary responsibility to make sure the tax-
payer gets what they are paying.

Mr. LOEBSACK. Is it the case those doing oversight sometimes—
they simply don’t understand the problems, the technical problems,
also, of those they are supposed to be overseeing, so they feel some-
what intimidated perhaps? Or is that not a problem?

Mr. NoeL. Well, I think—

Mr. LoeBsAck. Just from a knowledge perspective.

Mr. NoeL. If you are talking about the functioning of a nuclear
weapon, then there is only a limited number of people that really
understand that. But if you are talking about rudimentary man-
agement or if you are talking about making sure that we know how
to keep thumb drives from being put into classified computers, that
is pretty simple stuff. And so most people ought to be able to stay
ahead of the curve on that, | think.

Mr. LoeBsAcK. Thank you.

Ms. TAUSCHER. Mr. Johnson.

Mr. JOHNSON. Yes, Madam Chair. At a time when we have spent
$384 billion in a quagmire in Iraq that many would argue is not
really the war on terrorism at its inception, we have had our back
door open, allowing for the security breaches of our nuclear secrets,
in part because we don't have enough manpower to secure these se-
crets.

And | find it spectacularly appalling that we would be in this
condition at this time, when nuclear terrorism is, indeed, a signifi-
cant threat to the world. And we keep talking about culture dif-
ferences playing a part in this, cultural differences between secu-
rity personnel, if you will, or security concerns and then scientific
research.

But to me, it is a no-brainer: Security trumps research, in terms
of this cultural difference. Has there been anyone who has lost
their job as a result of a security breach, with respect to our nu-
clear secrets? And, also, has anyone been subject to criminal pros-
ecution?

Mr. ALoise. To be sure, there have been people who have, you
know, paid a price for that. And maybe James knows more about
that. But the point about the security, James mentioned the ports
and drives, and they right now, or they have already, epoxied all
the ports and some of the lap computers, so that people can't stick
thumb drives in there.

That fixes a problem, but it doesn't get at the root cause. And
the root cause is what we talk about in our report, and that is part
of the culture, the least interference, low regard for security, but
also not staffing the security staff properly, not training them prop-
erly, not giving them the resources they need to do the job.

And on the cybersecurity side, it collapsed from top to bottom, in
terms of implementation of that program.

On your specific question about has anybody been fired or held
accountable, I know there have been. I don't know the specifics.

But, James, do you know?

Mr. NoEL. | don’'t know the specifics, and | suspect we probably
couldn't mention people’s names or positions in this kind of envi-
ronment anyways.



29

Mr. JoHNsON. Well, | don't see it as rocket science to provide se-
curity for our nuclear secrets.

And | am happy, Madam Chair, that this Congress, this commit-
tee, this subcommittee is now exercising the appropriate oversight
to make sure that we get that back door closed and don't suffer
these kinds of losses in the future.

Thank you.

Ms. TauscHER. | thank the gentleman’s comments. And 1 will
tell you that this committee, under current ranking member,
former Chairman Everett, has, in a bipartisan way, a significant
commitment to this. And I thank him for his energies.

I just have one final question, Mr. Director. This is just really a
fabulous document, and | know that you spent such a great amount
of time.

Page 67 is the comments from the NNSA. And | find, after the
dramatic number of recommendations, and the significance and the
specificity of your recommendations, that this letter is not exactly
saluting smartly and saying, “Aye-aye, | will do them imme-
diately.”

If anything, it is a little short on a commitment, and it is kind
of like, like | said earlier, kicking the can down the street, as far
as | see, in even recognizing that there are this appalling number
of recommendations that we have right now from you, that I think
we now have to take a serious look at on how we look to either in-
corporate them in legislation, whether we do it in the Defense Au-
thorization Act, or whether we look specifically at the act itself in
a separate venue.

But is this the kind of thing that happens to you all the time?
Because | would be very frustrated, if | were you.

Mr. ALoise. In addition to those, they provide some technical
comments, which we incorporate. 1 have to tell you, we had this
discussion, and kind of scratched our heads when we looked at this,
thinking, well, it is easy to say, but it is not going to be easy to
do, because, as | mentioned, one of them is to determine how
NNSA is going to function as a separately organized agency.

I think we will need your help to get these implemented.

Mr. NoeL. One vehicle for that, you know, by law, they are re-
quired within 60 days to respond to the authorizing and appro-
priating committees with the specifics about what they are going
to do, so——

Ms. TAuscHER. The clock is running.

Mr. NoEL. Yes, | will look forward, as | am sure you all will, to
seeing what they say.

Ms. TAuscHER. Mr. Everett, do you have any final comments?

Mr. EVERETT. Madam Chairman, | do not. But, in fact, | want
to be the first to congratulate you on this hearing——

Ms. TAauscHER. Thank you, sir.

Mr. EVERETT [continuing]. And for your first hearing as chair-
man of the committee.

Ms. TAauscHER. Thank you, sir.

Mr. EVERETT. And | am very pleased with our working relation-
ship. I look forward to it continuing.

Ms. TAauscHER. Well, Mr. Everett, you are a distinguished Mem-
ber of Congress, and you are a gentleman. And | am very inter-



30

ested in having the kind of partnership that we have. It is going
to, | think, accrue very well to the national security of the Amer-
ican people.

And | think it is important that everybody understand that this
is a bipartisan effort that we are working on, that there was abso-
lutely no partisanship at all, and we did achieve, | think, the kind
of comity and respectfulness with certainly the Secretary that we
wanted to achieve.

And, once again, thank you very much, Mr. Director, Mr. Assist-
ant Director, for your very, very hard work. And we look forward
to talking to you again soon.

The hearing is adjourned.

Mr. JoHNSON. Madam Chairman?

Ms. TAUusCHER. Yes, Mr. Johnson. | apologize.

Mr. JoHNsSON. Before you adjourn, | want to apologize to Ranking
Member Everett. I do recall my first subcommittee. It was the or-
ganizational meeting, and | think, Madam Chair, you indicated
that | would enjoy serving on this committee because it was a very
bipartisan committee or subcommittee.

And in my youthfulness today, I have been kind of fighting a
lack of oversight on a couple of committees that | serve on, and so
I got carried away with my comments.

And actually, Mr. Everett, you are to be commended for the way
that you have conducted this subcommittee in the past. And that
is refreshing.

And so | want to apologize in public for mischaracterizing the af-
fairs of this subcommittee.

Mr. EVERETT. | thank the gentleman from Georgia who | have
had a conversation with. There is no apology necessary. | appre-
ciate the fact that, as the chairman has said, we have very con-
troversial issues here. We don't always agree. But we do it in a
very bipartisan way, and we try to move. And we have had hearing
after hearing in the past four years. But | appreciate the gentle-
man’s comments.

Mr. JOoHNSON. Thank you.

Mr. EVERETT. And, again, | appreciate the chairman.

Ms. TAuscHER. Thank you, sir.

Let me just say that | have enjoyed my first hearing, and | think
I will keep doing this. [Laughter.]

But let me just, first of all, let me thank our subcommittee staff
and committee staff, who are professional staff members who have
come up with some very good and interesting ideas and very good
support for all of our members.

And | want to thank them very much, all three that are sitting
here, that are just really superb professionals. And we couldn't do
our work without them. And | am sure every member here wants
to thank their own personal staff, too, for their very hard work.

You know, we are going pretty much at 85,000 feet with our hair
on fire these days. And it is a very exciting prospect to chair this
subcommittee, and I am very pleased to have Mr. Everett as my
partner.

And this first subcommittee hearing of the Strategic Forces Sub-
committee for this Congress is adjourned.

[Whereupon, at 3:09 p.m., the subcommittee was adjourned.]
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Madam Chairman and members of the subcommittee, 1 am pleased to appear
before you to provide my assessment of the Department’s progress in
implementing Title 32 - the National Nuclear Security Administration Act. This is
the first opportunity I have had to testify before this subcommittee specifically on
this subject since assuming office as Secretary of Energy some two years ago. But
this is a subject on which I have spent a considerable amount of time since my

arrival at the Department.

Let me begin by saying that the men and women of the NNSA complex are a key
national asset. The work that they do is critical to our nation’s security, defense,
and scientific capabilities, and it is among the most sensitive work performed by

our government.

While we grapple with some of the challenges it presents, I continue to be

committed to administering the NNSA Act, as written, to the best of my abilities.

The impetus for adoption of the NNSA Act in 1999 was a security lapse at Los
Alamos National Laboratory that implied possible espionage by a laboratory
employee. It was coupled with a highly critical report by the President’s Foreign

Intelligence Advisory Board. That report lauded the quality of the science
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practiced at the laboratory, but depicted its security lapses as the product of a
“dysfunctional DOE management structure and culture.” Given the chain of events
that preceded NNSA’s creation, I can see how many believed providing NNSA
more flexibility and independence from the larger organization seemed a logical

course of action.

And in fact, I believe that the legislation has had some positive impacts on the
execution of the work for which NNSA is responsible. As a semi-autonomous
agency, its singular mission has led to greater focus. As an organization, NNSA
has implemented innovative budget practices. And by overseeing their own
personnel function, they are able to respond more quickly to staffing needs at the
operational level. Their semi-autonomy can also provide greater {lexibility and

speed of action when responding to emerging issues.

However, as recently as last July, based on a recommendation by the Department’s
Inspector General following a security lapse at Los Alamos National Laboratory, I
convened a task force to review the separate organization of NNSA within the
Department. The Deputy Secretary led the team that included the Administrator of
the NNSA, the Under Secretary for Science, and the General Counsel. The Task

Force members identified language within the Act that prohibited the delegation of
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authority beyond the Deputy Secretary as having created a significant obstacle to
realizing the benefits of functional accountability and sound management between

the NNSA and the broader Department.

After careful consideration of their review, I concluded that while certain elements
of the NNSA Act present obstacles to management success across the weapons
complex, we would continue to work within the limits of the Act. However, it
remains my belief that the creation of NNSA as a separately organized entity
within the Department has not yielded all the beneficial results that the

legislation’s authors intended.

I am aware that the GAO just today has released a report in which it concludes that
there continue be serious flaws in the management practices across the weapons
complex, particularly in the area of security. And while I have not reviewed it in
any detail yet, I can say generally that I agree that problems persist. While we
have much more to do, we have made it a top priority to improve management and

we are making progress toward that goal.

The existence of discrete, separately-organized operational entities within

executive departments is not unusual, but the NNSA Act is unique in that it
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imposes severe limitations on the Secretary of Energy’s management authority,
and in my view, impedes the Secretary’s ability to manage the organization
effectively. For example, the Secretary is prohibited from directing subordinate
NNSA federal or contractor personnel or authorizing anyone other than the Deputy
Secretary to exercise authority, direction, or control over them. This prohibition
precludes me and my line managers’ from many logical and effective workings
with NNSA’s Deputy Administrators, Associate Administrators, or their
subordinate employees. Further, the resulting insularity and redundancy implicit in
the Act impair the Department’s ability to commit its most proficient resources to
redress problems and deficiencies arising from NNSA activities ~ areas in which
NNSA does not necessarily have special institutional expertise including but not

limited to cyber security.

The NNSA Act also withholds from the Secretary the authority to direct any
internal reorganization of the NNSA, authority that has been a fixture of the
Department’s organic act since 1977. This authority provides a management tool
widely available to the heads of other federal agencies and is used effectively when

circumstances change and the redeployment of assets is warranted.
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Without this customary authority granted to the Secretary, accountability for
activities at the weapons laboratories—which themselves were made part of
NNSA-—has been seriously hampered and the anticipated improvements in

security performance have not come to pass.

Over the past six years, an array of security breaches has continued to occur in the
weapons laboratory complex, most of which involved management of the Los
Alamos National Laboratory. The extent, nature, and impact of the 2006 incident
are currently being assessed, but these incidents call into question whether the
arm’s length management model prescribed by the Act is a workable and effective

management tool.

In my opinion, I think it only prudent that we examine that question. And I would
note that I did not arrive at this conclusion in a vacuum, rather I am aided by
insights formed before becoming Secretary of Energy two years ago. From 2001
to 2005 I served as Deputy Secretary in two other cabinet departments—
Commerce, and then Treasury. Each of these departments contains large,
separately organized elements within it, one of which {the National Oceanic and
Atmospheric Administration within the Department of Commerce) was held out as

amodel for what became NNSA in the 1999 report by the President’s Foreign
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Intelligence Advisory Board. None of the legal charters establishing these
organizations imposes the sorts of management restrictions on the Secretary of the
relevant department as does the NNSA Act. My assessment is also informed by
my experience for 14 years as chief executive officer of a publicly-traded business
corporation that, like the Department of Energy, has multiple business lines and

personnel situated at locations throughout the country, as well as overseas.

In each of these settings the cabinet secretary or the chief executive officer, as the
case may be, has full authority to marshal and direct any and all of the resources of
the entire organization and to harmonize the workings of its separate elements.
This includes the authority to delegate necessary authority to subordinates of his or
her own selection, because the secretary or chief executive cannot do it all alone in
a complex organization. The Secretary must be able to delegate full authority to
individuals in whom he or she has confidence to direct or control the actions of any
components of the organization for which he or she is held accountable. Through
this means, the sorts of impasses identified by the GAO report about the conduct of
activities of equal concern to both the NNSA and the non-NNSA elements of the
Department can most effectively be resolved for the benefit of the entire

organization. Despite some of these challenges, I have resolved to work within the
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existing structure and will continue to strive for improved communication and

accountability with NNSA.

Among my personal objectives over the remaining time I have at the Department
of Energy is to leave my successor with an NNSA that performs effectively in
carrying out its important operational national security responsibilities, and is
widely understood to be effective in that enterprise. I am committed to abiding by
the law and implementing the act as the Congress has written it, and hope we can
have a constructive dialogue about the best ways to ensure continued improvement
of NNSA and DOE’s management relationship and continued success in the

pursuit of our shared mission.

Madame Chairman, in the past, our partnership has led to constructive changes
with large beneficial impacts to the organization. The merger of intelligence and
counterintelligence functions department-wide is a good example of that type of
cooperation and I look forward to asking for your support in the future when

similar opportunities are identified.

This concludes my statement. I will be pleased to respond to your questions.

Thank You.
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What GAO Found

While NNSA has better delineated lines of authority and improved

¢ ication through a reorganization and has made progress in
establishing critical especially in the development of

its Planning, Programming, Budgeting, and Evaluation process, important
‘weaknesses remain with respect to security; the Administration’s
relationship with DOE; and project, program and financial management.

Although NNSA has begun to build an effective headquarters security
organization, it still cannot demonstrate that all of its security program
objectives are being met at all of its sites. Specifically, GAQO identified
weaknesses in physical security at several NNSA sites, including the Nevada
Test Site, the Sandia National Laboratories, and the Y-12 National Security
Complex; and weaknesses in cyber security throughout NNSA. Four factors
have contributed o these problems: (1) lack of consistent NNSA
headquarters leadership and direction for security; (2) security personnel
staffing shortages at NNSA site offices; (3) lack of adequate training
resources and opportunities for site office security staff; and (4) incomplete
security data to gauge the effectiveness of NNSA’s security program.

‘While NNSA has focused considerable attention on reorganizing its internal
operations, it and DOE have continued to struggle with agreeing on how
NNSA shouid operate as a separately organized agency within the
department. This lack of agreement has resulted in organizational conflicts
that have inhibited effective operations. While there have been continuing
calls for removing NNSA from DOE and establishing it as a separate agency,
GAOQ does not believe that such drastic change is necessary to provide
effective oversight of the nuclear weapons complex. Rather, DOE and NNSA
need to clearly define their working relationships and determine how
conflicts will be resolved.

Finally, GAO identified several other management weaknesses where
additional NNSA actions could strengthen its ability to manage the nuclear
weapons complex. For example, among other things, NNSA has not (1)
implemented a plan for improving its project management efforts; (2)
identified all of its program managers and trained them to a certified level of
comp ; and (3) established an independent analysis unit to review
program budget proposals and analyze budget alternatives.

In its recent report, GAO made recommendations to the Secretary of Energy
and the Adrainistrator of NNSA to (1) improve NNSA'’s security oversight
programy; (2) clearly define NNSA's status as a separately organized agency
within DOE; and (3) improve project and program management, and the
Administration’s planning, programming, budgeting, and evaluation process.
NNSA generally agreed with the report and its recommendations. NNSA
considered the agency a success but acknowledged there was considerable
work yet to be accomplished.

United States ility Office




45

Madam Chairman and Members of the Subcommittee:

We are pleased to be here today to discuss our work on the actions the
National Nuclear Security Administration (NNSA)—a separately organized
agency within the Department of Energy (DOE)~-has taken to improve the
security and managernent of the nation’s nuclear programs. Specifically,
iy remarks are based on the report we are issuing today—~National
Nuclear Security Administration: Additional Actions Needed to I'mprove
Management of the Nation’s Nuclear Programs, which was prepared at
the request of this Subcommittee.

During the late 1990s, DOE experienced management difficulties with its
nuclear weapons prograrus that contributed to security problems at the
nation's nuclear weapons laboratories and significant cost overruns on
major projects. According to a June 1899 report by the President’s Foreign
Intelligence Advisory Board (the Board), DOE's management of the
nuclear weapons laboratories, while representing “science at its best,” also
embodied “security at its worst” because of “organizational disarray,
managerial neglect, and ...a culture of arrogance.” The Board urged the
Congress to create a new organization that, whether established as an
independent agency or a semi-autonomous entity within DOE, would have
a clear mission, streamlined bureaucracy, and drastically siraplified lines
of authority and accountability. Responding to the Board's
recommendations, the Congress created the National Nuclear Security
Administration (NNSA) under Title 32 of the National Defense
Authorization Act for Fiscal Year 2000—the NNSA Act?

The NNSA Act established NNSA as a “separately organized agency”
within DOE and made NNSA responsible for the management and security
of the nation’s nuclear weapons, nuclear nonproliferation, and naval
reactor programs. The NNSA Act established the position of DOE Under
Secretary for Nuclear Security, who was also designated as the
Administrator of NNSA. The Secretary of Energy and the Deputy Secretary
of Energy were allowed to establish policy for NNSA and to give direction
to NNSA through the Administrator; however, other DOE employees were
prohibited from directing the activities of individual NNSA employees.
Finally, the NNSA Act required that, among other things, NNSA develop a

'GAO-0T-36,
?Pub. L. No. 106-65, 113 Stat. 512, 953 (1999).

Page 1 GAO-07-428T




46

planning, programming, and budgeting process in order to ensure that the
administration operated under sound financial management principles.

Since its inception, however, NNSA has continued to experience both
security and management problems. For example, with respect to security,
in 2003 we found that NNSA had not fully defined the roles and
responsibilities of officials in its security program and that NNSA had
shortfalls in security staff at the site offices that oversee its contractors. In
addition, two NNSA studies corumissioned in July 2003 found ongoing
problems with NNSA's security program, including weaknesses in its
security culture, organization, and staffing and training. Finally, DOE's
Office of Inspector General found security problems with NNSA's
contractors, including improprieties in the testing of the officers who
protect NNSA’s sites and weaknesses in NNSA’s cyber security program.
With respect to the management of major projects, the National Ignition
Facility and the Dual Axis Radiographic Hydrodynamic Test Facility-—two
major facilities needed to support NNSA’s nuclear weapons programs—
experienced major delays and cost overruns because of problerms with
project management and are still not complete.

In this context, you asked us to evaluate the extent to which NNSA has
taken steps to (1) improve security at its laboratories and plants and {2)
improve its management practices and revise its organizational structure.
To carry out our objectives, we reviewed the NNSA Act; and NNSA and
DOE policies, plans and budgets; and interviewed current and former
NNSA and DOE officials. We also used reports on NNSA's security efforts
prepared by GAQ, the DOE Inspector General, and outside groups, such as
a 2005 report on security commissioned by NNSA. Finally, we collected
and analyzed security performance ratings developed by DOE’s Office of
Health, Safety and Security and NNSA site offices, from fiscal years 1996
through 2005. We used these performance ratings because there was wide
agreement among NNSA and DOE security officials that these ratings
represented the best available information on the overall performance of
NNSA’s safeguards and security program. We conducted the work for our
report from March 2005 through January 2007 in accordance with
generally accepted government auditing standards, which included an
assessmnent of data reliability and internal controls.

In summary:
Producing a well-organized and effective agency out of what was widely

considered a dysfunctional enterprise has been a considerable challenge.
In some areas, NNSA can be viewed as a success. Most notably, through its

Page 2 GAOQ-07-428T
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internal reorganization efforts, NNSA has addressed some past problems
by better delineating lines of authority and improving cormunication and
has made important progress in establishing critical management systems,
especially in the development of its Planning, Programming, Budgeting
and Evaluation (PPBE) process. However, important problems remain
with respect to security, the Administration’s relationship with DOE, and
project, program and financial management.

Regarding security, NNSA still cannot demonstrate that all of its security
program objectives are being met at all of its sites. Specifically, we found
weaknesses with physical security at several NNSA sites, including the
Nevada Test Site, Sandia National Laboratories, and the Y-12 National
Security Complex, and weaknesses throughout NNSA in the cyber security
area. Four factors have contributed to problems with NNSA's security
program. Specifically, we found

a lack of consistent NNSA headquarters leadership and direction for
security;

security personnel staffing shortages at the NNSA site offices that oversee
NNSA's contractors;

inadequate training resources and opportunities for site office security
staff; and

incomplete security data to gauge the effectiveness of NNSA's security
program.

With respect to NNSA's relationship to DOE, we found that almost 7 years
after its creation, NNSA and DOE still have not fully agreed on how NNSA
should function within the deparitment as a separately organized agency.
This lack of agreement has resulted in organizational conflicts that have
inhibited effective operations. In our view, DOE and NNSA need to take a
more active approach to clearly defining DOE and NNSA’s working
relationships and determining how conflicts will be resolved. While there
have been continuing calls for removing NNSA from DOE and establishing
it as a separate agency, we do not believe that such drastic change is
necessary to produce an organization that can provide effective oversight
of the nation’s nuclear weapons complex.

Finally, while NNSA has taken several actions to improve its management

practices, including developing a PPBE process, we also identified several
areas where management weaknesses remain. Specifically, NNSA has not

Page 3 GAO-07-428T
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developed a project management policy, implemented a plan for
improving its project management efforts, and fully shared project
management lessons learned between its sites. In addition, NNSA has not
identified all of its program managers and trained them to a certified level
of competency. Finally, NNSA has not established an independent analysis
unit to (1) review program budget proposals, (2) confirm cost estimates,
and (3) analyze budget alternatives.

In order to improve the management of NNSA and its ability to oversee the
nuclear weapons complex , in our report to you, we made a series of
recommendations to the Secretary of Energy and the Administrator, NNSA
to (1) improve NNSA's security oversight program; (2) clearly define
NNSA's status as a separately organized agency within DOE; and (3)
improve project and program management, and the agency’s planning,
programming, budgeting, and evaluation process. In its coraments on our
report, NNSA generally agreed with the report and its corresponding
recommendations. NNSA noted that it considers the agency tobe a
success but acknowledged that there was considerable work yet to be
accomplished.

Background

NNSA operates three national laboratories that design nuclear weapons——
Lawrence Livermore National Laboratory, California; Los Alamos National
Laboratory, New Mexico; and the Sandia National Laboratories, New
Mexico and California; and four nuclear weapons production sites—the
Pantex Plant, Texas; the Y-12 National Security Complex, Tennessee; the
Kansas City Plant, Missouri; and parts of the Savannah River Site, South
Carolina; as well as the Nevada Test Site.

To implement its programs, NNSA received about $9.1 billion for fiscal
year 2006, including almost $6.4 billion for its nuclear weapons activities,
about $1.6 billion for its defense rwclear nonproliferation prograrms, and
about $782 million for the Naval Reactors program. NNSA's appropriation
also included about $766 million to provide security at its sites. NNSA
requested over $9.3 billion for fiscal year 2007, including $6.4 billion for its
nuclear weapons activities, $1.7 billion for its defense nuclear
nonproliferation programs, and $795 million for the Naval Reactors
program. According to NNSA's Future Years Nuclear Security Program
plan, between fiscal years 2007 and 2011, NNSA is proposing to spend
almost $48.5 billion on its nuclear weapons, nuclear nonproliferation, and
naval reactors programs.

Page 4 GAO-07-428T
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As noted earlier, for several years before NNSA was established, external
studies found problems with the organization and operation of what is
now NNSA’s principal organization—DOE'’s Office of Defense Programs.,
These studies cited continuing problems in the areas of overail
management, organization, priority setting, and maintenance of a viable
infrastructure and workforce. Most influential in the creation of NNSA was
the study conducted by a Special Investigative Panel of the President’s
Foreign Intelligence Advisory Board. Prepared in response to a series of
security problems, including public access to classified documents at the
Los Alamos National Laboratory, the Board found that DOE was a
dysfunctional bureaucracy incapable of reforming itself and that
reorganization was clearly warranted to resolve security and
counterintelligence problems. As noted earlier, the Board urged the
Congress to create a new organization that, whether established as an
independent agency or a semi-autonomous entity within DOE, should have
a clear mission, streamlined bureaucracy, and drastically simplified lines
of authority and accountability. To correct the problems identified by the
Board and others, in 1999, the Congress created the NNSA.

For the last several years, we have monitored NNSA’s actions to
implement the NNSA Act for this Subcommittee and the Special Oversight
Panel on Department of Energy Reorganization, House Armed Services
Committee. For example, in April 2001, we testified that NNSA’s efforts to
establish a new organization looked promising. However, we highlighted
the need for NNSA to clearly define the roles and responsibilitiés of
headquarters and field staff and to establish clear lines of authority
between NNSA and its contractors, among other things. In May 2001,
NNSA announced plans to reorganize its headquarters operations. In
December 2001, however, we found that NNSA’s plans for the
headquarters reorganization did not contain a clear definition of the roles
and responsibilities of the headquarters organizational units.

In addition to reorganizing its headquarters, in February 2002, NNSA
proposed reorganizing its entire operation to solve important, long-
standing issues. In February 2002, we testified that, with the proposed new
organizational structure, resolution of NNSA's long-standing
organizational issues appeared to be within its grasp. However, we noted
that NNSA's lack of a long-term strategic approach to ensuring a well-
managed workforce precluded it from identifying its current and future
human capital needs, including the size of the workforce; its deployment
across the organization; and the knowledge, skills, and capabilities needed
to fulfill its mission. In December 2002, the Administrator of NNSA
implemented the proposed reorganization.
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Our May 2003 report on the management of NNSA's security program
identified similar concerns about NNSA's security organization and
management. Specifically, we found that NNSA (1) had not fully defined
clear roles and responsibilities for its headguarters and site security
operations and (2) had shortfalls at its site offices in the total number of
staff and in expertise, which could make it more difficult for the site
offices to effectively oversee security activities. We therefore concluded
that NNSA could not be assured that its contractors were working to
maxirum advantage to protect critical facilities and material from
individuals seeking to inflict damage.

Finally, in June 2004, we found that NNSA's reorganization had addressed
some past problems by better delineating lines of anthority and improving
communication. However, we also found that NNSA’s reorganization had
not ensured that the agency had sufficient staff with the right skills in the
right places because it had downsized its federal workforce by about 17
percent without first determining the critical skills and capabilities needed
to meet its mission and program goals.

Additional Action
Needed to Improve
NNSA’s Security
Program

Although NNSA has begun to build an effective headquarters security
organization, it still cannot demonstrate that all of its security program
objectives are being met at all of its sites. Specifically, we found that the
results of internal and independent security oversight assessments have
identified weaknesses in physical security at several NNSA sites, including
the Nevada Test Site, the Sandia National Laboratories, and the Y-12
National Security Complex; and weaknesses in cyber security throughout
NNSA. The following factors have contributed to this situation:

Lack of consistent leadership and divection for its security activities.
For several years, the NNSA headquarters security organization
experienced turnover in the position of Chief of the Office of Defense
Nuclear Security. Specifically, four individuals have occupied the position
since NNSA’s creation, often in an acting capacity. In addition, these chiefs
have reported to different levels within the organization. The current Chief
is a permanent appointee, reporting directly to the NNSA administrator,
and he has taken a number of steps to develop an effective headquarters
security organization.

Security personnel staffing shortages at site offices. Having sufficient
staff to oversee the security programs of its contractors continues to be a
problem. For example, since NNSA became operational, key site offices,
such as the Los Alamos Site Office, have experienced staffing shortfalls.
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As a result, sites are limited in their ability to effectively oversee
contractors’ security activities.

Lack of adequate training resources and opportunities for site office
security staff. NNSA has not implemented a training program that
provides NNSA federal security officials with the skills needed to
effectively oversee contractor security programs. In addition, NNSA site
offices often do not have all the resources needed to meet training needs.
For example, according to site office officials, the Los Alamos Site Office
did not receive training funds for fiscal year 2006 and the Nevada Site
Office received a minimal training budget for its security staff.

Lack of data to gauge program effectiveness. NNSA does not have
complete data for tracking security deficiencies identified by security
oversight reviews and, as a result, does not have information regarding the
overall effectiveness of its safeguards and security program. NNSA
officials told us that while they believe security across the weapons
complex has improved, NNSA does not have sufficient data to support this
assertion. In addition, NNSA has not implemented a formal process for
sharing best practices or lessons learned to guide security improvements.
While best practices and lessons learned have been communicated
informally, a formal process could help ensure that previously identified
security deficiencies, such as the retrieval of badges from terminated
employees at one NNSA site, are reviewed and corrected as necessary at
other NNSA field locations.

DOE and NNSA Have
Not Yet Fully
Determined How
NNSA Should Operate
as a Separately
Organized Agency
within DOE

While NNSA has focused considerable attention on reorganizing its
internal operations, it and DOE have continued to struggle with
establishing how NNSA should operate as a separately organized agency
within the department. Several factors have contributed to this situation.
First, DOE and NNSA did not have a useful model to follow for
establishing a separately organized agency in DOE. The Board’s June 1999
report suggested several federal agencies, such as the National Oceanic
and Atmospheric Administration in the Department of Commerce, which
could be used as a model for NNSA. However, we found that none of the
officials from these agencies considered their agency to be separately
organized or believed that their agency’s operational methods were
transferable to NNSA. Second, DOE’s January 2000 implementation plan,
which was required by the NNSA Act, did not define how NNSA would
operate as a separately organized agency within DOE. Instead reflecting
the opposition of the then DOE senior leadership to the creation of NNSA,
the implementation plan “dual-hatted” virtually every significant statutory
position in NNSA with DOE officials, including the Director of NNSA’s
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Office of Defense Nuclear Counterintelligence and General Counsel. As we
testified in April 2001, this practice caused considerable concern about
NNSA's ability to function with the independence envisioned in the NNSA
Act. Dual-hatting was subsequently forbidden by an amendment to the
NNSA Act’

As aresult, although some NNSA programs have set up procedures for
interacting with DOE, other programs have not, resulting in organizational
conflict. For example, DOE made a commitment to issuing NNSA-specific
acquisition procedures in its January 2000 implementation plan for NNSA,
but it has not done so. According to DOE Office of General Counsel
officials, the department subsequently determined that NNSA-specific
procedures were inconsistent with the Federal Acquisition Regulation, the
NNSA Act, and the January 2600 implementation plan. According to both
DOE and NNSA officials, since 2004 the department has blocked NNSA's
efforts to issue its own acquisition regulations. As a result, according to
NNSA officials, NNSA has had to issue a series of deviations to the DOE
acquisition regulations to carry out NNSA acquisition policies in areas
such as negotiating a more effective contract fee arrangement and
awarding additional years to a contract’s term.

Even where formal procedures have been developed, interpersonal
disagreements have hindered effective cooperation. Most notable in this
regard has been the longstanding conflict between NNSA and DOE
counterintelligence offices. Specifically, as our report documents, NNSA
and DOE counterintelligence officials have disagreed over (1) the scope
and direction of the counterintelligence program, (2) their ability to jointly
direct staff in the headquarters counterintelligence program offices, (3) the
allocation of counterintelligence resources, (4) counterintelligence
policymaking and (5) their roles and responsibilities in handling specific
counterintelligence matters—in particular with regard to the department’s
handling of the well-publicized mid-2005 intrusion into an unclassified
NNSA computer system and removal of the names and social security
numbers of 1,502 individuals working for NNSA. Subsequently, the
Congress amended the NNSA Act to consolidate the counterintelligence
prograros of DOE and NNSA under the Department of Energy.

Pub. L, 106-398, § 3157, 114 Stat, 1654, 1654A-468 (2000) (codified as amended at 50 US.C.
§ 2410).

Page 8 GAO-07-428T



53

In this environment, concerns about NNSA’s organizational status have
persisted. Most notably, a January 2006 report by the Defense Science
Board called for the removal of NNSA from DOE and the creation of a
new, independent National Nuclear Weapons Agency. However, former
senior DOE and NNSA officials with whorm we spoke generally did not
favor removing NNSA from DOE.

Several Management
Issues Need to be
Resolved for NNSA to
Become Fully
Effective

.

In addition to identifying the underlying issue of NNSA's relationship to
DOE, we identified the following four other management areas where
additional NNSA actions could strengthen its ability to manage the nuclear
weapons complex if it took further action.

Human capital. NNSA has made progress in developing a hurnan capital
strategy. However, DOE and NNSA have not conducted a systematic,
detailed analysis of how many staff NNSA needs in relation to DOE. As a
result, we identified areas where potential staff imbalances have affected
NNSA's ability to operate separately from DOE. For example, NNSA's
Office of General Counsel has 35 attorneys, including the General Counsel,
to provide NNSA legal analysis, while the rest of DOE has 277 attorneys.
According to NNSA's General Counsel, his office would need 15 to 20
additional attorneys to fully handle NNSA's legal workload with minimal
assistance from DOE. Currently, NNSA relies on DOE’s Office of General
Counsel to perform a significant portion of its legal work.

Project management. While both DOE and NNSA have initiated efforts to
improve project management, NNSA reported in Noverber 2006 that
about 16 percent of NNSA projects were at risk of breaching their cost
baseline, schedule baseline or both. We identified seven areas for
improvement that would foster a stronger culture for effective project
management. For example, DOE’s Project Assessment and Reporting
System-—a Web-based system for keeping DOE senior managers apprised
of the performance of projects costing more than $5 million—does not
include four major NNSA projects, estimated to cost over $100 million
each. Consequently, these projects do not receive the senior management
oversight that can be provided through that system.

Program management. NNSA program managers are responsible for
completing a set of activities by employing a working knowledge of such
diverse areas as contracting, budgeting, and engineering. Recognizing the
important role of program managers, NNSA has taken several actions,
such as developing a program management policy. However, NNSA has yet
to identify all of its program managers or train them to a certified level of
competency. Indeed, DOE’s most recent performance and accountability
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report for fiscal year 2006 showed that NNSA fully met only about 52
percent of its program goals while the rest of DOE achieved about a 79-
percent success rate.

Pinancial management. NNSA has made significant progress in
implementing its PPBE process over the last 4 years, as mandated by the
NNSA Act. However, several areas of improvement still have not been fully
addressed. For example, NNSA has issued policy letters on PPBE, but
some of these letters are still in draft form because, in part, NNSA is
waiting to obtain DOE’s views on certain matters. In addition, NNSA’s
PPBE mechanism for centralized resource allocation relies on collegial
decision making among senior NNSA managers, with the Administrator
resolving disputes and deciding on the final resource allocation. However,
the Administrator does not have an independent group to review program
proposals, confirm cost estimnates, and analyze alternatives. According to a
2003 DOE Iaspector General report, most senior managers believe that
such an analytical group would be of value. While NNSA has taken some
action in this direction, it is not clear when such a group will be
established.

As discussed earlier, while there have been continuing calls for removing
NNSA from DOE and establishing it a separate agency, we do not believe
that such drastic change is necessary to produce an organization that can
provide effective oversight of the nation’s nuclear weapons complex.
Rather, we believe NNSA can provide comprehensive oversight of the
operation and security of the nation’s nuclear weapons programs by
addressing a variety of lingering, often unrelated, but important
management issues. These issues include providing sufficient, qualified
staff to conduct program and operational oversight, especially in the
security area, and developing and implementing improvements needed to
support effective project, program, and financial management.

Madam Chairman, this concludes my prepared statement. I would be
happy to respond to any questions that you or Members of the
Subcommittee may have.
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National Sectirity LLC
Los Alamos Research Park

4200 West Jemez Road, Suite 400
Los Alamos, NM 87844

505.663.5340
505.663.5862 fax

January 19, 2007

The Honorable Samuel W. Bodman
Secretary of Energy

US Department of Buergy

1000 Independence Avenue, SW
‘Washington, D.C. 20585-1000

Dear Secretary Bodman:

Thank you for meeting with the Executive Committee of the Los Alamos National
Security, LLC (LANS) Board of Governors last week. You were very clear about the
serioustiess of last fall’s security incident at the Los Alamos National Laboratory and
your sense of urgency about our need to make security improvements at the Laboratory.
We share your assessment of the seriousness of the security lapses at Los Alamos and the
need to change individual bebavior and improve security systems at the Laboratory.

As we described at our meeting, members of the LANS Executive Committes were
informed by Laboratory Director Michael Anastasio about the security incident and wers
actively involved in directing the response from the outset. We immediately informed
the Director of the Lawrence Livermore National Laboratory (LLNL) about the security
incident so that he could take any necessary actions to prevent a similar incident at
LLNL. The LANS Board remains committed to taking the necessary steps to resolve the
matter and to involve the LANS partner organizations in doing so. Furthermore, the
Board and Director Anastasio are fully comumitted to changing the history of security
1apses at the Laboratory, We regret that we did not immediately communicate our
assessment of the security incident and our intended plan of action to you. You can be
assured that we will do so from this moment forward, while also informing the Acting
Administrator of the National Nuclear Security Administration (NNSA).

During our meeting, we mentioned that the LANS Board was meeting the following day '
and that we would report to you the Baard’s deliberations and actions. Those
deliberations and actions are described as follows:

First, as we described at our meeting with you, Director Anastasio informed members of
the Bxecutive Committee about the incident soon after he leamed about it and together
they directed the LANS response to the incident. The Board immediately commissioned
an Independent Special Cyber Security Team to conduct an independent assessment of
Cyber Security at the Laboratory. The team was composed of personnel from the LANS
partner organizations who do not work at the Laboratory. At last week’s LANS Board
meeting, the Board was briefed about the independent review, its findings, and the
recommended actions. A summary of the assessment's findings follow:
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Roles and responsibilities for Cyber Security are not in all cases clearly defined;
LANS lacks a clearly defined, cohesive, and integrated Cyber Security Program;
LANS Cyber Security policy lacks a clear hierarchical structure;

There is inconsistency in both policy implementation and self 2ssessments;
Warker level coordination and integration is lacking;

Classified computer training needs strengthening;

Cyber security plans are not well written; and

The LANS Cyber Security Program Plan is currently unapproved.

&« » o & » 3 & »

The Board and the LANS management team agree with these findings. Director
Anastasio has already begun to implement the necessary corrective actions to address
these findings. The Board’s Independent Special Cyber Security Team will conduct a
follow-up assessment in six months to assess the adequacy of the actions taken.

Second, we also discussed the LANS management team's response to the security
incident. While Director Anastasio and his team acted properly in many instances, we
determined that several lessons can be applied to improve our response to any furure
situations, including:

¢ The Laboratory leadership must remain st the Laboratory immediately after such
incidents to direct the response;

» The LANS Board and management must communicate immediately with
Department of Energy and NNSA officials about the incident and the plan of
action; and

» Immediate action is critical to secure the Laboratory and direct the response.

Third, it is important to hold people accountable for security lapses as a deterrent to
prevent future disregard of policies and procedures. Director Anastasio is taking formal
disciplinary action for 24 LANS employees, ranging from time off without pay, to
written reprimands, to removal of specified job responsibilities.

Fourth, Director Anastasio outlined to the Board several other important steps he is
taking to address Cyber Security at the laboratory. The most significantis a
reorganization of the Laboratery’s management structure that creates a Manager of Cyber
Security reporting directly to the Laboratory Director. This action centralizes the key
components of Cyber Security and will improve the leadership in the organization. He
also put in place immediate corrective actions including disabling USB ports on classified
computers, revised escort policies, and enhanced search policies.

Fifth, the Board re-examined its committee structure and created a new committee for
oversight of Safeguards and Security. This oversight function was previously the
responsibility of the Business and Operations committes which included numerous other
business reiated functions. Thomas Hash, LANS Vice Chairman, will chair this new
committee. Torn has three decades of operating experience in a classified environment
with over 25 years of direct association with classified work for Naval Reactors.
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Sixth, we reviewed the new mandatory drug testinsg program being introduced at Los
Alamos. It involves drg testing for all job applicants and random drug testing for all
employees. We have encouraged Director Anastasio 1o rmove forward on the
implementation of this program aud to report back to the Board with the early results to
determine if any course corrections are required, such as increasing the frequency of
testing. 'We believe this new program will have a positive effsct in helping avoid these
types of security infractions in the future.

We.realize that these corrective actions will be effective only with vigorous enforcement.
‘We will continue to svaluate and review the actions and support Director Anastasia’s
enforcement of these actions.

In addition to the security issues discussed above, we directed the Laborstory
management tearn to work with the State of New Mexico Environmental Department on
their environmental concerns and have asked Director Anastasio to keep the Board
informed of these activities,

Furthermore, we recognize that JTohn Mitchell’s retirement has raised questions about the
lcadership of busincss operations at the Labaratory. We also understand the critical
importance of finding the highost caliber replacement as the Laboratory’s Deputy
Director. We are reviewing the job responsibilities and the credentials of candidates to
determine their capability to perform these responsibilities at the highest level.

Finally, the Board agreed that more regular engagement with Deputy Secretary Sell and
Acting Administrator D’ Agostino would keep the Department better informed and allow
us to hear your perspective on the progress LANS is making. At our meeting last week
we asked two of our Executive Board Members, Craig Weaver and Bruce Darling, to do
this. We would welcome, as well, the opportunity to brief you direetly about the
oversight activities of the Board and how the Board is assisting Director Anastasio in
improving the performance of the Laboratory.

Sincerely,
Gerald L. Pars!fy Thomas F. Hash
Chairman Vice Chairman
Board of Govemors Board of Govemors

Los Alamos National Security, LLC Los Alamos Nationa! Security, LLC
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Copies to:

Deputy Secretary Sell

Acting NNSA Administrator D’ Agostino
LANS Board of Governors

Director Anastasio
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QUESTIONS SUBMITTED BY MS. TAUSCHER

Ms. TAUSCHER. Mr. Secretary, in your prepared testimony you said the FY 2000
NNSA Act has “created a significant obstacle in realizing the benefits of functional
accountability and sound management between the NNSA and the broader Depart-
ment.”

Can you give specific examples of such obstacles?

Secretary BobmAN. Notable examples are the statutory prohibition of non-NNSA
personnel being able, even with personal Secretarial authority, to direct or exercise
any “authority, direction or control” over NNSA employees, including those of the
weapons laboratories that are included as part of the NNSA by the NNSA Act, and
the related unprecedented limitation of the Secretary’s authority to delegate his au-
thority to render guidance to NNSA personnel. These limitations have impeded the
Department’s ability to harmonize principled differences that inevitably can arise
among respective NNSA and non-NNSA Departmental elements responsible for
common or similar functions, such as environmental remediation at active NNSA
sites, cyber security, physical security, and procurement.

Ms. TAUsSCHER. Mr. Secretary, in your testimony you point to the National Oce-
anic and Atmospheric Administration (NOAA) as a model for a separately organized
element of a larger Cabinet-level department, and note that it was offered as one
model by the PFIAB report.

Why hasn't the Department patterned the NNSA on the Naval Reactors organiza-
tion, since it is already within the Energy Department, and exhibits in many re-
spects precisely the sort of autonomy Congress intended for NNSA?

Secretary BobmAN. NOAA does not function under a statutory preclusion of Sec-
retarial direction, through delegates or otherwise.

Prior to the enactment of the NNSA Act (which for the first time imposed such
restrictions with respect to Naval Reactors) the Naval Reactors program functioned
quite effectively, and continues to do so. Its ability to function semi-autonomously
(actually also quite independently) is a result of its record of superior performance
in conducting a program and overseeing a research complex that also are quite fo-
cused.

Ms. TAauscHER. The GAO report does not recommend any changes to the NNSA
Act but rather finds that DOE and NNSA need to work together to better define
working relationships and conflict resolution methods. You do not recommend any
changes either, but in your prepared testimony you are critical of the Act in some
fundamental respects.

Do you agree with GAO's assessment? Why or not?

Secretary BobmaN. The GAO report neglected altogether to address the limita-
tions the NNSA Act imposes on the Secretary’s authority to exercise authority, di-
rection or control of NNSA personnel through non-NNSA delegates of his own choos-
ing. It is the absence of this customary and otherwise uniformly-available authority
in executive agencies that invites creation of the staff impasses that the GAO report
faulted. As to the GAO report’s observation that NNSA and non-NNSA elements
that perform common or similar functions should strive to work together, that ad-
monition merely replicates guidance from the Deputy Secretary and the NNSA Ad-
ministrator rendered over a year ago. The fact remains that the NNSA Act with-
holds from the Secretary and the Deputy Secretary the means to resolve such dif-
ferences through delegates of their own choosing.

Ms. TauscHER. The Defense Science Board recently recommended that the NNSA
be reorganized as a “National Nuclear Weapons Agency” with the Administrator re-
porting to the President through a board of directors that would be chaired by the
Secretary of Defense, with the Secretary of Energy, Secretary of Homeland Security,
and Director of National Intelligence also serving on the board. Do you agree with
the DSB recommendation? Why or why not?

Secretary BobMmAN. No, | do not agree with the Defense Science Board's rec-
ommendation. Making the National Nuclear Security Administration (NNSA) into
a separate agency reporting to a board of directors would make it considerably more
difficult to provide the NNSA with cabinet-level management, oversight and con-
sultation as well as access to departmental assets such as the Department of Ener-
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gy’s Office of Health, Safety, and Security which provides invaluable independent
oversight. The proposed arrangement would also create the need for new support
organizations to supply services that currently come from the Department of En-
ergy.

In addition, the Secretaries of Energy, Defense, and Homeland Security, along
with the Director of National Intelligence have significant demands on their time
and would not likely be able to meet frequently so the normal benefit of a board
of directors arrangement would in reality not add the value intended by the Defense
Science Board's recommendation. The NNSA’'s missions are too important to U.S.
national security to burden it with what would surely be a cumbersome manage-
ment arrangement. We need the right management at NNSA, not necessarily a
more complicated management structure.

Ms. TauscHER. You pressed vigorously for consolidation of the NNSA and DOE
counterintelligence offices. What is your assessment of the results of this consolida-
tion? What specific benefits have been achieved with regard to identifying, prevent-
ing, and addressing threats to the complex?

Secretary BobmaN. Consolidation is helping us become more streamlined and
agile. When the CI analysis program decided recently to enhance collection against
one country of Cl concern to the Department implementation moved quickly through
a single staff approval process, unhindered by competing management priorities. We
have also taken some very promising steps, in direction of more rapid flow of CI
‘best practices and initiatives’ across the complex. For example, the Department has
identified a need for more uniform application of limits to the retention of cyber in-
formation across the complex, and initiated two cyber pilot projects that will be eval-
uated for possible complex-wide application. DOE and NNSA field representatives
working together have identified the need for more consistent implementation
standards in areas such as the new CI evaluation process. Further, we are now
adapting the NNSA CI office’s effective performance management processes for use
in evaluating Cl effectiveness at contractor sites across the entire DOE complex.
Consolidation is opening up opportunities for counterintelligence to enhance DOE
security by introducing new potential for internal information sharing. A key exam-
ple of this is the tracking of suspicious activities across the entire DOE complex,
something that currently is done by security elements on a site-by-site basis. The
consolidated CI program is compiling and sharing such information from several
field locations, while evaluating how best to expand that practice and exploit the
information across the complex.

Background:

President Bush signed the National Defense Authorization Act that consolidated
NNSA and DOE counterintelligence offices on October 17, 2006.

Ms. TAuscHER. You pressed vigorously for consolidation of the NNSA and DOE
counterintelligence offices. Are there other offices you believe should be consoli-
dated? Will the Department propose further modifications to the FY 2000 NNSA Act
to authorize such consolidation?

Secretary BopmaN. As | indicated during my appearance before the Subcommit-
tee, when there are problems that | believe cannot be overcome, | will send up legis-
lation as | did with counterintelligence. At this time, | do not believe that there are
any issues that need to be addressed by proposing legislation.

Ms. TauscHER. Why have the human capital and staffing problems within NNSA
persisted—whether in the general counsel’s office or among site office security per-
sonnel—despite being identified as a concern more than seven years ago?

Secretary Bopman. | would like to take this opportunity to convey Acting Admin-
istrator D’Agostino’'s assessment that clarifies some misunderstanding about
NNSA'’s staffing situation. First, let me say that NNSA does not have persisting
human capital and staffing problems. As NNSA reported to the Congress in a No-
vember 2004 report on workforce restructuring, they have made great strides since
its inception in March 2000 in rightsizing the enterprise and revitalizing manage-
ment of the federal workforce.

NNSA has instituted aggressive approaches to recruitment and retention to en-
sure that critical staffing and leadership shortfalls in the future are not encoun-
tered. NNSA has occasional difficulty in filling positions in highly select cir-
cumstances, such as at remote locations like Los Alamos, New Mexico, or when
seeking highly selective technical and business skills. Overall, NNSA is not experi-
encing anymore difficulty in attracting and retaining highly qualified candidates to
fill critical skills positions in nuclear engineering, specialized security and Federal
contracting than other highly technical organizations.

NNSA has made major innovations and improvements in NNSA's human capital
management programs the past several years. These innovations cover the Adminis-
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trator’s statutory excepted service technical hiring authority and a complementary
pay-for-performance system; an NNSA-wide performance management and recogni-
tion system; and various programs of monetary incentives relating to recruitment
and retention, including a student loan repayment program. Two years ago, NNSA
instituted a Future Leaders Program to hire and develop entry-level technical,
project management, and business talent. So far, they have attracted 60 outstanding
interns to our workforce, and are planning to recruit a third class of 23 more interns
this coming June.

NNSA has streamlined its hiring process, making greater use of automation, de-
vising better marketing strategies and recruiting tools, and encouraging greater
managerial involvement in candidate evaluation and selection. They are making
maximum use of government-wide recruitment incentives. NNSA's excepted service
employment and pay-for-performance system has allowed them to successfully com-
pete with the private sector for top technical workers.

Most recently, NNSA and the Office of Personnel Management are designing an
NNSA Demonstration Project to modify and waive parts of the government’s person-
nel laws and regulations to modify the General Schedule position classification and
pay systems to establish pay bands. The project will test (1) the effectiveness of
multi-grade pay bands in recruiting, advancing, and retaining employees, and in re-
ducing the processing time and paperwork traditionally associated with classifying
positions, and (2) the effectiveness of basing pay increases on meaningful distinc-
tions in levels of performance made under a credible, strategically-aligned perform-
ance appraisal system, thereby improving the results-oriented performance culture
in NNSA. The long-term goals of the project are to improve hiring by allowing
NNSA to compete more effectively for high-quality employees through the judicious
use of higher-entry salaries; motivate and retain staff by providing faster pay pro-
gression for high-performing employees; improve the usefulness and responsiveness
of the position classification system to managers; eliminate automatic pay increases
(i.e., annual adjustments that normally take effect the first day of the first pay pe-
riod beginning on or after January 1 each year) by making increases performance-
sensitive; and to integrate with, build upon, and advance the work of several key
long-term human capital management improvement initiatives and projects cur-
rently underway in NNSA.

Taken together, these initiatives and projects are indicative of a healthy, aggres-
sive, and progressive human capital program.

Ms. TauscHER. Why has NNSA been unable to meet its own targets for security
officials at the NNSA site offices?

Secretary BobDMAN. Despite our efforts over the past several years that have
placed a high priority on hiring critical skills, security personnel are below our de-
sired strength for security professionals at both Headquarters and the site offices.
Part of our challenge has been locating highly qualified security professionals. Com-
petition for these skills in the marketplace is intense, and to fill our immediate
needs, NNSA has mainly recruited retired military personnel to fill vacancies. To
meet future needs, NNSA has begun to recruit entry level security professionals
through its Future Leaders Program.

Ms. TauscHER. The GAO report found various management and staffing defi-
ciencies with the NNSA.

Can you describe the authority of the NNSA budget office, and the relationship
of that office to the DOE CFO?

Secretary BobMAN. Upon the standup of the NNSA in 2001, it was determined
that the number of staff and capabilities required for a standalone finance and ac-
counting system for the NNSA would require far too many personnel and financial
resources, and would not be an efficient way to work within the DOE management
and operating contractor system where NNSA executes the majority of its mission
programs. As such, NNSA uses the finance and accounting capabilities of the DOE,
and has the same relationship as other Departmental entities with the DOE CFO.
NNSA is fully integrated into the DOE budget and accounting systems and proc-
€SSes.

The financial aspects of the NNSA are handled through two NNSA entities. The
Planning, Programming, Budgeting and Evaluation function at Headquarters is re-
sponsible for all internal NNSA budget processes and for integration with the DOE
CFO's planning and budgeting activities for budget formulation, justification and
execution. This office has administrative responsibility for all NNSA funds control
prior to the actual funding allotment, except for Naval Reactors, which interfaces
separately with the DOE CFO. The Office of Field Financial Management is respon-
sible for the actual funding allotment from the DOE, and NNSA's financial interface
with the M&O contractors and the DOE accounting system, and is legally respon-
sible for funds control for programs and sites under its allotment.
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Ms. TAusCHER. In your view, does the DOE CFO have final authority over NNSA
funds, including funds specifically appropriated by the Congress to the NNSA?

Secretary BobmAN. Yes, the DOE CFO has the authority by way of the Head-
quarters funding allotment and its interface with the OMB and Treasury for overall
DOE funds control. Once the funds have been distributed to NNSA by allotment
from the DOE CFO, NNSA (and other allottees as well) has the final authority to
certify the funds in terms of the proper use, availability, and application consistent
with Congressional intent, Agency policy, and guidance to prevent legal and admin-
istrative funds violations.

Ms. TauscHER. Why are NNSA offices such as the General Counsel, PPBE and
Congressional Affairs much smaller as compared to DOE, when NNSA makes up
40 percent of the Department’s budget?

Secretary BobmaN. When the NNSA was stood up they made a series of corporate
“buy/borrow” decisions relative to the size of their staff organizations. This entailed
determining which functions they would staff (buy) and the functions they would
rely on the Department to support (borrow). For example, NNSA budget employees
staff positions necessary to operate and manage their statutorily mandated five-year
planning, programming, budgeting and evaluation systems and processes. The De-
partment's Office of the Chief Financial Officer handles the financial, accounting,
and over-all corporate level budget activities. This has served all parties well, espe-
cially the American taxpayer who has been spared the burden of paying for what
would have been duplicative efforts.

Ms. TAuscHER. The FY 2000 NNSA Act granted substantial authority over the
nuclear weapons complex to the NNSA but ultimate authority remained with the
Secretary of Energy. Secretary Bodman, what is the nature of the Department’s re-
sponsibility for security within the nuclear weapons complex.

Secretary BobmaN. Congresswoman Tauscher, as Secretary of Energy, | am ulti-
mately responsible and accountable for the performance of the NNSA. | expect the
Administrator to keep me fully informed and to be fully accountable for the perform-
ance of all NNSA programs, facilities and employees. | expect the Administrator
(and the NNSA) to be fully responsive to Departmental requirements and expecta-
tions.

Through the Office of Health, Safety and Security (HSS), | establish Depart-
mental environment, safety, health and security policy which applies to all ele-
ments, including NNSA. All Departmental elements are required to conform to
those policies as their terms specify. | also rely upon HSS to conduct corporate inde-
pendent oversight of all safety and security disciplines and | have the expectation
that NNSA responds to those findings with effective correction actions to eliminate
any identified weaknesses. HSS also conducts enforcement investigations for safety
and security violations throughout the DOE, including within the NNSA. HSS un-
dertakes enforcement actions against non-NNSA entities, and recommends enforce-
ment sanctions and works with NNSA to undertake enforcement actions against its
contractors.

Under the Department of Energy’s “Government Owned—Contractor Operated”
(GOCO) model the Department is responsible for establishing the overarching secu-
rity requirements that must be followed and conducting periodic inspections to as-
sess compliance against those standards. Contractor organizations implement the
security program according to Departmental or NNSA standards and guidance.
NNSA's Office of Defense Nuclear Security (DNS) is responsible for the overall man-
agement and oversight of the field security program across the nuclear weapons
complex. DNS establishes the strategic performance goals, develops complex-wide
funding needs, and provides the security budget required by the contractors to oper-
ate their respective security programs. DNS, working through the Federal Site Of-
fice security staff, is also responsible for providing performance assessment of the
contractor security programs, ensuring corrective action is taken and promoting
cross-complex sharing of best practices and lessons learned.

The authority to grant security clearances under the Atomic Energy Act was not
transferred to the NNSA under the NNSA Act. HSS is responsible for the investiga-
tion process, although NNSA officials evaluate with respect to NNSA personnel the
results of those investigations and determine whether a clearance is appropriate.

Cyber security is part of the NNSA Chief Information Officer’s responsibility, sep-
arate from the management of physical security and generally follows the same
processes as those described above for other security programs.

Ms. TauscHER. With respect to adherence to security practices, what are the
shortcomings of the Management and Operating Contractor?

Secretary BobpmaN. Los Alamos National Laboratory’s (LANL) volume of classified
holdings is unnecessarily large, conducted in too many security areas, involves too
many people, and is spread out over too large of an area. Within the LANL model
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it is the line/program organizations that establish and operate vault type rooms,
cyber networks, and other classified work areas, rather than security professionals.
There is a lack of operational formality and a failure to employ strict conduct of op-
erations in established classified work areas. There is also a lack of communication
between the contractor and site office staff on cyber security implementation. Addi-
tionally, LANL security staff is stove-piped, does not have integrated operational
oversight mechanisms, and the self-assessment program does not reach deeply into
the organization.

Ms. TauscHER. What are the shortcomings of the federal workforce, both Depart-
ment-wide, and NNSA specific?

Secretary BobMmAN. The GAO recently commented on the staffing and skill short-
falls of the NNSA professional security workforce. | generally agree with this assess-
ment and intend to conduct a near term review of the number of security profes-
sionals within NNSA, both at Headquarters and in the field. | also intend to im-
prove the training and qualification requirements of Federal security personnel.
Both of these actions will be completed by the end of Fiscal Year 2007.

Additionally, NNSA has just completed a detailed workforce planning and succes-
sion analysis and will use the results to make adjustments in workforce staffing to
address the ever increasing workload in fundamental security programs and in con-
tractor oversight expectations.

Ms. TauscHER. What do you see as the Department’'s role in establishing and
maintaining both a proper cyber security policy and posture in the nuclear weapons
complex?

Secretary BobmAN. | have tasked the DOE CIO, Tom Pyke, with the responsibil-
ity of developing cyber security policies for the Department. | have signed the order
that delegates the responsibility for implementing these policies to the Under Sec-
retaries, which includes the Administrator of the NNSA.

| understand there is a highly productive working relationship between DOE and
NNSA cyber security management. This approach has proven very effective in expe-
diting the development of many of the new and updated cyber security policies and
their ilmplementation to improve the cyber security posture of the Nuclear Weapons
Complex.

Ms. TauscHER. How do you assess the Department’s effectiveness in working with
NNSA in the cyber security area?

Secretary BobmAN. The working relationship between the respective DOE and
NNSA Chief Information Officers is a highly productive, collaborative partnership
in managing cyber security. The Department and NNSA share the same goals for
cyber security and have a successful partnership in developing and implementing
polices. As DOE policies are developed, this partnership ensures that NNSA require-
ments are considered in developing these new policies and that the NNSA can im-
plement these policies to meet its specific needs.

Ms. TauscHER. In creating NNSA, the Congress intended for the new agency to
have substantial autonomy in executing the policies established by the Secretary of
Energy, including substantial autonomy over budget execution. However, as the
GAO report confirms, the NNSA and DOE budget offices have not clearly defined
their roles, and there has plainly been interference by the Department on NNSA
budget execution.

What is the value added by Departmental offices in execution of NNSA's pro-
grams and budget affairs?

Secretary BobMAN. There is value added in terms of “checks and balances” in the
DOE CFO certifying funds availability for external transactions such as appropria-
tion transfers or congressional reprogrammings. These are discrete transactions that
occur on an as-needed basis—five to fifteen times annually.

Ms. TauscHER. This Committee, and the House, felt strongly enough about NNSA
having authority to execute its own budget that the House-passed version of the FY
2005 National Defense Authorization Act, we included a provision that would have
required that NNSA reprogramming requests come straight to the defense commit-
tees in Congress, without review by the DOE CFO.

What is the value added by having the DOE CFO review NNSA reprogramming
requests?

Secretary BobmaN. There is value added in terms of “checks and balances” in the
DOE CFO certifying that NNSA funds are available and put into reserve in the
DOE financial system before requesting external transactions such as appropriation
transfers or congressional reprogrammings. These are discrete transactions that
occur on an as-needed basis—five to fifteen times annually.

There is no value in the CFO performing a programmatic review of the NNSA
programmatic decisions that led to the requirement for the financial transaction,
and little value in editorial review of the correspondence itself.
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Ms. TauscHER. Does the FY 2000 NNSA Act allow DOE officials below the level
of the Deputy Secretary to exercise authority over NNSA officials?

Secretary BobmAN. The NNSA Act (Public Law 106-65, as amended) does not
allow DOE officials to exercise authority over NNSA officials.

Section 3220 of the NNSA Act contains a general prohibition against non-NNSA
Departmental employees (other than the Secretary or Deputy Secretary acting
through the Administrator) exercising “authority, direction and control” over
NNSA's employees and contractors. However, Section 3220 was amended in 2006 to
provide that NNSA employees are subject to the authority, direction and control of
the Secretary acting through the Director of the Office of Intelligence or the Office
of Counterintelligence with respect to intelligence and counterintelligence activities.

NNSA employees are responsible to, and subject to the authority of, the Secretary
and the Deputy Secretary “acting through the Administrator.” NNSA employees
may receive direction from the Secretary and Deputy Secretary through the Admin-
istrator, and are responsible to the Secretary, Deputy Secretary and Administrator
for carrying out the tasks they have been directed to perform.

In addition, the Secretary and his staff may direct officials of the Department who
are not within the NNSA to review the programs and activities of the Administra-
tion and to make recommendations to the Secretary regarding NNSA's conduct of
those programs and activities, including consistency with similar programs and ac-
tivities conducted by other programs within the Department. To facilitate such over-
sight, DOE employees may request information from NNSA employees, and NNSA
employees must provide the information requested expeditiously.

Ms. TauscHER. The GAO report identifies several areas of business operations/
interfaces between the Department and NNSA that require improvement.

Can these improvements be made under the existing NNSA Act legislation or is
a legislative remedy required to enhance and improve the relationship between the
Department and NNSA?

Mr. ALoise. We do not believe that legislative change is necessary to produce an
organization that can provide effective federal oversight of the nation’s nuclear
weapons complex. All of GAO'’s recommendations can be implemented under the ex-
isting NNSA Act.

Ms. TAauscHER. Given the difficulties in establishing the NNSA as a semi-autono-
mous agency within DOE, can you elaborate on why GAO disagrees with calls for
a wholly independent NNSA?

Mr. ALoise. We do not support amending the NNSA Act to create an independent
NNSA because we do not believe that the NNSA Act has been given a real chance
to work. As we document in our report, the Secretary of Energy at the time of
NNSA's creation vigorously opposed the creation of the Administration. Con-
sequently, DOE'’s Implementation Plan for the establishment of NNSA never identi-
fied how the two organizations would work together. In this environment, we found
a patchwork of often dysfunctional relationships between NNSA and its counter-
parts in DOE. More recently, in his statement before the Subcommittee, the current
Secretary of Energy expressed reservations about the NNSA Act, potentially under-
mining any attempts to make the act work. Finally, it is important to recognize that
there is no perfect organizational structure. In our view, changing structures now
would only cause more time to be spent reorganizing and realigning, taking time
away from the important task of ensuring that our nation’s nuclear programs are
managed effectively and efficiently.

Ms. TauscHER. How critical are the management recommendations you make to
the successful execution of such major initiatives as the Department’s Complex 2030
plans and Reliable Replacement Warhead program? What are the risks to these ini-
tiatives if your recommendations are not implemented?

Mr. ALoise. Over the last several years we have documented significant project
and program management weaknesses associated with NNSA's largest efforts in-
cluding the National Ignition Facility (NIF) project, the Stockpile Life Extension
Program (SLEP), and NNSA'’s program for developing a process for certifying that
the stockpile is safe and reliable, known as the Quantification of Margins and Un-
certainty (QMU).1 These weaknesses resulted in major cost increases and schedule
slippages.

1See, for example, National Ignition Facility: Management and Oversight Failures Caused
Major Cost Overruns and Schedule Delays, GAO/RCED-00-271 (Washington, D.C.: Aug. 8,
2000); Nuclear Weapons: Opportunities Exist to Improve the Budgeting, Cost-Accounting, and
Management Associated with the Stockpile Life Extension Program, GAO-03-583 (Washington,
D.C.: July 28, 2003) and Nuclear Weapons: NNSA Needs to Refine and More Effectively Manage
Its New Approach for Assessing and Certifying Nuclear Weapons, GAO-06-261 (Washington,
D.C.: Feb. 3, 2006).
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While NNSA has addressed some of our past findings, our January 2007 report
for the Subcommittee found that additional effort will be needed to address the
project and program management weaknesses that still exist at NNSA. Because the
Reliable Replacement Warhead (RRW) and transformation of the complex represent
a project and a program that vastly exceed the scale of the NIF and SLEP efforts,
we believe that it is vital to improve project and program management in order to
avoid the cost and schedule overruns that have characterized past NNSA efforts.

Ms. TauscHER. The Defense Science Board recently recommended that the NNSA
be reorganized as a “National Nuclear Weapons Agency” with the administrator re-
porting to the President through a board of directors that would be chaired by the
Secretary of Defense, with the Secretary of Energy, Secretary of Homeland Security,
and Director of National Intelligence also serving on the board.

What are GAO's views on the Defense Science Board's recommendation to remove
NNSA from DOE and establish it as a separate agency?

Mr. ALoise. We reviewed the Board’'s recommendation as part of our work and
met with the Chairman of the Board to discuss its proposal. We did not find any
evidence that convinced us that implementing the proposed reorganization would
necessarily improve the security or management weaknesses we identified. More-
over, as we noted above, such a large-scale reorganization would distract NNSA, or
its successor, from addressing the root causes of its management problems which
involve not having the right people, with the right skills, in the right places to pro-
vide effective federal security and management oversight of NNSA’s contractors.

Ms. TAUsCHER. In its technical comments on your report, DOE’s Office of General
Counsel indicates that it believes that the NNSA Act's prohibitions on “authority,
direction and control” have prevented DOE and NNSA from better defining their
working relationship.

Do you agree with that view?

Mr. ALoise. As discussed in our report, within the construct of the NNSA Act,
several offices within DOE and NNSA have attempted to develop policies and agree-
ments on how they will interact. While some of these policies and agreements were
adopted, their adoption has not guaranteed good working relationships. Instead, be-
cause the officials in the involved offices have not followed the policies and/or have
not communicated with each other effectively, organizational conflict has resulted.
This outcome is not the result of the NNSA Act, but rather is the result of the ac-
tions of NNSA and DOE officials.

Ms. TauscHER. The 1999 report of the President’'s Foreign Intelligence Advisory
Board (PFIAB) described a DOE management of the nuclear weapons complex as
a “dysfunctional bureaucracy” that embodied “science at its best and security at its
worst.”

To what extent do you believe that NNSA has addressed the problems identified
in the PFIAB report that led to its creation?

Mr. ALoise. As we stated in our report to the Subcommittee, we believe that
NNSA has made some progress in addressing the findings of the PFIAB report. Spe-
cifically, NNSA has streamlined its organization and improved the lines of authority
and accountability. It has also implemented an improved financial management sys-
tem through its Planning, Programming, Budgeting and Evaluation (PPBE) process.
Moreover, in response to the revised Design Basis Threat, NNSA sites have made
significant improvements in how they physically protect weapons grade material.
Nevertheless, as we document in our report, significant weaknesses remain in
NNSA'’s security and management programs, particularly with respect to cyber secu-
rity.

Ms. TAauscHER. As the Secretary testified, many of the security breaches that
have occurred in the nuclear weapons complex have occurred at Los Alamos Na-
tional Lab.

What should be done differently by the following entities to improve the security
posture at the Los Alamos National Laboratory?

(1) Management and Operating Contractor?

(2) NNSA?

(3) Department of Energy?

Mr. ALoise. We did not directly study the security activities of the Management
and Operating (M&O) contractor as part of our work for the Subcommittee. How-
ever, we would note that the DOE Inspector General’'s recent Special Inquiry on
cyber security at Los Alamos National Laboratory (LANL) found weaknesses
throughout the lab’s security program ranging from developing and implementing
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security policy through ensuring adequate internal controls over persons handling
classified information.?

Regarding NNSA, the key action NNSA needs to take to improve security at
LANL is to have an adequate and effective security staff at the Los Alamos Site
Office (LASO). However, as we documented in our report to the Subcommittee,
LASO has consistently not had sufficient staff, with up-to-date training to provnde
eﬁ:jective oversight to ensure that LANL meets its obligations under DOE's security
orders.

Turning to the Department of Energy, DOE needs to ensure that the Office of
Independent Oversight in DOE's Office of Health, Safety and Security provides com-
prehensive periodic oversight of both the NNSA and the LANL security programs.
While the Office of Independent Oversight has reviewed LANL frequently regarding
physical security improvements in the wake of September 11, the DOE Office of In-
spector General’s recent report on cyber security failures at LANL determined that
one of the causes of the problems had been infrequent inspections by the Office of
Independent Oversight.

Ms. TAuscHER. Cyber security policy has been identified as an area of weakness
by a number of review panels, including your report.

What do you see as the Department’s role in establishing and maintaining both
a proper cyber security policy and posture in the nuclear weapons complex?

Mr. ALoise. Under the construct of the NNSA Act, it is the Department’s respon-
sibility to establish policy—such as in the area of cyber security—and NNSA's re-
sponsibility to implement that policy effectively. In response to a cyber attack in
2005 that successfully penetrated and removed detailed personnel information on
more than 1,500 employees, DOE’s Office of Chief Information Officer (CIO) issued
a February 2006 Revitalization Plan to systematically upgrade DOE'’s cyber security
posture over a 12-month period. In light of the most recent failures at LANL, in
our view, it remains an open question whether this plan has been effectively imple-
mented. While we did not address the Revitalization Plan as part of our work for
the Subcommittee, we have recently been asked to do so by the House Committee
on Energy and Commerce.

Ms. TAauscHER. How do you assess the Department'’s effectiveness in working with
NNSA in the cyber security area?

Mr. ALoise. In our report to the Subcommittee, we identified difficult working re-
lationships between the NNSA CIO and the DOE CIO as an example of where orga-
nizational conflict has resulted. Since both offices have a major influence on the ef-
fectiveness of NNSA's implementation of DOE's cyber security polices, we would ex-
pect that this lack of effective working relationships has reduced NNSA's effective-
ness in the cyber security area.
st. TAUSCHER. Your report lays out 21 recommendations to improve the operation
of NNSA.

How do the management problems you found at NNSA compare with the rest of
DOE?

Mr. Acoise. Unfortunately, many of the same problems with cost and schedule
slippage we see on NNSA’'s major projects also occur throughout the Department.
The root causes are also the same—weak project and program management and
oversight.3

Ms. TAuscHER. Do you believe that if the Department of Energy (DOE) and
NNSA implement your recommendations NNSA will become a more effective agen-
cy?

Mr. ALoise. Our recommendations were intended to provide a targeted, but com-
prehensive solution to the major organizational; security; and project, program and
financial management weaknesses at NNSA. If fully implemented, we believe our
recommendations will result in more effective oversight of the nation’s nuclear
weapons programs.

QUESTIONS SUBMITTED BY MR. ROGERS

Mr. RoGeRs. For more than 30 years, the International Nuclear Analysis (INA)
program has provided the U.S. government with information and analysis to sup-

2DOE, Office of the Inspector General, Special Inqmry on “Selected Controls over Classified
Information at the Los Alamos National Laboratory (Washington, D.C.: Nov. 27, 2006).

3See, for example, Hanford Waste Treatment Plant: Contractor and DOE Management Prob-
lems Have Led to Higher Costs, Construction Delays, and Safety Concerns, GAO-06-602T
(Washington, D.C.: April 6, 2006) and Nuclear Waste: Absence of Key Management Reforms on
Hanford’s Cleanup Project Adds to Challenges of Achieving Cost and Schedule Goals, GAO-04—
611, (Washington, D.C.: June 9, 2004).
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port various non-proliferation and intelligence efforts. This program has tracked the
flow and modeled the use of nuclear materials throughout the world, and is consid-
ered by many users to be a critically important tool in monitoring materials that
could be used by terrorist, including some 200,000 tons of spent nuclear fuel and
200,000 tons of plutonium. The National Nuclear Security Administration (NNSA)
abruptly terminated funds for this program for fiscal year 2007 stating they will re-
place it with alternative freely available information. It is my understanding that
many of the “freely available” databases do not have the detail or the most up-to-
date information that is necessary in today’s volatile non-proliferation arena. There
is strong concern that termination of INA will break the uninterrupted chain of ma-
terials monitoring in raise the prospect that the validity and reliability of the pro-
gram will be lost.

Please provide a detail plan on how the Department non-proliferation intelligence
program would be projected to replace the capabilities and resources that INA cur-
rently provides. Please identify the number of Department personnel who would
take the INA responsibility, and the allocated cost of their time and required sup-
port.

Secretary BopmAN. The Department of Energy (DOE) has been relying on public
and internal nuclear related databases to provide DOE program managers and staff
with valuable unclassified and classified information on the status and direction of
nuclear and radiological activities around the world for many decades. While the at-
tached list is by no means comprehensive it does illustrate the breath of data avail-
able from existing databases other than INA. These databases provide a more com-
prehensive overview of nuclear and radiological facilities and materials of national
security and non-proliferation interest than is available from the INA database. The
information in these databases is timely, accurate, comprehensive, and more directly
valuable to DOE programs than the INA database. Data is verified to ensure integ-
rity by the IAEA and the Department’s laboratories and programs. Furthermore,
the information in these databases is available to DOE programs on a need to know
basis at little or no extra cost to DOE because the tracking of this information is
a fundamental element of each programs day-to-day mission to implement their pro-
gram. These databases include:

and Test Reactors

Database Source Classification of Data

Power Reactor Information International Atomic Unclassified

System Energy Agency

Research Reactor Database International Atomic Unclassified
Energy Agency

International Nuclear International Atomic Unclassified

Information System Energy Agency

Foreign Fissile Material Data Idaho National Laboratory Unclassified

Inventory

Nuclear Fuel Supply and Price Department of Energy Unclassified

Report (NE-1)

Kazakhstan Spent Fuel DOE/NA-21 OUO/FGI

Disposition

Russian Research Reactor Fuel NA-21 Official Use Only

Return

Reduced Enrichment for Research | NA-21 Official Use Only

QUESTIONS SUBMITTED BY MR. JOHNSON

Mr. JoHNsON. Please identify and explain what the “freely available” sources for
this information will be, and provide the justification that this activity will be as
timely, accurate, and comprehensive as the information that INA has provided to
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date. |1 am particularly concerned about how this open source information will be
verified to ensure it is not being manipulated by any entity which would wish to
hide the diversion of dangerous nuclear material.

Secretary BobmAN. The Department of Energy (DOE) has been relying on public
and internal nuclear related databases to provide DOE program managers and staff
with valuable unclassified and classified information on the status and direction of
nuclear and radiological activities around the world for many decades. While the at-
tached list is by no means comprehensive it does illustrate the breath of data avail-
able from existing databases other than INA. These databases provide a more com-
prehensive overview of nuclear and radiological facilities and materials of national
security and non-proliferation interest than is available from the INA database. The
information in these databases is timely, accurate, comprehensive, and more directly
valuable to DOE programs than the INA database. Data is verified to ensure integ-
rity by the IAEA and the Department’s laboratories and programs. Furthermore,
the information in these databases is available to DOE programs on a need to know
basis at little or no extra cost to DOE because the tracking of this information is
a fundamental element of each programs day-to-day mission to implement their pro-
gram. These databases include:

and Test Reactors

Database Source Classification of Data

Power Reactor Information International Atomic Unclassified

System Energy Agency

Research Reactor Database International Atomic Unclassified
Energy Agency

International Nuclear International Atomic Unclassified

Information System Energy Agency

Foreign Fissile Material Data Idaho National Laboratory Unclassified

Inventory

Nuclear Fuel Supply and Price Department of Energy Unclassified

Report (NE-1)

Kazakhstan Spent Fuel DOE/NA-21 OUO/FGI

Disposition

Russian Research Reactor Fuel NA-21 Official Use Only

Return

Reduced Enrichment for Research | NA-21 Official Use Only
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