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HEARING ON SECURITY CLEARANCES

WEDNESDAY, FEBRUARY 27, 2008

HOUSE OF REPRESENTATIVES,
PERMANENT SELECT COMMITTEE ON INTELLIGENCE,
SUBCOMMITTEE ON INTELLIGENCE COMMUNITY MANAGEMENT,
Washington, DC.

The subcommittee met, pursuant to call, at 9:31 a.m., in room
340, Cannon House Office Building, the Hon. Anna G. Eshoo
(chairwoman of the subcommittee) presiding.

Present: Representatives KEshoo, Holt, Ruppersberger, Tiahrt,
and Issa.

Chairwoman EsH00. Okay, I think we will begin.

Good morning, everyone. I thank you for being here.

I again offer not only my apology but the apologies of the sub-
committee for your very long wait in December. As I said to you
informally, it was a day that quickly turned into chaos with all
that we had on the floor. And your time is just as important as ev-
eryone else’s, so, again, my apologies and also my welcome this
morning for this important hearing.

Security clearances are the gateway to our national security es-
tablishment. Everyone in the Intelligence Community has to pos-
sess a security clearance to do their job, not just government em-
ployees but also the contractors who build satellites, maintain com-
puter systems and protect government officials. The security clear-
ance process fundamentally affects who is hired by the Intelligence
Community, how agencies share information and coordinate, and
how well we deter and prevent espionage.

For years, our security system was plagued by delays and ineffi-
ciencies. This hurt our national security, I believe, by making it
harder to hire good people who couldn’t wait months or, in some
cases, years to know if they have a job. It hurt contractors who
couldn’t get clearances fast enough to bid on classified programs.

The clearance system was primarily developed for the Cold War,
when the concern was communism. In that environment, we tended
to exclude people who had relatives overseas. This meant that our
Intelligence Community was not very diverse. Today we need peo-
ple who can blend this all over the world. We need people who un-
derstand the cultural context and speak the languages of countries
where terrorists are likely to hide.

When the clearance system was developed, we dealt in paper
records, not electronic files. Investigators knocked on doors; I think,
in many cases, they still do. Today, people make paperless, complex
financial transactions over the Internet and use social-networking
programs. So we have to find ways to leverage these technological
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developments in the clearance process to both streamline the sys-
tem and identify security risks.

Three years ago, Congress passed the Intelligence Reform and
Terrorism Prevention Act. The legislation established some require-
ments for improving the security clearance process, government-
wide.

The House Armed Services Committee recently held a similar
hearing as this one to discuss the DOD’s progress on improving the
security clearance process. Many of the agencies that this com-
mittee oversees are responsible for their own security clearance
processes and, thus, may have a different perspective on the gov-
ernment’s progress.

I hope the witnesses—and, again, welcome to each one of you—
will address a few key questions. One, how does the Intelligence
Community handle their security clearance process compared to
the rest of the government? Two, what are the strengths and weak-
nesses of the Intelligence Community’s current security clearance
process? Three, how do we evaluate the effectiveness of the pilot
program for security clearance reform? Four, how do we ensure
that the security clearance process helps meet our Nation’s goals
to hire good people and to protect classified information? So those
are the key areas I think that we need to explore.

Today’s witnesses are the Honorable Clay Johnson, III, Deputy
Director for Management at OMB; Mr. Eric Boswell, Assistant
Deputy DNI for Security; Ms. Kathy Dillaman, Associate Director
of the Federal Investigative Services at OPM; Ms. Brenda Farrell,
the Director of Military and Civilian Personnel and Health Care—
this is a real mouthful—Defense Capabilities and Management at
the GAO.

Mr. Johnson, Mr. Boswell and Ms. Dillaman will provide testi-
mony about the efforts to transform the security clearance process,
and Ms. Farrell is going to provide the members with historical
perspective on the challenges we faced in the past with the security
clearance process and what strengths and weaknesses exist in the
current system.

The GAO has issued many reports over the last decade, decade
and a half. I have plowed through several of them, and they are
highly instructive, and I thank you for your work.

She is also going to advise committee members on what objective
metrics we should use to evaluate the progress under the adminis-
tration’s reform efforts.

So we look forward to the witnesses’ testimony.

And I would like to welcome and recognize Mr. Issa, another
member of the California congressional delegation, who is the dis-
tinguished ranking member of the subcommittee.

Mr. Issa.

Mr. Issa. Thank you, Madam Chair. This is the California sub-
committee of the House intelligence.

Mr. Johnson, Ambassador Boswell, Ms. Dillaman and Ms.
Farrell, there is nothing more bipartisan on the House Intelligence
Committee than, in fact, getting the clearance process right. Your
testimony is greatly appreciated.

And reforming the security process will be the subject today, and
I do appreciate that there have been improvements. The develop-
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ment of electronic forms and that reduction of paperwork and the
continuity is a critical direction that was long overdue.

But we still hear of major concerns in a number of areas, most
notably the Arab, Muslim and the other communities of outreach
most essential if we are to understand and be able to make effec-
tive contact in the areas that, today, occupy most of our defense
and intelligence resources.

Our intelligence community relies heavily upon domestic, human
assets to analyze information from areas of the world that are
quite alien to us. One of the most important and volatile areas of
the world, the Middle East, is an area in which the people ana-
lyzing it often have no firsthand knowledge of that part of the
world. Americans with such knowledge apply for security clear-
ances every day, in hopes that they can serve their country in an
intelligence capacity. Sadly, many applicants are turned down be-
cause of foreign contacts they maintain in the Middle East.

While we need to ensure that security clearances only go to ap-
plicants whose loyalties to the United States are unquestionable,
we should not assume that individuals’ allegiances are suspect sim-
ply because they have friends or family in the Middle East. The
very reason they have detailed knowledge of the reason and its lan-
guage and its customs is primarily because of those contacts and
their history.

The Intelligence Director, Mike McConnell, addressed this issue
of hiring Arab and Muslim Americans at his nomination hearing
over a year ago. Though he is not here today, I am interested to
hear what the Intelligence Community has done under his leader-
ship to improve the ability of Arab Americans and others to suc-
cessfully apply for security clearances.

Beyond the specific issue of Arab-American security clearances,
Congress has tried to improve the security clearance process by
placing certain provisions in the Intelligence Reform and Terrorism
Prevention Act of 2004. That required the administration to dras-
tically reduce timelines and modernize the process by leveraging
technology.

Unfortunately, we did not address the broader issues, such as
how facility clearances are obtained and maintained, how informa-
tion systems are certified and accredited. And I understand that,
in addition to gaining personnel clearances, both the security-re-
lated issues greatly impact industry’s ability to deliver capability
on behalf of the Nation’s security. In short, we do not have a sys-
tem for a cleared defense contractor or contract person to go from
facility to facility and take, in a seamless way, their capability with
them.

I appreciate the fact that the Intelligence Community has found
ways to make it relatively easy for Members of Congress to travel
around the world to both public and private places, and somehow
our clearances quickly arrive, and we seem to always be well-
screened and immediately put through. It would be wonderful if
that same level of capability were there for all of those who have
real need to know and real contribution to give.

Also, I understand the administration has designated the Office
of Personnel Management, OPM, as the lead agency for security
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clearance reform efforts. My question is, does the OPM own the en-
tire end-to-end process? I rather doubt it.

I understand that the impression that the OPM performed all
background investigations is simply not true. The adjudication and
access granted individually by each agency and each agency having
their own individual process makes it impossible to truly say that
the OPM is anything other than an interesting umbrella group.

I am not proposing today that we strip individual agencies of
their capability to make the final decisions, but it is very clear that
if we are to have a 30-day or 60-day clearance process to become
a reality, that we are going to have to have a single form, a single
sheet, a single process, and ultimately a take-it-or-leave-it by the
various agencies. That does not exist today.

I am looking forward to your testimony and the questions beyond
the scope of just this introduction. And I thank you very much for
being here today.

And hopefully OPM-bashing is not what you interpret that I am
doing, but rather recognizing that, inherently, if we give a lead
agency some authority but not all authority, we really give them
no authority.

Thank you, Madam Chair. And I yield back.

Chairwoman EsH00. Thank you, Mr. Issa.

I call on Mr. Tiahrt, a diligent, thoughtful member of the sub-
committee and the full committee.

Mr. TiAHRT. Thank you, Madam Chair. And I guess I am from
eastern California.

Mr. IssAa. We will make you honorary for today only.

Mr. T1AHRT. I am glad to be here from Kansas. I am very con-
cerned about the clearances. I do have a hearing at 10 o’clock, and
I am the ranking member and have to attend. But I appreciate the
testimony and especially the good work the GAO has done. And I
am looking forward to whatever the comments are going to be.

Chairwoman EsHO0O. Thank you.

Thank you for being here this morning.

We will start with Ambassador Boswell, with his testimony, and
move across the table.

And I think, if I might suggest this, that you keep your com-
ments brief or maybe summarize what you would like to say, so
that we can have a good give-and-take in asking questions and
really drill down to some of these areas. I know you come fully pre-
pared. I don’t want you to think we are diminishing what you have
to offer. But I think, in these hearings, the more we get to ask
questions and hear your answers, there is a fullness of what we
will draw out of the hearing.

So, again, good morning.

And thank you to you, Ambassador Boswell. This is your time.
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STATEMENTS OF MR. ERIC BOSWELL, ASSISTANT DEPUTY DI-
RECTOR OF NATIONAL INTELLIGENCE FOR SECURITY; HON.
CLAY JOHNSON, DEPUTY DIRECTOR FOR MANAGEMENT, OF-
FICE OF MANAGEMENT AND BUDGET; MS. KATHY L.
DILLAMAN, ASSOCIATE DIRECTOR, FEDERAL INVESTIGA-
TIVE SERVICES DIVISION, OFFICE OF PERSONNEL MANAGE-
MENT; MS. BRENDA S. FARRELL, DIRECTOR OF DEFENSE CA-
PABILITIES AND MANAGEMENT, GOVERNMENT ACCOUNT-
ABILITY OFFICE

STATEMENT OF ERIC BOSWELL

Mr. BOSWELL. Thank you, Madam Chairwoman. I am happy to
be here at this “California subcommittee.” I feel quite at home
here; I am a California resident myself.

Mr. IssA. They will all move to California eventually.

Mr. BosweELL. Chairwoman Eshoo, Mr. Issa and distinguished
members of the subcommittee, thank you for the opportunity to be
here to discuss security clearance reform. I am very pleased to be
with my colleagues, Mr. Clay Johnson, Ms. Kathy Dillon, and my
GAO colleague.

As this subcommittee is very aware, the Intelligence Reform and
Terrorism Prevention Act of 2004 established the first-ever legis-
lated measures of success with regard to the timeliness of security
clearance processing with goals for 2006 and 2009. While helpful,
these measures include only the investigation and adjudication seg-
ments of the process and do not, on their own, provide for end-to-
end process performance measures nor capture all of the opportuni-
ties for improvement that would result in a timelier, less burden-
some process for applicants.

While the Intelligence Community agencies that conduct their
own investigations and adjudications are compliant with current
IRTPA goals, the existing process is not, in our estimation, likely
to allow these agencies to achieve the additional efficiencies to
meet the 2009 objectives.

Recognizing that transformational change will be required to
meet such future need, the Director of National Intelligence has
agreed that security clearance reform should be a top priority, as
evidenced by its inclusion in his 100-day and 500-day plans. The
DNTI’s call for improvements to the security clearance process is
matched by the Secretary of Defense, who has placed security
clearance reform as one of the Department of Defense’s top trans-
formation priorities.

The intelligence and defense partnership on this issue is a driv-
ing force in shaping the efforts to achieve meaningful change. To-
gether, these senior leaders established the Joint Security Clear-
ance Process Reform Team, which I will call the Joint Team from
here on. The two leaders of this team are behind me here: John
Fitzpatrick, who is Director of the Special Security Center at the
ODNI, and Elizabeth McGrath, who is a Deputy Under Secretary
for Defense.

The Joint Team conducts its activities with the oversight and
concurrence of OMB and the participation of other agency partners.
Most notable in this regard is OPM, whose Director has joined the



6

DNI, DOD and OMB as a champion of the newly integrated secu-
rity and suitability reform effort.

This expanded partnership highlights the finding that the proc-
ess for determining eligibility for access to classified information,
suitability for Federal employment, eligibility to work on a Federal
contract, and granting access to federally controlled facilities and
information systems rely on very similar background data. How-
ever, the processes for collecting and analyzing that data are not
sufficiently coordinated. Therefore, the overall scope of the reform
effort now encompasses aligning security clearances and Federal
employment suitability to ensure that the executive branch exe-
cutes these authorities within a framework that maximizes effi-
ciency and effectiveness.

The importance of this project was underscored on February 5th
of this year when the President issued a memorandum acknowl-
edging the work of the combined group and directing the heads of
executive departments and agencies to provide all information and
assistance requested by the Director of OMB in this important en-
deavor.

The memo also directs the Director of OMB, the Director of
OPM, the Assistant to the President for National Security Affairs,
the DNI and the Secretary of Defense to submit to the President
an initial reform proposal not later than April 30, 2008, that in-
cludes, as necessary, proposed executive and legislative actions to
achieve the goals of this reform.

In the current phase of its activity, the Joint Team is conducting
concurrent work in three areas: information technology, policy de-
velopment, and targeted demonstration activity that seeks to vali-
date innovations in the new process design.

The primary innovations driving the transformation involve the
use of more automated processes and data-collection mechanisms
that aim to significantly reduce processing times across the secu-
rity clearance life cycle by eliminating manual, time-consuming
processes. The new process proposes the use of new investigative
tools, an end-to-end information management system, a continuous
risk-management philosophy, and efficient standardized business
practices. There is more detail on this in my statement for the
record.

While the Joint Team will make every effort to identify and rec-
ommend deployment of near-term improvements, it is equally im-
portant to note that end-to-end transformation across the govern-
ment will take time, resources and the concerted effort of all imple-
menting agencies.

In another important area, an area that Mr. Issa mentioned in
his statement, modifications to Intelligence Community hiring poli-
cies are being made to allow for the hiring of first- and second-gen-
eration Americans or “heritage” Americans. This effort includes
careful consideration of ways to balance risk while increasing op-
portunity for such citizens to be considered by the clearance proc-
ess.

We have studied existing programs within the community that
may offer a model for other IC agencies to build upon. We fully ex-
pect a near-term outcome of this DNI-level policy change to result
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in more applications from heritage Americans and ultimately a
more robust mission capability within the IC.

I am confident that sufficient executive commitment exists to en-
sure that security clearance reform will be achieved.

Madam Chairman, that concludes my statement, and I welcome
any questions.

[The statement of Mr. Boswell follows:]
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STATEMENT FOR THE RECORD BY THE

ASSISTANT DEPUTY DIRECTOR OF NATIONAL INTELLIGENCE
FOR SECURITY

BEFORE THE

HOUSE PERMANENT SELECT COMMITTEE ON INTELLIGENCE
SUBCOMMITTEE ON INTELLIGENCE COMMUNITY MANAGEMENT

OPEN HEARING ON SECURITY CLEARANCE REFORM

FEBRUARY 27, 2008

Introduction

Chairwoman Eshoo, distinguished Members of this subcommittee: Thank you for the
opportunity to discuss security clearance reform and the role it plays in strengthening this
nation’s security. Iam pleased to be joined by my colleagues from the Office of Management
and Budget (OMB) and the Office of Personnel Management (OPM), two critical partners in

this initiative to reform the security clearance process.

Security Clearance Reform

As this subcommittee is well aware, the Intelligence Reform and Terrorism Prevention
Act (IRTPA) of 2004 established the first ever legislated measures of success with regard to the
timeliness of security clearance processing, with goals for 2006 and more ambitious goals for
December, 2009. While helpful, those measures include only the investigation and adjudication
segments of the process, and do not on their own provide for end-to-end process performance

measures, nor capture all of the opportunities for improvement that would result in a timelier,
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less burdensome process for applicants. While the Intelligence Community (IC) agencies that
conduct their own investigations and adjudications are compliant with current IRTPA goals, the
existing process is not, in our estimation, likely to allow those agencies to achieve the additional
efficiencies needed to meet the 2009 objectives. Recognizing that transformational change will
be required to meet such future needs, the Director of National Intelligence (DNI) has identified
security clearance reform as a top priority. His 100- and 500-Day Plan improvements focus on
security clearance reform both across the Intelligence Community and in the national level
context where the Department of Defense (DoD), the Office of Management and Budget (OMB),

the Office of Personnel Management (OPM), and other agencies are also engaged.

The DNI's call for improvements to the security clearance process is matched by the
Secretary of Defense, who has placed security clearance reform as one of the Department’s Top
25 Priorities. I note that the Intelligence and Defense partnership on this issue is a driving force
in shaping the efforts to achieve meaningful change. Together these senior leaders established
the Joint Security Clearance Process Reform Team (Joint Team), charging this expert group to
develop a transformed, modernized, fair, and reciprocal security clearance process for the
Intelligence and Defense communities, that would ultimately be applicable across the Executive
Branch. The Joint Team conducts its activities with oversight and concurrence of OMB, and the
participation of other agency partners. Most notable in this regard is OPM, whose Director has
joined the DNI, DoD and OMB as a Champion of a newly integrated Security and Suitability
reform effort. This expanded partnership highlights the finding that the processes for
determining eligibility for access to classified information, suitability for Federal employment,

eligibility to work on a Federal contract, and granting access to Federally-controlled facilities
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and information systems rely on very similar background data; however, the processes for
collecting and analyzing that data are not sufficiently coordinated. Therefore, the overall scope
of the reform effort now encompasses aligning security clearances and federal employment
suitability, to ensure the Executive branch executes these authorities within a framework that
maximizes efficiency and effectiveness. The importance of this project was underscored on
February 5, 2008, when the President issued a memorandum acknowledging the work of this
combined group and directing the heads of executive departments and agencies to provide all
information and assistance requested by the Director of OMB in this important endeavor. The
memo also directs the Director of the OMB, the Director of the OPM, the Assistant to the
President for National Security Affairs, the DNI, and the Secretary of Defense, to submit to the
President an initial reform proposal not later than April 30, 2008, that includes, as necessary,

proposed executive and legislative actions to achieve the goals of reform.

Returning to the topic of Joint Team activity, in its first phase, concluding in August
2007, the Joint Team delivered a proposal for a transformed security clearance system that would
meet the IRTPA timeline goals, while ensuring quality and cost are balanced to serve the
enterprise of clearance transactions. The Joint Team is currently executing a series of
demonstration projects to validate the key innovations that comprise the transformed process.
The primary innovation driving the transformation is the use of new technologies that aim to
significantly reduce processing times across the security clearance lifecycle by eliminating
manual, time-intensive processes. The new process proposes the use of modern investigative
tools, an end-to-end information management system, an enlightened risk management

philosophy, and efficient, standardized business practices. Given the importance of the security
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clearance process in controlling access to information that affects national security, the
demonstration projects will assess these new technologies for their ability to reduce processing

times without compromising rigorous standards for those who hold security clearances.

Upon completion of these demonstrations, and in accordance with the President’s
direction, the Joint Team will evaluate the results and make adjustments as appropriate to the
process. In parallel with the demonstration projects, the Team will identify and recommend
relevant policy, statute and executive order changes that will be needed to enable the
implementation of the transformed security clearance process. While the Joint Team will make
every effort to identify and recommend deployment of near-term improvements, it is equally
important to note that end-to-end transformation across the Government will take time, resources

and the concerted efforts of all implementing agencies.

The Joint Team’s process has been inclusive of government and industry expertise, and
has taken into account the existing base of research and recommendations for improving the
process. We routinely provide status briefings to national industrial security working groups and

associations and have received positive feedback and support for our efforts to date,

Additionally, modifications to IC hiring policies are being made to allow for the hiring of
first and second generation, or heritage, American candidates. This effort includes careful
consideration of ways to balance risk while increasing opportunity for such citizens to be
considered by the clearance process. We have studied existing programs within the Community

that may offer a model for other IC agencies to build upon. We fully expect the near-term
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outcome of this DNI-level policy change to result in more applications from heritage Americans

and ultimately a more robust mission capability within the IC.

I am confident that sufficient executive commitment exists to ensure that security
clearance reform will be achieved. In addition to those testifying here today, senior government
officials—DNI McConnell, DoD Secretary Gates, OPM Director Springer among them——are the
driving forces behind this reform effort. These leaders have imposed an aggressive timeline for
the reform process. Their leadership, their commitment of their time and attention, will keep

security clearance reform a top priority.

Conclusion

Chairwoman Eshoo, thank you for the opportunity to discuss this import matter today.
We are deeply committed to this joint reform effort, and because of your interest and the
commitment from the senior leadership within the Administration to this initiative, I believe we
can maintain our aggressive posture to ensure the effective, efficient and timely completion of

security clearance reform.
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Chairwoman EsH00. Thank you.

I would like to welcome to the hearing this morning Congress-
man Holt, another diligent, very thoughtful, intelligent member of
this subcommittee.

Mr. JOHNSON, WELCOME. And we look forward to your testimony.

STATEMENT OF CLAY JOHNSON

Mr. JOHNSON. Thank you. Chairwoman Eshoo, Ranking Member
Issa, members, thank you for having this hearing today. I will be
very, very brief, so we can get to questions, and I will try not to
duplicate what I know Kathy is going to talk about and what Eric
has already talked about.

I want to make it very clear to this committee that significant
progress—significant progress—has been made to reform the secu-
rity clearance process. Yes, the emphasis has been on improving
the timeliness of the process, but that has been the primary prob-
lem. There are other issues, which you have identified in your
opening statements, but the primary issue that we have been ad-
dressing here is the primary issue, which is timeliness.

We talked about the opportunity for technology and paperless,
quicker access to electronic records and so forth being a huge op-
portunity. Our focus to date, for the last 2 years, has been—while
we have developed plans to pursue these other opportunities, our
primary focus in the last 2 years has been on the basics, which is
expand the capacity to do the work—that was the primary prob-
lem—and to improve the accountability for doing the work as called
for. We have accomplished that. Kathy will talk about the inves-
tigative capacity expansion at OPM. But we have made significant
strides.

This is great, but we are not where anybody wants to be. The In-
telligence Community I think reluctantly agrees that there has
been some improvement, but they believe that there is more to go
still, and we do too. And everybody wants to be at a different place
than we are now, even though we have made significant strides.

Currently, it takes too long to retrieve all records and informa-
tion. It takes too long to adjudicate particularly industry requests.
And it takes too long to move information and files around.

Longer term, as Eric talked about, we need to transform the sys-
tem. There is a very impressive effort under way, involving every-
body, to make this happen. I am confident that we are going to end
up where we want to be.

One of the really fantastic parts about this process is everybody
wants this to work. Everybody is committed to making this happen.
Nobody likes any aspect of the current state of affairs. Industry
wants it to change, agencies want it to change, you want it to
change. There is not divisiveness on this. It is, “Let’s do it, let’s do
it well, and let’s do it magnificently.” And that is our plan. And our
goals are high, and we are working very hard on it and making
great strides.

[The statement of Mr. Johnson follows:]
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Statement of the Honorable Clay Johnson

Deputy Director for Management
Office of Management and Budget

before the

House Permanent Select Committee on Intelligence
Subcommittee on Intelligence Community Management

February 27, 2008

Attached is evidence recent security clearance timeliness is significantly improved over
2005, and equal to — and in some cases better than — statutory goals.

Current efforts to improve the security clearance process include:
Better agency management of/accountability for improved timeliness, with better
performance information to make it possible. In the past, agencies generally were
not held accountable for the timeliness of security clearances.
Expanded investigation, records retrieval and adjudication capacity. Agencies have
identified and, in most cases, acquired the staff and contractor support needed to
accomplish their security clearance goals.
Faster (electronic)/more accurate transfer of security clearance applications to the
investigative agency and investigative files to the adjudicating agency.
Greater reciprocal acceptance of other agencies” security clearances.
Prioritized focus on the timeliness of initial investigations (getting new people on
the job), versus reinvestigations.

The primary impediments to significant short term reform have been:
The lack of timely access to relevant records primarily with states and the FBI,
where significant process changes are required but difficult.
Extra time (currently 25 days) required to adjudicate Industry cases at DoD because
of extra steps now deemed unnecessary.

Going forward, we will continue to hold agencies accountable for achieving the timeliness
improvement goals they agreed to.

Additionally, we are researching ways to transform the current process, to possibly:
Obtain more information from the subject and electronic data providers.
¢ Make all files electronic.




16

Assess security risk of individuals more continuously.
Ensure suitability and clearance standards and capabilities are aligned with each
other.
The President has asked for the initial proposals for reform by April 30, 2008, with
additional proposals following promptly.

Thank you for inviting me.



17

REPORT OF
THE SECURITY CLEARANCE OVERSIGHT GROUP

CONSISTENT WITH

TITLE 111 OF THE INTELLIGENCE REFORM AND TERRORISM
PREVENTION ACT OF 2004

FEBRUARY 2008




18

Executive Summary

Federal agencies are currently making their security clearance determinations as quickly, end-to-
end, as called for by the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA).
For the agencies whose clearance investigations are conducted by the Office of Personnel
Management (OPM) (90% of the total):

Average Age of Top 80%: First Quarter, FY08

Goat! Performance
Initial Clearances 130 days 118 days, end-to-end
TS Reinvestigations 220 days 217 days, end-to-end

To achieve the December 2009, timeliness goal of 74 days (44 days faster than current
performance), the security clearance community needs to complete the elimination of all
backlogs, digitize more of its processes, and identify and implement additional process reforms.

Background

To increase attention to and accountability for the timeliness and continued quality of the
investigations and adjudications required to grant security clearances, IRTPA requires each
adjudicative agency to make a security clearance determination:

— By the end of calendar year 2006, on at least 80% of all initial applications in an average
of 120 days or less: an average of 90 days or less to complete the investigation and an
average of 30 days or less to complete the adjudication.

— By the end of calendar year 2009, on at least 90% of all initial applications in an average
of 60 days or less, to the extent practicable: an average of 40 days or less to complete the
investigation and an average of 20 days or less to complete the adjudication.

Prior to IRTPA’s first reporting period, the average time to conduct the required investigation for
a Top Secret clearance was more than one year, and investigations for Secret/Confidential
clearances averaged 5 to 6 months.

Investigation Time Only FY04 | FY0S | FY06
Does not include adjudication time
Average Days for 392 347 286
Initial Clearance Top Secret days days days
Investigations Average Days for 179 155 157
Secret/Confidential | days days days
Reinvestigations 579 482 418
for Top Secret Average Days days days days

Throughout FY06, Government agencies increased their investigative and adjudicative capacity
and accountability for results. As a result, by IRTPA’s first reporting period in the First Quarter
of FY07, agencies generally conducted 80% of the requests for initial clearances as called for,

! Initial; The 12/06 IRTPA goal of 90 days for the investigation, the self-imposed, better-than-12/06-IRTPA goal of
25 days for the adjudication, and 14 for the initial transmission of the application.

Reinvestigation: 180 days for the investigation, 25 for the adjudication, and 14 for the initial transmission of the
application

i
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i.e., 90 days or less for investigations and 30 days or less for adjudications. This information
was included in last year’s February report to Congress

To improve on this performance, for the First Quarter of FY08 (December 2007), agencies
established as their goals to conduct:
— 85% of initial clearance investigations in an average of 90 days or less,
—~  80% of adjudications in an average of 25 days or less,
80% of initial clearances, end-to-end, in an average of 130 days or less, and
80% of reinvestigations, end-to-end, in an average of 220 days or less.

i

Performance (for agencies whose investigations are conducted by OPM)

For the First Quarter of FY 08, agencies supported by OPM granted:
~  80% of their Initial clearances, end-to-end, in an average of 118 days (goal = 130 days)
—  80% of their Reinvestigations, end-to-end, in an average of 217 days (goal = 220 days)

Investigations Adjudications End-to-End Time
Completed by OPM Completed and for Adjudications
Reported by Agencies Reported
First Quarter FY08 Average Average
Total Days for Total Days for | Average Days for
80%” 80%’ 80%"*
INITIAL =
CLEARANCES
All Agencies | 158,971 | 60 days 128,232 30 days 118 days
DoD Industry | 31,438 | 61 days 32,508 50 days 151 days
DoD Military/Civilian | 114,233 | 59 days 86,632 25 days 104 days
Non-DoD | 13,302 65 days 9,093 38 days 146 days
TOP SECRET
REINVESTIGATIONS
All Agencies | 19,782 | 119 days 16,382 70 days 217 days
DoD Industry | 8,052 114 days 5,079 139 days 267 days
DoD Military/Civilian | 9,013 | 117 days 8,837 52 days 192 days
Non-DoD | 2,717 141 days 2,466 31 days 213 days

For all of FY07 (details in Attachment 1):
~  80% of Initial clearances, end-to-end, took an average of 106 days.
~ 80% of Top Secret Reinvestigations, end-to-end, took an average of 167 days.

* Investigations Timeliness for all investigations received after October 1, 2006 and closed during this period
calculated from receipt of the full request for investigation to the completion of the investigation,

? Adjudication Timeliness calculated for reported adjudication actions taken during this period from date the
investigation was completed through the effective date of the adjudication action and does not include adjudication
of investigations scheduled before October 1, 2006. This includes an average of 4 to 6, but up to 15, days in mail
and handling between OPM and the adjudicating agency.

* End-to-End Timeliness calculated for the reported adjudication actions taken during this period, from the date the
subject completed his/her Standard Form Questionnaire to the effective date of the adjudication action.

2
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OPM has significantly increased its investigative capacity the past two years, significantly
improving the timeliness of its investigations.

Processing
Investigation Time Only FY04 FY05 FY06 FY07 Time for
Does not include adjudication time (All (All (all (Al Requ.ests
Closed) | Closed) | Closed) | Closed) | Received
in FY07
Average Days for 392 347 286 222
Initial Clearance | Top Secret days days days days 111 days
Investigations | Average Days for 179 155 157 142
Secret/Confidential days days days days 86 days
Reinvestigations 579 482 418 289
for Top Secret | Average Days days days days days 144 days

Additionally OPM completed 180,000 (26%) more investigations than it received in FY07.
OPM subsequently reduced the number of pending clearance investigations more than 180 days
old, to a level that reasonably reflects the number that may be delayed at any given time due to
the types of developing issues that require extensive additional investigation or delays in
obtaining third-party information.

Pending Investigations > 180 days Old

10/1/06 1/26/08
Initial Top Secret 27,000 8,000
Initial Secret/Confidential 72,000 14,000
TS Reinvestigations 39,000 20,000
Total 137,000 42,000

As a result of OPM’s significant increase in capacity and the increased flow of completed
investigations to the adjudicators, some agencies served by OPM are now experiencing backlogs
in their adjudication process.

Pending Monthly
Adjudications Adjudication
> 45 days old Equivalent
DOD 76,000 1.4 months
DOE 3,300 2.4 months
DOJ 1,200 2.6 months

As these agencies reduce these backlogs, the timeliness of their adjudications will deteriorate
some in the next few months, but should return to desired levels by the Third Quarter of FY08.

Performance (for the Intelligence Community, the Department of State (State), and the
Department of Homeland Security (DHS))

The Intelligence Community and those agencies with a delegation to conduct their own
investigations and adjudications are also meeting the IRTPA timeliness requirements.

3
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FY07 End-to-End Timeliness

SSBis Reinvestigations
Goal for top 85% 130 days
Goal for top 80% 220 Days
CIA 124 161
DIA 62
FBI 107 139
NRO 35 99
NSA 94
State 67 80
DHS (partial) 94

Industry Feedback

A working group of government and Industry representatives was created last year to monitor
Industry clearance timeliness and provide feedback and recommendations on possible process
improvements. This working group reports that defense contractors remain concerned about the
timeliness of their clearances. Their perception of the current status is that:
— 80% of all industrial clearance requests were not acted upon within an average of 120
days during FY07, and
— Adjudication times are lengthening.
They recommend that DoD work more closely with Industry to:
— Frequently review investigation, adjudication and end-to-end timeliness, and the size of
and age of the pending investigation and adjudication “backlog”
— Seriously consider working group suggestions, including e-Adjudication

Status of Initiatives (Supporting Improved Performance)
Investigation capacity at OPM

As planned and needed to reduce its backlog of investigations, OPM has increased investigative
staff from 7,819 in March 2005, to 9,421 in January 2008,

Availability of Federal Records: FBI

The FBI is delivering 83% of the records requested within 30 days, on average, slightly below
the goal of 90% within 30 days. The number of requests over 30 days old is 53,000, versus a
goal of 11,000, 10% of the average monthly submission level.

Availability of Federal Records: Other
State Passport records are now obtained electronically, in an average of 10 days.

Air Force and Army records are also obtained electronically. Navy and Marine records recently
became available electronically.

20% of state law enforcement records are now obtained electronically.
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Reciprocity

Standards for reciprocal recognition of security clearances were promulgated and adopted in
2005 and 2006, and definitions related to exceptions to reciprocity were adopted in November of
2007. Described below is the current reform (R&D) effort to improve the security clearance
process, including elements which may facilitate full reciprocal recognition of security
clearances.

Use of e-QIP

The non-DoD agencies are electronically transmitting 95% of their applications to OPM via what
is known as e-QIP, reducing transmission time and the incidence of incomplete applications.
DoD has increased its civilian and military employees’ use of e-QIP, but is below its goal of
100% usage.

e-QIP Usage
First Quarter, FY08
All Agencies 83%.
DoD Military/Civilian 77%
DoD Industry 100%
Non-DoD Agencies 95%

Electronic file transfer

The capability to electronically transmit investigation files to the adjudicators has been
developed by OPM and adopted by the Army and the Department of Transportation (DOT).
Twelve additional agencies are planning for possible implementation in 2008,

Transformation (R&D) Efforts

The Office of the Director of National Intelligence (ODNI), DoD, and OPM, with coordination
by OMB, are engaged in a Joint Security and Suitability Reform effort to transform the security
clearance process and improve performance beyond that made possible with increased capacity
and greater accountability, to the extent practicable. The team has created a blueprint for a
transformed clearance process, and is working to identify opportunities to align this vision with
common elements of the Federal employment suitability process, thus improving efficiency and
effectiveness. The joint team is exploring opportunities to improve policy, practice, and enabling
information technology. Where new concepts are being considered, proof-of-concept activities
are under way to validate them. Areas of focus include:

~ Means to ensure valid, prioritized requirements are put into the clearance pipeline, linked
to the resources needed to process them;

-~ Means to improve processing through: error reduction in submissions; additional
information collection via a more interactive electronic application, use of automated data
sources; and a more robust subject interview;

—  Application of modern data collection methods through broader use of both Government
and commercial data sources;

~ Application of a focused field investigation model that leverages improved data
collection via the application and automated record checks and focuses field investigation
on any remaining essential elements.

~ Design and implementation of an enterprise, end-to-end automated system to enable
altogether different approaches to all elements of the clearance process.
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— Means to increase attention on the already-cleared population through Continuous
Evaluation. Utilizing the automated records checks more frequently than the current full
reinvestigation model, so as to identify behaviors that may indicate security risk.

— Ensuring that the common elements of suitability and security clearance processes are
made and kept more efficient and effective by aligning standards and capabilities for
investigation and adjudication.

On February 5, 2008, the President issued a Memorandum to all agencies supporting an
aggressive reform effort. An initial proposal for reform is to be presented to the President by
April 30, 2008, followed promptly by any additional proposals the team believes are necessary.
Results from many of the demonstration projects will yield recommendations for this initial
proposal, while others will provide further opportunities in the summer and fall of 2008.

Priority Challenges/Opportunities

Transformation (R&D) effort

The security clearance community believes that current and future increases in investigative and
adjudicative capacity and accountability may not be sufficient to provide 90% of initial security
clearances in 74 days, end-to-end, by December 2009, to the extent practicable, as called for by
IRTPA. Hence, by September 2008, there is a need to identify, validate and plan for
implementation changes to the process that, in addition to the significant process improvements
to date, will make it possible for agencies to accomplish the ambitious goal.

DoD reorganization of Industry adjudication process
In the First Quarter of FY08, DoD took 25 days longer to adjudicate an Industry security

clearance case (20% to 25% of all government clearances) than a DoD Military/Civilian case.
DoD is working aggressively to streamline the Industry process to bring Industry adjudication
timeliness in line with its other adjudications by the Fourth Quarter of FY08. In this regard DoD
will be reporting significantly more timely Industry adjudications for the January just ended.

Electronic delivery of completed investigations

Electronic delivery of completed investigations to adjudicators has the potential of improving
adjudication timeliness two ways: fewer (estimated to be 4) days transmission time for all files
and the potential for e-Adjudication of “clean” files, which are estimated to be about 30% of the
total. OPM has developed the transmission capability and the Army and DOT are receiving files
electronically now. The challenge/opportunity now is to have more agencies set up to receive
files electronically and to develop the e-Adjudication capability.

Goals for 2008, in light of December 2009 goals

Federal agencies are working to provide 90% of initial security clearances in 74° days, end-to-
end, by December 2009, to the extent practicable. Currently (First Quarter, FY(8), agencies
produce 80% of their initial clearances in 118 days.

* This is the IRTPA goal of 40 days for the investigation and 20 days for the adjudication, plus 14 days for the initial
transmission of the application.

6
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In pursuit of this goal, for September 2008, agencies are holding themselves accountable for
providing 90% of the initial security clearances, end-to-end, in 1058 days. (versus 80% in 106
days currently)
—  90% of initial investigations within an average of 63 days (vs. 80% in 67 days now).
—  90% of initial adjudications within an average of 25 days (vs. 80% in 28 days now).

Agencies are holding themselves accountable for providing 90% of their TS reinvestigations,
end-to-end, within an average of 195% days (versus 80% in 217 days currently), by September
2008.

—  90% of investigations within an average of 130 days.

—  90% of adjudications within an average of 30 days.

For September 2008, agencies are holding themselves accountable for providing initial security
clearances to 90% of Industry employees in the same time it takes to provide them to non-
Industry employees. Initial adjudications by DoD are targeted to be conducted within 25 days,
down from 48 days currently.

Backlogs will be at acceptable levels:
— Initial clearance investigations at OPM extended in process over 140 days to be less than
14,000.
— Adjudications extended in process over 45 days to be less than 10% of the average
monthly submission level.
~ FBl record retrieval backlog to be less than 10% of the average monthly submission
level.

Supporting these performance targets, Federal agencies are setting as their September 2008 goal:
- 95% e-QIP usage
~  90% of TS initial investigations < 90 days; 90% of S/C initial investigations < 65 days
—~  90% of FBI file retrievals within an average of 30 days
- 40% of investigation files transmitted electronically (10 agencies)
- DoD reorganization of Industry adjudication process
- Validation (or invalidation) and formal commitment to:
o Revised applications and interview
Expanded use of automated record checks
e-Adjudication
Continuous evaluation
Aligned standards and data gathering for suitability and clearances

o 0 0C

Additionally we will:
— Develop separate end-to-end goals for Top Secret and Secret/Confidential, as their
importance and degree of difficulty are so different.
— Increase and improve communication between DoD and the Industry working group to
ensure that Industry perceptions equal reality.

These goals and timeframes are aggressive, but consistent with the high level of commitment by
all Federal agencies to “fix” the security clearance process.

® The sum of the targeted investigation and adjudication time, plus 14 days for the initial transmission of the
application,
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Attachment 1 —Performance for Fiscal Year 2007

Investigations Received in Adjudication Actions End-to-End Time
FY 07 that have been Taken and Reported for Adjudications
Closed as of 1/28/08 During all of FY 07 Reported
FY 2007
Average Average
Total Days for Total Days for Average Days
Closed 80%' 80%" for 80%’

All Agencies | 520394 67 days 258,739 28 days 106 days

DoD Industry | 13213 69 days 38,658 48 days 136 days

DoD Military/Civilian | 00077 | 66days | 178392 | 25days 96 days
Non-DoD 46,104 72 days 21,689 27 days 123 days

72% of total
All Agencies 63,770 @ 142 days 17,933 38 days 167 days
76% of total
DoD Industry 27.974 @ 140 days 5,398 56 days 181 days
70% of total
DoD Military/Civilian | 27377 | @l41days | 9,369 35 days 164 days
NonDop | 3423 g/l"s‘(’)f;‘;;a; 3,169 25 days 153 days

Note: As of January 28, 2008, 80% of the Top Secret reinvestigations, submitted
throughout FY 07 have not yet been completed. The percentage completed to date and
the average processing time for all completed is posted.

! Investigations Timeliness for all investigations closed during this period calculated from receipt of the full
request for investigation to the completion of the investigation.

? Adjudication Timeliness calculated for all reported adjudication actions for investigations submitted
on/after 10/1/2006 that were taken during this period from the date the investigation was completed through
the effective date of the adjudication action. This includes up to 15 days in mail and handling between
OPM and the adjudicating agency.

* End-to-End Timeliness calculated for the reported adjudication actions taken during this period, from the
date the subject completed his/her Standard Form Questionnaire to the adjudication action effective date.
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Chairwoman EsH00. Thank you.
Ms. Dillaman.

STATEMENT OF KATHY DILLAMAN

Ms. DiLLAMAN. Madam Chairwoman, it is my privilege to be here
today to testify on behalf of the Office of Personnel Management
and to provide you an update of the progress we have made thus
far, plus our continuing reform efforts.

As you know, OPM’s mission is to ensure the government has an
effective civilian workforce. To accomplish this mission, we provide
the background investigations for over 100 Federal agencies that
are used to support suitability decisions and security clearance de-
terminations. Last year, we conducted over 2 million investigations.

As you noted, we are not responsible for all of the government’s
background investigations, but we do handle 90 percent, with dele-
gations to the Intelligence Community for the balance. We do, how-
ever, support the Department of Defense entirely, including their
industrial clearance investigations.

Since implementation of the Intelligence Reform Act, we have
made significant progress in improving the overall timeliness and
eliminating the backlog of investigations. We have focused on four
critical areas that have to be managed effectively to make this
progress efficient: first, workload projections; then the processes
agencies use to request investigations; the investigations; and the
adjudication processes.

To staff the investigations and adjudications programs respon-
sibly, clearance-granting agencies have to be able to project their
workload needs annually. We have established a goal of a 5 percent
margin, and significant progress has been made in getting agencies
to project effectively.

For the submission processes, that previously was a very labor-
intensive paper process, a form filled out every time you had to go
through the process, again and again. We have expanded OPM’s
Web-based online system. It is called the Electronic Questionnaires
for Investigations Processing, e-QIP, which allows subjects to fill
out their information online and eliminates the paper. This allows
them to submit the request to their governing agency, and, in turn,
they can submit the request to us.

For the first quarter of fiscal year 2008, 83 percent of the clear-
ance investigations we received to conduct were submitted elec-
tronically. Fourteen agencies and Department of Defense’s industry
submissions are at 100 percent electronic submission.

For investigations timeliness, the Intelligence Reform Act re-
quired that, by the end of the 2006, 80 percent of the background
investigations for initial clearances be completed in an average of
90 days or less. We have exceeded that statutory goal. In fact, of
the 586,000 initial clearance investigations we received to process
in fiscal year 2007, 80 percent were completed in an average of 67
days. Top Secret took 92 days. Those are much more extensive.
And Secret/Confidential took an average of 63 days.

We have increased our staff to over 9,400 Federal and contractor
employees. And, as a result, there is no backlog of investigations
related to insufficient resources. While eliminating the backlog, we
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have substantially reduced the time it takes to complete the inves-
tigations.

Other factors have contributed to this improvement. Working
closely with Federal, State and local agencies, we have improved
processes for obtaining third-party information, getting the re-
quired records we need much faster.

We are not done yet; there is still work to be done. But great im-
provements have been noted.

We have worked closely with the Department of Defense and the
State Department, and we have deployed an international team to
get the required overseas coverage necessary. In fact, in 2007, we
had 360 agents who were detailed abroad, and they completed
more than 24,000 international contacts or record searches.

While improving the timeliness of investigations, we have also
been vigilant in maintaining the quality of those investigations.
Our training programs and material, as well as our internal qual-
ity-control processes, ensure that the investigations we conduct
meet the national investigative standards and the needs of the ad-
judication community.

We are also continuing to work with the agencies to reduce the
time it takes to deliver completed investigations between OPM and
the adjudicating offices and for them to record their adjudication
action in a central records system. This includes implementation of
an imaging system that lets me move completed investigations in
an electronic format to the adjudicating offices.

Last year, we went online with Department of Army, and to date
we have sent over 113,000 investigations to them electronically,
making the process between OPM and Army virtually paperless.
We anticipate up to 10 more agencies this year will come online
with receiving electronic submissions.

We are also continuing to optimize our current processes by
maintaining adequate staffing, building partnerships with informa-
tion suppliers, and through greater use of information technology.
EPIC, which is our automated suite of tools that support investiga-
tions and adjudications, will allow for total, end-to-end paperless
processing for those agencies that are prepared to use them.

We are also partnering, as I noted, with the Office of the Director
of National Intelligence and the Department of Defense for more
significant reforms to the overall process. This reform effort is chal-
lenging traditional processes, from application through adjudica-
tion. The ultimate outcome will be a governmentwide system that
continues to protect national security through modern processes
that are secure, dependable, scaleable, time- and cost-efficient.

This concludes my remarks. I would be happy to answer any
questions you have.

[The statement of Ms. Dillaman follows:]
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on
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Madam Chairwoman and Members of the Subcommittee, it is my privilege to testify today on
behalf of the Office of Personnel Management (OPM) to provide you with an update on the
progress that has been made to improve the timeliness of the security clearance process as well
as information on continuing reform efforts.

As outlined in Executive Order 13381 dated June 28, 2005, President George W. Bush directed
that "agency functions relating to determining eligibility for access to classified national security
information shall be appropriately uniform, centralized, efficient, effective, timely, and
reciprocal.” OPM Director Linda Springer takes that direction very seriously and has included in
OPM's Strategic and Operational Plan specific goals to ensure we accomplish the expectations
set by the President and by the Congress in the Intelligence Reform and Terrorism Prevention
Act of 2004 (IRTPA).

Background

OPM's mission is to ensure the Federal Government has an effective civilian workforce. To
accomplish this mission, OPM provides background investigation products and services to
agencies to assist them with making security clearance or suitability decisions on civilian, as well
as military and contractor personnel. OPM conducts different levels of investigations for various
types of positions in the Federal Government. The investigations range from the minimum level
of investigation for positions that require a Confidential or Secret clearance to extensive field
investigations for those that require a Top Secret clearance.

At OPM, the division responsible for conducting background investigations is our Federal
Investigative Services Division (FISD). This division supports over 100 Federal agencies and
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has security offices across the country and worldwide. Our automated processing systems and
vast network of field investigators handle a high volume of cases, Last fiscal year, we conducted
over 2 million investigations.

Since the implementation of the Intelligence Reform and Terrorism Prevention Act of 2004,
significant progress has been made in improving overall timeliness and reducing the inventory of
pending investigations, and we are continuing to work aggressively to resolve any issues that
delay the background investigations and the agencies’ adjudication processes (see attachment A)

Status of the security clearance and investigation process

We have focused on four critical areas of the investigation and security clearance process that
must be managed to optimize completion: workload projections, timeliness and quality of
agency submissions of investigations, investigations timeliness, and adjudications timeliness,

Workload projections: To staff the investigation and adjudication programs responsibly,
clearance granting agencies are developing better management systems with a goal of projecting
their annual workloads within a margin of 5 percent. For Fiscal Year 2007, agency submissions
to OPM for national security investigations at the Top Secret level met this goal, while actual
submissions for Secret/Confidential clearance investigations were 25 percent less than originally
projected. Overall, however, the total number of agency submissions for all types of
investigations exceeded projections by almost 20 percent, largely due to increases in the number
of suitability investigations requested as well as those needed to support Homeland Security
Presidential Directive 12.

Timeliness and quality of agency submissions of investigations: The first step in improving the
timeliness of the investigation and security clearance process is timely and accurate submission
of the subject’s background information to OPM. The expanded use of OPM’s web based
electronic Questionnaires for Investigations Processing (e-QIP) which allows applicants to
provide their background information security on line instead of submitting a paper form, has
improved both processing timeliness and the quality of the information supplied. At the
beginning of Fiscal Year 2008, 83 percent of the submissions for national security investigations
were made through e-QIP, with 14 agencies submitting all requests electronically. In addition,
all industry submissions for the Department of Defense are requested electronically.

In December 2007, submissions for initial security investigations through e-QIP averaged 19
days while hardcopy submissions averaged 33 days. This is an improvement over the 35 to 55
calendar days reported in November 2005, and agencies are on track to meet the performance
goal of all submissions within 14 days. In addition, the rejection rate for electronic submissions
is currently 7 percent, close to the performance goal of less than 5 percent.

Investigations Timeliness: The Intelligence Reform and Terrorism Prevention Act of 2004
requires 80 percent of background investigations for initial security clearances to be completed
within an average of 90 days. As of today, OPM is exceeding this statutory goal. In fact, of the
586,569 initial clearance investigations OPM received during Fiscal Year 2007, 80 percent were
completed in an average of 67 days (92 days for 64,722 Top Secret and 63 days for 404,534
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Secret/Confidential). As a result of OPM’s increased investigation staffing of over 9,400 Federal
and contractor employees, there is no longer a backlog of initial clearance investigations due to
insufficient manpower resources. In fact, this staff increase has resulted in the substantial
decrease in the time it takes to complete the majority of the background checks submitted to
OPM. During October 2006, there were over 98,000 pending initial clearance investigations that
were over 180 days in process. As of February 16, 2008, OPM only had 20,118 pending
investigations over 180 days in process.

Other factors also contributed to OPM’s timeliness improvements. One such factor is the
agency’s ability to receive third-party information in a more timely manner. OPM has
successfully negotiated agreements with a number of Federal, State, and local record agencies so
that individuals’ records are provided to OPM more rapidly. Another factor is our improved
ability to work with the international community and the State Department. In 2007, we sent 360
agents abroad and closed more than 24,000 international leads for new employee clearances or
reinvestigation of current Federal employees and contractors.

While improving the timeliness of investigations, we have been vigilant in maintaining the
quality of those investigations. We have put additional internal quality control processes in place
to ensure that the investigations we conduct meet the national investigative standards and the
needs of the adjudication community,

Adjudication Timeliness: OPM continues to work with agencies to reduce the time it takes to
deliver completed investigations between OPM and the adjudicating agencies, and to record
agency adjudication actions in our record system. This includes full implementation of our
imaging system to electronically transmit the results of completed investigations to the
adjudications facility and linking the agency's in-house record system to OPM's database for
electronic updating of their adjudication actions. A good example of how this works is the pilot
we started with the Department of the Army in August 2007. To date, over 113,000 completed
investigations have been sent electronically to Army for adjudication action, making the entire
process between OPM and Army virtually paperless. During Fiscal Year 2008, we expect other
agencies to adopt this method of receiving completed investigations.

Reform Initiatives

In summary, we are continuing to optimize the current process by maintaining adequate staffing,
building partnerships with information suppliers, and through greater use of information
technology. This year, EPIC, which is OPM’s suite of automation tools that support the
investigations and adjudications process, will allow for total end-to-end paperless processing for
those agencies that are prepared to use them.

We are also partnering with the Office of the Director of National Intelligence and the
Department of Defense for more significant reforms to the overall security clearance processes.
On February 5, 2008, President Bush issued a memorandum to the heads of the Executive
Departments and Agencies reaffirming his support in reforming the personnel security clearance
program across Government. This reform effort is challenging traditional processing from
application through adjudication. The ultimate outcome of this effort will be a Government-wide
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system that continues to protect national security through more modern processes that are secure,
dependable, scalable, and time and cost-efficient.

This concludes my remarks. I would be happy to answer any questions the Subcommittee may
have.
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Chairwoman EsH00. Thank you.
Ms. Farrell.

STATEMENT OF BRENDA S. FARRELL

Ms. FARRELL. Madam Chairwoman, with your permission, I
would like to summarize my written statement. I promise you that
my remarks won’t be as long as the written statement, but I think
it will be a good segue into the conversation that you wish to have
today.

Chairwoman EsH00. Thank you.

Ms. FARRELL. Thank you for the opportunity to be here today to
discuss the Federal Government’s personnel security clearance re-
form efforts.

My remarks today are based on GAQO’s numerous reports that
give us a historical view of key factors that should be considered
in clearance reform.

Our reviews have identified delays and other impediments in
DOD’s program, which maintains about 2.5 million clearances, in-
cluding clearances necessary to carry out intelligence functions.
These longstanding delays resulted in our adding the DOD per-
sgnnel security clearance program to our high-risk list in January
of 2005.

In the past few years, several positive changes have been made
to the clearance processes because of increased congressional over-
sight, recommendations from our body of work, and new legislative
and executive requirements, most notably the passage of the Intel-
ligence Reform and Terrorism Prevention Act of 2004, which many
of you had a hand in passing.

One important change is the formation of an interagency team,
of which members of that team are present here today on the
panel. The interagency team plans to deliver a transformed, mod-
ernized, fair and reciprocal security clearance process that is uni-
versally applicable to DOD, the Intelligence Community and other
U.S. Government agencies.

Two of the four key factors in my written statement essential to
the interagency team achieving the goal of reciprocal security clear-
ance process involve: one, incorporating quality-control steps; and
two, establishing metrics for assessing all aspects of the process.

First, government agencies have paid little attention to quality,
despite GAO’s repeated suggestions to place more emphasis on it.
For example, the government uses the percentage of investigative
reports returned for insufficiency during the adjudicative phase as
the primary metric for assessing quality. As you may know, GAO
has identified this metric by itself as inadequate.

Prior work examined a different aspect of quality: the complete-
ness of documentation in investigative and adjudicative reports. We
found that OPM provided incomplete investigative reports to DOD
adjudicators, which the adjudicators then use to determine Top Se-
cret eligibility. Almost all, 47 of 50, of the sampled investigative re-
ports GAO reviewed were incomplete based on requirements in the
Federal investigative standards.

In addition, DOD adjudicators granted eligibility without re-
questing additional information for any of the incomplete investiga-
tive reports and did not document what they considered some adju-
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dicative guidelines when adverse information was present in some
of those reports.

In addition, our October 2007 report documented the reluctance
of some agencies, particularly the DHS and the FBI, to accept
clearances issued by other agencies. To achieve greater reciprocity,
clearance-granting agencies need to have confidence in the quality
of the clearance process.

The second key factor I wish to discuss is establishing metrics for
assessing all aspects of the clearance processes. Many efforts to
monitor clearance processes emphasize measuring timeliness, but
additional metrics could provide a fuller picture of the clearance
process.

Similar emphasis on timeliness appears to be emerging for the
future of governmentwide clearance process. In the DNI's 500-Day
Plan for Integration and Collaboration, the core initiative to mod-
ernize the security clearance process identified only one type of
metric—processing times—about how success will be gauged.

GAO reports have highlighted a variety of metrics that have
been used to examine clearance programs, such as: one, complete-
ness of investigative and adjudicative reports; two, staff and cus-
tomers’ perceptions of the processes; and three, the adequacy of in-
ternal controls. Including these and other types of metrics could
add value in monitoring clearance processes and provide better in-
formation to allow greater congressional oversight.

In summary, the current interagency team to develop a new gov-
ernmentwide security clearance system represents a positive step
to address past impediments and manage security reform efforts.
Still, as already noted by the panel members, much remains to be
done. And GAO stands ready to assist the Congress.

Thank you, and I am ready for questions when you are.

[The statement of Ms. Farrell follows:]
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PERSONNEL CLEARANCES

Key Factors to Consider in Efforts to Reform Security
Clearance Processes

What GAO Found

Current and future efforts to reform personnel security clearance processes
should consider, among other things, the following four key factors:
determining whether clearances are required for positions, incorporating
quality conirol steps throughout the clearance processes, establishing metrics
for assessing all aspects of clearance processes, and providing Congress with
the long-term funding requirements of security clearance reform. Requesting a
clearance for a position in which it will not be needed, or in which a lower-
level clearance would be sufficient, will increase both costs and investigative
workload unnecessarily. For example, changing the clearance needed for a
position from a secret to top secret increases the investigative workload for
that position about 20-fold and uses 10 times as many investigative staff hours.

Emphasis on quality in clearance processes could promote positive outcomes,
including more reciprocity among agencies in accepting each others’
clearances, Building quality throughout clearance processes is important, but
government agencies have paid little attention to quality, despite GAO’s
repeated suggestions to place more emphasis on quality. Even though GAO
identified the government's primary metric for assessing quality—the
percentage of investigative reports returned for insufficiency during the
adjudicative phase—as inadequate by itself in 1999, the Office of Management
and Budget and the Office of Personnel Management continue to use that
metric. Concerns about the quality of investigative and adjudicative work
underlie the continued reluctance of agencies to accept clearances issued by
other agencies; as a result, government resources are used to conduct
duplicative investigations and adjudications.

Many efforts to monitor clearance processes emphasize measuring timeliness,
but additional metrics could provide a fuller picture of clearance processes.
The emphasis on timeliness is due in part to recent legislation that provides
specific guidelines regarding the speed with which clearances should be
completed and requires annual reporting of that information to Congress,
GAQ has highlighted a variety of metrics in its reports (e.g,, completeness of
investigative and adjudicative reports, staff’s and customers’ perceptions of
the processes, and the adequacy of internal controls), all of which coulll add’
value in monitoring clearance processes and provide better information to
allow improved oversight by Congress and the Executive Branch.

Another factor to consider in reform efforts is providing Congress with the
fong-term funding requir to imp} ¢k to security clearance
processes. DOD’s August 2007 congressionally mandated report on industry
clearances identified its immediate funding needs but did not include
information on the funding requirements for fiscal year 2009 and beyond. The
inclusion of less than 2 future years of budgeting data in the DOD report limits
Congress’s ability to carry out its long-term oversight and appropriations
functions pertaining to industry personnel security clearances.

United States A ility Office
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Madam Chairwoman and Members of the Subcommittee:

Thank you for the opportunity to be here today for this hearing on security
clearance reform which is intended to cover efforts being undertaken to
improve the process, impediments to those reforms, planned future steps,
and possible changes in the strategy for improving clearance processing
timeliness. Congress passed and the President signed into law the
Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) to
mandate a variety of steps be taken to reform security clearance
processes.

One recent step taken to reform security clearance processes was the
formation of an interagency security clearance process reform team in
June 2007. Agencies included in this governmentwide effort are the Office
of the Director of National Intelligence, the Department of Defense (DOD),
the Office of Management and Budget (OMB), and the Office of Personnel
Management (OPM). The team’s memorandum of agreement indicates that
it seeks to develop, in phases, a reformed DOD and intelligence
community security clearance process that allows the granting of high-
assurance security clearances in the least time possible and at the lowest ,
reasonable cost. The team’s July 25, 2007, terms of reference indicate that
it plans to deliver “a transformed, modernized, fair, and reciprocal security
clearance process that is universally applicable” to DOD, the intelligence
community, and other U.S. government agencies, no later than December
31, 2008.

Since 1974, we have been examining personnel security clearance
processes on behalf of the Congress. Through scores of reports and
testimonies, we have acquired broad institutional knowledge that gives us
a historical view of key factors that should be considered in clearance
reform efforts. See a list of our related GAO products at the end of this
statement. My comments will focus on four key factors that should be
considered in clearance reform efforts. Before offering observations on
these factors, I would like to provide some background information on our
prior work and recent government reform efforts.

Our reports have documented a wide variety of problems present in DOD’s
clearance program. Some of the problems that we noted in our 2007 high
risk report included incomplete and delayed investigative reports from
OPM, which supplies about 80 percent of all federal clearance
investigations, and DOD adjudicators granting clearance eligibility even
though data were missing from the investigative reports used to make
such determinations. While some of those findings are now about 2 years

Page 1 GAQ-08-352T
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old, DOD’s August 2007 congressionally-mandated report on clearance
investigations for industry personnel’ noted continuing problems. For
example, during the first 6 months of fiscal year 2007, the end-to-end
processing of initial top secret clearances took an average of 276 days;
renewal top secret clearances averaged 335 days; and both initial and
renewal secret clearances averaged 208 days. On the other hand, DOD’s
report also noted progress that the department had made to improve its
industry clearance program, including submitting 100 percent of the
clearance requests electronically to improve timeliness and reduce the
number of rejected applications and conducting research in an effort to
improve the accuracy of its projections for future industry clearance
needs.

Much of our experience in evaluating personnel security clearance
processes over the decades has emphasized examinations of DOD’s
program that maintains approximately 2.5 million clearances on
servicemembers, DOD civilian employees, industry personnel for DOD and
23 other federal agencies, and employees in the federal legislative branch,
Long-standing delays in determining clearance eligibility and other
clearance challenges led us to designate DOD’s personnel security
clearance program as a high-risk area in January 2005 and continue that
designation in the updated list of high-risk areas that we published in
2007.* The areas on our high-risk list received their designations because
they are major programs and operations that need urgent attention and
transformation in order to ensure that our national government functions
in the most economical, efficient, and effective manner possible. . .

You asked that we identify key factors that should be considered in
personnel security clearance reform efforts. As requested, my statement
today will address four factors for your consideration based on our prior
work. They are (1) having a sound requirernents-determination process in
place, (2) building quality into every step of the clearance processes, (3)
having a valid set of metrics for evaluating efficiency and effectiveness,
and (4) providing Congress with the long-term funding requirements of

'DOD, Annual Report to Congress on Personnel Security Investigations for Industry and
the National Indusirial Security Program (August 2007). This first of a series of annual
reports was mandated by The John Warner National Defense Authorization Act for Fiscal
Year 2007, Pub. L. No. 108-364, §347 (2006).

2GAO, High-Risk Series: An Update, GAO-05-207 (Washington, D.C.: January 20058); apd
GAOQ, High-Risk Series: An Update, GAO-07-310 (Washington, D.C.: January 2007).
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security clearance reform. My statement draws on our prior work on
clearance processes, which included reviews of clearance-related
documents and interviews of senior officials at DOD and OPM, which has
the primary responsibility for providing investigation services to DOD. Our
work was performed in accordance with generally accepted government
auditing standards. Those standards require that we plan and perform the
audit to obtain sufficient, appropriate evidence to provide a reasonable
basis for our findings and conclusions, based on our audit objectives. We
believe that the evidence we obtained provides a reasonable basis for our
findings and conclusions based on our audit objectives.

Summary

Determining whether clearances are required for positions, establishing
quality control steps throughout the clearance processes, developing
metrics for assessing all aspects of clearance processes, and providing
Congress with the long-term funding requirements of security clearance
reform are important factors to consider in current and future efforts to
reform personnel security clearance processes. Developing a sound
requirements process is immportant because requests for clearances for
positions that do not need a clearance or need a lower level of clearance
increase investigative workload and costs unnecessarily. For example,
changing the clearance needed for a position from secret to top secret
increases the investigative workload for that one position about 20-fold,
That is, top secret clearances must be performed twice as often as secret
clearances (every 5 years versus 10 years) and require 10 times as many
investigative staff hours (about 60 versus 6).

Emphasis on quality in all processes could promote positive outcomes
such as greater reciprocity of clearances. The steps to build quality
throughout clearance processes are important, but government agencies
have paid little attention to this factor despite our repeated suggestions to
place more emphasis on it and its measurement. Even though in 1999 we
identified the government’s primary metric for assessing quality—the
percentage of investigations returned because of problems-—as being
inadequate by itself, OMB and OPM have continued to use that metric as
late as February 2008. Concerns about the quality of investigative and
adjudicative work underlie the continued reluctance of agencies to accept
the clearances issued by other agencies, thus using government resources
to conduct duplicative investigations and adjudications.

Efforts to monitor clearance processes emphasize timeliness

measurement, but additional metrics could provide a fuller picture of
clearance processes, The emphasis on timeliness is partially due to recent

Page 3 GAO-08-8352T
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legislation which provides specific guidelines regarding the speed with
which clearances should be completed and requires annual reporting of
that information to Congress. Still, our past reports on clearance processes
have highlighted a wide variety of metrics (e.g., completeness of
investigative and adjudicative reports, staff and customers’ perceptions of
the processes, and adequacy of internal controls) which could add value in
monitoring clearance processes and supply better information for greater
congressional oversight.

Providing Congress with the long-term funding requirements to iraplement
changes to security clearance processes could enable more informed
congressional oversight. DOD’s August 2007 congressionally mandated
report on industry personnel security clearances identified its immediate
needs by submitting a projected need of $178.2 million for fiscal year 2007
and a projected need of approximately $300 million for fiscal year 2008,
However, the report did not include information on the funding
requirements for fiscal year 2009 and beyond. The inclusion of less than 2.
future years of budgeting information in the DOD report limits Congress's
ability to carry out its long-term oversight and appropriations functions
pertaining to industry personnel security clearances.

Background

Although our high-risk designation covers only DOD’s program, our
reports have also documented clearance-related problems affecting other
agencies. For example, our October 2007 report on state and local
inforration fusion centers cited two clearance-related challenges: (1) the
length of time needed for state and local officials to receive clearances
from the Federal Bureau of Investigation (FBI) and the Department of
Homeland Security (DHS) and (2) the reluctance of some federal
agencies—particularly DHS and FBI—to accept clearances issued by other
agencies (i.e,, clearance reciproeity).” Similarly, our April 2007* testimony
on maritime security and selected aspects of the Security and

*GAQ, Homeland Security: Federal Efforts Are Helping to Alleviate Some Challenges.
Encountered by State and Local Fnformation Fusion Centers, GAO-08-35 (Washington,
D.C.: Oct. 30, 2007). This report indicated that according to the 9/11 Commission, a
breakdown in information sharing was a major factor contributing to the failure to prevent
the attacks of September 11, 2001. Since then most states and some local governments
have, largely on their own initiative, established fusion centers to address gaps in homeland
security, terrorism, and law enforcement information sharing by the federal government
and to provide a conduit of this information within the state.

*GAO, Maritime Security: Observations on Selected Aspects of the SAFE Port Act,
GAOQ-07-754T (Washington, D.C.: Apr. 26, 2007).
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Accountability for Every Port Act (SAFE Port Act”) identified the
challenge of obtaining clearances so that port security stakeholders could
share information through area committees or interagency operational
centers. The SAFE Port Act includes a specific provision requiring the
Secretary of Homeland Security to sponsor and expedite individuals
participating in interagency operational centers in gaining or maintaining
their security clearances.

Our reports have offered findings and recomiendations regarding current
impediments, and they offer key factors to consider in future reforms. For
example, as the interagency security clearance process reform team
develops a new governmentwide end-to-end clearance system, this reform
effort provides an opportune time to consider factors for evaluating
intermediate steps and the final system in order to optimize efficiency and
effectiveness. The Director of National Intelligence’s July 25, 2007,
memorandum provided the terms of reference for the security clearance
process reform team and noted that a future Phase IV would be used to
perform and evaluate demonstrations and to finalize the acquisition
strategy.

In designing a new personnel security clearance system, the Government
Performance and Results Act of 1993 (GPRA) may be a useful resource for
the team designing the system and the congressional comunittees o
overseeing the design and implementation. GPRA provides a framework
for strategic performance planning and reporting intended to improve
federal program effectiveness and hold agencies accountable for achieving
results. Agencies that effectively implement GPRA’s results-oriented
framework clearly establish performance goals for which they will be held
accountable, measure progress towards those goals, determine strategies
and resources to effectively accomplish the goals, use performance
information to make the programmatic decisions necessary to improve
performance, and formally communicate results in performance reports.
QOur reports have also identified a number of directly relevant factors, such
as those found in our November 2005 testimony that evaluated an earlier
governmentwide plan for improving the personnel security clearance
process.®

® Pub, L. No. 109-347, 120 Stat. 1184 (2006).

*GAO, DOD Personmel Clearances: Government Plan Addre Some Long ding
Problems with DOD’s Program, But Concerns Remain, GAO-06-233T (Washington, D.C.:
Nov. 9, 2005).
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Four Key Factors
Should Be Considered
in Efforts to Reform
Security Clearance
Processes

I will address the need for consideration of four key factors in my
testimony: (1) a strong requirements-determination process, (2) quality
emphasis in all clearance processes, (3) additional metrics to provide a
fuller picture of clearance processes, and (4) long-term funding
requirements of security clearance reform.

A Strong Requirements-
Determination Process
Can Help Manage
Clearance Workloads and
Costs

The interagency security clearance process reform team established in
July 2007 might want to address whether the numbers and levels of
clearances are appropriate since this initial stage in the clearance process
can affect workloads and costs in other clearance processes. For instance,
the team may want to examine existing policies and practices to see if they
need to be updated or otherwise modified. We are not suggesting that the
numbers and levels of clearances are or are not appropriate—only that any
unnecessary requirements in this initial phase use government resources
that can be utilized for other purposes such as building additional quality
into other clearance processes or decreasing delays in clearance
processing.

Figure 1 highlights the fact that the clearance process begins with
establishing whether an incumbent’s position requires a clearance, and if
so, at what level. The numbers of requests for initial and renewal
clearances and the levels of such clearance requests (phase 2 in fig. 1) are
two ways to look at outcomes of requirements setting in the clearance
process.

Page 6 GAO-08-352T



43

Figure 1: Six Phases in the Personnel Security Clearance Process

1. Requirements 2. App 3. 4. Adjudicati 5. Appeal
Setting Submission
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conducts an
investigation and
forwards an
investigative report
to an adjudication
facifity.

adjudicators
determine eligibility
to access classified
information.

incumbent can
appeal the
adjudicative
decision.

6. Clearance
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Source GAQ analysis of DOD-provided information

In our prior work, DOD personnel, investigations contractors, and industry
officials told us that the large number of requests for investigations could
be atiributed to many factors. For example, they ascribed the large
number of requests to the heightened security concerns that resulted from
the September 11, 2001, terrorist attacks. They also attributed the large
number of investigations to an increase in the operations and deployments
of military personnel and to the increasingly sensitive technology that
military personnel, government employees, and contractors come in
contact with as part of their jobs. While having a large number of cleared
personnel can give the military services, agencies, and industry a great
deal of flexibility when assigning personne}, the investigative and
adjudicative workloads that are required to provide the clearances and
flexibility further tax a clearance process that already experiences delays
in determining clearance eligibility.
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A change in the level of clearances being requested also increases the
investigative and adjudicative workloads. For example, in our February
2004 report on impediments to eliminating clearance backlogs,” we found
that a growing percentage of all DOD requests for clearances for industry
personnel was at the top secret level: 17 percent of those requests were at
the top secret level in 1995 but 27 percent were at the top secret level in
2003. This increase of 10 percentage points in the proportion of
investigations at the top secret level is important because top secret
clearances must be renewed twice as often as secret clearances (i.e., every
5 years versus every 10 years). In August 2006, OPM estimated that
approximately 60 total staff hours are needed for each investigation for an
initial top secret clearance and 6 total staff hours are needed for the
investigation to support a secret or confidential clearance. The doubling of
the frequency along with the increased effort to investigate and adjudicate
each top secret reinvestigation adds costs and workload for the
government.

Cost. For fiscal year 2008, OPM’s standard billing rate is $3,711 for an
investigation for an initial top secret clearance; $2,509 for an investigation
o renew a top secret clearance, and $202 for an investigation for a secret
clearance. The cost of getting and maintaining a top secret clearance for
10 years is approximately 30 times greater than the cost of getting and
maintaining a secret clearance for the same period. For example, an
individual getting a top secret clearance for the first tirne and keeping the
clearance for 10 years would cost the government a total of $6,202 in
current year dollars ($3,711 for the initial investigation and $2,509 for the
reinvestigation after the first 5 years). In contrast, an individual receiving a
secret clearance and maintaining it for 10 years would result in a total cost
to the government of $202 ($202 for the initial clearance that is good for 10
years).

Time/Workload. The workload is also affected by the scope of coverage
in the various types of investigations. Much of the information for a secret
clearance is gathered through electronic files. The investigation for a top
secret clearance, on the other hand, requires the information needed for
the secret clearance as well as data gathered through time-consuming
tasks such as interviews with the subject of the investigation request, :
references in the workplace, and neighbors, Since (1) the average  +*
investigative report for a top secret clearance takes about 10 times as

7 GAO, DOD Personnel Clearances: DOD Needs 1o Overc to El
Backlog and Determining Its Size, GAO-04-344 (Washmgton D C Feb. 9, 2004).
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many investigative staff hours as the average investigative report for a
secret clearance and (2) the top secret clearance must be renewed twice
as often as the secret, the investigative workload increases about 20-fold.
Additionally, the adjudicative workload increases about 4-fold. In 2007,
DOD officials estimated that it took about twice as long to review an
investigative report for a top secret clearance, which would need to be
done twice as often as the secret clearance.

Unless the new system developed by the interagency security clearance
process reform team includes a sound requirements process, workload
and costs may be higher than necessary.

Emphasis on Quality in All
Processes Could Promote
Positive Outcomes Such as
Greater Clearance
Reciprocity

Since the late 1990s, GAO has emphasized a need to build more quality and
quality moniforing into clearance processes to achieve positive goals such
as promoting greater reciprocity and maximizing the likelihood that
individuals who are security risks will be scrutinized more closely. In our
November 2005 testimony on the earlier governmentwide plan to improve
the clearance process, we noted that the plan devoted little attention to
monitoring and improving the quality of the personnel security clearance
process, and that limited attention and reporting about quality continue.
When OMB issued its February 2007 Report of the Security Clearance
Oversight Group Consistent with Title I of the Intelligence Reform and
Terrorism Prevention Act of 2004, it documented quality with a single
metric. Specifically, it stated that OPM has developed additional internal
quality control processes to ensure that the quality of completed
investigations continue to meet the national investigative standards. OMB
added that, overall, less than 1 percent of all completed investigations are
returned to OPM from the adjudicating agencies for quality deficiencies.
When OMB issued its February 2008 Report of the Security Clearance
Oversight Group, it did not discuss the percentage of completed
investigations that are returned to OPM or the development or existence
of any other metric measuring the level of quality in security clearance
processes or products.

As part of our September 2006 report,’ we examined a different aspect of
quality-the completeness of documentation in investigative and
adjudicative reports. We found that OPM provided incomplete

*GAOQ, DOD Personnel Clearances: Additional OMB Actions Are Needed to Improve the
Security Clearance Process, GAQ-06-1070 (Washington, D.C.: Sept. 28, 2006).
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investigative reports to DOD adjudicators, which the adjudicators then
used to determine top secret clearance eligibility. Almost all (47 of 50) of
the sampled investigative reports we reviewed were incomplete based on
requirements in the federal investigative standards. In addition, DOD
adjudicators granted clearance eligibility without requesting additional
information for any of the incomplete investigative reports and did not
document that they considered some adjudicative guidelines when
adverse information was present in some reports.

GAO has long reported that it is problematic to equate the quality of
investigations with the percentage of investigations that are returned by
requesting agencies due to incomplete case files. For example, in October
1999 and again in our November 2005 evaluation of the governmentwide
plan, we stated that the number of investigations returned for rework is
not by itself a valid indicator of quality because adjudication officials said
they were reluctant to return incomplete investigations in anticipation of
further delays.” We additionally suggested that regardless of whether this
metric continues to be used, the government might want to consider
adding other indicators of the quality of investigations, such as the number
of counterintelligence leads generated from security clearance
investigations and forwarded to relevant units, Further, our September
2006 report recommended that OMB's Deputy Director of Management
require OPM and DOD to (1) submit their procedures for eliminating the
deficiencies that we identified in their investigative and adjudicative
docurmentation and (2) develop and report metrics on completeness and
other measures of quality that will address the effectiveness of the new
procedures, We believe that our recommendation still has merit, but the
previously cited passage from the February 2007 OMB report does not.
describe the new procedures or provide statistics for the recommended
new quality measures and the 2008 OMB report is silent on quality
measures,

As we noted in September 20086, the government cannot afford to achieve
its timeliness goal by providing investigative and adjudicative reports that
are incomplete in key areas required by federal investigative standards and
adjudicative guidelines. Incomplete investigations and adjudications
undermine the government’s efforts to move toward greater clearance
reciprocity. An interagency working group, the Security Clearance

? GAO-06-233T; and GAO, DOD P of: I el Security I
Pose National Security Risks, GAONSIAD-OO 12 (Washmgmn, D.C.: Oct. 27, 1899).
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Oversight Steering Committee,” noted that agencies are reluctant to be
accountable for poor guality investigations and/or adjudications
conducted by other agencies or organizations. To achieve fuller
reciprocity, clearance-granting agencies need to have confidence in the
quality of the clearance process. Without full documentation of
investigative actions, information obtained, and adjudicative decisions,
agencies could continue to require duplicative investigations and
adjudications. Earlier, we stated that reciprocity concerns continue to
exist, citing FBI and DHS reluctance to accept clearances issued by other
agencies when providing information to personnel in fusion centers.

Government Clearance
Metrics Emphasize
Timeliness Measurement,
but Additional Metrics
Could Provide a Fuller
Picture of Clearance
Processes

Much of the recent quantitative information provided on clearances has
dealt with how much time it takes for the end-to-end processing of
clearances (and related measures such as the numbers of various types of
investigative and adjudicative reports generated); however, there is less
quantitative information on other aspects of the clearance process. In our _
November 2005 testimony, we noted that the earlier government plan to
improve the clearance process provided many metrics to monitor the
timeliness of clearances governmentwide, but that plan detailed few of the
other elements that a comprehensive strategic plan might contain. A .
similar emphasis on timeliness appears to be emerging for the future
governmentwide clearance process. In the Director of National
Intelligence’s 500 Day Plan for Integration and Collaboration issued on
October 10, 2007, the core initiative to modernize the security clearance
process had only one type of metric listed under the heading about how
success will be gauged. Specifically, the plan calls for measuring whether
“performance of IC [Intelligence Community] agency personnel security
programs meet or exceed IRTPA guidelines for clearance case processing
times.”

While the February 2007 and 2008 OMB reports to Congress contain
statistics and other information in addition to timeliness metrics (e.g., use
of information technology and reciprocity-related procedures) and the
Jjoint team developing the new clearance process may be considering a
wider range of metrics than timeliness only, an underlying factor in the

** At that time, the committee was led by OMB's Deputy Director for Management and was
composed of representatives from DOD, Homeland Security, Energy, Justice,
Transportation, Commerce, State, the Director of National Intelligence, the National
Security Council, and the National Archives and Records Administration,
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emphasis on timeliness is IRTPA. ¥ Among other things, IRTPA established
specific timeliness guidelines to be phased in over 5 years. The Act also
states that, in the initial period which ends in 2009, each authorized
adjudicative agency shall make a determination on at least 80 percent of -
all applications for personnel security clearance within an average of 120
days after the receipt of the application for a security clearance by an
authorized investigative agency. The 120-day average period shall include
a period of not longer than 90 days to complete the investigative phase of
the clearance review and a period of not longer than 30 days to complete
the adjudicative phase of the clearance review. Moreover, IRTPA also
includes a requirement for a designated agency (currently OMB) to
provide information on among other things the timeliness in annual
reports through 2011, as OMB did in February 2008.

Prior GAOQ reports as well as inspector general reports identify a wide
variety of methods and metrics that program evaluators have used to
examine clearance processes and programs. For example our 1999 report®
on security clearance investigations used multiple methods to examine
numerous issues that included:

documentation missing from investigative reports;

the training of investigators (courses, course content, and number of :
trainees);

investigators’ perceptions about the process;

customer perceptions about the investigations; and

internal controls to protect against fraud, waste, abuse, and
mismanagement.

Including these and other types of metrics in regular monitoring of
clearance processes could add value in current and future reform efforts
as well as supply better information for greater congressional oversight.

" Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, §3001 (g)
Reduction of Length of Personnel Security Clearance Process (2004).

¥ GAQ, DOD Personnel: I igations Pose National
Security Risks, GAO/NSIAD- 00-12 (Washmgton DC OCL 27, 1999).
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Long-Term Funding
Requirements Information
Could Enable More
Informed Congressional
Oversight of Security
Clearance Reform

The joint Security Clearance Process Reform team may also want to
consider providing Congress with the long-term funding requirements to
implement changes to security clearance processes enabling more
informed congressional oversight. In a recent report to Congress, DOD
provided funding requirements information that described its iramediate
needs for its industry personnel security program, but it did not include
information about the program’s long-term funding needs. Specifically,
DOD’s August 2007 congressionally mandated report on clearances for
industry personnel provided less than 2 years of data on funding '
requirements. In its report, DOD identified its immediate needs by
submitting an annualized projected cost of $178.2 million for fiscal year
2007 and a projected funding need of approximately $300 million for fiscal
year 2008, However, the report did not include information on (1) the
funding requirements for fiscal year 2009 and beyond even though the
survey used to develop the funding requirernents asked contractors about
their clearance needs through 2010 and (2) the tens of millions of dollars
that the Defense Security Service Director testified before Congress in
May 2007 were necessary to maintain the infrastructure supporting the
industry personnel security clearance program.

As noted in our February 2008 report, the inclusion of less than 2 future
years of budgeting information in the DOD report limits Congress’s ability
to carry out its oversight and appropriations functions pertaining to
industry personnel security clearances.” Without more information on
DOD’s longer-term funding requirements for industry personnel security
clearances, Congress lacks the visibility it needs to fully assess
appropriations requirements. In addition, the long-term funding
requirements to implement changes to security clearance processes are
also needed to enable the executive branch to compare and prioritize
alternative proposals for reforming the clearance processes. As the joint
Security Clearance Process Reform team considers changes to the current
clearance processes, it may also want to consider ensuring that Congress
is provided with the long-term funding requirements necessary to
implement any such reforms.

’RGAO, DOD Personnel Clearances: Improved Annual Reporting Would Enable More
Informed Congressional Quersight, GAO-08-350 (Washington, D.C.: Feb. 13, 2008).
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Concluding
Observations

We were encouraged when OMB undertook the development of an earlier
governmentwide plan for improving the personnel security clearance
process and have documented in our prior reports both DOD and
governmentwide progress in addressing clearance-related problems.
Similarly, the current joint effort to develop a new governmentwide end-
to-end security clearance system represents a positive step to address past
impediments and manage security clearance reform efforts. Still, much
remains to be done before a new system can be designed and
implemented. GAO’s experience in evaluating DOD's and governmentwide
clearance plans and programs as well as its experience monitoring large-
scale, complex acquisition programs could help Congress in its oversight,
insight, and foresight regarding security clearance reform efforts.

Madam Chairwoman and Members of the Subcommittee, this concludes
my prepared statement. I would be happy to answer any questions you
may have at this time.
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Chairwoman EsH00. Thank you very much, to each one of you.

Let me start this off with an observation. I think that some
progress is being made. I am encouraged by what the President
called for. I am encouraged with the work and some of the statis-
tics that are offered. I mean, I did read all of the backup.

And I would like to acknowledge all of our staff, both from the
majority and the minority side of the committee, because, without
them, we wouldn’t have what is presented to us and help set up
the hearings. So I want to acknowledge their very fine work. They
care about this, and they help carry us.

Let me start out with what is the directive of the Congress,
which is the IRTPA. We have——

IXIr. Issa. We could have done better on the acronym, couldn’t
we?

. Chairwoman ESHO0O0. Exactly. We could have, Darrell. We could
ave.

At any rate, that legislation set forth requirements in the area
of reciprocity, and I want to examine that. There were at least four
requirements that were set down in that that all agencies—I think
you know what they are, so I don’t have to repeat them.

What we have learned from a roundtable that the subcommittee
had is the FBI acknowledged, in the roundtable, that neither the
FBI or DHS, they do not have a clearance reciprocity with other
agencies 3 years after the enactment of the legislation.

Do any of you want to comment on that? In the interagency
team, has that been addressed? Has it been examined? Can you tell
us more about that?

Because I think that there is a shortcoming there; at least this
is what they have told us.

Mr. JOHNSON. Eric needs to talk about the Intelligence Commu-
nity.

And Kathy needs to correct me if I am wrong on this fact, but
the clearest indication of there not being reciprocity is an agency
requests a new investigation of somebody that already has an in-
vestigation for a clearance level at the level that they are going to
have at the new agency. My understanding is that if somebody re-
quests that OPM does an investigation and they already have a
clearance for that level, Kathy does not do the investigation.

Chairwoman ESHO00. So does that leave a gap? Are we where we
need to be?

Ms. DILLAMAN. No, I don’t believe we are where we need to be.
But there are controls in place. Last year, I think, we rejected
about 25,000 requests, where agencies came in and asked for un-
necessary investigations. They were forced to not duplicate the
process. Now, we conducted 800,000 clearance investigations last
year. And so that is certainly one indicator.

And I don’t believe that is just malicious, not accepting other
agencies. Sometimes it is just not using the transparency we have
made available into the clearance actions. One of the requirements
of the act was that there be a national database of clearances so
that there would be transparency.

Now, OPM and the Department of Defense, together, have linked
the master databases that provide for transparency into someone’s
clearance. If you looked at my record, you would see that there is
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a Top Secret clearance, sponsored by the Office of Personnel Man-
agement, based on an investigation that was conducted. That data-
base is made accessible across government to all agencies.

Now, it does not include the clearances in the Intelligence Com-
munity, by the very nature of those clearances in that data system.
If we had tied those systems together, it would have made the
whole system classified, and then it would not be usable to a broad
section of the government.

Chairwoman EsH0O. Was it the Congress’ directive in the legisla-
tion that has produced this, or is it that we simply haven’t gotten
to it?

Ms. DILLAMAN. I think it is the practical understanding that, by
and large——

Chairwoman EsHOO. What does that mean?

Ms. DiLLAMAN. By and large, outside of the Intelligence Commu-
nity, the need for transparency into the investigative and adjudica-
tive history of an individual is outside of the classified arena. With-
in the Intelligence Community, that is maintained.

And so, instead of one system, there are two: the system that is
OPM and DOD tied together, which has 90 percent of the unclassi-
fied clearance information, and that inside the Intelligence Com-
munity, which I am sure Eric can discuss.

Mr. JOHNSON. Let me say that I contend that reciprocity of secu-
rity clearances exists. Are there exceptions? Sure. What does not
exist is, to my knowledge—I believe this is true—is reciprocity of
suitability clearance.

You have had an investigation that deems you suitable for em-
ployment—forget security clearance—that deems you suitable for
employment at the Interior Department. Now you are being consid-
ered for employment at the Treasury Department. Forget the clear-
ance. Suitability, that is a separate process.

And we did not, nor did IRTPA, charge this group——

Chairwoman ESHOO. Let’s call it the legislation.

Mr. JOHNSON [continuing]. The legislation charges us to look at
suitability.

But everybody has agreed, which is why the task force now looks
at aligning suitability issues of this sort with clearance issues of
this sort. Because to reform one without the other leaves a broken
system.

But I generally will contend—and, again, if it is not a fair state-
ment, let me know, let the committee know—that clearance reci-
procity exists; suitability reciprocity does not.

Chairwoman EsH00. And why do you think that is the case?
What contributes to that?

Ms. DiLLAMAN. I think suitability is a little different science, in
that it considers the position that the individual is applying for.

Let me give you an example. An individual may have a Top Se-
cret clearance with an agency and, in their past, have a history of
drug use, but considering the whole-person concept, it was not suf-
ficient to deny a security clearance. At the same time, that person
may not be suitable for all positions across government, especially
if there is a nexus between drug use and the position, like a DEA
agent would be.



58

There are other types of disqualifiers where the individual may
get a clearance in one agency but not be suitable to work in an-
other type of position.

Chairwoman ESHO0O. Aren’t these all processes, though? Aren’t
the results the same? And that is that it inhibits the movement of
people, jobwise, obviously, suitability clearance? I mean, they are
all connected. They are not, in my view—I mean, they are

Mr. JOHNSON. But there are separate rules and statutes and so
forth. So that is why the committee is looking at it.

Chairwoman ESHOO. Where are we——

Mr. JoHNSON. Take Kathy’s example of somebody who is moving
to an agency where drug use is an issue. It would be appropriate
to dig deeper on the issue of their past drug usage, to look at
whether they are suitable to work at DEA.

Chairwoman EsSHO00O. Don’t you think just common sense would
dictate that that might be an issue, no matter where someone is?
At what agency is it acceptable for someone to have a drug-use
background? It doesn’t make sense to me.

Mr. JOHNSON. If drug use was 30 years ago in college.

Chairwoman EsSHOO. Timeliness. Okay.

Mr. JOHNSON. What we want to make sure doesn’t happen is, if
you want to dig deeper on one issue, you don’t begin the investiga-
tion all over again. You accept the investigative work, if it is cur-
rent, done to date, and you add to it.

And that is not the case in most of these situations or histori-
cally, where if you needed to look at something in greater detail,
you looked at the whole thing all over again. And that is the ab-
sence of reciprocity. Reciprocity means look at additional things but
accept what has already been done.

Mr. BosweLL. Madam Chair, can I jump in with one thing?

Chairwoman EsHOO. Certainly.

Mr. BosweLL. Within the IC, reciprocity works pretty well. It is
the rules of the road, and it operates.

The IC is served by one common database, as Kathy mentioned.
It is a classified database, for good reasons. I think what we are
talking about here, though, is that we need a database for the gov-
ernment. Reciprocity is not well-served by the existing architecture,
the IT architecture. And we are working, in the Joint Team, to try
to find some way to make that happen.

Chairwoman ESHO0O. I appreciate your adding that, but one of
my favorite subjects is technology. Obviously, my district is the
driver of it.

Mr. IssA. Our State, you mean.

Chairwoman EsH0O. Our State. Thank you. Our district makes
our State that much better, and our country.

But the requirements of the legislation really set forward several
areas. The evaluation is supposed to assess the application of tech-
nologies in at least five areas: granting interim clearances—you
know what they are—expediting the initial security clearance proc-
essing, including the verification of information submitted by the
applicant; ongoing verification of suitability—we have touched on
that; the use of technologies to augment the periodic investigations;
and assessing the impacts of the above, without going into the de-
tail of it.
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It is my understanding that only one area has been addressed,
and that is expediting the initial security clearance process. And I
would like you to comment on that. Is this incorrect? What are the
timelines for the other four areas?

I can’t help but think that there must be some frustration on the
part of people representing the various parts of this system, be-
cause you are working hard to make up for, I shouldnt say, the
sins of the past, in order to revolutionize the system.

But in oversight, we want to drill down on where there are still,
y}(l)u know, some shortfalls. And so I would ask you to comment on
that.

And then I am going to go to Mr. Issa for his questions.

Mr. JOHNSON. I should have been listing the four items in par-
ticular. But when the full reform effort began in 2006—latter part
of 2005, and began to see some impact in 2006—the priority was
placed on initial investigations versus reinvestigations. And there,
as a result, has been—it was capacity and accountability which
was the primary focus.

So, as a result of that, significant—significant—improvement had
been made in the time it takes to investigate—first of all, at the
beginning, the time it takes to get a request for an investigation
from the person signing it to the investigative entity, the time it
takes to investigate it, and the time it takes to adjudicate it. There
have been significant improvements in adjudication timeliness, in-
vestigative timeliness, transmission of the original application
timeliness. So the whole process has made significant strides.

The other three areas were?

Chairwoman ESHOO. Well, one of them is granting interim clear-
ances. I mean, that was one of the—that was supposed to come out
of this. Ongoing verification of suitability of personnel with access
to classified information. The use of technology to augment——

Mr. JOHNSON. The technology pieces that we have focused on
have been an idea toward timeliness and given current tech-
nology—the deployment utilization of the technologies that exist
today. So that has been e-QIP, as Kathy talked about. That has
been transmission of files from the investigative unit to the adju-
dicated unit, which can cut weeks off of this process.

The longer-term issues, like an entirely different architecture for
the database, going paperless, all of the things that have huge po-
tential are still before us. They are longer-term issues that require
investment of funds; it is technology that does not exist today.

Another form of technology application here has been getting ac-
cess to digital records as opposed to paper records. Kathy has done
a great job working with different industries and database record
soui‘lces to be able to accomplish that. So there has been attention
to that.

I wouldn’t say that the community is frustrated over where it is;
the community is quite proud of what has been accomplished. But
the goals laid out by IRTPA, for all the right reasons, are very,
very aggressive. And that is our goal. Our goal is to completely
change this and take it to several-orders-of-magnitude-greater lev-
els of performance, and that is what our focus is.

Chairwoman EsHO00. I think what was spelled out in the legisla-
tion is really needed. When one goes through and reads the GAO
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reports that have been issued over quite a long period of time, it
is a system that really needs overhaul. I am glad that we are tak-
ing some steps. I think we still have a ways to go.

Let me acknowledge my friend and colleague, Mr. Issa.

Mr. IssA. From the telecom valley of the south.

One of the challenges we face—you know, certainly, if we looked
at industry and we said, “Would you do things the way we were
doing them 3 years ago?”, the answer—those truths were self-evi-
dent, that they had long ago given up the systems we were using.

But let’s take a company; let’s take General Motors. Could you
imagine if an executive in the Chevy division were transferred to
the Cadillac division and they said, “Well, yeah, we know you took
a polygraph”—I am stretching this a little—“a polygraph in the
Chevy division, but we have our own people, and we are going to
re-ask you the same questions in order to employ you in the Cad-
illac division.” Would that be considered to be one company?

You know, Ambassador, on the base it of all, the fact that we
still—or, Ms. Farrell, I know you have looked at this—the fact that
we still repolygraph people when they move, looking at the same
data, at a desk next to each other, but if they move from ownership
of one agency to another, we repolygraph them, in some cases.
hIsothere any basis under the intent of Congress to continue doing
that?

Mr. BoswELL. If I can touch on that, first, I think that reci-
procity within the Intelligence Community works rather well. And,
second, I would like to get on the record that I don’t——

Mr. IssA. Is this the part that you think works well, though?

Mr. BoswELL. Reciprocity of security clearances.

We also have, obviously, a joint duty requirement, which has
been instituted by the DNI, and all members of the Intelligence
Community have agreed to accept the clearances of the originating
agency when folks move from one position to a joint duty position.

Polygraphs are not a particular impediment toward security
clearances. They are not a big piece of the timeline. And

Mr. IssA. Ambassador, isn’t it true that we have a critical short-
age of people to do polygraphs, that that, in fact, is one of the bot-
tlenecks? I am trying to understand why it is not an impediment
if we don’t have enough people to administer them.

Mr. BOoswELL. It is not an impediment in terms of the amount
of time in the process. Only a few of the intelligence agencies re-
quire polygraphs. We still leave it up to the individual agencies,
and only five of them—I think it is five—require a polygraph. So
it is really not a substantial impediment.

Mr. IssA. Okay. Maybe I am—yes, Ms. Farrell?

Ms. FARRELL. If T could build on what my colleagues have said,
OPM has the bulk of the investigations to do; it is about 90 per-
cent

Mr. IssA. But you have all those Confidential and Secret clear-
ances that, quite frankly, you know, they are pro forma almost; you
know, see if the guy actually did get convicted of a felony when he
said he didn’t. I mean, let’s go through the bulk and slim it down.

We are here today primarily talking about our most sensitive ac-
cess, and that is not 2 million last year. That is how many, Ms.
Dillaman?
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Ms. DILLAMAN. 90,000 to 100,000 for Top Secret clearances, and
a like number for the reinvestigations that we do.

Mr. IssA. Right. Okay. But within your purview, 90,000 to
100,000 at TS, and then, above that, a fraction of that 90,000 to
100,000 that would be even more thorough.

So we are talking about 90,000 to 100,000. I just want to make
sure that we don’t keep looking at 2 million. You know, as a second
lieutenant, I had to have a Secret clearance. Actually, as a private,
I had to get that Secret clearance. Candidly, they didn’t know that
much about me.

Ms. FARRELL. Top Secret takes longer; it costs more. And per-
haps sharing clearances among the Federal agencies is not an
issue, but those that are associated with the Intel Community are
an issue.

But it appears to us that from—for example, I mentioned our Oc-
tober 2007 report, where we went in and looked at, I believe it was,
54 fusion centers that are a mechanism for helping collaboration of
information-sharing. It was through that work that it came to our
attention that there was this reciprocity issue, especially with the
DHS and the FBI, which you acknowledge you had discussions at
your roundtable about, that they were unwilling to share other
Federal agencies’ investigations.

But my point being, OPM does the investigations for Top Secret
for the vast majority. Perhaps there is not an issue of transfering
clearances from the Agricultural Department to Commerce. There
is this issue of suitability that Mr. Johnson was explaining, and
there is some overlap with security clearances. There is some dupli-
cative effort there that could be streamlined. I believe the joint
working group is working toward that, which is a good thing.

But then, within the IC community, you have this issue of reci-
procity. Maybe amongst them there is not an issue of going from
DIA to the CIA, but there is this issue of someone outside the com-
munity coming in with a clearance. We haven’t done work specifi-
cally looking at the Intelligence Community, but we have a little
insight from the October 2007 work that I mentioned.

Mr. IssA. Okay. Well, I think I see a pattern that—I want to,
sort of—I am going to bifurcate a little bit of the community versus
all others, because it appears as though we are heading down that
road.

Mr. JOHNSON. What road? I am sorry.

Mr. IssA. The road of—basically, there is the IC community’s
real, core clearances, and then there is all others. I mean, that is
becoming pretty evident, that it is not about what level of clear-
ance, it is about who gave you the clearance. I mean, I think even
though you are disagreeing on this, you are agreeing in a sense.

And let me just give you the example. “Factors used to determine
eligibility for security clearances”—this is saying it is a clearance:
Allegiance to the United States, foreign influence, foreign pref-
erence, sexual behavior, personal conduct, financial considerations,
alcohol consumption, drug involvement, psychological conditions,
criminal conduct, handling protected information, outside activi-
ties—I guess that would be soccer and so on—and use of informa-
tion technology systems.

Stamp collecting, exactly. Clearly not a Californian.
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Now, the question is, are these actually eligibility for security
clearance, or do these get down that nonreciprocity side, that it is
okay to give you a TS with a drug background, just not a TS for
DEA? Is that what we are really talking about? Even though they
are printed on a document that actually gets attached when some-
body gets rejected, that, in fact, we are mixing the two.

Does Congress need to understand clearly the difference between
you can see the information and you can have access to where you
might be able to generate or pass on differently? Is that what we
are talking about here? Because I would like to understand that in
addition to the two communities, if you will, of clearances.

Ms. Farrell.

Ms. FARRELL. Those guidelines I believe you were citing is what
the adjudicator looks at to determine the eligibility. And, again, I
think the issue here is who is doing the investigation and the qual-
ity of the investigation, which has Federal guidelines that the in-
vestigators should adhere to in terms of conducting the investiga-
tion—you know, doing the background check, the financial check,
their social check, employment, education. They put the package
together, and then those other guidelines you referred to are used
by the agency or the adjudicator to determine that person’s eligi-
bility for that Top Secret clearance.

Mr. IssA. But it is not for the Top Secret clearance, as it turns
out. Some of this is for do you get the job or not. You have been
offered a job, in this case, at the CIA. But when they go through
this, the truth is, if you were working for DOD, you might get your
Top Secret, but you are not going to get it for the CIA, because,
in the case of the rejection here—it was cited by Elizabeth York,
so I am assuming this is completely unclassified, since it was sent
through ordinary mail with no designation at a center in Maryland.

“During your security testing session, October 2005 to January
2006, you noted on two occasions that you had direct contact with
officials of foreign government, including two non-U.S. ambas-
sadors and a foreign minister.” This is part of the fact that this
person is being told they can’t do it.

Now, the fact that this person was an employee of the Depart-
ment of Energy in an unclassified environment, that this person,
in fact, is multilingual and an Oxford graduate—by the way, they
also note her attendance at Oxford as a period of time outside the
country in her rejection.

When we are looking at a system that—Ms. Dillaman, you are
doing a great job of making it digital—when we are looking at a
system in which somebody applies and it turns out that exactly
when the DNI is basically being confirmed, in December of 2005,
as we are saying we want to bring in Arabs and Muslims, we add
a directive, which the language of the directive is cited right here,
that actually says that foreign contact is going to be a limiting fac-
tor in getting it—it should be a consideration for a limiting factor.

So if you have family and friends overseas, you are not going to
get the clearance, while we tell people, Arabs and Muslims, that al-
ready speak the language, we want them. You don’t speak the lan-
guage fluently without contacts in the community that, if you don’t
have contacts over there, they are going to have contacts.
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So before we go on to some of the wonderful work being done
digitizing stuff, how do we get past this impasse when, in fact, we
are taking Oxford grads, law students who happen to be fluent in
Arabic and Spanish and, oh, by the way, can talk to a foreign min-
ister in their native tongue at a 3/3 level, how do we reject these
people and cite that they had those very contacts overtly?

Yes, Ms. Farrell?

Ms. FARRELL. I hope that the reform committee is looking at
that, because you keep talking about GAO’s reports going back
years. I know that they went back at least until 1974, before I
started at GAO.

Mr. IssA. Before you graduated high school, for goodness’ sake.

Ms. FARRELL. That is in my background investigation.

But we have had these issues of quality and incompleteness in
1999, 2001, 2006, and we are getting ready to go in and look again
and see what it is. We have talked about the need for a massive
overhaul of this system, which is what the reform committee is try-
ing to do.

We would hope to see, in their revised plan, one of the issues
that you are bringing up: Are they going to look at the policies and
update them or amend some, eliminate them, in order to bring
them up and into, quite frankly, the 21st century so that it can
take into account individuals that would be acceptable today that
wouldn’t have been acceptable perhaps during the Cold War?

Mr. IssA. Yeah. I guess, great question. Are you?

Mr. JOHNSON. Am I what? Sorry.

Mr. IssA. Are you going to look at these factors? Are you going
to make these differences a part of the restructuring? Or are we
gong to rely on a directive that came out of 2005, where we say
we want to recruit and then, by the way, we are making it almost
impossible to succeed. We get the applications and then we reject
them at a high level.

Yes, Mr. Ambassador?

Mr. BOSWELL. As you noted in your opening statement, Mr. Issa,
the DNI has made it a priority to facilitate bringing heritage Amer-
icans——

Mr. IssA. A priority publicly, and a directive that makes it much
more difficult privately.

Mr. BosweLL. We had a tough time during the DNI’s Senate con-
firmation hearing, because one member of the panel brought up an
example of a job application within the IC that basically said, if
you have a foreign-born parent or immediate family member, don’t
even bother to apply. That was an error, of course. It has never
been the standard that it prohibits employment in the Intelligence
Community.

But what is changing—and it is not final yet—but what is chang-
ing is that, in the past, having an immediate family member that
was a heritage American, to bring that person on board required
a waiver. And the mere existence of that requirement discouraged
people from applying. The DNI is going to change that policy—it
is in the final stages of interagency coordination—to eliminate that
waiver requirement. The standard will remain tests of loyalty to
the United States, but the waiver requirement will be gone.



64

Mr. IssA. Okay. Because we want to alternate here, I would ap-
preciate if, actually in a classified response, we could get, item by
item, changes that you are going to make so that we have a better
understanding. Because the committee, at least the Chairwoman
and myself, both have substantial foreign contacts and/or—well, we
meet with foreign heads of state all the time when we travel. But
also, we both have family and influence that go directly back, oddly
enough, both to the Middle East.

So, you know, it is a deep concern that we are the people who
are trying to make sure America is safe, while in fact we are going
to take people just as loyal as the Chairwoman or myself and po-
tentially exclude them. We don’t have that luxury. There just aren’t
enough people who understand or have the ability to get a
jumpstart on our Middle East needs. And that is our biggest prob-
lem, is the pool is pretty small to then cut off, as you said, arbi-
trarily.

One last question, and then I am very much have used all my
time. The differences between—and we will just use the CIA as an
umbrella for an agency or the NSA and all other clearances, I am
detecting a lot.

Let me ask you a real question, because we talked about the two
databases—one that is broad but not deep, one that is deep but not
available. When we did our reform, should we potentially have said
that there are two tiers of this reform, one tier for the vast major-
ity and one tier for the most sensitive, and that, in fact, each had
to have harmony?

And I noted, Ms. Farrell, you said 47 percent of DOD applica-
tions were incomplete but approved.

Ms. FARRELL. 47 out of 50 cases.

Mr. IssA. Oh, 47 out of 50, so twice the percentage.

Well, the CIA often rejects because you didn’t give them one fact
of one foreign contact, even though you gave them half a dozen or
a dozen. You just missed one. So the standards are so different in
who gets the job.

I will ask each of you—and you can respond here and further,
obviously, behind closed doors—did we err and should we, in fact,
be looking at two levels of sensitivity, so that the vast majority of
clearances, including Top Secret, are done? And then, if you will,
we will call it the compartmented mentality, that the next level is
a matter of DEA, NSA, CIA and others saying, okay, for sensitive
beyond, let’s say, base TS, we are going to have another umbrella
of harmonization.

I don’t have a problem with there being two databases. I have
a problem that if I have the need to know, those two databases
aren’t equally accessible. I have a problem not with T'Ss not being
equally run around. I have a problem that at a given level it is not
clear that they can move around. And I have no problem at all, as
a second lieutenant with a Secret clearance, being told it only goes
so far. But, at some point, our most sensitive information being
available to somebody, we need to have that.

Can you respond to that? I know it is a broad question, but it
goes to the core of do we need to take further action?

Ms. FARRELL. Well, I think——

Mr. IssA. Thank you for your courage.
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Mr. JOHNSON. We are all for further action. I am not sure I un-
derstand the question.

Mr. IssAa. Well, it doesn’t appear as though you are going to get
to, if you will, a one-paper process at the most sensitive level un-
less we segregate it from the vast majority of others. It looks like
Ms. Dillaman has high confidence—Ms. Farrell, you seem to have
high confidence—that we can get 1.8 million approvals done, and
most of those will have great reciprocity, great capability. It just
isn’t going to work at the agency or at the CIA, it is not going to
work at the NSA, it is not going to work at the NSC.

I mean, I think

Mr. JOHNSON. Ambassador Boswell said it is working. I don’t un-
derstand—you pointed to one example that, by the way, is over 2
years old, if I understood the dates correctly, before Mike McCon-
nell was put in as the DNI and has adopted these policies and initi-
ated these reforms.

Mr. IssA. That was the start. The end is much more current.

Mr. JOHNSON. Okay, well, I misunderstood. But I think Eric said
that there is reciprocity with the intelligence community.

Mr. IssA. So I can get a clearance at the TS level, X, Y, Z, that
goes through, let’s say, for DOD. And I get up from DOD as some-
body working in the Deputy Assistant Secretary’s Office for
“Blank,” and I can be on the Pak-Afghan border the next day and
have no problem being read in to the most sensitive counterintel-
ligence if that is the same level? No. We don’t have that ability. So,
you know

Mr. JOHNSON. For all the right reasons.

Mr. BOSWELL. But, sir, I think what you are getting at is the
question that the Chairwoman also mentioned, which is that the
existence of a database and the ability to move information across
from one agency to another.

And the problem, of course, as Kathy Dillaman mentioned as
well, that one database is classified and the rest are not. Well, we
are looking for—the intention is a unitary system to address ex-
actly the questions that you raised. That is the intention of the
Joint Team, and we hope to get there.

Mr. JOHNSON. Let me make one comment about——

Mr. IssA. You seem to have a different opinion, and I am going
to ask you to make the last—and then yield back my time.

Chairwoman ESHO00. You don’t have any time to yield back.

Mr. Issa. I know I don't.

Ms. DiLLAMAN. If T may?

Chairwoman EsHO0O. But I appreciate—I want this to be free-
flowing, because there is a lot of questioning.

Ms. DILLAMAN. There is a very broad base of need across govern-
ment, some classified, some unclassified. There is absolutely no re-
striction on the classified world having access to our information;
it is only the reverse.

And so, for that population that stays outside of that classified
arena and moves around, the system supports it well. For the clas-
sified world, who needs to draw from the unclassified, that system
will support it well. And for the limited number that may move out
of the Intelligence Community into the nonclassified world, there
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is a delayed process. But I believe, even then, with the information-
sharing progress we are making, that will not be excessive.

And so we have cut down the risk of individuals being stalled in
that fluid movement around government significantly, not to the
ideal state you just described, but certainly to the point where
every possible user in government has access and isn’t hampered
because they themselves aren’t working inside the classified world.

Mr. IssA. Thank you.

Mr. JOHNSON. Mr. Issa, can I make one quick point——

Mr. Issa. Talk to the Chair.

Mr. JOHNSON [continuing]. That addresses this issue?

If you move from, like, an under secretary at DOD to, all of the
sudden, now you are in Pakistan or Iraq or something, doing intel-
ligence work—I spent a couple, 3 hours with John out at NSA. And
this gets to the issue of what this community is trying to do, which
is move from risk aversion to risk management, which is a general
concept we talk about, where we have somebody who is Iraqi or
Pakistani, and if they are working on something over here that is
domestic, high-level, very top-secret, whatever, their being Paki-
stani or Iraqi may not be an issue. But, all of a sudden, if they are
working at NSA on Iraqi or Pakistani issues, they may be listening
to conversations by relatives of theirs.

So there is a security management issue there that has to be ad-
dressed. And what NSA is doing, for instance, is you manage the
risk; you don’t say, yes, you can do this, no, you don’t. What is the
risk, and how can we manage it? So, for instance, maybe you put
them in a separate facility, or maybe you put them here, or maybe
you put some controls, or maybe you do some extra quality control.

In general, now, we are talking about more emphasis on reinves-
tigations, be it Secret or Top Secret, throughout this whole process,
what changes the overall approach to this, risk management versus
risk aversion. The original security clearance thing, which is 50-
plus years old, is a risk-aversion process. We want all to go, I
think, by and large, to a risk-management process.

Risk management gets us into—and this is the NSA example—
into being able to hire the foreign speakers. So even though there
are significant risks, you don’t say, “Ooh, there is a little risk.” No,
there is some little risk, let’s find out a way to manage it, because
this person wants to do a good job, we need to have that job, we
need their language skills, let’s do it. There is a really strong com-
mitment within the IC to do that.

It was something that was irrelevant. It was an irrelevant issue
5 or 10 years ago. It is highly relevant now. And my impression
is and firsthand knowledge of it, albeit sparse, is they are doing a
very aggressive, good job of managing those risks, not saying no to
all those people with foreign relatives.

Chairwoman EsH00. All right. I would like to thank you, Mr.
Issa. Good line of questioning.

Mr. Holt.

Mr. HoLT. Thank you, Madam Chair. Thanks for holding these
hearings.

I thank the witnesses for coming.

Let me pursue two lines of questioning. And forgive me, I was
out of the room for part of the time. I may have missed this. But
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it wouldn’t hurt to summarize it for me and for the record, if you
have already talked about this.

Maybe this goes particularly to Ms. Dillaman, but to anyone:
What is the limit? Okay, so we have cut the time down to maybe
a few months for Secret and Top Secret. Doing it the way we are
doing it, and digitizing it as necessary, asking the questions we are
asking, collecting the information we are collecting, what is the
limit? What will be the shortest time for a TS? What will be the
shortest time for an S, a Secret?

Ms. DILLAMAN. Sir, the process relies on the voluntary coopera-
tion of tens of thousands of different sources of information—the
public.

Mr. HoLT. So that means you have good data, you have good sta-
tistics.

Ms. DiLLAMAN. We do, yes.

Mr. HoOLT. So using those good statistics, what will it be?

Ms. DILLAMAN. It can be as little, for some individuals, as 15
days. It can be as long, for some individuals, as 15 months.

Mr. HoLT. Because you have good statistics—because there are
thousands and thousands and thousands of these that you are
doing, you can get very good statistics. So what will the median be,
the median time? Half the people will take longer than that, half
the people will take shorter than that.

Mr. JOHNSON. In what time frame? I mean, when? A year from
now? Five years from now?

Mr. HoLT. If you can do everything you want to do, digitize it
%nd §?0 forth, what is the best we will achieve on a steady-state

asis?

Ms. DiLLaMAN. Today, we are at 80 percent, averaging in the low
60 days. But the Top Secrets take longer because of the informa-
tion we are collecting.

I believe that if there are not significant reforms in the way in-
formation is shared around government, we can make some more
improvements. But all improvements related to just having enough
people to do the job we have realized. We have enough people——

Mr. HOLT. So by so-called streamlining, you think that we are
approaching the asymptote here, to speak mathematically. In other
words, you just won’t reduce the median time much more.

Ms. DiLLAMAN. I think there are still some

Mr. Hovrrt. By digital fingerprints and using the Internet and, ev-
erything we can do?

Ms. DiLLAMAN. I think there are additional improvements, but it
is going to rely on other systems outside of our immediate control
to also have reform brought to them.

Let me give you an example, sir. Every investigation requires
that I obtain the FBI’s records. And if the FBI is incapable of pro-
viding all of their records timely—and they provide most of their
records timely, but not all—then those investigations where I can
have all of the rest of the work done but I need to wait for the FBI
to provide their essential information won’t be completed until that
final piece. For an individual, if I need to do a subject interview
to resolve issues and that individual is deployed to a war zone, I
have to wait until I have access to that individual. So there are fac-
tors that can delay specific investigations.
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But on the flip side of that, out of the 580,000 that we did,
145,000 of them were done in less than 45 days; some of them in
less than 30 days.

Mr. HoLT. What I would ask is, did you actually look at the me-
dian, that is a meaningful number, half to longer, half toward
shorter, and find out what that is? And if it means going to the FBI
and asking how much more can they shorten their process.

The median: Now some will take longer and some will take
shorter, but the median. Have they reached their limit? Have they
come to the asymptote? And there is not going to be much improve-
ment.

Ms. DiLLAMAN. That is what we have been doing over the last
2 years is working with every one of these. There are 26,000 local
law enforcement agencies that I rely on, 50 State records systems,
dozens of Federal records systems, and every one of those has to
be fine-tuned to be responsive.

And I also need to get the cooperation and responsiveness of the
citizens that have to be interviewed. I can’t just demand that they
shut (illown and stop and talk to me. I work around their schedules
as well.

So you are right, there is a limit for how far we can cut the time
on this to the point where we have been so aggressive that we cut
off the very information that is essential to us. And it is finding
that delicate balance.

There is more to be gotten out of this. There are further improve-
ments. And if today is 63 days, whether that improvement is down
to 40 days or 38 days is yet to be determined. It depends on just
how much reform we can bring.

Mr. Hovt. How will that be determined? It is a question we need
to ask and that we really need an answer to.

We shouldn’t be flogging people in the government to be getting
it down to 20 days when the best we are ever going to do is 40
days. So if OPM can’t go to the FBI and get that information for
what is the best for FBI—maybe we need the DNI to go to the FBI
and get—if one of your necessary ingredients is this FBI check, and
it currently takes 71 days, or whatever it is, for Top Secret, you
need to know and we need to know what is the best they can do.

Mr. JOHNSON. If we—this is grossly overgeneralized but if we
wanted to digitize every FBI record, we could get access to every
FBI fact about somebody in seconds, a day. I bet we would decide
we don’t want to do that. The cost of doing that, the time, the—
I am not sure we would want to do that. I mean, so that is not like-
ly to happen, but an example of what could happen that would take
something that takes 30 days and now to get it down to seconds.

The reform effort, there is a transformation effort under way, led
by Defense Department, the ODNI and OPM, looking at all the
things we can do to transform the system, not small incremental
changes, but all the kinds of issues that have been addressed; and
they have been charged by the President to start coming forward,
starting on April 30, with what do they know now we should be
adopting to transform the system.

And then as soon as they have other recommendations they want
to make that can be validated as being worthwhile and worth cost,
being a good relationship to benefit, they come forward as quickly
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after April 30 as they have something they want to recommend to
the President.

This is being done on a very aggressive time frame to look at,
how quickly can this be done? Not ideally, but what should this
system, this desired different way of doing this, what should it look
like? And what is the implementation plan?

And some of these things we can do in months or a year or so,
and they can start having an impact. And some of them, like going
totally paperless, will take more money and some more time, or
significantly more time. It is not going to be done in months, it is
going to be done in years to do it. But we are in the process.

There is a formal effort to address all the things that can be
done, and as a part of that, try to quantify the impact it will have
on the process. So you add up all the impacts, and that is how
quickly might it be done.

Mr. HoLT. And who is responsible for quantifying that? Where is
that being done?

Mr. JOHNSON. The reform team, which is led by John Fitzpatrick
and Beth McGrath here, that is answerable to the champions,
which is DOD, ODNI, and OPM with a little orchestration from
me.

When they recommend something, it is, Here is what is sug-
gested to us.

Why is it valid?

It is a worthwhile change to recommend to you, Mr. President;
and here’s the benefit and here’s the cost of doing it.

So that team, as a part of their evaluation, will come forward
with their assessments.

Mr. BosweLL. Can I add to that, sir?

Clay referred to the deadline of April 30. The reform team will
have an acquisition strategy developed by April to be folded into it.
The acquisition strategy will determine the cost and the implemen-
tation time lines the best we can. And we will also look for low-
hanging fruit, near-term improvements as well as the long-term
improvements.

Mr. HoLT. I would urge, plead, whatever, that we make it quan-
titative. When you have got this many people, you have good data,
or you should have good data. You can get good data.

Mr. JOHNSON. We have got fantastic data.

Mr. HoLT. And, therefore, it really should be quantitative, and
you should know from an engineering operations point of view
what the critical path is, what are the limiting time periods; if
changes were made in those critical limiters, what would then be-
come the limiting time period, and what is the median time there
and how much can that median be shortened.

1 You should be able to quantify it. I hope that is what you are
oing.

Ms. DIiLLAMAN. Sir, if I may, because I live and breathe data,
with the amount of work that we do, we track this down to a
source level. And we have, since the clearance reform team was
formed under OMB, we have provided full transparency to how
long every aspect of an—not only how long they take, but how ef-
fective they are, how many times they net out the results that have
to be considered.
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Two short years ago, the average time for a Top Secret clearance
was in excess of a year; the average time for a Secret Confidential
was in excess of 6 months. And bringing the change to this and re-
form to this and watching it week in and week out incrementally
go down, while the inventory of pending investigations dropped,
meant we have to stay on top of data.

Mr. HoLT. But, of course, you get smaller and smaller marginal
returns with more and more investment of money. And at some
point it is going to level off at an asymptote. We need to know what
that is, and for each of the ingredients as well as the total process.

Now let me turn to the bigger question, which is the more impor-
tant question. We may be streamlining a fallacious process. Again,
when I have asked this question to people before, I have not been
satisfied with the answer, and I would like to push it a little bit
more.

How do we know that we are asking the right questions, that we
are making the right determinations, that the process has any le-
gitimacy? I must say I get on to this line of questioning because
I have been convinced for many years that polygraphs, for example,
are pseudoscience, bogus, just bogus; and yet, I know various agen-
cies rely on it. Yes, you can use it to scare the daylights out of peo-
ple, and maybe they will come forward with something. That is not
science. But it makes me question whether the process is what it
should be.

So who is asking the questions?

In fact, GAO said we need better metrics and, in fact, in GAO’s
words, we need better measures of clearance quality, which I take
to mean, we are asking not just what are internal quality controls,
but we are also asking, have we cleared—have we rejected the peo-
ple who should be rejected, and have we cleared the people who
should be cleared? Have we avoided false positives? Have we avoid-
ed false negatives? How are we determining that?

And we know there have been some false positives. They go by
the names of Ames, and you know the list, and maybe there are
a lot of others we don’t know. And I happen to know some false
negatives, constituents and others who have been rejected, I am
pretty convinced, unfairly, unreasonably, illogically, or fallaciously.

So however we streamline the process, I hope somebody is asking
how we quantify, whether we are doing the right thing.

Ms. Farrell, since GAO addressed this, maybe I should start with
you.

Ms. FARRELL. Thank you for bringing that up, because our con-
cern is the quality of the investigations. The numbers are going in
the right direction for timeliness, and the agencies should be com-
mended for that; OMB should be commended for their commitment
and their strong leadership.

As I noted earlier, everyone here wants to make it better, but our
concern is that we may have a product that has a quick turnaround
but is of poor quality. And it does no good to do something better
and still end up with a product that doesn’t meet the standards
that you want.

Our concern is that we haven’t seen metrics, and we haven’t seen
quality built into the investigations and the adjudication process.
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The one metric that has been cited, that of returning investiga-
tions—that is one of six phases of this process, just one aspect of
six phases—so there are more metrics that could be built into not
only the investigative phase, but the appeals process, the applica-
tion, all six phases.

Mr. HorLt. Who should be responsible for building those in?
Where should it rest? Should it be this general group? Should it be
the DNI or the Secretary of Defense themselves? How can we be
sure this is going to be done or is being done now?

Ms. FARRELL. You have a number of things going on simulta-
neously. So the answer right now is, multiple players should be
doing this.

Mr. HoLT. And is that bad? I mean, part of the security clearance
that we see is more uniformity, more consolidation. That may or
may not be good.

Should this be question about whether the process is even right,
whether it is fallacious or not, should that also be centralized, or
should that be decentralized?

Ms. FARRELL. Right now, we have multiple processes, and we are
trying to move to a process that would have a common framework
that we share. The issue is, in the long term, will it be shared by
not only the OPM investigators, but those that are doing investiga-
tions for the IC community as well. Right now, we hope that OPM
has taken action on some of our recommendations to build in qual-
ity control measures for the situation that is today.

We also hope that the reform committee will be looking ahead.
And, as part of their strategic thinking—again, it is going back to,
if you are going to overhaul a system that has been in place for
decades, you probably need new policies and new procedures; and
this is an opportunity to make sure that quality is built in to all
the phases of that uniform process.

Mr. HoLT. Thank you. Mr. Johnson seems eager to speak. We
have a vote on the floor. I am delighted to see the Chair is back.

Mr. JOHNSON. While you are here, let me make a very strong
statement.

We do not have a quality—a security clearance quality problem
in the Federal Government.

Mr. HoLt. How do we know?

Mr. JOHNSON. No bill has been passed. There has been no evi-
dence that we are issuing

Mr. HoLT. Absence of evidence is not evidence of absence.

Mr. JOHNSON. I appreciate your conversations here and state-
ments about the math of all this, but let me address something
here.

The issue, the primary issue—by far, the primary issue—is not
that we are giving clearances to people that shouldn’t have them
or that we are occasionally depriving the people that should get
them. There are appeals processes that people are allowed to go
through if they believe they are unjustly denied clearance.

We have—what we have here and what the IRTPA attempted to
challenge the Federal Government, and I believe we are rising to
that challenge—is a timeliness issue, far and away, orders of mag-
nitude, that difference. That is the issue.
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On the issue of what is central and what is decentralized, we are
centralizing, we have centralized the investigative matter. The ad-
judication is decentralized now. It is by agency. The responsibility
for deciding who should get a clearance and who should come to
work at an agency needs to be that agency’s responsibility, because
each one of their missions is different and they need to look at
what are the specifics.

So there is not centralized adjudication, there is decentralized
adjudication. There needs to be consistency of training and exper-
tise and so forth, but how they weigh the factors should be, and
is, agency-specific.

Chairwoman ESHOO. Thank you. Let me try to pick up where we
left off when I had to go over to the Capitol to vote.

It seems to me that—in a nutshell, that the IC community is
dealing with reciprocity and that the rest of the system is dealing
with timeliness.

Do you agree with that, or is that too—is that too much short-
hand?

Mr. BOoSWELL. The IC has a timeliness issue, too. We are in pret-
ty good shape in terms of the 2006 timelines. But we are not in
good shape in terms of the 2009 timelines, and that is why we need
a transformed system.

Chairwoman EsHO00. I think that Mr. Issa’s line of questioning
was helpful. And I can’t help but think of the word “jointness” in
all of this, because the legislation that the Congress put forward
really was, I think, at the heart of it. And there are many mani-
festations of that, is that—that is our goal, is jointness.

I understand that the needs of the Intelligence Community vary
and differ in some ways—not in all ways, but in some ways—from
the rest of the system. And, as he said, maybe there should be two
different systems. I don’t know; I think that we still have to probe
on that. But I think that there are many parts of this in terms of
security clearance that are shared across the government.

So how we achieve the jointness that the Congress directed, I
guess is the question, and how we measure that. And I know Ms.
Farrell in her testimony—and then your summary, you talked
about metrics. So I want to examine the issue of metrics.

But first, let me ask you, Ms. Dillaman, does OPM conduct any
clearances for the Intelligence Community contractors?

Ms. DILLAMAN. Only those that would be considered under the
Department of Defense. Yes. So we do all of the work for Depart-
ment of Defense and for industry.

Chairwoman EsSH00. You do?

Ms. DILLAMAN. Yes, ma’am.

Chairwoman ESH00. Do you provide any assistance to contrac-
tors of prospective employees to navigate the clearance process? Or
is that something that those that are seeking them are on their
own to do?

Ms. DiLrLAMAN. That belongs to the clearance granting agency
themselves, in this case, Department of Defense.

Chairwoman EsHO0O. They do?

Ms. DiLLAMAN. Yes, ma’am. And the initial application process is
an OPM-developed application process. So all of the online collec-
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tion of information, and all the assistance, and tools that go with
that, was developed by my agency.

Chairwoman EsH0O. Now, let me get to Ms. Farrell and the
whole issue of metrics.

What, in your work and how your work has instructed you,
should the DNI use to validate the entire team’s results?

Ms. FARRELL. I am going to go back to quality because—although
I mentioned four factors in the statement—requirements, quality,
quality measures, and long-term funding costs—because you are
going to need money and people to carry out the reforms, but we
would hope that quality would be built in to the process.

Timeliness is an issue. We have heard that not only is it an issue
with the DOD agencies, but it is an issue, as well, in the Intel-
ligence Community.

But the quality metrics that we would be looking for would be
the completeness of the investigations and the adjudication reports,
or the training. And that has come up, that these adjudicators are
working for the multiple agencies that have multiple processes car-
rying out the eligibility function. So one metric would be looking
at the number of training hours, the course content. Is it meeting
the needs of that training community, especially for a new system
that is being put in place? Other metrics could include surveys of
the affected people, the adjudicators and the investigators, how
well they think the process is working, as well as building in other
internal controls for fraud, waste, and abuse, making sure that
there is independence in the system to oversee and that there is
no harm done.

Chairwoman EsH00. Do you agree with that description? And to
the extent that these are the observations of the GAO, are they
built into your work?

Mr. BoswELL. I think an end-to-end enterprise system will have
a much better way to measure the kinds of things that GAO——

Chairwoman EsH0O. Do you agree with the specifics of the
metrics?

Mr. BosweLL. I agree with what Mr. Johnson said, which is that
the issue at hand here is less the quality—we are confident in the
security clearances that we are providing. We are confident in the
quality of that system.

What we are working on is the timeliness of the system.

Chairwoman ESHO0O. So do you agree or disagree with what Ms.
Farrell said about these metrics?

I mean, if you disagree, it is all right.

Mr. JOHNSON. I disagree.

Chairwoman ESHOO. Tell us why.

Mr. JOHNSON. The majority of the metrics she talks about are
input metrics. And if you are implementing something, we look at
training, we look at what the industry thinks of—we poll the indus-
try on a regular basis, frequent, ongoing basis on how—they are a
customer—how they view the process, the timeliness, quality, cus-
tomer service, and so forth.

Chairwoman EsHOO. We have done that in roundtable meetings,
and they are not very pleased.
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Mr. JOHNSON. They are not. And that is the point. Their under-
standing, their perception is different than the reality in terms of
timeliness; and so we need to make sure it tells us

Chairwoman EsHOO. What does that mean, “their perception is
different” than yours?

Mr. JOHNSON. They say that——

Chairwoman ESHOO. Their experience is not the way they de-
scribe, the experience is not accurate?

Mr. JOHNSON. It is what they feel. I mean, it is—their impression
of the information is that times are not improving as our statistics
suggest they are. And so that says we need to do a better job of
working with them and getting statistics and getting a common un-
derstanding of what is going on here and what the opportunities
are and what the obstacles are and so forth.

So that is not something to dispose of or pay no attention to what
they think. It is, we need to do a better job of linking up with in-
dustry, an even better job. And it is the agency’s responsibility, in
this case, with industry, DOD.

Chairwoman EsHO00. I am not so sure I understand why you dis-
agree with what Ms. Farrell said. Let me get back to that.

Mr. JOHNSON. She talked about paying attention to training. Of
course, we pay attention to training. And a part of this will be—
and one of the things we started working on in 2006 was the adju-
dication, what consistencies and inconsistencies there are, the adju-
dicators, adjudicating activity across agencies, and what is the level
of training and what level a person is that does the work and so
forth. And there has been an ongoing effort to look at that and
bring that all to be more consistent, more aligned across the agen-
cies so there can be greater confidence in the quality of the adju-
dications done by all the different agencies.

That is ongoing. But that is an input; you can do all that and
still have bad adjudications. But nobody feels, nobody has said yet
that we are granting clearances to people that shouldn’t have them.

Chairwoman ESHO0O. Let me just go to Ms. Farrell.

Is that what you intended as you came up with the metric, that
there are people that are getting, receiving security clearances that
shouldn’t?

Ms. FARRELL. We don’t know. I think the answer to that is, you
don’t know. Because the last time we went in and looked at the 50
top secret cases, 47 of them had incomplete information that were
related to residence, employment, education. And I am not talking
about missing ZIP Codes.

For example, talk social references. There is a requirement that
the investigator interview two colleagues of the applicant that the
colleague has provided, and then the investigator is to develop two
social references. We found cases where the investigator only relied
upon the information provided by the applicant.

That is what we are talking about with “missing and incom-
plete.” Also, 27 of the 50 cases had unresolved issues that hadn’t
been followed up. So my response to that is, we don’t know. They
don’t know because of missing information.

It is alarming when you look at the numbers in terms of incom-
plete investigations. The focus has been on timeliness—and that
should be commended, the progress that has been made; again, the
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numbers are going in the right direction. But we don’t want to do
a product quicker and have a poor-quality product.

Mr. JOHNSON. The commitment in everything—we want to go
quicker with no diminution in quality. So there is no effort, there
is no inattention to quality here.

But with reference to employees that have gone bad, and Direc-
tor McConnell talks about there are 128-or-something spy cases in
the last whatever period of time. I think all of them, if I am not
n}llisunderstanding it, went bad after they got here, and 124 of
them——

Chairwoman EsHOO. That is a whole other area.

Mr. JOHNSON. That gets into the risk management and the con-
tinuous reinvestigation.

The suggestion was, because of the 128 people, that suggests that
we are missing some people as they came in. They were—there was
not risk when they were brought in. It is a risk management, it
is management of risk and attention to—greater attention to their
behavior after they are here.

I do not believe that there is evidence that we have a quality
issue that we need to categorically address. We are firmly com-
mitted to quality of investigations, quality of:

Chairwoman EsHO00. I don’t think there is lack of commitment
in this. I think that you all are struggling to turn, the equivalent
to me of a trying to make a huge cruise ship—trying to make a U-
turn in a small bay.

This is—we are dealing with a system that is very old and was
set up to produce different outcomes at a different time. And I
think it, you know, is characteristic of so many other efforts since—
most frankly, since our country was attacked.

And so I don’t think that is—I don’t doubt commitment from any
of you. I think that you are all superbly committed. It is a matter
of drilling down and seeing if, in fact, the directives of the legisla-
tion have been met; where there are shortcomings, that we work
harder to correct them.

I know, Ms. Dillaman, you wanted to say something.

Ms. DiLLAMAN. Thank you, ma’am. And with all due respect to
my colleague from GAO, I also think we need to put this in context.

When GAO looked at investigations, they looked at investigations
conducted during the period of time when the Department of De-
fense investigations program was transferred to OPM—investiga-
tions, in fact, that were reviewed, started under DOD’s leadership.

Now, that is not pointing fingers. That is to say that the two
agencies had different standards applied to how investigations
were conducted. One of the major benefits of combining the pro-
grams was uniformity, and we immediately did launch a massive
training effort to get everybody, contractors and Federal employees
alike, working toward the same standards; revised a standard, one
standard handbook. And so the outcome of that merger effort is a
rriorg uniform program where the investigative standards are im-
plied.

There is work that needs to be done on the investigative stand-
ards, too, because when they were first drafted, it was almost a
like a punch list. You would talk to two neighbors. Whether two
neighbors were to know this individual or not, you had to talk to
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two neighbors. And in today’s transient world, there are people
whose neighbors know nothing about them, and they may not be
the right source to testify to someone’s character.

Chairwoman EsH00. We have already covered that ground in the
subcommittee, and there have been references made by other mem-
bers, by members of the full committee as well.

On this issue of quality, I think it would be helpful if there were
objective measures to prove that there is quality; and that is not
picking on an agency or to say that the things that you are working
on are not important. But it is very important to have yardsticks
by which we measure these things.

I think that every single one of us is for quality. Nobody is going
to doubt that or question that; and I am not going to question that
with any of you. It would increase confidence, I think, here if in
fact there were

Mr. JOHNSON. I don’t think asking what investigators think of
the process is an important quality measure. One of the metrics op-
posed by GAO is to ask on an ongoing basis what the investigators
or adjudicators think of the process. I don’t believe that is a good
quality measure.

Mr. IssA. Why? Why wouldn’t you think that was important?

Mr. JOHNSON. Because I don’t think what their impressions are
of the system have anything to do with whether it is a quality
product.

Chairwoman EsH00. Well, you just talked about impressions of
the contractor community. Why are impressions from one commu-
nity okay and from another part of the community are not? I sense
that there are some tensions between what GAO’s recommenda-
tions

Mr. JOHNSON. I am not a big fan of GAO using 2-year-old data
to talk about the absence of quality in the process.

Chairwoman ESH00. Do you sit down and talk to each other?

Mr. JoHNSON. All the time.

Chairwoman ESH00. And you can’t get this worked out?

Mr. JOHNSON. I have communicated very clearly that I believe a
lot of their data they refer to——

Chairwoman EsH00. How flexible are you? I think more than
anything else it is—look, if there is anyone that understands juris-
dictions and how people fight over them, Congress is the best case.

Mr. JOHNSON. GAO loves the management part of OMB, and we
work very closely with GAO. And—we have our differences of opin-
ion, and I don’t believe that measuring inputs or using 2-year-old
data is the way to measure quality.

Chairwoman EsHO00. I would be happy to yield.

Mr. IssA. You did your study 2 years after you said, Let’s make
a change, and you are complaining that it is 2 years old.

My question is, 2 years after Congress acted, these are the re-
sults you have. So they are valid 2 years after Congress empowered
the administration to make a change. And, quite frankly, Mr. John-
son, you have been with the administration long enough to know
that this administration, for which I personally voted and sup-
port—but this administration has been here 7 years; so we are
going to be looking back at year 2, 3, 4, 5, and 6 of this administra-
tion, well into the next administration.
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The question is, was it valid at the time Ms. Farrell did the
study? And what has been changed, that the two of you can agree
1(in, has been changed since that time? That is what we want to

now.

Mr. JOHNSON. Let me answer your question.

The time period, if I am understanding correctly, for the 50 cases
she talks about, was December and January of 2005 and 2006; that
is when the reform effort began. And the investigation, the study
was of cases—as Kathy said, of cases that were investigated by
DOD, not by OPM. So it is pre-reform; it was an analysis of the
pre-reform situation. The before, not the after.

And there is not an assessment that is current or of the reform
where, after the responsibilities were changed.

Mr. Issa. By the way, we are only here on 2-year terms. So we
are kind of funny about 2 years seeming like an eternity.

Ms. FARRELL. We are presenting the facts for you to do with as
you wish.

The sample in question was taken in January and February
2006. At the end of that calendar year is when, by law, you were
wanting the IRTPA requirement to begin with its milestones. The
50 cases that we looked at were cases that OPM investigated. Keep
in mind that OPM had had 2 years to plan for the transfer from
DOD’s investigation service to them, so we are pretty sure that
those cases are OPM’s. I have talked to the staff, and they do not
remember any of those cases belonging to the DOD investigators;
they had already transferred. And, again, OPM let these go
through their quality assurance program.

So what were their quality standards? Even if they inherited
them—and I am not saying that they did, but if they inherited
them, what quality procedures were in place to keep them from
slipping through? And that is what is lacking, it is the quality pro-
cedures.

We believe in measurements of goals in order to determine where
you are going. OMB has led the government in such measure-
ments. The ones that we suggested are suggestions. We think those
would be good. There are more metrics that could be done. We
would hope that the current reform committee would consider this
issue of quality and build quality in, as well as timeliness for the
future.

Chairwoman ESHO0O. I just have a couple of more questions and
then we will go back to Mr. Issa. And I don’t think that Mr. Holt
is going to be able to come back, so I think we will start winding
down. But it has been most helpful.

Now, in the legislation, there was a mandate that the President
designate a single agency to direct the day-to-day oversight for in-
vestigations and adjudications for personnel security clearances.

My question is, who did the President designate under the act?
And do they actually maintain day-to-day oversight?

Mr. JOHNSON. The President designated OMB. And I was des-
ignated.

Chairwoman ESHOO. So you are the point person.

Now, why do some intelligence agencies still conduct their own
investigations and adjudications? We have kind of gone around
that, but so it is——
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Mr. JOHNSON. How I will answer that is the following:

Particularly in the Intelligence Community, the investigation,
the clearance investigation, is one and the same with the suit-
ability investigation, and

Chairwoman ESH00. So clearance and suitability are shared
across the government?

Mr. JOHNSON. No. In Intelligence Community it is super critical
of those. That is one and the same: Do they get the clearance and
are they suitable for employment? It is pretty much the same issue,
but they are less one in the Interior Department, for instance. And
that is a gross overgeneralization.

But also, the feeling was, it was being done on a reasonably
timely basis already in the Intelligence Community. And so does
the Intelligence Community continue to do their investigations and
their adjudications, while we focused on reforming where there
were timeliness issues, which was the primary issue, and that was
outside the Intelligence Community?

Chairwoman ESHOO. My sense in the kind of collective testimony
today is that you all have essentially placed your pedal to the
metal on timeliness. And that is important, timeliness. There is no
one that is going to question or suggest that being untimely is
okay. It is not.

But I think that there are other issues to be dealt with here.
Tha}‘i is my sense, and I think that some of the testimony points
to that.

So, again, is there, in your view, a necessity to have some intel-
ligence agencies conduct their own investigations and adjudica-
tions? I mean, is that

Mr. JOHNSON. They do it now.

Chairwoman ESHOO. I know that they do.

Mr. JOHNSON. Or are you saying, should we change that?

Chairwoman ESHO0O. Yes.

Mr. JOHNSON. I don’t know of a reason to change that.

Mr. BosSwELL. I certainly agree with that in spades.

And just to emphasize a point that was made: A condition of em-
ployment in, for example, CIA is that everyone is cleared at the
Top Secret and has SCI access. That is very different from what
it is in most other organizations.

Chairwoman EsH00. So I am gathering from Mr. Johnson and
Ambassador Boswell that you don’t think that in terms of efficiency
and other factors, it would make sense to have one agency manage
all security clearances?

Mr. JOHNSON. Do you mean, all do the investigation? Because
right now, the adjudication is done by each hiring agency.

Chairwoman EsSHOO. I understand.

Mr‘.? JOHNSON. You mean, have one entity do all the investiga-
tions?

Chairwoman EsSHO0O. One entity in charge of all security clear-
ances.

Mr. JOHNSON. I do not believe that there should be one agency
making all adjudication and all investigation.

Chairwoman ESH0O. And I appreciate that.

Mr. JOHNSON. Because it is the responsibility of each agency. Be-
cause they are the pursuer of their mission. They are the ones that
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understand their mission, and they understand where there might
be risk and where there may not be risk, and they are best
equipped to make that adjudication.

Chairwoman EsH00. That has been a very long-held view, and
that is one view. And I wanted to question about that.

I can see how extraordinarily strongly you feel about it, and I am
not diminishing what your view is, and it is a very strongly held
one.

I am going to stop there. I will go to Mr. Issa now again.

Mr. Issa. Ms. Farrell, thank you very much for the work you did.
I am sorry that we don’t have continuous improvement in the gov-
ernment, that every month you don’t get two or three records to
look at so that—like polling data or like tracking of any organiza-
tion.

UPS knows every day whether they are getting better or worse,
because there is some amount of quality circle every night on every
part of the company. Because, by definition, they don’t wait for a
big study, and then when it comes out say it is 2 years old; they,
in fact, do it every day.

So I am sorry that we don’t give you that capacity more.

I would hope that as quickly as possible you could do at least a
mini update on what you currently have that is now being accused
of being dated, because I personally, as least as one member, have
great confidence that you will find a substantial number of the
same problems. I am sure there will be some improvements, but if
you would look again, I think we would all benefit from it.

Mr. JOHNSON, I AM GOING TO BE LESS KIND, PERHAPS, THAN THE
CHAIRWOMAN. I don’t like the way you are treating this committee.
I think, in fact, you haven’t talked to your boss. I think that, in
fact, both the President, the Secretary, the DNI have all made it
very clear that we want to end stovepiping.

So when you say that this joint task force that is supposed to be
finding a way to use clearance process reform as part of the ending
of stovepiping, you don’t think we are going to get there and don’t
think you should, I think you are out of line. When you become dis-
ingenuous on its face, when you tell me that there is no problem
with reciprocity, but then of course we are going to continue to
have different agencies have different fiefdoms in order to deter-
mine who is going to be fit to work there, and then we think they
are going to openly let each other agency with different standards
look at each other’s information, which ultimately is what you say
will have to happen.

Now, Ms. Eshoo and I both, we travel, we have the opportunity
to work with many of the people in the most sensitive areas around
the world, and we do see a tremendous improvement in jointness.
We see a tremendous improvement in the attitude of the operatives
and the management in the Pak-Afghan border region, in other
areas of interest. So I am not going to say that there isn’t progress
being made. I have seen it, the chairwoman has seen it.

What I am saying is that the Congress was unambiguous in say-
ing that we wanted to get to, essentially, oneness of standard, one-
ness of process, not levels, but process; so that, in fact, at a given
level—and I appreciate what you said earlier, that not everyone
that can see one document can see the other, even if they have the



80

same level of clearance—but the quality and acceptance of each
other’s clearance in the process.

Today, you have sort of demonstrated, and I think Ms. Farrell
shook her head as much as she can, she is probably going to have
to go take an Advil at the end of this thing, to say that, No, I don’t
think that a fair oversight of a year and a half ago, 2 years ago
says that you are making that progress, and today you are not giv-
ing us the confidence that you are.

Now, I want to be wrong. And I certainly am not going to lecture
you and then not give you a chance to respond. But both for you
and for Ambassador Boswell, I have got to tell you, I think my in-
terpretation is that Congress wants everybody who can be cleared,
be cleared to be used in the best place they can. That is part of
the outreach that the DNI talked about.

Two, we want to have somebody who has a need to know some-
thing to have been cleared at a level, be able to get it. And simply
going from one agency’s information to another is not a reason to
redo the same level of security clearance. If there are different lev-
els, fine. But as someone rises to them, and the chairwoman and
I have the luxury of rising to the highest level. And, by the way,
not because we would have passed your screening test under the
rules, but we do have that luxury, so we get to see how important
it would be for one person to see something else in order to get to
the bad guys before they get to us.

So I would like to hear your response on it. I do think Congress
was unambiguous in saying that we envision no separate stand-
ards, no inability to port somebody from the NSA to the CIA, et
cetera, based on these other factors of individuality being excluded,
but not based on the documentation or the transparency of that
documentation as appropriate.

And I would love to hear your comments.

Mr. JOHNSON. I don’t think you would find any difference, first
of all, in terms of what I am suggesting versus what the President
and Mike McConnell and Secretary Gates and so on would want.
I would love to have you go back, or have your staff go back
through the transcript of this meeting and call me; and I will come
up, and you tell me where, based on what was said here—not what
was heard, but what was said here—where 1 disagree with what
you think the President’s and Gates’ and McConnell’s intents are.
Becau;e I do not intend to deviate from what they have directed
us to do.

What we are saying by “reciprocity” is that all prior investigative
work should be accepted. You should not have to redo somebody’s
investigative work simply because you want to take another look
in another department about whether suitability or clearance over
here equates to clearance over here.

I will bet you, if you asked the Members of the House or Senate
or anybody in the executive branch, senior capacity, whether your
access to Top Secret information at Interior would qualify you for
access to Top Secret information at CIA, you would hear a resound-
ing “no.”

Mr. IssA. Then the question, and the Chair—look, not all Top Se-
cret is created equal, not all Secret might be created equal, al-
though mostly it is sort of post-CNN usually. And as we go up the
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levels, I don’t have a problem with you saying something is a high-
er level. But I do—I do disagree.

If you categorize something at a given level, and there is a need
to know in the course of legitimate doing of somebody’s job, which
in this case is finding the bad guys, which takes all these different
agencies, including probably a Department of Agriculture person
who is seeing some movement of something that can blow up a
building or whatever, then, yes, the categorization should be con-
sistent. That is what Congress told you all.

So when you say, No, it can’t, yes, you are on the record saying
exactly what we think is different than what we said and what the
administration said they heard.

Mr. JOHNSON. Okay. Well, that is not what was said, sir.

Mr. BosweLL. Sir, I hope I didn’t misunderstand what you said
with your comments earlier. TS/SCI within the Intelligence Com-
munity is entirely reciprocal. I mean, there is no stovepiping. An
enormous progress has been made on this. It is entirely reciprocal.
You may find some cases where—you know, we all have our sto-
ries, but it is entirely reciprocal.

You mentioned earlier polygraphs. A CI polygraph done by one
intelligence agency is entirely accepted by any other intelligence
agency. There is no repolygraphing.

Mr. IssA. We are glad to hear that. We don’t know that to be
tflue at this point. So, hopefully, we are both hearing the same
thing.

Mr. BosweLL. Likewise, a full-scope polygraph done by one agen-
cy is reciprocal to another agency. And they are accepted within
the :illgencies that do—or the few agencies that do full-scope poly-
graphs.

Mr. IssA. So if I am at NSA and I am short of polygraph people,
CIA can help me out and it is completely going to be reciprocal?

Mr. BOSWELL. I can tell you that the DNI, for example, in
polygraphing its own people, relies on several agencies to do it.
They polygraph to common standards.

Mr. IssA. That is very good to hear.

One last thing in closing: The 128 that was mentioned of people
who have betrayed their country, the statement that they all went
bad after they had the job, I think flies in the face of what this
committee has heard in the classified setting about individuals
who—one or more individuals, who clearly cheated to get into one
agency, cheated to get into another agency, had lied throughout the
process, and is currently in the news.

So I would hope that that would be double-checked before it was
repeated again, because I don’t think we can fairly think that that
person or people are outside the 128.

Thank you.

Chairwoman EsHOO. Thank you, Mr. Issa.

Let me just ask one more question, and then I will make some
brief closing comments in thanking all of you. I think this has been
worthwhile. I have learned from it, and that is what hearings are
for.

Ambassador Boswell, you said in your testimony that there not
be any diminution of quality. And I want to get back to the issue
of quality, because it is so important in what we do.
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Can you tell us about what proposals you are validating in the
team effort? How you are addressing this? What metrics you are
using? Are there any?

Mr. BOSWELL. Yes, ma’am.

Chairwoman ESHO0O. Give us some confidence in this.

Mr. BosweLL. There are a number of what we call “demonstra-
tion projects” that are going on. Now, they will be done in time for
us to make our proposal to the President. There is a substantial
degree of quality control and quality checking. These are all to vali-
date the quality in addition to speed up the process, but to validate
the quality of the new system that we hope to have in place.

So quality control and attention to quality is absolutely central
in this process.

Chairwoman EsH00. Well, let me thank you all for—first of all,
for your service to our country. That is what we are all here for,
and we can never, ever lose sight of that. Our work, our oversight,
the work of the Congress is really on behalf of our country and the
American people.

The questions that we raise and what you do in your respective
areas of the executive branch, we are partners in this. And so while
some of the questions may ruffle feathers, so to speak, that is very
healthy. I think it is very healthy, and I hope that you accept the
questions and the observations with the highest sense of purpose
that, hopefully, we have asked the questions.

And so thank you to you, to all of your colleagues that are here
that are not at the table testifying, for the work that you do.

I want to acknowledge the work of our staff again. I can never
thank them enough, because they provide the consistency of all of
this, and we simply can’t do the work of all of them.

Mr. Ruppersberger has joined us. And I would like to invite you,
even though it is the tail end of our hearing. We have completed
the questions.

Mr. RUPPERSBERGER. I just want to thank you for having this
hearing, because this is such an important issue for us in the Intel-
ligence Community. You and I have been here for 5 years. And we
have so many issues that we have to deal with, if we don’t deal
with this and get it where we need to be and pull it together—and
it seems there were a lot in the past, a lot of different agencies and
turf and OMB; and now we——

Chairwoman EsHOO. We have gone through some of that.

Mr. RUPPERSBERGER. It is all about the end game, doing it right.
I don’t need to go any farther.

Chairwoman EsH00. Thank you for coming to say that.

With that, we will adjourn the hearing. Thank you.

[Whereupon, at 11:38 a.m., the subcommittee was adjourned.]
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