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(1)

COMBATING TERRORISM: COORDINATION OF
NON-MEDICAL R & D PROGRAMS

WEDNESDAY, MARCH 22, 2000

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON NATIONAL SECURITY, VETERANS

AFFAIRS, AND INTERNATIONAL RELATIONS,
COMMITTEE ON GOVERNMENT REFORM,

Washington, DC.
The subcommittee met, pursuant to notice, at 11:10 a.m., in room

2247, Rayburn House Office Building, Hon. Christopher Shays
(chairman of the subcommittee) presiding.

Present: Representatives Shays and Blagojevich.
Staff present: Lawrence J. Halloran, staff director and counsel;

J. Vincent Chase, chief investigator; R. Nicholas Palarino, senior
policy advisor; Robert Newman, Kristine McElroy, and Thomas
Costa, professional staff members; Jason M. Chung, clerk; David
Rapallo, minority counsel; and Earley Green, minority staff assist-
ant.

Mr. SHAYS. I would like to call this committee meeting to order
and to say that I have a great job being able to serve in this capac-
ity, and I really appreciate the witnesses that are going to be par-
ticipating today. It is a very important issue and we appreciate the
good work of everyone involved. The purpose of this hearing is just
to help us sort out where we are at and where we need to go and
where we can improve, and that is ultimately the objective of ev-
eryone here.

This Friday, in Connecticut, municipal, State and Federal emer-
gency management officials will conduct a tabletop exercise to plan
their response to a fictional but all too plausible incident of terror-
ism involving the use of chemical and biological weapons.

Much of the technology they will discuss—detectors, protective
gear, and decontamination equipment—is the producte of research
and development [R&D], begun 10 to 15 years ago. Today, we ask
how effectively today’s Federal R&D efforts are focused on the
needs of local first responders to meet tomorrow’s terrorism
threats.

According to the General Accounting Office [GAO], research and
development of non-medical technologies to meet chemical and bio-
logical threats is being conducted by several military and civilian
agencies. In looking at four major R&D programs, GAO found all
four are working on biological agent detectors, three are developing
chemical detection and identification capability, and three are pur-
suing modeling and dispersal simulation. GAO found efforts to
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avoid duplication in these R&D programs informal and inconsist-
ent.

As we learned in our previous hearings, terrorism may know no
boundaries, but bureaucratic barriers can be impervious to the
need for interagency coordination and cooperation. The risk of over-
lap, waste, or missed opportunities to fill technological gaps is com-
pounded by faulty or dated threat assessments. According to GAO,
‘‘Several programs do not formally incorporate existing information
on chemical and biological threats or needed capabilities in decid-
ing what research and development projects to fund.’’

If the threat doesn’t drive R&D commitments, what does? Criti-
cal decisions are being made today that will determine whether
local police, firefighters, and emergency medical personnel will
have the technology they need to confront the next generation of
terrorism. Our witnesses this morning make many of those deci-
sions, or are in a position to influence those who do. We look to
them for assurances that Federal research and development pro-
grams will be effectively coordinated and efficiently run.

[The prepared statement of Hon. Christopher Shays follows:]
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Mr. SHAYS. Our first panel is members of the GAO: Kwai-Cheung
Chan, Director, National Security and International Affairs Divi-
sion; Dr. Sushil K. Sharma, Associate Director, National Security
and International Affairs Division; and Weihsueh Chiu, also from
GAO.

I believe we have just one testimony and that is from you, Mr.
Chan.

Mr. CHAN. Yes, sir.
Mr. SHAYS. We are happy to have you here, as always.
Mr. CHAN. Thank you, sir.
Mr. SHAYS. Pardon me. I need to administer the oath. I wish I

could just swear you in at the beginning of the year and just call
it quits from then on.

[Witnesses sworn.]
Mr. SHAYS. Note for the record all three witnesses have re-

sponded in the affirmative.
So we welcome your testimony. Thank you.

STATEMENTS OF KWAI-CHEUNG CHAN, DIRECTOR, SPECIAL
STUDIES AND EVALUATIONS, NATIONAL SECURITY AND
INTERNATIONAL AFFAIRS DIVISION, U.S. GENERAL AC-
COUNTING OFFICE, ACCOMPANIED BY SUSHIL K. SHARMA,
ASSOCIATE DIRECTOR, SPECIAL STUDIES AND EVALUA-
TIONS, NATIONAL SECURITY AND INTERNATIONAL AFFAIRS
DIVISION, U.S. GENERAL ACCOUNTING OFFICE; AND
WEIHSUEH CHIU, EVALUATOR, SPECIAL STUDIES AND EVAL-
UATIONS, NATIONAL SECURITY AND INTERNATIONAL AF-
FAIRS DIVISION, U.S. GENERAL ACCOUNTING OFFICE

Mr. CHAN. Good morning, Mr. Chairman and members of the
subcommittee. I am pleased to be here today to discuss our report
on the coordination of Federal non-medical research and develop-
ment programs addressing chemical and biological threats. We ex-
amined four programs which conduct non-medical R&D. These pro-
grams focus on developing systems and technologies for detecting,
identifying, protecting, and decontaminating against chemical and
biological agents.

These programs are, one, DOD’s Chemical and Biological Defense
Program which was established under the National Defense Au-
thorization Act for fiscal year 1994; the Defense Advanced Re-
search Projects Agency’s Biological Warfare Defense Program, es-
tablished in 1996; three, the Department of Energy’s Chemical and
Biological Nonproliferation Program, established in 1997 in re-
sponse to the Defense Against Weapons of Mass Destruction Act
passed by Congress in 1996; and, four, the Counterterror Technical
Support Program conducted by an interagency Technical Support
Working Group [TSWG].

I will discuss the following three issues. First, what processes are
used to decide how to invest funds in R&D activities? Second, what
similarities exist among Federal programs that conduct R&D in
this area? Finally, I will present how these programs are coordi-
nated in the activities.

Before I discuss the results, let me briefly describe the context.
Subsequent to the gulf war, concerns about the possible use of
chemical and biological weapons in both military and civilian set-
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tings led Congress and Federal agencies to implement several new
or expanded programs. Overall funding in this area has increased
significantly in recent years.

In addition, today several civilian and military agencies are con-
ducting R&D designed to develop equipment to counter these
threats. Total non-medical R&D funding in this area has increased
from $76.5 million in fiscal year 1996 to a projected amount of
nearly $190 million for fiscal year 2001, an increase of over 140
percent in 6 years.

Let me turn to our findings. First, it is important to note that
developing technology through R&D can be a lengthy process,
sometimes extending to 10 years or more. Hence, it often does not
offer a solution to immediate needs. To effectively plan and imple-
ment chemical and biological defense R&D, three key steps are to,
one, identify, validate and prioritize chemical and biological
threats; delineate the capabilities needed to address these threats;
and allocate program resources to activities that develop those ca-
pabilities.

Assessing threats may involve multiple dimensions, such as
which particular chemical or biological agent might be used, how
they may be delivered, and who might be the perpetrators. Delin-
eating capability requires risk-based assessment of what specific
capabilities are needed to address the threat.

Before allocating program resources to R&D, one must evaluate
the extent to which existing technology can address immediate
needs and then identify gaps. R&D activities that are conducted
outside this framework can carry the risk of developing a system
that is technology-driven and not threat-driven, or one that users
do not want or need. We have previously reported that civilian pro-
grams to combat terrorism do not follow these steps. Specifically,
we recommended that a national level comprehensive threat and
risk assessment to combat terrorism be done.

Second, we found that these programs have several similarities.
For instance, all of them conduct applied research and develop pro-
totype equipment to demonstrate the practical utility of proposed
technologies. Two of the programs focus on threats to the military,
and the other two focus on threats to civilians.

However, the military and civilian user communities are con-
cerned about many of the same chemical and biological agents,
such as nerve agents, and possible perpetrators, such as terrorists.
In addition, we found that these programs are seeking to develop
many of the same capabilities, such as detection and identification
of biological agents.

Furthermore, in some instances the technologies they are pursu-
ing are similar. Examples of this include mass spectroscopy and
flow cytometry for detecting bio agents. We also found that in some
cases these programs contract with the same laboratories to per-
form the same research and development work.

Finally, I will discuss the extent of coordination among these pro-
grams. Although the four programs we examined currently use
both formal and informal mechanisms for coordination, we found
several problems that may hamper their coordination efforts.

First, participation in coordination meetings is inconsistent. For
instance, sometimes they do not include representatives of the civil-
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ian user community. Second, program officials cite a lack of com-
prehensive information on which chemical and biological threats to
the civilian population are most important and what capabilities
for responding to these threats are most needed.

Third, programs which are growing rapidly, such as the Depart-
ment of Energy’s program, do not formally incorporate existing in-
formation on chemical and biological threats or needed capabilities
in deciding which R&D projects to fund. Without effective coordina-
tion among these agencies, R&D efforts might be duplicative, re-
sulting in waste, and important capability gaps might not be ad-
dressed.

In summary, basic information is needed to compare the goals
and objectives of the various program activities to better assess
whether overlaps, gaps, and opportunities for collaboration exist.
Much of this basic information, beginning with a comprehensive as-
sessment of the threat and the risk, does not yet exist.

This concludes my formal statement, and we will be happy to an-
swer any questions you have.

[The prepared statement of Mr. Chan follows:]
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Mr. SHAYS. I would like to just ask you if the solutions are ad-
ministrative or legislative to improving the coordination? And my
second followup question is have we legislatively kind of reinforced
the lack of coordination?

Mr. CHAN. I think over the years, since 1993, beginning with the
bottom-up review, Secretary Aspin had noted this as one of those
four major threats that is to be recognized. And there are a number
of laws that have been passed over the years to encourage such ac-
tivities, not only to provide threat and risk assessment as in the
case that is directed, I believe, as Public Law 105–261, that the
FBI does go and demonstrate the methodology in assessing threats
and risk assessment, as well as the formulation of a number of
these programs, as I stated in my oral statement, that are encour-
aged by Congress over the years to really develop these programs
and try to, in fact, encourage them to address this threat.

Mr. SHAYS. But my sense is that you are not seeing the coordina-
tion you want to see, correct?

Mr. SHARMA. If I could just expand on to this, I think on paper
the——

Mr. SHAYS. I just wanted to say, Mr. Chan, you sounded to me
like Alan Greenspan then. I was trying to figure out what the an-
swer was to my question there.

Mr. CHAN. I hope I am much younger.
I believe that, in fact, legislatively there has been a lot of action

taken. Congress had encouraged them to do that, but nevertheless
I think we are still finding problems out there.

Mr. SHAYS. OK, thank you.
Yes?
Mr. SHARMA. I think the coordination mechanisms on pieces of

paper do exist. However, one of the problems we are seeing here
is that no one is specifically responsible for ensuring that duplica-
tion would not occur, or in cases where duplication has occurred,
nobody has the responsibility for saying no, or nobody is in charge
of ensuring that if there are some specific gaps that exist, they do
get addressed through the R&D programs.

Mr. SHAYS. Well, that is a pretty serious comment. It is helpful.
I think we all experience this, but in my own office if three people
are responsible for it, no one is responsible. So I always in the end
say if this doesn’t turn out the way it should, it is your fault, and
I will point to one person. I might put it in the positive, but the
bottom line is I always have one person ultimately responsible.

Your point is we don’t have one person ultimately responsible,
which begs the next question. Is that because no one wants to have
to choose who ultimately is responsible or it is difficult to decide
who should be?

Mr. CHAN. Well, I think in the past they believed there is a de-
marcation between the military needs versus the civilian terrorism
needs.

Mr. SHAYS. Say that again.
Mr. CHAN. There seems to be in the past, I think, that each orga-

nization pursued their area according to their expertise. What I am
trying to say is that the military traditionally had concentrated on
the battlefield threat from nation states. However, over time, the
concern about terrorism against the military are also increasing.
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So while the threat itself is similar and overlap, the priority in
addressing them might be different. There are common threats
now.

Mr. SHAYS. Is this the concept of the stovepipe view of their mis-
sion?

Mr. CHAN. Well, that is a good way to put it, yes.
Mr. SHAYS. But I still need an answer to that question, and then

I am going to turn to staff to ask some questions and I would like
to listen to your responses and then I may jump back in. But, ulti-
mately, I am assuming, Mr. Chan, that you agree with Dr.
Sharma’s assessment.

Given what Dr. Sharma said, do you think one person or one
agency should be held accountable for the coordination of this ef-
fort?

Mr. CHIU. The National Academy of Sciences in looking at coordi-
nation of R&D has recommended that in cases where multiple
agencies are conducting R&D, there should be a lead agency who
is responsible for leading that coordination effort.

Mr. SHAYS. And have they suggested who it should be?
Mr. CHIU. They haven’t addressed it in this particular arena.

They addressed it on a broader level.
Mr. SHAYS. That is helpful. Thank you very much.
I am going to have both Larry Halloran, the majority staff coun-

sel, and David Rapallo, the minority staff counsel, as some ques-
tions.

Larry.
Mr. HALLORAN. In your statement, you mentioned an alternative

to a threat-driven R&D system was a technology-driven one. Did
you come across an example of a technology that was kind of driv-
ing its own development process that had no user at the other end,
a gizmo nobody asked for?

Mr. CHAN. Well, I I can approach it from the view that in the
Department of Energy, when the program was in place the ap-
proach that was taken was looking at ways to maximize the utility
and capability of the scientists that are there, how best to use
them. And so in defining what the threat is and then see what the
needs are, it went in a different direction, which is to optimize the
utility of the people and their expertise.

Now, it may eventually converge to the same point, but neverthe-
less I think——

Mr. HALLORAN. With a lot of luck.
Mr. CHAN [continuing]. Our view is that it should start from a

threat-driven approach, and then you assess the risk, then you
prioritize the capability you need to achieve, and then ultimately
decide where to go. It is a process issue that we are raising here.

Mr. HALLORAN. Right, and let’s stay with the process. I know you
didn’t make formal recommendations in the report, but here you
can. What would you see as a mechanism that might be used to
develop requirements on the civilian side? I know DOD has a fairly
complex requirements iteration process, and the civilian R&D side
doesn’t seem to have that. Is there a paradigm out there for coordi-
nation and for the requirements development process that they
might look to?
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Mr. CHAN. Well, I think the first observation one would make is
that in DOD such a process is pretty well in place over time. I
mean, this is something that they are used to, not only in address-
ing threats, but also developing a strategy by which you set re-
quirements and the mission needs, as well as examining near-term,
mid-term and far-term capability that might be needed, and then
ultimately come out with so-called science and technology objec-
tives, and so on. So the process itself within DOD is pretty well es-
tablished.

With the civilian side, this is a very different demand to really
try to figure out where to go. First of all, in the national response
system under EPA in addressing chemical accidents both on the
mobile and stationary side—that means transportation where you
have accidents with chemicals—you do have the local emergency
planning team there, and first responders, and so on.

Now, there is sort of an infrastructure available organizationally.
Whether they are well trained to address not only chemical acci-
dents, but all the way to the chemical agents, which is like war-
fare, and biological agents, that is clearly something new. And it
is done in such a way that has always been with multiple-agency
involvement, from the Department of Justice, involving the FBI, to
EPA, to the cleanup problems, to even national labs doing analysis
to figure out to what degree the civilian population might be af-
fected if this happens. But it is not a very top-down way to ap-
proach the issue. So I think, you know, they are beginning to try
to figure out how to do that better.

Mr. HALLORAN. One final question. You noted in your statement
and in the report that you didn’t see much success, maybe some ef-
fort in involving civil users in the coordination process. What was
the reluctance or what, in your view, caused that to not work?
They just didn’t think of it, or they tried and failed?

Mr. SHARMA. One of the things that DOE officials told us the
reason that, you know—I mean, they gave us two reasons, essen-
tially, that nobody has done the threat assessment, and as far as
the users are concerned they really don’t know what they want, un-
like DOD users.

I think it is partially true, but not correct in the sense that when
you think about the civilian and military threats, there are artifi-
cially created boundaries. You do need some common things, such
as detectors to detect what agents individuals have been exposed
to, collective and individual protection systems, and decontamina-
tion systems. So these are sort of generic kinds of things, and DOD
has years of experience.

Now, users, are very different. They are coming from different
States, you know. They are first responders, police, firemen, and so
on and so forth. But, basically, everybody has awareness within
those three categories of what do they need. What DOE has not
done is to make an effort to go beyond what their jurisdiction,
which is, you know, they are supposed to do R&D and, you know,
they are independent, instead of making an effort to try to reach
them and try to do a systematic need assessment, as well as rec-
ognizing that R&D does not offer any immediate solution. So you
must do an assessment of the available technology and say to the
users, look, for specific threats for the time being you could use ‘‘x,’’
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‘‘y’’ and ‘‘z,’’ and here are some of the gaps that none of these cur-
rently available technologies could offer. Therefore, we are going to
do the R&D.

So what I am saying is that DOE has to do two things. They
have to do an outreach to the users and do some education at the
same time in terms of what is available and what is not available,
what they can use and work on, and go from there.

Mr. HALLORAN. Thank you, Mr. Chairman.
Mr. SHAYS. Thank you.
I will turn to Dave Rapallo.
Mr. RAPALLO. With the varied types of end users on the civilian

side, what are some ways that agencies could solicit requirement
information and other types of information from the end users?

Mr. Sharma. I think one of the processes is followed by TSWG,
and they have a process whereby they invite responders from each
State and it is an open meeting. That is one such area where DOE
can expand on. I mean, it is not that there are no mechanisms
available or it is impossible to do.

Mr. CHAN. But I think before you do that, you need to provide
what are the likely threats to those people so that they can under-
stand what they are. And, second, what are the priorities which
ones are the most important ones. And, three, what kind of capabil-
ity gaps do they have now in addressing those possible threats, and
the likelihood of these threats and the lethality of these threats,
and ultimately how best to be informed.

That way, they can say, hey, we don’t have anything to do this,
OK? So either you go out and say, OK, do we have current capabil-
ity to address that or do we need to develop some kind of R&D pro-
gram for a system or develop a technology by doing so.

I think the reason why we keep raising the question about the
threats assessment is that we are seeing a tremendous overlap be-
tween the military side and the civilian side. There is no way to
distinguish pretty soon, particularly in the chemical and biological
arena. So in that case, the only real difference you find is the selec-
tion of the agents that might be of concern to the domestic side,
and the priorities might be quite different than the military use of
such weapons of mass destruction.

So they are different, except the threats are similar. And then I
think with the knowledge the users have, that way at least they
can sort of react to it, because if you go out there and ask them
now, most likely they would just look at the current stuff based on
the experience they have with chemical accidents.

Mr. RAPALLO. I just have one followup. Do you know the status
of ongoing efforts for threat assessment at the civilian agencies, at
FBI and other agencies?

Mr. CHAN. Yes. I think Public Law 105–261 which I commented
on before directed the FBI to do a risk and threat assessment, and
do some demonstrations. I think that is sort of the beginning of it.
What we are looking for is ways to prioritize and then ultimately
determine the capability and needs, and then develop future R&D
programs out of that effort.

Mr. SHARMA. But we don’t know whether or not they have actu-
ally done that.
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Mr. SHAYS. I am sorry. I am not hearing you. Could you speak
a little more into the mic?

Mr. SHARMA. Although the public act requires them to do it, our
understanding is that they have not done that, and perhaps you
can ask the FBI when they come next what their road map is with
regard to the threat assessment.

Mr. RAPALLO. Thank you.
Mr. SHAYS. What will be the effect on chemical and biological de-

fense projects if DOD and DOE merge their R&D road maps? What
will be the effect?

Mr. SHARMA. I think if they do merge, one of the things will be
that you will identify right away what are some of the projects that
are duplicative, and you could then minimize or eliminate the du-
plication, especially if it is not planned duplication. And you could
then curtail waste and use those resources to address more impor-
tant questions that are not currently being addressed.

Mr. SHAYS. Did any of you look at how civilians view the tech-
nology, versus the military, the users? Do the civilians, for in-
stance, have a lower tolerance for equipment functioning a certain
way versus the military?

Mr. CHAN. Well, we did a study about 4 years ago. You are tax-
ing my memory now. What we found, of course, is that on the civil-
ian side they are less aware of the possible agents that could be
used. And, second, they really have to rely on expertise that is in
EPA, such as to identify agents. And often they are not really
trained to know what to do. I am talking about, given the incident
occurs, what follows. That is where it is wanting often.

Mr. SHAYS. What would be the most important question I could
ask each of the next panelists?

Mr. CHAN. The most important question?
Mr. SHAYS. Yes. I am trying to get to the bottom line.
Mr. CHAN. I think the most important one is really ask them not

to look from the agency’s perspective what they are doing, but rath-
er have them address it from the people’s perspective in terms of
the community; given these kinds of threats, what kinds of con-
cerns they may have and what kinds of things they might need.

Instead of looking at it from the agency perspective, I think you
have to sort of look at it from the user perspective because it is af-
fecting the community and I think that needs to be represented in
some form. But before they can respond to that, they need to un-
derstand what potential threat there might be. So you need to lay
that out first and say, hey, this is what happens to you if this hap-
pens, then what would your needs be.

I think you get a lot of statements about this is my agency and
this is how we are addressing that issue rather than——

Mr. SHAYS. So, in one sense, it is asking each of them who their
customer is?

Mr. CHAN. Exactly.
Mr. SHAYS. And have them define to me who their customer is.
Mr. CHAN. That is the quick and short answer.
Mr. SHAYS. That is helpful.
Is there any comment that any of the three of you would like to

make before we get on to the next panel?
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Mr. SHARMA. One of the questions I would ask is how is the na-
ture of the threat different between the military and civilian. An
agent is an agent, and while the magnitude of the effect might be
different in a battlefield scenario versus in a civilian exposure, ba-
sically you are dealing with the same category of agents. And how
that threat would impact the R&D efforts—a second question is
while DOD has been doing a lot of research over the years and has
developed many technologies, and that expertise ought to be uti-
lized and have some effect, positive contribution, on the civilian
side. But maybe civilian agencies have done some assessment and
they find what DOD has done is good for nothing. I don’t know, but
you could ask them.

Mr. SHAYS. OK, thank you.
Mr. CHIU. Following up on the customer issue, how they are

going to ensure—once some of this threat assessment and risk as-
sessment comes out, how will they ensure linkages between the
various elements, between the threat and developing the capabili-
ties and the R&D, because one of the things that we found was
that there seemed to be some gaps in establishing those linkages.

Mr. SHAYS. Thank you.
We have been joined by the ranking member, Mr. Blagojevich,

who serves on our Armed Services Committee as well.
I think you wanted me to go on to the next panel.
Mr. BLAGOJEVICH. Yes.
Mr. SHAYS. OK, so I thank all of you. As always, you provide

very helpful information to our committee and a nice introduction
to the next panel, so I thank you very much.

Mr. CHAN. Thank you.
Mr. CHIU. Thank you.
Mr. SHAYS. Let me just call the next panel and then I am just

going to take care of some housekeeping.
We have Mr. Carmen J. Spencer, Director of Chemical and Bio-

logical Defense, Defense Threat Reduction Agency. I might just
point out that I think Mr. Spencer is retiring, and I want the
record to show he is not retiring because he came before this com-
mittee.

Dr. Page Stoutland, Director, Chemical and Biological Non-
proliferation Program, Department of Energy; Dr. Donald M. Kerr,
Assistant Director, Federal Bureau of Investigation Laboratory,
Federal Bureau of Investigation; and Mr. Robert M. Burnham, Sec-
tion Chief, Domestic Terrorism-Counterterrorism Planning Section,
Federal Bureau of Investigation.

Before I ask you to stand up—don’t stand up quite yet—I will
just ask unanimous consent that all members of the subcommittee
be permitted to place any opening statement in the record, and
that the record remain open for 3 days for that purpose. Without
objection, so ordered.

I ask further unanimous consent that all Members be permitted
to include their written statement in the record. Without objection,
so ordered.

If you gentlemen would stand, I will swear you in, and then we
will get started here.

[Witnesses sworn.]
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Mr. SHAYS. Note for the record that all four witnesses responded
in the affirmative.

I think you are seated the way I called you, and we will just go
right down the line. We are going to turn the lock on for 5 minutes
and then we will roll it over for another 5 minutes, so you have
a sense of where we are at. But your testimony is very important,
especially in areas that are pretty new to us and this is an area
that is fairly new to us.

Mr. Spencer.

STATEMENTS OF CARMEN SPENCER, DIRECTOR, CHEMICAL-
BIOLOGICAL DEFENSE DIRECTORATE, DEFENSE THREAT
REDUCTION AGENCY; PAGE STOUTLAND, DIRECTOR, CHEMI-
CAL AND BIOLOGICAL NONPROLIFERATION PROGRAM, U.S.
DEPARTMENT OF ENERGY; DONALD M. KERR, ASSISTANT DI-
RECTOR, FEDERAL BUREAU OF INVESTIGATION LABORA-
TORY DIVISION, FEDERAL BUREAU OF INVESTIGATION; AND
ROBERT M. BURNHAM, SECTION CHIEF, DOMESTIC TERROR-
ISM-COUNTERTERRORISM PLANNING SECTION, FEDERAL
BUREAU OF INVESTIGATION

Mr. SPENCER. Mr. Chairman and distinguished committee mem-
bers, I am honored to appear before your committee today to ad-
dress your questions regarding the Defense Department’s Chemical
and Biological Defense Program.

I am Mr. Carmen Spencer, the Director of the Chemical and Bio-
logical Defense Directorate within the Defense Threat Reduction
Agency. In this capacity, I am responsible for managing, directing
and executing the armed forces joint NBC defense, research, devel-
opment, and acquisition programs to ensure all our armed forces
can survive, fight and win on a battlefield contaminated with
chemical or biological weapons.

The Department’s Chemical and Biological Defense Program is
threat-driven; it is not technology-driven. The chemical and biologi-
cal weapons threat is potentially increasing in diversity and fre-
quency. Currently, there are over 20 countries with known or sus-
pected chemical and biological weapons programs. Assessing the
threat is complicated by several interrelated changes, including the
proliferation of weapons, technological advances, unstable political
regimes, shifting regional power balances, and the increasing
threat of terrorism.

The continued frequent deployment of U.S. forces worldwide
makes assessing the threat more difficult. Further, because the
countries which are of the greatest concern to the United States
are also in regions in which the United States has well-defined na-
tional security interests, it is of paramount importance that we
continue to maintain a credible, robust capability to protect our
forces and provide them capabilities to operate effectively in a
chemical or a biologically contaminated environment.

The chemical and biological threat drives warfighting command-
ers and CINCs and services requirements. The CINCs and services
identify the capabilities needed to survive, fight and win. These
identified capabilities form the basis for all requirements for the re-
search and acquisition community. The Defense Intelligence Agen-
cy provides us with continually updated reports and assessments.
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These reports assess the effect of adversaries’ weapons systems on
how we fight.

The commanders-in-chief identify their priorities which are sup-
ported by our joint NBC defense program. Our joint user commu-
nity evaluates materiel, training and doctrinal improvements to
provide the necessary capabilities for our warfighters. If a materiel
solution becomes necessary, the joint user community generates re-
quirements in the form of mission needs statements and joint oper-
ational requirements documents. The result is that our programs
and technologies are driven by validated threat assessments and
user mission requirements, not by technologies.

Our Chem-Bio Defense Program coordinates with several relates
efforts, including the Defense Advanced Research Projects Agency
[DARPA]; the Department of Energy; the Department of Health
and Human Services. And we have many international cooperative
efforts.

DARPA is charged with seeking breakthrough concepts and tech-
nologies. DARPA’s biological warfare defense program is intended
to complement the DOD Chem-Bio Defense Program by anticipat-
ing threats and developing novel defenses against them. The
Chem-Bio Defense Program has programmed funding to facilitate
the transition to acquisition of any demonstrated DARPA tech-
nologies that may meet warfighter needs.

The Department of Energy initiated an effort to develop chemical
and biological defensive capabilities for first responders and protec-
tion against terrorism attacks within the United States. The De-
partment of Defense program has leveraged the Department of En-
ergy program by funding specific DOE efforts that may have mili-
tary applications.

Additionally, coordination is achieved by the Department of En-
ergy participation as a non-voting member of our Joint NBC De-
fense Board, DOE participation in the Chem-Bio Defense Program
science and technology reviews, and regular meetings with the De-
partment of Energy and visits to their national laboratories as well.

The Department of Defense’s Chemical and Biological Defense
Program and DARPA and the Department of Energy’s Chemical
and Biological Nonproliferation Program have worked together to
provide a report to Congress on our cooperative work in chemical
and biological defense science and technology. It is prepared
through an interagency coordination mechanism known as the
Counterproliferation Program Review Committee Focus Group,
which involves the Department of Defense, the Department of En-
ergy, and the intelligence community.

The Department of Defense also participates in the National Se-
curity Council-led Weapons of Mass Destruction Preparedness
Group, which coordinates activity in the U.S. Government toward
preventing, detecting and responding to terrorist release of weap-
ons of mass destruction, and toward more effectively managing the
health, environmental and law enforcement consequences of such
an incident.

This body does not address or oversee the DOD Chem-Bio De-
fense Program’s mission of providing the warfighter with the capa-
bility to operate effectively in a chemical and biological-contami-
nated environment. However, technology development efforts with-
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in the Department of Defense, including the Chemical and Biologi-
cal Defense Program, that can contribute directly to the domestic
preparedness mission are coordinated with other agency programs
through this R&D subgroup which is chaired by the White House
of Science and Technology Policy.

The Department’s fiscal year budget request for the Department
of Defense Chem-Bio Defense program is approximately $836 mil-
lion. This is an increase of over $100 million from fiscal year 2000.
$362 million is being applied for research, development, test and
evaluation, and $474 million will go toward providing equipment to
our warfighters.

In summation, the Department of Defense Chem-Bio Defense
Program responds to the threat-requirements-programs process.
Programs are in place to respond to user needs and shortfalls.
Oversight and management of the Department of Defense Chem-
Bio Defense Program continues to improve and does comply with
Public Law 103–160. The Department is on the right azimuth for
fielding needed, improved chem-bio defense equipment to our
armed forces to meet warfighter needs. The continued support of
Congress and implementation of current plans will continue to im-
prove joint force readiness.

Thank you very much.
[The prepared statement of Mr. Spencer follows:]
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Mr. SHAYS. Thank you very much.
We are going to have two votes, so we might as well go until we

have to leave because then we have to wait for the next vote.
So we are probably going to interrupt you, Dr. Stoutland, but

why don’t you start?
Mr. STOUTLAND. I would like to thank the chairman and the

members of the subcommittee for the opportunity to appear before
you and describe our efforts to counter the use of weapons of mass
destruction.

My name is Page Stoutland and I am the Director of the Depart-
ment of Energy National Nuclear Security Administration’s Chemi-
cal and Biological Nonproliferation Program. Today, I will con-
centrate on the important topic of equipment and operational re-
quirements and coordination as they relate to chemical and biologi-
cal research and development programs.

The Department’s Chemical and Biological Nonproliferation Pro-
gram [CBNP] as we refer to it, was initiated in response to the fis-
cal year 1997 Defense Against Weapons of Mass Destruction Act.
The mission of the program is to develop, demonstrate and deliver
systems and the supporting technologies that will lead to major im-
provements in the U.S. capability to prepare for and respond to
chemical or biological attacks.

Technology plays a critical role in defending the U.S. population
against attacks with chemical and biological weapons. These
emerging threats, whether of domestic or foreign origin, are rooted
in science and technology, and any effective response must draw on
similar expertise.

Our program has three principal elements: analytical studies,
technology development, and domestic demonstration application
programs. Analytical studies are used to help guide the overall pro-
gram direction, as well as individual technical areas. One over-
arching study was initiated last year to examine alternative system
concepts for defending cities against chemical or biological attack.
This was done jointly with the Defense Threat Reduction Agency.

Technology development is the core program element. The pro-
gram targets not incremental improvements, but major capability
enhancements that can be achieved in the 3 to 5-year timeframe.
There are currently four areas of specific focus: detection, biological
foundations, modeling, and decontamination.

The third program element consists of domestic demonstration
application programs which bring together individual technologies
into more capable systems in the 2 to 3-year timeframe. This inte-
gration is important, since it is usually only at the system level
that problems are solved. The goal of these programs is to integrate
current technology into prototype operational systems directed at
specific applications.

I now turn to the issues central to this hearing: assessing the
chemical and biological threats, defining non-medical R&D require-
ments, and more generally determining what we do within the
CBNP.

In a general sense, our R&D investments are guided by a process
that considers the threat and related vulnerabilities, and the bene-
fit that a particular technology or system would have were it to be
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developed. Within this context, we have undertaken a number of
specific activities to identify the highest impact areas for R&D.

First, characterizing the threat environment is important for
guiding our R&D activities. DOE does not conduct threat assess-
ments in the chemical and biological areas. Instead, we rely on the
FBI, the defense and intelligence communities, and public health
assessments as appropriate.

These assessments which, for example, consider the agents most
likely to be used, are then used to guide our R&D activities. Im-
plicit in this process is the recognition of the uncertainties inherent
in estimating the nature and magnitude of the threat, and that
these uncertainties must be factored into our planning.

Threat assessments as well as other factors are necessary for the
formulation of equipment and operational needs. These needs will
ultimately be the result of a complex process that involves policy-
makers, technologists, first responders, the medical community,
and others. As discussed in the GAO report, today there are no for-
mal requirements for countering the domestic chemical and biologi-
cal threat. This is not because we or others haven’t considered the
issue, but it is rather representative of the challenges implicit in
arriving at a set of needs or requirements that would serve a di-
verse set of users and act as meaningful targets for R&D programs.

In this environment, one must consider new mechanisms to iden-
tify user needs and to guide R&D programs. Within the CBNP, we
sponsor two sets of activities that, in our view, contribute to the
overall U.S. chemical and biological defense strategy and identify
the corresponding needs or requirements.

These activities buildupon our extensive interactions with poten-
tial technology users, and participation in the numerous processes
designed to more clearly understand their needs. For example, we
participate in the NSC-led Weapons of Mass Destruction Prepared-
ness Group. Within this group exists an R&D subgroup chaired by
the White House Office of Science and Technology.

We fully support these processes, but in our view more is re-
quired. Specifically, we use analytical studies to aid in the develop-
ment of an overall U.S. strategy to counter the CB threat. Our De-
fense of Cities Study aims to develop an analytical framework by
which we can compare the various chemical and biological defense
options available to policymakers. This will help to identify at a
high level which components—for example, technologies—would
have the highest value in terms of a response system and where
further R&D might be most valuable.

The most important component of our program for understanding
user needs is our demonstration programs, or DDAPs as we call
them. These programs, as I mentioned earlier, are designed to field
and demonstrate complete prototype systems that use technology
developed within the CBNP or elsewhere. In doing this, we work
closely with users who host the demonstration and in an iterative
way determine their needs.

It is important to emphasize here the important difference be-
tween a stated need for a particular piece of hardware and the re-
quirement for a system with particular performance specifications.

Mr. SHAYS. Dr. Stoutland, I am going to let you summarize when
we get back. I am very sorry, but we are going to go vote. I am
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sorry that we have to wait for another vote, so if you want to get
a Coke or something, you probably have 15 minutes to do it.

So we will stand adjourned.
[Recess.]
Mr. SHAYS. In 20 minutes, we are going to have another vote, so

we will see how that unfolds.
Dr. Stoutland, please feel free to conclude.
Mr. STOUTLAND. OK, I will continue and summarize.
The most important component of our program, as I was saying,

are our demonstration programs. These are designed to field and
demonstrate complete prototype systems that use technology devel-
oped within our program or elsewhere. In doing so, we work closely
with users who host a demonstration and in an iterative way un-
derstand their needs.

In order to provide you with some more insight into one of these
programs, I would like to briefly describe one of our demonstration
programs, PROTECT. With PROTECT, we are working closely with
the Department of Transportation and a number of major U.S. sub-
way systems to examine systematically and rigorously the vulner-
ability of subway systems to chemical or biological attack. Using
computer models, we can estimate not only what the effects from
an attack might be, but how to most effectively respond by, for ex-
ample, changing the air flow in a subway system.

We are now aggressively moving forward both in testing chemi-
cal detectors and improving the computer models and information
systems necessary to realize these goals. Next year, a demonstra-
tion of the complete system will take place involving one subway
station, and the following year a network of five stations will be
demonstrated. This demonstration will result in the transit au-
thorities being able to assess in their subway the value of such a
system, and provides important guidance to our R&D program
about where further technology improvements are needed.

Finally, let me address the issue of coordination. The DOE pro-
gram is designed to complement other U.S. Government programs,
while relying on the unique capabilities of the DOE laboratories.
We either participate directly or follow the status of a number of
interagency coordination mechanisms.

In addition to these groups, we participate in a number of formal
coordination mechanisms with the defense and intelligence commu-
nities, such as the Counterproliferation Program Review Commit-
tee. Within the last year, the Counterproliferation Program Review
Committee has formed a chemical and biological defense focus
group to specifically help coordination in the chemical and biologi-
cal area. Informal coordination occurs routinely via information ex-
changes between our program and other agencies, and we sponsor
an annual meeting typically attended by over 200 people to review
the status of our program.

Let me conclude by saying that the DOE program if focused on
addressing the high-leverage areas, particularly detection, that
have been identified as being central to an effective response to
chemical and biological attacks. Our program builds upon existing
capabilities of the DOE laboratories and has begun to reach out to
the industrial and academic communities.
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The chemical and biological threat presents enormous challenges.
We are committed to fully utilizing the capabilities of the DOE and
its laboratories in order to meet these challenges. In carrying out
this commitment, we will continue to work closely with others to
understand the evolving threat, to better appreciate the needs of
technology users, and to coordinate our program with those in
other agencies.

Thank you. I would be happy to answer any questions you may
have.

[The prepared statement of Mr. Stoutland follows:]
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Mr. SHAYS. Thank you very much, Dr. Stoutland.
Dr. Kerr.
Mr. KERR. Mr. Chairman, members of the committee, thank you

for the opportunity to speak to you on behalf of the FBI.
I am Assistant Director in charge of the FBI Laboratory Division,

and while we have the word ‘‘laboratory’’ in our name, we are a lit-
tle different from what you might expect, in that while we do foren-
sic examinations of evidence, we also provide a great deal of oper-
ational support, particularly in the counterterrorism area.

We work for the FBI field offices, of whom there are 56, so they
are a principal customer, if you will. We work for other law en-
forcement agencies in providing training and equipment, which I
will come to, particularly again in the counterterrorism area. And
we work with those who manage our investigative programs in the
FBI, of whom Bob Burnham, to my left, is one.

The kind of support that we provide and where our needs are
made clear can be exemplified by what happened over the millen-
nium weekend, where all eight of the sections of our division were
involved, and some 1,100 people in those sections. Of our 43 units,
20 were directly involved, including those in electronic and physical
surveillance, people doing chemistry, explosives examination and
latent prints on Mr. Rassam’s car and what came across the border
in it. And we also deployed our explosives render safe teams here
in the national capital area, the hazardous materials response ca-
pability, and our crisis communications people. So we are, if you
will, a tactical technology organization.

Most recently, we have been operating in Irvine, CA, where the
mayor had to declare an emergency because of a biological threat.
But the biological threat was overlain by explosives and weapons.
You may have read about that case where, in fact, the doctor who
had all those materials was killed. We ran the crime scenes at the
embassy bombings in Africa two summers ago, and of particular
moment for this committee the Larry Wayne Harris case with the
anthrax samples in Las Vegas was one that we had to respond to.
So we learn by our casework.

The counterterrorism activities and the support today underlie
the five rapid deployment teams that the FBI has stood up around
the country. They are based on our largest field offices; two of them
are here in Washington. And there is a technical component now
to each of those teams, with the equipment to go with it. We also
have the disaster squad responsibility that deals with aircraft
crashes, investigations like TWA 800, more recently Egyptair and
the Alaska Airlines crash.

The kinds of capabilities we offer more broadly are things like
the EXPRESS data base, which is the explosive Reference search
system, and that is funded by the Technical Support Working
Group in conjunction with the FBI, and it is to provide data to all
that might confront an explosive device in order to deal with it
properly.

We operate the Hazardous Device School in Huntsville, AL. That
is the school that trains all of the State and local bomb techs today
across the country, as well as the FBI’s own.

Mr. SHAYS. That is a very popular school, I might add.
Mr. KERR. Thank you.
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Mr. SHAYS. I mean, there is a long waiting list, as I understand
it.

Mr. KERR. Yes, sir, and we are hoping that, in fact, we are going
to be able to increase the capacity of it in the next few years. That
school now includes a module of training on weapons of mass de-
struction threats, and so all of the people going through that school
or recertified by it are being exposed to the current generation of
capability that there is.

In terms of R&D highlights, I should point out that we don’t
have the resources or the ambition to replicate what other agencies
of the Government have in place. So through memoranda of under-
standing with the Department of Energy, with the Army Fort
Dietrick people, with Edgewood Arsenal and others across the
country, we have the opportunity to use their specialized facilities
and people in many of our programs. So, for example, in the Larry
Wayne Harris case we brought the suspected anthrax samples back
here to Fort Dietrick for analysis because they have the contain-
ment facilities and the expertise to do that quickly.

SBCCOM at Edgewood has developed a fly away laboratory for
us. It was deployed, for example, to the World Trade Organization
meeting in Seattle. It will be here in Washington for the IMF meet-
ing. But, in fact, it is a replica of the treaty lab that that command
had developed for treaty monitoring purposes, with modifications to
make it suitable for law enforcement.

The Department of Energy interaction, starting in 1998, has led
to 10 projects at the national labs and a number of other more spe-
cialized tasks that we fund out of counterterrorism budget. In 1999,
we took advantage of expertise at MIT’s Lincoln Lab, which is a
Department of Defense laboratory where they are developing a sim-
plified DNA extraction capability for field use.

This current year, the large vehicle bomb disablement project is
underway jointly with the Department of Defense and Department
of Energy. The improvised explosive device data base is being put
together this year, and the advanced render safe capabilities that
we are doing jointly with the Department of Defense and DOE are
well underway, including foreign participation from the United
Kingdom.

We, in fact, should point out, in the statement I have given you
for the record there is a table that displays some of the specific
projects we work on. And for those who serve on the Armed Service
Committee or others like them, I should point out that the letter
after the number is ‘‘k,’’ not ‘‘m.’’ It is a way of making a point to
you.

Law enforcement and the Justice Department have not had a
history of sustained R&D programs. We have tended, to support
our casework, to buy off the shelf when we can to support current
needs. So these relationships with the Department of Defense and
the Department of Energy are particularly valuable to us because
they are, in fact, in a mode of sustaining R&D programs over a
number of years. They have stability in their technical staffing to
provide it, and they don’t have to go out and do casework everyday
as we do, which takes people away from the R&D projects.

To further support our relationships with the other agencies, one
of my Deputies is presently seconded to the Defense Threat Reduc-
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tion Agency and heads the Advanced System Concepts Office there,
providing us real glue in terms of joint planning and thinking
about some of the BW and CW problems.

One of my unit chiefs is stationed at the Lawrence Livermore
National Laboratory to tie very closely into the work they do in
dealing with weapons of mass destruction detection, planning, and
other things that Dr. Stoutland briefed you on. We have four or
five people exchanged with counterparts in the intelligence commu-
nity, not for liaison, but, in fact, to fill real responsible operating
jobs. It is a way of cross-pollinating the tools and techniques that
we have.

Last, we think while the funding for it is small, the Technical
Support Working Group plays a very significant role in bringing
the agencies to the table to talk about their joint requirements. It
is led, of course, at the executive level by State, Defense, Energy,
and now the FBI. But it reaches across the entire law enforcement
and national security communities, and it has been an excellent
place to fund projects that deal, for example, with explosives detec-
tion, some of the biological detection programs. And I think it is a
good model for Government cooperation.

We are going to continue to expand these relationships with the
other agencies, but the most important thing is that we exercise
them almost every month. One of the ways we have had to exercise
them is that anthrax threat letters have become, of course, a favor-
ite thing for some people. They come to the Congress, they come
to the hospitals, they are everywhere around the country.

We couldn’t put people in the position of saying we are going to
fly out and pick it up and in 48 hours we will tell you whether you
were exposed to a pathogen. That is not satisfactory for the public
that we protect. So with the help of the Centers for Disease Control
and the public health laboratories across the country, there is now
a network in place.

So if we get a call from Cincinnati about a threat letter, we can
advise them, first of all, how to package it successfully for their
own safety and those around them, and who to take it to so that
they can get an answer in a few hours rather than wait for the
time it takes to transport it back here to Washington and analyze
it. So it is a notable success. I think it is the kind of thing that
clearly we benefit from, and hence want to encourage. Congres-
sional interest helps a great deal in that area as well.

Last, with respect to the State and local first responders, I men-
tioned the HDS school. We also in the past year have been buying
and equipping State and local responders with sort of first-level ca-
pability, and that has, I think, been a good program. It has not put
the most sophisticated equipment in their hands, and there is a
reason for that.

One of the things that we have to do is not take the best labora-
tory equipment to the field; we have to worry about shelf life,
maintenance, calibration. We don’t want to inflict an added over-
head burden on the first responders if we can design around it.

Mr. Chairman, I will be happy to answer your questions.
[The prepared statement of Mr. Kerr follows:]
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Mr. SHAYS. Thank you very much.
Mr. Burnham, my understanding is you are going to be coming

up to Connecticut.
Mr. BURNHAM. Sir, I will be coming up on Friday for the table-

top, as well as on Monday for the hearing.
Mr. SHAYS. It will be great to have you there. Why don’t you give

us your testimony and we will try to get your testimony done be-
fore I go and vote.

Mr. BURNHAM. OK, I think we can get it done, Mr. Chairman.
Again, Mr. Chairman and members of the committee, it is a

pleasure to be here. I will be brief because, in the first place, I am
a last-minute replacement here. Mr. Watson, my boss, the Assist-
ant Director of the Counterterrorism Division, was unable to make
it. His written statement has been submitted.

[The prepared statement of Mr. Watson follows:]
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Mr. BURNHAM. I do work for Mr. Watson. I have got one of the
section; I have got the Domestic Terrorism Section, which is part
of the Counterterrorism Division. And most of what is in Mr. Wat-
son’s statement are areas that are under my responsibility.

Mr. SHAYS. So feel free to talk about them.
Mr. BURNHAM. OK, so I am going to talk about a couple of

things. Again, he regrets he couldn’t be here.
I guess the overriding theme here is probably defining a threat

and risk, and I am going to touch upon a couple of things on that,
particularly because it was brought up in the first panel here.

Mention was made of the FBI’s—and this is also material that
is in Mr. Watson’s statement—mention was made by the first panel
of a threat and risk assessment that is being done by the FBI. Spe-
cifically, that is being done now and it is being done as part of the
Defense Against Weapons of Mass Destruction Act of 1998. In that,
the FBI was tasked with doing a threat and risk assessment for
chem-bio or radiological, whatever the threat may be in the WMD
area.

After we started that, pursuant to the fiscal year 1999 State Do-
mestic Preparedness Equipment Support Program, which is admin-
istered by OJP, that was rolled then into an overall grant package
which is being administered by OJP. We finished the actual threat
and risk package, gave that OJP, worked with to OJP. And by the
way, the actual threat package itself, the threat and risk package,
was also piloted in two cities.

After completing that, we did give that to OJP. OJP has since
rolled that into their entire grant package. And starting on March
28, next week, there are five particular locations, and I don’t have
the locations now, where they are actually going to start—five lo-
calities around the country where they will actually start to dem-
onstrate that and get that working.

Now, there are some limitations in that threat and risk package
that we did with the locals, in that it was not your typical FBI
crime survey; it was not like a lot of intelligence estimates we did.
There were inherent limitations on that because of the fact that it
was going to be going out to individuals who may not be in law en-
forcement or the intelligence community. So it did have certain lim-
itations on it and I can discuss that more later.

The other area that was mentioned by the first panel was the
General Accounting Office last fall did a study in which they point-
ed out, and Mr. Spencer has also pointed out, that there are intel-
ligence estimates done for State actors and possible overseas devel-
opment in the area of WMD or chem-bio. What GAO’s assessment
or study pointed out was there is nothing really that is done do-
mestically as far as what is out there in the area of chem-bio.

One of the tasks that they did recommend, although we haven’t
been tasked with it yet, was that there should be a study or a
threat and risk assessment done domestically as to what is specifi-
cally out there. The GAO report did note that over the last several
years a lot of money has been spent in the area of R&D, and a lot
of money in first responder training. But what were they training
for? Are they training for any particular element? And that hasn’t
been done and we haven’t been tasked with it yet, although on a
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daily basis we are dealing with what I would say would be the do-
mestic threat.

Now, we rely heavily, as Mr. Kerr has stated, on the laboratory.
I have got an operational section, most of whom are not scientists,
most of whom don’t have the technical expertise. So we do have to
rely heavily on our laboratory. And if I can give you just an exam-
ple of how we work not only with our Laboratory Division but with
our Federal partners, the Department of Energy, the Department
of Defense, CDC, typically what we would do on our threat assess-
ment process—and Dr. Kerr had mentioned the fact of an anthrax
threat. We could get an anthrax threat in from one of our field of-
fices. Our weapons of mass destruction coordinator may call in and
say a particular hospital or doctor’s office had received an anthrax
threat that day.

Part of the threat assessment process on what we do is we ana-
lyze the threat from three viewpoints. We analyze it from a behav-
ioral, a technical, and an operational standpoint. What we will do
is we will contact first our National Center for the Analysis of Vio-
lent Crime, our behavioral science people, and get them involved.
This is all on a conference call. We will also get possibly HMRU
and NBDC involved. We will also get the Centers for Disease Con-
trol in Atlanta and do a behavioral, a technical and an operational
assessment for the local field office.

In most instances, it is done for the first responder because for
all intents and purposes, it is going to be the local police depart-
ment or fire department that is going to receive the message. And
if we have been doing our job over the last couple of years, they
will contact us. We will do that, we will d a threat assessment, and
we do this two to three times a week. So I think from all these
threat assessments we are doing, get back to the field office.

Dr. Kerr had mentioned we did just recently have a case out in
California where we did exactly that. The call came in on Friday
night, indicating possible biological agents. HMRU, the Hazardous
Materials Response Unit, for Dr. Kerr, were dispatched out there.
We worked with the Office of Emergency Management and the
local public health officials out in California. That is typically how
we respond. We have been doing it in the local community, and
from these I think we have a sense of exactly what is out there
now, at least domestically.

I can go through figures and the actual number of cases that we
have had in the last year. Predominantly, most of them have been
anthrax and most of them have been hoaxes.

Mr. SHAYS. Most or all?
Mr. BURNHAM. I would say about 80 percent of our cases have

been anthrax threats, hoaxes.
Mr. SHAYS. Right, and of the 80 percent that are anthrax, have

all of them been hoaxes?
Mr. BURNHAM. Yes. We haven’t actually—we have not had an ac-

tual case, right.
Mr. SHAYS. I just didn’t want to misread your statement.
Mr. BURNHAM. No.
Mr. SHAYS. Otherwise, you have got my attention.
Mr. BURNHAM. No, no. I am sorry, no. Let me just spell out we

have not had actual cases of anthrax.
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Mr. SHAYS. Yet.
Mr. BURNHAM. But, again, that is part of the process and we are

going through it on a daily basis, fully expecting that in the next
couple of months the FBI, my section, will be tasked with doing an
actual threat and risk assessment.

Those are the highlights of Mr. Watson’s statement. Again, I
would entertain any questions that you may have.

Mr. SHAYS. It is kind of embarrassing to have you gentlemen
have to wait around. I apologize for that, but I only have one vote
so I can vote and come right back and then we will do the ques-
tions. It is very important that we have this hearing, so I really
appreciate you being here.

So we will adjourn for a bit and I will be back.
[Recess.]
Mr. SHAYS. I would like to call this hearing to order.
I have a number of questions I want to ask, but I think the first

question is I just want to talk about what kinds of equipment we
are talking about. I want each of you to describe one or two pieces
of equipment that you would be dealing with.

Let’s start with you, Mr. Spencer.
Mr. SPENCER. OK, I will lead off. Of course, DOD is concentrat-

ing on warfighting, and our No. 1——
Mr. SHAYS. Concentrating on?
Mr. SPENCER. On warfighting requirements, meaning

warfighting needs for the commanders-in-chief.
Our No. 1 priority is in the area of detection, identification and

early warning. So when we talk detection, we are talking a detec-
tion capability that provides us early warning. We need to be able
to detect and identify chemical agents, toxic industrial materials,
biological agents, prior to them having an impact on exposed per-
sonnel so that exposed personnel can then take adequate individual
protective measures.

And that leads us into the next area, which is individual protec-
tion—clothes, boots, gloves, masks. The detectors themselves range
from everything from airborne platform systems, which are basi-
cally lidar technology in nature that can send out a beam and scan
the horizon to determine if there is a cloud that is not naturally
occurring in nature.

We have biological detention devices, something like our portal
shield device that is deployed in southwest Asia and the Korean pe-
ninsula. Those are point biological detection devices that are for
fixed sites that, should they be exposed to a biological aerosol, they
will alarm, they will provide an early detection capability.

In collective protection, collective protection is required—and
most of us speak the same language when it comes to equipment.
For example, a mash unit, emergency medical procedures. You do
not want surgeons wearing protective masks, suits and gloves.
They need to be in a clean environment, so you have a filtered en-
vironmental system that is self-contained so that surgeons can per-
form those types of operations. And that is also a valuable tool for
command and control facilities, maintenance facilities, anywhere
you have long-duration facilities. A good example also is the Army.
All of their Abrahms armored systems have collective protection.
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We have collective protection on citadels, on ships. Some aircraft
have collective protection as well.

Mr. SHAYS. Thank you.
Mr. SPENCER. The last thing was decontamination, and obviously

those are chemical substances that will decontaminate all known
chemical and biological agents.

Mr. SHAYS. So you basically mentioned three: the detection and
identification, the protective gear, and the decontamination.

Mr. SPENCER. Correct, and collective protection.
Mr. SHAYS. And what?
Mr. SPENCER. Collective protection, which are the shelters for the

mash units, for example.
Mr. SHAYS. OK, so individual protection gear and collective pro-

tection gear?
Mr. SPENCER. Correct.
Mr. SHAYS. And I am going to come back to you because of the

emphasis on the military. I would love to know what the implica-
tions are for civilians of what you do.

Mr. SPENCER. Certainly.
Mr. SHAYS. Dr. Stoutland.
Mr. STOUTLAND. Let me give you two specific examples, one

being equipment and the other being a capability. With respect to
equipment, one of our detector projects is one that we call micro
chem lab CB, short for chem-bio. This will be a handheld unit able
to detect many chemical agents, as well as biological toxins, includ-
ing industrial chemicals as well.

Mr. SHAYS. Will it be a sophisticated, calibrated piece of equip-
ment or is it going to be—we had the problem when we did the gulf
war illnesses where we had the military people in the field hearing
alarms going off all the time, and then finally they just discounted
it because they were being told to discount it. And then the more
sensitive equipment would come in and discount most of the read-
ings.

So my point, I guess, is that in the end the handheld stuff, the
stuff on the trucks, the jeeps, and so on, were almost useless be-
cause if they detected something, we ignored it.

Mr. STOUTLAND. Our goal is to overcome those shortfalls by using
a variety of techniques. I can go into them if you want. Basically,
what we are doing is we are putting the power of an analytical lab-
oratory, for example, a gas chromatograph which is the size of a
microwave oven, into a chip format. So we are moving things lit-
erally to micro chips. So something that used to be a meter in
length can now be put into a 1-centimeter-squared chip. So you can
then put the power on to a chip and you can do things in redun-
dant fashion so that you can eliminate the false alarm problem.

Our goal for this particular device is one false alarm in every
10,000 measurements. Obviously, it is an R&D program. This year,
we have the first prototype that will be tested this summer with
live agents to see how close we are to that performance goal.

Mr. SHAYS. You wouldn’t ignore an alarm like that then, would
you?

Mr. STOUTLAND. That is the hope. And, again, getting back to the
domestic use, what we hear from the first response personnel and
others is that false alarms really are not tolerated domestically. In
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the military, of course, you have got some flexibility. You can bring
in other units, you can don masks while you are trying to figure
out whether the alarm was real or not.

Mr. SHAYS. So are you mostly focused on civilian use protection?
Mr. STOUTLAND. Yes. Well, I will give you two examples. Our

program targets civilian use. The first example is detection. The
second example is a computer modeling capability. For example, we
have developed extensively models to be able to predict the flow or
the transport of chemical or biological agents within buildings and
within subway structures.

So, for example, it lets us predict what the impact would be of
a release at a given subway station, how far away will it travel,
how quickly will it get there, which then aids in determining what
sorts of mitigative measures you might think of.

Mr. SHAYS. So you are doing detection and identification. You are
not doing protective gear.

Mr. STOUTLAND. That is correct.
Mr. SHAYS. You are not doing collective protection.
Mr. STOUTLAND. That is correct.
Mr. SHAYS. And decontamination?
Mr. STOUTLAND. We do have a decontamination effort.
Mr. SHAYS. So you are doing both of those, OK.
Mr. SPENCER. May I comment on that, please?
Mr. SHAYS. Sure.
Mr. SPENCER. Dr. Stoutland used an excellent example of micro

chem lab. That is a technology that we are following very, very
closely. In fact, we have contributed a significant amount of money
and are working collaboratively with the Department of Energy be-
cause we at the Department of Defense see that as very promising
technology for warfighting application as well.

In the area of modeling and simulation, although we are not first
responders, we realize the Department of Defense will be called
upon in the event of a national emergency involving chem-bio ter-
rorism to provide assistance to State and local authorities. In that
role, we are looking at modeling and simulation as well to ensure
that the work the Department of Energy is doing in the domestic
arena aligns with the work that we are doing, as well as we pro-
vide support. And we are working together on modeling and sim-
ulation as well.

Mr. SHAYS. Dr. Kerr.
Mr. KERR. First of all, I think it is important to recognize there

are three things that the FBI has to be concerned with in its man-
agement of a crisis. The first responsibility is public safety, which
leads to the issue of where is the same perimeter, do you evacuate,
do you not evacuate, and can you get information quickly to inform
those who might take prophylactic action.

The second thing that we are concerned with is the safety of our
own investigators as they move into this crime scene or incident
scene. So personal protective equipment is, in fact, a very impor-
tant component of what we need for our people.

And the third thing, of course, is once on the scene we are con-
cerned with attribution; that is, the forensics of the situation, and
so more sophisticated and specific identification capabilities that
might lead you back to the perpetrator.
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That being said, we live on the results of the programs in the De-
partment of Defense and the Department of Energy and what we
can buy off the shelf. We are not, in fact, ourselves developing new
techniques or new equipment. So it is very important for us that
there is, in fact, this set of developments in the other agencies that
we can work with.

Mr. SHAYS. Mr. Burnham.
Mr. BURNHAM. Yes, to follow one step further on what Dr.

Kerr——
Mr. SHAYS. I am sorry. So you are not into detection and you are

not into decontamination and you are not—of the three outlined by
Mr. Spencer——

Mr. KERR. We are very much into detection and identification,
but the kits that we are now using in the field were developed, for
example, by the Naval Medical Research Institute, in Bethesda.

Mr. SHAYS. Are you DOD’s customer?
Mr. KERR. What happens is that DOD will in many cases develop

a capability and we will go to the same vendor either as part of
their procurement or as a separate procurement. There may be a
little bit of specialization for us, but in general we try to use the
same capability.

Mr. SHAYS. Thank you.
Mr. BURNHAM. To carry one step further what Dr. Kerr was talk-

ing about as far as on the crime scene what they came across, what
the element is, I think the most important thing that we can do,
the FBI, through our WMD coordinators, is impart that informa-
tion to State and local responders. I can give you several examples.

In the last year, we had dispersions of some type of chemical in
a number of movie theaters throughout the Midwest. Once we saw
a pattern where there were three or four of them, we deemed it to
be important enough to get out Bureau-wide through all of our field
offices—to get that information out to the local responders. As it
turned out, it was more of a labor relations matter, but I think it
is important.

We see this in nationwide cases. Be they anthrax threats, or
other patterns, I think it is important that we get that information
out, and we are. From that I think the local responders as well as
the FBI can then gauge what kind of equipment they need. Again,
we would have to rely on Dr. Kerr and HMRU, but I think the im-
portant thing is to get the information out, which I believe we have
successfully through our WMD coordinators, as well as through the
National Domestic Preparedness Office [NDPO].

Mr. SHAYS. I am just deciding which level to go. This is a digres-
sion, but I do want to ask now, Dr. Stoutland, I don’t know if you
made reference the Europeans or if it was you, Dr. Kerr.

Mr. KERR. I did, yes.
Mr. SHAYS. Is Great Britain ahead of us, is France ahead of us?

I will tell you why I ask this question. When we went to view how
they respond to the whole issue of dealing with gulf war illnesses
and protective gear, and so on, I had a sense that the Brits and
the French believe this kind of attack is likely to happen, and I
think they are more sensitive to it than I think our general popu-
lation is. I mean, that is just my own view.
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I am just curious. Are they ahead of us, behind us, parallel to
us?

Mr. SPENCER. Dr. Kerr, can I address that? I think Dr. Stoutland
and I can probably do a better job of addressing that question.

I have a requirement for the Department of Defense to monitor
all the chem-bio science and technology development programs
internationally as well. As part of that responsibility, we have over
50 data exchange agreements in science and technology for chem-
bio defense throughout the world. We also have a number of coop-
erative R&D programs, and we watch very, very closely and work
very, very closely especially with the Brits and especially with the
French, and the Canadians as well, as part of a memorandum of
understanding that is a formal agreement between us.

I can give you my professional and my personal opinion on the
status of their R&D programs. Generally speaking, the rest of the
world is following the U.S. lead. They are looking at where we are
going, they are looking at the technologies that we are developing
in the basic sciences as well as in the advanced sciences.

In the area of biological detection, identification and early warn-
ing, and addressing the entire biological threat, I personally feel we
are 3 to 5 years ahead of them. In the chemical technology arenas
and chemical protection arenas, they are pretty close in some
areas.

Mr. SHAYS. Well, in some ways they are ahead of us. I mean, the
fact is our masks don’t work as well as some of theirs. The fact is
they have protective gear that is two-ply, and it doesn’t have char-
coal and can be worn as a general uniform. I am speaking of the
French.

Mr. SPENCER. Correct. They are very, very proud of their tech-
nology developments. They have been very generous and have pro-
vided us much of their newly developed equipment and the equip-
ment that they currently have in advanced development. We have
performed similar tests as well.

Mr. SHAYS. Dr. Stoutland.
Mr. STOUTLAND. I have been personally both to the UK and to

France over the last year to look at the exact issue that you have
addressed. With respect to R&D in particular, I would not disagree
with Carmen. I think there are some things that the British in par-
ticular do very well, and we are in the midst of signing a memoran-
dum of understanding with them so that we can more closely share
information and proceed jointly.

With respect to public awareness, my observation has been that
they are a bit behind us, in fact.

Mr. SHAYS. On what?
Mr. STOUTLAND. With respect to public awareness and concern

over the threat, my personal observation has been that we are a
couple of years ahead of them, if you will. For example, in France
there is a new commission called the Haute Commission Francais
de la Defense Civile, which is sort of the high French commission
for civil defense, and they have just now stood up and are really
starting to move forward. So I think they are a couple of years be-
hind in terms of awareness of the threat, but they certainly have
some capabilities that we are aware of and we will be making use
of.

VerDate 11-MAY-2000 10:45 Dec 29, 2000 Jkt 000000 PO 00000 Frm 00092 Fmt 6633 Sfmt 6633 C:\DOCS\67312.TXT HGOVREF1 PsN: HGOVREF1



89

Mr. SHAYS. But when you go through Paris and you see their po-
lice carrying assault weapons, it is not like they are going after the
common criminal.

Mr. STOUTLAND. Well, I will defer to the FBI for sort of broad
terrorist awareness. But with respect to chemical and biological
threats in particular, my observation has been that on a national
level they are now taking it much more seriously than they did 2
or 3 years ago.

Mr. KERR. Let me speak briefly to the question you initially
asked, which is areas——

Mr. SHAYS. And candidly.
Mr. KERR. Yes, right. With respect to the United Kingdom, we

work very closely with them in bombing matters because they have
more experience with terrorist bombings than anyone that we
know of. We send U.S. bomb techs to their schools. We adopt some
of their equipment and adapt it to our use. Similarly, in some of
the detection areas they have had activity that for us has been
quite useful.

The partners that work most closely, of course, are the UK, Can-
ada, Australia, and the United States. And there are, in fact, work-
ing agreements——

Mr. SHAYS. Say that again. You left out France?
Mr. KERR. Correct. France is not part of what I will call the

inner close working group. Maybe it is an Anglo-Saxon bias, maybe
it is a harmonization of the legal systems, but there is, by tradition
and past agreements, more of an open interchange there than with
the French.

Mr. SHAYS. When I was in France talking with personnel who
deal with both chemical and biological and the nuclear threat, one
of their warnings to us was that we can win the traditional war,
but then be exposed to the terrorist threat out of frustration by our
success militarily and just getting us to have a perception that it
only takes a few people.

And so I just found it interesting how sensitive they were to the
reality that there will be a nuclear, biological, or chemical attack
on some Western country sometime. I am also struck by the fact
that when I went to a base in Mississippi, I saw the finest firefight-
ing equipment for our planes, and I saw a crew of just outstanding
firemen at this airport. And I thought they may never, ever have
to use their equipment, but they prepare everyday as if they do.

I was thinking as you were talking that if there were such an
attack, you all would be right up there on the firing line and then
there would be people writing articles about who are these people
and what have they been doing for the last so many years.

I want a handle on what we are spending in this area. I mean,
this isn’t classified information, so give me a sense of what we are
devoting in each of your units.

Mr. SPENCER. What I will share with you is the fiscal year 2001
President’s budget submission for the Department of Defense in
this area.

Mr. SHAYS. OK.
Mr. SPENCER. For the joint NBC defense program, which is the

program that I manage, in the area of very basic research—this is
laboratory-level research for chem-bio—about $33.2 million for fis-
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cal year 2001; in the area of applied research, $73.6 million; for ad-
vanced development programs, $46.6 million; for what we call dem-
onstration validation of the technologies, $83.8 million; for engi-
neering management development, which is actually putting the
technologies into the widgets and doing the final operational and
developmental testing, $100.8 million; and for overall management
of the program, publication of doctrine, training requirements and
the training base for chem-bio defense, about $23.9 million, for a
total of $361.9 million for research and development.

But probably more importantly, we are going to be spending
$473.9 million to physically procure new equipment and putting it
into the hands of the warfighters in all of those areas I discussed—
detection, identification, early warning.

Mr. SHAYS. In next year’s budget or this year’s budget?
Mr. SPENCER. I am sorry. This is for fiscal year 2001.
Mr. SHAYS. 2001, OK.
Mr. SPENCER. This is the President’s budget, and that total is

$835.8 million.
Mr. SHAYS. So a little more than half is for procurement?
Mr. SPENCER. Correct.
Mr. SHAYS. And is any of that procurement for non-defense per-

sonnel or is it all for defense?
Mr. SPENCER. It is all for defense, but it does include, for exam-

ple, procurement for our civil support teams, formerly known as
raid teams, for the domestic mission.

Mr. SHAYS. These are the National Guard units?
Mr. SPENCER. Correct.
Mr. SHAYS. Yes.
Mr. SPENCER. It also includes some procurement for some of our

specialty units like the Marine Corps CBIRF units, Chemical and
Biological Incident Response Force. It includes procurement for the
Army’s technical escort unit which has worldwide deployment capa-
bility in the area of chem-bio defense, and also for USAMRIID, the
U.S. Army Medical Research Institute for Infectious Diseases,
which responds around the world to biological incidents as well.

Mr. SHAYS. Dr. Stoutland, can you talk about your budget at all?
Mr. STOUTLAND. Our budget request for the area that I de-

scribed, that being R&D and the demonstration programs, is $42
million in fiscal year 2001.

Mr. SHAYS. And that is the extent of your budget?
Mr. STOUTLAND. Right.
Mr. SHAYS. Dr. Kerr, you have a little more amorphous area of

activity.
Mr. KERR. It is more amorphous, but it also pales in comparison

to the numbers that you just heard. The identified increment for
counterterrorism R&D is about $5 million in the Bureau. That is
not the extent of all that we put into the capabilities that we field
because we use some of our base funding that is accounted for
quite differently.

But, you know, one way to think about the FBI is that about 65
percent of our budget pays for agent and support personnel. The
consumables go for the rest, and so we are not an R&D organiza-
tion and it is an apples and oranges comparison here.
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Mr. BURNHAM. Sir, I can get you the budget for the
Counterterrorism Division. As Dr. Kerr indicated, some of that
bleeds over from the laboratory. I am going through the process
now for the 2002 budget and the cross-cutting. To give you an ex-
ample, in the Counterterrorism Division I have had to meet with
the Investigative Support Division, which is intelligence; with our
Critical Incident Review Group, which is CIRG; with the labora-
tory, all of which would go into our counterterrorism efforts. But
we do have that broken out. We are going through that now and
I can get you 2001 budget and it is broken out by different divi-
sions that contribute to the counterterrorism effort.

Mr. SHAYS. We don’t have the Technical Support Working Group
here today, a representative from it. How do you all interface with
that Group?

Mr. SPENCER. The Department of Defense interfaces with them.
They have a chemical and biological, radiological and nuclear coun-
termeasures subgroup. We are a member of that subgroup and
work in this arena with them. That includes the Department of En-
ergy, the FBI, the Department of State, the Department of Agri-
culture, EPA, Customs, the Postal Service, FDA, the Centers for
Disease Control, and FEMA.

Mr. SHAYS. Agriculture because of——
Mr. SPENCER. Domestic biological terrorism.
Mr. SHAYS. Right, OK.
Mr. STOUTLAND. That is basically true for us as well. We have

a representative. In fact, DOE is one of the co-chairs of the TSWG,
at the working level we have representatives on the appropriate
subgroups, including the chemical and biological, radiological sub-
group.

Mr. SHAYS. Dr. Kerr.
Mr. KERR. The FBI is also one of the four executive members of

TSWG, and then our people have served as co-chairs of things like
the chemical and biological, radiological subgroup.

Mr. BURNHAM. From the Counterterrorism Division, our rep-
resentative is the laboratory, Dr. Kerr.

Mr. SHAYS. How is the nature of the threat, which gets me to
your point—you focused primarily on defense. I am not clear yet,
and maybe we don’t have a panelist here that—maybe I don’t have
a complete panel to answer this question, but I want to know the
difference between the civilian customer and the military customer.

Mr. SPENCER. My customer is obviously the military customer,
and my threat is basically a compilation from the intelligence com-
munity. The intelligence community—DIA, CIA, NSA—postulate a
threat. That threat then receives what we call a validated—be-
comes a validated threat list after review by the Joint Chiefs of
Staff.

That validated threat list is a prioritized threat list, and that is
the master threat-based list that we use to develop our research
and development programs to counter. And that is both for chemi-
cal threats as well as for biological threats.

Mr. SHAYS. I guess what I am asking then would be, before I go
on, the need of your customer, the military, is on the battlefield.

Mr. SPENCER. Correct.
Mr. SHAYS. It is not in the basement of the World Trade Center.
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Mr. SPENCER. That is correct. The Department of Defense does
have some units that we know will be responding to a domestic
emergency in the chemical and biological arena, if requested. We
also look to provide them the capability to provide that desired re-
sponse. Those are the units like the TEU, the Technical Escort
Unit, the CBIRF, the USAMRIID, and we look for specialized
equipment to enable them to do that. The basic threat, though, do-
mestically, as well as for worldwide, although not regionally fo-
cused, is primarily the same.

Mr. SHAYS. I am not sure I agree with that. I mean, it is the
same because?

Mr. SPENCER. The same types of toxic chemical substances and
biological pathogens.

Mr. SHAYS. Right, OK. I just see them being delivered in dif-
ferent forms and I see them——

Mr. SPENCER. Absolutely.
Mr. SHAYS. I would think the exposure would be greater on the

military. I have no way of knowing, but it would strike me that
way.

Dr. Stoutland.
Mr. STOUTLAND. First of all, there are many obvious similarities,

but I think there are some important differences and I will just de-
scribe those.

Mr. SHAYS. First off, who is your customer?
Mr. STOUTLAND. We perceive our customers to be the broad do-

mestic preparedness community who would be involved in protect-
ing a city, and within that it would include some Federal agencies.
For example, we consider the FBI to be a customer, but also local
entities, and that changes depending on what the city looks like.

For example, in the city of Washington it would involve a mix-
ture of people who own facilities that need to be prepared; for ex-
ample, subway systems. It would involve first responders, be they
firemen in some cities or policemen in other cities. So it is a mix,
but broadly it is those type of people who would either be involved
in preparing for, meaning continually monitoring because they
have a building or a facility they consider to be at risk, or people
who would rush to the scene should there be an incident.

Mr. SHAYS. Well, before you go on, given that, you said your
budget was basically 42?

Mr. STOUTLAND. That is correct.
Mr. SHAYS. But that is basically research and development?
Mr. STOUTLAND. That is correct.
Mr. SHAYS. OK. Someone else is procuring from you? This isn’t

procurement. You didn’t give me any figure on procurement.
Mr. STOUTLAND. Our budget does not have procurement.
Mr. SHAYS. So is that kind of like with the anti-missile defense

system? I mean, we are still in research and development, not into
procurement?

Mr. STOUTLAND. No. I think there are two issues here. There cer-
tainly is procurement going on, and within cities it goes on in a
number of different ways. It goes on in local budgets, be they local
fire departments having money to procure items.

Mr. SHAYS. But they are not buying from you?
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Mr. STOUTLAND. They are not buying from us, no. Our model is
to first of all do development until it gets to a stage where we think
it is ready for use, and then to move these things into what we call
the demonstration phase. So, for example, our demonstration pro-
gram that I highlighted which looks at subways will put in place
chemical detectors, computer models, and so on. Some of those
things will be from our program, some of them will be whatever is
required to fill out the entire system.

Mr. SHAYS. But we haven’t yet perfected those models, have we?
Mr. STOUTLAND. Sorry?
Mr. SHAYS. Have we perfected the equipment that you are re-

searching yet? Are we in a stage to develop them?
Mr. STOUTLAND. There are things in different stages. Let me give

you two examples. Some things will never be fielded operationally
with a first responder. For example, computer models will be run
that will then result in guidance that they will use on a day-to-day
basis. Those things are ready.

In other cases we have built, for example, a handheld biological
detector where we have built several units, and this year we will
be giving those to responders and various people around the coun-
try as a beta test. If that beta test pans out and people perceive
this to be a valuable piece of equipment, then it will be transferred
to the commercial sector and they will produce them. DOE is not
in the business of producing many copies.

Mr. SHAYS. I am getting the sense, before I go to the FBI, that
we are at a stage where DOD has developed some equipment and
is starting to procure, obviously. So it is still going to be in the
hands of DOD. You are in the process of researching and testing
and getting out in the field some test.

But it leads me to believe that right now the only groups that
would really have this equipment at any level would be responders
from the Federal Government, not necessarily from the local and
State. That is kind of the sense I am getting.

Mr. STOUTLAND. That is not entirely true. The examples I gave
you, both the subway, where we are working not with the Federal
Government but with transit agencies, which I would consider to
be local people—our capabilities are getting into their hands, first,
in the form of improving their preparedness plans. The second ex-
ample, the handheld bio detector, will involve some Federal people,
but the majority of people receiving that will be State or primarily
local responders.

Mr. SHAYS. But it is ‘‘will be.’’
Mr. STOUTLAND. Excuse me?
Mr. SHAYS. It is a ‘‘will be,’’ it is not ‘‘already have.’’
Mr. STOUTLAND. That is correct. The bio detector, in particular,

will be——
Mr. SHAYS. That is my point. Right now, I feel like we are kind

of vulnerable, that we have not yet reached the point where we are
out there yet.

Dr. Kerr, is that accurate? Particularly with a $5 million budget,
that is pretty pathetic.

Mr. KERR. Well, our model is a little different. As you know, we
have 56 field offices around the country, and so the first thing we
have been doing as we have gained new equipment and capability

VerDate 11-MAY-2000 10:45 Dec 29, 2000 Jkt 000000 PO 00000 Frm 00097 Fmt 6633 Sfmt 6633 C:\DOCS\67312.TXT HGOVREF1 PsN: HGOVREF1



94

is push it into our field offices because that way it gets tested on
the street.

Mr. SHAYS. Yes, but you don’t have that equipment yet.
Mr. KERR. Oh, yes, we have first-generation equipment. We have,

in fact, trained up full HAZMAT teams at the 15 largest field of-
fices. They have a first-generation biological detection capability
that is what the Navy had developed some years ago. They have
radiation detectors of two different types and they have personal
protective gear.

In turn, those people then are training their counterparts in the
State and local agencies, and for them we have been procuring per-
sonal protective gear, a simpler form of radiation detection. We do
not yet have a biological detection capability to share with them.

Mr. SHAYS. Yes, and I would just emphasize it is first generation.
Mr. KERR. Correct.
Mr. SHAYS. And you all are working on what generation?
Mr. SPENCER. We are in the process of fielding an improved first-

generation bio detector now, and we will be fielding in about 2
years our next generation.

Mr. STOUTLAND. Our program, I would say, is a combination of
first and second generation. We are seeing some of the first-genera-
tion things now coming out. We have given a number of things to
response personnel, first responders rules of thumb for what they
should do based on extensive calculations, and so on. But really the
bulk of our program is going to be delivering things in the next
couple of years. The program is 3 years old. We have set our pro-
gram targets for programs or projects that are 3 to 5 years out that
will make major capability enhancements, and so things are now
just beginning to get out of the R&D pipeline.

Mr. SHAYS. So let me ask you and Dr. Kerr again, because I
didn’t really pursue it enough, how is the nature of the threat dif-
ferent to the civilian versus the military?

Mr. STOUTLAND. I would divide it into three areas and maybe
give a couple of specific examples. One is ‘‘what?’’ I mean, I think
the list of agents—particularly in the chemical area, one can imag-
ine a much broader set of agents that could have very dramatic ef-
fects in confined urban spaces. Obviously included in those would
be industrial chemicals, and so the detection capabilities, for exam-
ple, need to not only do the conventional CW threat agents, but a
broader set of agents.

The other point would be where things are going to be used. If
they are going to be used in confined urban areas, be they inside
of buildings or inside of subways, that requires a different set of
capabilities both in terms of detection, because false alarms is a
problem inside of buildings with outgasing of materials, and so on,
as well as with the various modeling calculations that would help
you to characterize the threat.

And, finally, the differences with who is going to use the capabil-
ity. First responders and others have very different training in
many cases than those in the military, and we must develop equip-
ment that is suitable for their level of training and expertise.

Mr. SHAYS. So one of your points would be that the civilians will
not have the same capability of training?
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Mr. STOUTLAND. No, no. It could be better. My only point is that
it is different.

Mr. SHAYS. OK, fair enough.
Mr. KERR. Having participated in the Defense Science Board for

a number of years before I came back to Government, I was in-
volved with many studies of urban warfare and what the military
has called operations other than war. And I would argue that their
thinking about the role of chemical and biological threats in that
environment is virtually identical to the civilian issue that you are
asking about.

The difference in detail is that they are thinking about it in
terms of a conflict situation. In law enforcement, we have to think
about it in terms of it being embedded within the larger civilian
population whose safety we have to assure first. So there is some
difference in the amount of equipment you would need for, if you
will, the first crude detection in order to set up a perimeter for safe
access. But the specific threats, the so-called threat list, whether
it be biological or chemical, is virtually the same, augmented in the
chemical area by some of the industrial chemicals like chlorine.
With respect to radiological dispersal, the ability to detect radio-
active materials on the battlefield or in a city is no different. The
same laws of physics apply.

And the other thing I should point out is that we also have to
deal with some of these things in conjunction with one another. We
have had threats where we have responded which have been a
combination of explosives and suspected biological material. We do
have some 2,500 bombings a year in the United States, which is
part of our backdrop in the counterterrorism program.

So one way we look at this problem of high consequence and so
far low probability event is that we ought to be incrementally add-
ing capability, but we should not be withdrawing capability from
the threats that we are facing everyday.

Mr. SHAYS. Thank you very much.
Let me ask this question, and we are getting to a close here. Who

in the U.S. Government is in charge of ensuring the coordination
of R&D efforts for the military and the civilian requirements?

We will start again with you, Mr. Spencer.
Mr. SPENCER. Under the National Security Council——
Mr. SHAYS. Let me just say the pregnant pause is very telling.

It is, it is, and it is not a criticism of anyone; it is just telling.
Mr. SPENCER. If you are looking for one individual to be in

charge to ensure that the Department of Defense, the Department
of Energy, and the Department of Justice are all working toward
the same common goal, and that common goal is domestic pre-
paredness, I believe that would come under the National Security
Council. And they have established seven working groups that are
looking at all aspects of this particular issue. But, again, that is
one body. They have visibility. They do not have decisionmaking
authority, nor do they probably have the resources to do what is
actually required.

Mr. SHAYS. It sounds to me like you are just saying the President
has the responsibility.

Mr. SPENCER. No. There is an individual that has been des-
ignated, and that is Mr. Dick Clark.
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Mr. SHAYS. Right, but does Mr. Clark have this responsibility?
Mr. SPENCER. Yes.
Mr. SHAYS. Do you think he knows he has the responsibility?
Mr. SPENCER. Yes, I do. I think if you take a good external look

at the programs, I think at the scientific level when you talk about
the science and technology, the scientists working for the Depart-
ment of Defense are working very closely with the scientists in the
Department of Energy, and the FBI is a customer for both of us.

As you work your way up in the bureaucracies, there are bureau-
cratic mechanisms that are in place that physically look and at-
tempt to assure that the proper coordination is taking place. But
the bottom line to really the whole effort is—and a good example
of this and probably the best example occurred in the last 30 days.

In the last 30 days, we had what we call a technical area review
and assessment, where I had my principal scientists for every one
of our programs brief a scientific panel of non-DOD, non-Govern-
ment personnel. And the panel also had a representative from the
Department of Energy on it, from academia, as well as from indus-
try.

The scientists briefed, are we going in the right direction? They
briefed their program and they looked for opportunities to improve
leveraging what is going on in academia and industry and inter-
nationally. Also presenting at that week-long effort was the TSWG.
The Department of Energy briefed their programs, and at the sci-
entific level that exchange is taking place and it is a very positive
exchange. Redundancy in all cases is not bad, especially when you
look at high-risk technologies, and there are high-risk technologies
involved in biological defense.

That is an excellent example, but if you look above that level
within the Federal Government, I think there is probably a void.

Mr. SHAYS. Probably what?
Mr. SPENCER. Probably a void.
Mr. SHAYS. And that void again is where? I know you used the

word ‘‘probably.’’
Mr. SPENCER. I am going to qualify my statement.
Mr. SHAYS. Sure.
Mr. SPENCER. We have the Counterproliferation Review Commit-

tee with the senior executive levels of the Department of Energy
and the Department of Defense that they participate on, and that
coordination is working well.

What is really lacking, and I think what you are really looking
for is what we are all striving toward, and that is there is no na-
tional architecture. What is the national capability for domestic
preparedness that is desired by this Nation for chemical and bio-
logical antiterrorism and counterterrorism activities? To what ca-
pability should the Department of Energy, under Presidential Deci-
sion Directives 39 and 63, be developing a defensive capability for
the United States? That national architecture does not exist.

Mr. SHAYS. Fair enough. That is very helpful.
Dr. Stoutland, do you want to respond in any way?
Mr. STOUTLAND. I will agree, first of all, with what Mr. Spencer

said and maybe add just a couple of things. My observation is that
at the working level coordination is working very well. People are
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not duplicating projects. Scientists talk regularly, whether they be
from Justice, Energy, or Defense-sponsored programs.

What we are lacking, as was pointed out, is a high-level architec-
ture for where we are going so that we know what the targets are,
and that is exactly the purpose of the study that is now being joint-
ly funded within my program and within the Defense Threat Re-
duction Agency, a study that call the Defense of Cities Study, to
try to develop a framework so that we can compare in a rigorous
analytical manner various high-level policy options to present to
policymakers to then make decisions as to what our level of pre-
paredness should be, which then feeds back into my R&D program
and others so that we know where we are going.

In addition to that, the Counterproliferation Review Committee
group was mentioned. This year, at the urging of my Under Sec-
retary Moniz and Under Secretary Gansler, of the Department of
Defense, we formed a chemical and biological defense focus group.
The purpose of this group is really to focus specifically on chemical
and biological areas, with the goal over the next year of developing
integrated R&D road maps in a number of areas where we both
have programs going on with different missions, different tech-
nologies, but to look, in fact, at where there are intersection points
where we can benefit to a greater extent from the other agency’s
programs.

So I think that is a very positive step that has now been ap-
proved at the highest levels of Defense and Energy. And, of course,
we will be vetting that with the NSC-led Weapons of Mass Destruc-
tion Preparedness Group, including the Office of Science and Tech-
nology Policy which chairs the R&D subgroup.

Mr. SHAYS. Dr. Kerr or Mr. Burnham, either one of you?
Mr. KERR. I think I will take it and I will do it on a slightly dif-

ferent tack, not to disagree with those who preceded me, but there
are a couple of people who have made a difference in this area. One
is the present Deputy Secretary of Defense John Hamre. Another,
working with him, has been the Attorney General, and they have
had now two Saturdays this past month a major WMD exercise
bringing Justice and Defense and other agencies together, thinking
about not just technology and R&D, but thinking perhaps beyond
that, how will it be used, what are the operational and policy impli-
cations of what is being discussed.

They have been meeting regularly about every 6 weeks for the
past year in order to try to harmonize the needs of the law enforce-
ment community and the tremendous capabilities resident in the
Department of Defense.

Mr. SHAYS. Yes. I read that, though, differently. I read that as
a very sensible thing to do because there is somewhat of a void.

Mr. KERR. Right, and what I was trying to do was point out that
some individuals, by name, have tried to fill that void.

Mr. SHAYS. I have got you, I have got you.
Mr. KERR. Yes, sir.
Mr. SHAYS. Then let me ask you who should do it. That will prob-

ably be my last question, but the issue is who should be doing
that? It is not going to be the Technical Support Working Group.
It is not going to be that. Who should it be, in your judgment?
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Mr. KERR. I think the voice that has been missing in the discus-
sions that have gone on between the Department of Energy and the
Department of Defense has been, in fact, the voice of those charged
with the crisis management responsibility. We have to find a way
to bring the Department of Justice into that discussion, recognizing
that unlike the other two, it is not an acquisition agency, it is not
an R&D agency. Yet it is, in fact, desperately dependent on what
can be produced by those who do it so well. And we have to get
that coupling not just at the working level, which is the TSWG, but
at the policy level where people like the DOE and DOD Under Sec-
retaries have an effective relationship today.

Mr. SHAYS. Dr. Stoutland, who do you think it should be?
Mr. STOUTLAND. I am sorry. Who should coordinate this?
Mr. SHAYS. Yes.
Mr. STOUTLAND. I think it needs to be led at the level that it is

being led at, that is the President’s coordinator for
counterterrorism, Richard Clark.

Mr. SHAYS. And let me just say I realize that Mr. Clark is work-
ing hard, but chooses to have a low profile. He is not looking to be
called the terrorist czar, but it may make sense for our committee
to ask him this same question and really get a sense of how he
weighs in on this.

This is a question that I would love answered ultimately, and it
is too serious a question and too important a question not to feel
certain about it. But I just think this is a very telling conversation,
in a way, because you are all kind of wrestling with it, but nothing
comes quickly to mind.

Mr. STOUTLAND. Well, that is right, and what I won’t do is sug-
gest maybe a particular mechanism that would solve all of our
problems because if we knew that, obviously we would be more
than willing to put it forward.

Mr. SHAYS. And I realize that you all work for bosses who may
have a different opinion.

Mr. STOUTLAND. I think what this is more telling of is the com-
plexity of this problem. We have presently got a number of coordi-
nating groups, some of which are quite effective. I think the
Counterproliferation Review Committee is an effective group, but
focused not on the domestic problem. I think the Weapons of Mass
Destruction Preparedness R&D Subgroup is also an effective group
which builds upon the CPRC.

But I think ultimately the fundamental challenge and one that
we have not grappled with as well as we could have is trying to
figure out how to make the lash-up between those organizations
with scientific and technical capabilities, represented to the most
extent here by DOE and DOD, with those organizations with oper-
ational responsibility, which would include the FBI as well as State
and local responders. That is hard thing to do. I think we are work-
ing toward it and we are making progress, but we are going to con-
tinue to struggle with that.

Mr. SHAYS. This is a nice lead-in to what I will see on Friday and
Monday when we have our hearing. We are going to be seeing how
the fire departments and the police departments all interact in this
effort to deal with a terrorist threat.
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What is helpful for me is to know that if I were on the outside
looking in and saying, well, the Technical Support Working Group,
there is someone in charge and they should be doing that, I think
there is consensus that it is not that organization that I should be
looking at. So this is something the committee will do, and I think
we will have further dialog.

I am prepared to close the hearing, but as is my practice, I am
very happy to have you make any closing comments, if there is any
question that we should have asked that you were primed to an-
swer or just feel you need to answer. Is there anything?

[No response.]
Mr. SHAYS. Well, I thank you very much. I think we are all hun-

gry, and you were a wonderful panel. Thank you for your patience.
[Whereupon, at 1:42 p.m., the subcommittee was adjourned.]

Æ
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